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Preface

Law and technology present humanity with challenges and opportunities. It is in
this context, and in cooperation with Prof. Dr. Gerald Spindler of the University of
Géttingen, that this international collective research work was conceived and co-
edited.

The eatly and unexpected death of our esteemed colleague Professor Spindler
in September 2023 has deeply shocked many of us. Our sincere condolences to his
family, staff and colleagues. I thank him for his friendship, his constant support, his
guidance and his advice. Those of us who had the honour of knowing him person-
ally appreciated his high academic and human qualities, his humility, simplicity, sci-
entific profundity and humanity. He was a beacon in the legal-economic world, and
his contributions and legacy as an academic and as a human being will continue to
guide many of us.

The work was made possible by the invaluable participation of colleagues from
three continents. In this context, part of the research was presented at an online
symposium organised by us and hosted by Prof. Spindler’s Chair of Civil Law, Com-
mercial and Economic Law, Comparative Law, Multimedia and Telecommunica-
tion Law on 22 July 2022.

This anthology's goal is to investigate three of the pillars supporting the con-
nection between technology and law.: artificial intelligence, blockchain and digital
platforms. In these areas, the authors analyse legal issues of public and private law
from Buropean, Japanese, US and Latin American perspectives.

Our heartfelt thanks go to all the authors for their contributions, their time and
support in realising the work, to the memory of Prof. Dr. Gerald Spindler for his
invaluable support, time and commitment, as well as to his chair, especially Dr.
Andreas Seidel and Ms. Ingrid Floerke, who provided us with decisive and sustained
support in all phases of the project and the publication, and to the publishing house
of the University of Gottingen, its editorial team and Ms. Hannah Béhlke for their
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cooperation, support and uncomplicated guidance of the project from its inception
to its realisation. We would also like to thank Dr Simon Gerdemann for his support
and Mr. Valentin Braun, staff member of Prof Spindler’s chair, for the editorial
supervision of some of the manuscripts.

Thanks are also due to the scholarship students of the Tecnolégico de Monter-
rey for their assistance in formatting some of the contributions. Special thanks to
Marfa Teresa Ferro Hermida, Miguel Angel Navarrete Ruiz, Jests Eduardo Valle
Villegas and Angel Axel Pérez Asiain during the publication phase and to Allison
Desirée Molina Espinoza during the preparation phase.

Very special thanks are due to the Catholic Academic Foreigners’ Service
(KAAD), its Secretary General, Dr Nora Kalbarczyk, and its Deputy Secretary Gen-
eral, Dr Thomas Kriggeler, as well as the Chair of Prof. Dr Gerald Spindler, the
Faculty of Law and the administration of the University of Géttingen for their sup-
port and generous financial contribution to the publication costs.

Our thanks are due to them and to all those who made this work possible.

José Hernan Muriel Ciceri,
October 2023



Vorwort

Recht und Technologie stellen die Menschheit vor Herausforderungen und Chan-
cen. In diesem Kontext und in Zusammenarbeit mit Prof. Dr. Gerald Spindler von
der Universitit Gottingen wurde dieses internationale kollektive Forschungswerk
konzipiert und mit herausgegeben.

Der frithe und unerwartete Tod unseres geschitzten Kollegen Prof. Spindler im
September 2023 hat viele von uns tief erschiittert. Unsere aufrichtige Anteilnahme
gilt seiner Familie, seinen Mitarbeitern und Kollegen. Ich danke ihm fiir seine
Freundschaft, seine stetige Unterstiitzung, Anleitung und seinen Rat. Diejenigen
von uns, die die Ehre hatten, ihn persénlich zu kennen, schitzten ihn u.a. wegen
seiner hohen akademischen und menschlichen Qualititen, seiner Bescheidenheit,
Einfachheit, wissenschaftlicher Tiefgang und Menschlichkeit. Er war ein Leucht-
turm in der juristisch-wirtschaftlichen Welt, seine Beitrdge und sein Vermichtnis
fir die Wissenschaft und als Mensch werden fiir viele von uns weiterhin richtungs-
weisend sein.

Die Arbeit wurde durch die wichtige Beteiligung von Kollegen aus drei Konti-
nenten ermdglicht. In diesem Zusammenhang wurde ein Teil der Forschungsarbei-
ten am 22. Juli 2022 auf einem von uns organisierten und von Prof. Spindlers Lehr-
stuhl fur Birgerliches Recht, Handels- und Wirtschaftsrecht, Rechtsvergleichung,
Multimedia- und Telekommunikationsrecht ausgerichteten Online-Symposium
vorgestellt.

Ziel dieses Sammelbandes ist es, drei der Sdulen der Beziehung zwischen Recht
und Technologie zu untersuchen: kunstliche Intelligenz, Blockchain und digitale
Plattformen. In diesen Bereichen analysieren die Autoren Rechtsfragen des dffent-
lichen und privaten Rechts aus europiischer, japanischer, US-amerikanischer und
lateinamerikanischer Perspektive.

Unser herzlicher Dank gilt allen Autorinnen und Autoren fir ihre Beitrige, thre
Zeit und Unterstiitzung bei der Realisierung des Werkes, dem Andenken an Prof.
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Dr. Gerald Spindler fiir seine unschitzbare Unterstiitzung, seine Zeit und sein En-
gagement sowie seinem Lehrstuhl, insbesondere Herrn Dr. Andreas Seidel und Frau
Ingrid Floerke, die uns in allen Phasen des Projektes und der Publikation entschei-
dend und nachhaltig begleitet und unterstitzt haben, sowie dem Verlag der Uni-
versitit Gottingen, seinem Redaktionsteam und Frau Hannah Bohlke fir die Zu-
sammenatbeit, Unterstiitzung und unkomplizierte Begleitung des Projektes von der
Entstehung bis zur Realisierung. Wir danken auch Herrn Dr. Simon Gerdemann
fiir seine Unterstiitzung und Herrn Valentin Braun, Mitarbeiter am Lehrstuhl von
Prof. Spindler, fiir die redaktionelle Durchsicht eines Teils der Manuskripte.

Wir bedanken uns auch bei den Stipendiaten des Tecnolégico de Montetrey,
welche die Anpassung einige der Beitrige an die Formatvorlagen begleitet haben.
Unser besonderer Dank gilt Frau Marfa Teresa Ferro Hermida, Herr Miguel Angel
Navarrete Ruiz, Herr Jests Eduardo Valle Villegas und Herr Angel Axel Pérez Asi-
ain wihrend der Veré6tfentlichungsphase sowie Frau Allison Desirée Molina E-
spinoza wihrend der Vorbereitungsphase.

Ganz besonderer Dank gilt dem Katholischen Akademischen Auslinderdienst
(KAAD), seiner Generalsekretirin, Dr. Nora Kalbarczyk, und seinem stellvertre-
tenden Generalsekretir, Dr. Thomas Kriggeler, sowie dem Lehrstuhl von Prof. Dr.
Gerald Spindler, der Juristischen Fakultit und der Verwaltung der Universitit G6t-
tingen fiir ihre Unterstiitzung und grof3zigige finanzielle Beteiligung an den Publi-
kationskosten.

Thnen und allen, die das vorliegende Werk erméglicht haben, sei an dieser Stelle
herzlich gedankt.

José Hernan Muriel Ciceri,
Oktober 2023



Prefacio

El derecho y la tecnologia presentan retos y oportunidades a la humanidad. En este
ambito y en conjunto con el Prof. Dr. Gerald Spindler de la Universidad de
Gottingen, fue trazada y coeditada la presente obra colectiva internacional de
investigacion.

La temprana e inesperada muerte de nuestro estimado colega el profesor
Spindler en septiembre de 2023 nos conmocioné profundamente a muchos de
nosotros. Las mas sinceras condolencias a su familia, a su equipo de trabajo, y a sus
colegas. Agradezco a ¢él su amistad, su continuo apoyo, guia y consejo. Quienes
tuvimos el honor de conocetle personalmente apreciamos sus altas cualidades
académicas y humanas, su humildad, sencillez, profundidad cientifica y humanidad.
Fue un faro en el mundo juridico-econémico, y sus aportaciones y su legado como
académico y como ser humano seguiran guidndonos a muchos de nosotros.

La obra se realizé gracias a la importante participacién de colegas de tres
continentes. En este contexto se presentaron una parte de las investigaciones el 22
de julio de 2022 en un simposio online que organizamos y del cual fue anfitriona la
catedra del Prof. Spindler en Derecho Civil, Derecho Comercial y Econémico,
Derecho Comparado, Derecho Multimedia y de las Telecomunicaciones.

El objetivo de la presente obra colectiva es el examen de tres de las columnas
existentes en la relacién entre derecho y tecnologfa, como son: la inteligencia
artificial, la cadena de bloques y las plataformas digitales. En estos ambitos los
autores analizan cuestiones juridicas en derecho publico y en derecho privado, desde
las perspectivas estadounidense, europea, japonesa y latinoamericana.

Expresamos nuestra profunda gratitud a todos los autores por sus
contribuciones, su tiempo y su apoyo en la realizacién de la obra, asimismo, a la
memoria del Prof. Dr. Gerald Spindler por su invaluable apoyo, tiempo, y
compromiso, asi como a su Catedra, en particular allf al Dr. Andreas Seidel y a la
Sra. Ingrid Floerke quienes nos acompafiaron y apoyaron de forma decisiva y
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permanente en todas las fases del proyecto y de la publicacién, igualmente a la
editorial de la Universidad de Géttingen, a su equipo editorial y a la Sra. Hannah
Bohlke, por su cooperacién, su apoyo sin complicaciones en el proyecto, desde su
inicio hasta su materializacién. Asimismo, agradecemos al Dr. Simon Gerdemann
por su apoyo y al Sr. Valentin Braun colaborador de la Catedra por la supervision
editorial de una parte de los manusctitos.

También agradecemos a los estudiantes becarios del Tecnolégico de Monterrey
que colaboraron en formatear una parte de las contribuciones segun las
especificaciones editoriales. En particular expresamos nuestro agradecimiento en la
fase de publicacién a la Sra. Marfa Teresa Ferro Hermida, al Sr. Miguel Angel
Navarrete Ruiz, al St. Jesus Eduardo Valle Villegas y al Sr. Angel Axel Pérez Asiain,
asi como en la fase preliminar de la publicacion a la Sra. Allison Desirée Molina
Espinoza.

De forma especial expreso la profunda gratitud al Katholischer Akademischer
Auslinderdienst (IKAAD), a su secretaria general Dra. Nora Kalbarczyk y a su
secretario general adjunto Dr. Thomas Kriiggeler, asi como a la catedra del Prof.
Gerald Spindler, a la Facultad de Derecho y a la Administracién de la Universidad
de Géttingen, por su apoyo y la generosa subvencién econémica conjunta de gastos
de publicacién.

Gracias a todos ellos y a quienes hicieron realidad la presente obra.

José Hernan Muriel Ciceri,
octubre de 2023
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The EU Commission’s Proposals for Regulation of
Artificial Intelligence — Product safety and liability,
A General Overview

Gerald Spindler

The EU Commission’s new proposal for a regulation on artificial intelligence is the world’s first
attempt to get a legislative grip on the phenomenon of Al The draft uses classic regulatory structures
of product safety law to get the risks of Al under control using technical standards, certifications,
risk, and quality management systems, which the Commission locates primarily in threats to fun-
damental rights. The article provides a first overview and assessment of the draft.

The second part is dedicated to the new proposals of the EU Commission regarding product
liability and liability for Al-systems.

A. Part I: The Proposal for a Regulation of Artificial
Intelligence (AI-Act-P)

L Introduction

Artificial intelligence (AI) has emerged as one of the most important components
of digitalization in recent years, alongside the platform economy and blockchain
technology. However, the use of Al can have beneficial effects as well as evoke
considerable risks and dangers: Well-known examples include the use of Al in the
area of social scoring to filter out disliked minorities, or the creation of movement

DOT: https://doi.org/10.17875/ gup2023-2494
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2 Gerald Spindler

profiles with the help of telemetric facial recognition!, or in the area of opinion-
forming platforms that evaluate and sort certain content and then present it to the
user in an appropriately “prepared” form (so-called “content curation”), resulting
in the well-known phenomenon of “echo chambers” arises? The risks to the exer-
cise of fundamental online rights are therefore manifold, ranging from data protec-
tion and freedom of expression to possible discrimination, for example through
biased training data.

It is therefore not surprising that numerous expert panels and commissions were
soon convened at the legal policy level to address the ethical and legal principles of
Al and to make corresponding proposals. The current proposal of the EU Commis-
sion? results from the consultations on the Commission’s White Paper* and explicitly
incorporates the proposals of the European Parliament on ethical principles for Al>,
as well as the proposals of the Council of 21.10.2020¢ and the High-Leve! Expert
Group on AI.

With the proposal for an Al Regulation, the EU Commission is pursuing a risk-
based horizontal approach in the area of product safety law that relates to the use of Al
in general and does not proceed on a sector-specific basis (as for example in the

! For basic information on face recognition see Andreas Kulick, “,,H6chstpersénliches Merkmal® —
Verfassungsrechtliche MaB3stibe der Gesichtserkennung,” NT/wZ, (2020): 1622; Jan Mysegades,
“Keine staatliche Gesichtserkennung ohne Spezial-Rechtsgrundlage,” N17»Z, (2020): 852; Amélie P.
Heldt, “Gesichtserkennung: Schliissel oder Spitzel? Einsatz intelligenter Gesichtserfassungssysteme
im oOffentlichen Raum,” MMR, (2019): 285.

2 For basic information on “echo chambers” see Boris P. Paal, Moritz Hennemann, “Meinungsbil-
dung im digitalen Zeitalter Regulierungsinstrumente fiir einen gefahrdungsadiquaten Rechtsrah-
men,” JZ, (2017): 641; instructive on their emergence: Josef Drexl, “Economic Efficiency Versus
Democracy: On the Potential Role of Competition Policy in Regulating Digital Markets in Times of
Post-Truth Politics” Max Planck Institute for Innovation and Competition Research Paper, No. 16-16 5,
(2016), accessed October 31, 2022, https://papets.sstn.com/sol3/papers.cfmrabstract_id=2881191;
in detail on the connected harm for the plurarity of opinions: Josef Drexl, “Bedrohung der Mei-
nungsvielfalt durch Algorithmen,” ZUM, (2017): 529.

3 Commission, “Proposal for a Regulation of the European Parliament and of the Council laying
down harmonised rules on artificial intelligence (Artificial Intelligence Act) and amending certain un-
ion legislative acts”, COM (2021) 206 final, April 21, 2021, accessed October 31, 2022,

https:/ /ec.europa.cu/newsroom/dae/redirection/document/75788, cited as AI-Act-P.

4 Commission, “White Paper on Artificial Intelligence - A European approach to excellence and
Trust”, COM (2020) 65 final, 19 February 2020.

> Commission, “European Parliament Resolution of 20 October 2020 with recommendations to the
Commission on a framework of ethical aspects of artificial intelligence, robotics and related technol-
ogies, 2020/2012(INL)”, [2021] OJ C 404/63.

¢ Council of the European Union, “Presidency conclusions - The Charter of Fundamental Rights in
the context of Artificial Intelligence and Digital Change”, [2020] OJ C 202, 11481/20.

7 High-Level Expert Group (HLEG), “Ethics Guidelines for Trustworthy AI” (2019); HLEG, “As-
sessment List for Trustworthy Artificial Intelligence (ALTAI) for self-assessment” (2020).
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product safety law regulations or directives,). The Al Regulation proposal is in-
tended to be explicitly open to the future and able to consider new developments®.

Regarding the equally much-discussed liability law® the focus lies on the intro-
duction of a type of causal liability or strict liability, as proposed by the Expert Group
on Liability and New Technologies'® and partially taken up by the Ewuropean Parliament in
its resolution of 5.10.2020". The Commission has just recently published two new
proposals on Al liability and on a reform of the Product Liability, which will be
dealt separately.

The Al-Act-P, on the other hand, is limited to the obligations and prohibitions
described and therefore primarily follows a product safety law approach; neverthe-
less, if the AI-Act-P is adopted it will also have an impact on national liability law,
in Germany for example via Section 823 (2) BGB,'2 even if the proposal for the
introduction of causal liability, announced for the second half of 2021, is also im-
plemented.!3

Since various member states, including Germany, are considering implementing
an Al strategy, the EU Commission has explicitly chosen the instrument of a regula-
tion to counteract fragmentation within the EU — which is in line with the basic
approach in the context of product safety.

8 Commission, Explanatory Memorandum, “Proposal for a Regulation of the European Patliament
and of the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Act)
and amending certain union legislative acts”, COM (2021) 206 final, April 21, 2021, accessed Octo-
ber 31, 2022, 3, https://ec.curopa.cu/newsroom/dae/redirection/document/75788

9 Gerald Spindler, «823 BGB», in BeckOGK, ed. Beate Gsell et al. (Miinchen: C.H. Beck, 2022) paras
739 tf.; Herbert Zech, «Entscheidungen digitaler autonomer Systeme: Empfehlen sich Regelungen
zu Verantwortung und Haftung? », in Verhandlungen des 73. Deutschen Juristentages, ed. Stindige Depu-
tation des Deutschen Juristentages (Miinchen: Beck, 2020), Vol. I expert opinion, Part A 11, A 87
ff.; Gerhard Wagner, “Produkthaftung fir autonome Systeme,” [2017] 217 AcP (2017): 217, 707 ff.;
Gerhard Wagner, “Verantwortlichkeit im Zeichen digitaler Techniken,” IersR (2020): 717, 724 ff.;
Gerhard Wagner, «§ 823 BGB», in Miinchener Kommentar zum Biirgerlichen Gesetzbuch, ed. Franz Jirgen
Sdcker, Roland Ricecker, Hartmut Oetker, Bettina Limperg, 8th edn. (Minchen: C.H. Beck, 2020)
paras 789 ff.; Maik Thone, Autonome Systeme und deliktsche Hafinng (Ttibingen: Mohr Siebeck, 2020),
passim.

10 Expert Group on Liability and New Technologies — New Technologies Foundation, “Liability for
Artificial Intelligence and other emerging digital technologies”, November 27, 2019, accessed No-
vember 01, 2022, https://op.curopa.cu/de/publication-detail/-/publication/1c5¢30be-1197-11¢a-
8c1f-01aa75ed71al.

11 Commission, Committee on Legal Affairs, “European Parliament resolution of 20 October 2020
with recommendations to the Commission on a civil liability regime for artificial intelligence
(2020/2014(INL))”, [2020] OJ C 404/107.

12BGB is an abbreviation for “Biirgerliches Gesetzbuch”, which is the German Civil Code.
13 See below A. XIV.
14 Explanatory Memorandum, (n 8), 7.
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II. The Basic Approach: Risk-Based with Regulation for High-Risk Al
Among various possibilities, the EU Commission has come out firmly in favour of a
risk-based approach,'> which contains mandatory regulations only for high-risk Al
systems, but leaves it at moderate obligations and a code-of-conduct concept for other Al
systems.!¢ In this context, the AI-Act-P explicitly extends its scope of application
to providers respectively operators located outside the EU.'” The declared goal of
regulating high-risk Al is to guarantee the fundamental rights of affected users, in
particular the right of freedom of expression, non-discrimination, and fundamental
data protection rights.!8 The central element of monitoring the requirements for
high-risk Al systems is the product safety approach of conformity assessment on
technical standards, accompanied by a presumption of conformity, which, however, also
allows other alternatives, whereby on the one hand the EU Commission wants to
ensure necessary flexibility and on the other hand wants to prevent overloading the
supervisory authorities.!?

In order to enforce the obligations of high-risk Al, the EU Commission wants to
create a registration obligation for so-called stand-alone Al and thus an EU-wide da-
tabase, whereby the activities of the Al can be monitored by supervisory authorities
or other third parties with regard to compliance with the obligations, in particular
the protection of the fundamental rights concerned.?’ At the same time, this rejects
the demand for prior authorization under public law. 2!

This approach is flanked by obligations of the Al operators to inform the mon-
itoring authorities about serious incidents or malfunctions of the Al that endanger
fundamental rights; the corresponding information from the monitoring authorities
is then to be evaluated by the EU Commission for the purpose of market analysis and
assessment.??

Within this framework, the AI-Act-P also wants to provide facilitations for small
and medium-sized enterprises (SMEs), for example by establishing “regulatory
sandboxes” or facilitating the conformity assessment of Al systems.?

15 In this direction already Mario Martini, Blackbox Algorithmus — Grundfragen einer Reguliernng Kiinstlicher
Intelligenz; (Heidelberg: Springer, 2019), 226 ff.

16 Explanatory Memorandum, (n 8), 9.

17 See below A. 111 3.

18 Explanatory Memorandum, (n 8), 11. The memorandum lists numerous other fundamental rights
affected, up to and including environmental protection.

19 Explanatory Memorandum, (n 8),14.

20 Explanatory Memorandum, (n 8), 11.

21 See for this e.g. Datenethikkommission, “Gutachten der Datenethikkommission der Bundesregie-
rung”, (2019): 195, 207 £., accessed November 01, 2022, https:/ /www.bmjv.de/SharedDocs/Down-
loads/DE/Themen/Fokusthemen/Gutachten_ DEK_DE.html;jsessio-
nid=FF71C19934371EB93FE4A14E4C67E962.1_cid334?nn=11678504.

22 Explanatory Memorandum, (n 8), 11.

2 Explanatory Memorandum, (n 8), 10.
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III. Scope of Application

1. Definition of Al

The definition of Al in Art. 3 No. 1 Al-Act-P already shows the broad scope of
application that the AI-Act-P aims at. According to this definition, an Al system is
software that uses techniques or approaches described in Annex I and that can pro-
duce certain results, such as recommendations, or influences its environment by
making decisions, depending on human-set goals. Annex I to Art. 3 No. 1 AI-Act-
P lists machine learning including deep learning, knowledge-based approaches including
expert systems, as well as statistical approaches, search and optimization methods.
In this way, the EU Commission wants to use a definition that is as technologically
neutral and future-proof as possible, which is open to newer developments through
possible adaptations of Annex I, for which the EU Comumission is authorized under
Art. 4, 73 of the AI-Act-P to issue delegated acts for updating Annex 1. However,
it is striking from the outset that characteristic elements of Al such as the wnpredict-
ability of its behaviour and the Black-Box-Effect, are not mentioned at all, so that detet-
ministic software and even normal expert systems are covered, i.e., a much broader
area is addressed than was used in the definition of the High Level Expert Group on
Al

The area of data essential for Al is also outlined: Art. 3 No. 29 AI-Act-P defines
the term #raining data as data with which the Al system fills in the learning parameters
including the emphasis within the neuronal networks, while validation data according
to Art. 3 No. 30 Al-Act-P are data that serve to adjust (##ning) the non-learnable
parameters and the learning process as such,? whereby the validation data can also
be part of the #raining data. Finally, this is supplemented by the definition of zest data
according to Art. 3 No. 31 AI-Act-P, which is intended to enable an independent
assessment of the trained and validated Al system before it is placed on the market
or operated.?

The Al-Act-P also focuses on the definitions of biometric identification Al e.g.
in Article 3 No. 36 of the AI-Act-P, which defines a “remote biometric identifica-
tion system” as any Al that aims to identify persons based on their biometric data,
in particular facial recognition, by comparing them to a database, without the user

24 Cf. The definition of the High Level Expert Group on Al (Al HLEG), Eine Definition der KI: Wich-
tigste Fihigkeiten und Wissenschafisgebiete. Fiir die Ziwecke der Gruppe entwickelte Definition (Brussels: Euro-
pean Commission, 2018) 6; similar Zech, (n 9), A 20.

% See also Annalyn Ng and Kenneth Soo, Data Science — was ist das eigentlich?! (Berlin: Springer, 2018),
16 ff.

26 See to the definition of testdata also Claudia Niederée, Wofgang Nejdl, «§ 2 Technische Grundla-
gen der Ky, in Rechtshandbuch Kiinstliche Intelligens; und Robotik, ed. Martin Ebers et al. (Minchen: C.H.
Beck, 2020) para 31.
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of the Al knowing in advance whether the person in question is present and can be
identified.

Rather en passant, however, the AI-Act-P makes another important distinction,
namely between Al systems integrated into products (“embedded” Al systems) and
those that function so to speak “alone” without such an integration, i.e. essentially
as software or based in a cloud ( “stand-alone” Al systems). While for the “embedded”
Al systems the conformity assessment procedures are and remain relevant, the Al-
Act-P for the first time subjects all software (“stand-alone” Al systems) to a CE
procedure in a horizontal approach, however only based on internal controls, but
combined with a registration obligation in databases.?’

2. Regulatory addressees
The addressees of the AI-Act-P are, on the one hand, all manufacturers or operators of
Al systems, including those who only market or operate an Al system under their
name or trademark, irrespective of whether this is done in return for payment or
free of charge, Art. 3 No. 2 AI-Act-P. It is noteworthy here that not even the dis-
closure of data, as provided for in Art. 3 (1) of the DID Directive, 8 is required to
open the scope of application of the AI-Act-P. In this context, not only private oper-
ators of Al systems are covered, but also explicitly public authorities, Art. 3 No. 2
Al-Act-P. Open source systems are thus not excluded from the Al-Act-P, but are
fully subject to its requirements. Both providers and operators are covered as "op-
erators".

On the other hand, users of Al systems are also covered by the regulations if
they use the Al for professional purposes, Art. 3 Nr. 3 Al-Act-P.

A distinction must be made between those affected by the Al systems, the “AI
subjects”, who are subject to the influence of the Al systems in the form of recom-
mendations or measures taken by the Al systems.

3. International Scope
Art. 2 (1) AI-Act-P declares all those who place Al systems on the market or put
them into operation in the EU to be the addressees of the AI-Act-P, even if they
are based outside the EU. Thus, the AI-Act-P partially goes beyond traditional
product safety law, which in these cases subjects importers to the regulations of EU
law, such as Art. 2 ) i) of the General Product Safety Directive.?

Users, on the other hand, are only to be subject to the obligations under Article
2 (1) (b) AI-Act-P if they are based in the EU. However, if the result of an Al system

27 See in detail below A VIIL3.

28 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on cet-
tain aspects concerning contracts for the supply of digital content and digital services [2019] OJ L
136/1.

2 Directive 2001/95/EC of the European Parliament and of the Council of 3 December 2001 on
general product safety [2002] O] L 11/4.
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is used within the EU, not only operators but also users located outside the EU are
subject to the Al-Act-P, Art. 2 (1) ¢) AI-Act-P.

4. Relationship with other EU 1 egal Acts

a) Relationship with GDPR
The GDPR shall remain unaffected regarding its regulations or be supplemented
by the AI-Act-P,* here especially in the area of #uining data. These are one of the
central problem points within technology regulation, as they form the basis of many
Al applications.! Especially for machine learning techniques, the fraining data have a
dominating influence on the development of the Al so that a legislative quality
control is indispensable with regard to this data.> Otherwise, undesirable conse-
quences such as the development of discriminatory algorithms may occur.?? Cur-
rently, the use of #aining data can only be controlled in a very rudimentary way by
Art. 5 (1) d) GDPR, which requires a certain level of quality assurance with regard
to the data used. However, since in many cases synthetic or at least anonymized
training data is used, it often does not fall within the scope of the GDPR.>

In particular, the Al-Act-P also affects Art. 22 of the GDPR, which sets out
requirements for automated decision-making based on personal data. The AI-Act-P also
contains a number of breaches or mitigations of the GDPR, for example with re-
gard to the purpose limitation principle for Al training or in the area of “yegulatory sand-
boxes”35 In order to enable high-quality data sets and Al based on them, the use and
processing of sensitive data within the meaning of the GDPR is also permitted for
certain providers, see Art. 10 (5) Al-Act-P; for example, the EU Commission states
in Recital 45 AI-Act-P that access to relevant health data for the training of Al in
the health sector is to be opened up via the “European Health Data Space”, alt-
hough this is to be subject to institutional supervision and compliance with specific
security provisions.’ In this respect, there is a further restriction of the general pro-
hibition of processing in Art. 9 GDPR. An exception to the strict purpose limitation

30 Explanatory Memorandum, (n 8), 4.

31 Philipp Hacker, “Europiische und nationale Regulierung von Kinstlicher Intelligenz,” NJIW,
(2020): 2142, 2145; Philipp Hacker, “A Legal Framework for Al Training Data,” (working paper,
2020), accessed November 01, 2022, https://papets.sstn.com/sol3/papets.cfmrab-
stract_id=3556598.

32 Like this now also Commission, Explanatory Memorandum, (n 8), recital 44, which above all
points out that the data used can also be a source of unintentional discrimination, so that this 1st he
point to start with.

33 Explanatory Memorandum, (n 8), recital 44.

34 In detail to this Manon Oostveen, “Identifiability and the applicability of data protection to big date,” Interna-
tional Data Privacy Law, (2016): 6, 299, 307, doi:10.1093/idpl/ipw012.

35 See to this below A. IX.

36 Before processing it is explicitly not necessary to anonymize the dataset if this would significantly
impair the pursued purpose, cf. Art 10 (5) AI-Act-P.


https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3556598
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3556598
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principle under Art. 5 (1) b) GDPR - according to which personal data may only be
collected for specified, explicit and legitimate purposes and may not be further processed
in a manner incompatible with these purposes - is made by the AI-Act-P with regard
to the (further) processing of these data in “regulatory sandboxes” to the effect that
such processing is permitted if it serves the development and testing of innovative

Al systems, cf. Art. 54 Abs. 1 (a) AI-Act-P.%7

b) Relationship to Other Product Safety Acts, in Particular Proposal for a

Machinery Regulation
Since the proposal for an AI-Act ultimately follows product safety law approaches,
the question of the relationship to sector-specific regulations is obvious. The EU
Commission wants to view the Al-Act as a horizontal supplement to all regulations
based on #he New Legislative Framework (NLF), whereby these can provide for sup-
plementary safety requirements with regard to the specific embedding of Al in the
respective product.?®

Accordingly, the AI-Act-P, with the exception of its Art. 84, does not apply to
product safety requirements according to the “O/d_Approach”, which contains precise
requirements, for example in the area of aircraft or motor vehicles.? Accordingly,
the AI-Act-P only applies to a limited extent to the following regulations or direc-
tives: (a) Regulation (EG) 300/20084; (b) Regulation (EU) 167/20134; (c) Regula-
tion (EU) 168/2013%; (d) Directive 2014/90/EU%; (e) Directive (EU) 2016/7974;

37 In detail to “regulatory sandboxes” see below A. IX.

38 Explanatory Memorandum, (n 8), 4.

3 Explanatory Memorandum, (n 8), 4.

40 Regulation (EC) No 300/2008 of the European Patliament and of the Council of 11 March 2008
on common rules in the field of civil aviation security and repealing Regulation (EC) No 2320/2002
[2008] O] L. 97/72.

41 Regulation (EU) No 167/2013 of the European Patliament and of the Council of 5 February 2013
on the approval and market sutveillance of agricultural and forestry vehicles [2013] OJ L 60/1.

42 Regulation (EU) No 168/2013 of the European Patliament and of the Council of 15 January 2013
on the approval and market surveillance of two- or three-wheel vehicles and quadricycles [2013] O]
L 60/52.

4 Directive 2014/90/EU of the European Parliament and of the Council of 23 July 2014 on marine
equipment and repealing Council Ditective 96/98/EC [2014] O] L 257/146.

4 Directive (EU) 2016/797 of the European Patliament and of the Council of 11 May 2016 on the
interoperability of the rail system within the European Union (recas?) [2016] OJ L 138/44.
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() Regulation (EU) 2018/858%; (g) Regulation (EU) 2018/1139%; (h) Regulation
(EU) 2019/214447,

IV. Basic Ban on Certain Al Applications

The AI-Act-P takes a risk-based approach that distinguishes between unacceptable
risks, high risks, and low or minimal risks of Al applications. Certain Al applications
are subject to an unconditional ban, be-cause those Al applications are considered
to create risks that are no longer acceptable:

1. Procedures for Influencing (unconscious) bebavionr

A first group can be summarized according to Art. 5 (1) a), b) Al-Act-P as a prohi-
bition of influencing the unconscious behaviour of people, which, however, accord-
ing to Art. 5 (1) AI-Act-P is limited to causing physical or mental harm. Art. 5 (1)
(b) AI-Act-P specifies this again regarding the exploitation of specific vulnerable
groups such as persons who are physically or mentally disadvantaged due to their
age. Article 5 (1) (a), (b) AI-Act-P thus specifies Article 8 and 9 of the Unfair Com-
mercial Practice Directive.® of already forbidden manipulations.*

45 Regulation (EU) 2018/858 of the European Parliament and of the Council of 30 May 2018 on the
approval and market surveillance of motor vehicles and their trailers, and of systems, components
and separate technical units intended for such vehicles, amending Regulations (EC) No 715/2007
and (EC) No 595/2009 and repealing Directive 2007/46/EC [2018] OJ L 151/1.

46 Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on
common rules in the field of civil aviation and establishing a European Union Aviation Safety
Agency, and amending Regulations (EC) No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010,
(EU) No 376/2014 and Directives 2014/30/EU and 2014/53/EU of the European Parliament and
of the Council, and repealing Regulations (EC) No 552/2004 and (EC) No 216/2008 of the Euro-
pean Parliament and of the Council and Council Regulation (EEC) No 3922/91 [2018] OJ L 212/1.
47 Regulation (EU) 2019/2144 of the European Patliament and of the Council of 27 November
2019 on type-approval requirements for motor vehicles and their trailers, and systems, components
and separate technical units intended for such vehicles, as regards their general safety and the
protection of vehicle occupants and vulnerable road users, amending Regulation (EU) 2018/858 of
the European Parliament and of the Council and repealing Regulations (EC) No 78/2009, (EC) No
79/2009 and (EC) No 661/2009 of the European Patliament and of the Council and Commission
Regulations (EC) No 631/2009, (EU) No 406/2010, (EU) No 672/2010, (EU) No 1003/2010, (EU)
No 1005/2010, (EU) No 1008/2010, (EU) No 1009/2010, (EU) No 19/2011, (EU) No 109/2011,
(EU) No 458/2011, (EU) No 65/2012, (EU) No 130/2012, (EU) No 347/2012, (EU) No
351/2012, (EU) No 1230/2012 and (EU) 2015/166 [2019] OJ L 325/1.

48 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concern-
ing unfair business-to-consumer commercial practices in the internal market and amending Council
Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Patlia-
ment and of the Council and Regulation (EC) No 2006/2004 of the European Patliament and of the
Council (Unfair Commercial Practices Directive) [2005] O] L 149/22.

49 In detail to this Benjamin Raue, «§ 4a UNWGp, in Miinchener Kommentar zum Lanterkeitsrecht, ed. by
Peter W. Heermann and Jochen Schlingloff, 3rd edn. (Minchen: C.H. Beck, 2020) paras 161; Horst-
Peter Gétting, «§ 4a UWG», in UWG Handkommentar, ed. by Horst-Peter Gétting, Axel Nordemann,
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2. Social Scoring
Another central concern of the Commission’s proposal is the prohibition of “Social
scoring” under Art. 5 (1) (c) AI-Act-P, which assesses the trustworthiness of natural
persons based on their social behaviour or personal characteristics.’ The prohibi-
tion is directed only at public or governmental bodies, not at private operators. In
addition, the prohibition is limited to impairments of these individuals in social con-
texts unrelated to those in which the data was collected, alternatively, to impair-
ments or harm to those individuals in ways that are not justified or disproportionate
to the social behaviour.

In this way, the AI-Act-P indirectly restricts the ban on social scoring by referring
to the balancing of interests, thereby creating a considerable degree of legal uncet-
tainty.

3. Biometric Recognition by AI

The AI-Act-P pays special attention to biometric identification systems in publicly
accessible places — which has already led to corresponding criticism regarding a too
open approach; the main criticism is that the current draft would enable mass sur-
veillance in public spaces.>! Article 5 (4) of the AI-Act-P contains an opening clause
for Member States to decide on the admissibility of such systems under the condi-
tions set out in Article 5 (1) (d), (2) and (4) of the AI-Act-P. Article 5 (1) (d) of the
AI-Act-P prohibits in principle the use of such systems for law enforcement pur-
poses, but allows their use for certain purposes which are likely to soften the pro-
hibition, in particular for the search for possible victims of crime, for criminal pros-
ecution and for purposes of ensuring the safety of life and limb of natural persons,
including the prevention of acts of terrorism. It is true that Article 5 (2) of the Al-

3rd edn. (Baden-Baden: Nomos, 2016) paras 12 ff.; Ruth Janal, «§ 4a UWGp, in BeckOK I'T-Recht, ed.
by Georg Borges and Marc Hilber, 7th edn. (Munchen: C.H. Beck, 2022) para 6; Olaf Sosnitza, «§ 4a
UWGp, in BeckOK IT-Recht, ed. by Ansgar Ohly, Olaf Sosnitza, 7th edn. (Miinchen: Beck, 2016) pa-
ras 35 ff.

50 See for this Niklas Maamar, “Eine europiische Perspektive auf Verbraucher-Scores zwischen Big
Data und Big Brother,” CR, (2018): 820, 821; Philipp Hacker, “Daten als Gegenleistung: Rechtsge-
schifte im Spannungsfeld von DS-GVO und allgemeinem Vertragsrecht,” ZfPIW, (2019): 148, 155;
Isabell Conrad, Dominik Hausen, «§ 36 Datenschutz im Internets, in Handbuch IT- und Datenschutz-
recht, ed. Astrid Auer-Reinsdorff and Isabell Conrad, 3rd edn. (Miinchen: C.H. Beck, 2019), 244; Ul-
rich Hoffrage and Julian N. Marewski, «Social Scoring als Mensch-System-Interaktion», in Social Cre-
dit Rating, ed. by Oliver Everling (Wiesbaden: Springer Gabler, 2020), 305-16; Uwe Hartwig, Stefanie
Ernst and Felizitas Pokora, “Social Scoring: Evaluation qualifizierender Beschiftigung,”Hans-Bock-
ler-Foundation, WSI-- Mitteilungen, (2008): 267, 273; see also Datenethikkommission, (n 21), 99, 106.
51 Like this it is mentioned on twitter by vice-president of the Parliament Nicola Beer, accessed No-
vember 02, 2022, https:/ /twitter.com/nicolabeetfdp/sta-
tus/1384910602485829633?ref_src=twsrc%o5Egoogle%7 Ctweamp¥o5Eserp%7Ctwgt%5Etweet;
sceptical also Member of the Parliament Patrick Beyer, who is worried about an extensive biomet-
rical mass surveillance, interview from April 21, 2021, accessed November 03, 2022,
https://www.tagesschau.de/wirtschaft/technologie/ eu-gesetzentwurf-kuenstliche-intelligenz-ki-
101.html.


https://twitter.com/nicolabeerfdp/status/1384910602485829633?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Etweet
https://twitter.com/nicolabeerfdp/status/1384910602485829633?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Etweet
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Act-P attempts to strike further stakes in the balancing of interests by also taking
into account the extent and likelihood of damage if such a system were not used, as
well as the impairment of fundamental rights. However, it should not be overlooked
that the relatively far-reaching opening clauses open the door to biometric recogni-
tion.

Furthermore, Art. 5 (2) sentence 2 AI-Act-P requires compliance with time, lo-
cation and personal restrictions, including corresponding warranties (see also recit-
als 19, 20, 21 AI-Act-P); this refers in particular to the purpose limitation (Art. 5 (1) b)
GDPR) and data erasure obligations (Art. 5 (1) ¢) GDPR), which already follow from
the GDPR. Article 5 (3) of the AI-Act-P additionally safeguards this by requiring a
prior decision by a court or an independent authority, except in urgent cases for
which the decision can still be obtained retrospectively.

V. High-Risk AI Applications

1. Definition
For the definition of high-risk Al applications, the Al-Act-P uses a two-fold ap-
proach:

- On the one hand, the AI-Act-P focuses on the use of Al systems as safety-
relevant elements in products subject to product safety law,2 in particular conform-
ity assessment procedures, and

- on the other hand for stand-alone Al systems on an extensive Annex I1.53 For
both criteria, it is the intended use that matters, not just the specific function in
which the Al system is used.

The first group of product safety requirements according to Art. 6 (1) b) Annex 11
Al-Act-P is characterized by a broad spectrum of directives and regulations, all of
which are based on the New Legislative Framework, i.c. the conformity assessment
procedures, beginning with the (also revised) Machinery Regulation® through the

52 This, among other things, to ensure that only safe products citculate on the internal market;
whereby this safety in the digital age should also be guaranteed with regard to all digital components
such as Al, cf. recital 28 Al-Act-P.

53 For their classification as high-risk Al it is particularly relevant in accordance to their intended
use, whether they pose a high risk to the health, safety or fundamental rights of Union citizens, tak-
ing into account both the severity of the potential harm and the likelihood of its occurrence, cf. re-
cital 32 AI-Act-P.

54 Directive 2006/42/EC of the European Patliament and of the Council of 17 May 2006 on ma-
chinery and amending Directive 95/16/EC [2006] OJ L 157/24.
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Elevator-Directive to the medical product regulations®. In addition, however, Al
applications as safety components in product safety regulations that do not follow
the conformity assessment procedure are also covered under Art. 6 (1) a), Annex
I1, Section B Al-Act-P, including above all vehicle type approval procedures.

According to Art. 6 (2), Annex III Al-Act-P, the second group covers stand-alone
Al systems that may essentially affect substantially security aspects, such as use in
critical infrastructures, or also fundamental rights, such as Al systems for pupil and
student assessment, employee selection and promotion or the use of scoring systems
in the area of essential private or public services, including the credit scoring system
(Annex III No. 5 b) Al-Act-P. Annex I1I No. 6 of the AI-Act-P highlights as high-
risk Al systems in particular those used in the field of criminal justice and the pros-
ecution of criminal offences, such as predictive policing.>” But so does the use of
Al systems to detect crime. The same applies to Al systems in migration and asylum
procedures, Annex III No. 7 AI-Act-P.

According to Art. 7 AI-Act-P, the EU Commission is to be empowered to sup-
plement or modify Annex III under the conditions specified in Art. 7 Al-Act-P.
These include, above all, damage or threats to fundamental rights that have already
occurred because of an Al system (Art. 7 (2) (c) AI-Act-P), or an economic, social
or knowledge imbalance of power vis-a-vis the user of the Al system (Art. 7 (2) (f)
Al-Act-P).

2. Reguirements for High-Risk Al Systems

In its risk-based approach anchored in product safety law, the AI-Act-P ultimately
follows similar patterns to the recently presented draft of a Digital Service Act on
particularly large online platforms or, as in the past, financial market regulations, in
that risk and quality management systems as well as transparency and publicity ob-
ligations are introduced on a risk-graded basis. The product safety approach is also
reflected in the presumption of conformity with accepted technical standards and

55 Directive 2014/33/EU of the European Patliament and of the Council of 26 February 2014 on
the harmonisation of the laws of the Member States relating to lifts and safety components for lifts
[2014] O] L. 96/251.

56 Regulation (EU) 2017/745 of the European Patliament and of the Council of 5 April 2017 on
medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation
(EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC [2017] O] L
117/1; Regulation (EU) 2017/746 of the European Patliament and of the Council of 5 April 2017
on in vitro diagnostic medical devices and repealing Directive 98/79/EC and Commission Decision
2010/227/EU [2017] OJ L 117/176.

57 Regarding Predictive Policing Lucia M. Sommerer, Personenbezogenes Predictive Policing. Kriminahwissen-
schaftliche Untersuchung iiber die Automatisiernng der Kriminalprognose (Baden-Baden: Nomos, 2020); Ines
Hiirtel, “Digitalisierung im Lichte des Verfassungsrechts — Algorithmen, Predictive Policing, auto-
nomes Fahren,” LK1/, (2019): 49; Tobias Singelnstein, “Predictive Policing: Algorithmenbasierte
Straftatprognosen zur vorausschauenden Kriminalintervention,” NS7Z, (2018): 1.
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the corresponding conformity assessment procedures, with which the EU Commris-
sion intends to implement a flexible approach. The requirements were essentially
developed from the recommendations of the High Level Expert Group on Al and the
Assessment List for trustworthy artificial intelligence derived from them.5®

a) Riskmanagementsystems

According to Art. 9 Al-Act-P, all high-risk Al systems must be flanked by a risk
management system, the details of which are specified in Art. 9 (2) AI-Act-P; at the
same time, Art. 9 (2) p. 1 Al-Act-P requires a continuous update of the risk man-
agement system. According to Art. 9 (2) sentence 2 Al-Act-P, the elements include
the known components of a risk management system, such as the identification and
assessment of potential risks and the definition of measures. The risk management
system should also include foreseeable misuse of the Al systems as well as data from
product monitoring pursuant to Art. 61 AI-Act-P on additional risks. Regarding the
required measures according to Art. 9 (2) p. 2 d) AI-Act-P, Art. 9 (4) p. 1 Al-Act-P
makes clear that no 100% security is required, but that restrictions can be classified
as “acceptable”. This is reinforced by Article 9 (4) (3) (b) of the Al-Act-P when
sufficient control options are required for risks that cannot be completely elimi-
nated, flanked by corresponding information obligations about such risks and train-
ing for users, Article 9 (4) (3) (c) of the AI-Act-P.

Finally, Art. 9 (4) p. 4 AI-Act-P emphasizes the users’ knowledge, training and
experience, including the environment in which the Al is to be used, to eliminate
ot reduce the risks. The AI-Act-P also pays particular attention to the testing of Al
systems, which according to Article 9 (7) of the AI-Act-P should be carried out at
the latest prior to market launch; however, Article 9 (6) of the AI-Act-P limits the
testing requirements to the intended area of use of the Al - abuses etc. accordingly
do not need to be included.

b) Requirements for Data, Especially Training Data
Al systems require training on data; therefore, it is not surprising that Art. 10 Al-
Act-P explicitly deals with data as a prerequisite for Al systems, in particular “Data
Governance”. According to Article 10 (2) of the AI-Act-P, this includes, among other
things, the choice of data sets, the relevant assumptions, possible presetting or align-
ments (biases), and the identification of possible data gaps and deficiencies. Article
10 (3) and (4) of AI-Act-P set out requirements that are actually self-evident, such
as the representativeness, completeness and accuracy of the data, as well as the con-
sideration of local or functional contexts in which the Al systems are to be used.
It is interesting to note that Art. 10 (5) AI-Act-P provides for a partial break-
through of strict data protection, especially of sensitive data under Art. 9 GDPR,

58 See for this AI HLEG, “The Assessment List for Trustworthy Artificial Intelligence for self-as-
sessment (ALTAI)”, European Commission, July 17, 2020, accessed November 02, 2022,
https://ec.europa.cu/newsroom/dae/document.cfm?doc_id=68342.
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with Art. 10 (5) AI-Act-P providing for corresponding safeguards, but without re-
quiring full anonymization if the data is otherwise unusable.

¢) Technical Documentation and Conformity Assessment Procedures

A prerequisite for the conformity assessment procedure is meaningful documenta-
tion, as required by Article 11 (2) of the AI-Act-P. However, even those systems
that are “only” subject to monitoring by supetrvisory authorities must have docu-
mentation with the minimum content according to Annex IV of the Al-Act-P, Art.
11 (1) AI-Act-P. Only with this information can certification procedures, as well as
subsequent checks by market surveillance authorities, be catried out.

A central role in the overall concept of the EU Commission is played by harmo-
nized technical standards, which are commissioned by the EU Commission, but for
which the operator can also demonstrate equivalent solutions in accordance with
the New Legisiative Framework in order to comply with the requirements. In this way,
the EU Commission aims to achieve the necessary flexibility to manage the risks,
which will naturally depend on whether, when and under what conditions such
standards can be developed.

d) Traceability Instruments (logging devices)

It is well known that Al systems are often characterized by the so-called black-box
problem®, where the traceability of the results generated by the Al remains un-
clear.0 In order to take this problem into account, Art. 12 (1) Al-Act-P requires the
use of traceability mechanisms, so-called /ogging devices. In particular, the logging devices
are intended to enable the monitoring of activities of the Al that may result in risks
pursuant to Art. 65 (1) AI-Act-P; these mechanisms are also intended to facilitate
the product monitoring obligations, Art. 12 (3) AI-Act-P in conjunction with Art.
61 Al-Act-P. Finally, special requirements are imposed on biometric recognition
systems, Article 12 (4) of the AI-Act-P.

e) Human Supervision

Art. 14 Al-Act-P requires high-risk Al systems to be adequately supervised by hu-
mans when the Al is in use, with supervision aimed at preventing or reducing risks
to health, safety, or fundamental rights, and including foreseeable misuse, Art. 14

5 AL HLEG, A definition of AL: Main capabilities and scientific disciplines (Brussels: European Commission
Directorate-General for Communication, 2018), 6, locates the problem like this “The notion of
black-box Al refers to such scenarios, where it is not possible to trace back to the reason for certain
decisions”.

60 Niederée and Nejdl, (n 26), 123; Hans Steege, “Kiinstliche Intelligenz und Mobilitit,” ST'R,
(2021): 1 (4); Herbert Zech, “Kiinstliche Intelligenz und Haftungsfragen,” ZfPIV, (2019): 198 (202);
Zech, (n 9), A 33; Heinz-Uwe Dettling and Stefan Kriger, “Erste Schritte im Recht der Kiinstlichen
Intelligenz,” MMR, (2019): 211 (212); Friedemann Kainer and Lydia Forster, “Autonome Systeme
im Kontext des Vertragsrechts,” ZfPIV, (2020): 275 (279); Dimitrios Linardatos, “Kiinstliche Intelli-
genz und Verantwortung,” ZIP, (2019): 504 (504); Georg Borges, “Rechtsrahmen fiir autonome Sys-
teme,” NJW, (2018): 977 (978).
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(2) Al-Act-P. To this end, the Al system must provide for appropriate measures,
such as human-machine interfaces, which must either be built in by the operator
from the outset or provided for users to implement. Article 13 (4) of the AI-Act-P
specifies the requitements by stipulating that the human supervisor must be able to
understand the capabilities and limitations of the Al system and to supervise it ap-
propriately, in patticular to respond immediately to malfunctions. Furthermore, the
human supervisor must be aware that there is a risk of “@utomation bias”, i.e. blindly
accepting the AI's recommendations. The human supetvisor should also be enabled
to put the results of the Al systems into perspective at any time, as well as to inter-
rupt the operation of the Al (panic button).

Art. 14 (5) Al-Act-P again contains special provisions regarding the use of Al
systems with biometric information; here, it is part of human supervision that no
decisions or measures are taken until at least a second natural person has not verified
and confirmed the identification of the data subjects.

f)  Sturdiness, Accuracy and IT Security Requirements

Art. 15 Al-Act-P also requires sufficient security and accuracy of the Al systems.
Regarding the sturdiness of the systems, the AI-Act-P leaves the exact requirements
largely open, but points out that these can be achieved by technical measures such
as back-up systems or “fail-safe plans”, Article 15 (3) Al-Act-P. It is noteworthy in
this context that Art. 15 (3) sentence 3 Al-Act-P also covers so-called “feedback
logps”, in which the self-learning system practically arrives at a path dependency of
its assessments based on its own results; these are to be mitigated (and thus not
necessarily prevented) by appropriate measures. With regard to cybersecurity, Art.
15(4) Al-Act-P requires that Al systems shall be secured against attacks by unau-
thorized third parties, also covering the manipulation of #aining data or the falsifica-
tion of learning models; in the context of conformity assessments, the Al-Act-P
also includes certifications under the Cybersecurity Act, for which a presumption
of conformity then also applies according to Art. 42(2) Al-Act-P.o!

@) Transparency and Instruction Obligations

Finally, Art. 13 AI-Act-P contains instructional obligations and first provides in Art.
13 (1) AI-Act-P that Al systems must be designed in such a way that they are suffi-
ciently transparent to enable users to use the system correctly and to interpret the
results. However, the real focus is on the instructions that an Al system must con-
tain: In addition to a general clause in Art. 13(2) Al-Act-P, Art. 13(3) Al-Act-P
contains a catalog of necessary instructions, which primarily refers to the degree of
sturdiness, accuracy and safety for which the Al has been tested, as well as circumstances

61 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on
ENISA (the European Union Agency for Cybersecurity) and on information and communications
technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity
Act) [2019] OJ L 151/15.
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that may have an influence on it. Furthermore, information must be provided on
risks to health, safety or impairment of fundamental rights that may occur as a result
of foreseeable events within the intended purpose of the Al or from anticipated
misuse; noting that Art. 13 (3) (b) (iii) AI-Act-P does not distinguish between the
different fundamental rights. In addition, the required information on the #raining,
validation and test data used for the Al is important, Art. 13 (3) b) v) Al-Act-P; only
in this manner can the user assess the basis on which the Al was actually trained.
Finally, information about the human monitoring measures must also be provided

pursuant to Art. 14 Al-Act-P, Art. 13 (3) d) AI-Act-P.

VI. Transparency Obligations for All Al systems

For specific Al systems, the transparency obligations under Art. 52 AI-Act-P also
apply, which do not have to be high-risk systems. This concerns Al systems that
pose particular risks of manipulation, whether through interaction with humans,
para. 1, or through emotion recognition systems or biometric categorization, para.
2, or finally through the generation or manipulation of content resembling real per-
sons or events, in particular images or videos (so-called “deep fakes”), para. 3. For all
groups, the AI-Act-P requires that the third parties concerned be informed that
corresponding Al systems are being used, in each case with exceptions for Al sys-
tems that serve law enforcement or crime fighting purposes. In addition, Art. 52 (3)
(2) AI-Act-P allows the use of deep-fake Al systems for necessary artistic or scientific
purposes or for forming opinions, without the artificial creation of the content hav-
ing to be made clear in these cases.

However, apart from informing the data subjects, Art. 52 AI-Act-P does not
provide for a mandatory right for the data subjects to receive an offer or service
from the operator even without the use of Al Therefore, even with this regulation,
the data subject does not (yet) have a genuine opt-out right associated with a right
to contact a human being.

VII.  Obligations for Operators and Users of Al systems

1. Obligations for Operators, Manufacturers and Quasi-manufacturers

Art. 16 of the AI-Act-P obliges the operators, in addition to complying with the
requirements for the Al systems, to follow the (usual) components of a conformity
assessment procedure, including the affixing of the CE mark (Art. 19 of the AI-Act-
P), in particular to maintain a qguality management system in accordance with Art. 17 of
the AI-Act-P, to maintain the log files, insofar as these are under the control of the
providers, or to carry out the registration in accordance with Art. 51 of the AI-Act-
P. In addition to the components for the safe design and development, as well as
the testing and validation of the Al systems, known from product safety, including
the risk management system according to Art. 9 Al-Act-P, the quality management sys-
tem primarily comprises comprehensive specifications relating to data management,
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from data collection to data mining to data storage, Art. 9 (1) f) Al-Act-P. Moreo-
ver, the quality management system must include product monitoring pursuant to
Art. 61 Al-Act-P as well as procedures for the notification of serious incidents pur-
suant to Art. 62 AI-Act-P, Art. 17 (1) h) and i) AI-Act-P. In this context, Art. 17(2)
Al-Act-P also considers the size of the gperator’s organization and thus the propor-
tionality.

Regarding the /og files created by the Al systems pursuant to Art. 12 AI-Act-P,
the operators will be obliged to retain them if they are under their “control”, be it
because of contractual agreements with the user or based on legal obligations, Art.
20 (1) AI-Act-P. The time period within the log files must be kept is limited by Art.
20 (1) (2) AI-Act-P to that which is appropriate to the purpose of the Al system
and to the relevant Union and Member State regulations. Interestingly, the GDPR
is neither considered nor breached here, so that the purpose of data deletion and
economy, Art. 5 (1) b) and ¢) GDPR, must be observed.

Finally, closely interlinked with the product monitoring obligations is Article 21
of the Al-Act-P, which obliges the operator to take corrective measures in the event that
the gperator has indications that the Al system no longer complies with the require-
ments of the AI-Act-P, up to and including the obligation to recall the product. In
these cases, the dealers involved must also be informed, as must zporters or anthorized
representatives.

According to Art. 24 Al-Act-P, manufacturers are treated like gperators if they fall
under Annex II Section A, i.e. the conformity assessment procedures according to the New
Legisiative Framework, and the product is placed on the market together with the Al
system under the name of the manufacturer. However, the operator is not released
from the obligations regarding the Al system, but only with the product itself.

Similar to other product safety regulations,? Art. 28 AI-Act-P also treats as gp-
erators all those who market the Al system under their name or brand, or who have
significantly modified the Al system itself or its intended use. In the latter two cases,
the Al-Act-P no longer declares the actual gperator responsible, which seems under-
standable because the Al system no longer corresponds to the product that the
operator intended to market.

2. Obligations for Importers and Distributors

Similar to other product safety regulations,’3 special obligations apply to the im-
porter, first of all the verification that the operator has complied with the conform-
ity assessment procedure including CE marking, but also that the importer is not

62 Thus among other things in Art. 2 €) Directive 2001/95/EC of the European Parliament and of
the Council of 03 December 2001 on general product safety [2002] OJ L 11/4.

63 See e.g. Art. 13 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5
April 2017 on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002
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allowed to introduce the Al system into the market if he has indications that the
system does not comply with the requirements of the, Art 26 (2) AI-Act-P. Other-
wise, in addition to the notification of risks to the provider and the supervisory
authorities pursuant to Art. 26 (2 Sentence 2), Art. 65 (1) AI-Act-P, the importer is
primarily responsible to the supervisory authorities for providing the necessary in-
formation and documentation for compliance, but also for the log files that the
operator has under its control, Art. 26 (4) AI-Act-P.

If an importer cannot be identified, the authorized representative or agent of
the operator of the CI located outside the EU will step in with regard to the obliga-
tions to cooperate with the authorities, including the documentation on compliance
and access to the /g files in accordance with Art. 25 AI-Act-P.

On the other hand, a distributor is responsible under Article 27(1) of Al-Act-P
for checking the CE marking, including the necessary instructions, and for ensuring
that the gperator and, if applicable, the sporter comply with the obligations under the
Draft Regulation; however, it is unclear how a distributor is supposed to meet the
latter requirement, as this includes, among other things, compliance with the risk
and quality management system, etc. The distributor is also required to notify the
importer of any non-compliance with the provisions of the AI-Act-P. Similar to the
importer’s obligations, the distributor is also required under Article 27 (2) of the Al-
Act-P not to place the Al system on the market if there are corresponding indica-
tions of non-compliance with the AI-Act-P; however, in addition to the iporter
obligations the distributor is also required to take corrective measures itself or
through the gperator, importer or any other user, up to and including the recall of the
Al system if it does not comply with the general requirements for Al systems. Art.
27 (4), Recital 23 AI-Act-P. Risks pursuant to Art. 65 (1) AI-Act-P must be reported
to the supervisory authorities without delay.

3. Obligations for Users

Roughly speaking, the (commercial) #sers of Al systems are subject to three obliga-
tions: First, they must use the Al systems in accordance with the instructions of the
operators, Art. 29 (1) Al-Act-P, second, that the data used for the Al systems are
relevant to the intended use of the Al Art. 29 (3) Al-Act-P, and #birdjy, the obliga-
tion to monitor the Al system including the notification of risks according under
Art. 65 (1) Al-Act-P to the operator or distributor and the temporary suspension of
the Al system, in case of serious incidents according to Art. 62 (1) AI-Act-P includ-
ing the interruption of the Al system. Furthermore, #sers must retain the log files
that remain under their control for the period of time outlined in Article 20 AI-Act-
P.

and Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and
93/42/EEC [2017] OJ L 117/1; Art. 8 Directive 2014/29/EU of the European Patliament and of
the Council of 26 February 2014 on the harmonisation of the laws of the Member States relating to
the making available on the market of simple pressure vessels [2014] OJ L 96/45.
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Remarkable here are the comparatively little detailed regulations on training the
Al systems, which often take place on the user side; only the passage that the zput
data must be “relevant” can be made fruitful here.

VIII. Conformity Assessments

One of the important components of the AI-Act-P is the differentiated conformity
assessment procedures, which follow the New Legislative Framework approach, but
also include the so-called stand-alone Al systems in a completely new way. Apart from
the accreditation and notification procedures regulated in Art. 30-39 of the AI-Act-
P, which contain few surprises, Art. 40 of the AI-Act-P establishes the presumption
of conformity based on compliance with harmonized technical standards accepted
by the EU.

The same applies to so-called common specifications, which the EU Commission can
adopt by means of implementing acts if there are no technical standards or only
standards that do not cover all risks, Art. 41 Al-Act-P. For products containing Al
systems, the AI-Act-P acts as an additional horizontal regulation which supplements
the conformity assessment procedures under the sectoral standards.

Once again, the outstanding position of harmonized technical standards be-
comes clear - but so far only various development projects are available, for example
in the form of the roadmap of DIN and DKE with the support of the Federa/ Gov-
ermment,t* as well as some standardizations of the ISO,55 such as the trustworthiness
of Al systems. (ISO/IEC TR 24028) or the IEEE (7010-2020) about “Recom-
mended Practice for Assessing the Impact of Autonomous and Intelligent Systems
on Human Well-being”.%

1. Possible Procedures

In conjunction with the respective Annexes VI and VII Article 43 of the AI-Act-P
sets the central course for the choice of conformity assessment procedures. Accord-
ing to Annex VI, the operator can prove conformity by means of internal controls,
which refer to the quality management system to be established according to Art.
17 of the AI-Act-P as well as the technical documentation and product monitoring.
According to Annex VII, proof of conformity is provided by an inspection of the
quality management system and the technical documentation by a certification
body. Section 4.6. subsection 5 Annex VII AI-Act-P contains specific requirements
in case the certificate was refused due to insufficient or inadequate #raining data, in
which case the Al shall be re-trained.

04 See to this the Roadmap-Recommendations of the DIN and DKE, November 2020, accessed
November 03, 2022, https://www.din.de/resource/blob/772438/6b5ac6680543¢ff9fe372603514
be3e6/normungsroadmap-ki-data.pdf.

65 See to this the overview from iSO/IEC Joint Technical Committee JTC 1/SC 42, accessed No-
vember 03, 2022, https:/ /www.iso.org/committee/6794475/x/ catalogue/.

0 Overview of relevant standards and related standards in roadmap of the DIN and DKE, (n 64),
152 with more references.


https://www.din.de/resource/blob/772438/6b5ac6680543eff9fe372603514‌be3e6/normungsroadmap-ki-data.pdf
https://www.din.de/resource/blob/772438/6b5ac6680543eff9fe372603514‌be3e6/normungsroadmap-ki-data.pdf
https://www.iso.org/committee/6794475/x/catalogue/
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2. Biometrical AI-Methods

However, in the case of Al systems for biometric recognition, the gperator can only
choose between the two forms of conformity assessment if harmonized technical
standards or the “common specifications” of the EU Commission are available, otherwise
he is instructed to use the procedure with the help of a certification body in accord-
ance with Annex VII, Art. 43 (1) AI-Act-P. In principle, the gperatoris free to choose
the certification body, unless the Al is to be used by national authorities or EU
institutions for law enforcement or in the context of migration and asylum policy;
in this case the market surveillance authority must act as a certifier in accordance
with Article 63 (5) and (6) of the AI-Act-P.

3. Stand-Alone-Al

All other Al systems according to Annex III are only “certified” according to Annex
VI with the help of internal controls by self-declaration of the manufacturer, except
for creditworthiness systems, which are subject to the procedure according to Art.
97 - 101 of Directive 2016/36/EU;¢ the involvement of a certifier is explicitly not
required here. For the first time, Art. 43 (2) AI-Act-P thus introduces an independ-
ent conformity assessment procedure for stand-alone Al systems, which, however, is
only based on internal controls by the gperator. Also, Art. 43 (2) AI-Act-P apparently
does not make the conformity assessment dependent on the existence of harmo-
nized technical standards or “common specifications”, as these are not mentioned in
contrast to Art. 43 (1) AI-Act-P, not even in Annex VL.

4. Al Systems as a Component of Products

On the other hand, Al systems that are part of products subject to a conformity
assessment procedure according to Annex II Section A of the AI-Act-P, participate
in these procedures, albeit with slight modifications, since Annex VII also applies
to the examination of the technical documentation by the certifier. The gperator ot
manufacturer of the products can use the same certifiers that are also approved for
the respective product certification, provided that they also meet the requirements
of Art. 33 (4) (9) (10) AI-Act-P. Even if the respective regulation provides for the
possibility for the manufacturer to opt out of the certification procedure, he can
only do so if he applies harmonized technical standards or the “common specifications”
of the EU Commission according to Art. 41 AI-Act-P.

5. Al Changes
Art. 43 (4) subpara. 2 AI-Act-P also regulates the important case of changes to Al
systems due to their characteristic of self-development; if these independent further

67 Directive 2013/36/EU of the European Patliament and of the Council of 26 June 2013 on access
to the activity of credit institutions and the prudential supervision of credit institutions and invest-
ment firms, amending Directive 2002/87/EC and trepealing Directives 2006/48/EC and
2006/49/EC [2013] O] L 176/338.
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developments remain within the framework provided for by the operator and are
part of the technical documentation according to Annex IV No. 2 f) Al-Act-P, they
are not to be considered as a change to the Al system and therefore do not trigger
a new conformity assessment. Also, against the background that issued certificates
are to be valid for 5 years according to Art. 44 Al-Act-P, this regulation should not
be underestimated in its scope. In practice, it will be problematic to determine pre-
cisely whether the independent changes to the Al are still within the framework set
by the operator, and according to which criteria this is to be assessed.

6. Temporary Suspension of the Conformity Assessment Procedure by the Supervisory an-thority

Art. 47 (1) AI-Act-P empowers the market surveillance authority to temporarily
suspend the conformity assessment procedures ot to approve the market launch of
an Al system for the respective Member State if this exceptionally serves public
safety or the protection of life and limb, environmental protection, but also the
protection of particularly important industries or critical I'T infrastructures. In this
case, the market surveillance authority must check if the Al systems meet the re-
quirements, Art. 47 (2) Al-Act-P.

7. Affixing CE Marking

In addition to the preparation of the EU declaration of conformity according to
Art. 48 Al-Act-P, a typical feature of EU product safety is the affixing of the CE
mark. While this should still not yet be a problem for products with Al systems, it
is different for stand-alone Al products. Art. 49 (1) AI-Act-P therefore allows the CE
marking to be affixed either on the packaging or in the documentation to be prepared.

8. Registration in EU Database

Finally, another cornerstone of the European Commission’s regulatory approach is
the obligation of gperators (or authorized representatives) under Article 51 AI-Act-P
to register high-risk Al systems in the database operated by the Ewuropean Commission
under Article 60 AI-Act-P before they are launched or put into operation. Although
this does not imply a reservation of approval, it facilitates ex-post control by the
market surveillance authorities and the EU Commission.

IX. Creation of “Regulatory Sandboxes” and Facilitation of SMEs
A tool especially associated with new technologies such as blockchain and crypto-
currencies % which the EU Commission also wants to apply to Al systems, are the so-

08 See to this also the overview regarding “Regulatory Sandboxes” in the financial sector of the
ESMA/EBA/EIOPA, “FinTech: Regulatory Sandboxes and innovation hubs” 2019, accessed No-
vember 03, 2022, https:/ /www.esma.curopa.cu/sites/default/ files/library/jc_2018_74_joint_re-
port_on_regulatory_sandboxes_and_innovation_hubs.pdf ; see also Baker & McKenzie, “A Guide


https://www.esma.europa.eu/sites/default/files/library/jc_2018_74_joint_report_on_regulatory_sandboxes_and_innovation_hubs.pdf
https://www.esma.europa.eu/sites/default/files/library/jc_2018_74_joint_report_on_regulatory_sandboxes_and_innovation_hubs.pdf
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called regulatory sandboxes.®® Howevet, this “regulatory sandbox" does not turn out to be
an incubator for innovative Al systems that are not subject to regulation for a while,
but is intended to represent a controlled test environment for the development and
testing of Al systems under the direct supervision of the competent authorities of
the Member States or the European Data Protection Supervisor in accordance with a test
plan agreed with the supervisory authorities, Art. 53 (1) AI-Act-P. As far as personal
data are involved, Art. 53 (2) AI-Act-P also explicitly requires the involvement of
the data protection supervisory anthorities of the respective Member States. However, Art.
53 (3) AI-Act-P can again be interpreted in such a way that the supervisory author-
ities have a certain leeway in applying the “regulatory sandbox”, in that only in the
event of significant risks to health, safety or fundamental rights should an obligation
to take immediate remedial action and - if this should last longer - to interrupt the
development and testing process intervene. Finally, the fact that the “regulatory sand-
box” does not represent a fundamental “grace period” for the operators of the Al
systems is shown by Article 53 (4) of the Al-Act-P, which subjects all participants
in the “regulatory sandbox” to liability in accordance with the applicable provisions of
the EU and the Member States for damage caused to third parties as a result of the
experiments in the “regulatory sandbox; since the participants also include the supet-
visory authorities, state liability also applies. However, most of the provisions on
the details of the regulatory sandboxes, including the rights and obligations of their
participants, are left to delegated acts by the EU Commission under Article 53(6) in
conjunction with Article 74(2) of the AI-Act-P.

In this context, Art. 54 AI-Act-P pays special attention to the data protection
implications of the regulatory sandboxes, whereby the principle of strict purpose limitation
according to Art. 5 (1) b) GDPR is opened under certain conditions. This is only
permissible for “innovative” Al systems that serve either law enforcement, the fight
against crime, the safeguarding of public security or public health, in particular the
fight against diseases, or the improvement of environmental protection, Art. 54 (1)
a) i) - iif) AI-Act-P. Furthermore, Art. 54 (1) b) AI-Act-P requires that the objectives
of the development and testing of Al systems cannot be achieved with synthetic or
anonymized data. Finally, Art. 54 (1) ¢) - h) AI-Act-P impose numerous other con-
ditions, all of which serve to minimize the risks to data protection, such as the re-
quirement that data be deleted after the “sandbox’ has ended or that processing only
take place in an isolated and protected space.

to regulatory FinTech sandboxes internationally” 2020, accessed November 03, 2022,

https:/ /www.bakermckenzie.com/-/media/files/insight/publications/2020/05/a_guide_to_regula-
tory_fintech_sandboxes_internationally_8734.pdfrla=en; Energiesektor in Bundesamt fiir Ener-
gie/Frontier Economics, “Regulatory Sandboxes — best practices fur die Schweiz, Freirdume fur
neue Ansitze und digitale Innovation in der Stromversorgung” 2020, accessed November 03, 2022,
https://pubdb.bfe.admin.ch/de/publication/download /10074 .

0 Comprehensive on the administrative law problems of these “regulatory sandboxes”, see Chris-
toph Kronke, “Sandkastenspiele — “Regulatory Sandboxes” aus der Perspektive des Allgemeinen
Verwaltungsrechts,” JZ, (2021): 434 with further references.
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On the other hand, the measures announced by the Ewrgpean Commission for the
benefit of start-ups and SMEs are limited to the obligation of member states to
ensure easier access to the “sandboxes” for these Al operators, otherwise to the cre-
ation of special communication channels in order to provide guidelines for the ap-
plication of the AI-Act-P for these companies, according to Article 55 (1) a) of the
Al-Act-P. In contrast, the obligation to consider the size of the company concerned
when setting fees for the conformity assessment procedure, Art. 55 (2) Al-Act-P, is
likely to be more significant.

X. Codes of Conduct

Art. 69 Al-Act-P creates the possibility for operators of non-high-risk Al systems
to also apply the requirements that apply only to high-risk Al systems to other Al
systems through voluntary Codes of Conduct. Within this framework, these Codes of
Conduet shall be supported, especially for Al systems in the area of sustainable envi-
ronmental protection or accessibility for severely disabled persons, including the
patrticipation of stakeholders in the design and development of the Al systems, up to
diversity in the development teams, Art. 69 (2) Al-Act-P. Such Codes of Conduct re-
quire that users as well as all other interested stakeholders or their associations are
involved in their development and adoption, Art. 69 (3) AI-Act-P.

Unlike Art. 40 i and Art. 28 (1), (4), 24 (3), 32 (3) GDPR, the AI-Act-P does not
contain any relief for gperators if they have joined such a Code of Conduct; in this re-
spect, it remains more than doubtful what incentives should exist for operators to
develop such Codes of Conduct or to join them.

XI. Supervisory and Monitoring Structures

1. Creation of a European Artificial Intelligence Board

Similar to the GDPR and the Digital Service Act proposed in December 2020,
which provides for the creation of an EU Digital Services Board, the EU Commission
also wants to provide for a European Artificial Intelligence Board for the regulation of
Al according to Art. 56-58 AI-Act-P, which is essentially to advise the EU Commis-
sion and ensure coordination of enforcement and monitoring by the national super-
visory authorities. The European Al Board should be composed of the national su-
pervisory authorities and the Ewrgpean Data Protection Supervisors and be chaired by
the EU Commission, Art. 57 Al-Act-P.

2. Monitoring Authorities

In addition to the usual obligations of the Member States to designate national su-
pervisory authorities, which must cooperate with each other, Article 59 (1) (2) of
the AI-Act-P provides that the supervisory authorities must be organized in such a
way that they can carry out their activities impartially and objectively — but this does
not mean that they must be fully independent as under the GDPR. Finally, Art. 59
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(8) Al-Act-P designates the Ewuropean Data Protection Supervisor as the supervisory au-
thority over EU authorities or agencies that may be covered by the AI-Act-P when
using Al systems.

3. EBEU-Wide Database as a Register

Since the Al-Act-P for the first time also covers stand-alone Al systems outside of
products, their registration is of essential importance for effective market and prod-
uct monitoring. Even though it is not a classic register for the creation of rights and
obligations and the AI-Act-P does not provide for a requirement for approval in
the narrower sense, registration in the EU database in accordance with Article 60
of the AI-Act-P is necessary for an gperator to be able to introduce his high-risk Al
system into the European market or put it into operation. According to Annex VIII
AI-Act-P, the required information includes not only the usual information on the
identity and accessibility of the operator and the EU declaration of conformity, but
also information on the purpose of the AI (No. 5) or instructions for its use (No.
11), except if the Al is used for law enforcement or migration and asylum purposes.

XII. Monitoring and Reporting Obligations of AI Operators

1. Product Monitoring

In view of the unpredictable risks and developments that occur in self-learning Al
systems in particular, the obligation to monitor products after a market launch or
commissioning of an Al system is coming into focus — not only in product liability
law, but also in product safety law —, here Art. 61 AI-Act-P. For this purpose, the
operator must prepare a product monitoring and surveillance plan as part of its tech-
nical documentation, the details of which must comply with the requirements of an
implementing act of the EU Commission, Art. 61 (3) Al-Act-P. If the Al system is
part of a product that is subject to other conformity assessment procedures and
thus also to the product surveillance obligation, the obligations according to Art. 61
(1), (2) AI-Act-P must be integrated into it, Art. 61 (4) AI-Act-P.

2. Reporting Requirements

Similar to the obligations under the GDPR in the event of data breaches (notification
of data breach), Art. 33 GDPR, Art. 62 (1) Al-Act-P also standardizes a reporting
obligation for gperators of high-risk Al systems to the market surveillance authorities

70 On product monitoring obligations for Al systems see Spindler, (n 9), 761 ff.; Alexander Schmid,
“Pflicht zur “integrierten Produktbeobachtung” fiir automatisierte und vernetzte Systeme,” CR,
(2019): 141, 142; Gerald Spindler, «§ 11», in IT-Sicherheitsrecht, ed. by Gerrit Hornung, Martin Schall-
bruch, (Miinchen: C.H. Beck, 2020) para 31; Michael Denga, “Deliktische Haftung fiir kiinstliche In-
telligenz,” CR, (2018): 69, 74; Franz Hofmann, “Der Einfluss von Digitalisierung und kinstlicher
Intelligenz auf das Haftungsrecht,” CR, (2020): 282, 285 f.; Wagner, (n 9), 707, 750.
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in case of a serious incident or malfunctioning in the Member State where the inci-
dent or malfunctioning occurred, but only if these obligations under EU law are
intended to protect fundamental rights. Thus, Art. 62 (1) AI-Act-P establishes a
general notification oblijgation beyond the regulation of Al which can affect all EU reg-
ulations that come into consideration. In this context, it is noteworthy that Article
62 of the Al-Act-P only refers to incidents relevant to fundamental rights, but not to the
other risks to public security mentioned in the AI-Act-P.

Operators must notify without delay if they have reason to believe that the Al
system is likely to be the cause of the incident or malfunction; in any case, the op-
erator must notify within 15 days after becoming aware of the significant incident
or malfunctioning, Art. 62 (1) (2) Al-Act-P.

3. Enforcement and Monitoring

The monitoring of the markets is the responsibility of the authorities under Regu-
lation (EC) No. EU/2019/1020, whereby the term “gperator” refers to all obligated
parties under Art. 16 et seq. AI-Act-P, i.e. both providers and distributors and nsers, and
also stand-alone Al systems as products, Article 63 (1) AI-Act-P. For products subject
to the conformity assessments of the sector-specific product safety regulations and
directives, the respective authorities continue to be responsible, for credit institu-
tions the corresponding supervisory authority, for biometric systems used in the
context of law enforcement or migration and asylum, the national data protection
supervisory authorities, Art. 63 (3) - (5) AI-Act-P, for systems in the area of the EU
institutions the European Data Protection Supervisor, Art. 63 (6) Al-Act-P.

On the one hand, the powers of the supervisory authorities include full access to
the entire fraining and test datasets of the Al systems, which must also be possible
through technical interfaces for remote monitoring, Art. 64 (1) Al-Act-P; on the
other hand, even access to the source code may be requested by the supervisory authot-
ities in order to assess compliance with the provisions for high-risk Al systems, Art.
64 (2) Al-Act-P. Other national supervisory authorities responsible for enforcing
Union law relevant to fundamental rights, are also authorized to monitor, but lim-
ited to requesting the relevant documents and documentation or, if these are insuf-
ficient, may make a corresponding request to the market surveillance authority to
organize tests of the Al systems, Art. 64 (3) (5) AI-Act-P.

The AI-Act-P pays particular attention to the procedure for carrying out inspec-
tions of Al systems (apparently without restriction to high-risk Al systems, which
are then generally considered to be high-risk) with regard to compliance with the
obligations if risks to health, safety or fundamental rights become apparent, Art. 65
(1) (2) AI-Act-P. In the event of non-compliance with the obligations under the Al-
Act-P, the market surveillance authority may order all necessary measures against
the operator, up to and including the obligation to recall the Al system or product,
Art. 65 (3) Al-Act-P, and, in the event that the gperator does not comply with the
order, may itself initiate the product recall, in addition to other necessary measures,
Art. 65 (5) AI-Act-P.



26 Gerald Spindler

However, even if the market surveillance authority determines compliance with
the requirements of the AI-Act-P in the course of the review, it remains authorized
to require the gperator to take appropriate measures, up to and including product
recall, within a period of time commensurate with the risks, provided that the Al
system still presents risks to the health or safety of persons or with regard to com-
pliance with obligations under Union law with relevance to fundamental rights or —
in contrast to other powers, for example — also to the protection of other public
interests, Article 67 (1) AI-Act-P. The gperators must eliminate or reduce the risks
that have arisen within the period of time to be determined by the market surveil-
lance authority, Art. 67 (2) Al-Act-P.

XIII. Sanctions, in Particular Fines

Following the example of the GDPR (cf. Art. 83 (1) and (4-6) GDPR) and other
(proposed) EU legislation such as the Digital Services Act, Art. 717" AI-Act-P pro-
vides for drastic fines for non-compliance with the respective provisions of the Al-
Act-P: Thus, violations of the prohibitions of Art. 5 AI-Act-P, which apply to every
Al system, as well as of Art. 10 AI-Act-P - the requirements for data governance - are
to be fined for companies as ogperators with up to 6% of their worldwide annual
turnover, Art. 71 (3) AI-Act-P; for other violations, Art. 74 (4) AI-Act-P then “only”
estimates 4% of the worldwide annual turnover. In contrast to the GDPR (cf. recital
150 and Art. 83 (4) and (5) GDPR), the AI-Act-P does not contain a group-related
regulation, so that so far only the respective gperator of the Al system, but not the
group, can be used as the basis for turnover. However, all “offenders” according to
Art. 71 Al-Act-P can be considered as infringers or addressees of fines, i.e. not only
operators, but also users and operators, if they have violated the obligations incumbent
on them.

XIV. Critical Evaluation

Overall, it is difficult to evaluate the Al-Act-P: The EU Commission can be credited
with having made a courageous attempt to introduce one of the world's first regu-
lations of Al systems. The Al-Act-P contains numerous sensible approaches, espe-
cially regarding the principle of a risk-based approach, since the chances of broad-
based supervision are likely to be rather slim, especially in view of the possibilities
of supervisory authorities to supervise the rapidly changing Al Likewise, the broad
international scope of application, which does not take into account the location of
Al operators, is to be welcomed - although the general definition of Al systems seems
somewhat eclectic and too broad, as it would also include expert systems without
the characteristic properties of Al systems, such as the “black box effect”.

' Commission, “Art. 59 Proposal for a Regulation of the European Parliament and of the Council
on a Single Market For Digital Services (Digital Services Act) and amending Directive
2000/31/EC”, December 15, 2020, COM (2020) 825 final 2020/0361(COD).
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e Risk: Insofar it concerns high-risk Al systems the risk-based approach in particular
tends to be devalued if only registration of the Al system in an EU database is
required and the prior checks are limited to internal controls to be catried out
by the operator itself, at least for so-called stand-alone Al systems. It is true that
the Commission points out that there is hardly any experience with auditing and
certification for stand-alone systems and that the Al sector is highly innovative
and subject to constant change;” but it seems questionable why this should be
assessed differently for embedded Al systems in products that are subject to a cet-
tification procedure, in other words: why certification involving certification or
auditing bodies should not also be required for high-risk stand-alone Al systems.
Despite the fundamentally correct approach of relying on technical standards
and their certification, the EU Comzmission continues to distinguish between szand-
alone and embedded Al systems, which ultimately seems rather arbitrary in the light
of cloud-based control. After all, control by an Al detached from a product and
supported or located in the cloud would be such a stand-alone system.

e Horizon: However, the horizontal approach that overcomes the sectoral bounda-
ries of product security, is to be welcomed - and should also be made fruitful for
the Cybersecurity Act in the same way as a product security element. The ap-
proach that applies in principle to product safety is also correct, i.e. to resort to
harmonized technical standards, combined with a presumption that the requirements
will then be met; only in this way it will be possible for the developers and op-
erators of Al systems to present alternative, equivalent solutions beyond tech-
nical standards, so that the necessary flexibility is maintained.

e Standards: However, the definition of technical standards ot common specifications
by the EU Commission remains problematic: If fundamental risks are to include
impairments of fundamental rights, numerous undefined factors must be in-
cluded, making it difficult to define “benchmarks” for the avoidance of such risks.
This does not change the fact that the AI Regulation contains numerous reason-
able requirements, such as requiring human supervision, the prevention of bias
ot the focus on proper data governance with regard to interpreting the training of
data-based Al as well as the prevention of “feedback loops” in order to avoid path
dependency of the Al and self-reinforcing assessments. In addition, detailed
points of criticism remain, for example with regard to the numerous exemptions
for biometric identification procedures, which remain generally permissible for
private gperator and are allowed for government authorities for law enforcement
and law enforcement purposes under certain conditions. Similarly, transparency
obligations for certain non-high-risk Al systems are well-intentioned, but do not
give those affected by the Al systems' decisions or recommendations a proper
right to opt-out or contact a human. Regulatory sandboxes are also very rudimen-
tary, leaving much to the delegated acts of the EU Commission. Finally, the scope

72 Explanatory Memorandum, (n 8), 14.
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of market surveillance raises questions, as it remains unclear what should be
considered as EU acts relevant to fundamental rights, since in principle any reg-
ulation can affect fundamental rights in some way. Overall, the proposal for an
Al Regulation is therefore to be welcomed, even though it still contains numer-
ous open flanks - the further political fate of this ambitious draft remains to be
seen.

B. Part 2: Proposals on Product Liability and Liability for AI systems

I. Introduction

The issues of artificial intelligence have been occupying lawyers all over the world
for several years. For example, there are also reports from expert groups at the EU
Commission on artificial intelligence, which take a detailed position on the various
ethical and legal issues,” which, among other things, takes a position on the various
legal issues raised. The Gemman Jurists' Conference has also taken up the topic, for
which Zech has prepared a detailed expert opinion on the associated liability issues.”
In essence, the discussion revolves around the possibilities that already exist in the
current non-contractual (tort) liability law to deal with the specific issues of auton-
omous systems, as well as legal policy desiderata as to whether and how existing
gaps should be filled. The legal policy discussion at the national level has now been
caught up with at the Buropean level: After the EU Parliament had already submit-
ted a formulated proposal on liability,’® the EU Comumission is now submitting a di-
rective on the formulation of liability for Al systems (Al Liability Directive-E)”
including a reform of the Product Liability Directive (ProdHaft Directive-E) fol-
lowing the proposal on the regulation of Al in terms of product safety law (Al

73 AI HLEG, “Ethical Guidelines for Trustworthy AI”, European Commission, April 2019,
https://ec.curopa.cu/newsroom/dae/document.cfm?doc_id=60425; European Commission, Direc-
torate-General for Justice and Consumers, “Liability for artificial intelligence and other emerging
digital technologies”, Publications Office, 2019, https://data.curopa.cu/doi/10.2838/573689.

74 Zech, (n 9).

7> Commission, “Proposal of the EU Commission for a Regulation of the European Parliament and
of the Council laying down harmonised rules on Artificial Intelligence (Artificial Intelligence Act)
and amending certain acts of the Union (AI-Reg-E)”, April 21, 2021, COM (2021) 206 final,
https://eut-lex.curopa.cu/legal-con-
tent/DE/TXT/HTML/?uri=CELEX:52021PC0206&from=EN; on this in detail Gerald Spindler,
“Der Vorschlag einer Regulierung der Kiinstlichen Intelligenz” CR (2021): 361 et seq. .

76 Zech, (n 9), (cited as Zech, Supplement, 2022); Gerhard Wagner, “Haftung fiir Kiinstliche Intelli-
genz — Bine Gesetzesinitiative des Europiischen Parlaments Aufsatz,” ZExP, (2021): 545 et seq.

77 Commission, “Proposal of the EU Commission for a Directive of the European Parliament and
of the Council adapting the rules on non-contractual civil liability in artificial intelligence (AI Liabil-
ity-E)”, September 28, 2022, COM (2022) 496 final 2022/0303 (COD).
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Regulation-E).”8 Almost at the same time, the EU Commission has published a pro-
posal for a new horizontal regulation on the cyberresilience of IT products, which
considerably expands the product safety regulations — which cannot be dealt with
here in extenso, but will also have an impact on liability. 7

To sum it up briefly: It is not so much the proposal for the Al Liability Directive
as the proposed innovations in the Product Liability Directive that make us sit up
and take notice. The proposal of the Product-Liability-D-P provides for nothing
less than the equalization of software and even connected services with the concept
of product, which is tantamount to a small revolution and also corresponds to the
proposal of the CRA-E. In contrast, the Al Liability Directive-E refrains from
adopting the proposals of the EU Parliament for the introduction of strict liabilitys?,
in that the Al Liability Directive-E essentially restricts itself to remedying the infor-
mation asymmetries in favour of the injured party.

I1. Reform of the Product Liability Directive

The proposal of the Product-Liability-D-P aims above all at the synchronization
with the reforms in product safety according to the Decision and the definitions in
Decision 768/2008/EC8! , but also at the inclusion of I'T products ot softwate in-
cluding Al systems and connected services up to the extension of the protected
legal interests to include data. The Product-Liability-D-P also introduces consider-
able simplifications of proof and the extension of the responsible parties or liability
addresses.

1. The redefinition of the concept of product

a)  Software as a product
One of the long overdue reforms of the Product-Liability-D-P concerns the inclu-
sion of software as a product - in contrast to the previous law, regardless of whether

78 Commission, “Proposal of the EU Commission for a Directive of the European Parliament and
of the Council on Liability for Defective Products (Product-Liabiltiy-D-P)”, September 28, 2022,
COM (2022) 495 final 2022/0302 (COD).

79 Commission, “Proposal for a Regulation of the European Patliament and of the Council on hori-
zontal cybersecurity requirements for products with digital elements and amending Regulation
(EU)”, September 15, 2022, 2019/1020 COM (2022) 454 final, hereafter cited as CRA-E.

80 Resolution of the European Parliament of 20 October 2020 with recommendations to the Com-
mission on the regulation of civil liability in the use of artificial intelligence (2020/2014(INL)); Regu-
lation of civil liability in the use of artificial intelligence, P9_TA (2020)0276; see Wagner, (n 76),

545 ff.; Zech, (n 9), supplement to the DJT Opinion, 2022, 4, 9.

81 Decision No. 768/2008/EC of the European Parliament and of the Council of 9 July 2008 on a
common framework for the marketing of products and repealing Council Decision 93/465/EEC,
[2008] O] L. 218/82..
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the software is embodied (“embedded”) in another product or not.8? This is more
than clearly expressed in Recital 12 of the Product-Liability-D-P, in which the EU
Commission points out that software can also control cloud-based products, and is also
reflected in the definition of the product in Art. 4 No. 1 of the Product-Liability-D-
P.83 The proposal even goes one step further and includes “digital manufacturing
files” under the term “product”, Art. 4(2)(1) Product-Liability-D-P, which primarily
(but not exclusively, Recital 14 Product-Liability-D-P) means 3D data files for the
manufacture of products in 3D printers, as Art. 4(2) Product-Liability-D-P states
(“digital template of a movable”).8+

On the other hand, the EU Commission does not want to include pure source
code in the definition of product, as this only represents information, recital 12 p.
3 of the Draft Directive on Product Liability; the Draft Directive on Product Lia-
bility thus assumes that the definition of software only includes machine-executable
coding and, interestingly, deviates from Art. 1 (1) and (2) as well as recital 7 p. 2 of
the Software Directive$’ in copyright law.8¢ Further details, however, are not to be
found in the Product-Liability-D-P, for example on the treatment of program li-
braries, which themselves do not have a direct controlling effect, but can be im-
portant components of a code; if one keeps in mind the goal of the EU Commission
that controlling software should be covered, one will also have to understand such
parts of a code as a product.

Consequently, Recital 12, Sentence 4 of the Draft Directive on Product Liability
then regards the developers or producers of software, including the operators of Al
systems, as wanufacturers within the meaning of the Draft Directive on Product Lia-

bility.

82 Herbert Zech, “Haftung fur Trainingsdaten Kiinstlicher Intelligenz,” NJW, (2022): 502 (505);
Wagner, (n 9), 707 (716 et seq.); for copyright equivalence see ECJ Judgment of 03 July 2012 - C-
128/11, ECLLEU:C:2012:407, 47- Used Soft = CR, (2012): 498.

83 Similarly, the proposal for a Cyber Resilience Act also covers software as a stand-alone “product”,
see Art. 3 No. 1 CRA-E.

84 Gerhard Wagner, «§ 2 ProdHaftG», in MiiKo BGB, ed. Franz Jurgen Sicker et al. 8th edn. (Miin-
chen: C.H. Beck, 2020), marginal no. 28 2020; Anne-Kathrin Miiller and Martin S. Haase, “Haf-
tungsrechtliche Aspekte des 3D-Drucks (additive Fertigung) — Teil 2,” InTer, (2017): 124 (127); Jiir-
gen Oechsler, “Produkthaftung beim 3D-Druck,” NJIW, (2018): 1569 (1570); in this direction also
Graf von Westphalen, «§ 47 marginal no. 44.», in Produkthafinngshandubuch, ed. Ulrich Foerste and
Friedrich Graf von Westphalen 3rd edn. (Miinchen: C.H. Beck, 2012); in general on product liability
with 3D printers s. Oechsler.

8 Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on the
legal protection of computer programs, [2009] O L 111/17.

86 On the protection of the source code by the Software Directive ECJ Judt. 22 December 2010 - C-
393/09, ECLI:EU:C:2010:816 marginal no. 34 f. - BS.A/Ministry of Culture = CR, (2011): 221; Gerald
Spindler, «§ 69a UrhGy, in Urbeberrecht, ed. by Gerhard Schricker and Ulrich Loewenheim 6th edn.
(Munchen: C.H.Beck 2020) marginal no. 5; Andreas Wiebe, «§ 69 a UrhG», Recht der elektronischen Me-
dien, ed. Gerald Spindler and Fabian Schuster, 4th edn. (Miinchen: C.H.Beck, 2019) marginal no. 4.
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b) Extension to data and services

The implicit extension of liability to “components” and, above all, services contained
in Art. 4(3) and (4) of the Draft Directive on Product Liability, for which it is suffi-
cient that they are connected to the product in some way, seems almost revolutionary.
According to Art. 4 No. 4 Draft Directive on Product Liability, what matters is that
the product cannot fulfil one or more of its functions without these services. Recital
15 p. 1, 2 of the Draft Directive on Product Liability clarifies that services are not
generally covered by the strict liability of the Draft Directive on Product Liability,
but services that are essential for the function of the product, such as traffic data for
navigation systems. However, only those services (and thus also data) are covered that
are relevant for the safety of the product, including cyber security, recital 15 p. 2 of
the Draft Directive on Product Liability - which is particularly important with regard
to the demarcation from the interest in equivalence covered by the Digital Content
Directive, which, as is well known, does not contain any statements on liability for
damages.®

According to Recital 15, Sentence 3 of the Draft Directive on Product Liability,
it is not even necessary that the manufacturer itself provides these services; rather, it
shall be sufficient that the manufacturer merely recommends the use of such services
or otherwise “influences” their provision by third parties. However, recital 15 p. 3
of the Draft Directive on Product Liability thus deviates from the definition of
“control by the manufacturer” according to Art. 4 No. 5 of the Draft Directive on
Product Liability, which refers to the authorization of the services of a third party by
the manufacturer (including updates or upgrades). A mere recommendation may con-
tain an authorization, but this also raises the question of the point in time to be
taken into account, e.g. in the case of a modification of the services by a third party:
Does the authorization cease to apply, for example, if the manufacturer only “recom-
mends” a specific version of a service? Or, in the case of a general “recommenda-
tion”, does it apply to all future versions of the service by a third party?

With this extension, the Product-Liability-D-P also covers the area of fraining
data, which is so important for Al software®® | which could already be taken into
account under the fault-based producer liability according to section 823 (1) BGB
in the context of supplier liability, but for which the manufacturer of the Al system

87 Gerald Spindler and Karin Sein, “Die Richtlinie Giber Vertrige tiber digitale Inhalte Aufsatz,”
MMR, (2019): 488 (491); Reiner Schulze, “Die Digitale-Inhalte-Richtlinie — Innovation und Kontinu-
itdt im europdischen Vertragsrecht;” ZEu«P, (2019): 695 (720 f.); Lena Mischau, “Daten als ,,Gegen-
leistung® im neuen Verbrauchervertragsrecht,” ZExP, (2020): 335 (352).

88 Spindler, “Neue Haftungsregelungen fiir autonome Systeme?,” [Z, (2022): 793 (797); Philipp Ha-
cker, “Ein Rechtsrahmen fiir KI-Trainingsdaten,” ZGE, (2020): 239 (250); Zech, (n 82), 502 (505);
zd. Gutachten A zum 73. Deutschen Juristentag, 2020, A 68.
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could exculpate himself by providing appropriate proof of due diligence.® In prac-
tice, such liability will also encounter problems of proof.?? With the extension to
the necessary services, the strict liability of the Product-Liability-D-P is now extended
to the necessary data sets for an Al system - without the need to comply with Art.
10 Al-Reg-E, which further reduces the scope of application of the Al-Liability-
RL-E.

¢) Exception for open source software

In order not to hinder innovation and research, according to recital 13, sentences 1
and 2, open source software that is developed or made available outside of com-
mercial “activities” is not to be covered by the concept of product under the Prod-
uct-Liability-D-P. If, on the other hand, the open source software is made available
in return for payment or the disclosure of personal data, the Product-Liability-D-P
should apply, unless the data is used exclusively to improve security, compatibility
ot interoperability, recital 13 p. 3 Product-Liability-D-P. The Product-Liability-D-P
thus follows the path already taken in Art. 3 (5) f) of the Digital Content Directive®!
to exempt open source software from regulation.??

However, here too the devil is in the detail: Open source software is often com-
bined in distribution with proprietary software in addition to the free offer (“dual
licensing”?). For example, Oracle offers its MySQL database system under the GPL
v2 on the one hand and under a commercial license on the other.”* In addition,
open source software is often only offered as part of a bundled service package that

89 Zech, (n 82), 502 (507); Griitzmacher, “Die zivilrechtliche Haftung fiir KI nach dem Entwurf der
geplanten KI-VO,” CR, (2021): 433 marginal no. 18; Spindler, (n 88), 793 (796 f.); Gerald Spindler
«§ 823 BGB», in BeckOGK, ed. Beate Gsell et al., (Miinchen: C.H. Beck, status July 01, 2022), mar-
ginal no. 662.

9 Zech, (n 82), 502 (507); bid. (n 87) A 58.

o1 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on cet-
tain aspects of contract law relating to the provision of digital content and digital services, [2019]
OJL 136/1.

92 Dirk Staudenmayer, «Directive (EU) 2019/770», in EU Digital Law, ed. Reiner Schulze and Dirk
Staudenmayer, 1st edn. (Baden-Baden: Nomos, 2020), Art. 3 Scope Rn. 106 et seq.; Spindler and
Sein, (n 87), 415 (418); Mischau, (n 87), 335 (342).

93 Carsten Gerlach, “Praxisprobleme der Open-Source-Lizenzierung,” CR, (2006): 649 (651); Till
Jaeger and Axel Metzger, «2nd chaptem, in Open Source Software, 5th edn. (Minchen: C.H. Beck,
2020), marginal no. 144; Astrid Auer-Reinsdorff and Christian R. Kast, «§ 9 Open Source and Open
Contents, in Handbuch I'T- und Datenschutzrecht, ed. by Astrid Auer-Reinsdotff and Isabell Conrad, 3rd
edn. (Miinchen: Beck, 2019), marginal no. 26.

9 Cf. Q3 “Commercial License for OEMs, ISVs and VARs”, July 2010, accessed October 10, 2023,
https:/ /www.mysql.com/about/legal/licensing/oem/.
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also includes support services or software maintenance.” If, for example, an open
source software that is in itself freely available is linked to a product and at the same
time “maintained” for a fee, the question arises for the injured party as to how he
should be able to assess the character of the software, since he often lacks the nec-
essary information. Finally, in these cases it is questionable whether it is still #on-
commercially distributed or developed open source software, especially since the
Product-Liability-D-P does not focus on the license conditions. This is all the more
true if one takes into account that the Product-Liability-D-P also wants to cover
linked services.

2. Protected legal interests exctended to data loss or corruption

The legal interests protected by strict product liability are also extended. First of all,
the Draft Directive on Product Liability specifies for the integrity of life and limb
in Art. 4 No. 6 a) Draft Directive on Product Liability that medically recognized
damage to mental health is also covered.” In addition, injuries to the property of
consumers are also covered if it is used for both private and commercial purposes,
recital 19, p. 2. 2 Product-Liability-D-P; only the exclusively professional use is not
covered by the Product-Liability-D-P, Art. 4 No. 6 b) iif).”

The most important innovation, however, is the extension of the protected legal
interests to include the /ss ot corruption of data, unless the data was used exclusively
for professional purposes, Art. 4 No. 6 ¢) Product-Liability-D-P. According to re-
cital 16, sentence 1 of the Draft Directive on Product Liability, the costs of restoring
the data are to be included in the damage. It apparently does not matter whether or
where the data is stored, so that data in the cloud also falls under the protection of
the Product-Liability-D-P. The Product-Liability-D-P would thus put an end to a

95 Gerald Spindler, Rechtsfragen der Open Sonrce Software, (Minchen: Verband der Softwareindustrie
Deutschlands e.V., 2003), 84; Jaeger, Metzger, «1st chapter, in Open Source Software, 5th edn., (Min-
chen: Beck, 2020), marginal no. 23; specifically for the Mozilla Public Licence cf. Jacger and Metzger,
(n 93), marginal no. 100.

% The understanding of the protected legal interests runs parallel to the understanding known from
Gerhard Wagner, «§ 823 (1) BGB», in MiiKo BGB, ed. Franz Jiirgen Sicker, 8th edn. ProdHaftG,
(Minchen: C.H. Beck, 2020) § 1 marginal no. 4; Mark Seibel, «§ 1 ProdHaftGy, in BeckOGK, ed. Be-
ate Gsell et al. October ProdHaftG, (Miinchen: Beck, 2020 status October 01, 2022) marginal

no. 27; according to this, the concept of injury to health also covers mental illnesses and damages
that are medically ascertainable and go beyond the general (life) risk, cf. Gerald Spindler, «§ 823
BGBy, in BeckOGK, ed. Beate Gsell et al. July 01 (Miinchen: C.H. Beck, 2022 status July 01, 2022),
marginal no. 108; Gerhard Wagner, «§ 823 (1) BGB», in M7iKo BGB, ed. Franz Jiirgen Sicker, 8th
edn. (Miinchen: C.H. Beck, 2020), marginal no. 205 et seq.

97 Not so for the old ProdHaft-RI. Wagner, (n 96), § 1 marginal no. 13: decisive whether only pri-
vate, occasional professional use causes damage; less restrictive Seibel, (n 95), § 1 matginal nos. 49,
54: even a not insignificant professional or commercial use does not harm; Ehring, «§ 1 ProdHaftG»,
in Produkthaftungs- und Produktsicherheitsrecht, ed. by Philipp Ehring and Jirgen Taeger, 1st edn. (Ba-
den-Baden: Nomos, 2022), marginal no. 31: majority intended use in the private sphere sufficient.
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long debate? also within the framework of section 823 (1) BGB about the quality
of data as other rights in favour of their recognition; for it would be more than ques-
tionable why only consumers should enjoy the benefit of liability for data loss or
corruption, while other data “owners” do not, without having to recognize data
ownership.

Compensation for damages for the violation of data protection regulations accord-
ing to Art. 82 of the GDPR? or the ePrivacy Directive!® | on the other hand, shall
not be affected by the Product-Liability-D-P, recital 16 p. 3 of the Product-Liability-
D-P. 3 Product-Liability-D-P. The concrete calculation of damages is still to be left
to the member states, as are claims for zmaterial damages (section 253 BGB), Recital
18 Product-Liability-D-P. Here, however, it will be very important that a loss of
data is not to be equated with pecuniary loss; at least for the area of damages due to
loss of profit, their reimbursement will depend on the injured party being able to
specifically demonstrate and prove the Zability-filling cansality between the loss of data
and the loss of income.

3. Error concept or safety expectations

Another essential adjusting screw in product liability for I'T products concerns the
concept of error, especially in evolving and learning Al systems, but also with regard
to the connection of the IT product or software with its digital environment and
with connected other services, up to cybersecurity requirements.

a)  Principles

The principles for determining the defectiveness of I'T products remain in principle
the same as in the previous Product Liability Directive, namely the general market
expectations with regard to the safety of the product, Art. 6(1) Product-Liability-D-P,
which is also intended to cover the intended use of the product, Recital 22 p. 4. 4
Product-Liability-D-P. In this context, the Draft Directive on Product Liability dif-
ferentiates according to the risks of the products for the respective legal interests

98 Spindler, (n 96), § 823 Rn. 137; Wagner, (n 96), § 823 Rn. 332; Simon Adam, “Daten als Rechtsob-
jekte,” NJIW, (2020): 2063 (2067); Thomas Riehm, “Rechte an Daten — Die Perspektive des Haf-
tungsrechts,” IersR, (2019): 714 (724); Andreas Wehlau and Klaus Meier, “Die zivilrechtliche Haf-
tung fiir Datenl6schung, Datenverlust und Datenzerstérung,” NJIV, (1998): 1585 (1588); always re-
ferring to embodiment by data catrier: BGH 14 July 1993 - VIII ZR 147/92 = CR, (1993): 681
(682); rejecting Andreas Spickhoff, «Der Schutz von Daten durch das Deliktsrechty, in Unkdrperliche
Giiter im Zivilrecht, ed. Stefan Leible, Matthias Lehmannand, Herbert Zech (Tiibingen: Mohr Siebeck,
2011), 233 (244).

9 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 April 2016 on
the protection of individuals with regard to the processing of personal data, on the free movement
of such data and repealing Directive 95/46/EC (General Data Protection Regulation), [2016] O] L
119/1.

100 Directive 2002/58/EC of the European Patliament and of the Council of 12 July 2002 concern-
ing the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications), [2002] OJ L 201/37.
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concerned, so that very high requirements can be imposed for medical devices, for
example, Recital 22 p. 5 Draft Directive on Product Liability. As before, technical
standards will therefore play a role in the lack of safety of a product that should not be
underestimated. The presentation of the product, the installation and use instructions
and the entertainment also play a major role, Art. 6 (1) a) Draft Directive on Product
Liability, as does the reasonably foreseeable misuse of a product, Art. 6 (1) b) Draft
Directive on Product Liability - here, however, defects that occur later, especially in
IT products, will have considerable significance.

It is also important to clarify in Art. 6(2), Recital 25, Sentence 2 of the Draft
Directive on Product Liability that newer updates or upgrades do not per se lead to
the assumption that the previous version was defective, likewise in the case of newer
or better later products. However, this is not entirely comprehensible, especially for
security updates, since if a defect in an I'T product is subsequently discovered and
“fixed” by such an update, the conclusion that the previous version was defective
is obvious; for security updates, therefore, Recital 25, Sentence 2 of the Product
Liability Directive-E should not be applied.

Already at this point, the Draft Directive on Product Liability in recital 22 p. 5
hints at a simplification of the burden of proof for the injured party, in that it should
be sufficient for courts to no longer have to establish the defectiveness of the spe-
cific product if the defectiveness of an entire product category is proven, provided that
it belongs to the same category. The Product-Liability-D-P thus takes up the prin-
ciple developed by the ECJ in the Bosten Scientific Medizintechnik case'™ and explicitly
regulates it. While the ECJ decision still referred specifically to pacemakers and im-
plantable cardioverted defibrillators and was thus issued against the background of
the particular health and life risk associated with this product category, recital 22 p. 5
of the Product-Liability-D-P now extends the scope of application to all products or
product categories. )2 Nevertheless, also under the Draft Directive on Product Liability,
it will be necessary to adhere to the requirement that at least a risk threshold to be
determined normatively must be exceeded and that “the mere possibility of a failure
of the [...] implanted pacemakers |...] cannot constitute a defect’”103.104

However, the fundamental innovations of the Product-Liability-D-P result
much more from the additionally listed factors that the courts are to consider when
determining faultiness:

101 ECJ Judgment of 05 May 2015 - C-503/13, C-504/13, ECLI:EU:C:2015: 148, 41 et seq. - Boston
Scientific Medizintechnik GmbH | AOK Sachsen-Anbalt et al = CR, (2015): 716 (Ls.).

102 Critical of a generalisation of this case law, Wagner, (n 96), § 3 Rn. 56; ibid., Gerhard Wagner,
“Der Fehlerverdacht als Produktfehler,” JZ, (2016): 292.

103 This is still the case in the Opinion of Advocate General Bof of 21 October 2014 - C-503/13, C-
504/13, ECLI:EU:C:2014:23006, 31 - Boston Scientific GmbH/ AOK Sachsen-Anbalt et al.

104 In general on this requitement Wagner, (n 96), § 3 marginal no. 56; ibid.,, (n 102), 292 (296).
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b)  Self-learning (Al) systems

An important factor for the relevant road safety expectations, especially for Al sys-
tems in the field of machine learning, is their possible autonomous further develop-
ment after being placed on the market or put into operation. This effect, which has
so far prevented liability for problems occurring after placing on the market that
were not foreseeable at that time, at least for legal systems that excluded develop-
ment errors (such as in Germany), is now taken into account by Art. 6 (1) ¢) Draft
Directive on Product Liability, at least to some extent, in that special safety expec-
tations are to be taken into account here.!> Accordingly, learning Al systems must
also be designed in such a way that they prevent dangerous behaviour of the product
or Al system; the Draft Directive on Product Liability does not focus on a “reason-
able” test, recital 23 p. 2 Draft Directive on Product Liability.

In this context, the further innovation in Art. 6(1)(e) Product-Liability-D-P on
the relevant point in time for defectiveness also plays an important role for IT prod-
ucts that are still under the control of the manufacturer, which is likely to be the case
for numerous connected IT products, especially Al systems; here, the Product-Lia-
bility-D-P cotrectly focuses on the point in time when the manufacturer relinquishes
control over the IT product or the Al system. Especially when Al systems are con-
tinuously monitored with regard to their data sets and their use by the Al system
manufacturer, which they may even be obliged to do under the Al Regulation-E
(“post market monitoring”, Art. 61 Al Regulation-E), they are under the “control
of the manufacturer”, so that the manufacturer must continuously ensure the road safety
of the IT products or the Al system. Here, too, the Product-Liability-D-P goes
beyond the Al Liability-RL-E, which regulates the requirements for data govern-
ance (Art. 10 AI-VO-E) only with regard to the burden of presentation and proof
with regard to fault-based liability facts.

¢) Interaction with other components

Atrt. 6 (1) d) Draft Directive on Product Liability contains quasi “explosives” for I'T
products, which, in the context of road safety expectations, requires that the reason-
ably to be expected effects on other products be taken into account, especially with
regard to interconnected products ("inter-connected", recital 23 p. 1 Draft Directive
on Product Liability). However, since I'T products almost necessarily interact with
each other, difficult questions arise here, such as whether the developer of an operating
system should always take into account the effects of other I'T products or software
on his own product. Since we are dealing here with a multitude of software products
that can hardly be surveyed, the criterion of the “reasonably” expected effects will be
of particular importance. In this respect, it will probably be possible to fall back on
the principles developed under the previous legal situation regarding obligations to
instruct and observe products: The greater the danger posed by the product and its
misuse, the more intensive and insistent the instruction and product monitoring

105 Hofmann, (n 69) 282 (284); Wagner, (n 9) 707 (749); Wagner, (n 96), § 1 Rn. 61.
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must be for the buyer - also with regard to such dangers that only arise through the
combination of the product with other products or accessories.!0

However, with regard to software, it must be pointed out that the standard to
be applied to the catalogue of obligations is to be handled more restrictively due to the
fast pace of development of operating systems and the abundance of combination
possibilities with other software and hardware.'?” Consequently, liability for acces-
sories can only be considered if the manufacturer himself provides interfaces for other
programs or if the programs are in general use and the manufacturer must expect
them from the outset.!08

d) Cybersecurity and product safety

Last but not least, Art. 6 (1) f), Recital 24 of the Product-Liability-D-P closes a gap
with regard to cyber security for products, which, however, only refers to require-
ments under product security law and has so far only been implemented in rudi-
mentary form throughout the EU; in particular, the Cybersecurity Act'® does not
contain any mandatory schemes for manufacturers of IT products, but only their vol-
untary compliance. With regard to Al systems, however, Art. 15 of the Al-Reg-E
explicitly requires “robustness, integrity and cybersecurity”, so that the relevant se-
curity expectations of traffic in the sense of the Product-Liability-D-P are also de-
fined in this regard. The new proposal for a Cyber Resilience Act (CRA-E), which
explicitly provides for security requirements for products, will also bring significant
improvements here, which are obviously already interlinked with the Product-Lia-
bility-D-P and even more so with the KI-VO-E.

e) Development errors

Somewhat hidden in Art. 10 (1) (e), the Draft Directive on Product Liability still
excludes the so-called design defect from the liability of the manufacturer; according
to this, the manufacturer can invoke the fact that, according to the objective state of

106 BGH 16 June 2009 - VI ZR 107/08 marginal no. 24 = BGHZ 181, 253; BGH 24 January 1989 -
VI ZR 112/88 = BGHZ 106, 273; BGH 16 December 2008 - VI ZR 170/07 = BGHZ 179, 157,
Spindler, (n 96), § 823 marginal no. 654; Thomas M. J. Mdllers, “Nationale Produzentenhaftung oder
Europiische Produkthaftung? Zur Bindung der Rechtsprechung im Rahmen der deliktsrechtlichen
Generalklausel an die Vorgaben des ProdHaftG und des ProdSG,” 1ersR, (2000): 1177 (1181).

107 Johannes Droste, “Produktbeobachtungspflichten der Automobilhersteller bei Software in Zei-
ten vernetzten Fahrens,” CCZ, (2015): 105 (107); similarly BGH 09 December 1986 - VI ZR 65/86
=BGHZ 99, 167.

108 Gerald Spindler, Responsibilities of I'T manufacturers, users and intermediaries, stady commissioned by
the BSI, (Baden-Baden: Nomos, 2007), 62 with further references.

109 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on
ENISA (European Union Cyber Security Agency) and on cyber security certification of information
and communication technology and repealing Regulation (EU) No 526/2013 (Cyber Security Legis-
lative Act), [2019] OJ L 151/15.
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science and technology, a product defect was not recognizable at the time of placing
the product on the market or at the time when the product was under the control of
the manufacturer. In contrast to the previous Product Liability Directive, which also
provided for the design defect exception as an option for the Member States!!0 |
this exception is now mandatory in nature and must therefore be implemented by all
Member States. The state of the art in science and technology'"'! will therefore be decisive,
although this does not necessarily run parallel to the German understanding. This
is not to be underestimated for Al systems that learn themselves, as their further
development after market launch can lead to the acceptance of development et-
rors."12 However, Al systems in particular will usually remain under the control of
the manufacturers long after their market launch, so that the exception will not
apply here.

f)  Updates and upgrades, machine learning

A distinction must be made between the development defect, in which the defect
was already present when the product was placed on the market but could not be
discovered, and the case where the defect in the product only occurred subse-
quently, i.e. after the product was placed on the market. In principle, Art. 10(1)(c)
Draft Directive on Product Liability also provides for an exemption from liability
of all parties involved, which is, however, considerably - and rightly - relativised by
Art. 10(2) Draft Directive on Product Liability: According to this, the exemption
from liability does not apply if, duting the manufacturer's control over the product, the
defectiveness is caused by a connected service, by software including updates or up-
grades or by their absence, provided that the safety of the product is at issue. Recital
37 S. 3 Product-Liability-D-P also includes machine learning, as long as the Al prod-
uct or system is under the control of the wanufacturer.

110 Cf. The implementation of Art. 7 lit. e ProdHaft-RL in § 1 para. 2 no. 5 ProdHaftG, without
making use of the opening clause in Art. 15 para. 1 lit. b ProdHaft-RL; on the German implementa-
tion see Wagner, (n 96), § 1 Rn. 51; Ehring, (n 97), § 1 Rn. 97; Christian Forster, «§ 1 ProdHaftG »,
in BeckOK BGB, ed. Wolfgang Hau et al. 63rd ed. (Miinchen, C.H. Beck, 2022), Rn. 53 ff.

11 Cf. On the relevant differentiation in German law in particular BVerfG decision of August 08,
1978 - 2 BvL 8/77 = BVetfGE 49, 89 = NJW, (1979): 359 (362) - Kalkar; BGH of 5 February 2013
- VI ZR 1/12 marginal no. 13 = NJI¥, (2013): 1302; BGH of June 16, 2009 - VI ZR 107/08 Rn. 15
= BGHZ 181, 253 with further references; Spindler, (n 96), § 823 Rn. 633; Wagner, (n 96), § 823 Rn.
953, Thomas Klindt and Boris Handorn, “Haftung eines Herstellers fiir Konstruktions- und Instruk-
tionsfehler,” NJW, (2010): 1105; Peter Marburger, Die Regeln der Technik im Recht, (IK6ln: Heymann,
1979), 429.

112 Friedrich Graf Von Westphalen, “Haftungsfragen beim Einsatz Kiinstlicher Intelligenz in Ergin-
zung der Produkthaftungs-RL 85/374/EWG,” ZIP, (2019): 889 (892); but much narrower Malte
Griitzmacher, “Die deliktische Haftung fir autonome Systeme — Industrie 4.0 als Herausforderung
fiir das bestehende Recht?,” CR, (2016): 695 (696); see also Herbert Zech, “Kiinstliche Intelligenz
und Haftungsfragen,” ZfPW, (2019): 198 (213); 7d., (n 87) A 71.
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Implicitly, the Product-Liability-D-P thus introduces a non-contractual duty for
updates for security, as otherwise the IT product must be considered defective.
However, much depends on whether the I'T product is still under the control of the
manufacturer - because only then does the re-exception apply. This means that a wan-
ufacturer is still free not to opt for permanent support or updates. On the other hand,
ErwGr 38 S. 3 Product-Liability-D-P explicitly refers to the Medical Devices Reg-
ulation, here Annex I Chapter I No. 3 (EU) 2017/745'3 and requires manufacturers
to provide security updates, especially with regard to cybersecurity risks - however,
the Medical Devices Regulation is not particularly clear in this respect, as it only
requires reliability of the electronic components including software, which can also
include security updates.!'* In contrast, the proposal for a Cyber Resilience Act ap-
parently assumes an obligation under product safety law for lifelong updates, Annex
I No. 1 k) in conjunction with Art. 5 of the proposal, which is, however, consider-
ably relativised by the limitation to a five-year obligation to verify compliance with
the requirements by the manufacturers, Art. 10 Para. 6, 12, Art. 23 Para. 2 CRA E.115

In contrast, Section 327f of the BGB provides for traders’ update obligations in
implementation of Art. 8(2) of the Digital Content Directive!!¢ . This obligation can
then exist independently of the obligation under the Product-Liability-D-P. This
may well result in overlaps, as the Product-Liability-D-P also covers dealers in any
case, provided the actual manufacturer is not “tangible”. On the other hand, unlike
under the Product-Liability-D-P, the contractual obligation of the trader applies re-
gardless of whether the trader himself still has control over the product.

Recital 38 p. 4 Product-Liability-D-P, however, establishes the — self-evident —
principle that liability must be excluded if the IT product user or owner does not
install the update. However, how to deal with cases in which the user is not aware
of updates that have been made available remains open, as does how the manufacturer
should be able to prove this. This, too, would tend to argue in favour of limiting
liability for updates to cases in which the manufacturer still exercises control over the
IT product.

4. Liability addressees
The Product-Liability-D-P also contains some interesting innovations with regard
to the addressees of liability: In addition to the traditional concept of manufacturer

113 Regulation (EU) 2017/745 of the European Patliament and of the Council of 5 April 2017 con-
cerning medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Reg-
ulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC, [2017]
OJL117/1.

14 Gerhard Wiebe, “Produktsicherheitsrechtliche Pflicht zur Bereitstellung sicherheitsrelevanter
Software-Updates,” NJW, (2019): 625 (620).

115 See also Yannick Zirnstein, “Der Entwurf des Cyber Resilience Act,” CR, (2022): 707.

116 Directive (EU) 2019/770 of the European Patliament and of the Council of 20 May 2019 on cet-
tain aspects of contract law relating to the provision of digital content and digital services, [2019] OJ
L 136/1.
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and the liability of izporters, the Product-Liability-D-P now expressly extends liabil-
ity to so-called “fulfilment providers”, i.e. services that serve to provide logistical support
for a product import (without being #zporters themselves), up to the possible liability
of online platforms.

a)  Manufacturers, especially software developers

First of all, Art. 7(1) of the Draft Product Liability Directive refers to the manufacturer
as the traditional addressee of liability, which is defined in more detail in Art. 4 No.
11 of the Draft Product Liability Directive. In this respect, the Product-Liability-D-
P does not contain any sutprises, since just as in the still valid ProdHaft-RL, devel-
opers are also covered, as are those who distribute third-party products under their
own name or trademark (“quasi-manufacturers”).!!?

b)  Suppliers, in particular service providers

Even if at first glance nothing changes with regard to the joint and several liability
of manufacturers and suppliers, Art. 7(1) sentence 2 of the Draft Directive on Product
Liability, it should not be overlooked that the extension of the concept of product and
component (Recital 26 of the Draft Directive on Product Liability), e.g. to connected IT
services''® | entails a considerable expansion of the addressees of liability. In relation
to Al systems, data suppliers, for example, can easily fall under the definition of supplier
and thus under strict no-fault liability, but also other connected services.

c) Extension of the concept of importers to fulfilment providers

Also significant is the (subsidiaty) extension of the importet's liability also contained
in the ProdHaft Directive-E (Art. 7(2)) to so-called “fulfilment providers”, who take
over the logistical handling of the import of a product if neither the manufacturer nor
the smporter is domiciled in the EU, Art. 7(3) ProdHaft Directive-E. Article 4(14) of
the Draft Directive defines this term in more detail as commercial services that fulfil at
least two of the criteria “warehousing, packaging, addressing and dispatching of a
product”, excluding any freight and postal services.

For example, these criteria could apply to Awmazon Marketplace if Amazon stores
third-party products and then delivers them to the end customer if the actual retailer
is not located in the EU. On the one hand, the previous Product Liability Directive
did not even know the term “fulfilment provider’ and, on the other hand, the importer
activity had to take place “for the purpose of sale, hire, hire-purchase or other form
of distribution with an economic purpose” according to Art. 4(2) of the Product

17 Cf. Art. 3 para. 1 ProdHaft-RL 85/374/EEC last amended by RL 1999/34/EC, § 4 para. 1 p. 2
ProdHaftG; on this Wagner, (n 96), § 4 marginal no. 33; Andreas Spickhoff, «§ 4 ProdHaftG», in
BeckOGK, ed. Beate Gsell et al. (Minchen: C.H. Beck, status May 01, 2021), marginal no. 26 ff.

118 See above B. II. 1. b).
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Liability Directive. Thus, the decisive factor was the control of the import and not
merely its implementation.!’” With the new regulation, the EU Commission rightly
wants to close a gap that has arisen precisely due to such business practices in which
a classic importer cannot be found in the EU, but these service providers take over
parts of their tasks without themselves being able to be qualified as zmporters. The
EU Commission uses the parallel approach in the Market Surveillance Regulation!?0 |
which in its Art. 4-7 also places the “fulfilment service providers” within the mean-
ing of Art. 3 No. 11 of Regulation (EU) 2019/1020 under the obligation. However,
recital 27 of the Product-Liability-D-P only wants to make these “fulfilment service
providers” liable if they cannot name a manufacturer ot importer in the EU.

d) Online platforms

Art. 7(6), Recital 28 of the Draft Directive on Product Liability goes even further,
which also makes online platforms that facilitate distance contracts liable, albeit in
accordance with Art. 6(3) of the Digital Services Act. Accordingly, the decisive fac-
tor — in the wake of the EC]’s Wathelet ruling'?' — is whether the consumer perceives
the platform as the actual provider or whether the frader or manufacturer is under the
supervision of the platform.!?2 This provision is also in line with the proposal for a
general product safety regulation,'?? which provides in Art. 20(5)(a) that online mar-
ketplaces must provide “the name, registered trade name or registered trade mark of the pro-
ducer and a postal or e-mail address at which he can be contacted”. Recital 36 Product-Liabil-
ity-D-P further clarifies that online marketplaces should ensure that, for product
traceability purposes, traders comply with their information obligations under the
DSA and the Product Safety Regulation-E and do not allow (product) listings by

119 OGH January 26, 1995 - 6 Ob 636/94 = JBL, (1995): 456 (457); Wagner, (n 96), § 4 Rn. 45;
Georg Borges, «§ 4 ProdHaftGy, in BeckOK IT-Recht, ed. Georg Borges and Marc Hilber, 7th edn.
(Minchen: C.H. Beck, 01.10.2021), Rn. 47; Friedrich Graf von Westphalen, “Das neue Produkthaf-
tungsgesetz,” NJIV, (1990): 83 (89).

120 Regulation (EU) 2019/1020 of the European Parliament and of the Council of 20 June 2019 on
market surveillance and the conformity of products and amending Directive 2004/42/EC and Regu-
lations (EC) No 765/2008 and (EU) No 305/2011, [2019] OJ L. 169/1.

121 Ec; Rupprecht Podszun and Philipp Offergeld, “Plattformregulierung im Zivilrecht zwischen
Wissenschaft und Gesetzgebung: Die ELI Model Rules on Online Platforms,” ZE«P, (2022): 244
(258).

122 For more details see Gerald Spindler, “Der Vorschlag fiir ein neues Haftungsregime fiir Internet-
Provider — der EU Digital Services Act (Teil 1),” GRUR, (2021): 545 (549); Busch, ExCML, (2021):
109 (111, 114); Réssel, ITRB, (2021): 35 (36); Gerald Spindler and Simon Gerdemann, “Das Gesetz
iber digitale Dienste (Digital Services Act) - Teil 1,” GRUR, (2023): 3, “Das Gesetz tiber digitale
Dienste (Digital Services Act) (Teil 2),” GRUR, (2023): 115.

123 Commission, “Proposal for a Regulation of the European Parliament and of the Council on gen-
eral product safety, amending Regulation (EU) No 1025/2012 of the European Patliament and of
the Council and repealing Council Directive 87/357/EEC and Directive 2001/95/EC of the Euro-
pean Parliament and of the Council”, COM (2021) 346 final June 30, 2021.
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traders who do not comply with the relevant information obligations. “However, the
online marketplace should not be responsible for checking the completeness, correctness or accuracy
of the information itself, as the obligation to trace the products still lies with the trader” (recital
36 p. 5 General Product Safety Regulation-E). Liability under the Product Liability
Directive remains expressly unatfected under Article 39 (2) of the Draft General
Product Safety Regulation.

However, the reference to Art. 7(5) of the Draft Directive on Product Liability
also requires that the injured party has unsuccessfully requested the platform oper-
ator to disclose the identity of the manufacturer/ importer, etc. within a period of one
month. On the other hand, ErwGr 28 S. 2 Product-Liability-D-P states that the
liability privileges of the Digital Service Act remain applicable if they only assume
an intermediary role. There are no special features for Al systems in this respect.

e) No exception for SMEs

The EU Commission explicitly excluded an exemption for SMEs in its proposal - with
the correct reason that it is irrelevant for an injured party whether the damage was
suffered by a larger or a small company.'?* In fact, in terms of the internalisation of
external effects (i.e. damages), it does not matter what size the damaging party is.

f)  Modification of products, especially recycled products

Article 7 (4) of the Draft Directive on Product Liability, which states (or clarifies)!?>
that modifications to a product already placed on the market or outside the control of
the manufacturer that have an impact on product safety must also be considered a
new product, is aimed at a problem that at first glance seems to be outside the IT
sector. In view of modifications of I'T products or services or components in particular,
which ErwGr 29 S. 2 Product-Liability-D-P states for upgrades in particular, this
innovation is certainly applicable in the I'T sector - even if the open source sector is
explicitly excluded. Art. 10 para. 1 g), Recital 29 p. 4 of the Draft Directive on
Product Liability limits the liability of the person who has modified the product to the
corresponding modified part of the product.

For the liability of Al systems, this extension can be significant if the manufacturer
itself does not control the Al system, but a third party trains or “educates” the Al
system with new data sets. However, how to separate the changed from the un-
changed parts of the systems seems hardly feasible in practice.

124 EU Commission, “Explanatory Memorandum to the Product-Liability-D-P”, COM (2022) 495
final, 10 ff.

125 For a similar discussion under the ProdHaft-RL, Irina Rebin, «§ 2 ProdHaftGy, in BeckOGK, ed.
Beate Gsell, et al. (Miinchen: C.H. Beck, 2022 status September 01, 2022), Rn. 11: depending on in-
dividual circumstances.
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5. Liability exceptions

The liability exceptions ate also partly taken over from the previous ProdHaft Di-
rective'?¢ | but partly modified considerably, especially with regard to the extension
of the concept of product to include connected services and software.

The principle that a manufacturer or importer cannot be held liable if he proves that
he did not himself place the product on the market remains unaffected, Art. 10(1)(a)
Product-Liability-D-P.127 The same applies to distributors, Art. 10(1)(b) Product-Lia-
bility-D-P. The exemption from liability in the event that the defectiveness of the
product results from mandatory provisions of public law is also continued, Art.
10(1)(d) Product-Liability-D-P.128

Also known is the liability exception for suppliers (or “components”) in Art. 10 (1)
f) Product-Liability-D-P, if the defectiveness of the component results from the design
of the main product or the instructions of its manufacturer.!?

As already mentioned, the Product-Liability-D-P still provides for the exception
for development defects — but now of a mandatory nature for the Member States
and not as an option. The liability exceptions for updates and upgrades have also
been modified (see 11.3.2) above).

New, on the other hand - but in principle self-evident - is Art. 10 (1) g) Product-
Liability-D-P, which limits the liability of the “new’ manufacturer for modifications of
a product to the modified parts.

6. Disclosure obligations and burden of presentation and proof
One of the other important adjusting screws in product liability concerns the distri-
bution of the burden of presentation and proof, which, with regard to defectiveness

126 Cf. 'The predecessor regulation in Art. 7 ProdHaft-RL 85/374/EEC last amended by RL
1999/34/EC.

127 Cf. The predecessor regulation in Art. 7 lit. a ProdHaft-RL 85/374/EEC last amended by RL
1999/34/EC.

128 Cf. The previous provision in Art. 7 lit. d ProdHaft-RL 85/374/EEC last amended by RL
1999/34/EC.

129 Cf. 'The predecessor provision in Art. 7 lit. f ProdHaft-RL 85/374/EEC last amended by RL
1999/34/EC; on the implementation in § 1 para. 3 p. 1 ProdHaftG see Maximilian Seibl, «§ 1 Pro-
dHaftGy, in BeckOGK,ed. Beate Gsell et al. (Miinchen: C.H. Beck, status October 01, 2022), mat-
ginal no. 129; Wagner, (n 96), § 1 marginal no. 63. ff.
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and causality, has so far been borne by the injured party in full,!* which is a con-
siderable obstacle for injured parties, especially for I'T products and even more so
for Al systems.!3!

In itself, Art. 9(1) Product-Liability-D-P adheres to the principle that the injured
party must prove both the defectiveness, the infringement of the legal interest and
the damage as well as the causality. However, the EU Commission recognises the
practical problems just described of an injured party who has hardly any access to
information that would allow him to prove the defectiveness of an (IT) product, as
well as the causality between the defect of the product and the infringement of the
legal interest, recital 30 p. 2, 3 Product-Liability-D-P. 2, 3 Product-Liability-D-P
(“information asymmetry”). The EU Commission addresses this problem with two solu-
tions:

a) on the one hand, an easing of the burden of proof by introducing an obliga-
tion to disclose information of the potential tortfeasor, Art. 8 Product-Liability-D-
P;

b) on the other hand, through presumptions of evidence and prima facie evi-
dence orders in Art. 9 Product-Liability-D-P.

a) Disclosure obligations

Article 8 (1) of the Draft Directive on Product Liability obliges the Member States
to allow the courts to oblige a potential tortfeasor or defendant to disclose relevant
facts at the request of the plaintiff, who can plausibly demonstrate that he is entitled
to compensation. This is similar in approach to the US pre-trial disclosure procedure, but
depends crucially on a pending lawsuit. The documents to be submitted do not only
include the evidence already held by the defendant, but may also include new doc-
uments or reports to be created, ErwGr 31 S. 2 Product-Liability-D-P.

130 Art. 4, 7 ProdHaft-RL 85/374/EEC last amended by RL 1999/34/EC; on the implementation of
§ 1 para. 4 ProdHaftG Seibl (n 128) § 1 marginal no. 141; Wagner, (n 96), § 1 Rn. 77; Borges,
(n119), § 1 ProdHaftG Rn. 93; the injured party bears the burden of proof for the existence of the
product defect, the damage, the causal connection, cf. BGH February 05, 2013 - VI ZR 1/12 mat-
ginal no. 19 = NJIV, (2013): 1302; OLG Brandenburg, December 14, 2015 - 1 U 8/13 = NJIV-RR,
(2016): 220 (221); OLG Frankfurt a. M. June 08, 1993 - 14 U 116/92 = NJW-RR, (1994): 800 (801);
the manufacturer bears the burden of proof for the existence of an exclusion according to § 1 para.
2, 3 ProdHaftG.

131 Gerald Spindler, “Verantwortlichkeiten von IT-Herstellern, Nutzern und Intermedidren”, Studie
im Auftrag des BSI, [Responsibilities of IT manufacturers, users and intermediaries, stady commissioned by
the BSI] 2007, 76, accessed October 1, 2023, https://www.bsi.bund.de/SharedDocs/Down-
loads/DE/BSI/Publikationen/Studien/ITSicherheitUndRecht/Gutachten_pdf.pdf?_blob=publi-
cationFile&v=2; Gerald Spindler «Haftung im IT-Bereichwin Karlsruber Forum 2010: Haftung und 1 ersi-
cherung im I'T-Bereich, ed. by Egon Lorenz (Katlsruhe: Verlag Versicherungswirtschaft, 2011), 39 ff.
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In order not to let the submission of facts etc. get out of hand - as is known
trom pre-trial disclosure proceedings'® - Art. 8 (2) Product-Liability-D-P explicitly limits
this duty to the necessary and proportionate facts fo substantiate the claim.!?? In this
context, Art. 8(3), (4) Product-Liability-D-P pays special attention to the observance
of trade secrets and the protection of confidential information, which, however,
according to Art. 8(4) Product-Liability-D-P should not be an insurmountable ob-
stacle, as the member states are also obliged to authorise their courts to take “spe-
cific measures” to protect confidentiality if the defendant is obliged to disclose the
confidential information. This is already known in Germany, for example, in patent
proceedings through the “in camera” procedure, in which a third party bound to
professional secrecy can inspect the documents.!3 However, recital 32 p. 2 Product-
Liability-D-P goes even further, in that the EU Commission apparently considers a
restriction of access to the secret documents to a certain group of persons to be
sufficient, or in that only redacted minutes of evidentiary hearings or hearings are
admitted. In any case, recital 32 p. 3 Product-Liability-D-P requires a comprehen-
sive weighing of the interests of the plaintiff and the defendant, in particular the
effects on the action as well as potential damages for the defendant or third parties
affected. In contrast, a much more extensive approach is taken in US civil procedure
law. In addition to third parties not involved in the proceedings who can be called
upon in pre-trial disclosure proceedings'>> | the documents and information to be pro-
vided by the parties are subject to hardly any restrictions'3¢ and certainly hardly any

132 Haimo Schack, Einfiibrung in das US-amerikanische Zivilprogessrecht, 5th edn. (Miinchen: C.H.Beck
2020), 111; Hanns Priitting, AnzwB/, (2008): 153 (154).

133 Peter Gottwald, «Internationales Beweistecht § 10», in Internationales Zivilprozessrecht, ed. Heinrich
Nagel, Peter Gottwald, 8th edn. (K6ln: Verlag Dr. Otto Schmidt, 2020), Rn. 10.24; Schack, (n 132),
48, Derek]. T.Adler, «Is Discovery Necessary? Reflections on Pre-Trial Disclosure and Procedural
Fairness», in Global Wisdon: on Business Transactions, International Law and Dispute Resolution, Festschrift for
Gerhard Wegen (Miinchen: C.H. Beck, 2015), 569.

134 BGH November 16, 2009 - X ZB 37/08 = BGHZ 183, 153; see Peter Meier-Beck, “Die
Rechtsprechung des Bundesgerichtshofs zum Patent- und Gebrauchsmusterrecht im Jahr 2009,”
GRUR, (2010): 1041 (10406); ZPO, Astrid Stadler, «§ 142», in ZPO, ed. by Hans-Joachim Musielak
and Wolfgang Voit, 19th edn. (Minchen: Verlag Franz Vahlen, 2022) marginal no. 7a.; Hermann
Deichfuf3, “Rechtsdurchsetzung unter Wahrung der Vertraulichkeit von Geschiftsgeheimnissen,”
GRUR, (2015): 436.

135 Joachim Zekoll and Jan Bolt, NJIW, (2002): 3129 (3133); Schack, (n 132), 111.

136 See FRCP 26 (b) (1): “Parties may obtain discovery regarding any matter, not privileged, that is
relevant to the claim or defence of any party, including the existence, description, nature, custody,
condition, and location of any books, documents, or other tangible things and the identity and loca-
tion of persons having knowledge of any discoverable matter”.
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security precautions,'?” in order to protect trade secrets, for example.!3® Criticism:
As laudable as the European approach is, it tends to be too broad due to the rela-
tively low hurdles for the protection of trade secrets; as described, an exclusive en-
trustment of third parties bound to secrecy would be preferable. The potential scope
of Art. 8 Product-Liability-D-P also appears to be insufficiently contoured, as it
does provide for the barrier of necessity and proportionality, which in practice,
however, will lead to considerable legal uncertainty and will ultimately only emerge
through ECJ case law, as injured parties are likely to initially make corresponding
requests “out of the blue” in order to obtain cotresponding information. Much de-
pends on the requirements for a corresponding application by the plaintiff and its
substantiation, e.g. whether blanket requests for surrender are sufficient or whether
the application must be limited to the disclosure of the source code or the data sets.
Nor has it been clarified how ex post disproportionate disclosure of documents could
be sanctioned, in particular whether plaintiffs would have to pay damages. Never-
theless, liability is hardly conceivable in the admissible exercise of legal remedies. In
the cases decided on liability for intentional immoral damage (section 826 BGB),
the focus was therefore always rightly on the abuse of a formal or procedural posi-
tion.!3 Particularly reprehensible circumstances must therefore be added!40.141

Especially for producer liability for Al systems, but also for other IT products, this
innovation has considerable weight, as plaintiffs may in principle demand access to
the source code, as well as the surrender of training and validation data or related

137 The courts have the instrument of protective orders at their disposal here, but they are rarely used
in practice, cf. John K. Setear, “Discovery Abuse Under the Federal Rules: Causes and Cures,” 92
Yale L. J., (1982): 352 (374).

138 Schack, (n 132), 111.

139 BGH July 03, 1990 - XI ZR 302/89 = BGHZ 112, 54 (57); BGH March 05, 1958 - IV ZR
307/57 = BGHZ 26, 391 (396); BSG September 26, 1986 - 2 RU 45/85 = NJIW, (1987): 2038
(2039); regarding an arbitral award OLG Koln August 07, 2015 - 1 U 76/14 = Schieds1Z, (2015):
295 (297); LAG Schleswig-Holstein August 19, 2015 - 3 Sa 90/15 = BeckRS, (2015): 73268 marginal
no. 28; concerning the creation of a title through the dunning procedure BGH June 29, 2005 - VIII
ZR 299/04 = NJW, (2005): 2991; BGH November 11, 2003 - VI ZR 371/02 = NJI¥, (2004): 446
(447) following BGH March 25, 2003 - VI ZR 175/02 = BGHZ 154, 269 (274).

140 Since RG October 07, 1940 - IV 201/40 = RGZ 165, 26 (28) the RG speaks of “special circum-
stances”, cf. on this and on the development of this term in the jurisprudence Ulrich Foerste, «Die
Ausnutzung unrichtiger Urteile als sittenwidrige Schadigungy, in Griinden und Stiften : Festschrift zum
70. Geburistag des Jenaer Griindungsdekans und Stiftungsrechtlers Olaf Werner, ed. Ingo Saenger et al. (Ba-
den-Baden: Nomos, 2009): 426 (427).

141 BGH June 29, 2005 - VIII ZR 299/04 = NJIW, (2005): 2991 (2993 f.); BGH, September 24, 1987
-1II ZR 187/86 = BGHZ 101, 380 (384); OLG Koln August 07,2015 -1 U 76/140LG =
Schieds1Z, (2015): 295 (297); OLG Hamm August 11, 2015 - 28 U 136/14 Rn. 63 = NJOZ, (2016):
58; KG-November 05,2012 - 26 U 97/11 Ra. 32 et seq.; preceding LG Berlin May 06, 2011 -22 O
122/09; Musielak, «§ 322», in ZPO, ed. Musielak, Voit, 19th edn. (Miinchen: Vetlag Franz Vahlen,
2022), Rn. 91 mwN; Gottwald, «§ 322», in MiiKo ZPO, 6th edn. (Baden-Baden: Nomos, 2020): Rn.
223 et seq, 228; Foerste (n. 139): 426 (428) with further references.
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algorithms and documentation on the behaviour of the Al systems during training,
but also later after market launch.

b) Facilitation of evidence, in particular rebuttable presumptions

Defects: The Draft Directive on Product Liability also provides for significant sim-
plifications of proof, such as the rebuttable presumption (Art. 9(5)) of the defec-
tiveness of the product if the defendant does not submit any documents in contra-
vention of an order under Art. 8(1) Draft Directive on Product Liability, Art. 9(2)(a)
Draft Directive on Product Liability. Furthermore, rebuttable presumptions of the
defectiveness of the product shall apply if the plaintiff proves that the product does
not comply with product safety regulations intended to protect against the damage
that has occurred, Art. 9 (2) b) Draft Directive on Product Liability. This includes,
for example, the lack of documentation or recording devices - for Al systems, for
example, set out in Art. 11, 12 Al-Reg-E - so that the violation of these obligations
leads to a presumption of defectiveness. The same should apply if the plaintiff can
prove an “obvious malfunction” of the product during normal use, Art. 9(2)(c) DRP-
E, for which Recital 33 p. 7 DRP-E mentions the case of the exploding glass bottle.
This corresponds /argely to the obligation under German law to secure findings and
the reversal of the burden of proof that then applies, but only in the case of fault-
based producer liability.!42

A rebuttable presumption shall also apply to the causality between the defec-
tiveness of the product and the damage that has occurred, if the defectiveness has
been proven beforehand and it is a typical course of events, Art. 9 (3) Draft Di-
rective on Product Liability. However, it is apparently not sufficient for a presump-
tion of fault pursuant to Art. 9(2) of the Draft Directive on Product Liability to
apply, as Art. 9(3) expressly speaks of proof.

This is also supported by the additional presumption rules in Art. 9(4) of the
Draft Directive on Product Liability: Accordingly, a court may determine that the
plaintiff or injured party is facing considerable difficulties (“excessive difficulties”)
with regard to proving defectiveness or causality due to sechnical or scientific complexity.
In this case, the presumption of defectiveness as well as causality will apply if the
plaintiff has shown (“sufficiently relevant evidence”) that the product contributed
to the damage and that it was probably defective and probably caused the damage.
However, Art. 9(4) of the Draft Product Liability Directive does not contain any
statement on the requirements for establishing zechnical or scientific complexity, in par-
ticular whether the plaintiff has the burden of proof in this respect; only Art. 9(4)
sentence 2 of the Draft Product Liability Directive gives the defendant the possibil-
ity to dispute the plaintiff's excessive difficulties ot the probability of the defective-
ness of the product and cansality. What consequence this denial triggers and how this
relates to the general rebuttability of the presumption in Art. 9(5) of the Draft Di-
rective on Product Liability remains open.

142 BGH May 09, 1995 - VI ZR 158/94 = BGHZ, (1995): 129, 353 (361).
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Recital 34 S. 4 Product-Liability-D-P requires a case-by-case determination of
the fechnical complexity, whereby recital 34 p. 5 lists individual factors, in particular the
complexity of the product, e.g. in the case of innovative medical devices, but also of the
machine learning or data that would have to be analysed by the plaintiff. The same
applies to causality, for example for a pharmaceutical product and the plaintiff's
state of health or if the plaintiff would have to explain the inner workings of an Al
system.

In a similar way, recital 34 p. 6 Product-Liability-D-P attempts to clarify the
definition of “excessive difficulties” for the plaintiff. Accordingly, within the frame-
work of the court's consideration of the individual case, the plaintiff is not obliged
to provide evidence of the existence of these difficulties; it should be sufficient for
the plaintiff to provide reasons for this. In particular, recital 34 p. 7 Product-Liabil-
ity-D-P mentions the case of an Al system for which the plaintiff shall not be
obliged to explain its characteristics or its mode of operation or causality for the
damage that occurred.

In this context, the relationship between Art. 9(4) of the Draft Directive on
Product Liability and the order for the defendant to disclose relevant information
under Art. 8 of the Draft Directive on Product Liability remains largely unclear.
Recital 34 S. 1 of the Draft Directive on Product Liability only states that the pre-
sumptions or the determination of complexity by the courts should be without prej-
udice to the order under Art. 8 of the Draft Directive on Product Liability. How-
ever, it remains unclear why a plaintiff should have “excessive difficulties” in prov-
ing defectiveness if at the same time he has the possibility to apply for orders under
Art. 8 of the Draft Directive on Product Liability; in the sense of proportionality, a
step-by-step relationship should be assumed here.

As explained, these are rebuttable presumptions (Art. 9 (5) of the Draft Di-
rective on Product Liability), for which the EU Commission refers in recital 36 of the
Draft Directive on Product Liability to the fact that the defendant can present and
prove extraordinary circumstances that exclude liability, for example that the product
was placed on the market contrary to the manufacturer’s intention or that the defect
occurred due to compliance with mandatory provisions. However, it should not be
sufficient to assume, similar to the principles of prima facie evidence, that the rebuttal of
the presumption is already based on the invalidation of a principle of experience!#;
neither do the recitals of the Draft Product Liability Directive speak in favour of

143 BGH December 11, 2018 - KZR 26/17 marginal no. 50 = WRP, (2019): 474; BGH January 19,
2010 - VI ZR 33/09 marginal no. 11; BGH May 04, 2012 - V ZR 71/11 marginal no. 13; Hanns
Pritting, «ZPO § 286 ZPOy, in MiiKo ZPO, ed. Thomas Rauscher and Wolfgang Kriiger

6th edn. Minchen: C.H. Beck, 2020), Rn. 67; Robert Nober, «§ 286 ZPOy, in ZPO, ed. Monika An-
ders and Burkhard Gehle, 80th edn. Miinchen: C.H. Beck 2020), Rn. 86; Ulrich Foerste, «ZPO

§ 286 ZPOw, in ZPO, ed. Hans-Joachim Musielak and Wolfgang Voit 19th edn. (Minchen: Verlag
Franz Vahlen, 2022), Rn. 23.
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this, nor is there any indication in Art. 9 Draft Product Liability Directive that the
EU Commission “only” wanted to rely on prima facie evidence here.

7. Joint and several liability

Art. 11 Product-Liability-D-P maintains the old principle already according to the
ProdHaft-RL (Art. 5)'4 that in the case of several possible liability addressees, they
are jointly and severally liable for the entire damage. More important in the context
of liability for IT products and Al systems, on the other hand, is Article 12 (1) of
the Draft Directive on Product Liability, which does not waive the liability of »an-
ufacturers and others because a third party also contributed to the damage; this also
covers cases of a faulty Al system that was also poorly trained by its gperator (who is
not covered by the Draft Directive on Product Liability). However, hacker attacks
also do not exonerate the manufacturer of a defective IT product, which only made
the attack possible through the security gap.

8. No more limitation to maximum liability amonnts

Also more than remarkable is the waiver of any maximum liability amount in Art.
13 of the Product-Liability-D-P, neither of a contractual nature!*> nor through
member state regulations - in contrast to Art. 16 para. 1 ProdHaft-RL, which still
provided for the possibility of limiting liability to 70 million ECU or 85 million Euro
(section 10 para. 1 ProdHaftG) at the intervention of Germany, but which has not
yet been put into practice.!#¢ This principle of unlimited liability regardless of fault
is hardly found in other strict liability regulations and is all the more astonishing
since the question of insurability is also at issue; likewise against the background
that pure data loss ot the corruption of data is now also to be recognized as a legal asset.

9. Limitation

Art. 14 Product-Liability-D-P also provides for a limitation regime that is largely
similar to sections 195 ff, in particular section 199 BGB. According to this, claims
become time-barred within 3 years after the zujured party has become aware of the dam-
age, the defectiveness and the identity of the possible tortfeasors. Art. 14 Product-
Liability-D-P equates this with the ‘“reasonably” expected knowledge of the injured party,
which in this respect deviates from the standard of section 199 para. 1 no. 2 BGB,
which refers to grossly negligent ignorance of the injured party; apparently the EU
Commission uses an objective standard here, which moreover already intervenes with

144 Wagner, (n 90), § 5 Rn. 1; Georg Schifer, «§ 5 ProdHaftGy, in BecROGK, ed. Beate Gsell et al.
(Minchen: C.H. Beck, status October 01, 2022), Rn. 1; Langen, «§ 5 ProdHaftG», in BGB-Schuldrecht,
ed. Barbara Dauner-Lieb and Werner Langen, (Baden-Baden: Nomos Verlag 2021), Rn. 2.

145 In this context, the contractual limitations of liability of open source products are not covered by
the Product-Liabiltiy-D-P because of the general exception.

146 Report of the Commission, COM (2000) 893, January 31, 2001, 21; Spickhoff (n 116) § 10 Rn. 3;
Wagner, (n 96), § 10 Rn. 1.



50 Gerald Spindler

lower requirements for knowledge than section 199 para. 1 no. 2 BGB. In this con-
text, the possibility to order the disclosure of information according to Art. 8 of the
Draft Directive on Product Liability may also have an influence on the “reasonably”
expected knowledge of the injured party. However, according to Art. 14 (1) sentence 2,
the Draft Directive on Product Liability does not affect provisions of the Member
States on the interruption of the limitation period.

In addition, Art. 14 (2) Product-Liability-D-P presctibes an absolute statute of
limitations of 10 years after the product has been put on the market or has been sub-
stantially modjfied. Strangely enough, Art. 14(2) Product-Liability-D-P does not addi-
tionally refer to the manufacturer's relinquishment of control over the product; this
would result in sensitive liability gaps in the case of updates, since the actual IT
product was placed on the market long before the update, and damage caused by
the product would become statute-barred within 10 years after this point in time, despite
updates having been made. Here, much depends on whether the product is to be
considered substantially modified by the updates, so that the limitation period starts
anew.

This absolute limitation period is extended to 15 years in cases where the injured
party was not able to assert the claim due to late or long-term effects of an injury,
Art. 14(3) Product-Liability-D-P, which only covers long-term health injuries.!4”

10.  Relationship Product-Liability-D-P fo the liability of internet intermediaries

Delicate problems are also posed by the provisions on the liability of operators of
interconnected services on the liability privileges according to Art. 4 ff. Digital Services
Act (formerly: Art. 12 et seq. E-Commerce Directive and sections 7 - 10 TMG).
For as far as these services now also fall within the scope of liability of the Product-
Liability-D-P, they inevitably come into conflict with the exemption from liability,
e.g. of access providers, when it comes to the mediation of e.g. the access of connected
services to a product. However, this does not apply to the manufacturer's own services;
likewise, the liability privileges in this area only affected liability for content, but not
for cybersecurity risks.!48

147 Cf. on late/long-term damage in German limitation law Gerald Spindler, <BGB § 199 BGB», in
BeckOK BGB, ed. Geotg Bamberger and Herbert Roth, 63rd edn., Miinchen: C.H. Beck, 2022), mar-
ginal no. 36; Helmut Grothe, «BGB § 199 BGB», in M#KoBGB, ed. Franz Jirgen Sicker et al., 9th
edn. (Miinchen: C.H. Beck, 2021), marginal no. 11; Andreas Pieckenbrock, «BGB § 199 BGB», in
BeckOGK, ed. Beate Gsell et al. (Miinchen: C.H. Beck, status August 01, 2022), marginal no. 62 ff.
148 Gerald Spindler, <I'MG before § 7», ed. Gerald Spindler and Peter Schmitz, 2nd edn. (Miinchen:
C.H. Beck, 2018), marginal no. 32; Andreas Sesing, <TMG § 7», in BeckOK IT-Recht, ed. Georg Bot-
ges and Marc Hilber, 7th edn. (Miinchen: C.H. Beck, July 01, 2022), marginal no. 29; Ulrich Sieber
and Frank Michael Hofinger, MMR-HdB, ed. Thomas Hoeren, Ulrich Sieber and Bernd Holznagel,
58th edn. Minchen: C.H. Beck, work status: March 2022), part 18.1 General principles of liability
marginal no. 38.
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ITI. The AI Liability Directive Proposal

1. Overview

Characteristic for the Al Liability Directive-E and the fundamental decision of the
EU Commission not to develop too strict liability rules in order not to slow down the
development of Al within the EU' is the renunciation of the introduction of strict
liability and the restriction to rules on the burden of proof for fault-based non-
contractual liability. The Al Liability Directive-E thus falls far short of the proposals
of the European Parliament, but also of the Expert Group on Liability and New Tech-
nologies'> , both of which advocated the introduction of strict liability. However, the
emphasis on innovation-friendliness of the Al Liability Directive-E is in remarkable
contrast to the strict liability of the ProdHaft Directive-E, which is explicitly in-
tended to cover Al systems, including comnected services and suppliers, including data
suppliers. The Al Liability Directive-E therefore largely applies “only” to the gpera-
tors of the Al systems of to non-manufacturers, so that it seems questionable why inno-
vations are to be expected here in particular - instead of with the manufacturers and
the suppliers.

Central to the Al Liability Directive-E is the specification of rules on the burden
of proof and presumptions with regard to the interlocking with the product safety
law provisions of the Al Regulation-E. The EU Commission sees the auntonomons be-
haviour and complexity of Al systems as the decisive cause for the problems of injured
parties in asserting claims against gperators or users of Al systems, Recital 4 of the Al
Liability Directive. This is all the truer as the Al Regulation provides for obligations
for operators of high-risk Al systems to document and log, but no rights of affected
parties to inspect the documentation, Recital 16 Al Liability Directive. In this way,
the EU Commission is attempting, as in the case of the Product Liability Directive-
E, to establish a parallelism between product safety and product liability — which,
however, is confronted with the same concerns as with the terminology of the Al
Regulation-E (see b) above).

2. Scope of application
a) Definition of Al

The Al Liability Directive-E adopts the definitions of the Al Regulation-E regard-
ing the definition of Al itself as well as the category of high-risk Al systems according

149 See EU Commission, Explanatory Memorandum to the Al Liability Directive-E, COM (2022)
496 final 2022/0303 (COD), 6.

150 European Commission, Directorate-General for Justice and Consumers, “Liability for artificial
intelligence and other emerging digital technologies”, Publications Office, 2019, 39 ff., 42 ff.,
https://data.curopa.cu/doi/10.2838/573689.
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to Art. 6 (1) Al Regulation-E and those of the gperators (Art. 3 (2) Al Regulation-E)
and the users (Art. 3 (4) Al Regulation-E).

Thus, the Al Liability Directive-E ultimately exposes itself to the same criticism
as that already voiced for the Al Regulation-E, in particular the overly broad scope
of application, which, as is well known, covers a multitude of algorithm-driven pro-
cesses and is not limited to machine learning!5!.152 The same applies to the definition
of high-risk Al systems. >3 In this respect, the Al Regulation-E distinguishes between
the high-risk Al systems mentioned in Art. 6 (1) in conjunction with Annex II Al
Regulation-E, which are products or safety components of products, as well as such
independent systems, which are enumerated in Art. 6 (2) in conjunction with Annex
III AI Regulation-E. Particularly in view of the areas of application listed in Annex
III AI-Reg-FE, it is questionable whether all systems to be classified as high-risk are
really included here.'>* According to Article 7 (1) of the AI-Reg-E, it is possible for
the EU Commission to expand Annex III of the Al-Reg-E by delegated act and to
include new systems that are used in one of the areas listed in Annex III Nos. 1-9
of the Al-Reg-E and that pose a particular risk as defined in Article 7 (1) of the Al-
Reg. Article 7(1)(b) of the Al Regulation-E.1% However, it remains to be seen
whether the EU Commission’s annual review of the list in Annex III of the Al Regu-
lation is sufficient in an economic environment characterized by rapid change and
innovation. There are further reservations about the list in Annex III AI-Reg-E, as
it covers fields of application such as the use of Al in criminal prosecution or in
court, which always require a particularly sensitive handling of the civil liberties in

151 This is the proposal by Philipp Hacker, “Europiische und nationale Regulierung von Kiinstlicher
Intelligenz,” NJW, (2020): 2142 (marginal no. 6).

152 Critical of the broad scope of application: David Bomhard and Marieke Merkle, “Europdische
KI-Verordnung,” RDj, (2021): 276 (277, para. 5 ff.); Martin Ebers et al., “Der Entwurf fiir eine EU-
KI-Verordnung: Richtige Richtung mit Optimierungsbedarf,” RDj, (2021): 528 (529, para. 6 ff.);
Roos Philipp Roos and Caspar Alexander Weitz, “Hochrisiko-KI-Systeme im Kommissionsentwurf
fiir eine KI-Verordnung,” MMR, (2021): 844 (845); Maria Heil, “Die neue KI-Verordnung (E) - Re-
gulatorische Herausforderungen fiir KI-basierte Medizinprodukte-Software,” MPR, (2022): 1 (4);
Hans Steege, “Chancen und Risiken beim Einsatz kiunstlicher Intelligenz in der Medizin,” GuP,
(2021): 125 (126); Jan Christopher Kalbhenn, “Designvorgaben fiir Chatbots, Deepfakes und Emoti-
onserkennungssysteme: Der Vorschlag der Europaischen Kommission zu einer KI-VO als Erweite-
rung der medienrechtlichen Plattformregulierung,” ZUM, (2021): 663 (664).

153 Jrina Orssich, “Das europiische Konzept fiir vertrauenswiirdige Kunstliche Intelligenz,” ExZW
(2022): 254 (258); Roos and Weitz, (n 152): 844 (845); Andreas Ebert and Indra Spiecker gen. D6h-
mann, “Der Kommissionsentwurf fiir eine KI-Verordnung der EU: Die EU als Trendsetter weltwei-
ter KI-Regulierung,” NT"wZ, (2021): 1188 (1193).

154 Joint Opinion 5/2021 of the EDPS and the EDPS on the Proposal for a Regulation of the Euro-
pean Parliament and of the Council laying down harmonised rules on artificial intelligence (Artificial
Intelligence Act) June 18, 2021, 19, https://edpb.europa.cu/system/files/2021-06/edpb-
edps_joint_opinion_ai_regulation_en.pdf; Roos and Weitz, MMR, (n 151) 844 (851); Ebers, et al., (n
152), 528 (531, para. 24) ff.

155 Kristisch zu diesen Einschrinkungen Ebers, et al., (n 152), 528 (531, para. 22 ff.).
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question,!> on the other hand only play a role for liability where state liability may
be involved.'s

The Al Liability Directive-E should also only apply where an Al system has had
a direct impact on an injured party. Even the involvement of a human being who
bases his or her decision on the recommendations of an Al system but makes it on
his or her own responsibility is not to be covered by the provisions of the Al Liability
Directive-E, recital 15 p. 3 ff. The Al Liability Directive thus indirectly ties in with
Article 22 of the GDPR, which in a similar way only subjects Al systems to its
requirements if no human evaluation is interposed - and ultimately evokes the same
criticism as against Article 22 of the GDPR. Since human omission is also not cov-
ered by the presumption rules of Art. 3 f. Al Liability Directive-E, it is doubtful
how this is compatible with the requirement of “human being in the loop”, i.e. the
human supervision always required according to Art. 14 AI Regulation-E. In recital
15 p. 5, the Al Liability Directive justifies this restriction by stating that the causality
between the fault and the damage can always be established in the case of human
intervention. Why this should be different in the direct use of Al systems because
of the “black-box problem” is not really clear. Al products without an intervening
human are already considered defective according to the Product-Liability-D-P -
with the described effects on the question of causality.

b) Restriction to non-contractual fault-based liability
Art. 1 (2) of the draft Directive on liability of insurance undertakings explicitly refers
only to fault-based liability, whereby all forms of negligence and intent as well as
omission are to be included. Furthermore, state liability is also covered.!>
Conversely, the Al Liability Directive does not limit itself to purely zortious lia-
bility, but generally covers all liability, insofar as they are based only on fault; how-
ever, Article 1 (2) of the Al Liability Directive explicitly excludes contractual claims.
Consequently, as in private international law'>, the question arises as to how guasi-

156 Ebert and Spiecker gen. D6hmann, (n 152) 1188 (1190) ask against this background whether, in a
departure from the previous understanding of procedural law, the use of lie detectors by law en-
forcement, border and migration authorities would also be permissible, cf. Annex III No. 6 lit. b KI-
VO-E.

157 The Product-Liability-D-P would not be affected, however, as the violation of relevant legal inter-
ests is unlikely to occur here, especially as freedom is not covered.

158 EU Commission, “Explanatory Memorandum to the Al Liability Directive-E”, COM (2022) 496
final 2022/0303 (COD), 11.

159 On the classification of c.i.c. as a tortious act, see the leading decision of the ECJ Judt., 17 Sep-
tember 2002 - C-334/00, ECLLI:EU:C:2002:499 Rn. 19 ff. - Tacconi, Schinkels in BeckOGK Rom 11-
VO, status August 01, 2018, Art. 12 Rn. 3 ff.; Abbo Junker, in M#iKo BGB, ed. Franz Jirgen Sicker,
8th edn. (Miinchen: C.H. Beck, 2021), Rom II-VO Art. 12, Rn. 6; Andreas Spickhoff, in Bec£OK
BGB, ed. Beate Gsell et al., 63. edn. (Miinchen: C.H. Beck, May 01, 2022), Regulation (EC)
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contractnal claims that are very similar to tortious liability are to be qualified, such as
Section 311 BGB; here, there is much to be said for not including these under the
exception of contractual liability.

¢) Excluded areas

e Transport law: According to Art. 1(3)(a) of the Draft CLD, the Directive is not
intended to cover EU liability provisions in the area of transport law, without
specifying this in more detail.'®" However, this means that the Al Liability Di-
rective applies to all national liability provisions in the area of transport, unless
they are based on transpositions of EU law. In particular, the liability regulations
on road traffic law, which are largely national law, such as sections 7 ff. of the
Road Traffic Act (StVG) in Germany, would be affected by this. However, due
to the minimum harmonization according to Art. 1 para. 4, Recital 14 p. 2 Al
Liability Directive-E, this does not mean that strict liability or keeper liability
would have to be abolished; “only” fault-based liability would have to be sup-
plemented accordingly, which could affect e.g. the technical supervision accord-
ing to sections 1d para. 3, 1f para. 2 StVG, section 14 AFGBV, which is liable
via section 823 para. 1 BGB.1¢!

e Product Liability Directive: Furthermore, Art. 1 (3) b) Al Liability Directive-E
provides that the rights of injured parties under the Product Liability Directive
remain unaffected, so that the manufacturer's liability - and in future also that of
service providers and data suppliers - of Al systems always applies.!¢2 Nevertheless, a
relevant scope of application remains for the Al Liability Directive-E.!63

e Digital Services Act: Conversely, according to Art. 1 (3) ¢) Al Liability Directive-
E, the /iability privileges of the Digital Service Act are not to be affected by the Al
Liability Directive-E, which is particularly important for intermediaries who pro-
vide services for Al systems. The strict feedback to the AI-Reg-E is also shown
by the fact that even the regulations of the DSA on algorithms and the use of
Al systems on platforms (Art. 12, Art. 14 para. 6, Art. 17 para. 6, Art. 23 para. 1

864/2007 Art. 12, marginal no. 8; Andreas Spickhoff, “Anspruchskonkurrenzen, Internationale Zu-
stindigkeit und Internationales Privatrecht,” IPRax, (2009): 128 (132); Jan von Hein, “Die culpa in
contrahendo im europiischen Privatrecht: Wechselwirkungen zwischen IPR und Sachrecht,” GPR,
(2007): 54 (59); Maximilian Seibl, “Verbrauchergerichtsstinde,vorprozessuale Dispositionen und Zu-
stindigkeitsprobleme bei Anspriichen aus c.i.c.,” IPRax, (2011): 234 (239); Ansgar Staudinger,
“Rechtsvereinheitlichung innerhalb Europas: Rom I und Rom 1L, AmwB/, (2008): 8 (12); Bartosz Su-
jecki, “Die Rom II-Verordnung,” EWS, (2009): 310 (318).

160 An overview of relevant regulations in the transport sector can be found at https://eut-lex.cu-
ropa.cu/browse/summaties.html, accessed October 1, 2023.

161 T'his is obviously the assumption of the legislator, Begr RegE BT-DruckS. 19/27439, 32; sce also
Paul T. Schrader, “Wohin steuert das autonome Fahrzeug — vortibergehend?,” ZRP, (2021): 109
(111).

162 See above B. I1I. 1.

163 See below B. IV.


https://eur-lex.europa.eu/browse/summaries.html
https://eur-lex.europa.eu/browse/summaries.html
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lit. ¢, Art. 27 para. 1 lit. a, Art. 29 para. 2 DSA) are apparently to be excluded
from the Al Liability Directive-E or the evidentiary privileges, so that the re-
spective member state regulations remain in place here.

e National law: Finally, Art. 1(3)(d) of the draft Directive explicitly states that the
Member States' provisions on the burden of proof (cf. sections 138(3), 288, 291 of
the Code of Civil Procedure), the assessment of evidence or the requirements as to
when evidence can be presumed (section 286 of the Code of Civil Procedure) re-
main unaffected, as does the definition of fax/, recital 10 of the draft Directive.
Nor are rules on damage, the coverage of multiple tortfeasors or the statute of
limitations covered by the Al Liability Directive, Recital 10, Sentence 2, Al Lia-
bility Directive-E. Accordingly, Art. 3-4 of the ELD are special provisions that
only take precedence over the Member States’ standards in these areas.

d) No restriction to certain legal interests or certain injured parties

By limiting itself only to supplementary provisions to Member State rules for
Sfanlt-based liability, the Al Liability Directive deliberately refrains (unlike the Pro-
dHaft Directive) from providing for liability only for certain legal interests!¢+ . This
means that legal interests that do not fall under the protection of property can also
fall within the scope of liability of the Al Liability Directive. This means that legal
interests that are not subject to property protection can also fall within the scope of
liability of the Al Liability Directive, such as discrimination or equal treatment, recital 2
of the Al Liability Directive. Accordingly, the Al Liability Directive-E is fully ac-
cessory to national liability provisions in terms of the facts, insofar as these refer to
fault, whereby the form of fault can extend to negligence as well as intent. For Ger-
man law, this means that, among other things, liability under section 823 (1) BGB
as well as section 823 (2) BGB and section 826 BGB is covered, but also, according
to the view expressed here, the guasi-contractual bases of liability such as section 311
BGB.

But also with regard to the injured parties covered by the protection of the Al
Liability Directive-E, there are differences to the Product Liability Directive-E, as
the Al Liability Directive-E does not provide for a limitation of the protection to
consumers, but also covers commercially injured parties in principle in accordance
with the Member States’ liability rules.

e) Only minimum harmonisation

Moreover, the Al Liability Directive only provides for a minimum level of harmo-
nisation, Art. 1(4), and leaves it up to the Member States to introduce or maintain
stricter rules, irrespective of whether these relate to fault-based or strict liability,
Recital 14 p. 2 of the Al Liability Directive.

164 EU Commission, “Explanatory Memorandum to the Al Liability Directive-E”, COM (2022) 496
final 2022/0303 (COD), 3.
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3. Disclosure of evidence

The central concern of the Al Liability Directive-E is to improve the evidence sit-
uation for the injured plaintiff. To this end, the AI Liability Directive-E makes use
of two means: (a) on the one hand, the defendant's duty to disclose evidence (dis-
closure of evidence), (b) on the other hand, presumption of conformity. Both com-
plexes have a number of parallels to the provisions in the Product-Liability-D-P165
and are based on a common approach.

a) Disclosure of information on high-risk Al systems
Article 3 (1) of the Al Liability Directive allows the court to disclose information
ot evidence about high-risk Al systems to the operator or other parties pursuant to Arti-
cle 24 or Article 28 of the Al Regulation upon a credible request by the injured
party, who had previously unsuccessfully requested the gperator or other parties to
disclose the information. However, Article 3 (1) of the Al Liability Directive does
not solve the problem for the injured party of knowing or demonstrating that a high-
risk Al system is involved at all. According to recital 17, p. 5 of the draft Directive
on Al Liability, the mere refusal of the gperator (or others) should not trigger the
presumption of non-compliance with the obligations under the draft CI Regulation.

Such court orders may also be issued against third parties who are not parties to
the litigation, in particular if they possess the necessary documentation or infor-
mation due to their obligations under the CI Liability Directive-E, Recital 19 CI
Liability Directive-E. However, disclosure of evidence by third parties should only
take place if the evidence cannot be obtained from the defendant, Recital 20, p. 7,
CI Liability Directive-E.

In order to counteract unrestrained requests for disclosure of evidence,®0 Art.
3 (2)-(4) of the AI Liability Directive-E (similar to Art. 8 (2)-(4) of the Product-
Liability-D-P167) also provides for restrictions with regard to proportionality, in par-
ticular that the plaintiff has previously made sufficient attempts to obtain the rele-
vant information, Art. 3 (2) of the Al Liability Directive-E. Regarding the protection
of confidential information or trade sectets, Art. 3(4) of the Draft ECI Liability
Directive again only requires the court to take specific measures to ensure confi-
dentiality; as in Art. 8(3) of the Draft ECI Liability Directive, there is a lack of more
precise requirements.!®8 Only recital 20 p. 5 of the Al Liability Directive-E men-
tions, similarly to recital 32 p. 2 of the draft directive on the liability of illicit persons
mentions restricted access to confidential documents or to relevant negotiations or
hearings.

In accordance with the Al Regulation-E, the provisions on the disclosure of
evidence are limited to the gperators etc. of high-risk Al systems that are subject to the

165 See above B. I1. 6.

166 See above B. I1. 6. a).
167 See above B. I1. 6. a).
168 See above B. I1. 6. a).
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documentation and logging obligations under Art. 18 Al Regulation-E; less risky
Al systems are thus not subject to the disclosure of evidence, Recital 18 p. 2 Al Lia-
bility Directive-E. However, since the Al Liability Directive-E only contains a min-
imum harmonization, the member states can also provide for more extensive doc-
umentation obligations and corresponding disclosures for less risky Al systems.

b) Presumption of non-compliance with obligations

As a consequence of non-compliance with corresponding disclosure orders of the
court, Art. 3 (5) of the draft CLD provides for a presumption of non-compliance
with the obligations of the draft CLO. Even if the Al Liability Directive-E does not
contain a provision on this, such a presumption must be limited to the defendant’s
non-compliance with the court orders; it cannot apply in the case of a third party’s
refusal, as the defendant has no influence on this. In any case, the defendant has
the possibility to rebut the presumption.

4. Presumption of causality

In addition to the presumption of fault or non-compliance with the obligations of
the Al Regulation contained in Article 3(5) of the Al Liability Directive, the Al
Liability Directive is limited to presumptions regarding the causality between fault
or defective conduct and the damage that has occurred. With regard to the facilita-
tion of proof for non-compliance with obligations or faulty conduct, the Al Liability
Directive-E largely refers to national regulations or Union law, recital 22 pp. 2, 3 Al
Liability Directive-E, whereby the EU Commission is also thinking here of the rules
of the DSA in the context of platforms or drones.! The plaintiff is therefore not
exempt from proving that the Al system was faulty in the first place.

a) Basic rebuttable presumption of causality

Art. 4(1) Al Liability Directive-E contains the basic rule that courts should presume
causality between a defendant’s misconduct and the outcome of the Al system or
the plaintiff’s injury, provided (a) the plaintiff proves the defendant's misconduct
with regard to a duty of care under national or Union law (or it is presumed under
Art. 3 para. 5 Al Liability Directive-E) - which at first glance is not limited to the
duties under the Al Regulation-E, but is relativised by Art. 4 (2) Al Liability Di-
rective-E - (b) it appears probable that the misconduct “influenced” the outcome
of the Al system and (c) that the plaintiff has made a prima facie case that the
outcome of the Al system caused the damage. This presumption is rebuttable ac-
cording to Art. 4(7) Al Liability Directive-E.

In this context, it seems important that recital 22, p. 5-7 of the draft Directive on
liability in cases of criminal offences — of course — states that only those obligations
can trigger the presumption of causality that serve to protect the injured party, not,

169 EU Commission, “Explanatory Memorandum to the Al Liability Directive-E”, COM (2022) 496
final 2022/0303 (COD), 13.
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for example, obligations to inform authorities, which recital 25, p. 4 of the draft
Directive on liability in cases of criminal offences reaffirms.

b) Presumption of causality towards operators of high-risk Al systems

Moreover, the presumption of causality only applies to gperators of high-risk Al systems

that are subject to the requirements under Chapters 2 and 3 of Title I1I of the Al

Regulation-E or to persons with obligations under Art. 24 or 28(1) of the Al Reg-

ulation-E, Art. 4(2) of the Al Liability Directive-E. The presumption also depends

on the plaintiff credibly demonstrating that the gperator etc. has breached several of

the obligations under Art. 10 et seq. AI-Reg-E have been breached. These include

(alternatively):

e the obligations to train the Al system with data sets that meet the requirements
of Art. 10 (2) - (4) Al Regulation-E,

e the transparency obligations of Art. 13 Al-Reg-E,

e the duty of human supervision according to Art. 14 AI-VO-E,

e the duty of robustness, accuracy and cybersecurity, Art. 15, 16 a) Al-Reg-E, or

e the absence of corrective or recall measures pursuant to Art. 16 g), 21 Al Reg-
ulation-E.

The Al Liability Directive-E wants to include the measures according to the risk

management system according to Art. 9 of the Al Regulation-E in the considera-

tion, although the concrete weight of the respective measures apart from the men-

tioned obligations remains unclear, Recital 26 p. 4 ff. 4 ff. Al Liability Directive-E.

The fact that the risk management system is a comprehensive instrument under the

Al Regulation does not ultimately help in assessing whether an gperator has violated

its specific obligations.

However, a court should not apply the presumption if the defendant can show
that the plaintiff had sufficient access to relevant expertise to prove causation, Art.
4(4) Al Liability Directive-E. Recital 27 S. 2 of the Al Liability Directive refers to
cases in which the plaintiff has access to documentation and logging tools of the Al
system - ultimately cases of disclosure of evidence.!”

¢) Presumption of causality for users of high-risk Al systems

For users of Al systems, the Al Liability Directive-E restricts the presumption of
causality in Art. 4(3) to cases where the plaintiff proves (and not only makes a prima
facie case — “proves”) that the wser did not follow his duties to use or monitor the
Al system according to the relevant instructions or interrupted the use, Art. 29 Al
Regulation-E, or alternatively did not train the Al system with appropriate data (Art.

170 So then also EU Commission, “Explanatory Memorandum to the Al Liability Directive-E”,
COM (2022) 496 final 2022/0303 (COD), 13.
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29(3) Al Regulation-E). The Al Liability Directive-E thus considerably restricts the
presumption of causality vis-a-vis the gperators of Al systems, which, however, is in
line with the obligations of the Al Regulation-E — but which, conversely, also does
not exclude the qualification of such users as manufacturers under the ProdHaft Di-
rective-E who modify the Al systems on the basis of training with data.!”!

d) Non-professional users of Al systems

A further restriction of the presumption of causality is contained in Art. 4 (6) Al
Liability Directive-E for the non-professional use of Al systems. Here, the pre-
sumption of causality shall only apply if the non-professional user materially inter-
fered with the conditions of the operation of the Al system (“materially interfered
with the conditions of the operation of the Al system”) or could have determined
the conditions of use but failed to do so. Recital 29 p. 6 et seq. Al Liability Directive-
E clarifies the references to the gperator's instructions for use once again by making
it clear that the non-professional user of an Al system can also fall under the pre-
sumption of causality if he has disregarded these instructions.

e) Presumption of causality for non-high-risk Al systems

Last but not least, Article 4(5) of the Al Liability Directive contains a provision
similar to Article 9(4) of the ProdHaft Directive for gperators or users of less risky Al
systems: Here, the presumption of causality only applies if the court is convinced
that there are considerable difficulties for the plaintiff to prove causality. However,
since ErwGr 28 S. 2 of the Al Liability Directive-E again essentially refers to the
“black-box” problem of Al systems, this restriction has little effect in practice, as
every plaintiff is likely to face this problem. Moreover, according to Recital 28 S. 4
of the Al Liability Directive, the plaintiff should not be forced to explain the char-
acteristics of the Al system or how these lead to the fact that causality cannot be
proven — which ultimately softens this restriction considerably.

5. Collective law enforcement

Art. 2 (6) ¢) Al Liability Directive-E explicitly provides for the possibility that asso-
ciations or other third parties can collectively assert the rights of injured parties, for
which Art. 6 supplements Annex I of Directive EU 2020/1828.172

171 See above B. 1. 4. b).
172 Ditective EU 2020/1828 of the European Patliament and of the Council of 25 November 2020

on representative actions for the protection of the collective interests of consumers and repealing
Directive 2009/22/EC, [2020] OJ L 409/1.
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6.  Evaluation of the Al Liability RL-E

Finally, Art. 5 and Recital 31 Al Liability Directive-E explicitly provide for the eval-
uation of the Al Liability Directive-E as a result of the two-stage process envisaged
by the EU Commission, for example with regard to the introduction of strict liability
as proposed by the EU Parliament.? This is intended to take into account the rapid
technological, but also economic development, in order not to nip innovation pro-
cesses in the bud through excessive liability.!”* However, this is in contrast to the
extension of liability in the Product-Liability-D-P (see above B. 0).

IV. Relationship of the AI Liability Directive-E to the Product Liability-

Directive-P
The relationship between the new Product-Liability-D-P and the Al Liability Di-
rective does not appear to be simple: Article 2 (3) ¢), Recital 9 of the Product-Lia-
bility-D-P states that it shall not supersede other national liability regimes of both a
contractual and non-contractual nature, including the regulations implementing the Al
Liability Directive, but only to the extent that this liability does not relate to the
defectiveness of a product. However, if one considers that Al itself will generally be
software that is covered by the Product-Liability-D-P, since this now also concerns
stand-alone software, it is difficult to distinguish defective .41 from violations of the
AI-VO-E, on which the Al Liability Directive-E is based, because every defective
training of an Al with data or the lack of Jogging devices will lead to an Al software
being regarded as defective.!”s Ultimately, the scope of application of the Al Liabil-
ity Directive is noticeably shifted in the direction of the ProdHaft Directive.

An original scope of application therefore remains for the Al Liability Directive-
E only regarding the liability based on legal interests of the ProdHaft Directive-E,
furthermore its far-reaching limitation of protection to consumers, whereas the Al
Liability Directive-E also covers commercially affected persons. Furthermore, the
Al Liability Directive-E can also cover violations of fundamental rights, for exam-
ple, if national law provides for such protection in the area of liability, e.g. in the
case of discrimination.!” Therefore, although the two areas overlap substantially,
they have different focal points in detail.

173 See above (n 80).

174 EU Commission, “Explanatory Memorandum to the Al Liability Directive-E”, COM (2022) 496
final 2022/0303 (COD), 6 f., 14.

175 See above B. II. 3. b).

176 On liability due to discrimination in the context of labour law, see Monika Schlachter-Voll,

«§ 15», in Erfurter Kommentar gum Arbeitsrecht, ed. Rudi Muller-Gloge, Ulrich Preis, Ingtid Schmidt
22nd edn. (Munchen: C.H. Beck 2022), marginal no. 4 ff: Martina Benecke, «§ 15 AGGp, in
BeckOGK, ed. Beate Gsell et al. (Miinchen: C.H. Beck, status September 01, 2022), marginal no. 13
ff; Boris Dzida and Naemi Groh 13 et seq.; Boris Dzida and Naemi Groh, “Diskriminierung nach
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V. Conclusion

The real bang for the buck in the package of directive proposals lies in the consid-
erable extension of the Product Liability Directive to software, even if this is to be
qualified as cloud-based or stand-alone — which corresponds to a desideratum!7”’
that has been propagated for a long time. But the inclusion of connected services is also
noteworthy, as is the consistent extension to data delivery services. Furthermore, the
Product-Liabiltiy-D-P explicitly emphasises the cybersecurity requirements as well
as the obligation to update, which was previously difficult to justify in terms of tort
law. The extension of legal protection to data is also interesting. Thus, the waiver in
the Al Liability Directive-E of the introduction of strict liability for Al systems still
seems justifiable, even if there would have been some arguments in favour of ex-
tending strict liability to gperators of Al systems. However, the provisions on the duty
of disclosure, which harbours considerable “blackmail potential” comparable to pre-
trial discovery, still appear problematic in both draft directives, especially with regard
to the disclosure of trade secrets; here, clarification of the conditions for the pro-
tection of trade secrets as well as the requirements for the plaintiff’s submission
would have been desirable. It will be exciting to see how the Member States and the
EU Parliament will react to the partly revolutionary proposals.

dem AGG beim Einsatz von Algorithmen im Bewerbungsverfahren,” NJIW, (2018): 1917 (1921 et
seq.); on liability under § 823 II BGB due to discrimination on the grounds of disability, cf. Spindler,
(n 96), Rn. 278 with further references.

177 Cf. for example Zech, (n 82)., A 68; Herbert Zech, “Kiinstliche Intelligenz und Haftungsfragen,”
ZfPW 209, 198 (212); Wagner, (n 9), 707 (718); Spindler, (n 131), 369 ff.






Kiinstliche Intelligenz in der Offentlichen
Verwaltung

Annette Guekelberger

A. Einleitung

In Estland, das regelmiBig bei europiischen Vergleichsstudien zum E-Government
zu den Spitzenreitern gehért, wurden im Juni 2021 laut dem ,,Digital Public Admi-
nistration Factsheet 2022 mehr als 100 Kl-basierte Werkzeuge in der Verwaltung
eingesetzt.! Im Fokus der dortigen Uberlegungen steht momentan die Entwicklung
und Implementierung eines ,,Blrokratt™ als interoperables Netzwerk von KI-An-
wendungen, um Menschen den Zugang zu 6ffentlichen Diensten tiber virtuelle As-
sistenten und mittels Sprach-Interaktion zu erméglichen.?

Demgegeniiber stellen laut dem Bericht des zustindigen Bundestagsausschusses
fiir Technikfolgenabschitzung tiber Kiinstliche Intelligenz und Distributed-Ledger-
Technologie in der 6ffentlichen Verwaltung v. 26. September 2022 entsprechende

! Europiische Kommission, ,,Digital Public Administration Factsheet Estland 2022%, 15, abgerufen
am 17. Oktober 2023, https://joinup.ec.curopa.cu/ collection/nifo-national-interoperability-frame-
work-observatory/ digital-public-administration-factsheets-2022.

2 Huropiische Kommission, ,,Digital Economy and Society Index (DESI) 2022 Estland*, 16, abgeru-
fen am 17. Oktober 2023, https://digital-strategy.ec.curopa.cu/en/library/digital-economy-and-
society-index-desi-2022; dazu sowie zu damit verbundenen rechtlichen Fragen Ivo Pilving undMo-
nika Mikiver, ,,A Kratt as an Administrative Body: Algorithmic Decisions and Principles of Admi-
nistrative Law, Juridica International 29, (2020): 47 ff.

DOT: https://doi.org/10.17875/ gup2023-2495
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Anwendungen in der deutschen Verwaltungslandschaft bislang die Ausnahme dar
und befinden sich oft noch in der Erkundungsphase.? Erkliren ldsst sich dieser Be-
fund u.a. mit dem allgemeinen Riickstand Deutschlands bei der Digitalisierung so-
wie dem Fehlen der dafiir erforderlichen IT-Infrastrukturen samt des dafiir not-
wendigen verwaltungsinternen Sachverstands.* Weil laut dem Digitalen Kompass
2030 der EU-Kommission Behérden kinftig nach dem Grundsatz der Plattfor-
moékonomie agieren sollen, um einen ganzheitlichen und einfachen Zugang zu den
offentlichen Diensten zu gewahren, und dabei modernste Technologien wie KI und
virtuelle Realititen nahtlos ineinander Gbergreifen sollen,> zeichnet sich auch in
Deutschland der zunehmende Einsatz von Kl in der Verwaltung ab.

B. KI-Technologien

Bis heute gibt es keine einheitlich akzeptierte Definition von KI.¢ Deshalb variieren
die Begriffsumschreibungen. Wihrend teilweise darunter Techniken verstanden
werden, welche Maschinen die Erledigung von Aufgaben oder Lésung von Proble-
men erlauben, die normalerweise Menschen vorbehalten sind,” verstehen andere
darunter IT-Systeme, die zunehmend ein indeterminiertes Verhalten aufweisen,
zielorientiert handeln und tber ein eigenstindiges Lernreservoir verfiigen,® oder
sich durch die Fihigkeit auszeichnen, komplexe Probleme 16sen zu kénnen® bzw.
weitgehend selbststindig zu entscheiden.!®

3 Deutscher Bundestag (BT), BT-Drs. 20/3651, 21, 71; s.a. Christoph Kronke, ,,Digitale Verwal-
tungshilfe, Die Einbindung Kiinstlicher Intelligenz (KI) in Verwaltungshandeln aus der Perspektive
des Privatisierungsrechts,” Die IVerw. (2023): 31-74, 1.E.; Hannah Ruschemeier, «,Kunstliche Intelli-
genz‘ in der Verwaltung im Mehrebenensystem, in Herausforderungen fiir das 1 erwaltungsrecht, hrsg.
Hermann Hill und Veith Mehde (Berlin: Duncker & Humblot, 2023), i.E.

4Thomas Wischmeyer, «Regierungs- und Verwaltungshandeln durch Kl, in Kiinstliche Intelligenz und
Robotik, hrsg. Martin Ebers u.a. (Miinchen: C.H. Beck, 2020), § 20 Rn. 5.

5> Europiische Kommission, ,,Mitteilung Der Kommission An Das Europdische Parlament, Den Rat,
Den Europiischen Wirtschafts- Und Sozialausschuss Und Den Ausschuss Der Regionen Digitaler
Kompass 2030: der europdische Weg in die digitale Dekade, COM (2021) 118 final, 13.

¢ Christian Geminn, ,,Die Regulierung kiinstlicher Intelligenz — Anmerkungen zum Entwurf eines
Artificial Intelligence Act,” ZD, (2021): 354; Annette Guckelberger, Offentliche 1 erwaltung im Zeitalter
der Digitalisiernng, (Baden-Baden: Nomos, 2019), Ra. 559; Arne Pilniok, ,,Administratives Entschei-
den mit Kiinstlicher Intelligenz, JZ, (2021): 1021, 1022.

7' Thomas Hoeren und Stefan Pinelli, Kiinstliche Intelligens — Ethik nnd Recht (Miinchen: C.H. Beck,
2022), 2, die aber auch Tiere erwihnen.

8 Jurgen Lorse, ,,Entscheidungsfindung durch kiinstliche Intelligenz, N1/wZ, (2021): 1657, 1658.

9 Christian Dijeffal, «Digitalisierung im Verwaltungsrechts, in Wandlungen im Offentlichen Recht JTOR,
hrsg. Sebastian Bretthauer u.a. (Baden-Baden: Nomos, 2020): 479, 480.

10 Mario Martini, «§ 28», in Handbuch des 1V erwaltungsrechts, hrsg. Wolfgang Kahl und Markus Ludwigs
Bd. 1 (Heidelberg: C.F. Miller GmbH, 2021), Rn. 82 ff.
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In Anlehnung an den bereits erwidhnten Technikfolgenabschitzungsbericht
handelt es sich bei KI um einen tibergeordneten Begriff fiir verschiedene Systeme,
welche eigenstindig Probleme l6sen und Aspekte menschlicher Intelligenz nachbil-
den kénnen, die mithin mit einem gewissen Grad an Autonomie von der mensch-
lichen Steuerung ausgestattet sind.!! Vor allem durch den Ausbau der Rechenkapa-
zititen und die dadurch gestiegenen Analysemdglichkeiten grofler Datenmengen
haben derartige Anwendungen einen enormen Aufschwung erfahren.!> Die gegen-
wirtig zur Verfiigung stehenden KI-Systeme sind von der Vision einer starken KI,
welche mit weitreichenden Méglichkeiten des Wahrnehmens, Denkens und Han-
delns i.8.e. umfassenden Nachbildung des menschlichen Intellekts,!> noch weit ent-
fernt. Vielmehr beziehen sich die Uberlegungen auf schwache KI-Systeme, die ge-
zielt fiir die Losung eng umrissener oder klar abgrenzbarer, formal beschriebener
Probleme entwickelt werden,'* auch wenn sie innerhalb dieser Anwendungsszena-
rien dem Menschen punktuell Gberlegen sein mdgen.!> KI-Technologien kénnen
sowohl zur Steigerung der menschlichen Handlungs- und Erkenntnisméglichkeiten
als auch zum Zwecke der Automation eingesetzt werden.!¢

Ohne jeden Zweifel geh6ren zur KI solche Technologien, die auf Verfahren des
maschinellen Lernens beruhen. Vereinfacht umschrieben werden bei diesen Pro-
grammlogiken und Regeln in Trainingsphasen durch Lernalgorithmen aufbauend
auf Trainingsdaten selbst erstellt, um aufgrund vorhandener Daten und Algorith-
men Muster und GesetzmiBigkeiten samt Losungen herauszufinden.!” Diverse die-
ser Kategorie zuzuordnenden KI-Anwendungen bauen dabei auf Deep Learning
auf.’® Demgegeniiber werden bei regelbasierten KI-Systemen explizite, festgelegte
Regeln und lexikalisches Wissen angewendet, also die als mal3geblich erachteten
Logiken und Wissensbeziige von vornherein in einen Programmcode tiberfiihrt.!
Da ihre Wirkungszusammenhinge und Prozesslogiken als Flussdiagramme darstell-
bar sind, unterscheiden sie sich von auf maschinellem Lernen beruhenden Systemen
durch eine bessere Nachvollziehbarkeit und Erklirbarkeit.20 Es ist umstritten, ob

11 Deutscher Bundestag (BT), (Fn. 3), 21; zu KI als Sammelbegriff Pilniok, (Fn. 6), 1021, 1022; zu
den verschiedenen Arten auch Guckelberger, (Fn. 6), Rn. 560 ff.

12 Woltgang Hoffmann-Riem, Recht im Sog der digitalen Transformation, (Tibingen: Mohr Siebeck,
2022), 39; Michael Mayrhofer und Peter Parycek, Digitalisierung des Rechts, 21. OJ T, Bd. IV/1,
(Wien: MANZ Verlag, 2022), 25; s.a. Ruschemeier, (Fn. 3), 1.E.

BT, (Fn. 3), 21; s.a. Guckelberger, (Fn. 6), Rn. 107.

14 Alexander Tischbirek, ,,Ermessensdirigierende KI,* ZfDR, (2021): 307, 310; BT, (Fn. 3), 21; s.a.
Guckelberger, (Fn. 6), Rn. 107.

15 Tischbirek, (Fn. 14), 307, 310; s.a. Mayrhofer und Parycek, (Fn. 12), 36.

16 Djeffal, (Fn. 9), 479, 481.

17 BT, (Fn. 3), 22.

18 BT, (Fn. 3), 23.

19 BT, (Fn. 3), 22.

20 BT, (Fn. 3), 22; s.a. Mayrhofer und Parycek, (Fn. 12), 27.
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man diese Kategorie noch als KI klassifizieren sollte.?! Jedenfalls wenn regelbasierte
Komponenten mit solchen aus maschinellem Lernen kombiniert werden, bietet sich
eine Zuordnung zur KI an.?2 Im Ubrigen darf nicht vernachlissigt werden, dass der
Einsatz komplexer Software vergleichbare rechtliche Fragen wie bei KI-Technolo-
gie hervorrufen kann.?

C. Vorteile von KI-Anwendungen

Durch den Einsatz von Kl in der 6ffentlichen Verwaltung verspricht man sich eine
Reihe von Vorteilen. Aufgrund ihrer Fahigkeiten kénnen derartige Technologien
Entscheidungen anhand einer Auswertung von grof3en Datensitzen treffen, die ent-
weder exakter als solche bei einer menschlichen Bearbeitung sind oder von mensch-
lichen Amtswaltern mangels kognitiver Informationskapazititen gar nicht getroffen
werden kénnten.?* KI-Technologien kénnen Amtswaltern die Analyse von Tatsa-
chen und/oder des Rechtsstoffs etleichtern.?s Von ihrem FEinsatz verspricht man
sich v.a. detailliertere und bessere Prognosen als Entscheidungsgrundlage fir Pla-
nungs- und andere Verwaltungsprozessengen.?® Mit dem Technologieeinsatz geht
cine Rationalisierung der Entscheidungsfindung und -herstellung?” und somit eine
Qualititssteigerung des Verwaltungshandelns einher.28 Auch zeichnet sich am Ho-
rizont die Moglichkeit einer stirker individualisierten administrativen Leistungser-
bringung durch den KI-Finsatz ab.?? Insbesondere erhofft man sich durch den Ein-
satz von Kl-basierten Verfahren, wie der automatischen Text-, Sprach- oder Bilder-
kennung, eine ErschlieBung neuer Interaktions- oder Kommunikationswege, indem
sich z.B. die Biirger mit Chatbots austauschen oder diese die Funktionen eines vir-
tuellen Assistenten tibernehmen.30

21 Dies wird z.B. in BT, (Fn. 3), 22 befurwortet.

22 Zur Existenz solcher Kombinationen BT, (Fn. 3), 22 sowie Mayrhofer und Parycek, (Fn. 12), 10.
23 Martin Eifert, Verfassung und Kiinstliche Intelligenz, 2023, 1.E.

2 Gertit Hornung, «§ 35a», in I'wl/fG, hrsg. Friedrich Schoch und Jens-Peter Schneider (Miinchen,
C.H. Beck, 2. EL April 2022), Ra. 25.

25 Wischmeyer, (Fn. 4), § 20 Rn. 2.

26 BT, (Fn. 3), 24.

27 Wischmeyer, (Fn. 4), § 20 Rn. 3.

28 Arne Pilniok, ,,Administratives Entscheiden mit Kiinstlicher Intelligenz: Anwendungsfelder,
Rechtsfragen und Regelungsbedarfe,” JZ, (2022): 1021, 1024.

2 Leonid Guggenberger, ,,Einsatz kinstlicher Intelligenz in der Verwaltung,” NT"wZ, (2019), 844,
847; Wischmeyer, (Fn. 4), § 20 Rn. 3.

30 BT, (Fn. 3), 24.
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Ferner kénnen gut konzipierte KI-Technologien dabet helfen, vielfach belegte
kognitive Verzerrungen, Vorurteile und Zufilligkeiten administrativer Entschei-
dungen beim Einsatz menschlicher Amtswalter zu identifizieren3' oder auch zu ver-
meiden’? und somit zu einem Mehr an Gleichheit beitragen.® Weil digitale Tech-
nologien die Inklusion von Menschen mit Behinderung férdern kénnen und biir-
gerfreundliche Verwaltungsdienste den Nutzern mehr entgegenkommen, kann der
Staat durch den Einsatz von KI-Technologien den Anforderungen des Art. 3 Abs.
3'S. 2 GG oder dem Gebot guter Verwaltung (s. Art. 41 GRCh) besser nachkom-
men.3*

Da KI-Anwendungen Probleme schneller einer Losung zufithren kénnen, geht
mit ihrem Einsatz eine Beschleunigung der Verfahren einher.?> Aus rechtlicher Per-
spektive kann eine solche Beschleunigung die Wahrnehmung von Grundrechten
erleichtern oder rechtsstaatlich geboten sein.’¢ Insbesondere wenn Routineaufga-
ben in Massenverfahren auf die I'T-Systeme Ubertragen werden kénnen, lassen sich
die Personalressourcen der Verwaltung anders einteilen, wodurch sich menschliche
Amtswalter auf besondere oder schwierige Fallkonstellationen konzentrieren kén-
nen.’” Davon verspricht man sich eine Effizienzsteigerung und jedenfalls mittel-
oder langfristig Kosteneinsparungen,’ fiir welche normativ u.a. der Wirtschaftlich-
keitsgrundsatz in Art. 114 Abs. 2 S. 1 GG streitet.?

31 Eifert, (Fn. 23), i.E.

32 Leonid Guggenberger, ,,Einsatz kiinstlicher Intelligenz in der Verwaltung, NTI"wZ, (2019): 844,
847; Yoan Hermstriwer, ,,Fairnessprinzipien der algorithmischen Verwaltung,” A4dR, 145 (2020):
479, 481; Wischmeyer, (Fn. 4), § 20 Rn. 3.

3 Guggenberger, (Fn. 32), 844, 847; Dorothea Mund, Das Recht anf menschliche Entscheidung — zu den
verfassungsrechtlichen 1V orgaben der technischen Ergeugung von Verwaltungsentscheidungen, (Tubingen: Mohr Sie-
beck, 2021), 70.

34 Pilniok, (Fn. 6), 1021, 1024; Meinhard Schréder, ,,Auftrag zur und Grenzen der Digitalisierung der
Verwaltung,” ZdilV, (2022): 269, 270.

3 Wischmeyer, (Fn. 4), § 20 Rn. 3; s.a. Mund, (Fn. 33), 70.

36 S.a. Meinhard Schréder, ,,Rahmenbedingungen der Digitalisierung der Verwaltung,™ Iern.Arch,
110 (2019): 328, 330, der auf das Gebot zligigen Verfahrens als Ausfluss des Rechtsstaatsprinzips
verweist.

37 Wischmeyer, (Fn. 4), § 20 Rn. 3.

3 BT, (Fn. 3), 23; Kronke, (Fn. 3), 1.E.

3 Pilniok, (Fn. 6), 1021, 1024.

>
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D. Vielfiltige Anwendungsfelder

Aufgrund des Charakters der KI als Querschnittstechnologie® sind ihre Einsatzfel-
der breit gefichert*! und kann sie auf Bundes-, Landes- oder kommunaler Ebene
eingesetzt werden.*> Im Hinblick auf den technologischen Fortschritt stellen Erwi-
gungen zu moglichen Einsatzfeldern fir KI immer nur Momentaufnahmen dar.43
Im Technikfolgenabschitzungsbericht des zustindigen Bundestagsausschusses, der
allerdings auch regelbasierte Verfahren als KI-Anwendungen einstuft, werden als
Beispiele fir KI-Anwendungen auf Bundesebene im Bereich des Bundesamts fiir
Migration und Flichtlinge (BAMF) die Erkennung, Indexierung und Zuweisung
von Schriftgut- und Postverkehr, die automatische Gesichts-, Dialekt- und Namen-
stransliteration, im Bereich der Zollverwaltung Kl-basierte Ansitze bei der Geld-
wischebekimpfung, im Bereich der Bundesanstalt fir Finanzdienstleistungsauf-
sicht (BaFin) zur regelmifigen Uberwachung des Handelsgeschehens sowie zur
Detektion von Insidergeschiften und Marktmissbrauch, im Bereich der Bundespo-
lizei zur biometrischen Gesichtserkennung und der automatisierten Grenzkontrol-
len an mehreren Flughifen, im Bereich des Bundesministeriums fiir Gesundheit
(BMG) zur Mustererkennung komplexer Datensitze und des Bundesamts fiir Si-
cherheit in der Informationstechnik (BSI) zur automatisierten Detektion von
Schadprogrammen genannt.* In Berlin und Hamburg erfolgt die Verkehrssteue-
rung via Echtzeitauswertung von Kameraaufnahmen, ferner sollen in Berlin durch
KI-Systeme Unregelmifigkeiten im Rahmen des beamtenrechtlichen Beihilfesys-
tems aufgedeckt werden und mehrere Bundeslinder setzen Chatbots zur Beantwor-
tung von Birgeranfragen ein.*> Letztere sind ebenfalls auf kommunaler Ebene an-
zutreffen. In vier Stidten wird KI im Verkehrssektor eingesetzt, in rund 100 Kom-
munen und Landkreisen werden Stralenschidden mittels KI identifiziert.46 Mann-
heim erhofft sich von einer intelligenten Videoiiberwachung durch eine Kl-basierte
Auswertung von Kamerabildern eine verbesserte Gefahrenabwehr.#7

Wie dieser kurze Uberblick zeigt, kann sich die KI-Anwendung sowohl auf Re-
alakte als auch auf Verwaltungsakte bezichen. Sie kann nur innerhalb des Bereichs

40 Christian Djeffal, «Kinstliche Intelligenz», in Handbuch Digitalisierung in Staat und V'erwaltung, hrsg.
Tanja Klenk, Frank Nullmeier, Géttrik Wewer (Wiesbaden: Springer, 2020), 51, 52; Wischmeyer,
(Fn. 4), § 20 Ra. 14.

41 Martini, (Fn. 10), § 28 Rn. 84; Wischmeyer, (Fn. 4), § 20 Ra. 14.

2 BT, (Fn. 3), 25 f.

4 Jan Ziekow und Bettina Engewald, «Kiinstliche Intelligenz in der 6ffentlichen Verwaltungy, in Di-
gitale Transformation im Spiegel des dffentlichen Rechts, hrsg. Matthias Knauff und Chien-Liang Lee (Berlin:
BWYV Betliner Wissenschafts-Verlag, 2021), 9, 12.

4“4 BT, (Fn. 3), 27.

4 BT, (Fn. 3), 28 f.

46 BT, (Fn. 3), 29.

47 BT, (Fn. 3), 29.



Kinstliche Intelligenz in der Offentlichen Verwaltung 69

der Verwaltung ohne jegliche Aulenwirkung eingesetzt werden,* etwa bei der In-
dexierung der Eingangspost, beim FEinsatz von Text-Auto-Korrekturprogram-
men,® bei der juristischen Recherche,” fiir die Analyse des Akteninhalts,> die Er-
stellung von Textvorschligens? oder beamtenrechtlicher Beurteilungen, zur Opti-
mierung des internen Workflows>* oder zur Gewihrleistung der I'T-Sicherheit.5
Oft erlangen KI-Anwendungen aber auch in Auflenbezichung Relevanz,’¢ z.B.
als Beratungsangebot, beim Austiillen von Formularen” oder zur Vorbereitung von
Behordenentscheidungen mit AuBlenwirkung. Nur selten dirften gegenwirtig KI-
Systeme vollautomatisierte Entscheidungen treffen, so etwa im Verkehrsbereich.
Betrachtet man die soeben erwihnten Anwendungsmdglichkeiten eignen sich
als Referenzfelder fiir den Einsatz von Kl-Technologien der Bereich der Sicher-
heitsgewihrleistung®® und der des Verkehrs.>? Schon seit geraumer Zeit existiert ein
Gesetz iiber intelligente Verkehrssysteme im Straenverkehr und deren Schnittstel-
len zu anderen Verkehrstrigern (IVSG). Soweit ersichtlich hat Deutschland als ers-
tes Land weltweit ein Gesetz zum autonomen Fahren erlassen.®® Da sich dieses auf
Fahrzeuge bezieht, die Fahraufgaben ohne eine fahrzeugfithrende Person selbst-
standig erfiillen kénnen und tber eine bestimmte technische Ausriistung verfiigen,
die aber nur in festgelegten Betriebsbereichen verkehren diirfen, ist der Bereich des
Offentlichen Personennahverkehrs (OPNV) ein interessantes Einsatzgebiet.t! Zu

4 Guggenberger, (Fn. 32), 844, 849; s.a. Pilniok, (Fn. 6), 1021, 1023.

49 Martini, (Fn. 10), § 28 Rn. 84.

50 Mayrhofer und Parycek, (Fn. 12), 38 £., 105.

51 Mayrhofer und Parycek, (Fn. 12), 105.

52 Mayrhofer und Parycek, (Fn. 12), 10 f. und 21 zur Bescheidvorbereitung durch Textbausteine.

53 Niher dazu Jirgen Lorse, ,,Entscheidungsfindung durch kiinstliche Intelligenz, N1/wZ, (2021):
1657, 1660.

5+ Mayrhofer und Parycek, (Fn. 12), 105.

55 Mayrhofer und Parycek, (Fn. 12), 23.

56 Guggenberger, (Fn. 32), 844, 849.

57 Zu letzterem Guggenberger, (Fn. 32), 844, 849.

8 Wischmeyer, (Fn. 4), § 20 Rn. 15 ff.

% Dazu etwa Martin Kment und Sophie Borchert, Kiinstliche Intelligens und Algorithmen in der Rechtsan-
wendung, Minchen: C.H. Beck, 2020), Rn. 60 ff.; Daniel Busche, ,,Staatliche Verantwortungsiiber-
nahme beim hoheitlichen FEinsatz intransparenter Algorithmen, DO/, (2022): 899, 905.

60 BGBL. 2021 I 3108 ff.

61 Naher dazu Annette Guckelberger, «Rechtsrahmen fiir hochautomatisiertes Fahren in Deutsch-
landy, in Automatisierter OPNT/, hrsg. Robert Yen et al. (Berlin: Springer, 2023); Emanuele Leonetti,
«Automatisiertes Fahren — OPNVy, in Kiinstliche Intelligens, hrsg. Kuuya Chibanguza, Christian Kuf3
und Hans Steege (Baden-Baden: Nomos, 2022), 431 ff.
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den weiteren im Schrifttum erdrterten Referenzgebieten fiir diese Technologien ge-
héren staatliche Auswahl- und Zulassungsentscheidungen, etwa zum Studium,®? o-
der auch Fremdspracheniibersetzungen, die u.a. fiir eine gelingende europdische
Verwaltungszusammenarbeit (§§ 8a ff. VwV{G) wichtig sind.63

E. Nachteile von KI-Systemen

Weil menschlichen Amtswaltern in der Verwaltung immer wieder Fehler bei der
alltiglichen Arbeit unterlaufen, verspricht man sich vom Technikeinsatz oft weniger
fehlerhafte Entscheidungen. Dies kann, muss aber nicht stets so sein. Denn die KI-
Systeme werden von Menschen konzipiert. Fehlerhafte KI-Entscheidungen kénnen
u. a. durch Verwendung diskriminierender Pridiktoren entstehen.®* Des Weiteren
kénnen durch das Training eines Machine Learning- Algorithmus mit auf einem Bias
beruhenden Daten auch KI-Technologien im Ergebnis diskriminierende Entschei-
dungen hervorbringen.®> Da sie tatsdchlich bestehende Korrelationen ausfindig ma-
chen, kénnen ihre Aussagen moglicherweise in rechtlich unzuldssigen oder zumin-
dest problematischen Ungleichbehandlungen bestehen.5 In den Worten von Pary-
cek kann der diskriminierende Effekt eines KI-Systems flichenmiBige Auswirkun-
gen entfalten, ,,wie eine individuelle Verzerrung bei einzelnen menschlichen Ent-
scheidungstriger:innen es nicht kénnte*“.6” Deshalb kommt dem Aufspiiren von
systematischen Verzerrungen bei maschinell-lernenden Systemen entscheidende
Bedeutung zu% und ist zu iberlegen, welche Vorkehrungen fiir die Sicherstellung
gleichheitsgerechter und nicht diskriminierender Entscheidungen notwendig sind.
Im Technikfolgenabschitzungsbericht wird die Auswahl und Aufbereitung einer
geeigneten Datenbasis aus Grinden der Funktionsfihigkeit und Validitit der Er-
gebnisdarstellungen der KI-Anwendungen als zentrale Herausforderung einge-
stuft.®? Damit sich die Verwaltung auf Ursachenforschung fiir die Grinde einer
Ungleichbehandlung begeben kann, bedarf es einer Sicherung der ausgewihlten und
behandelten Trainingsdaten sowie einer Dokumentation der Programmentwicklung

2 Timo Rademacher, ,,Digitalisierung des Zugangs zu staatlichen Leistungen: Darf — oder soll —
kiinstliche Intelligenz tiber die Studienzulassung entscheiden?,” R4JB, (2021): 254 ff.

63 Ringehend dazu Christian Djeffal und Antonia Horst, Uberserzung und Kiinstliche Intelligens, in der if-
Sentlichen Verwaltung (Berlin: NEGZ Bericht Nr. 17, 2021), 8 ff.

4 Joachim Englisch und Mathias Schuh, ,,Algorithmengestiitzte Verwaltungsverfahren — Einsatzfel-
der, Risiken und Notwendigkeit erginzender Kontrollen, Die 1Verp., 55 (2022): 155, 170 ff.; s.a.
Kment und Borchert, (Fn. 59), Rn. 120 ff.

05 Hermstriwer, (Fn. 32), 479, 492; Wischmeyer, (Fn. 4), § 20 Rn. 58.

06 Wischmeyer, (Fn. 4), § 20 Rn. 59; s.a. Tischbirek, (Fn. 14), 307, 323.

67 Mayrhofer und Parycek, (Fn. 12), 42.

8 Mayrhofer und Parycek, (Fn. 12), 42.

6 BT-Drs. 20/3652, 71; weitere Nachweise bei Guckelbetger, (Fn. 6), Rn. 571 ff.
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einschlieBlich von Protokollierungen.” Auflerdem muss die zustindige Behérde bei
Feststellung von Unzuldnglichkeiten Zugang zum operativen Programmcode ha-
ben’! und tiber ausreichende Moglichkeiten zum Einschreiten verfiigen, etwa durch
Abschalten der KI.72 Weitere Uberlegungen gehen dahin, Diskriminierungen durch
den Einsatz von Begleit- und Kontrollprogrammen zu begegnen’ oder durch Zu-
fallsstichproben oder kontrafaktische Entscheidungsbegriindungen unterschiedli-
che Entscheidungstypen in einer Art ,,Reallabor* der Verwaltung zu erproben.”
Fiir die Betroffenen einer Diskriminierung ist deren Feststellung bei Finsatz von
KI-Systemen oft schwer. Dies beruht darauf, dass sich mit zunehmender Komple-
xitdt der eingesetzten Algorithmen ihr Output immer weniger nachvollziehen
ldsst.”> Weil KI-Systeme einer anderen Logik folgen als menschliche Entscheidun-
gen, die auf Kausalititen und normative Zurechnungen abstellen, lassen sich deren
Ergebnisse nur schwer verstehen.’® Wihrend menschliche Entscheidungen und
feste Programmierungen mit Begriindungen versehen werden kénnen, die u.a. aus
Grinden eines rechtsstaatlichen Verfahrens, moglicherweise des Grundrechts-
schutzes durch Verfahren sowie der Rechtsschutzgarantie wichtig sind,’ ist dies bei
selbstlernenden Algorithmen momentan nicht der Fall.”8 Zwar setzt man zuneh-
mend auf Forschungen, um die Entscheidungsfindung von KI menschlichen Nut-
zern verstindlich zu machen (sog. explainable Al), wodurch das Vertrauen in die
Systeme geférdert und die Entscheidung tiber den Einsatz solcher Systeme erleich-
tert wird.” Allerdings bleibt das Gelingen dieser Forschungsansitze abzuwarten
und ist einzustellen, dass sich der Inhalt solcher Erklirungen von den herkémmli-
chen Begriindungen eines Verwaltungsakts unterscheidet.?® Momentan ist daher
eine Uberpriifung der Entscheidungsqualitit einer KI regelmifig nur anhand ihres

70 Krénke, (Fn. 3), 1.E.; s.a. Mayrhofer und Parycek, (Fn. 12), 56.

1 Krénke, (Fn. 3), 1.E.; zur Protokollierung der Programmablaufpline Martini, (Fn. 10),

§ 28 Rn. 93.

72 Mayrhofer und Parycek, (Fn. 12), 68; Guckelberger, (Fn. 6), Rn. 629; Viktoria Herold, Demokrati-
sche Legitimation antomatisiert erlassener Verwaltungsakte, (Betlin: Duncker & Humblot, 2020), 226.

73 Guckelberger, (Fn. 6), Rn. 591; Martini, (Fn. 10), § 28 Rn. 93; Krénke, (Fn. 3), 1.E.; s.a. Ziekow
und Engewald, (Fn. 43), 21.

7 Hermstrawer, (Fn. 32), 479, 497 ff.

75 Kroénke, (Fn. 3), i.E.; Kment und Borchert, (Fn. 59), Rn. 87.

76 Eifert, (Fn. 23), i.E.

77 David Roth-Isigkeit, ,,Die Begriindung des vollstindig automatisierten Verwaltungsakts, DOV,
(2020): 1018, 1020; s.a. Mayrhofer und Parycek, (Fn. 12), 90; Thomas Wischmeyer, ,,Regulierung in-
telligenter Systeme,” 44K, 143 (2018): 1, 55.

78 Eifert, (Fn. 23), i.E.

7 Gertit Hornung, ,,Kiinstliche Intelligenz zur Auswertung von Social Media Massendaten,” 4dR,
147 (2022): 1, 52 f.; zur Notwendigkeit aus Griinden der Wahrnehmung der Aufsicht Herold, (Fn.
72), 227; zur explainable Al Busche, (Fn. 59), 899, 900; Guckelberger, (Fn. 6), Rn. 613.

80 Eifert, (Fn. 23), i.E.; dazu auch Busche, (Fn. 59), 899, 906.
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Outputs moglich.8! Sofern vollautomatisierte Behérdenentscheidungen von einem
KI-System getroffen werden sollen, ist daher zu iiberlegen, ob und bei welchen
staatlichen Entscheidungen moglicherweise ganz auf eine Begriindung verzichtet
werden kann®? oder etwas andere Anforderungen als bei Begrindungen durch
menschliche Amtswalter durch Begriindungsregeln fiir algorithmenbasierte Verfah-
ren vorgeschen werden kénnen.8?

Oft gehen einzelne KI-Anwendungen mit der Verarbeitung groer Datenmen-
gen einher.3* Neben Fragen der Datensicherheit wirft diese Technologie daher bei
Verarbeitung personenbezogener Daten solche des Datenschutzes auf.85 Es kommt
zu Friktionen mit den in Art. 5 Abs. 1 DSGVO aufgezihlten Grundsitzen der
Transparenz, Zweckbindung und Datenminimierung.8¢ Nach stindiger BVerfG-
Rechtsprechung richten sich die Anforderungen an die weitere Nutzung und Uber-
mittlung staatlich erhobener Daten nach den Grundsitzen der Zweckbindung und
Zweckinderung, bei welcher sicherzustellen ist, dass dem Eingriffsgewicht der Da-
tenerhebung auch hinsichtlich der neuen Nutzung Rechnung getragen wird.8” Je-
denfalls wenn die Daten mit nachrichtendienstlichen Mitteln erhoben wurden, ist
nach dem Kiriterium der hypothetischen Datenneuerhebung zu priifen, ob die ent-
sprechenden Daten nach verfassungsrechtlichen MaBstidben auch fiir den gednder-
ten Zweck mit vergleichbar schwerwiegenden Mitteln neu erhoben werden dirf-
ten.8

Da die Verwaltung auch bei Einsatz von KI-Technologien an Gesetz und Recht
gebunden ist (Art. 20 Abs. 3 GG),¥ dirfen solche nur eingesetzt werden, wenn
Sicherungsmechanismen gewihrleisten, dass solchermallen getroffene Entschei-
dungen mit Gesetz und Recht tbereinstimmen.” Zu diesem Zweck sind sie vor

81 Eifert, (Fn. 23), i.E.

82 Busche, (Fn. 59), 899, 906 f.; Martin Eifert, «Staatliche Verantwortung fur KI-Infrastruktur und
Datensichetheit, Bitburger Gesprache Jabrbuch 2020, (Minchen: C.H. Beck, 2021), 15, 32; Guckelber-
ger, (Fn. 6), Rn. 616; gegen Einschrinkungen der Begriindung Nadja Braun Binder, ,,Kiinstliche In-
telligenz und automatisierte Entscheidungen in der 6ffentlichen Verwaltung,” §]Z, (2019): 467, 472.
83 Kment und Borchert, (Fn. 59), Rn. 207 ff.; s.a. Lothar Michael, «§ 28», in Das Staatsrecht der Bundes-
republik Dentschland, hrsg. Klaus Stern, Helge Sodan und Markus Méstl, Bd. I, 2. Aufl. (Manchen:
C.H. Beck, 2022), Rn. 44, 46.

8 BT, (Fn. 3), 14, 73; dazu, dass dies nicht immer der Fall sein muss, Ziekow und Engewald,

(Fn. 43), 11.

85 Kment und Borchert, (Fn. 59), Rn. 142.

86 BT, (Fn. 3), 14, 73.

87 BVerfG, Beschl. v. 28.9.2022 - 1 BvR 2354/13, Ra. 121 ff,, juris.

88 BVerfG, Beschl. v. 28.9.2022 - 1 BvR 2354/13, Ra. 121 ff., juris.

89 Dazu auch Wischmeyer, (Fn. 4), § 20 Rn. 42.

9 Martini, (Fn. 10), § 28 Rn. 92.
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threm Einsatz hinsichtlich des Erreichens des gebotenen Qualititsniveaus ausrei-
chend zu testen.”! Im Falle einer Anderung der Rechtslage oder auch der Recht-
sprechung im Einsatzbereich eines KI-Systems ist auf deren Nachjustierung zu ach-
ten.?? Kniipfen Rechtsnormen an ein Kausalititserfordernis an, scheiden vollauto-
matisierte Entscheidungen aufgrund nur Korrelationen ausfindig machender KI-
Anwendungen aus.?? Es wiirde sowohl dem Rechtsstaats- als auch Demokratieprin-
zip widersprechen, wenn Programme véllig frei tiber die Kriterien fiir zukiinftige
Programmentscheidungen bestimmen und gesetzliche Vorgaben aufler Kraft setzen
kénnten.”* Da sich KI-Systeme bis zu einem gewissen Mal3 selbst dndern und sich
ein Stiick weit von der thnen durch die behérdliche Finsatzentscheidung gebilligten
Programmierung entfernen, fordern derartige Anwendungen das Demokratieprin-
zip heraus.”> Zur Kompensation wird daher zutreffend dariiber nachgedacht, ob
man nicht durch eine Implementierung begleitender effektiver Kontrollmechanis-
men fr eine hinreichende demokratische Legitimation solcher administrativer Ent-
scheidungen sorgen kann.? Soweit KI-Technologien mit einer gewissen Autonomie
ausgestattet und aufgrund ihrer Komplexitit schwer nachvollziechbar sind, kommt
ihrer Freigabe zum Einsatz sowie in Abhingigkeit zur wahrzunehmenden Aufgabe
nachfolgenden laufenden Uberwachung eine zentrale Bedeutung zu.”” Insbeson-
dere wenn KI-Systeme vollstindig automatisierte Verwaltungsentscheidungen tref-
fen, liegt aus verfassungsrechtlichen Griinden eine allein von Behérdenmitarbeitern
veranlasste Aussteuerung bestimmter Fille zur stichprobenhaften Uberpriifung
derartiger Entscheidungen nahe.” Jedoch werden durch solche Begleitmal3nahmen
die Vorteile des KI-Einsatzes in gewissem Mal3e wieder relativiert. Aulerdem be-
darf es ausreichend qualifizierten Personals fiir die Wahrnehmung solcher Kontrol-
len, das sich angesichts der Wettbewerbssituation mit dem Privatsektor nicht so
einfach gewinnen lsst.”

91 Eingehend zum Testen und deren Bedeutung Guckelberger, (Fn. 6), Rn. 585 f. m.w.N.

92 Martini, (Fn. 10), § 28 Rn. 92.

93 Ruschemeier, (Fn. 3), i.E.

94 Martini, (Fn. 10), § 28 Rn. 88; Ulrich Stelkens, «§ 35a», in I’wl/fG, hrsg. Ulrich Stelkens, Heinz
Joachim Bonk und Michael Sachs, 9. Aufl. (Minchen: C.H. Beck, 2018),

Rn. 47.

95 Martini, (Fn. 10), § 28 Rn. 86 f; s.a. Mund, (Fn. 33), 80 f. sowie Herold, (Fn. 72), 186.

96 Martini, (Fn. 10), § 28 Rn. 89 £.; in diese Richtung auch Krénke, (Fn. 3), i.E.

97 Englisch und Schuh, (Fn. 64), 155, 184, 186; Mayrhofer und Parycek, (Fn. 12), 71 f.; zur Uberwa-
chung auch Guckelberger, (Fn. 6), Ra. 587 ff., 595 ff. und zur Eigenschaft als Daueraufgabe Rusche-
meier, (Fn. 3), 1.E.

% Englisch und Schuh, (Fn. 64), 155, 184; Guggenberger, (Fn. 32), 844, 850; Zickow und Engewald,
(Fn. 43), 24.

9 Daher Beleihungen in Erwigung ziechend Kment und Borchert, (Fn. 59), Rn. 246.
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F. Zwischenfazit
Fiir einen sinnvollen Einsatz von KI-Systemen in der Verwaltung sind geeignete
Einsatzfelder zu identifizieren. Sofern fiir die Entwicklung einer KI-Technologie
grofle Datenmengen benétigt werden, kann ein Einsatz im Bereich der Verwaltung
schon daran scheitern, dass es an der daflir erfordetlichen Datenmasse fehlt oder
die Verarbeitung personenbezogener Daten auf datenschutzrechtliche Grenzen
stof3t.!0 Wihrend es Bereiche geben mag, in denen sich der Einsatz von KI positiv
auf die Sachverhaltsermittlung administrativer Entscheidungen auswirkt, etwa
durch den Einsatz von Sprach-, Bild- oder Texterkennungen,'0! wird KI in anderen
Konstellationen fiir die Sachverhaltsaufklirung wenig oder gar nicht geeignet
sein.!02

Angesichts der vielen denkbaren und unterschiedlichen KI-Anwendungen ist
bei der rechtlichen Beurteilung stets auf die konkrete Einsatzform abzustellen!®
und zu priifen, ob sie mit den unions-, verfassungs- und einfachgesetzlichen Vor-
gaben in Einklang steht. Da zurzeit ein Grof3teil der Entscheidungen der Verwal-
tung aus diversen Griinden weiterhin durch menschliche Amtswalter erfolgt und
der auf die Verwaltung bezogene KI-Einsatz auf deren Entscheidung zurtickgehen
muss, steht dem die Menschenwurdegarantie (Art. 1 Abs. 1 GG) regelmiBig nicht
entgegen, solange sichergestellt ist, dass der KI infolge der Programmierung ausrei-
chend Grenzen gesetzt sind und die Amtswalter sozusagen die Oberhand tiber das
KI-System behalten sowie weitere Schutzvorkehrungen, etwa in Gestalt menschli-
cher Ansprechpersonen, bestechen.!04

Je nach Art und Einsatz einer KI variiert deren Steuerungswirkung fir die zu
treffenden Verwaltungsentscheidungen mit entsprechenden Konsequenzen fiir de-
ren demokratische Legitimation.'%> In den Worten von Rademacher verindern sich
Informationen von IT-Systemen bei zunehmender Automatisierung und Autono-
mie ,,von einer gegenstandsbezogenen Auskunft (information about something®)
hin zu einem Element der Steuerung menschlicher und/oder technischer Reaktio-
nen®.1% Infolgedessen wird bei der rechtlichen Beurteilung zwischen vollstindig

100 Dazu Guckelberger, (Fn. 6), Rn. 576.

101 Ruschemeier, (Fn. 3), i.E.

102 Generell zu den Grenzen Wischmeyer, (Fn. 4), § 20 Rn. 39 sowie Djeffal, (Fn. 40), 51, 59.

103 Ruschemeier, (Fn. 3), 1.E.; Zickow und Engewald, (Fn. 43), 12.

104 Kronke, (Fn. 3), i.E.; Lorse, NI'wZ, (2021): 1657, 1659; Wischmeyer, (Fn. 4), § 20 Rn. 45; s.a.
Michael, (Fn. 83), § 28 Rn. 23; Schréder, (Fn. 36), 328, 337, insbesondere, wenn die KI Verbesserungen
fiir den Einzelnen bewirken soll.

105 Herold, (Fn. 72), 103, 190 ff.

106 Timo Rademacher, «Vorb. § 8a», in I’wl/fG, hrsg. Friedrich Schoch und Jens-Peter Schneider
(Munchen: C.H. Beck, 2. EL April, 2022), Rn. 3.
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automatisierten, automationsgeleiteten und -gestiitzten Verwaltungsentscheidun-
gen'®7 oder zwischen den Kategorien des entscheidenden, entscheidungsnahen oder
entscheidungsfernen Kl-Einsatzes differenziert.!'% So macht es einen erheblichen
Unterschied, ob eine KI-Anwendung nur einen Amtswalter bei der Vorbereitung
der zu treffenden Entscheidung unterstiitzt (Stichwort: ,,digitale Verwaltungshilfe®)
oder selbstindig endgiiltige Verwaltungsentscheidungen fillt.!? Fiir die rechtliche
Beurteilung kann auch der Einsatzzeitpunkt der KI Relevanz erlangen. Wird diese
zu Beginn des Verfahrens eingesetzt, steigt die Wahrscheinlichkeit einer Vorpri-
gung der zu treffenden Entscheidung im Vergleich zu einem KI-Einsatz zur Uber-
priifung einer Entscheidung eines menschlichen Amtswalters.!’” Da Menschen Ma-
schinen aber oft ein zu gro3es Vertrauen entgegenbringen (sog. automation bias),
sollte beim Konzept des ,,official in the loop* sichergestellt sein, dass den mensch-
lichen Amtswaltern ausreichend Zeit fiir eigene Ubetlegungen zur Verfiigung steht
und diese fiir die Gefahren eines KI-Systems, etwa durch entsprechende Schulung,
hinreichend sensibilisiert werden.!!! In den Worten von Michae! erdffnet das Zu-
sammenwirken von Mensch und Maschine die Chance, ,,die jeweiligen Schwichen
maschinellen sowie menschlichen Entscheidens — gerade auch mit Blick auf Diskri-
minierung — zu minimieren®.!?

Muss ein menschlicher Amtswalter vor Erlass der letztverbindlichen Entschei-
dung titig werden, kann etwaigen Anhérungserfordernissen ohne weiteres Rech-
nung getragen werden, wihrend bei vollautomatisierten Entscheidungen entweder
auf Aussteuerungsmoglichkeiten oder Konstellationen gesetzt wird, in denen keine
Anhoérung notwendig ist, sei es, weil ein beglinstigender Verwaltungsakt erlassen
oder nicht von den Angaben des Beteiligten abgewichen wird.!3 Trifft ein mensch-
licher Amtswalter eine Verwaltungsentscheidung, bereitet das Begriindungserfor-
dernis jedenfalls dann keine Probleme, wenn er dieser Anforderung Rechnung tra-
gen kann.'"* Auch ist bei einer solchen Vorgehensweise dafiir Sorge getragen, dass
die KI sozusagen unter Beobachtung steht, so dass sich Bedenken hinsichtlich der
Wahrung des hinreichenden demokratischen Legitimationsniveaus verringern.!!s

107 So Mund, (Fn. 33), 242 ff,; s.a. Englisch und Schuh, (Fn. 64), 155, 159.

108 Krénke, (Fn. 3), 1.E.

109 Kronke, (Fn. 3), L.E.

110 Pilniok, (Fn. 6), 1021, 1027.

11 Mayrhofer und Parycek, (Fn. 12), 53 £; Pilniok, (Fn. 6), 1021, 1027.

112 Michael, (Fn. 83), § 28 Rn. 38.

113 Dazu Mayrhofer und Parycek, (Fn. 12), 85 ff.

114 Dazu Busche, (Fn. 59), 888, 906; dazu und ob ggf. die Anforderungen zu modifizieren sind,
Kronke, (Fn. 3), i.E.

115 Dazu, dass sich die demokratische Legitimation nicht nur auf das Output bezicht, Zieckow und
Engewald, (Fn. 43), 19. Zum Erfordernis des ,,Knopfdrucks® auch Herold, (Fn. 72), 247 f.; Prob-
leme kénnen sich aber daraus ergeben, wenn die Vorschlige und
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Zudem bezieht sich die Begriindungsvorschrift des § 39 Abs. 1 VwV{G nur auf
Verwaltungsakte. Fiir Realakte oder rein interne MaBnahmen beansprucht diese
Vorschrift keine Giiltigkeit und ist eine Begriindung mangels abweichender spezi-
algesetzlicher oder besonderer verfassungsrechtlicher Anforderungen auch nicht
geboten. Fine verldsslich funktionierende KI zur Sortierung der bei der Verwaltung
eingehenden Post untetliegt deshalb keinen Begrindungsanforderungen. Fir KI-
Anwendungen, die lediglich der internen Verwaltungsorganisation dienen oder de-
nen es an einem hinreichenden Bezug zu einem konkreten Verwaltungsverfahren
mangelt,'¢ gelten andere Mal3stibe als fir Entscheidungen mit unmittelbarer Au-
Benwirkung.

Der Umstand, dass KI-Anwendungen im Vorfeld von Verwaltungsentschei-
dungen mit AuBenwirkung in der Regel geringere rechtliche Probleme hervorrufen,
deckt sich mit dem Realbefund, wonach die weit iberwiegenden Anwendungsfille
von KI-Anwendungen innerhalb der Verwaltung das Vorbereitungsstadium betref-
fen.''” Da am Ende dieses Prozesses die Entscheidung mit Auflenwirkung auf einen
menschlichen Amtswalter zuriickzufiithren ist, ruft diese geringere Akzeptanzprob-
leme hervor!'® und ist unter dem Gesichtspunkt effektiven Rechtsschutzes oftmals
weniger problematisch. Allerdings hat der EuGH in seiner Entscheidung zu Art. 6
Abs. 3 lit. b PNR-Richtlinie (EU) 2016/681, wo der Einsatz selbstlernender Sys-
teme schon nicht dem dort vorgesechenen Abgleich anhand ,,im Voraus festgelegter
Kriterien® entsprach, hinzugefiigt, dass es angesichts der fiir die Funktionsweise
von KI kennzeichnenden mangelnden Nachvollzichbarkeit unméglich sein kénne,
den Grund fur einen Treffer durch diese zu identifizieren. ,,Unter diesen Umstin-
den kénnte die Nutzung solcher Technologien den Betroffenen auch ihr in Art. 47
der Charta verankertes Recht auf einen wirksamen gerichtlichen Rechtsbehelf neh-
men, dass die moglicherweise erzielten Ergebnisse nicht frei von Diskriminierun-
gen seien.!'” Auch wenn bei standardisierten Geschwindigkeitsmessungen momen-
tan keine KI-Technologien zum Einsatz kommen diirften und die Messungen keine
normativ bindende Wirkung zeitigen, ist unter den Landesverfassungsgerichten in
Deutschland streitig, welche Konsequenzen sich daraus fir den Einsatz von Geri-
ten ohne Speicherung von Rohmessdaten ergeben. Kiirzlich judizierte der VerfGH
Rheinland-Pfalz, dass dadurch Rechtspositionen der Betroffenen nicht unzumutbar
verkiirzt wiirden. So wiirde bereits durch die amtliche Zulassung der Messgerite
und -methoden Fehlerquellen in den Systemen entgegengewirkt, ferner kénne der

Empfehlungen wegen des Vertrauens in die Fahigkeiten der Technik ohne iibernommen werden,
dazu Busche, (Fn. 59), 899, 903.

116 Englisch und Schuh, (Fn. 64), 155, 159.

17 Krénke, (Fn. 3), 1.E.; dazu auch Guggenberger, (Fn. 32), 844, 848.

118 Pilniok, (Fn. 6), 1021, 1025.

119 EuGH, Utt. v. 21.6.2022 — C-817/19, Rn. 195, jutis.
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Einzelne eine Befundpriifung verlangen und werde der gemessene Wert von vorn-
herein um einen die systemimmanenten Fehler erfassenden Toleranzwert redu-
ziert.120 Der Nutzen der Rohmessdaten fiir die Uberpriifung des Messwertes werde
aus technischer Sicht kontrovers beurteilt, aulerdem wiirde der Anspruch auf Ver-
fiighbarmachung gewisser Informationen durch den Beschleunigungsgrundsatz so-
wie den Gedanken der Rechtsanwendungsgleichheit begrenzt.’?! Demgegeniiber
vertrat der VerfGH des Saarlandes 2019 den Standpunkt, dass staatliches Handeln,
so gering belastend es im Einzelfall auch sein mag und trotz Bedarfs nach routini-
sierten Entscheidungen nicht undurchschaubar fiir den Biirger sein darf und dieser
nicht einfach darauf verwiesen werden diirfe, alles werde schon seine Richtigkeit
haben. Vielmehr wiirde die grundsitzliche Nachvollziehbarkeit technischer Pro-
zesse mit der Folge belastender Erkenntnisse iiber einen Biirger sowie ihre staats-
ferne Priifbarkeit zu den Grundvoraussetzungen eines freiheitlich-rechtsstaatlichen
Verfahrens gehéren.!?> Schon um auf der sicheren Seite zu stehen, sind daher mog-
liche Dokumentationen und Protokollierungen bei steuernden KI-Anwendungen
unbedingt zu empfehlen.

Letztlich hingt es von der Konzeption der KI-Anwendung samt den bestehen-
den Kontrollmdglichkeiten ab, ob den Anforderungen eines effektiven gerichtli-
chen Rechtsschutzes noch entsprochen werden kann. Der vollstindig automati-
sierte Erlass gebundener Verwaltungsentscheidungen durch eine KI bereitet aus der
Perspektive des Rechtsschutzes weniger Probleme als eine klassische Ermessens-
entscheidung im Einzelfall. Wiahrend bei gebundenen Entscheidungen nach dem
deutschen Recht eine Ergebniskontrolle in Gestalt einer prinzipiellen Vollkontrolle
durch eigene Uberzeugungsbildung des Gerichts erfolgt,1?® sind die Gerichte bei
derartigen Ermessensentscheidungen aus Griinden der Gewaltenteilung auf die
Prifung bestimmter Ermessensfehler beschrinkt (§ 114 S. 1 VwGO). Eine solche
ist jedoch nicht méglich, wenn man gar nicht weil3, wie die KI zu ihrem Ergebnis
gelangt ist. Aufgrund der Komplexitit der Systeme sollte der fiir das deutsche Recht
typische Individualrechtsschutz erweitert werden, etwa durch eine Ausweitung der
Klagebefugnis fir spezialisierte Verbinde, weil den Betroffenen oft das Wissen zur
Einordnung der Systeme fehlt oder sie aus finanziellen oder auch zeitlichen Griin-
den von einer Inanspruchnahme gerichtlichen Rechtsschutzes abschen.'?* Jeden-
falls wenn KI-Systeme aus Griinden der Schnelligkeit vollautomatisierte Entschei-
dungen treffen, wiirde es befremdlich anmuten, wenn der Rechtsschutz nachher

120 VerfGH RP, NZI/, (2022): 427, 429.

121 VerfGH RP, NZ1/, (2022): 427, 429 f.

122 VerfGH Saatland, NJW, (2019): 2456, 2458.

123 Michael Goldhammer, «Vorb. § 43», in I'wl/fG, hrsg. Friedrich Schoch und Jens-Peter Schneider
(Minchen: C.H. Beck, 2. EL April, 2022), Rn. 14d.

124 Hoffmann-Riem, (Fn. 12), 207 f.; Kment und Borchert, (Fn. 59), Rn. 272; s.a. Guckelberger, (Fn.
6), Rn. 533.
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ebenfalls unter Verweis auf den Beschleunigungsgedanken und die Funktionsfihig-
keit der Rechtspflege beschnitten wiirde.!?> Zumindest bei solchen Entscheidungen
erblickt man in der nachtriglichen menschlichen Kontrolle eine zunehmend sich
verbreitende Sicherung gegentiber dem KI-Einsatz,'?¢ die idealer Weise bereits auf
der Ebene der Verwaltung, etwa in Gestalt des Widerspruchsverfahrens oder bei
Realakten in anderen Form, vorzusehen ist.!27

Ejfert hat jungst zu Recht darauf aufmerksam gemacht, dass durch die zu starke
Fixierung auf das Produkt KI die Nutzungskontexte vernachlissigt werden, die fiir
die rechtliche Beurteilung des Einsatzes einer KI-Anwendung von groler Bedeu-
tung sind.!?8 Dabei kommt dem Grundsatz der VerhiltnismafBigkeit eine zentrale
Bedeutung zu.'? Je schwerwiegender eine Entscheidung fiir den Betroffenen mit
gof. irreversiblen Folgen wirkt und je eingeschrinkter die Begriindungsmaoglichkei-
ten sind, desto schwieriger wird der KI-Einsatz zu legitimieren sein, da das Motiv
der Verwaltungseffizienz von vergleichsweise schwachem Gewicht ist.'?0 Ob die
damit ebenfalls angestrebte Verringerung der Quote an Fehlentscheidungen mit ei-
nem etwas héheren Gewicht einzustellen ist,'3! diirfte von der Konzeption und
Verlisslichkeit der jeweiligen KI-Technologie abhingen. Ein KI-Einsatz fiir stark
personlichkeitsbezogene Entscheidungen mit gravierenden Grundrechtseingriffen
dirfte daher regelmiBig ausscheiden.!® Demgegentiber kénnten Kl-geleitete Ver-
kehrssysteme, die eindeutig besser gegeniiber den herkémmlichen Methoden sind,
angesichts des besseren Schutzes von Leib und Leben (Art. 2 Abs. 2 S. 1 GG) zu-
lissig sein und etwaige Bedenken im Hinblick auf die demokratische Legitimation
und geringere Nachvollziehbarkeit unter Verweis auf das Output zuriicktreten las-
sen.!?? Auch der Einsatz von Kl-basierten Chatbots, die auf einfache Fragen Aus-
kiinfte geben, diirfte mangels bezweckten Eingriffs in die Rechte des Burgers sowie
der Abgabe reiner Wissenserklirung regelmi3ig moglich sein.'3* Bei der rechtlichen
Beurteilung ist zudem einzustellen, welche Schutzvorkehrungen im Hinblick auf die
Nachteile der KI getroffen wurden. Zu denken ist etwa an Kennzeichnungen der

125 S. dazu Annette Guckelberger, ,,Anmerkung zu VGH Rheinland-Pfalz, Beschl. v. 22.7.2022 —
VGH B 30/21,% L.TZ, (2022): i.E.

126 Fifert, (Fn. 23), i.E.; zur menschlichen Entscheidung méglicherweise durch die Rechtsprechung
Mund, (Fn. 33), 235.

127§, dazu eingehend Guckelberger, (Fn. 6), Rn. 553 ff.; Schréder, (Fn. 36), 328 341.

128 Eifert, (Fn. 23), L.E.

129 S.a. Ruschemeier, (Fn. 3), i.E.; dazu, dass sich die Abwigungen kaum verallgemeinern lassen, Gu-
ckelberger, (Fn. 6), Rn. 631.

130 Eifert, (Fn. 23), 1.E.

131 Eifert, (Fn. 23), i.E.

132 Eifert, (Fn. 23), i.E.

133 Ahnlich Eifert, (Fn. 23), 1.E.; dazu, dass ggf. tiber die Heranziechung alternativer Legitimations-
modi nachzudenken ist, Schréder, (Fn. 36), 328, 334.

134 Guckelberger, (Fn. 6), Rn. 631.
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K1, die auch dazu beitragen kénnen, dass die menschlichen Amtswalter in der Ver-
waltung sich der Besonderheiten der jeweiligen Technologie bewusst sind. Da sol-
che Kennzeichnungen zumeist unproblematisch méglich sind, sollten diese auch
unabhingig von der Frage nach ihrer Erforderlichkeit zur Risikokontrolle erfol-
gen,'? falls der KI-Einsatz nicht ausnahmsweise aufgrund der Umstinde und des
Einsatzkontextes offensichtlich ist.!3¢ Weil die an das Handeln menschlicher Amts-
walter ankniipfende Amtshaftung im Falle eines KI-Einsatzes fiir den Betroffenen
mit erheblichen Nachteilen einhergeht, da sich Erwigungen zur Amtspflichtverlet-
zung und zum Verschulden oft nicht mehr anstellen lassen, sind haftungsrechtliche
Nachjustierungen geboten.'3

G. Regulierung von KI

Abgesehen von wenigen bereichsspezifischen Regelungen fir KI-Anwendungen,
wie fir das autonome Fahren, unterfallen diese zurzeit den allgemeinen Vorschrif-
ten, etwa aus dem Datenschutzrecht oder tber vollstindig automatisierte Verwal-
tungsakte. Um zu erdrtern, ob weitere Regulierungen der KI notwendig sind, soll
daher zuerst ein Blick auf diese geworfen werden.

I. DSGVO-Vorgaben

Art. 22 DSGVO ist technologieneutral formuliert.!3® Deshalb gilt er auch fir die
Verarbeitung personenbezogener Daten unter Verwendung von KI-Systemen.!?
Nach seinem Wortlaut gewihrt Art. 22 Abs. 1 DSGVO der betroffenen Person ein
Recht darauf, dass sie nicht einer ausschlieflich auf einer automatisierten Verarbei-
tung beruhenden Entscheidung unterworfen wird, die ihr gegentiber rechtliche Wit-
kungen entfaltet oder sie in dhnlicher Weise erheblich beeintrichtigt. Diese Vor-
schrift steht nach ihrem Wortlaut blof3 automationsgestiitzten Entscheidungen
nicht entgegen.!* Nach der Ratio des Art. 22 Abs. 1 DSGVO ist jedoch auch dann
von einer vollautomatisierten Entscheidung auszugehen, wenn die Entscheidung
des IT-Systems von einem menschlichen Amtswalter ohne Ausiibung tatsichlicher

135 S.a. Eifert, (Fn. 82), 33.

136 Michael Backes, ,,Stellungnahme anlisslich der 6ffentlichen Anhérung am 26. September 2022
zur ,,EU-Verordnung zu Kinstlicher Intelligenz unter Einbezichung von Wettbewerbsfihigkeit im
Bereich Kiinstliche Intelligenz und Blockchain-Technologie,” Aussschuss-Drs. 20(23)83, 7.

137 Ruschemeier, (Fn. 3), 1.E.; s.a. Mario Martini undHannah Ruschemeier, ,,Kiinstliche Intelligenz
als Instrument des Umweltschutzes,” ZUR, (2021): 515, 521; eingehend Mario Martini, Hannah Ru-
schemeier, Jonathan Hain, ,,Staatshaftung fiir automatisierte Verwaltungsentscheidungen — Kiinstli-
che Intelligenz als Herausforderung fir das Recht der staatlichen Ersatzleistungen,” 1erm.Arch, 112
(2021): 1, 32 ff.

138 Ruschemeier, (Fn. 3), i.E.

139 Pilniok, (Fn. 6), 1021, 1029.

140 Guckelberger, (Fn. 6), Rn. 83; Mayrhofer und Parycek, (Fn. 12), 74.
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Entscheidungsmacht blof3 ibernommen wird.!#! Art. 22 Abs. 1 DSGVO gilt nach
zutreffender, aber umstrittener Meinung auch fiir beglinstigende Entscheidun-
gen.*2 Wihrend vollautomatisierte Entscheidungen, die der betroffenen Person ge-
gentiber rechtliche Wirkungen entfalten, insbesondere Verwaltungsakte sind,'*? un-
terfallen Realakte Art. 22 Abs. 1 Var. 2 DSGVO.144

Jedoch folgt aus Art. 22 Abs. 2—4 DSGVO die Zulissigkeit automatisierter Ent-
scheidungen im Einzelfall, etwa wenn die betroffene Person ausdriicklich einwilligt
(Abs. 2 lit. ¢). Ferner kénnen solche Entscheidungen aufgrund Rechtsvorschriften
der Union oder der Mitgliedstaaten, denen der Verantwortliche unterliegt, zugelas-
sen werden, allerdings nur, wenn die Rechtsvorschriften angemessene Mallnahmen
zur Wahrung der Rechte und Freiheiten sowie der berechtigten Interessen der be-
troffenen Person enthalten (Abs. 2 lit. b). In Erwigungsgrund 71 Abs. 1 S. 3 heil3t
es dazu: ,,In jedem Fall sollte eine solche Verarbeitung mit angemessenen Garantien
verbunden sein, einschlielich der spezifischen Unterrichtung der betroffenen Per-
son und des Anspruchs auf direktes Eingreifen einer Person, auf Darlegung des
cigenen Standpunkts, auf Erlduterung der nach einer entsprechenden Bewertung
getroffenen Entscheidung sowie des Rechts auf Anfechtung der Entscheidung. Da
Art. 22 Abs. 3 DSGVO nicht auf Abs. 2 lit. b Bezug nimmt, ist streitig, ob die
dortigen Aussagen auch auf 6ffnende Rechtsvorschriften der Union bzw. Mitglied-
staaten entsprechende Anwendung finden.

Ferner hat der Verantwortliche nach Art. 35 Abs. 1 S. 1 DSGVO eine Daten-
schutz-Folgenabschitzung durchzufiihren, sofern aufgrund der Art, des Umfangs,
der Umstinde und der Zwecke der Verarbeitung der Daten voraussichtlich ein ho-
hes Risiko fiir die Rechte und Freiheiten der natiirlichen Personen folgt. Angesichts
der Formulierung ,.insbesondere bei Verwendung neuer Technologien® in Art. 35
Abs. 1 8.1 DSGVO kann eine solche Datenschutz-Folgenabschitzung bei KI-An-
wendungen geboten sein.!%

II. Vollautomatisierte Verwaltungsakte
Mit Wirkung zum 1.1.2017 hat der Bundesgesetzgeber § 352 VwV{G cingefigt, wo-
nach ein Verwaltungsakt vollstindig durch automatische Einrichtungen erlassen

141 Guckelberger, (Fn. 6), Rn. 197; Marcus Helfrich, «Art. 22 DS-GVOpy, in DS-G17O/BDSG, hrsg.
Gernot Sydow und Nikolaus Marsch, 3. Aufl. (Baden-Baden: Nomos, 2022), Rn. 44; Pilniok, (Fn. 6),
1021, 1029.

142 Guckelberger, (Fn. 6), Rn. 197; Helfrich, (Fn. 141), Art. 22 DSGVO Rn. 49; s.a. Mayrhofer und
Parycek, (Fn. 12), 74 f.

143 Kai v. Lewinski, «Art. 22 DS-GVOw, in BeckOK Datenschutzrecht, hrsg. Heinrich A. Wolff und Ste-
fan Brink, 41. edn. (Miinchen: C.H. Beck, 2022), Rn. 30; Mayrhofer und Parycek, (Fn. 12), 74.

144V, Lewinski, (Fn. 143), Art. 22 Rn. 37 {f,; s.a. Helfrich, (Fn. 141), Art. 22 DS-GVO Ra. 51.

145 Mario Martini, «Att. 35 DS-GVOp, in DS-G17O/BDSG, hrsg. Botis P. Paal und Daniel A. Pauly,
3. Aufl. (Minchen: C.H: Beck, 2021), Rn. 18; s.a. Kment und Borchert, (Fn. 59), Rn. 171.
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werden kann, sofern dies durch Rechtsvorschrift zugelassen ist und weder ein Er-
messen noch ein Beurteilungsspielraum besteht. Durch das Erfordernis der Zulas-
sung durch Rechtsvorschrift wollte man den Anforderungen von Art. 22 Abs. 2 lit.
b DSGVO Rechnung tragen. Angesichts der technikoffenen Formulierung ist der
Erlass solcher Verwaltungsakte auch durch KI-Systeme denkbar.!4¢ Je nachdem, ob
es sich bei dem Einsatz einer KI-Anwendung um eine Entscheidung 1.S.d. Wesent-
lichkeitstheorie handelt, bedarf es dafiir einer parlamentsgesetzlichen expliziten o-
der impliziten Zulassung.'#” Solange ,,gewohnliche IT-Systeme unter Vermeidung
gewisser Gefahren von KI-Systemen derartige Verwaltungsakte von gleicher Qua-
litit und ebenso effektiv erlassen kénnen, besteht zumeist kein plausibler Grund fiir
den Einsatz von KI-Anwendungen.!4

Die Sinnhaftigkeit des kategorischen Ausschlusses vollstindig automatisierter
Verwaltungsakte bei Ermessensnormen und Beurteilungsspielrdumen ist umstrit-
ten. Darin liegt eine ,,politische Entscheidung als Ausdruck der Vorsicht®,'# um
wertende Entscheidungen menschlichen Amtswaltern vorzubehalten.!®® Andere
halten § 352 VwVIG fiir zu eng.'5! Bei manchen Ermessensnormen, bei denen auch
der Gesetzgeber eine gleichmiBige Ermessensausiibung fiir moglich erachte, seien
vollautomatisierte Entscheidungen durchaus denkbar.!32 Anders verhalte es sich da-
gegen bei Rechtsvorschriften, bei denen durch das Ermessen gerade individuelle
Fallmerkmale berticksichtigt werden sollen,'5? etwa wo die Verwaltung aufgrund der
Vielschichtigkeit der Sachverhalte einzelfallsensibel auf besondere Hirten reagieren
soll.'* Manche Landesgesetzgeber haben daher von der Aufnahme einer vergleich-
baren Vorschrift zu § 352 VwVIG in ihr Verwaltungsverfahrensgesetz abgesehen.
So regelt Art. 12 Abs. 3 Bayerisches Digitalgesetz lediglich, dass ein sofortiger Voll-
zug vollstindig automatisiert erlassener Verwaltungsakte nur aufgrund einer gesetz-
lichen Ermichtigung zulidssig ist. Auch kann der Fachgesetzgeber gegentiber § 35a
VwVIG speziellere Regelungen erlassen. Als Paradebeispiel fiir automatisierte Ex-
messensentscheidungen werden intelligente Verkehrsbeeinflussungssysteme ge-
nannt.!>

146 Kment und Borchert, (Fn. 59), Rn. 48; Wischmeyer, (Fn. 4), § 20 Rn. 65.

147 Wegen des ungleich héheren Gefidhrdungspotenzials von KI muss nach Guggenberger, (Fn. 32),
844, 846 der Erlaubnisvorbehalt erst recht gelten.

148 Wischmeyer, (Fn. 4), § 20 Rn. 65; s.a. Guckelberger, (Fn. 6), Rn. 576.

149 Ziekow und Engewald, (Fn. 43), 23.

150 Hornung, (Fn. 24), § 35a Rn. 31; Mund, (Fn. 33), 141 ff.

151 Schréder, (Fn. 36), 328, 332 f.

152 Herold, (Fn. 72), 220 ff.; Tischbirek, (Fn. 14), 307, 324.

153 Herold, (Fn. 72), 221.

154 In diese Richtung Tischbirek, (Fn. 14), 307, 324.

155 Djeffal, (Fn. 9), 479, 486; Alexander Tischbbirek, ,,Ermessensdirigierende KI,* ZfDR, (2021):
307, 314.
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ITI. Weiterer Regulierungsbedarf
Abgeschen von wenigen Ausnahmen konnte man sich bislang auf keine allgemei-
nen Regelungen fir KI-Anwendungen verstindigen. Stattdessen begniigte man sich
vor allem mit Kodizes zur Selbstregulierung sowie politischen Erklirungen.'56
Durch bloBes soft law kann aber den Gefahren staatlicher KI-Anwendungen fiir
die Grundrechte nicht wirksam begegnet werden.!>” Das Zégern hinsichtlich des
Erlasses solcher Vorschriften dirfte mehrere Ursachen haben, etwa dass man eine
ausschlieBlich nationale Regulierung nicht fiir zielfihrend erachtet, man sich in ei-
ner Wettbewerbssituation befindet oder aber auch Entwicklungen bei den KI-Tech-
nologien schwer abschitzbar sind.!> Nachdem im November 2021 die UNESCO-
Empfehlung zur Ethik der Kinstlichen Intelligenz von 193 UNESCO-Mitglied-
staaten verabschiedet wurde, begannen die Vertragsstaaten des Europarates im Sep-
tember 2022 Verhandlungen tber eine Konvention fiir Kinstliche Intelligenz,
Menschentechte, Demokratie und Rechtsstaatlichkeit.!5

Um den Mehrwert von KI-Anwendungen und dahinter stchende Potenziale
nicht unnétig zu blockieren,'®0 sollten die rechtlichen Rahmenbedingungen so ge-
staltet werden, dass positive Entwicklungen unterstiitzt und ihre negativen Auswir-
kungen oder Gefahren vermieden werden.!¢! Angesichts der Bandbreite denkbarer
KI-Anwendungen deutet bereits der Grundsatz der Verhiltnismifigkeit auf keine
,»one size fits all“-Losung hin.'62 In jingerer Zeit hat sich z.B. eine Forschergruppe
des European Law Institutes fiir die Einfiihrung eines KI-Folgenabschitzungsver-
fahrens ausgesprochen, das jedoch bei KI-Systemen mit einem offensichtlich gerin-
gen Risiko, wie Chatbots, oder weit verbreiteten Systemen mit bekannten und leicht
zu handhabenden Risiken keine Anwendung finden soll.'®3 Sachbereichsspezifi-
schen Besonderheiten von KI-Anwendungen ldsst sich am besten im Fachrecht
Rechnung tragen.164

15 Kment und Borchert, (Fn. 59), Rn. 184 ff.; allgemein zur Algorithmenregulierung Indra Spiecker
gen. Déhmann, «Staatliche oder private Algorithmenregulierung?», Bitburger Gespriche Jahrbuch
2020, (Minchen: C.H. Beck, 2021), 37 ff.

157 Kment und Borchert, (Fn. 59), Rn. 191.

158 In diese Richtung allerdings bezogen auf Zertifizierungen Spiecker gen. Déhmann, (Fn. 156), 37,
50.

159 BT-Drs. 20/4413, 2.

160 Wischmeyer, (Fn. 4), § 20 Ra. 6; in diese Richtung auch Kment und Borchert, (Fn. 59), Rn. 218;
zum Verbot bei unverhiltnismiBigen Risiken Englisch und Schuh, (Fn. 64), 155, 187 f.

161 Mayrhofer und Parycek, (Fn. 12), 1; dhnlich Hoffmann-Riem, (Fn. 12), 194; zum Recht als
Grund, Grenze und Gestaltung von Technik Djeffal, (Fn. 40), 51, 58.

162 Hoffmann-Riem, (Fn. 12), 190; s.a. Kment und Borchert, (Fn. 59), Rn. 177.

163 Report of the European Law Institute, Model Rules on Impact Assessment of Algorithmic Deci-
sion-Making Systems Used by Public Administration, 40.

164 Kronke, (Fn. 3), 1.E.
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IV. Vorschlag einer KI-Verordnung
Am 21.4.2021 hat die EU-Kommission einen Vorschlag fiir eine Verordnung zur
Festlegung harmonisierter Vorschriften fiir Kinstliche Intelligenz (im Folgenden:
VO-E) vorgelegt, die von dieser insbesondere auf die Art. 16 und 114 AEUV ab-
gestlitzt wird.'0> Bereits der Kompetenztitel deutet darauf hin, dass die EU-Kom-
mission die KI-Regulierung als Produktsicherheitsrecht begreift.!¢6 In einer solchen
unionsweiten Regelung wird u.a. ein wichtiger Beitrag hin zu mehr Rechtssicherheit
bei KI-Systemen gesehen.!¢’” Die geplante Verordnung soll fir KI-Anwendungen
aus dem privaten und 6ffentlichen Sektor gelten.!®® Der Begriff der KI wird in dem
Verordnungsentwurf technologieneutral weit verstanden.!¢” Nach Art. 3 Nr. 1 VO-
E ist ein KI-System eine Software, die mit einer oder mehreren der im Anhang 1
aufgefithrten Techniken und Konzepte entwickelt wurde (Nt. 1 Techniken maschi-
nellen Lernens, Nr. 2 Logik- und wissensgestiitzte Systeme sowie Nr. 3 statistische
Ansitze), und im Hinblick auf eine Reihe menschlich festgelegter Ziele Ergebnisse
wie Inhalte, Vorhersagen, Empfehlungen oder Entscheidungen hervorbringen
kann, die das Umfeld beeinflussen, mit dem sie interagieren. Wihrend mancherorts
die Weite der Legalumschreibung begrii3t wird, weil auch ,,normale® Software tiber-
aus komplex sein kann, wird sie von anderen als zu weit kritisiert.

Der VO-E verfolgt einen risikobasierten Regelungsansatz.!” Art. 5 Abs. 1 VO-
E enthilt eine Aufzihlung verbotener Praktiken, u.a. in lit. ¢ die des Inverkehrbrin-
gens, der Inbetriebnahme oder Verwendung von KI-Systemen durch Behérden o-
der in deren Auftrag zur Bewertung oder Klassifizierung der Vertrauenswirdigkeit
natiitlicher Personen auf der Grundlage ihres sozialen Verhaltens oder bekannter
oder vorhergesagter personlicher Figenschaften oder Personlichkeitsmerkmale, die
zu bestimmten Ergebnissen fithrt (sog. Verbot des social scoring), oder in lit. d die
Verwendung biometrischer Echtzeit-Fernidentifizierungssysteme in 6ffentlich zu-
ginglichen Ridumen zu Strafverfolgungszwecken, wovon aber wiederum gewisse
Ausnahmen zugelassen werden.!”! Ansonsten geht der VO-E von der grundsitzli-
chen Zulissigkeit von KI aus, normiert aber je nach Zuordnung zu bestimmten
Risikoklassen besondere Anforderungen. So miissen die sog. Hochrisiko-KI-Sys-

165 COM (2021) 206 final, 20 ff.

166 Eifert, (Fn. 23), i.E.

167 Backes, Aussschuss-Drs. 20 (23) 83, 4; s. zu den Zielen auch Europiische Kommission, Vor-
schlag fiir eine Verordnung des Europiischen Parlaments und des Rates zur Festlegung Harmoni-
sierter Vorschriften fiir Kiinstliche Intelligenz (Gesetz iiber kiinstliche Intelligenz) und zur Ande-
rung Bestimmter Rechtsakte der Union, COM (2021) 206 final, 3.

168 Pilniok, (Fn. 6), 1021, 1027.

169 Seckelmann, «Verwaltungshandeln in sozialen Netzwerkenw, in Herausforderungen fiir das Verwal-
tungsrecht, hrsg. Hermann Hill und Veith Mehde, (Berlin: Duncker & Humblot, 2023), i.E.

170 COM (2021) 206 final, 8; Ruschemeier, (Fn. 3), i.E.

171 Nidher dazu Ruschemeier, (Fn. 3), i.E. sowie Margrit Seckelmann, , Kinstliche Intelligenz in der
Verwaltung. Der Entwurf einer europiischen KI-Verordnung und der Umgang mit informations-
technischen Risiken,* Die Verw., (2023): 1, 29, 1.E.
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teme die in Art. 8 ff. VO-E festgelegten Anforderungen erfiillen. Zu den Hochri-
siko-KI-Systemen gehoéren auch die in Anhang I1I genannten KI-Systeme (Art. 6
Abs. 2 VO-E). Unter diese fallen u.a. KI-Systeme, die bestimmungsgemi(3 als Si-
cherheitskomponenten in der Verwaltung verwendet werden sollen (Nr. 2a), aus
dem Bereich der allgemeinen und beruflichen Bildung (Nr. 3) oder KI-Systeme, die
bestimmungsgemil von Behérden oder in deren Namen fir die Beurteilung ver-
wendet werden sollen, ob natiirliche Personen 6ffentliche Unterstiitzungsleistungen
und -dienste beanspruchen kénnen und ob solche Leistungen und Dienste zu ge-
wihren, einzuschrinken, zu widerrufen oder zurtckzufordern sind (Nr. 5 lit. a).
Unabhingig davon stellt Art. 52 VO-E Transparenzpflichten fiir bestimmte KI-
Systeme auf.

Ende September 2022 hat die Kommission den Entwurf einer umfassenden
Uberarbeitung der Produkthaftungstichtlinie sowie einer neuen Richtlinie iiber KI-
Haftung!7 vorgelegt. Im November 2022 haben die Mitgliedstaaten, das EU-Parla-
ment und die EU-Kommission ihre Verhandlungen tiber eine interinstitutionelle
Erklirung zu den digitalen Rechten und Grundsitzen fiir die digitale Dekade abge-
schlossen, die aber noch der Billigung von Rat, Kommission und Parlament be-
darf.!” Es bleibt abzuwarten, welchen Fortgang insbesondere der Entwurf der KI-
Verordnung nehmen wird. Laut einer Antwort des Parlamentarischen Staatssekre-
tars Szraffer vom 27.10.2022 sollte aus Sicht der Bundesregierung den Besonderhei-
ten von KI-Systemen im Bereich der 6ffentlichen Verwaltung durch einen separa-
ten, gesonderten Technologierechtsakt oder jedenfalls durch ein gesondertes Kapi-
tel mit jeweils abschlieBendem Regelungsinhalt Rechnung getragen werden.'” In
der Sachverstindigenanhérung vor dem zustindigen Bundestagausschuss wurde
u.a. geduBlert, dass fur bestimmte Einsitze von Hochrisiko-KI-Systemen Opt-out-
Moglichkeiten oder ein Beschwerderecht zur Uberpriifung der Entscheidung be-
denkenswert wire.!7>

172 Huropiische Kommission, Vorschlag fir eine Richtlinie des Europdischen Parlaments und des
Rates zur Anpassung det Vorschriften iiber aulervertragliche zivilrechtliche Haftung an kiinstliche
Intelligenz (Richtlinie iber KI-Haftung), COM (2022) 496 final. Dazu, dass die dort vorgesechene
Offenlegung von Beweismitteln und widerlegbare Vermutung eines Verstof3es nur in eingeschrink-
tem Mal3e die Defizite bei der Staatshaftung zu tiberwinden vermag, Krénke, (Fn. 3), i.E.

173 Council of Europe, Pressemitteilung 942/22 v. 14.11.2022, Erklirung zu digitalen Rechten und
Grundsitzen: Werte und Biirgerinnen und Biirger der EU im Mittelpunkt des digitalen Wandels.
174 BT-Drs. 20/4209, 49; zur Notwendigkeit der Unterscheidung zwischen eng gebundener staatli-
cher Herrschaft und dem privaten Sektor auch Eifert, (Fn. 23), i.E.

175 Backes, Aussschuss-Drs. 20(23)83, 5.
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V. Nationale KI-Regulierung

Die EU-Kommission hat ihren VO-E vorgelegt, weil einige Mitgliedstaaten zur Ge-
wihrleistung sicherer KI-Systeme und Einhaltung der Grundrechte den Erlass na-
tionaler Vorschriften in Erwidgung ziehen, womit aber eine Fragmentierung des
Binnenmarktes in wesentlichen Fragen sowie eine erheblich geringere Rechtssicher-
heit verbunden sei.'’¢ Da der Erlass solcher Vorschriften aber lingere Zeit in An-
spruch nimmt, ist es nicht verwunderlich, dass zwei Bundeslinder vorgeprescht
sind. Versteht man unter Verwaltungsverfahren strukturierte Vorginge der Infor-
mationsgewinnung und -verarbeitung, kann der Bund aufgrund Art. 84 Abs. 1 GG
nur in Ausnahmefillen Regelungen zu KI-Systemen treffen, die dem Linderzugriff
kategorisch entzogen sind.!”” Ferner sei auf den im Bereich der Verwaltungszusam-
menarbeit verorteten Art. 91c GG iiber informationstechnische Systeme hingewie-
sen. Ob und inwieweit Regelungen durch den Parlamentsgesetzgeber notwendig
sind, richtet sich nach der Grundrechtsrelevanz bzw. Wesentlichkeit der KI-An-
wendungen.!”

1. Bayerisches Digitalgesets;

Obwohl im Anhorungsverfahren zum Bayerischen Digitalgesetz (BayDiG) v.
22.7.2022 vertreten wurde, dass u.a. wegen des mit KI-Systemen einhergehenden
Eingriffs in das Recht auf informationelle Selbstbestimmung deren Einsatz einer
parlamentarischen Rechtsgrundlage bediirfe und man dabei auf den bisherigen Er-
kenntnis- und Diskussionsstand aufbauen kénne,'” finden sich dort nur wenige
Regelungen. Der im Laufe des Gesetzgebungsverfahrens eingefiigte Art. 5 Abs. 2
S. 2 BayDiG, wonach der Einsatz von KI in der Verwaltung durch geeignete Kon-
troll- und Rechtsschutzmal3nahmen abzusichern ist, enthilt nur eine sehr allgemein
gehaltene Konkretisierung der verfassungsrechtlichen Anforderungen und ldsst im
Ubrigen offen, wann von einer KI auszugehen ist. Art. 21 BayDiG erméglicht erst-
mals die Zulassung digitaler Assistenzdienste von privaten Dienstanbietern auller-
halb der Steuerverwaltung, in deren Bereich die Verwaltung Schnittstellen offenlegt,
damit private Softwareanbieter ihre Dienste zur Erleichterung der elektronischen
Steuererklirung anbieten kénnen.!®” Die Staatsministerien kénnen beim Angebot
digitaler Verwaltungsleistungen den Einsatz nicht amtlicher digitaler Assistenzdienste
gewerblicher Art durch Bekanntmachung zulassen.

176 COM (2021) 206 final, 7.

177 Pilniok, (Fn. 6), 1021, 1028.

178 S.a. Schréder, (Fn. 34), 269, 271; gegen die Annahme eines allgemeinen technologiespezifischen
Gesetzesvorbehalts Kronke, (Fn. 3), i.E.

179 Dirk Heckmann, Sarah Rachut und Alexander Besner, ,,Gutachterliche Stellungnahme fiir den
Ausschuss fiir Wirtschaft, Landesentwicklung, Energie, Medien und Digitalisierung im Bayerischen
Landtag zum Gesetzentwurf der Staatsregierung tber die Digitalisierung im Freistaat Bayern (Bayeri-
sches Digitalgesetz — BayDiG),” (2022), 22 f.

180 Bayerischer Landtag, BayL.T-Drs. 18/19572, 35.
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2. IT-Einsatz-Gesetz Schleswig-Holstein

Das im Frithjahr 2022 erlassene schleswig-holsteinische IT-Einsatz-Gesetz ITEG)
enthilt dagegen sehr ausfihrliche Regelungen fiir die 6ffentlich-rechtliche Verwal-
tungstitigkeit im Land Schleswig-Holstein (§ 1 Abs. 1 ITEG). Dadurch soll bei Ein-
satz datengetriebener Informationstechnologien die Wahrung des Rechts auf infor-
mationelle Selbstbestimmung sowie der Prinzipien des Vorrangs des menschlichen
Handelns, der menschlichen Aufsicht und Verantwortlichkeit, der Transparenz, der
technischen Robustheit und Sicherheit, der Vielfalt, Nicht-Diskriminierung, Fair-
ness sowie des gesellschaftlichen und 6kologischen Wohlergehens sichergestellt
werden (§ 1 Abs. 2 ITEG). Aus Platzgrinden kann der Inhalt dieses Gesetzes nur
knapp wiedergegeben werden. Auch wenn dieses Gesetz an datengetriebenen In-
formationstechnologien anknipft, hat es vor allem KI-Technologien im Visier.
Nach der Legaldefinition datengetriebener Informationstechnologien in § 3 Abs. 1
Nr. 1 ITEG handelt es sich dabei um bestimmte Anwendungen, die zur effizienten
Lésung einer speziellen Aufgabe oder einer komplexen Fragestellung auf der
Grundlage eines Datensatzes mit Hilfe spezieller Systeme, wie kinstlicher neurona-
ler Netze und maschineller Lernverfahren, eingesetzt werden und ohne aktiven Ein-
griff Parameter der Entscheidungsfindung weiterentwickeln.

§ 2 Abs. 28. 1 ITEG enthilt eine abschlieBende Aufzihlung von Anwendungs-
bereichen, in denen deren Einsatz unzulissig ist. Dazu gehort der Erlass eines Ver-
waltungsakts bei Bestehen eines Ermessens oder Beurteilungsspielraums (Nr. 4),
die massenweise Identifikation von Personen bei Versammlungen oder Veranstal-
tungen anhand biometrischer Merkmale (Nr. 3), die Ausiibung unmittelbaren
Zwangs gegen das Leben und die Gesundheit natiirlicher Personen im Verwaltungs-
vollzug (Nr. 1) sowie die Verarbeitung personenbezogener Daten zwecks Beurtei-
lung der Personlichkeit, der Arbeitsleistung, der physischen und psychischen Be-
lastbarkeit, der kognitiven oder emotionalen Fihigkeiten von Menschen sowie der
Erstellung von Prognosen iiber die Straffilligkeit einzelner Personen oder Perso-
nengruppen (Nr. 2). Wegen der Gesetzgebungskompetenz des Bundes fiir die Straf-
verfolgung(svorsorge) gem. Art. 74 Abs. 1 Nr. 1 GG ist duBBert zweifelhaft, ob das
Land eine Regelung hinsichtlich der Straffilligkeit treffen durfte.’8! § 5 Abs. 1 S.1
ITEG verlangt eine Klassifizierung der jeweiligen datengetriebenen Informations-
technologie zu den in § 3 Abs. 2 benannten Automationsstufen: Stufe 1 (Assistenz-
system), Stufe 2 (Delegation) oder Stufe 3 (Automation). Gem. § 5 Abs. 1 S. 2ITEG
soll die Zuordnung zur jeweiligen Stufe zur Beurteilung von Risiken sowie fur die
Auswahl geeigneter technischer oder organisatorischer Malnahmen herangezogen
werden. § 5 Abs. 2 ITEG regelt die Ubernahme der Erfiillung der Aufgaben durch
einen menschlichen Amtswalter, etwa bei Hinweisen des Antragstellenden auf ge-
wichtige Umstinde, die einer automatisierten Bearbeitung entgegenstehen (Nr. 1),
oder der Meldung eines Problems bei der Aufgabenbearbeitung (Nr. 2). Nach Satz 2

181 Fir diesen Hinweis mochte ich mich bei Dr. Franziska Lind bedanken.
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muss jederzeit die Moglichkeit zur Abschaltung der Informationstechnologie oder
zur Ubernahme der Bearbeitung durch einen Beschiftigten bestehen.

Grundsitzlich miissen Behérden den Algorithmus von datenbasierten Informa-
tionstechnologien und die dieser zugrundeliegenden Datenbasis offenlegen, aul3er
der Schutz personenbezogener Daten, sonstiger Rechte Dritter oder 6ffentlicher
Interessen stehen entgegen (§ 6 Abs. 1 S. 1 ITEG). Gem. § 6 Abs. 3 ITEG sind
beim Finsatz solcher Technologien zu Kommunikationszwecken oder vergleichba-
ren Aktivititen die Beteiligten vorab zweifelsfrei in verstindlicher Form auf die
Kommunikation mit einem IT-System hinzuweisen und es muss daneben eine al-
ternative Kommunikationsform erméglicht werden, die sich unmittelbar auf
menschliches Handeln zuriickfihren ldsst. Nach Absatz 4 ist Entscheidungen, ins-
besondere Verwaltungsakten, ein Hinweis auf die teilweise oder vollstindige Bear-
beitung und gegebenenfalls Entscheidungsfindung mittels datengetriebener Infor-
mationstechnologien hinzuzufiigen. Fehlt ein Hinweis 1.S.d. Absatzes 4 oder ist die-
ser unvollstindig, fiihrt dies zur Nichtigkeit bei Verwaltungsakten mithilfe oder auf-
grund datengetriebener Informationstechnologien der Stufen 2 oder 3 (§ 6 Abs. 5
ITEG). § 7 ITEG regelt die menschliche Aufsicht sowie die Abdnderbarkeit der
KI-Entscheidungen durch zustindige Beschiftigte. Wihrend § 8 ITEG Vorgaben
in Bezug auf die Datengrundlage und Verarbeitung personenbezogener Daten
macht, sind nach § 9 Abs. 1 ITEG umso umfangreichere MaB3nahmen zur Gewiht-
leistung der Beherrschbarkeit der datengetriebenen Informationstechnologien zu
ergreifen, je héher der Automationsgrad eingestuft wird. § 10 ITEG betrifft die
Sicherheit, Robustheit und Resilienz.

Auf grofies Interesse diirfte die in § 12 ITEG vorgesehene KI-Riige stof3en, da
diese nach Absatz 3 Satz 1 als niederschwelliger und kostenfreier Rechtsbehelf aus-
gestaltet wurde. Danach kann jeder Adressat einer auf datengetriebenen Informati-
onstechnologie der Automationsstufe 2 oder 3 beruhenden Entscheidung innerhalb
eines Monats ab Bekanntgabe die Uberpriifung und Bestitigung, Anderung oder
Authebung der Entscheidung durch eine natiitliche Person verlangen (§ 12 Abs. 1
S. 1 ITEG). Dabet bleibt die Moglichkeit der Einlegung anderer Rechtsbehelfe un-
berthrt, ab Einlegung eines férmlichen Rechtsbehelfs ist die KI-Ruge allerdings
unzulidssig und andere Rechtsbehelfe gehen im Zweifel vor (§ 12 Abs. 1 S. 4-7
ITEG). Bei einer KI-Riige gegen einen Verwaltungsakt gilt dieser gem. § 12 Abs. 2
ITEG als nicht bekannt gegeben und ein neuer Verwaltungsakt darf ausschlieBlich
durch eine natlitliche Person erlassen werden. Es bleibt abzuwarten, ob sich die
verfahrensrechtlichen Sondervorschriften zur Nichtigkeit eines Verwaltungsakts bei
Unterbleiben eines Hinweises sowie zu ihrer Nichtbekanntgabe bei einer KI-Riige
als sinnvoll und praktikabel erweisen werden.
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H. Fazit

Der Erlass von rechtlichen Regelungen zur Einhegung von KI-Anwendungen wird
immer wahrscheinlicher. Wie der VO-E der EU-Kommission und das ITEG zei-
gen, setzt man auf eine risikobasierte Regulierung. Besonders gefihrliche KI-An-
wendungen sollen aus Griinden des Grundrechtsschutzes unterbleiben. Im Ubrigen
sollen diese zum FEinsatz gelangen konnen, unterliegen aber je nach Einstufung
mehr oder minder strengen Anforderungen. Gerade der Blick auf das ITEG besti-
tigt, dass organisatorische Ma3gaben und Verfahrensanforderungen Instrumente
zur rechtlichen Einhegung sind. Sollte auf Unionsebene eine vollharmonisierende
Regelung getroffen werden, wiirden die Mitgliedstaaten dadurch am Erlass strenge-
rer Regelungen gehindert.!82 Im Ubrigen setzt der Einsatz von KI auf Seiten der
Verwaltung ausreichende personelle Kapazititen sowie entsprechende fachliche
Expertise voraus.'$? Damit das Vertrauen in den Staat und die Verwaltung nicht
leidet, sind alle notwendigen Anstrengungen zu unternehmen, damit keine Vielzahl
fehlerhafter Entscheidungen infolge des Finsatzes von KI-Technologien getroffen
wird.

182 Hoffmann-Riem, (Fn. 12), 157.
183 BT, (Fn. 3), 13.
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A. KI und Rechtsetzung — eine Herausforderung
Die Implikationen der als Kinstliche Intelligenz (KI) zusammenfassend bezeichne-
ten Technologien auf alle Bereiche unseres Lebens werden immer deutlicher und
nehmen auf rasante Weise zu. Die Palette der méglichen Einsatzfelder von KI-ba-
sierten Technologien ist breit und bunt. Sie umfasst beispielsweise medizinische
Anwendungen,! autonom fahrende Autos, ,,personliche® Assistenten, Finanz- und
Versicherungsdienstleistungen, pradiktive Instrumente im E-Commerce, Auswahl-
algorithmen von Social Media-Plattformen und intelligente Fabriken. Mit KI-ba-
sierten Sprachgeneratoren wie ChatGPT, Bard & Co sind zuletzt die Leistungsfa-
higkeit und die Risiken von KI einer breiten Offentlichkeit schlagartig bekannt ge-
worden.

Die Gesetzgeber sind (lingst) gefordert, in geeigneter und sachgerechter Weise
auf KI und den von ihr ausgeldsten Wandel zu reagieren.? KI ist kein Naturereignis,
sondern vom Menschen entwickelte und eingesetzte Technik. Sie ist daher rechtlich

1 Vgl. dazu Emily Leckenby et al., ,,The Sandbox Approach and its Potential for Use in Health Tech-
nology Assessment: A Literature Review, Applied Health Economics and Health Policy (2021): 857-

869, abgerufen am 26. Januar 2023, https://doi.org/10.1007/s40258-021-00665-1.

2 Michael Denk, «Aktuelles zur Digitalisierung im Verwaltungs(verfahrens)rechts, in Linzer Legistik-
Gespriche 2021, hrsg. Land Ober6sterreich (Linz: Schriftenreihe des Landes Ober6sterreich, 2022),
98.

DOT: https://doi.org/10.17875/ gup2023-2496
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steuerbar. Das Recht muss einen adiquaten Rahmen fiir die technologischen Ent-
wicklungen schaffen, der Gefahren einddimmt sowie Akzeptanz und Vertrauen der
Menschen in die Technologien vermittelt, ohne dabei unerwiinschte oder unnétige
Hindernisse fiir Innovationen zu etablieren. Die jeweiligen Gesetzgeber stehen da-
bei vor der Herausforderung, nicht nur mit der raschen technologischen Entwick-
lung Schritt zu halten, sondern, idealerweise, die Wirkungen, Moglichkeiten und
Gefahren von KI vorherzusehen und darauf mit geeigneten rechtlichen Vorschrif-
ten zu reagieren.

Auf Ebene der Europdische Union liegt derzeit ein umfassender Entwurf eines
»Gesetzes Uber kiinstliche Intelligenz‘3 (in weiterer Folge KI-VO-E) vor. Dieser
Rechtsakt soll erstmalig europaweite Standards fiir die Entwicklung, das Inverkehr-
bringen, die Inbetriebnahme und Verwendung von Kl festlegen. Der KI-VO-E
verfolgt dabei im Wesentlichen ein dem Produktrecht dhnliches Konzept* und legt
einen starken Fokus auf die Phase der Entwicklung von KI-Systemen,> wobei die
Vorschriften tberwiegend auf sogenannte ,,Hochrisiko-KI“¢ abzielen. Der KI-VO-
E wird zweifelsfrei bedeutsame Vorgaben fir KI-Systeme schaffen, ohne allerdings
den Einsatz von KI schlechthin umfassend zu regeln. Einerseits werden die tber-
wiegenden Regelungen bei zahlreichen KI-Anwendungen mangels Einstufung als
»hochriskant™ nicht relevant sein. Andererseits ist eine KI-Anwendung regelmalig
nicht blof isoliert ein ,,Produkt®, bei dem es ausschlieSlich auf die Entwicklung und
das Inverkehrbringen oder Inbetriebnahme ankommt. Vielmehr ist fiir den Einsatz
von Kl in aller Regel ein materienrechtliches Regelungsumfeld relevant. Der Ein-
satz von KI in unterschiedlichen (Betriebs-)Umgebungen wird auch nach dem In-
krafttreten der KI-VO im jeweiligen Sachzusammenhang rechtliche Herausforde-
rungen mit sich bringen, so beispielsweise im Zusammenhang mit dem Anlagen-
recht, dem Verkehrsrecht, dem Energierecht, dem Arbeitsrecht, dem Finanzmarkt-
und Versicherungsrecht, dem Medizinrecht oder auch dem Verfahrensrecht der
Verwaltungsbehérden und Gerichte. Die (Materien-)Gesetzgeber stehen dabet vor
der komplexen Aufgabe sachgerechte rechtliche Rahmenbedingungen zu etablieren
und dabei der dynamischen Natur von KI-Technologien gerecht zu werden.

3 Vorschlag fiir eine Verordnung des Europiischen Parlaments und des Rates zur Festlegung harmo-
nisierter Vorschriften Fiir Kiinstliche Intelligenz (Gesetz tiber Kiinstliche Intelligenz) und zur Ande-
rung bestimmter Rechtsakte der Union, COM/2021/206 final in der Gberarbeiteten Fassung des
Rats der Europiischen Union vom 06.12.2022, 15698/22. Zum Zecitpunkt der Abfassung dieses Bei-
trags, liegen drei teilweise sehr unterschiedliche Entwiirfe der Organe der Europiischen Union
(Kommission, Rat und Europiisches Parlament) vor. In diesem Beitrag wird in weiterer Folge auf
den Vorschlag des Rates Bezug genommen.

4Vgl. dazu Pkt. B.IIL.

5 Vgl. zB. Art. 10, 14, 15 und 19 KI-VO-E.

6 Vgl. Art. 6 KI-VO-E.
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So kénnen Unsicherheiten dartiber bestehen, wie sich (KI-basierte) Anwendun-
gen bei realen (Markt-)Bedingungen entwickeln.” Selbst die Konformitit mit dem
geltenden Recht ist mitunter nicht abschlieBend ermittelbar.8 Nicht zuletzt scheint
es dullert diffizil bzw. manchmal schier unmdéglich, die Funktionsweise von kom-
plexen KI-Systemen tiberhaupt nachzuvollziehen. Dies fiihrt dazu, dass die Gesetz-
geber den technologischen Entwicklungen sprichwortlich ,hinterherlaufen,” was
mitunter mit erheblichen Rechtsunsicherheiten sowie mit Regelungsdefiziten in Ge-
stalt von Unter- und Uberregulierungen und Fehlsteuerungen verbunden sein kann.
Dazu kommen Unsicherheiten und Defizite auf Ebene des Vollzugs,!? der sich mit
Technologien konfrontiert sieht, auf die sich die herkémmlichen technikrechtlichen
Instrumente hiufig nicht oder nicht hinreichend anwenden lassen. So wird sich in
technikrechtlichen Verfahren nicht immer - beispielsweise mit ,,klassischen® Sach-
verstindigengutachten — abschlieSend kliren lassen, wie sich eine KI-basierte An-
lage verhalten wird und dementsprechend rechtlich zu bewerten ist.!!

Vor diesem Hintergrund ist es angezeigt, Giber neue Formen rechtlicher Tech-
niksteuerung nachzudenken, die helfen kénnen, ein lediglich reaktives und demnach
stets zeitverzOgertes sowie mitunter nicht hinreichend informiertes Handeln des
Gesetzgebers zu vermeiden. Eine derart neue Form kann das Instrument des Real-
labors sein, dem sich auch die KI-VO bedient (dazu unten Pkt. C.IV.1.).

Dieses erginzt den legislativen Vorgang und zudem den administrativen ,,Lern-
prozess“ um ein dynamisches Element, indem es einerseits einen provisorischen,
flexiblen, schnell verfigbaren und dennoch risikominimierenden Rechtsrahmen be-
reitstellt und es dadurch andererseits dem Gesetzgeber ermdglicht, bei der endgtil-
tigen technikrechtlichen Regelung auf fundierte Erkenntnisse des Reallabors zu-
ruckzugreifen. Dieser Beitrag widmet sich dem Instrument des Reallabors und da-
mit einer neuen Form dynamischer Rechtsetzung. Vorangestellt wird ein Uberblick
tber — im &sterreichischen und unionalen Recht — etablierte Formen dynamischer
Rechtsetzung. Den Abschluss bilden Uberlegungen fiir die inhaltliche Ausgestal-
tung eines (moglichst) generischen Reallabor-Rechts.

7 Christoph Krénke, ,,Die Regulatory Sandbox - MaBanfertigung oder Multifunktionstool?,* OZI¥
(2022): 3, (5).

8 Vgl. Krénke, (Fn. 7), 3 (5).

9 Vgl. BMWi, «Neue Riume, um Innovationen zu erproben. Konzept fiir ein Reallabore-Gesetz»
(2021) 4, abgerufen am 26. Januar 2023, https://www.bmwk.de/Redaktion/DE/Publikationen/Di-
gitale-Welt/konzept-fur-ein-reallabore-gesetz.pdf?__blob=publicationFile&v=06.

10 Vgl. Krénke, (Fn. 7), 3 (5).

11 Denk, (Fn. 2), 98.
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B. Etablierte Formen dynamischer Rechtsetzung

I. Technikklauseln

Der Entwicklung von Technik begegnet das Recht schon jetzt mit dynamischen
Elementen. So bedient sich der Gesetzgeber sogenannter ,, Technikklauseln®. Dabei
handelt es sich um eine Regelungstechnik, bei der abstrakt auf den aktuellen Stand
der wissenschaftlichen und/oder praktisch-technischen Erkenntnisse referenziert
wird. Dadurch nehmen derartige Klauseln auf den bestehenden Wissensstand in
einem bestimmten Fachgebiet Bezug.!? Technikklauseln sind unbestimmte Rechts-
begriffe, wie zum Beispiel ,,Stand der Technik,'3  (allgemein) anerkannte Regeln
der Technik“,'* | beste verfiigbare Technik® oder ,,Stand der Wissenschaft®.

Der 6&sterreichische Bundesgesetzgeber verzichtet beispielsweise (mit gutem
Grund) darauf, die konkreten technischen, medizinischen und sonstigen Anforde-
rungen an eine gewerbliche Betriebsanlage festzulegen, sondern verwendet zur Um-
schreibung der Voraussetzungen unbestimmte Begriffe. Eine Betriebsanlage darf
gemil} § 77 Gewerbeordnung 199415 ua. nur dann genehmigt werden,

wenn nach dem Stand der Technik |[...] und dem Stand der medizinischen und der sonst

in Betracht kommenden Wissenschaften zu erwarten ist, daf§ iiberbaupt [...] Gefiabrdungen

[-..] vermieden und Beldstignngen, Beeintrachtigungen |...] auf ein zumutbares Mafs be-

schréinkt werden.

Die unbestimmte Bezugnahme auf einen aktuellen Wissens- oder Wissenschafts-
stand bewirkt eine Flexibilisierung der rechtlichen Anforderungen im Hinblick auf
zukiinftige technische Entwicklungen. Der Gesetzgeber ist dadurch nicht einem
laufenden Uberpriifungs- und gegebenenfalls Novellierungsbedarf ausgesetzt.1 Die
Handhabung von Technikklauseln ist freilich der Verwaltung oder der Gerichtsbar-
keit alleine nicht méglich. Was den jeweiligen ,,Stand der Technik ausmacht, kann
im FEinzelfall in aller Regel nur auf der Grundlage von Sachverstindigengutachten
geklirt werden.!”

12 Gerhard Saria, «Grundsitzliches zum ,Stand der Technik® aus rechtswissenschaftlicher Sicht», in
Der ,Stand der Technik“, hrsg. Gerhard Saria (Wien: NWV neuer wissenschaftlicher Verlag, 2007), 63
ua. mit Verweis auf OGH 24.03.1988, 7 Ob 544/88; Karl Korinek, ,,Zum Erfordernis einer demo-
kratischen Legitimation des Normschaffens,” OZI¥ (2009): 40, (41); Heimo Ellmer und Roman Sch-
remset, ,,Der ,,Stand der Technik“ als Kostentreiber? Sind Stand und Regel der Technik Syno-
nyme?,“ Z1'B (2018): 278, (284).

13 Osterreich. Chemikaliengesetz 1996 — ChemG 1996, BGBL. I 53/1997 in der Fassung BGBI. I
140/2020.

14 Osterreich. Medizinproduktegesetz 2021 — MPG 2021, BGBL. 1 122/2021 in der Fassung BGBL. 1
27/2023.

15 Osterreich. Gewerbeordnung 1994 — GewO 1994, BGBL. 194/1994 in der Fassung BGBI. 1
75/2023.

16 Saria, (Fn. 12), 30.

17 Vgl. zB. VfSlg. 19.804/2013.
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II. Generelle Rechtsetzung der Verwaltung
Eine im Vergleich zum parlamentarischen Gesetzgebungsverfahren regelmafig we-
niger aufwendige und potentiell schnellere Form der generellen Rechtsetzung ist die
Erlassung von generell-abstrakten Rechtsakten — im &sterreichischen Recht als Ver-
ordnungen bezeichnet — durch Verwaltungsbehérden. Nach Art. 18 Abs. 2 B-VG!8
ist in Osterreich jede Verwaltungsbehérde ermichtigt, innerhalb ihres Wirkungsbe-
reiches Verordnungen zu erlassen, wobei derartige Rechtsakte grundsitzlich nur das
prizisieren dirfen, was bereits im Gesetz selbst vorgezeichnet ist.1? Die Erlassung
derartiger Verordnungen bietet sich demnach (gerade auch) fiir die Festlegung tech-
nischer Details an,2 zumal diese bei Bedarf (relativ) rasch aktualisiert werden koén-
nen. So finden sich in Verordnungsform erlassene Sicherheitsvorschriften, etwa im
Bereich des Arbeitnehmer:innenschutzes,?! Schwellenwerte und Emissionsbegren-
zungen, etwa fiir die Einleitung von Abwasser,?? sowie Berechnungsmethoden,
etwa fur die Kapazititen elektrischer Versorgungsnetze.?3

Im Europarecht wird die Kommission (immer hiufiger) zur Erlassung sog. de-
legierter Rechtsakte (zumeist Beschlisse oder EU-Verordnungen) verhalten. So
sieht etwa der Verordnungsentwurf des bereits erwihnten ,,Gesetzes tiber kiinstli-
che Intelligenz* in Art. 7 Abs. 1 und 3 KI-VO-E vor, dass die Kommission dele-
gierte Rechtsakte zur Anderung der Liste in Anhang 111 erlassen kann, um dieser
(weitere) Hochrisiko-KI-Systeme hinzuzufiigen oder zu streichen. Art. 11 Abs. 3
KI-VO-E iibertrigt der Kommission die Befugnis, delegierte Rechtsakte zur Ande-
rung des Anhangs IV zu erlassen, um die technische Dokumentation eines Hochri-
siko-KI-Systems mit Blick auf den technischen Forstschritt stets aktuell zu halten.
SchlieBlich erméglicht Art. 43 Abs. 5 KI-VO-E der Kommission, die Anhinge VI
und VII (zur Konformititsbewertung) angesichts des technischen Fortschritts mit-
tels delegierter Rechtsakte zu aktualisieren.

18 Osterreich. Bundes-Verfassungsgesetz (B-VG), BGBL. 1/1930 in der Fassung BGBI. 1 222/2022.
19 Vgl. Christoph Grabenwarter und Stefan Leo Frank, Bundes-17erfassungsgesetz und Grundrechte B-1'G
(Wien: Manz Verlag, Stand 20.06.2020, rdb.at), Art. 18 B-VG Rn. 11.

20 Vgl. zB. die detailreichen Regelungen der Verordnung des Bundesministers fiir Wirtschaft und Ar-
beit iiber die Begrenzung der Emission von luftverunreinigenden Stoffen aus Anlagen zur Erzeu-
gung von Nichteisenmetallen und Refraktirmetallen, BGBL. II 86,/2008.

2t Osterreich. Verordnung optische Strahlung — VOPST, BGBI. II 221/2010.

22 Osterreich. Verordnung des Bundesministers fiir L.and- und Forstwirtschaft iiber die Begrenzung
von Abwasseremissionen aus der Chlor-Alkali-Elektrolyse - AEV Chlor-Alkali-Elektrolyse, BGBL
672/1996 in der Fassung BGBI. II 128/2019; Verordnung des Bundesministers fur Land- und
Forstwirtschaft, Umwelt und Wasserwirtschaft tiber die Begrenzung von Abwasseremissionen aus
grafischen oder fotografischen Prozessen - AEV Druck — Foto, BGBL. II 45/2002 in der Fassung
BGBL. II 128/2019.

23 Osterreich. Kapazititsberechnungsmethoden-Verordnung 2022 — KBM-V 2022, BGBI. I1
350/2022.
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III. New Approach im Europiischen Produktrecht
Die Europdische Union setzt fiir ihr Produktrecht auf den sogenannten ,,New Ap-
proach“:?* Im Kern besteht dieser — in den 1980er-Jahren entwickelte — Ansatz auf
ein Zusammenspiel von Rechtsakten (Verordnungen, Richtlinien und staatliche
Umsetzungsrechtsakte) und technischen Normen. Den Rechtsakten ist es primir
vorbehalten, generalklauselartig ein einheitliches Schutzniveau fiir Produkte festzu-
legen.?> 26 Da zugleich auf die Regelung von technischen Details verzichtet wird,
sind diese Rechtsakte ,langlebiger”. Die Festlegung technischer Einzelheiten zur
Sicherheit von Produkten ist hingegen auf (harmonisierte) technische Normen aus-
gelagert, die von den Europidischen Normungsgremien (CEN, CENELEC und
ETSI) auszuarbeiten und zT durch nationale Normungsgremien (zB. Austrian Stan-
dards Institute) in eigene (zB. O-)Normen umzusetzen sind.?’ 28

Dem Regelungsmodell des ,,New Approach” folgt auch der KI-VO-E (vgl. dazu
Pkt. C.IV.1.), das speziell fiir sogenannte Hochrisiko-KI-Systeme ein Zusammen-
wirken von generisch formulierten — sehr abstrakten — Anforderungen der EU-Ver-
ordnung und detaillierten technischen Anforderungen an solche Systeme in Not-
men vorsieht.?” In seinen Art. 8 bis Art. 15 listet der Verordnungsentwurf umfang-
reiche aber allgemein formulierte Anforderungen fiir Hochrisiko-KI-Systeme auf.
Nach Art. 40 Abs. 1 KI-VO-E wird die Konformitit mit diesen Anforderungen
vermutet, sofern die Systeme den einschligigen harmonisierten Normen entspre-
chen. Die Normung soll eine Schliisselrolle bei der Einhaltung der Verordnung ein-
nehmen.® In Ermangelung einschligiger harmonisierter Normen wird die Kom-
mission ermichtigt, technische Spezifikationen in Form von Durchfithrungsrechts-
akten zu erlassen.?!

2 Der ,,New Approach® wutrde durch den Beschluss 768/2008/EG aktualisiert und auf eine neue
rechtliche Grundlage (,,New Legislative Framework®) gestellt (vgl. Beschluss 768/2008/EG des Eu-
ropiischen Parlaments und des Rates vom 09.07.2008 tiber einen gemeinsamen Rechtsrahmen fir
die Vermarktung von Produkten und zur Aufhebung des Beschlusses 93/465/EWG des Rates, ABL
2008, 1. 218/82).

2> Thomas Klindt, ,,Der ,new approach‘ im Produktrecht des europiischen Binnenmarkts: Vermu-
tungswirkung technischer Normung,” E#ZI (2002): 133, (133 £.).

26 Michael Mayrhofer, «Produktrecht», in Wirtschaftsverwaltungsrecht, hrsg. Andreas Hauer, Barbara
Leitl-Staudinger, Michael Mayrhofer und Katharina Pabel (Luftenberg: Pedell Wissenschaftsverlag,
2013), 234 ff.

27Diesen Normen kommt kein verpflichtender Charakter zu. Ihre Anwendung durch die Hersteller
erfolgt auf freiwilliger Basis. Es gilt jedoch eine Vermutung dahingehend, dass ein Produkt, welches
nach den verbindlichen Sicherheitsanforderungen der Richtlinie hergestellt wurde, den verbindlichen
Sichetheitsanforderungen der Richtlinie entspricht.

28 Mayrhofer, (Fn. 26), 236.

2 Vgl. ErwGr. 52 KI-VO-E.

30 ErwGr. 61 KI-VO-E.

31 Vgl. ErwGr. 61 und Art. 41 KI-VO-E.
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IV. Schwichen der herkémmlichen Formen dynamischer Rechtsetzung
Die beschriebenen Modelle eignen sich zu einer ,,Dynamisierung® des Rechts. Sie
weisen gleichwohl allesamt Schwichen auf, die bei der Regelung von KI besonders
gravierend ausfallen kénnen. So ist die Verwendung unbestimmter Rechtsbegriffe
in Gestalt von Technikklauseln nicht geeignet, ein vollstindiges Regelungsset fiir
die Entwicklung und/oder den Einsatz einer Technologie zu schaffen. Zudem ist
zur Bestimmung des Inhalts solcher Rechtsbegriffe stets ein — zumeist fiir den Voll-
zug aufwendiger — Riickgriff auf nicht-rechtliche Emanationen, wie beispielsweise
technische Normen, fachliche Leitlinien, Richtlinien von Fachgesellschaften od., et-
forderlich, womit die eigentliche ,,Regelung® wenig vorhersehbar ist und zudem
insbesondere nicht vom demokratisch legitimierten Gesetzgeber getroffen wird.

Das demokratische Defizit eines ,,Sachverstindigen-Rechts* haftet ganz allge-
mein auch dem New Approach-Modell an.’? Auflerdem kann dieses Modell dazu
fithren, dass einige wenige (zumeist grof3e) Wirtschaftsakteure ,,ihre” technischen
Standards durchzusetzen versuchen. Der Leistungsfihigkeit dieses Modells sind da-
her Grenzen gesetzt, weil die entscheidenden Rahmenbedingungen fiir eine Tech-
nik aus demokratischer Perspektive dem Gesetz vorbehalten bleiben miissen und
nicht der technischen Normung iiberlassen werden diirfen. Wenn aber, wie bei der
Regelung von KI, die entscheidenden Rahmenbedingungen selbst einem laufenden
Anpassungsdruck unterliegen, schafft auch der New Approach mitunter nicht ge-
ntgend Flexibilitit, um am Ball der technologischen Entwicklung zu bleiben: auch
die Entwicklung von technischen Normen ist ein (zeit- und ressourcen-)aufwendi-
ger Prozess.

Dazu kommt, dass sowohl Rechtsakte, die dem New Approach-Modell folgen,
als auch administrative Rechtsakte fiir sich in Anspruch nehmen, zu einem be-
stimmten Zeitpunkt ein ,,fertiges™ technikrechtliches Korsett zu schaffen. Da KI
jedoch keine herkémmliche, in ihrer Funktionsweise und in ihren Auswirkungen
gut fassbare Technologie ist, lduft dieser Ansatz — wohl noch viele Jahre — Gefahr,
erhebliche Regelungsdefizite hervorzubringen. So kénnen unbe- oder -erkannte,
selbst der Wissenschaft noch verborgene und erst etwa bei der konkreten Verwen-
dung auftretende Gefahrenquellen oder -szenarien Risiken begriinden, die zum
Zeitpunkt der Rechtsetzung oder Normung schlichtweg nicht mitbedacht werden
kénnen. Die Genese des Entwurfs eines KI-Gesetzes ist ein gutes Beispiel fiir dieses
Problem. So hat erst Anfang 2023 das EU-Parlament — wohl unter dem ,,frischen®
Eindruck der Leistungstihigkeit von ChatGPT — eine (deutliche) Verbreiterung des
urspringlich blof3 individualistischen Risikoansatzes des Art. 5 des Entwurfes um
gesellschaftliche Risiken eingemahnt und im Juni 2023 eine Regelung flir generative

32 Vgl. Konrad Lachmayer, ,,Verfassungsrechtliche Probleme der Normung,* ZTR (2015): 87,
(88 ftf.); Martin Ebers, ,,Standardisierung Kiinstlicher Intelligenz und KI-Verordnungsvorschlag,
RDi (2021): 588, (593).
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KI vorgelegt.®® Was wire gewesen, wenn das KI-Gesetz entsprechend dem ur-
sprunglichen Fahrplan zu diesem Zeitpunkt bereits beschlossen gewesen wire?

C. Dynamische Rechtsetzung in Form von Reallaboren

I. Begriff

Sowohl dem Staat als auch den Wirtschaftsbeteiligten fehlt es bisweilen an Mglich-
keiten zur Erprobung von technologischen Innovationen, um auf diesem Weg
Kenntnis von der tatsichlichen Funktionsweise und den tatsichlichen Auswirkun-
gen einer konkreten (Anwendung einer) Technologie zu erlangen. Dem Staat blei-
ben in einem solchen Fall prima vista nur die Optionen, entweder mit der Regelung
der Technologie zuzuwarten, oder gleichsam auf gut Gliick auf einer unsicheren
oder unvollstindigen Informationsbasis einen generell-abstrakten Rechtsrahmen zu
schaffen oder auf einer allgemeinen rechtlichen (beispielsweise produkt- oder ge-
werberechtlichen) Grundlage tiber die Zulissigkeit des Einsatzes einer Technologie
individuell zu entscheiden. Die Wirtschaftsbeteiligten miissen mitunter erhebliche
Rechtsunsicherheiten in Kauf nehmen, wenn sie die Technologie ungeachtet einer
unklaren Rechtslage einsetzen, oder sie sehen sich rechtlichen Hurden gegeniiber,
die sie vom Einsatz der Technologie Abstand nehmen lassen.

Derartige Defizite kann ein neuer Ansatz zur rechtlichen Regelung von innova-
tiven, insbesondere digitalen Technologien und deren Anwendungen durch evi-
denzbasierte Erprobungen unter realen Bedingungen beseitigen helfen:3* Sog. ,,Re-
allabore® (engl. Regulatory Sandbox; span. Espacio controlado de pruebas) sind
rechtlich eingerichtete Rdume fiir die Erprobung neuer Technologien oder neuer
Anwendungen einer bestimmten Technologie. Sie erméglichen es, solche Techno-
logien oder Anwendungen (etwa in Produkten oder Dienstleistungen) innerhalb ei-
nes begrenzten zeitlichen Rahmens und im engen Austausch mit der zustindigen
Behorde unter gewissen Voraussetzungen und Modalititen — im ,,Echtbetrieb® —

33 Vgl. Abdnderungen des Europiischen Parlaments vom 14.06.2023 zu dem Vorschlag fiir eine Ver-
ordnung des Europiischen Parlaments und des Rates zur Festlegung harmonisierter Vorschriften fiir
kiinstliche Intelligenz (Gesetz tiber kiinstliche Intelligenz) und zur Anderung bestimmter Rechtsakte
der Union (COM(2021)0206 — C9-0146/2021 — 2021/0106(COD)); European Parlament Press Re-
lease, «Al Act: a step closer to the first rules on Artificial Intelligence», abgerufen am 27. Juli 2023,
https:/ /www.curopatl.curopa.cu/news/en/press-room/20230505IPR84904/ ai-act-a-step-closet-to-
the-first-rules-on-artificial-intelligence; European Parlament Press Release, «MEPs ready to negotiate
first-ever rules for safe and transparent Al», abgerufen am 27. Juli 2023,

https:/ /www.curoparl.curopa.cu/news/en/press-room/202306091PR96212/meps-ready-to-negoti-
ate-first-ever-rules-for-safe-and-transparent-ai.

3 BMWi, (Fn. 9), 2.
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zu erproben,® ohne dass alle ansonsten, dh. au3erhalb des Reallabors geltenden
rechtlichen Anforderungen erfillt werden missen.

Das rechtliche Instrument des Reallabors zeichnet sohin aus, dass die praktische
Erprobung einer (Anwendung einer) Technologie mit einer befristeten Abweichung
(Ausnahme) von den rechtlichen Vorgaben effektuiert wird. Dies ist deshalb not-
wendig, weil technische und hier insbesondere KI-basierte Innovationen mitunter
nicht oder nur bedingt mit diesen Vorgaben, die in aller Regel noch nicht mit diesen
Innovationen ,,rechnen® und damit nicht auf diese zugeschnitten sind, vereinbar
sind oder ihre Vereinbarkeit mit diesen Vorgaben prima vista keinem finalen Urteil
zuginglich ist.36 Durch Reallabore wird also ein rechtlicher ,,Erprobungs(frei)raum
fir jene Innovationen erdffnet, die ansonsten (méglicherweise) an die Grenzen des
geltenden Rechtsrahmens stoflen wiirden.’” Nach der Definition des Rats der Eu-
ropiischen Union sind Reallabore

wRonkrete Rabmen, die, indem sie einen strukturierten Kontext fiir Experimente vorgeben,
es ermaglichen, innovative Technologien, Produkte, Dienstleistungen oder Ansdtze - aktu-
ell insbesondere im Zusammenhang mit der Digitalisiernng - wo geeignet in einer realen
Unmgebung fiir einen begrenzten Zeitranm oder in einem begrenzten Leil einer Branche oder
eines Gebiets unter regulatorischer Aufsicht und Gewdibrleistung angemessener Schutz-
mafSnabmen u erproben. 553

Legistisch wird dieser ,,strukturierte Kontext* durch sogenannte ,,Experimentier-
klauseln® abgebildet. Diese sind nach der Definition des Rats

% Christoph Kronke, ,,Regulatory Sandboxes aus der Perspektive des Allgemeinen Verwaltungs-
rechts, OZIY (2020): 108, (109, 111).

36 Vel. BMWK, «Freirdume fiir Innovationen. Handbuch fir Reallaborey, (2019), 7, abgerufen am
26. Januar 2023, https:/ /www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/handbuch-
fuer-reallabore.pdf?__blob=publicationFile&v=14; Denk, (Fn. 2), 99.

3 BMWi, (Fn. 9), 2.

38 Schlussfolgerungen des Rates zu Reallaboren und Experimentierklauseln als Instrumente fiir einen
innovationsfreundlichen, zukunftssicheren und resilienten Rechtsrahmen zur Bewiltigung disrupti-
ver Herausforderungen im digitalen Zeitalter, ABL. C 2020/447 Z. 8.

3 Vgl. auch die Definition des deutschen BMWK, welches Reallabore als ,,zeit/ich und raumlich be-
grenzte Testrinme, in denen innovative Technologien oder Geschaiftsmodelle unter realen Bedingungen erprobt werden*,
definiert. (BMWK, (Fn. 36), 7). Der KI-VO-E umschreibt Reallabore in ErwGr. 72 als Einrichtun-
gen zur Férderung von Innovationen im Bereich von KI, bei denen eine kontrollierte Versuchs- und
Erprobungsumgebung fiir die Entwicklungsphase und die dem Inverkehrbringen vorgelagerte Phase
geschaffen wird, um sicherzustellen, dass die innovativen KI-Systeme mit dieser Verordnung und
anderen einschligigen Rechtsvorschriften der Union und der Mitgliedstaaten in Einklang stehen.


https://www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/handbuch-fuer-reallabore.pdf?__blob=publicationFile&v=14
https://www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/handbuch-fuer-reallabore.pdf?__blob=publicationFile&v=14
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wRechtsvorschriften, die es den fiir ibre Umsetzung und Durchsetzung ustandigen Behor-
den ermaiglichen, fiir die Erprobung innovativer Technologien, Produkte, Dienstleistungen
oder Ansétze von Fall zu Fall ein gewisses Maf§ an Flexcibilitat walten zu lassen.*40

Die Erkenntnisse aus der Erprobung im Reallabor verschaffen dem Staat bzw. sei-
nen Rechtsetzungs- und Verwaltungsorganen Wissen iiber die Technologie.
Dadurch kann er faktenbasiert die rechtliche (Non-)Konformitit des Erprobungs-
gegenstandes erkennen und gegebenenfalls geeignete Vorschriften fiir den Einsatz
der Technologie oder deren Anwendung erlassen. Reallabore sind demnach kein
Instrument zur Deregulierung, sondern ein Vehikel fiir eine bessere Regulierung,.

II. Funktionsweise und Ausgestaltung

Die rechtliche Etablierung des Erprobungsraums kann gesetzestechnisch auf unter-
schiedliche Weise erfolgen. In Betracht kommen Ausnahmeregelungen oder sons-
tige Modifikationen des geltenden rechtlichen Rahmens. Die Experimentierklausel
kann entweder die Erprobung eines bestimmten Vorhabens, etwa ein spezielles in-
novatives Geschiftsmodell oder einen konkreten Einsatz einer Technologie, regeln
oder vorhabensoffen formuliert sein.*! Einschrinkend kann sich eine solche, an sich
,»offene® Regelung auf eine bestimmte Technologie bezichen.*? Art und Umfang
der privilegierenden rechtlichen Rahmenbedingungen kénnen ebenso auf vielfiltige
Weise ausgestaltet sein. Denkbar sind in materieller Hinsicht etwa Ausnahmen oder
Modifikationen von herkémmlichen Sicherheitsstandards, in prozessualer Hinsicht
etwa Ausnahmen von bestimmten (zB. Genehmigungs-)Verfahren oder etwa auch
fiskalische Erleichterungen. Je nach Eigenart und Bedarf kann der Betrieb eines
Reallabors von der Erlassung eines individuellen Verwaltungsakts abhingen oder
unmittelbar auf Grundlage der generellen Rechtslage durchgefithrt werden. Denk-
bar sind auch sogenannte ,,No-Action-Letters” (NAL), mit denen der erprobende
Wirtschaftsbeteiligte — auf einer entsprechenden gesetzlichen Grundlage — eine be-
hérdliche Zusicherung erhilt, dass keine Mallnahmen gegen das im Reallabor er-
probte Vorhaben ergriffen werden.*

Der Betrieb eines Reallabors muss vor diesem Hintergrund von bestimmten
Voraussetzungen abhingen. Ubliche Voraussetzungen werden insbesondere die
Erprobungsreife (Testreife) und der Innovationswert des zu erprobenden Vorha-
bens sein. Dazu kommen Bestimmungen tber zeitliche, sachliche und/oder 6rtliche

40 Schlussfolgerungen des Rates zu Reallaboren und Experimentierklauseln Z. 9. Vgl. auch BMWI,
(Fn. 9), 2.

4 Denk, (Fn. 2), 100.

42 Harry Armstrong, Imre Bard und Ebba Engstrém, «Regulator Approaches to Facilitate, Support
and Enable Innovation», (2020), 23, abgerufen am 26. Januar 2023, https://assets.publishing.set-
vice.gov.uk/government/uploads/system/uploads/attachment_data/file/861078/regulator-approa-
ches-facilitate-support-enable-innovation.pdf.

43 Siehe dazu Kronke, (Fn. 7), 3 (0).
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Begrenzungen der Erprobungsphase.# Um die Auswirkungen der Befreiung von
einem allgemeinen Regulierungsrahmen auszugleichen, wird der Betrieb eines Real-
labors in der Regel von einer (engmaschigen) behérdlichen Uberwachung begleitet
werden miissen. Damit die Funktionsweise sowie die Chancen und Risiken des er-
probten Vorhabens ermittelt und allfillige Unklarheiten beseitigt werden koénnen,
bedatf es einer flankierenden und abschlieBenden Evaluierung der Erprobung, de-
ren Frgebnisse als Grundlage fiir eine (bessere) Rechtsetzung genutzt werden kon-
nen. So kénnen die durch die Evaluierung zutage geférderten Erkenntnisse zur Bei-
behaltung, zur Weiterentwicklung oder auch zur Beseitigung von materiell- oder
prozessrechtlichen Vorschriften fiihren.

Reallabore kénnen iiberdies dazu beitragen, das Verwaltungshandeln evidenz-
basierter zu gestalten. Beh6rden kénnen Wissen iber die getestete Technologie
generieren und so nach Abschluss der jeweiligen Erprobungsphase (besser) beur-
teilen, ob der Erprobungsgegenstand den einschligigen rechtlichen Anforderungen
entspricht oder nicht. Sie kénnen demnach beispielsweise aufgrund der Erprobung
tber die Genehmigungsfihigkeit einer Anlage, eines Produkts oder einer Dienst-
leistung entscheiden.*6

Schlief3lich kann auch der Betreiber eines Reallabors einen Nutzen aus diesem
ziehen. Er kann eine Technologie rasch und rechtssicher im ,,Echtbetrieb® einset-
zen, erlangt faktische Kenntnisse iiber den Erprobungsgegenstand und Rechtssi-
cherheit tiber dessen Vereinbarkeit mit den einschlidgigen rechtlichen Anforderun-
gen, die auBBerhalb des Reallabors geltenden. Alle diese Aspekte zeigen, dass Realla-
bore eine relevante Malnahme zur Beférderung technischer Innovationen und zur
Schatfun