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5 Transforming the secondary use of patient
data in the European Health Data Space

A challenge for the patient’s right
to medical confidentiality?

Daniela Spaji¢

5.1 Introduction

Health data collected during healthcare provision is essential for advancing
medical research and public health.! In particular, it is crucial for developing
new medicines and improving personalised treatment.> Yet, this data —
collected in a patient’s medical records — contains sensitive information about
the individual’s health.

Historically, and also under modern human rights frameworks, patients’
medical information has been subject to medical confidentiality. At the core of
this principle is the unique relationship of trust between the patient and the
medical professional, which encompasses an ethical dimension. It allows med-
ical professionals to share data with others without patient consent exception-
ally for reasons that are, for instance, in the public interest or serve patient
safety.’ The healthcare professional’s duty of confidentiality ensures that the
use of such data is restricted to the limitations of the treatment contract
between patients and healthcare providers.*

In the EU, exceptions to patient confidentiality are laid down at multiple
levels. The General Data Protection Regulation (GDPR) balances an individ-
ual’s right to data protection and privacy with the collective interest in the (re-)
use of personal data. Currently however, the specifics of access to patient data
for different purposes are largely regulated at the national level. Regarding the
sharing of patient data, some domestic legal frameworks reflect the balance
between maintaining an individual’s right to privacy and the objective of pro-
viding quality care by differentiating between sharing information with other
care professionals to ensure quality care and the disclosure to other third-party
actors.’ The Council of Europe Recommendation also integrates such a differ-
entiation. It urges that controllers and processors who are not health profes-
sionals should only process health-related data according to rules of
confidentiality and security measures that ensure a level of protection equiva-
lent to the one imposed on health professionals.®

The recently adopted European Health Data Space Regulation” (EHDS)
seeks to transform the health data sharing regime as it implements rules that
facilitate the secondary use of electronic health record data, which includes
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patient data concerning health and genetic data in an electronic form, for var-
ious purposes. By providing specific rules for the use of such data at European
Union (EU) level, the EU legislature shifts the focus from national to EU law,
thereby transforming the legislative landscape to enable the sharing of patient
data within and across member states.

Existing analyses have given little attention to the implications of the
European Health Data Space for the physician’s obligation to confidentiality.
Understanding the balance between confidentiality and data protection law is
an essential cornerstone of the protection of patient data, since sensitive pieces
of information can provide pivotal insights into a person’s health status.

The objective of this chapter is to scrutinise the rules of the EHDS concern-
ing the secondary use of patients’ electronic health record data (EHRD) from
the perspective of medical confidentiality. The chapter first introduces the con-
cept of medical confidentiality to illustrate its overarching significance in health-
care. Next, pertinent jurisprudence decided by the European Court of Human
Rights (ECtHR) on the confidentiality of health data will be discussed.
Afterwards, the author analyses selected provisions of the GDPR and the EHDS
which relate to the secondary use of electronic health record data and confiden-
tiality. This chapter argues that further specification within the legislative text
through the EU legislature would have been needed to offer adequate protection
to patients without diminishing their right to medical confidentiality.

5.2 The concept of medical confidentiality

Medical confidentiality is a keystone in medical ethics. The duty of medical
professionals to maintain confidentiality guarantees the protection of patient
information collected by and shared with medical professionals in the course
of the patient’s treatment, even after the patient’s death.® Patients ought to
speak freely about their mental and physical condition with their doctor, which
in turn ought to enable healthcare professionals to make correct diagnoses and
identify adequate treatments for their patients.

Although it can also extend to other healthcare professionals, the duty to
preserve medical confidentiality is grounded in the Hippocratic Oath, which is
historically binding on physicians. Confidentiality is sometimes enshrined in
domestic law (for example, in general® or healthcare-related!® frameworks). If
breached without justification, this can result in disciplinary proceedings or
sanctions under penal or civil law.!!

The European Regional Office of the World Health Organisation published a
notable set of principles regarding the rights of patients in Europe in 1994, includ-
ing an articulation of what confidentiality and privacy ought to constitute.'
Specifically, Article 4 of the declaration states that all ‘information about a
patient’s health status, medical condition, diagnosis, prognosis and treatment and
all other information of a personal kind must be kept confidential, even after
death’. Such confidential information may ‘only be disclosed if the patient gives
explicit consent or if the law expressly provides for this’. The Oviedo Convention,
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which aims to protect the dignity and identity of human beings with regard to the
application of biology and medicine, incorporates the right to respect for private
life, hence confidentiality, concerning information about one’s health.!* As similar
formulations have found their way into domestic texts codifying patient rights,'
it becomes evident that the physician’s obligation to maintain patient confidenti-
ality constitutes not only a duty of physicians and other care professionals but
also a right of patients.!> Even the sharing of patient data among medical profes-
sionals can be subject to limitations, which vary among member states.!¢

The way that patient information is managed has changed over the past
decades. Patient information is not merely about what the doctor knows. It is
stored in various locations such as medical records or registries, facilitating
potential disclosure through access to these files.

5.3 Confidentiality and its interaction with data protection law
regarding the secondary use of health data in healthcare

In this section, relevant case law of the European Court of Human Rights will
be presented and elaborated upon in order to demonstrate the jurisprudential
and doctrinal development of confidentiality of health data. The section then
discusses patient confidentiality under the GDPR. The analysis builds the
basis for the later investigation of the secondary use of health data in the EHDS.

5.3.1 Confidentiality as per the European Court of Human Rights: a vital
principle, but not an absolute right

At the European regional level, Article 8 of the European Convention on
Human Rights (ECHR),!” guaranteeing the right to respect for private and
family life, home and correspondence, protects the right to confidentiality of
medical data. While the right to respect for one’s private life is broader in scope,
confidentiality forms part thereof, imposing limitations on the disclosure of
information.!* However, medical confidentiality is not an absolute right, and
the patient’s interest in confidentiality can be overruled where it conflicts with
a competing interest, such as the re-use of patient data for public health pur-
poses. As per Article §(2) ECHR, there shall be no interference by a public
authority with the exercise of this right unless in accordance with the law and
necessary in a democratic society, taking into account the interests listed in
Article 8(2) of the Convention.

5.3.1.1 Confidentiality as an aspect of the right to respect for private life

The ECtHR has assessed the relevance of the confidentiality of health data in
various cases. In particular, Z v Finland" delivers a significant decision where
the Court assessed the applicant’s objection to the use of her medical data
(encompassing information about the applicant’s HIV infection) during the
proceedings of a criminal court.
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The Court determined that respecting the confidentiality of health data is a
‘vital principle’ in light of this fundamental right and thus must be respected
by all contracting parties to the Convention.?® The importance of the case is
that it presents the twofold objective of medical confidentiality. Maintaining
confidentiality of patient data addresses privacy concerns that arise for the
patient through the disclosure of such sensitive information about their health.
Furthermore, protecting patients’ privacy enables patients to control who can
access their data and maintains their trust and confidence in the medical pro-
fession and the provision of healthcare.?!

Diminished confidence in the healthcare system bears various risks.
Individuals could be reluctant to visit their physician, which would adversely
impact their health. Also, this carries further-reaching implications that can
harm community interests in preventing the spread of community diseases or a
pandemic. Consequently, the Court concluded that maintaining trust in confi-
dentiality will ‘weigh heavily’ in the balancing exercise. The ECtHR shows spe-
cial consideration for the protection of the confidentiality of health data such as
information about an individual’s HIV infection, requiring ‘careful scrutiny’ by
the court and ‘the safeguards designed to secure an effective protection’. Thus,
it is pivotal that domestic law safeguards patient confidentiality and discourages
any disclosure of personal data to the public unless a public interest is present.?

5.3.1.2  Interference in accordance with the law and necessary in a
democratic society

According to the jurisprudence of the European Court of Human Rights, the
storing and using of personal data can already constitute an interference® with
an individual’s right to respect for private life as per Article 8(1) of the
Convention. Nonetheless, such an interference can be justified according to
paragraph two, provided the interference is in accordance with the law and
necessary in a democratic society for one of the reasons enumerated in Article
8(2) of the Convention.

According to the majority view of the European Court of Human Rights,
information about a person’s medical history and treatment may be disclosed
to the public under certain circumstances if the law justifies it.>* Notably, some
voices have questioned the relationship between the duty of medical confiden-
tiality and data protection law, in particular, whether data protection legisla-
tion can take precedence over the duties of the medical professional to
safeguard confidentiality and, hence, exempt the professional from the prohi-
bition to share data concerning health without the patient’s consent.?* Similarly,
according to the partly dissenting opinion of Judge de Mayer in Z v Finland,*
medical confidentiality is not merely a matter of national discretion, but a
human right that does not embed a margin of appreciation, and is thus to be
respected by all member states. Furthermore, the dissenting opinion suggests
that disclosing patient data must be subject to high standards, which not every
public interest fulfils.
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Even if domestic law allows access to and collection of medical data by
public authorities, LH v Latvia® illustrates that it is not sufficient if the compe-
tence of the public authority is described in a general manner. In the case, a
national body inspected and evaluated the medical treatment that the applicant
received in a public hospital based on the applicant’s medical files obtained
from three different institutions. For conducting this inquiry, the national law
transposed a legal basis.

The European Court of Human Rights indicated that the law must be for-
mulated with sufficient precision and provide adequate safeguards against
arbitrariness in order to be compatible with the rule of law.?® In the case at
hand, the domestic law did not limit the scope of the data that could be col-
lected by the public authorities, which led the public authority to collect medi-
cal data about the applicant for seven years without assessing whether the data
was ‘potentially decisive’, ‘relevant’ or ‘important’® for achieving the aim of
the public authority. As the inquiry by the public authority commenced seven
years after the applicant’s sterilisation, it was doubted whether the data was
even ‘necessary for purposes of medical treatment [or] provision or administra-
tion of health care services’ in accordance with the national law. In light of
these considerations, it became less relevant for the court whether the staff of
the public authority itself had a legal duty to maintain confidentiality.*
Consequently, the court held that the domestic law was not sufficiently pre-
cisely formulated. Furthermore, the scope of discretion by the public authority
and the manner of its exercise were not sufficiently specified.’!

As indicated above, Article 8(2) of the European Convention on Human
Rights lists concrete interests that can be balanced against an individual’s
interest in his or her right to private life, namely interests of national security,
public safety or the economic well-being of the country, the prevention of dis-
order or crime, the protection of health or morals, or the protection of the
rights and freedoms of others. Interestingly, however, the Oviedo Convention*
did not consider all exceptions listed in Article 8(2) of the European Convention
on Human Rights as relevant. The reason being was that it did not appear
desirable to make the protection of a person’s rights in the health sphere sub-
ject to defending the economic well-being of the country,® public order or
morals, and national security.?

Finally, unavoidable interference should be limited to the extent that it is
strictly necessary in a democratic society.*> According to the European Court
of Human Rights, the notion of necessity within the meaning of Article 8 of
the Convention implies the existence of a ‘pressing social need’ and, in particu-
lar, that the measure is proportionate to the legitimate aim.* Thus, the notion
of ‘public interest’ has to meet the high threshold of a ‘pressing social need’
which could encompass for instance travel restrictions as a potential public
health measure where a risk of the spread of highly contagious diseases exists.”’
What constitutes a ‘pressing social need’ and how the principle of confidential-
ity is to be applied is, according to the Court, a decision that remains with the
contracting countries as it is in their ‘margin of appreciation’.*®
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5.3.2  The concept of medical confidentiality under the GDPR

Moving to the GDPR, the Regulation seeks to balance the (re-)use of patient
data for the improvement of healthcare, research and public health with the
patient’s right to data protection and (medical) privacy.* Consequently, for
data holders to share personal electronic healthcare record data (EHRD) with
health data access bodies as foreseen by the EHDS, they need to comply with
the rules of the GDPR in addition to those set out in the EHDS.

According to the GDPR, the processing of data concerning health and
genetic data as a special category of personal data is generally prohibited as
per Article 9(1) GDPR. In contrast, Article 9(2) GDPR exempts this prohibi-
tion, thereby legitimising the processing of data concerning health in conjunc-
tion with an adequate legal basis laid down in Article 6 GDPR. Data controllers
must choose an adequate legal basis for the processing of these data types,
whereby none of the legal grounds receives precedence over the other.

The GDPR uses the notion of professional secrecy where the medical con-
fidentiality of patient data is concerned. For healthcare purposes, the GDPR
incorporates a provision with Article 9(2)(h) GDPR that is tailored to the need
for processing patient data. Specifically, it enables processing of special catego-
ries of personal data such as data concerning health and genetic data for pur-
poses of preventive or occupational medicine, medical diagnosis, or the
provision of health or social care more generally on the basis of Union or
national law or pursuant to contract with health professionals and subject to
the conditions and safeguards as per Article 9(3) GDPR.% The latter in par-
ticular requires that special categories of personal data are processed by or
under the responsibility of a professional who is subject to the obligation of
professional secrecy. Other persons may also process personal data as long as
they are subject to an obligation of secrecy.* From this provision, it becomes
evident that the GDPR uses the notion of professional secrecy where the med-
ical confidentiality of patient data is concerned.

Additionally, although it does not provide a specific definition for the term,
the GDPR has also embedded the concept of ‘confidentiality’ as one of its
principles applicable to the processing of personal data, namely the principle
of integrity and confidentiality.* This principle requires data controllers and
processors to process personal data in a manner ‘that ensures appropriate secu-
rity of personal data’. This includes the obligation to implement appropriate
technical and organisational safeguards for protection against unauthorised or
unlawful processing, accidental loss, destruction or damage, using technical or
organisational measures.** By doing so, the GDPR positions the term ‘confi-
dentiality’ mainly in relation to the security of the processing operations.* It
also does so in terms of other relevant provisions of the GDPR, such as in
Articles 28% and 32 GDPR.* Similarly, the European Data Protection Board
(EDPB) specifies the role of the principle of integrity and confidentiality, con-
sidering it as a means to avoid data breaches and to ensure compliance with the
rules and principles concerning data processing under the GDPR, thereby also
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assuring compliance with the data protection by design and by default princi-
ples.” Implementing security is, as the EDPB stresses, an ongoing process that
requires continuous assessment of the measures in place and their appropriate-
ness to address technical threats or weaknesses.*

The deployment of appropriate technical and organisational measures is
pivotal, particularly for protecting the rights and freedoms of natural persons,
as Recital 78 GDPR highlights. In addition to putting adequate information
systems in place (such as the technical means to manage access control and
enable secure data transfers),* against that background, the principle of data
minimisation® can be considered another component or facilitator for secur-
ing data confidentiality by limiting personal data collection and data usage to
the absolute minimum.>!' The process of pseudonymising®? or anonymising per-
sonal data can be a safeguard that maintains data confidentiality and secures
the data subject’s identity. Anonymisation as such is a further processing of
personal data and, thus, must fulfil the compatibility clause as per Article 5(1)(b)
GDPR taking account of the circumstances of said further processing.*® Yet,
note should be taken that the compatibility clause may not be applicable where
data concerning health is collected during the provision of healthcare for
research purposes if national law does not account for both purposes.*

5.4 Patient data under the secondary use framework of the European
Health Data Space

The EHDS transposes a framework for secondary use that is defined as the
processing of electronic health data (EHD) for purposes (set out in Chapter IV
of the Regulation) other than the initial purposes for which they were collected
or produced.”

EHRD will be collected by default, whereby individuals have the right to
opt-out from the processing of their data for secondary use at any time.%
Member states shall transpose mechanisms to implement the right to opt-out
at the national level. The right to opt-out will be limited as member states may
establish rules in national law transposing exceptions for certain purposes,’’
namely for the public interest in the area of public and occupational health
(Articles 71(4)(a)(i) and 53(1)(a) EHDS), policy making and regulatory activi-
ties (Articles 71(4)(a)(i) and 53(1)(b) EHDS), statistics (Articles 71(4)(a)(i) and
53(1)(c) EHDS), and, finally, scientific research for important reasons of pub-
lic interest (Article 71(4)(a)(ii)) EHDS).® Access to data for these purposes
shall be reserved for public sector and Union bodies, as well as third parties
who carry out a task on their behalf.*

While EU member states may transpose further categories of EHD for second-
ary use,® Article 51 EHDS enumerates the minimum categories of EHD, which
includes data from electronic health records (EHRs).%' Nonetheless, other data
categories that are listed in Article 51 EHDS may also be collected during the
patient’s treatment such as data on factors impacting on health (for example, socio-
economic, environmental, and behavioural factors), automatically generated
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personal EHD through medical devices, or human genetic, epigenomic and
genomic data.®? All these categories of data are typically collected in the healthcare
system, which is an environment significantly shaped by trust and confidentiality,*
which the EHDS fails to consider.

The reuse of the enumerated categories will be possible for an array of pur-
poses. Chapter IV of the EHDS provides a list of grounds based on which it
should be possible to process EHD for secondary use, including purposes such
as public interest in the area of public and occupational health,* education or
teaching activities in the health or care sector at the level of vocational or
higher education,® or scientific research related to health or care sectors, con-
tributing to public health or health technology assessment or ensuring high
levels of quality and safety of health care, of medicinal products or medical
devices.®® These have been embedded in the EHDS (presumably) in accord-
ance with the corresponding legal grounds laid down in the GDPR (i.e,
Articles 9(2)(g, h, i and j) GDPR).?” The challenges that may arise from the
interaction between the EHDS and the GDPR - particularly with a view to
these provisions — will be elaborated later in this chapter.

Article 54 stipulates that health data users shall process EHD for secondary
use only in compliance with the data permit and data request as per Articles 68
and 69 EHDS, respectively. Considering the sensitivity of EHD, and in par-
ticular EHRs, the EU legislature integrated a list of prohibited secondary uses
of EHD, including a prohibition for advertising or marketing activities or for
taking decisions detrimental to a natural person or a group of natural persons
based on their EHD or in relation to a job offer.®

To foster access to health data for secondary use, the EHDS foresees the
establishment of so-called health data access bodies, which will be responsible
for granting access to EHD and which are further discussed in Chapters 9 and 10.%
Data holders will have to make various categories of EHD available to health
data access bodies, as the framework establishes a duty in the sense of Article
6(1)(c) GDPR for them to share EHD with health data access bodies™ for sec-
ondary use.”! While the original proposal put forward by the Commission con-
sidered such a duty for ‘data holders’,’”” the compromise text speaks of ‘health
data holders’.” Although the amendment to the concept of health data holder
and its corresponding definition suggests a clearer delineation as to whom the
obligation to share health data applies, it still encompasses a wide range of
stakeholders. This is because, according to the EHDS, a health data holder is a
natural and legal person, public authority, agency or other body in the health-
care or the care sector as well as any natural or legal person developing prod-
ucts or services intended for the health, healthcare or care sectors, developing
or manufacturing wellness applications, performing research in relation to
healthcare or care sectors, or acting as a mortality registry as well as Union
institutions, body, office or agency.™

Following a successful permit request for data access, health data access
bodies will issue a permit in a subsequent step and offer access to EHD in an
anonymised format to data users.” Similar to the definition of the health
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data holder, the final text speaks now of ‘health data users’ while still provid-
ing a broad definition for this concept, covering a natural or legal person
that has been granted lawful access to EHD for secondary use pursuant to a
data permit, data request or an access approval by an authorised participant
in HealthData@EU.” Notably, the text of the EHDS did not adopt the sug-
gestion put forward by the European Parliament to restrict data access to
health data applicants who have a demonstratable professional link to the
areas of health care, public health or medical research and that submit an
application for health data.” By neglecting to do so, the final text again
expands its scope of application to all kinds of data users with and without
a professional link to the medical field, including commercial players, raising
potential challenges for the patient’s right to confidentiality (see further in
Chapter 8).

Though health data users should primarily be granted access to anonymised
data, the EHDS does not entirely exclude the sharing of personal data. Access
to pseudonymous data,’® hence personal data, can be granted where the data
user cannot fulfil the anticipated purpose with anonymised data.” In such
cases, data users will have to demonstrate how the data processing complies
with the GDPR, in particular regarding the legal basis as per Article 6(1)
GDPR on which they rely for the secondary use of EHD as part of the data
access application.® Thereby, the compromise text fails to create harmonisa-
tion with the secondary use of personal EHD under the EHDS, especially as
the identification of a legal basis as per GDPR is required.

5.5 Potential challenges arising between the EHDS, ECtHR case law
and GDPR with regard to the secondary use of patient data

The above overview of relevant jurisprudence of the European Court of
Human Rights and provisions of the GDPR and EHDS provided insights into
the legal requirements of (patient) confidentiality, and how certain public
interests can outweigh a patient’s interest in confidentiality. The following
analysis will elaborate on these perspectives in relation to the secondary use
framework under the European Health Data Space.

The Regulation foresees that health data holders should be able to rely on
the legal grounds of Article 6(1) GDPR, i.e., a (consent), ¢ (compliance with
a legal obligation), e (public interest) or f (legitimate interest), in conjunction
with Article 9(2) GDPR, i.e., g (substantial public interest), h (preventive or
occupational medicine), i (public interest in the area of public health) or j
(archiving purposes in the public interest, scientific research or statistical
purposes), when sharing personal health data with health data access bod-
ies.¥! The following section thus investigates the challenges that the new
framework carries for patient confidentiality, namely the need for legal spec-
ification of the patient’s right to confidentiality and the need to improve the
delineation of the purposes laid down in Article 53 EHDS with regard to
Article 9 GDPR.
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5.5.1 Article 9(2)(h) in conjunction with Article 9(3) GDPR

Neither the Proposal nor the latest EHDS text have specified how the grounds
set out in the GDPR and the EHDS are compatible.®? This question persists in
particular concerning Article 9(2)(h), as it integrates an exception to the prohi-
bition tailored to the processing of data concerning health for the provision of
care. This provision enables the use of patient data for various types of medical
care such as diagnosis or health prevention. Further processing that is not nec-
essary for the provision and management of healthcare services, such as medi-
cal research, is not covered by the provision.®

Article 9(2)(h) has to be read in conjunction with Article 9(3) GDPR, and
therefore, the latter’s conditions must also be fulfilled in order for the exception
of paragraph (h) to apply. Article 9(3) GDPR requires that special categories
of personal data can be

“processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or
rules established by national competent bodies or by another person also
subject to an obligation of secrecy under Union or Member State law or
rules established by national competent bodies.”

Given that such obligations of professional secrecy are usually embedded in
national legislation, the fulfilment of the requirements of Article 9(3) GDPR —
and consequently also the fulfilment of the conditions laid down in Article
9(2)(h) GDPR - will depend on domestic legislation.®

In relation to Article 8(3) of the EU Data Protection Directive,? which con-
stitutes the preceding equivalent to what is now Article 9(2)(h) GDPR, the
Article 29 Data Protection Working Party (hereafter WP29) concluded that all
patients may ‘reasonably expect that confidentiality and protection of their
personal information will be rigorously upheld by all healthcare professionals’,
also ‘as regards electronic health record (EHR) systems’.’ Data collected
under Article 8(3) Data Protection Directive had thus to be interpreted in a
restrictive way. Subsequently, Article 8(3) could only serve as a legal ground to
the extent that such data were processed strictly for medical and healthcare
purposes and were required to be processed by a health professional.®’

Given the restricted scope of Article 9(3) GDPR, the obligations established
under data protection law appear to collide with the obligation to share data
with health data access bodies. This constitutes an issue for healthcare profes-
sionals, since, as the WP29 pointed out, the obligation of professional secrecy
must be established by law or by professional bodies through binding rules at
national level.®® In other words, does Article 9(2)(h) GDPR constitute an ade-
quate legal basis for healthcare professionals when providing care to their
patients while having to share the data further with health data access bodies
as foreseen under the EHDS, or will this provision become obsolete once the
EHDS is transposed? The question persists as the EDPB held in its opinion
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from 2021 that the presumption of compatibility as per Article 5(1)(b) GDPR
cannot be upheld in terms of the further sharing of patient data for scientific
research purposes unless national legislation stipulates otherwise.®

Certain categories of health data holders, namely natural persons, individ-
ual researchers and legal persons that are micro-enterprises, should be exempted
from the obligations on the secondary use as per Article 50 EHDS. However,
member states may provide that the obligations apply to them under national
legislation.” Also, health data intermediation entities may support health data
holders to fulfil their duties if domestic law provides for it,’! although the rela-
tionship between healthcare professionals and health data intermediation enti-
ties may require further clarification.®?

This prompts the subsequent question of whether healthcare providers will
need to rely on explicit consent in order to respect their legal obligation to
share data with health data access bodies. The European Parliament originally
required that the patient’s explicit consent (opt-in) should be requested for the
secondary use of certain sensitive data, such as genetic data.”> The EHDS
transposes instead a right to opt-out, which member states ought to facilitate,
leaving it within their competence to offer an absolute right to object to access
related to specific categories of personal EHD, such as genetic data (see further
in Chapter 7).

Meanwhile, the so-called data altruism consent established under the Data
Governance Act (DGA) may be a useful tool in addressing this concern (see
further in Chapter 6). The EHDS foresees fostering altruistic data sharing
based on the data altruism consent. However, legal uncertainty is created
through the lack of clarity regarding the interplay between the EHDS, the
GDPR and the DGA.% The latter has established particular rules to foster
data sharing for the public good through the data altruism consent form. Data
altruism encompasses objectives of general interest as provided for in national
law,”® such as (but not limited to) healthcare.’” By doing so, the data altruism
consent established under the DGA gives the impression that this form of con-
sent is broader in scope compared to the ‘common’ GDPR consent which ori-
entsitself morestrictly after the purpose limitation principle. Legal uncertainties
remain given that as per Recital 50 DGA, data altruism consent will rely on the
meaning of consent as established under the GDPR. Thus, the lack of align-
ment between the provisions of the GDPR and the DGA is carried into the
scope of the EHDS. Furthermore, the vague definition of data altruism poten-
tially extends access to protected patient data a little further by including stake-
holders who do not demonstrate a professional link to healthcare.

The adaptations which had been suggested by the European Parliament in
December 2023 appeared to address this issue to the extent that access would
have been restricted to ‘health data applicants’, who are ‘any natural or legal
person with a demonstratable professional link to the areas of health care,
public health or medical research and that submits an application for health
data’.”® However, this definition has not been integrated into the final text.
Instead, considerations regarding the need to respect professional duties
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such as confidentiality duties have been integrated into the recitals. More spe-
cifically, according to Recital 55 of the EHDS, health data holders (such as
healthcare providers) should make different categories of EHD available for
secondary use ‘provided that such effort is always made through effective and
secured processes, with due respect for professional duties, such as confidenti-
ality duties’. Although recitals represent the legislature’s will and are hence
needed for the interpretation of the law, they are not directly binding. Thus,
also considering the case law of the European Court of Human Rights requir-
ing the implementation of safeguards and legal specificity, a provision dedi-
cated to professional duties and patient confidentiality should have been
adopted.”

Besides, Recital 55 addresses only the sharing of health data through health
data holders while the need to address confidentiality concerns with regard to
health data users, who are not subject to such professional duties, persists.
Even though the EHDS focuses on the sharing of anonymous data, this con-
cern exists as the sharing of anonymous EHD facilitated through the European
Health Data Space bears the risk to lead to centralised data silos carrying with
them privacy and security concerns.!®

Eliminating the risk of re-identification has proven to be difficult in practice,
particularly in the context of healthcare.!” Especially in terms of genetic data,
which should also be integrated into the European health data space as a data
category,'®? anonymisation seems to be unattainable according to the current
technological state of the art.!®® Certain categories of health data, such as health
data collected from patients with rare diseases, which occur in not more than
five in ten thousand persons, carry a risk for individuals to be re-identified even
when state-of-the-art anonymisation techniques have been applied, as the com-
bination of information or vastly evolving technological developments can
reveal sensitive information. The legislature acknowledges that a risk of re-
identification remains regarding such data types. According to Recital 92 EHDS,
this falls within the criteria of Article 5(13) DGA, which allows the European
Commission to adopt delegated acts to lay down requirements for data transfer
to third countries.!® As the provision focuses on data transfers to third coun-
tries, interestingly, the legislature seems to suggest that a risk of re-identification
for such data types does not exist within the European Union.!®

5.5.2 Articles 9(2)(i) and (j) GDPR

While the purposes for secondary use were much broader defined in the
Proposal, the European Parliament suggested narrowing the scope of applica-
tion of secondary use. In particular, secondary use in, for instance, the labour
market or financial services was to be banned, given that the data shared for
research purposes should foster the improvement of medicine and healthcare
services and products.'® This certainly aligns better with the notions of public
interest in the area of public health and scientific research as per Articles 9(2)
(1) and (j) GDPR, respectively.



Transforming the secondary use of patient data 99

According to the EHDS, individuals will be able to exercise the opt-out
mechanism without having to provide any reason for their decision. However,
patients will not be able to opt-out for purposes that have a strong link to the
public interest.!%” Recital 54 EHDS exemplifies some purposes which constitute
a strong link to the public interest, such as activities for protection against
serious cross-border threats to health or scientific research for important rea-
sons of public interest, including, for instance, research addressing medical
needs (such as rare diseases or emerging health threats). These purposes align
in parts with the case law illustrated earlier in this chapter.

However, what can constitute a reason that is in the public interest and is
necessary to pursue, meaning fulfilling a ‘pressing social need’,'®® and how the
principle of confidentiality is to be applied is, returning to the jurisprudence of
the European Court of Human Rights, a decision that remains with the con-
tracting countries as it is within their ‘margin of appreciation’.!® Exceptions to
the healthcare provider’s duty of confidentiality can, thus, be found in national
laws. The transposition of these laws can deviate between countries. For
instance, some countries enable the use of EHR data for secondary purposes
based on data protection legislation, while others implement specific legisla-
tion for it,''° or they may transpose provisions supporting data transfer to spe-
cific registries.!!!

While acknowledging that some of these notions comprise altruistic pur-
poses,''2 meaning purposes which serve broader societal interests such as the
improvement of healthcare services, they have created legal uncertainty due to
a deficient definition.!'* This may be partly due to the fact that member states
conceptualise the notion of public interest or scientific research differently,
leading to fragmented approaches to research and public health interests
among EU member states.

For instance, if interpreted in the strict sense, the public interest may encom-
pass purely public purposes such as public health, thereby excluding the full or
partial involvement of commercial companies.!'* In such circumstances, shar-
ing health data with the latter could lead to a violation of patient confidential-
ity, which the Proposal did not seem to consider sufficiently.!’* In contrast, the
EHDS, as mentioned earlier, reserves explicitly the use of EHD for public
interest to public sector bodies. However, it does again not account for profes-
sional secrecy although Article 9(2)(i) GDPR explicitly requires the implemen-
tation of suitable and specific measures to safeguard the rights and freedoms
of individuals, in particular in relation to professional secrecy.

Furthermore, a clearer alignment by the legislature of the purposes listed in
Article 53 EHDS by delineating still ambiguous notions, such as scientific
research (Article 9(2)(j) GDPR), would have been needed to safeguard patient
confidentiality. This is because the concept of scientific research can be associ-
ated with two different legal grounds in the EHDS, i.e., ‘public interest’ (Article
53(1)(a) EHDS) and ‘scientific research related to health and care’ (Article
53(1)(e) EHDS). Especially regarding the former, scientific research may con-
stitute a ‘public interest’ as per Article 53(1)(a) EHDS if conducted for an



100 The European Health Data Space

important reason in the public interest according to Recital 54 EHDS. However,
it is yet to be seen how both legal grounds (i.e., paragraphs a) and ¢)) will be
applied. A possibility to address this issue can be to link the purposes more
explicitly to the exceptions laid out in Article 9(2) GDPR!!¢ given that Article
9(2)(1) GDPR specifies that it applies to the protection ‘against serious cross-
border threats to health or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices’.

Finally, while complete datasets may be admirable to achieve, the unlimited
collection and storage of personal EHD for the secondary use should be
avoided in light of ECtHR case law. In particular, the collection and sharing of
medical data should be assessed in terms of its ‘relevance’ or ‘importance’ to
understand whether the data is (still) necessary for the purpose for which it was
collected in order to ensure compatibility with the rule of law.

5.5.3 Article 9(4) GDPR

The question of the legality of the processing of sensitive patient data in the
European Health Data Space with a view to the physician’s duty of medical
confidentiality remains, especially also in light of Article 9(4) GDPR. This
provision allows member states to introduce further requirements, including
limitations on the processing of data concerning health, biometric data and
genetic data. These have led to varying levels of digitalisation of health data
depending on data categories.!'” While the legislature constructs the EHDS as
an EU law that addresses the fragmented implementation created by Article
9(4) GDPR,'?® it remains somewhat unclear how the EHDS plans to conform
with this provision.'”” Notably, the EHDS explains that member states may no
longer make use of paragraph 4 to transpose further conditions, including lim-
itations and specific provisions requesting consent of individuals, regarding
secondary use, except as referred to in Article 51(4) EHDS.'* This has
prompted the question of if and how the margin of appreciation per Article
9(4) GDPR can be sustained.

5.6 Conclusion

The analysis in this chapter shows that the EHDS is not fully harmonised with
the existing rules of the GDPR. Above all, the forthcoming legislative changes
initiated to foster the secondary use of health data appear to challenge patient
confidentiality.

Deontological rules of confidentiality primarily concern healthcare profes-
sionals and their obligations rather than those who seek to process patient
data. Breach of such duty would thus primarily concern healthcare profession-
als if punishable under domestic law. More importantly, however, these rules
exist for the protection of the patient, making the duty of medical profession-
als a patients’ right. The European Parliament’s propositions following their
reading in December 2023 considered this concern to a certain degree and thus
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would have gone in the right direction. Integrating the duty to patient confi-
dentiality into the provisions, not only with a view to data holders but also with
a view to data users, contributes to avoiding potential disharmony with the
patient’s right to confidentiality.

Finally, it should be considered that healthcare is primarily a matter of
national competence, which complicates the re-use of patient data and does
not seem to be taken sufficiently into consideration by the EHDS. This may
lead to a collision between the patient’s interest in medical confidentiality and
the EHDS’s interest in fostering the availability of EHR data. Also, attention
must be paid to the fact that the patient-doctor relationship is characterised by
a special bond of trust, creating high standards for the potential re-use and
sharing of sensitive data. Otherwise, this could impede patients from receiving
suitable healthcare. To this end, the jurisprudence by the European Court of
Human Rights provides some guidance that could shape the implementation
of the European health data space and its Regulation.
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