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Krzysztof Wasilewski*

Digital Humanities and Digital Skills in
the Future of Work: Introduction

Abstract: The aim of this paper is to analyze the future of work through the prism of digital
skills and digital humanities. As such, it constructs a framework for further investigation
into various aspects of the workplace in the ever changing conditions. As digital skills are
considered to be key elements of the future employee’s portfolio, digital humanities offers
an interdisciplinary space for developing them. The author proposes a modified definition
of digital humanities, which focuses less on its academic potential and more on its ability
to combine human-centric approach with digital skills. By promoting collaboration, data
analysis and communication, digital humanities is a crucial element of the future of work.

Keywords: digital humanities, digital skills, future of work, data analysis, collaboration

What is the future of work? Among the plethora of definitions of this concept, it is
difficult to find one that would suit everyone. One might say the same about digital
humanities and digital skills, which are commonly associated with the future of
work. It turns out that before deciding what the work will be in a decade, first some
work must be done now in order to set the frames of any further discussion in
this field. One of the few academic papers researching the future of work (Rosati,
Conway, van der Werff, 2023) notices that:

The term ‘Future of Work’ in itself poses at least three significant challenges for researchers,
practitioners and policymakers alike. Firstly, the study of the future requires boundaries.
Predicting the future in the social sphere is particularly difficult as there are no strong laws
(as in the sciences), and identifying and aggregating relevant information is complicated
by its dispersal across different people and organizations.

Popular and academic texts about the future always carry the danger of becoming
obsolete before they are even published. It is enough to think about scholarly
predictions from the 1990s, which perceived the development of the internet as
a revolutionary force that would impact work in particular and globalization in
general. Most of them were proved wrong as soon as 1998, when the so-called
“dot-com bubble” burst. Others provided leading companies with myths “readily
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available in the wider American culture of the time” to “manipulate their employ-
ees” (Tapia, 2004). Again, whatever was thought about the future of work in the
second half of the 2000s was placed in the dustbin of history by the 2008 global
economic crisis. Before 2020 home office seemed like a marginal form of con-
temporary work environment. By the end of March 2020 it became the standard,
much like an eight-hour workday in the 20th century. And it has remained as such
even long after the Covid-19 pandemics reached its apogee in late 2021.

The advent of the AI age makes any predictions even less reliable. Paradigms
that set the scope of our understanding of work and its future seem to be no
longer useful:

Today advances in technology are changing the demand for skills at an accelerated pace.
New technologies can not only handle a growing number of repetitive and manual tasks
but also perform increasingly sophisticated kinds of knowledge-based work—such as
research, coding, and writing—that have long been considered safe from disruption
(Doumi et al., 2023).

There is a growing consensus that we are living in the times of disruption. The
reason lies not only in technological breakthroughs, but also political, social, and
economic changes that have been taking place all over the world in the 21st cen-
tury. Unsurprisingly any discussion on the future of work must be limited to
general outlook while some of the key categories of the contemporary discourse
are reskilling and adaptability. Around these categories its own prediction about
the future of work provides the McKinsey Global Institute, one of the leading
think-tanks of economic and business development. In a report published in
early 2023, it lists expected outcomes of the workplace in the upcoming years.
Among them are: reskilling, job-growth limited to high-skill jobs, decline of job
offers in traditional occupations, such as clerks and office workers, remote work,
further development of e-commerce, and the growing need for adaptation of
digital technologies (De Smet, Ellingrud, Smit, 2023).

At the same time, work in the future will be shaped not only by technolog-
ical developments, but - as it has already been underlined - by political, social,
and cultural tensions. In its scoping paper from April 2024, the Organization
for Economic Cooperation and Development (OECD) maintains that among
non-technological key factors in the future of work are climate change migrations
and “evolving geography”. According to OECD:

Understanding the impact of migration on the labour market is key to designing effi-
cient labour migration and integration policies. The impact of immigration on wages
and employment depends on a variety of factors, such as the skills of immigrants, their
concentration across regions, occupations and industries, as well as the local labour
market conditions.
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In the times of technological, political, social, and economic change it is easy to
forget that the future of work is about people. Whatever problems will be solved -
or created - by Al and other digital tools, they should be considered from the
perspective of human well-being. This is why in the “9 trends that will shape work
in 2024 and beyond”, Harvard Business Review cites a research that focuses on
those aspects whose goal is to improve the position of employees. In their paper,
McRae, Aykens, Lowmaster and Shepp (2024) list the following trends - all of
which prioritize people over technology:

. Organizations will offer creative benefits to address the costs of work

. AI will create, not diminish, workforce opportunity

. Four-day workweeks will move from radical to routine

. Employee conflict resolution will be a must-have skill for managers

. GenAlI experiments will yield hard lessons and painful costs

. Skills requirements will overtake degree requirements as the “paper ceiling”
crumbles

7. Climate change protection becomes a new employee benefit

8. DEI won't disappear; it will become more embedded in the way we work

9. Traditional stereotypes of career paths will collapse in face of workforce change

AN U1 W W N =

As such, the future of work provides both a threat and opportunity for contem-
porary and prospective workforce. On the one hand, in many scenarios, experts
maintain that technological progress, especially the development of AL will reduce
the number of job offers, leaving many people unemployed. Experts suggest that
Al 'may replace some 300 million full-time jobs by 2030 (Talmage-Rostron, 2024).
On the other hand, the European Union and other political bodies try to build
“an economy that works for people”. As early as 2020, the European Commission
introduced the concept of a strong social Europe for just transition. The plan com-
prises 20 principles divided into three chapters: Equal opportunities and access
to the labor market, Fair working conditions, Social protection and inclusion.
This European approach combines the need for technological development and
innovation embracement with putting humans at the center of these changes.

The future of work is, then, the future of humans. And this is closely associated
with digital skills. According to a paper published by the Digital Skills & Jobs
Platform, an official website of the European Union:

If we take a look at labour market trends, we can see that the digital transition has
brought up specific needs and transformed many occupations and tasks. Most jobs
today require some level of digital skills, including even those that do not ask for high
levels of qualifications or experience - like working in a warehouse or as shop assistant,
checking stock and inventory. Increasingly, the work of other specialists with higher
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qualifications in their respective disciplines, is now also dependent on digital skills: biol-
ogists need to work with complex digital 3D representations of molecule structures, law-
yers now consult big juridical databases to study precedents and all aspects of legislation
(Sanz, 2023).

In academic discourse on digital skills there is a consensus on how they will
impact the future of work. What is more, digitization is going to change those
skills, which traditionally were not associated with the process of digitization,
such as: communication skills, collaboration skills, creativity or critical thinking
(Laar et al., 2020). As Lang and Triantoro (2022) maintain:

The future of work depends on digital skills. Governments, businesses, and educational
institutions need to collaborate and make significant investments to address the digital
skills crisis, which is a gap between necessary digital skills and available digital skills.
Approximately 90% of jobs in developed economies require some level of digital skills,
while one third of the labor force has a limited ability to use digital skills productively.

It is thus not surprising that the European Union considers the development
of digital skills to be a crucial element of its strategy for ensuring technological
sovereignty. According to the Digital Decade Policy Programme (DDPP), “basic
digital skills are a precondition for inclusion and participation in the labour mar-
ket and society. Furthermore, a strong digital economy powered by Europeans
with digital skills is vital for innovation, growth, jobs, and European competitive-
ness” (DDPP). Among the objectives of the Digital Decade are a digitally skilled
population and highly skilled digital professionals, secure and sustainable digital
infrastructure, digital transformation of business, and digitalization of public ser-
vices. Although other countries, especially the United States, Canada, Australia,
Japan, and China prioritize digital skills in their educational and economic poli-
cies, the European Union seems to be the leader in absorbing the real impact of
digitization in personal and professional development (DPPP).

Although several steps have been taken, reaching the 2030 objectives requires
even more effort. What is the most striking is the fact that still a considerable per-
centage of the EU population lacks basic digital skills, such as using the computer
and simple software. Another problem is little awareness of online security among
various age groups. According to the Report on the State of the Digital Decade 2024:

Very significant work remains to be done to reach the 2030 targets on digital skills:
only 55.6% of EU’s population has at least basic digital skills and, at the current pace,
the number of ICT specialists will reach just 12 million by 2030 - well below the EUR
20 million target and amid growing competition for digitally skilled talent. The annual
progress achieved in 2023 is alarmingly insufficient, falling between 2.5 and 3 times less
than the rate needed to reach the targets by 2030 (European Commission, 2024).
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The significance of digital skills in the future of work is reflected by the European
Commission’s call on member states to take some significant measures leading to
the 2030 targets. Among them, the commission specifically highlighted the fol-
lowing: integration of digital technologies into teaching and empowering teachers
to use them, supporting the development of digital educational tools, including
research into the impact of artificial intelligence, taking cybersecurity measures
in education and training, including awareness raising, investing in connectivity,
digital infrastructure and digital accessibility in education and training.

Among others, this situation requires a new approach to higher education.
More and more higher education institutions (HEIs) move from traditional bach-
elor and master’s programs to microcredentials, which seem to answer the current
need of the life-long-learning paradigm. Considering that digital skills are prone
to constant changes and modifications, these short-term courses have the poten-
tial to provide students with the up-to-date qualifications and serve as support for
more classic education. In addition to this, HEIs offer flexible online courses and
digital learning platforms that allow students to develop digital skills at their own
pace (Carabregu-Vokshi et al., 2024). Institutions can also adopt hybrid models
that combine in-person and virtual learning experiences. In a paper published
under auspices of the European Universities Association (EUA) on digital skills,
Jorgensen (2019) points out that:

As the digital transformation is moving ahead, the question of digital skills has become
a societal challenge: are people equipped with the right skills to make use of the new
possibilities in their work and, in a larger sense, as citizens? Labour markets are chang-
ing due to automatisation. The need for mid-skilled labour has decreased while that
for high-skilled labour, often university graduates, has increased over the last decades.

As a result, universities, together with other higher education institutions, must
include digital skills in their curriculums in all fields of study. It can be observed
among universities around the world that relevant digital competencies, such
as data analysis, programming, or digital marketing are integrated into all fields
of study—whether it’s business, humanities, or the sciences. Moreover, future
engineers are expected to blend technical skills (like coding, digital design, or
data analytics) with soft digital skills, such as critical thinking about technology,
ethical use of digital tools, and digital collaboration.

One of the direct efforts taken by the European Union and HEIs of member
states is the call for proposals on advanced digital skills whose objective is to “to
support excellence in higher education institutions, making them world leaders
in training the digital specialists of the future and to increase the capacity of the
educational offer in the area of advanced digital skills. This should lead to the
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development of dynamic digital educational ecosystems where higher educa-
tion institutions as well as innovative partners from industry and research work
together to attract and retain the best talents worldwide” (). This and other exam-
ples show the growing awareness - not only in Europe - of the role of digital skills
in the future of work. If digitization, together with AL, seems to be the main theme
of both business and political discourse, then digital skills (in all their forms) set
the frames not only for theoretical discussions, but first and foremost for educa-
tional efforts.

The last element of this triangle - beside the future of work and digital skills -
is composed by digital humanities (DH). As experts maintain that digital skills
are not enough if they are not supported by soft skills, such as communication,
leadership or empathy, digital humanities offers ways to combine them (Svensson,
2016). What originated as a field within literature studies and (to a lesser extent)
history, has evolved into a paradigm that paves the way for humanities and social
sciences in applied, socially-oriented research (Brennan, 2018). Although - as it
has been mentioned in the first paragraph, digital humanities has earned a pleth-
ora of definitions (Gold, 2012). One of the most popular one states that DH is:

... adiverse and still emerging field that encompasses the practice of humanities research
in and through information technology, and the exploration of how the humanities may
evolve through their engagement with technology, media, and computational methods
(Alliance of Digital Humanities Organizations).

However, in approaching the future of work, I propose to modify this definition by
prioritizing the engagement with technology and computational media instead of
humanities research. As such, humanities research would be not the final goal but
ameans to help people acquire digital skills. What is more, digital humanities may
help people better understand their role in a digitized world. Linking DH with
the contemporary need for digital skills in the labor market should emphasize
the interdisciplinary nature of the digital humanities and the transferable skills it
fosters. As a result, key issues of digital humanities should be:

. Skill development in digital tools and methods

. Critical thinking and problem-solving

. Content creation and digital storytelling

. Preservation and curation of knowledge

. Human-centered and socially-responsible digital technologies
. Soft skills in a digitized world

AN Ul i W N~

Based on literature review and available definitions of DH, it can be stated that the
field involves the use of sophisticated tools for such activities as textual analysis,
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data visualization, and metadata curation (Rahaman, 2018). Although they are
first and foremost research methods and techniques used by literary scholars or
historians, they can successfully serve as study courses for those who want to
upgrade their qualifications. These skills are valuable in the labor market, where
companies need employees to analyze and interpret large datasets. Familiarity
with tools like Python, R, or data visualization software such as Tableau or Power
BI can be crucial. The same can be said about project management and collabo-
ration, which describe digital humanities, are also perceived as two crucial skills
for managers.

Although the process of digitization requires skills to analyze big collections
of data, equally important is the ability to employ qualitative methods in our
understanding of the contemporary world. Considering that digital humanities
focuses on contextualizing data with humanistic insights, it may help people make
data-driven decisions based on cultural and social implications (Hayles, 2013). an
increasingly valuable perspective in businesses seeking to combine data analysis
with ethical and inclusive practices. As one of the advisers to the city of Helsinki,
Finland, underlined during the World Economic Forum:

To correct the asymmetries in power that currently define both the digital and
non-digital realms, there are two routes we can take: we can tear down the already
powerful, or we can lift up the currently disempowered. If we choose the route of
empowerment, human-centric approaches and making data centre around people,
and not the other way around, are essential in realising more fairness and equity in
our societies (Bettinger, 2021).

In this perspective, people who understand both technological tools and their
societal impacts can bridge the gap between technical and non-technical depart-
ments, creating a competitive edge for businesses. In addition to this, DH provides
people with skills necessary for digital content creation, which is essential in mar-
keting, public relations, and media industries. Understanding how to effectively
communicate narratives through digital platforms (blogs, social media, podcasts)
aligns with labor market demands for strong digital communication skills.
Another thing that should be taken into consideration while thinking about
digital humanities and its impact on the future of work is curation of knowl-
edge. Skills, such as the management of digital assets or the curation of digital
collections, are among those that are more and more needed in the industry of
the future. One must only think about the potential of digital humanities to train
people how to preserve and manage large digital archives - not only in research
projects but also in various industries, including media and governmental insti-
tutions. What is more, as there is a growing tendency for industries to rely on big
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data, there is also a growing demand for individuals who understand not only how
to manage data but how to preserve its historical context and ensure its ethical use.

Finally, digital humanities is invaluable when it comes to making the future of
work more humane (Burdick et al., 2016). As ethical implications of technology
are becoming critical in the fields, such as artificial intelligence, machine learning,
and data privacy, DH may provide people with the set of skills that will allow them
to focus not only on technology, but first and foremost, on people. According to
the latest data, employees who can navigate the ethical challenges of emerging
technologies are highly valuable in ensuring that tech development is socially
responsible (Dhirani et al., 2023). Moreover, digital humanities contributes to
making digital systems more accessible and equitable, which helps to understand
how the process of digitization affects different groups of people. One must also
remember about the potential of DH to develop soft skills, such as collaboration
and communication. In addition to this, the analytical skills developed through
digital humanities are transferable to problem-solving, decision-making, and
innovation in the workplace, aligning well with the need for creative thinkers
who can handle complex, real-world challenges.

This volume of studies proposes a new perspective on digital humanities. While
DH has already established its place in contemporary humanities and social sci-
ences, allowing scholars to use digital tools in their research projects, it still needs
to gain position as a field supporting business and industry (Berry & Fagerjord,
2017). As such, digital humanities should be considered as an applied, and practi-
cal set of methods, techniques, and tools readily available for cooperative use not
only by researchers or representatives of the GLAM industry, but for high-tech
companies as well. The following definition combines major features of DH as
an academic field and a framework for designing and teaching digital skills for
the future of work:

Digital humanities is an interdisciplinary field, combining humanities and
social sciences with computational methods and techniques, allowing scholars
to analyze, preserve and disseminate their knowledge in innovative ways. DH
integrates technical skills, e.g. data analysis, coding, digital content creation,
with critical thinking and ethical insight. These features allow digital humanities
to support the framework of the future of work and digital skills by equipping
individuals with so-much needed skills, such as technological fluency, collab-
oration, data-driven decision-making and ability to keep the human factor at
the center of the business and industry. As they more and more rely on digital
tools and human-centered design, digital humanities fosters the development of
adaptable, tech-savvy professionals capable of shaping and leading in the evolving
digital economy.
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Chapters in this volume of studies represent different disciplines and per-
spectives. Some of them focus on practical issues of the contemporary industry;
some are more academia-oriented. However, they all fit into the triangle: digital
humanities, digital skills, and the future of work. Such a wide range of topics and
themes covered in the chapters is an example of an interdisciplinary approach to
the global discussion on the hopes and fears that follow our understanding of the
future workplace and skills. I am convinced that this volume of studies will con-
tribute to the contemporary discourse on the future of work, expanding it into new
directions. Moreover, the book represents opinions and research studies from var-
ious higher education institutions. Together, they form the European University
EU4Dual, an alliance that focuses on dual studies and applied research. Several
chapters are written by representatives of Ukrainian universities as a result of the
2024 Polish National Agency for Academic Exchange (NAWA) “Solidarity with
Ukraine” program of cooperation between the Koszalin University of Technology
and the Ivan Franko National University in Lviv, Vasyl Stefanyk Precarpathian
National University in Ivano-Frankivsk, and the National Technical University
of Ukraine - Igor Sikorsky Kyiv Polytechnic Institute.
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Innovation Supporting inclusion:
Utilising new technologies to create more
accessible and diverse workplaces

Abstract: The modern world of work is undergoing unprecedented change. Rapid advances
in technology and increasing digitalisation are changing the way we work, communicate
with each other and perform our professional tasks. This article looks at the role of mod-
ern technologies in supporting inclusion and diversity in the world of work. In particular,
it explores which new technological developments - from Al-driven systems to virtual
and augmented reality (VR/AR) and advanced exoskeletons - can make workplaces more
accessible for people with disabilities?

Keywords: new technologies, accessibility, workplace, future of work, people with
disabilities

1. Introduction

The modern world of work is undergoing unprecedented change. Rapid advances
in technology and increasing digitalisation are changing the way we work, com-
municate with each other and perform our professional tasks (Jacob, 2023).
While this technological progress is opening up new horizons, one key challenge
remains: How can technological change be used to make industrial workplaces
more inclusive and accessible for all people?

The importance of inclusion in the workplace is not only a political, ethical or
moral issue (United Nations, 2006), but also a key factor in the success of a company.
Studies show that diverse teams are more innovative, creative and productive (SAP,
2023). However, one group is often overlooked that offers considerable potential:
People with disabilities. In 2022, 27% of the EU population over the age of 16 lived
with some form of disability. The proportion of people with disabilities in Germany
is 30.3% and in Poland 24.2% (European Council, 2022). Many of them still have
difficulties gaining access to the labour market. The integration of these people into
the world of work is an opportunity that companies should not miss out on.

This article looks at the role of modern technologies in supporting inclu-
sion and diversity in the world of work. In particular, it explores which new
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technological developments - from AlI-driven systems to virtual and augmented
reality (VR/AR) and advanced exoskeletons - can make workplaces more acces-
sible for people with disabilities?

2. The changing workplace: Challenges and opportunities

The world of work has changed drastically in recent decades. The workplace used
to be a physical place where tasks were carried out manually. Today, however,
digitalisation enables a flexible and hybrid way of working where many tasks can
be performed digitally. This has redefined the nature of work and forced organi-
sations to adapt their work environments to keep pace with change (Oswald et al.,
2022; Béchler, 2024).

For people with disabilities, this change has the potential to bring significant
improvements (Aktion Mensch e.V., 2020; Bichler, 2020). For example, the dig-
ital transformation means that people who were previously excluded by physical
barriers can now be better integrated. Through working from home or hybrid
working models, people who are unable to work physically in an office can con-
tinue to contribute productively to the success of a company.

At the same time, challenges remain. Many digital work environments are not
fully accessible and people with disabilities face barriers that prevent them from
realising their full potential (Aktion Mensch e.V., 2020). This can be caused, for
example, by the inaccessibility of software, inadequate ergonomic adaptations or
a lack of training on how to use new technologies.

However, technological progress can overcome these challenges. Through cus-
tomised technological solutions, companies can break down barriers and create an
environment that supports all employees (Aktion Mensch e.V., 2020). However,
this requires a deep understanding of the specific needs of employees and the
willingness to invest in these technologies.

3. Types of disability and their limitations

The following chapter describes different types of disabilities and their specific
limitations in order to provide a better understanding of the individual challenges
and needs of people with disabilities in the working environment.

3.1 Physical disability

These disabilities affect physical mobility and motor skills. People with physical
disabilities may have difficulty moving freely, carrying out everyday tasks or oper-
ating tools and machines.
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« Restrictions:
- Limited ability to walk (e.g. due to paraplegia, loss of limbs or muscle
weakness)
- Difficulty lifting, gripping or holding objects
- Limited stamina or balance problems
- Barriers in the physical environment (e.g. stairs, narrow doors)

3.2 Visual impairment

This type of disability affects vision and can range from mild impairment to com-
plete blindness. People with visual impairments can have difficulty perceiving and
processing visual information.

» Restrictions:

Blurred vision, tunnel vision, blindness

Difficulty reading, recognising faces or navigating in unfamiliar surroundings
- Difficulties when working with visual displays or printed materials
Limited ability to recognise colours, shapes or contrasts

3.3 Hearing impairment

People with hearing impairments have problems hearing sounds or speech. This
can range from mild hearing loss to complete deafness.

o Restrictions:

Difficulty understanding spoken language, especially in noisy environments
Inability to hear acoustic signals or alarms

- Communication barriers in conversations or meetings without visual sup-
port such as sign language or subtitles

Difficulty making phone calls or following audio instructions

3.4 Mental disability

Cognitive impairments affect mental processes such as thinking, learning, remem-
bering or problem solving. People with cognitive disabilities often have difficulty
organising complex tasks or concentrating on a specific task.

o Restrictions:

Difficulties in processing information or learning new tasks
Memory problems, especially with complex or multi-step tasks
Problems with planning and organising tasks

Limited ability to react quickly to changes or stress



22 Andreas Baechler, Liane Baechler

3.5 Psychological disabilities

Psychological disabilities refer to mental health problems that affect daily life and
work. These include illnesses such as depression, anxiety disorders or bipolar
disorder.

o Restrictions:

Difficulties regulating emotions or dealing with stress

- Limited concentration and motivation

Problems with social interactions or coping with conflicts

Increased fatigue and reduced resilience

These types of disability lead to different challenges in everyday life and in the
workplace, but require customised solutions and support (Rehadat, 2024; KOFA,
2024).

Psychological disabilities are not discussed in detail in the following work, as
they present particular challenges due to their difficult to classify characteristics,
the strong subjective and daily fluctuations, and because they can only be sup-
ported by technology to a limited extent so far.

4. Classification of technologies for accessibility in
the workplace

The technologies that can be used to promote accessibility in the workplace can be
divided into four main categories: No-Tech, Low-Tech, Mid-Tech and High-Tech
(Wendt et al.,, 2011; Bachler et al., 2023; York et al., 2024).

Each category offers different solutions to support people with disabilities in
the workplace, with technological advances ranging from simple adaptations to
advanced, Al-powered systems.

4.1 No-tech solutions

No-tech solutions to promote accessibility in the workplace are often simple adap-
tations that do not require complex technology. They are usually based on organisa-
tional measures or physical adjustments to the working environment. One example
is the provision of ramps or wheelchair-accessible workstations to make it easier for
people with reduced mobility to access and use the workplace. Personal assistance can
also be used to support people with disabilities in their day-to-day work, for example
by helping them to navigate through the workplace or carry out specific tasks.
Another form of no-tech support is the customisation of work tasks. For exam-
ple, people with cognitive impairments can be given tasks that are tailored to their
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abilities so that they can work productively. These inclusion measures require a
high degree of flexibility and adaptability on the part of the employer, but can
often be implemented quickly and cost- effectively.

4.2 Low-tech solutions

Low-tech solutions refer to simple, easily accessible aids that generally do not
require electricity or advanced technologies. An example of this are specially
shaped tools or additional handles that enable people with limited fine motor skills
to do their work more easily and efficiently. For people with visual impairments,
simple visual aids such as enlarged documents or instructions in large print can
be used.

These solutions are cost-effective and do not require extensive technical knowl-
edge, making them a popular option for companies that want to take the first
steps towards promoting inclusion. However, they often only provide support
for specific tasks and do not cover all the needs that people with disabilities have.

4.3 Mid-tech solutions

Mid-tech solutions are more technologically advanced and require some customi-
sation and implementation. They often include electronically supported devices
that improve access to information or make physical work easier. One example is
the height-adjustable workstation, which enables people with motor impairments
to adapt their working environment ergonomically.

These technologies can also support complex tasks. Another example is spe-
cialised keyboards or speech recognition software that enables people with impaired
fine motor skills to use computers more efficiently, as well as acoustic systems that
amplify auditory signals and thus enable hearing-impaired people to access acous-
tic information. Although these technologies require an investment, they offer
significant long-term benefits in terms of employee productivity and well-being.

4.4 High-tech solutions

High-tech solutions represent the cutting edge of technological innovation and pro-
vide advanced support for people with disabilities. Examples of these technologies
include AI- powered exoskeletons that enable people with mobility impairments
to walk again or perform complex physical tasks. These exoskeletons are often used
in areas where physical labour is required, such as manufacturing or construction.

Another example is AR and VR systems that enable people with sensory or cog-
nitive impairments to experience immersive learning and working environments.
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These technologies can be used in employee training, for example, to learn new
skills or simulate complex work processes (Inklusion 4.0, Gesellschaft fiir Bildung
und Beruf e.V,, 2024).

Al-assisted hearing aids and visual aids are further examples of high-tech solu-
tions that significantly improve access to audiosensory and visual information.

The implementation of high-tech solutions often requires a significant invest-
ment in the technology itself as well as in training and support for employees.
Nevertheless, they offer the potential to fundamentally change the world of work
and permanently remove barriers.

5. Artificial intelligence in the world of work:
a new dimension of inclusion

The integration of Al into the technologies described above offers a new dimen-
sion of inclusion for people with disabilities. With the ability to process large
amounts of data and recognise patterns, Al can develop adaptive solutions that
continuously and individually adapt to the needs of users to ensure maximum
efficiency and inclusion (Steil et al., 2023; KI-Assist-Projekt, 2022).

5.1 Al and physical and motor impairments

Al-controlled exoskeletons can be a revolution for people with physical or motor
impairments. These devices can support users’ movements and thus significantly
improve their mobility (Miiller, 2023). For example, exoskeletons can be used in
production to facilitate the lifting of heavy loads and reduce the risk of injury
(Windhausen, 2022).

In addition, Al-supported robots can take on tasks that require precise move-
ments, such as the assembly of small parts. This reduces physical strain and enables
people with motor impairments to work productively in labour processes with
high physical demands (Windhausen, 2021).

5.2 Al and visual impairments

People with visual impairments can be supported by Al-supported systems
such as AR glasses that recognise objects in the environment and provide
information via voice or tactile feedback in real time. These technologies, such
as AR glasses that read out texts, describe colours or display obstacles, as well
as apps such as Seeing AI that enable virtual vision, describe things in the
smartphone camerass field of vision and make it easier to identify them (Meisel
et al,, 2024). This gives people with visual impairments greater autonomy in
their day- to-day work.
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The ongoing development of such technologies means that they are continu-
ously improving and becoming smaller and lighter, such as the smart glasses from
Rayban and Meta (Ray-Ban, 2024). Al systems learn from interactions with users
and adapt to their specific needs, further increasing the comfort and effectiveness
of these technologies.

5.3 Al and hearing impairments

AT also offers innovative solutions for people with hearing impairments. Modern
hearing aids equipped with AI automatically adapt to different acoustic envi-
ronments and filter out background noise to make speech signals easier to hear.
These technologies enable people with hearing impairments to participate more
effectively in conversations and meetings, making it easier for them to integrate
into everyday working life (Weckbrodt, 2023).

Al-controlled AR glasses can also convert spoken language into text in real time
so that people with hearing impairments can read spoken information directly on
a screen (Karaboga, 2022). This technology has the potential to overcome com-
munication barriers and enable people with hearing loss to participate more fully.

5.4 Al and cognitive impairments

People with cognitive impairments can be supported by Al-supported solutions
in information processing and task organisation. Al-based cognitive assistants can
support the user in planning and performing complex tasks by setting reminders,
dividing tasks into manageable steps and providing real-time feedback. These
systems are particularly valuable in work environments that require a high degree
of organisation and concentration (Steil et al., 2023; AI-Assist project, 2022).

Al systems can also act as personal assistants (AI-Assist project, 2022), keep-
ing an eye on important appointments and tasks and reminding the user to
complete them.

6. Immersive training experiences through
VR/AR technologies

One of the most interesting developments in the field of workplace integration is
the use of virtual reality (VR) and augmented reality (AR) for training purposes.
These technologies not only offer new learning opportunities, but also create a
deeper understanding of the challenges faced by people with disabilities in the
workplace (Fell, 2024).

Organisations can use VR systems to create immersive training experiences
that enable all employees to better understand the perspectives of their colleagues
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with disabilities. For example, such training can simulate what it is like to work
with a visual or hearing impairment, raising awareness of the importance of acces-
sibility and inclusion (Faster Capital, 2024).

7. Technologies in use for different types of disability

To illustrate the range of potential applications of new technologies, the follow-
ing table 1 provides an overview of the different types of disabilities, categories
of technological solutions and their possible applications in the world of work.

Table 1: Overview of technologies in use for different types of disability

or enhancement of vision
through innovative technologies

Type of Category | Potential Areas of Application | Examples from the Work
Disability in the Workplace environment
No-Tech | Adapting the work Personal assistance,
environment consultation on
workplace adaptation
Low- Support for physical tasks Platform, additional
Tech grips for tools, specially
shaped tools
Physical Mid- Ergonomic adjustments, Height-adjustable
and Motor | Tech improved accessibility Workstation, pick—l.)y—.
Impairments light systems, specialised
keyboards
High- Extension of mobility and (AI-driven) exoskeletons,
Tech physical capabilities, maximum | collaborative robots,
mobility, and integration into | (AI-supported)
complex work processes augmented reality glasses,
electric wheelchairs,
smart prostheses
No-Tech | Consultation and assistance Adapted work tasks,
personal assistance
Low- Support for visual tasks Large print instructions,
Tech document holders
) Mid- Enhancing visual perception Electronic magnifiers,
Vlsua.l Tech and information processing special displays,
Impairments explanatory videos in
simple language
High- Extension of visual capabilities | (AI-supported) AR
Tech through technology, restoration, | glasses with camera

system, implantable
neurostimulators




technologies, innovative
solutions for full integration
and support of complex tasks
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Type of Category | Potential Areas of Application | Examples from the Work
Disability in the Workplace environment
No-Tech | Consultation and Adapted work tasks,
communication support personal assistance
Low- Support for communication Large print, simple visual
Tech signals
Mid- Enhancing auditory perception | Hearing amplifiers,
) Tech voice-controlled machine
Hearing operation
Impairments
P High- Extension of auditory (AI-supported) AR
Tech capabilities through glasses with auditory
technology, restoration, or signals, complex hearing
enhancement of hearing systems, smart devices
through innovative with audio support,
technologies implantable hearing
devices
No-Tech | Support through adaptation of | Adapted work tasks,
tasks and work environment personal assistance
Low- Simplification of work Structured work
Tech processes instructions, material
provision
Mid- Support through technological | Explanatory videos in
Cognitive Tech solutions for better simple language, smart
Impairments information processing devices with cognitive
assistance functions
High- Enhanced support through AR/VR projection units,
Tech interactive and adaptive intelligent assistance

systems, brain- computer
interaction solutions,
autonomous robots with
cognitive assistance

8. Ethical considerations and challenges in the implementation
of technologies

Although the technological developments are promising, there are also ethical
considerations and challenges that need to be taken into account during imple-
mentation. These include issues of self-determination, data protection and the
potential risks associated with the use of Al algorithms. For example, Al systems
developed to support people with disabilities may also have unintended biases
that penalise certain user groups.
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Another problem is the possible dependence on technologies that could give
people the feeling of having less control over their work. Organisations need to
ensure that these technologies are implemented in a way that does not compro-
mise employee autonomy but supports it (Feichtenbeiner et al., 2022).

9. Guidelines for the implementation of technology
to promote inclusion

To realise the full benefits of new technologies to promote inclusion, a holistic
approach is required. Organisations need to invest not only in technological solu-
tions, but also in training and raising awareness among their employees. A suc-
cessful approach combines technological innovation with a strong commitment
to inclusion and acceptance in the corporate culture.

9.1 Holistic approach to implementation

Implementation should be a step-by-step process, starting with a thorough needs
analysis to understand the specific requirements of employees. Suitable techno-
logical solutions can then be selected and integrated into the existing working
environment. It is important that all employees are involved in the process and
trained in the new technologies.

9.2 Organisational commitment

In addition to technological support, it is crucial that companies promote an
inclusive corporate culture. This can be achieved through regular training,
raising awareness of the needs of people with disabilities and promoting open-
ness and acceptance. Only through a combination of technological advance-
ment and cultural change can organisations create a truly inclusive working
environment.

10. Conclusion and recommendations for companies

Promoting diversity and inclusion in the workplace requires a holistic approach
that combines technological innovation with strong educational and organisa-
tional commitment.

Organisations should strategically implement proven technologies such as
Al, AR, VR and advanced robotics systems to break down barriers and create
a more accessible and diverse working environment. In doing so, it is essential
to consider the specific needs of the workforce and place ethical considerations
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and user empowerment at the centre. By integrating these technologies, not only
can the productivity and well-being of employees be increased, but new, diverse
perspectives can also be introduced into work processes.

Ultimately, the use of new technologies offers companies the opportunity to
increase innovation and productivity and pave the way for an inclusive future. A
holistic approach that combines technology with a strong commitment to inclu-
sion is key to making workplaces more accessible and diverse and realising the
full potential of the workforce
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Virtual Reality vs. Face-to-Face: Assessing
the Impact of Virtual Reality Public
Speaking Training on Anxiety Reduction
among Business Students - A Randomized
Controlled Trial

Abstract: Effective communication is vital in higher education. For those studying busi-
ness, mastering public speaking is key to their academic and career success. Yet, a sig-
nificant number of these students express a fear of performing in front of an audience,
commonly termed Public Speaking Anxiety (PSA). This randomized controlled trial
assessed a Virtual Reality (VR)-based public speaking training’s efficacy using a conve-
nience sample of undergraduate business students. 67 students were divided into inter-
vention (VR training with system feedback) and control group (traditional face-to-face
presentations with expert feedback). PSA was evaluated pre- and post-intervention using
the German version of the Self-Statements During Public Speaking (SSPS) scale. Both
groups exhibited a reduction in PSA, but the VR group showed a significant decrease in
all negative self-statements and displayed a preference for unbiased VR feedback. While
the study’s findings are promising, the limited sample size underscores the need for future
research. VR has the potential to reduce PSA and enhance presentation skills. Rather than
replacing traditional face-to-face training with instructor feedback, we aim to establish VR
as an alternative. This approach not only offers potential time and resource savings but also
aligns closely with the preferences of the millennial and Generation Z student populations.

Keywords: higher education, public speaking anxiety, virtual reality-exposure therapy, oral
presentation skills, direct feedback, business students

Introduction

Oral presentation and public speaking skills are critical components of effective
communication and are essential in management roles (Baccarani & Bonfanti,
2015). Many modules in business programs use presentations as a form of assess-
ment and require students to verbally engage in small and large group settings to
enhance learning (Moskal et al., 2008). For instance, Brink and Costigan (2015)
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discovered that 76% of business curricula included a learning goal related to oral
presentations. While the ability to present effectively in front of a large audience
is perceived, today more than ever, as critical for young professionals’ success in
the workplace (Smith & Sodano, 2011; Van Ginkel et al., 2019), the majority of
students start their careers with insufficient Oral Presentation Skills (OPS). Their
education has failed to equip them with the skills needed to thrive in the work
environment (Andrews & Higson, 2008; Brink & Costigan, 2015; Chan, 2011;
Gibson & Sodeman, 2014; Gray, 2010; Jackson, 2010). Given the upsurge in Public
Speaking Anxiety (PSA) within the student population (Hinojo-Lucena et al.,
2020; Rodero & Larrea, 2022; Sarpourian et al., 2022) and the crisis-induced shift
from on-campus to online or blended teaching formats, limiting opportunities for
students to practice presentations in front of peers, it is plausible that the reduced
chances for real-time audience exposure may contribute to an intensification of
PSA. Therefore, analyzing PSA in the student population and developing solutions
to counteract is key to overcoming the crisis-induced OPS gap.

Cognitive-Behavioral Therapy (CBT) has traditionally been used to treat PSA
by exposing individuals to feared social situations (England et al., 2012; Reeves
et al,, 2022). Exposure therapy, an acknowledged method for treating anxiety
disorders, is now being complemented by emerging VR therapies gaining traction
among scholars (Harris et al., 2002; Hinojo-Lucena et al., 2020; Rodero & Larrea,
2022; Valmaggia et al., 2016). VR offers a unique avenue for exposure therapy,
immersing students digitally in the very social situations they fear.

Virtual Reality Exposure Therapy (VRET) surpasses conventional CBT, offering
technological advantages (Premkumar et al., 2022). Traditional methods may be
limited when students struggle to vividly imagine scenarios or when creating con-
trolled environments with suitable audiences and locations becomes challenging
(Salkevicius et al., 2019; Takac et al., 2019). However, VR technology holds promise
for self-guided exposure therapy, allowing users to independently regulate their
exposure to feared social situations without the need for an instructor (Premkumar
etal., 2021). It preserves individual privacy, mitigating unpleasant public discomfort
(Brundage & Hancock, 2015; Yuen et al., 2019). Its immersive nature encompasses
both mental and physical involvement, often exceeding real-world experiences in
terms of immersion level (Fetscherin & Lattemann, 2008). Notably, VR’s realism
significantly influences individual perceptions and behaviors (Schmid Mast et al.,
2018; Takac et al., 2019). This efficacy has contributed to the widespread adoption
of VRET in treating Public Speaking Anxiety (PSA) (Salkevicius et al., 2019).

VRET can be delivered in various formats, with two primary approaches being
self-guided and therapist-led sessions (Premkumar et al., 2021). Various advan-
tages are associated with self-guided VRET, such as user autonomy; flexibility and
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accessibility. However, in choosing an instructor-led VRET intervention for our
public speaking training in an educational setting, several reasons guided our
decision. Firstly, opting for an instructor-led approach ensured equal exposure
for all students, minimizing variations in the intensity and duration of practice
and fostering a standardized study environment. This control was essential to
mitigate potential disparities in skill development that could arise in a self-guided
format. Additionally, the complexity of the VR software used necessitated imme-
diate technical support, a benefit provided by having an instructor present. This
support facilitated participants in navigating the software, addressing technical
issues, and optimizing their overall experience. Moreover, the presence of an
instructor played a crucial role in maintaining consistent student engagement
and motivation throughout the VR public speaking training. This personalized
encouragement contributed to a more active and participatory learning experi-
ence. Furthermore, the real-time monitoring of participant distress, made possible
by the instructor’s presence, allowed for immediate support and intervention
if any student experienced heightened anxiety or discomfort during the public
speaking training. It is worth noting that the instructor-led approach facilitated a
parallel study design, with half of the students practicing in front of an audience
while the other half received the VR treatment. Both groups received identical
theoretical input on effective presentation delivery, ensuring a comparable foun-
dation for evaluating the impact of the VR intervention.

Despite the enthusiasm around VR for anxiety treatment (Anderson et al.,
2016), only a limited number of studies have specifically concentrated on the
student population with a particular emphasis on PSA (Hinojo-Lucena et al.,
2020). Previous studies on VR applications in education have primarily focused
on usability instead of learning outcomes (Radianti et al., 2020). However, our
current research responds to Radianti et al’s (2020) call by evaluating changes in
students’ PSA, OPS, and overall learning experience, emphasizing the assessment
of VR application learning outcomes.

In shaping our research direction, we abided by three guiding principles: (1) the
innovative teaching approach should reduce students’ PSA; (2) it should be adapt-
able to educational settings, meaning it can be integrated into existing modules;
and (3) in tune with the evolving preferences and demands of business students,
predominantly from the Generation Z.

Generation Z’s relationship with technology is not just profound but extends to
actively creating and sharing digital content across diverse platforms (Hernandez-
de-Menendez et al., 2020). Recognizing the tech-savvy nature of this generation,
the immersive and engaging nature of VR aligns with their affinity for innovative
learning experiences. Our approach recognizes Generation Z’s status as digital
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natives, born into a world where technology is seamlessly integrated into daily life.
The adaptable nature of VR training allows for integration into busy schedules while
providing a novel and effective means of public speaking skill development. This
adaptability is crucial as Generation Z, always connected and fast-paced in their
activities, appreciates learning experiences that can be seamlessly woven into their
routine (Hernandez-de-Menendez et al., 2020). By embracing the technological
advancements (e.g. gamification) preferred by these generations (Saxena & Mishra,
2021), we aimed to enhance the overall appeal and effectiveness of the training, mak-
ing it more attuned to the ways in which they engage with and absorb information.

With a twofold aim of reducing PSA and enhancing OPS, this study employs an
intervention design as part of the module “Introduction to Research Methods and
Academic Writing” for undergraduate business students, this study examines the
value of VR applications in a real educational context and addresses the question
of how VR-based public speaking training can be integrated into curricula to pro-
vide new, personalized opportunities to improve students’ OPS. Previous studies
have been constrained by their limited consideration of sub-criteria, overlooking
crucial elements of oral presentation skills. Student participants will rehearse
presentations before a virtual audience with varying demographics, characteris-
tics, attention or difficulty levels, and audience sizes, while training activities are
measured and visualized using trend analyses and statistics. The integration of
Artificial Intelligence (AI) enhances user performance by regulating audience
reactions and delivering immediate real-time feedback. This will strengthen stu-
dents’ OPS because they will instantly receive feedback about volume, eye contact,
body language, gestures, fillers, and further relevant indicators to improve their
presentation skills on the fly. By incorporating the previously mentioned sub-
criteria, beyond eye contact and speech rate, this study addressed the concerns
raised by Van Ginkel et al. (2020), thereby enhancing the validity of the study.

This study aims to explore whether a brief public speaking training in front of
a virtual audience with real-time AI-based feedback improves PSA in undergrad-
uate business students. The overall research aim was to explore whether the VR
Speech Training is more effective in terms of PSA reduction than a face-to-face
presentation with instructor feedback.

In pursuit of this goal, two research objectives were formulated based on gaps
identified in the literature mentioned above:

1. to explore the differential impact of VR versus on-campus public speaking
training on students’ PSA.

2. to investigate the extent to which students perceive such innovative tools as
valuable for improving their presentation skills.
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Public Speaking Anxiety and Higher Education

Oral presentations are one of the most widely used forms of assessment in higher
education (Brink & Costigan, 2015; Moskal et al., 2008). Whether it is in front
of a class, an audience of peers, or a panel of judges, presenting in front of oth-
ers can be challenging, especially for students who face PSA (Valls-Ratés et al,,
2022). Widely varying definitions of PSA have emerged since early research on
“stage fright” (Lomas, 1937), mainly due to researchers’ preferences for a par-
ticular word or phrase reflecting their theoretical stance (Bodie, 2010). In broad
terms, PSA can be described as a form of social anxiety, where an individual
fears performing in front of an audience. This type of socially based anxiety is
associated with being apprehensive before presenting in front of an audience,
resulting in disrupted communication (e.g. pauses, stuttering), and negatively
affects social, academic, and career opportunities (Choi et al., 2015; Sarpourian
et al., 2022). Also called glossophobia, PSA is further associated with various
physiological changes, such as elevated heart and breathing rates (Tse, 2012).
Instances of PSA have become prevalent among students, especially when they
are aware that their performance is being evaluated (Grieve et al., 2021). Today,
more than ever, student activities and assessments require social interactions,
such as oral exams, job interviews, and class presentations (Brink & Costigan,
2015; Moskal et al., 2008). Thus, students who aim to thrive in their future careers
should improve their OPS.

As defined within presentation research, oral presentation skills can be
described as “a combination of knowledge, skills, and attitudes needed to speak
in public to inform, self-express, relate, or to persuade” (De Grez, 2009, p. 5).
Consequently, students’ OPS can be enhanced by any or all of these aspects, refer-
ring to cognition, behavior, and attitude toward presenting (Van Ginkel et al.,
2015). Since this study focuses in particular on VR as an innovative technology
to improve students’ oral presentation skills, it focuses solely on the presentation
behavior aspect.

A potential solution to alleviate PSA and address speech delivery issues is
to provide students with increased rehearsal opportunities for their oral pre-
sentations (Smith & Frymier, 2006; Valls-Ratés et al., 2022; Van Ginkel et al,,
2019). Importantly, research indicates that practicing oral presentations in front
of an audience is more effective than rehearsing alone (Menzel & Carrell, 1994)
and therefore is key to students” speaking success and reducing PSA. However,
the shift to online or hybrid learning models during the COVID-19 pandemic
(Petronzi & Petronzi, 2020) has constrained students’ chances of overcoming PSA
through real-world practice. While traditional face-to-face rehearsals have proven
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beneficial, the need for innovative solutions that address the current educational
challenges has never been more pressing.

There is evidence that VR reduces levels of PSA (Lim et al., 2023; Reeves
et al., 2022) and enhances students’ OPS (e.g. Chollet et al., 2015). Compared
to a face-to-face presentation with instructor feedback, Van Ginkel et al. (2019)
even revealed that students’ OPS could be significantly increased using VR. An
argument for this finding relates to the fact that students highly appreciated the
feedback they received after their presentation in virtual reality, due to its detailed
and analytical character (Van Ginkel et al., 2020). In the current educational
landscape, VR not only provides a safe and controlled environment for students
to improve their public speaking skills without the constraints of physical barriers
but also aligns with the tech-savvy demands and preferences of today’s student
population (Palmas et al., 2022).

Fusing Virtual Reality and Exposure Therapy

The most empirically supported and effective type of psychological interven-
tion to treat social anxiety is CBT (Heimberg, 2002; Heimberg et al., 1993;
Rodebaugh et al., 2004). In treating PSA, individual and/or group CBT has
proven itself to be highly effective (Ponniah & Hollon, 2008; Powers et al.,
2008). While exposure therapy is the most commonly used technique to treat
social phobia, allowing individuals to gradually experience feared social situ-
ations, it can also be time and budget-consuming due to difficulty in finding
suitable locations and audiences (Carl et al., 2019; Takac et al., 2019; Wallach
et al.,, 2009). To overcome the limitations regarding traditionally delivered
CBT, a more recent approach utilizes VR to immerse individuals into three-
dimensional and simulated PSA scenarios, allowing them to experience a “real-
life” scenario (Sarpourian et al., 2022; Takac et al., 2019). Compared to tradi-
tional face-to-face CBT interventions with in vivo exposure to treat PSA, several
meta-analysis findings have indicated that VRET can be equally effective (Carl
et al,, 2019; Chesham et al., 2018; Fodor et al., 2018; Lim et al., 2023; Reeves
etal., 2022). Consequently, research has started to emerge on the integration of
VR into therapy, both for enhancing OPS (Batrinca et al., 2013; Palmas et al,,
2019; Poeschl, 2017; Van Ginkel et al., 2020) and for addressing PSA (Anderson
et al., 2005; Harris et al., 2002; Rodero & Larrea, 2022; Sarpourian et al., 2022;
Takac et al., 2019; Wallach et al., 2009).

By using VR tools to treat PSA, individuals can experience the feared social
situation in a safe environment, and by being repeatedly immersed in the simu-
lated scenarios, speaking success will be increased (Denizci Nazligul et al., 2019).
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VRET provides consistent and predictable scenarios, allows customization, and
can be applied independent of location and audience through a head-mounted
display. Paired with VR’s potential to innovate higher education (Fabris et
al,, 2019; Greenwald et al., 2017), VRET might be a promising approach to over-
come major limitations preventing the integration of presentation training into
the curriculum. By fusing OPS training and VR, students can improve important
factors, such as maintaining eye contact and reducing pauses in speech (Wortwein
etal,, 2015). Furthermore, VR improves students’ learning experience (McGovern
etal., 2019), and learning outcomes (Fabris et al., 2019), enhances situated learn-
ing (Greenwald et al., 2017), and delivers detailed, individualized feedback (Van
Ginkel et al., 2019) to students resource-effectively (e.g. reduced space require-
ments, multiple user interaction, flexibility, and scalability) (Carl et al., 2019;
Takac et al., 2019; Wallach et al., 2009).

Feedback in VR and Public Speaking Performance

While feedback is considered being a crucial component of the learning process
(Attali & van der Kleij, 2017; Hattie & Timperley, 2007; Shute, 2008), research
examining the role of new technologies in developing unbiased and detailed
feedback remains scarce (Merchant et al., 2014). However, some researchers
suggest that using innovative technologies like VR can enhance students’ com-
petencies (Belboukhaddaoui & Van Ginkel, 2019; Van Ginkel et al., 2019; Van
Ginkel et al., 2020). This is because interactive digital learning environments can
simulate real-life processes and make it easier to provide feedback (Merchant
et al., 2014).

From a scientific standpoint, it is uncertain whether a VR-based presenta-
tion task that provides feedback is as efficient as a face-to-face presentation
task with feedback from an expert (Merchant et al., 2014; Van Ginkel et al.,
2019). However, regarding the educational practice perspective, the present
research focus is crucial because VR could assist in creating more efficient and
effective learning environments by overcoming obstacles such as decreasing
opportunities for teacher-student interactions and instructional time (Van
Ginkel et al., 2015). Notably, the VR Speech Trainer enjoys greater acceptance,
particularly from participants who do not experience public speaking anxiety
(Palmas et al., 2021). Therefore, VR has the potential to address the challenges
facing higher education curricula in the future, as it is more efficient in terms
of reducing time and costs. Furthermore, it can provide “individualized” edu-
cation, including personalized feedback, to a large number of students (Van
Ginkel et al., 2019).
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Methodology
Design

A randomized controlled trial compared commercially available public speaking
training delivered through Virtual Reality (VR Speech Trainer) with a non-virtual
counterpart involving instructor feedback. The study encompassed two treatment
sessions for each participant.

Research Setting

In this study, we utilized a virtual audience through the VR Speech Trainer, a
software developed by the EdTech company straightlabs GmbH & Co., for public
speaking training. The objective was to investigate whether a brief public speak-
ing session in front of this virtual audience, coupled with real-time Al-based
feedback, effectively enhances PSA among undergraduate business students. The
VR Speech Trainer was integrated into the module “Introduction to Research
Methods & Academic Writing” at the Baden-Wuerttemberg Cooperative State
University (DHBW) in Mannheim, Germany, using a convenience sample of
undergraduate business students. The software VR Speech Trainer was used as
the environment as it (1) represents a real-life (work) setting; (2) is responsive
to the student’s performance; (3) is capable of providing immediate feedback
which directly has an impact on students’ learning outcomes; (4) can be used
at various difficulty levels.

We assessed students’ anxiety regarding public speaking through the utilization
of a self-assessment questionnaire. Subsequently, we provide a detailed description
of the study protocol:

1. Intervention group (virtual audience): In the virtual audience setting, partic-
ipants receive instantaneous feedback as the audience responds in real-time.
Positive behaviours, such as nodding and leaning forward, are indicators of an
effective performance, while negative cues, like looking away or shaking heads,
signify areas for improvement. Additionally, color-coded indications promptly
signal when the speaker is losing the attention of the audience, enhancing the
immediacy and specificity of the feedback loop.

2. Control condition (non-virtual, peer audience): In the control condition with
a non-virtual, peer audience, participants receive feedback from the instruc-
tor following their presentation. Notably, no feedback is provided during the
presentation itself, distinguishing this condition from the real-time feedback
mechanisms employed in the intervention group.
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Both conditions received two sessions of training, with one presentation in each
session lasting for a total of 5-10 minutes. After the second presentation, all par-
ticipants were asked to complete a self-assessment questionnaire, which took
between 10-20 minutes.

To assess the efficacy of VR-based public speaking training against traditional
on-campus training (which involves face-to-face presentations in a classroom setting
with instructor feedback), we randomly assigned students to either the intervention
or control group and subsequently secured informed consent from all participants.

Fig. 1: Selection of sample included in the final analysis

Students enrolled in the course (n = 70)

Exclude (n=3)
* Motion sickness (n= 1)
« Exmatriculated (n=2)

Random assignment (n = 67)

Assigned to VR training group (n = 34)
* Completed pre-testing (n = 34)
» Not complete pre-testing (n = 0)

l

Completed two VR sessions (n = 34)

l

VR training group (n =34)
» Completed post-testing (n =29)
» Not completed post-testing (n = 5)

Assigned to control group (n=33)
+ Completed pre-testing (n = 33)
» Not complete pre-testing (n = 0)

Control group (n=33)
« Completed post-testing (n =27)
« Not completed post-testing (n = 6)

In total, 67 business students were assigned either to the intervention or con-
trol group (Fig. 1). Both the intervention and the control group were admin-
istered two online questionnaires, one at baseline and one post-intervention
(after the two treatments). Students in the intervention group received two ses-
sions of individual treatment, using a simulated meeting room scene (using the
VR Speech Trainer software developed by straightlabs GmbH & Co. KG) and
a head-mounted display with eye-tracking (Pico Neo 3 Pro-Eye). Each session
of exposure lasted 5-10 min. The VR Speech Trainer allows the instructor to
easily simulate different types of audience reactions (e.g. bored or enthusias-
tic), providing implicit feedback (Fig. 3) regarding the quality of a presentation
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delivered by a student. For the VR sessions, the students had to deliver two
impromptu presentations with two varying topics. These slides were uploaded to
the VR Speech Trainer and were integrated into the VR scenario to ensure stan-
dardized conditions for each student. However, the content of the presentation
was not a determining factor and was not assessed by the software; instead, the
focus was on the delivery of the presentation. In the control condition, students
participated in a similar training without the use of VR. Instead of utilizing the
simulated meeting room scene and audience reaction simulation in a virtual
environment, they delivered impromptu presentations in a traditional setting
in front of their peers and received feedback from the lecturer afterwards. This
non-VR condition provided a comparison to assess the impact of the virtual
reality elements present in the intervention group, focusing on the differences
between training with and without VR technology.

Fig. 2: Student perspective on immediate feedback in the VR Speech Trainer meeting room
scene (source: straightlabs GmbH & Co. KG)

Procedure
The research procedure included the following steps:

1. All participants were provided with an impromptu speech in the form of an
11-slide presentation deck (one introduction slide followed by 10 slides of
presentation material) with brand logos, entitled “Social media or not—justify
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your answer” for the first treatment and “Luxury brand or not—ijustify your
answer” for the second treatment. This was necessary to allow all participants
to work from the same script and connect with a topic relevant to them.

2. Before performing their virtual presentations, participants were shortly intro-
duced to the hardware and software. Students were provided with the Pico Neo
3 Pro Eye headset (already equipped with the VR Speech Trainer software)
and required to put on the headset and navigate into the virtual classroom to
deliver their first presentation.

3. When participants finished their presentation, the data collected by the VR
Speech Trainer was presented to each participant individually using a screen
display to discuss their presentation based on the dashboard results at the end.

4. This was the first time that participants were informed about the metrics mea-
sured by the VR Speech Trainer, namely time management, transcript, fillers,
commonly used words, eye contact, volume, pace, body language, viewing
direction, gestures, attention, and self-confidence. For a comprehensive tech-
nical breakdown of how this metrics are assessed, please refer to Palmas et al.
(2021).

Measures

The SSPS scale is a 10-item questionnaire consisting of two 5-item subscales,
the Positive Self-Statements (SSPS-P) and the Negative Self-Statements subscale
(SSPS-N). The SSPS questionnaire is commonly used to estimate public speaking
anxiety and has good psychometric properties (Hofmann & DiBartolo, 2000). In
both student and clinical samples, the measure’s 2-factor structure was confirmed,
with internal consistency for SSPS-P ranging from .75 to .84 and SSPS-N from
.83 to .86 in undergraduate cohorts, and similar results noted in clinical groups
(Hofmann & DiBartolo, 2000). While there are other measures of public speaking
anxiety available, the SSPS measures an aspect of public speaking anxiety that is
separate from overall social anxiety, making it a targeted and specialized measure
for this particular domain.

Statistical Analysis

Data were analyzed using SPSS for Windows, version 27.0. Participants’ demo-
graphic characteristics were assessed using descriptive statistics (frequency, per-
centage, mean, and standard deviation [SD]). Within the intervention and control
groups, the paired one-sided sample t-test was employed to compare PSA means
before and after the intervention.
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Results
Sample Description

Participants were randomly allocated to either the intervention or control group.
The intervention group had an average age of 20.53 years (SD = 2.474) and the
control group, had 20.11 years (SD = 1.968). Parity distribution was balanced
between both groups, as detailed in Table 1.

Table 1: Mean age and parity distribution (%) for the intervention and control groups

Condition N Mean age + SD Gender

s Female Male
Intervention group 29 20.53 +2.474 53.33 % 46.67 %
Control group 27 20.11 + 1.968 59.26 % 40.74 %

Students’ Progress in Overcoming Fear of Public Speaking

To evaluate students’ levels of PSA, paired-sample t-tests were conducted for both
the intervention and control groups. The results from the one-sided paired sample
t-test are presented in Table 2.

Table 2: SSPS pre-and post-test scores for the intervention and control groups

Statements Intervention Control
(N=29) (N=27)
Mean | SD p Mean | SD p
1. What do I have to lose Pre | 3.41 |1.181| .194 2.81 [1.039| .365
its worth a try Post | 3.66 | .857 274 | 1163
2. 'maloser Pre | 3.79 | 1.048 | <.001** | 4.07 | 1.035 | <.001**
Post | 2.21 | 1.048 3.22 | 1.086
3. This is an awkward Pre | 3.10 | 1.113| .315 2.63 | .926 230
fllsrlliltll:ﬁ but I can Post | 324 | .988 248 | 849
4. A failure in this situation | Pre 3.66 | 1.344 | <.001** | 3.81 | 1.111 | <.001**
would be more proof of ['p i 15 55 [ 1 157 248 | 975
my incapacity
5. Even if things don’t go Pre | 3.17 | 1.136 | .172 3.15 | 1.350 | .253
well, its no catastrophe | p ¢ [ 345 | 986 3.00 | 1.000
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Statements Intervention Control
(N=29) (N=27)
Mean | SD P Mean | SD P
6. Ican handle everything | Pre | 2.93 | .961 324 3.19 | 1.001 | .300
Post | 2.83 | 1.002 3.30 | .993
7. What I say will Pre 3.76 | 1.023 | <.001* | 4.11 .892 .013
probably sound stupid ['p¢ [ 559 | 1.018 3.67 | 1.144
8. T'll probably ,bomb out® | Pre | 4.03 | .865 | <.001**| 4.15 | .907 | .062
anyway Post | 2.31 | 1.105 378 | 1.121
9. Instead of worrying Pre | 424 | 739 | .156 2.22 | .801 | <.001**
I could concentrate on ' po¢ [ 403 | 731 3.78 | .801
what I want to say
10. I feel awkward and Pre | 3.72 | 1.162 | .002* | 3.70 |1.171| .122
?;‘nmotgct?ey’re bound ' poet [ 272 | 1.099 344 | 1.086

Note. Items 1,3,5,6, and 9 comprise the “Positive Self-Statements” (SSPS-P), and items 2,4,7,8, and
10 the “Negative Self-Statements” (SSPS-N).

*p < .005

©tp <001

As can be observed in Table 2, working students who took part in the intervention
programme aimed at examining the efficacy of VR-delivered public speaking
training have benefitted from the brief treatment. Students in the intervention
group showed decrease from pre-testing to post-testing in all negative statements
“I'm a loser” (p <.001), “A failure in this situation would be more proof of my
incapacity” (p <.001), “What I say will probably sound stupid” (p <.001), “Tll
probably ‘bomb out’ anyway” (p <.001) and “I feel awkward and dumb; they’re
bound to notice” (p =.002).

Although the control group experienced decreases in negative statements such
as “I'm a loser” (p <.001), “A failure in this situation would be more proof of my
incapacity” (p <.001), and “What I say will probably sound stupid” (p <.013), it
is important to highlight that the intervention group exhibited a significantly
stronger effect with regard to the seventh statement, “What I say will probably
sound stupid”, which was ten times lower for students in the control group. Only
the intervention group demonstrated a decrease for the eighth statement, “I'll
probably ‘bomb out’ anyway”, and the tenth statement, “I feel awkward and dumb;
they’re bound to notice”, when compared to the control group.
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In our evaluation, we did not consider the ninth statement of the SSPS ques-
tionnaire, which pertains to the ability to concentrate on what one wants to say
instead of worrying. This omission is justified by the nature of our intervention,
which involves impromptu speaking tasks where students are expected to deliver
spontaneous presentations based on a short prompt. In such scenarios, students
were unable to prepare their presentations in advance, and the topic itself was
unknown to them.

Students’ Perceptions of VR as an Enhancing Tool for OPS

To investigate the extent to which students perceive such innovative tools as valu-
able for improving their oral presentation skills, students completed the following
self-statements on a 5-point Likert scale (Table 3).

Table 3: Descriptive statistics of students’ perceptions regarding VR

Statements Mean SD Median
I would endorse the use of VR in lectures. 3.76 0.83 4
VR helped me to know more precisely, what is 3.83 0.97 4
important when presenting.

The usage of VR increased my motivation for 2.48 1.24 3
my studies.

Students overall recognized the value of the VR intervention in their academic
journey. The majority expressed a keen interest in using VR technology across
various lecture formats, suggesting its potential as a universally practical tool
in academic settings. An average score close to 4.00 on the statement, “I would
endorse the use of VR in lectures” underscores this viewpoint. Furthermore, the
data revealed that VR has significantly aided students in identifying the crucial
aspects of effective presentations. This is evidenced by the average score of 3.83
for the statement, “VR helped me to know more precisely, what is important when
presenting’, indicating that VR has enabled students to focus on key presentation
elements such as volume, body language, and eye contact. This immersive expe-
rience thus provided clarity on vital presentation aspects.

However, the enthusiasm for VR’ integration into lectures and its perceived
benefit in presentation clarity does not necessarily translate to an overall increased
motivation for studies. The mixed response, indicated by an average score of 2.48
for the statement, “The usage of VR increased my motivation for my studies”
suggests that while VR is a promising tool for specific tasks like presentations, its
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impact on holistic academic motivation remains more nuanced. It is essential to
recognize that the multifaceted nature of academic endeavors goes beyond just
the act of presenting.

Building on the positive feedback from the intervention group, participants
from the control group were also offered an opportunity to undergo VR presen-
tation training after the study’s conclusion.

Discussion and Limitations

The adoption of VR technology to address challenging presentation scenarios
in a safe environment with a virtual audience and real-time AI feedback shows
promising results. The VR setting provides an easily replicable training environ-
ment, eliminating the logistics of organizing a physical audience for simulating
training situations each time.

The objectivity of Al provides a consistent evaluation metric. This consis-
tency contrasts with traditional methods, which might provide fleeting, gener-
alized feedback without in-depth analysis. Even when comprehensive feedback
is provided in traditional settings, nuances like eye contact, attention span, or
filler words, which the VR software assesses, might be overlooked. Another
concern with conventional training lies in feedback variability. Feedback may
range from being constructive and insightful to being subjective and incon-
sistent, making it challenging for students to discern its relevance. This incon-
sistency hinders a concrete evaluation of traditional presentation training’s
effectiveness.

However, one significant limitation of our study pertains to the observed
decline in PSA within the control group. This decrease might be attributable to
the study’s limited sample size and the value of verbal instructor feedback. While it
is plausible that the provision of high-quality feedback from the instructor might
have reduced students’ PSA levels in the control group; the data underscores the
VR Speech Trainer’s potential in significantly reducing PSA.

Another potential limitation is the brief duration of our intervention. With
only two sessions, each lasting between 5-10 minutes, questions arise concerning
the long-term effectiveness of the VR approach. While our study showed promise
in the short term, it remains uncertain how sustained or more extended VR inter-
ventions might impact participants. Would the effects be more profound, or would
they level off after a certain point? This study’s design does not offer conclusive
answers to these questions.

Moreover, our research was conducted in a specific context with a distinct set of
participants. Thus, the findings might not be generalizable to broader populations
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or different settings. Different groups might respond differently to VR interven-
tions, and our study did not capture this variability.

Lastly, while our study highlighted the benefits of VR-based public speaking
training, it is essential to recognize that it does not seek to replace traditional
public speaking training or undervalue the importance of human feedback. We
propose VR as a complementary method. Though we noted benefits in using VR,
traditional methods, backed by years of pedagogical practice, have their own set
of advantages that our study did not extensively explore.

Conclusions and Future Works

Our findings support that VR-based public speaking training can be a valuable
alternative to traditional face-to-face presentations with instructor feedback
for reducing PSA, providing both unbiased feedback in a safe environment
and advantages concerning time and resource costs. The obtained data demon-
strate that while both VR and traditional training reduced PSA levels among
business students, the VR training resulted in a highly significant difference
between the pre-intervention and post-intervention responses for all negative
self-statements of the SSPS scale. When these results are considered in the
context of the difference in time to prepare a face-to-face session with location,
audience and instructors, these strongly favor VR, suggesting that VR should
be included as an alternative to traditional public speaking training in business
modules.

Despite the enthusiasm around VR for anxiety treatment (Anderson, Edwards
& Goodnight, 2016), only a limited number of studies have specifically concen-
trated on the student population with a particular emphasis on PSA (Hinojo-
Lucena et al., 2020). Previous studies on VR applications in education have
primarily focused on usability instead of learning outcomes (Radianti et al., 2020).
The results obtained in this study are consistent with previous research, empha-
sizing that VR training and exposure can effectively reduce PSA in students (see
Hinojo-Lucena et al., 2020 for a review) and enhance confidence when engaging
in discussions or meetings (Palmas et al., 2019; Slater et al., 2020). However, the
main strengths of the current work are the use of sub-criteria beyond eye con-
tact and speech rate, the focus on learning outcomes rather than usability, and
the randomized study design. By incorporating the previously mentioned sub-
criteria, beyond eye contact and speech rate, this study addressed the concerns
raised by Van Ginkel et al. (2020).

While the benefits of incorporating gamification elements into VR-based
public speaking training, as highlighted by Palmas et al. (2022), are apparent,
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it would be imperative for future research to delve deeper into this aspect.
We recommend tapping into the broaden-and-build theory of positive emo-
tions, suggesting that positive emotions can broaden individuals’ momen-
tary thought-action repertoires and build their enduring personal resources
(Fredrickson, 2001). In the context of VR, the enjoyment derived from gamifica-
tion might foster positive emotions, shifting the perception of presenting from a
source of negative emotions to one associated with pleasure. This transformative
experience might not only create pleasurable associations with presenting but
also significantly aid in overcoming PSA by potentially reducing the impact of
negative emotions (Cohen & Huppert, 2018). Through this, students might be
more inclined and equipped to build and refine their presentation skills in a
supportive environment.

In conclusion, the results of this randomized controlled trial provide evidence
that VR-based public speaking training is effective in reducing PSA levels among
business students. Based on these findings, we recommend the adoption of VR
training as an alternative method for enhancing presentation skills for several
reasons. Firstly, it offers objectivity in evaluation, providing a standardized and
consistent assessment of performance. Additionally, it provides a safe and con-
trolled environment for learners to practice without the pressure and judgement
they may experience in real-life situations. With VR, students can develop their
presentation skills in a safe and controlled environment. They can simulate and
confront situations that may be stressful (e.g. fear of embarrassment or making
mistakes) in the real world. Students can also benefit from independence, as they
can engage in VR training at their own pace and convenience, without being
constrained by group dynamics or time limitations. Furthermore, VR training
allows for repeated practice of presentations until learners gain confidence in
real-world scenarios without incurring additional costs or logistical challenges.
VR enables the customization of training to meet the needs and goals of each
student. Different scenarios and difficulty levels can be easily adjusted to provide
an optimal challenge for learners. The inclusion of gamification elements adds an
element of fun and engagement to the training experience. Through interactive
experiences, students become more involved in the training and can benefit more
from the learning content. The immediate and unbiased feedback provided during
live VR sessions, as well as the detailed analysis post-presentation, enhance the
learning process. By engaging in VR public speaking training, students have the
opportunity to overcome their fears before encountering similar situations in
real-life professional settings. Given the results of this paper, we believe efforts to
integrate VR-based public speaking training in business programs will be valuable
for both lecturers and students.
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Organizational Culture in the Context of
Cybersecurity - Definitional Considerations

Abstract: Organizational culture plays a key role in the process of adapting to digital tech-
nologies. It promotes knowledge exchange among employees, which positively influences
creativity and company performance. Digitalization, as a process conducive to knowledge
sharing, enables the creation of more open and global informational spaces, which impacts
institutional development. However, the increasing digitalization of society makes institu-
tions vulnerable to cyber-attacks, highlighting the importance of established cybersecurity
standards. Effective cybersecurity requires the integration of technology with appropriate
user behaviors. Preventive measures and education in cybersecurity are crucial, especially
in the context of growing digital threats. An organizational culture that promotes flexi-
bility, collaboration, and employee education plays a significant role in adapting to digital
technologies and managing risk. Digital transformation requires readiness for change,
innovation, and collaboration. Technology companies demonstrate that an appropriate
organizational culture fosters risk-taking and strengthens information security. Effective
cybersecurity necessitates the integration of technical and behavioral aspects and under-
standing individual differences among employees. Contemporary challenges require a
comprehensive approach, combining technology with appropriate user behaviors, to create
a robust organizational culture that supports information security.

Keywords: organizational culture, cyber risk management, digital threats, cybersecurity,
cyber resilience, behaviorism

Introduction

Technology is present in almost every aspect of human life, but understanding the
changes it brings about is a significant contemporary challenge. Many research
analyses observe the phenomenon of blurring boundaries between the virtual
and physical worlds, which directly results in digital conditions affecting the real
world (Stilman, 2020). Literature indicates that this situation is influenced, among
other factors, by the existing divides between individuals raised in the digital era
from birth and those who experienced childhood without today’s technological
scope (Prensky, 2012).
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Within this process, there is a need to understand and analyze various aspects
of functioning in an environment based on cyber technology. The digitally created
reality, in which most of society currently participates, necessitates reflection
on the changes occurring in society. Researchers point to the need to reassess
the concept of social relationships in light of new technologies and changes in
the way reality is constructed by cyber technology (Fisher, 2017; van der Kolk,
2014; Cabanas and Illouz, 2019). Many questions also arise about what might be
destructive in modern progress and what are its negative aspects. Much of these
concerns stem from attempts to understand the relationship between contempo-
rary society and technology, provoking reflections on the concept of cybersecurity
culture (Harari, 2017).

The processes of digitization and remote work, which have gained significance
in recent years, further increase the risks associated with cybersecurity. Building
and developing a cybersecurity culture is not only a necessity but also a crucial
element of business strategy. This aims to protect against attacks, build customer
trust, and meet regulatory requirements. Organizational culture in terms of cyber-
security must evolve to meet new challenges and threats. Such a culture not only
protects the organization from potential attacks but also promotes innovative
approaches to technology and crisis management. The goal of this article is to
understand how cyber threats can stimulate innovation in organizations and how
these experiences contribute to building a cybersecurity culture. The study focuses
on analyzing crisis situations, identifying weaknesses in information systems, and
on preventive and educational actions in the field of cybersecurity. To achieve
these goals, the research reflection will be based on the analysis of the relevant
literature and case studies. The literature review will cover scientific works and
research reports on the impact of technology on social and individual life (Fisher,
2017; van der Kolk, 2014; Cabanas & Illouz, 2019). This analysis will allow for
identifying key areas where technology exerts the greatest influence and under-
standing what changes occur in social relationships and ways of constructing
reality through digital technologies.

Technology - Human

The relationships between humans and technology lead to various social implica-
tions that shape everyday life. Marshall McLuhan observed that technology is not
separate from humans but is a continuation of their actions and thoughts, which
has significant consequences for social and psychological interactions (McLuhan,
1994). Technology has become a medium and a message shaping society, human
creativity, and enabling many people to express themselves. Therefore, studying
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the impact of technology on culture and society is becoming increasingly import-
ant in the era of ever-evolving cyber culture.

For some users, the digital environment is completely natural and everyday,
while for others it may be foreign or unsettling, even if they are familiar with and
accept technology (Stilman, 2022). Questions are often raised about the conse-
quences for society when it is socialized in an environment where active human
interaction is lacking and replaced by technology (Thiiring and Mahlke, 2007).
These changes lead to a broader discussion about the relationship between humans
and technology and to a greater understanding of the effects of its widespread use.

Digital progress, though concerning in some areas (such as crime or armed
conflicts), is a significant step in human evolution, enabling control over one’s
biological and technological evolution. The change in the relationship between
humans and technology has accelerated immensely in recent years, partly due
to the introduction of new solutions such as touchscreens, voice and facial rec-
ognition technologies, and the use of biometric data (Wells and Usman, 2024).
These technologies are characterized by ubiquitous data processing and connec-
tivity, transforming the physical world into a digital one. Everyday life is rich with
examples of such applications, e.g., personalized ads delivered to smartphones
based on a customer’s location or supermarket apps that continuously update
inventory levels. With these changes, communication becomes increasingly per-
sonalized, simultaneously raising issues related to personal data protection. People
are increasingly working virtually, using mobile devices connected to the network
around the clock. These devices have become an integral part of life. However,
the associated risks are becoming more real. Mobile apps constantly track people,
raising concerns about privacy and data security, which also forces questions
about the boundaries of privacy and surveillance. The COVID-19 pandemic has
also accelerated this evolution, forcing many areas of life to move online.

Understanding and awareness of the threats posed by new technologies are
key elements in building a secure cyberspace. At the same time, one must not
forget about social aspects, such as protecting privacy and individual freedom in
the digital era. Therefore, introducing innovations should be done in line with
democratic and ethical values, which can contribute to building societal trust in
both technology and the state.

However, the debate on this topic remains practical and does not address
deeper issues related to human activity spheres such as security, privacy, risk,
trust, usability, and flexibility. Thus, there is a need to characterize the cultural
and social factors that shape the functionality of cyber technologies (Hilowle
et al,, 2019). Analysis in this area fills existing gaps in literature and provides a
significant contribution to understanding the social determinants in the process
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of human adaptation to cyber technologies. Research on complex issues related
to cybersecurity, especially concerning the dimension of human adoption of new
technologies in private or professional environments, is becoming increasingly
significant for the surrounding reality.

Cybersecurity in the Social Dimension

Although technology brings numerous benefits, it also comes with challenges
related to digital threats, which are becoming increasingly severe for all its users.
In the context of many discussions and disputes provoked by today’s digital reality,
two dominant attitudes can be observed. The first is characterized by immense
optimism regarding the potential benefits of technological progress. However, at
the other end of the spectrum lies a cautious attitude, including skepticism and a
critical approach to various ideas and concepts, including utopian visions of the
future. These two opposing views are nothing new but shape discussions about
the place and significance of cyber technologies in contemporary life.

Initially perceived as the domain of military strategists and IT specialists,
cybersecurity has now become an area accessible to a broader community. This
knowledge extends to decision-makers, diplomats, tech companies, activists, and
scientists from various fields (Whyte, 2022). Cybersecurity has also become a
recognized area of research in international relations and security studies, lead-
ing to an increase in the number of research centers and educational programs
worldwide (Aradau, 2017; De Goede, 2018; Dunn Cavelty, 2018).

Currently, cybersecurity is an area of multidimensional development. However,
to fully understand cybersecurity, it is valuable to consider it from both technical
and social perspectives. On the one hand, there are technical possibilities such as
network security and antivirus software. On the other hand, there is behavioral
control concerning people and their actions. Nevertheless, there is a close rela-
tionship between them that cannot be separated (Stewart, 2020). Thus, there is a
need for analysis of both technology and relevant behaviors. Without technology,
flexible adaptation to growing needs and burdens cannot be ensured. However,
without proper user behavior, even the most advanced technology may be ineffec-
tive. Therefore, it is crucial to integrate both elements to ensure comprehensive and
effective cybersecurity. Focusing solely on one of these aspects does not allow for a
full understanding of the current reality and its complex relationships. Recognizing
these two spheres as fully legitimate elements is crucial, particularly in the process
of detecting and preventing cyber threats (AlHogail, 2015; Dhillon et al., 2016).

Another equally important aspect of integration in the field of cybersecurity is
the need to ensure digital resilience while maintaining the openness of the digital
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environment, which is currently one of the greatest challenges facing political
decision-makers. The effects of technological processes experienced in any region
or organization can potentially cause problems in the entire interconnected global
digital system. Therefore, the ongoing changes cannot be perceived solely on an
individual or collective basis (Collett, 2021; Dunn Cavelty and Wenger, 2020, p. 8).
Responsibility for security has transcended the boundaries of individual IT
teams, encompassing various institutions and numerous individuals, including
over half of the world’s population using the Internet. Additionally, the approach
to security no longer focuses solely on technical aspects but increasingly considers
legal and political aspects shaped by the diversity of cultures and customs (Baram
etal., 2017; Cohen, 2017). Furthermore, studying the field of cybersecurity proves
to be a significant challenge due to the dynamic processes occurring within it.

Organizational Culture

Organizational factors, such as flexible organizational culture, play a crucial role in
the process of adapting to digital technologies. It fosters knowledge exchange among
employees, which in turn positively impacts creativity and company performance.
In the modern knowledge-based economy, the creation, sharing, and utilization of
knowledge significantly influence enterprise productivity. Digitalization is a key
element of this process. The competitiveness of companies is closely linked to their
ability to utilize the latest technologies in business operations through effective
knowledge utilization, leading to increased productivity (Martinez-Caro et al.,
2020). Digitalization is a process inherently conducive to knowledge sharing, cre-
ating favorable conditions for information exchange beyond existing institutional
and geographic boundaries, thereby forming a more open and global space where
information can freely circulate, ultimately impacting institutional development
(Ghosh et al., 2022). Currently, it is challenging to separate digitalization from orga-
nizational development strategies, as more entities are incorporating new technolo-
gies into their operations. Leveraging these solutions enables companies to embrace
new business opportunities and enhance productivity (Eller et al., 2020).

With this premise in mind, it can be observed that digitalization allows for the
expansion of existing knowledge within specific social groups and facilitates the
streamlining of data processing and exchange, fostering the selection, integration,
and transformation of previous assumptions. Furthermore, it encourages the pur-
suit of knowledge beyond boundaries, altering how these groups communicate
and collaborate with external entities. This is particularly relevant in the context
of cybersecurity, where rapid responses and flexibility are crucial for ensuring
information security.
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Contemporary organizations, as well as the digital infrastructure responsi-
ble for their operations, do not exist in isolation. The increasing digitization of
society makes institutions increasingly vulnerable to cyberattacks. Already, most
economic and administrative activities take place in digital environments, making
attacks on these systems potentially devastating for entire organizations.

Understanding threats based on established cybersecurity standards within
the organization is also important because the threat phenomenon is inherently
continuous, requiring monitoring and adaptation to changing environmental
conditions (Parida et al., 2016). Risk management encompasses a wide range
of activities, including policy, procedure, and standard creation, as well as the
enforcement of existing principles.

In the face of growing threats from cybercriminals, it is worthwhile to empha-
size the role of preventive measures and continuous improvement in cybersecurity
to effectively respond to evolving threats in the digital world. From an organiza-
tional perspective, it is crucial to adopt appropriate defensive practices that can
effectively secure IT systems (Cenamor et al,, 2019). An essential condition for
efficient operation is also the creation of a shared vision and ambition regarding
security throughout the organization, which can be achieved through employee
engagement in goal and vision definition processes. Consequently, such actions
promote anchoring changes and gradually building appropriate cybersecurity
standards.

Organizational culture evolves based on collaboration and employees’ experi-
ences, constituting an integral part of the organization. Thus, although cyberse-
curity principles may be excellent and all employees may focus on them, a lack of
teamwork and harmony within the team can lead to their ineffective implemen-
tation. Continuous adjustment of procedures to changing conditions and needs
is therefore necessary, both among large enterprises and smaller entities (Ahmed
etal, 2022). A similar situation may arise due to a lack of awareness and responsi-
ble behavior on the part of employees, which can undermine all efforts to ensure
cybersecurity. Therefore, organizations should invest in education and training
for their employees at all hierarchical levels to increase their awareness and skills
in cybersecurity. Introducing training on the risks associated with immediate
access to communication can be a key element in building actions conducive to
strengthening cybersecurity. Furthermore, it is necessary to promote responsible
use of technology and pay attention to data security priorities.

Assuming that each employee may have different levels of knowledge and
skills, it is important to tailor training to specific needs and behaviors of employ-
ees. Not all individuals react in the same way to threats. Understanding these
individual differences among employees and adapting educational offerings to
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these differences can significantly increase the effectiveness of training programs.
Inadequate employee education can lead to serious security gaps, resulting in the
possibility of threats to the entire organization. Therefore, ensuring the compre-
hensiveness of training programs for staff is extremely important and can impact
effective cybersecurity risk management.

Currently, as the issue of data security becomes increasingly pressing, it is
important to understand human behavior and its impact on cybersecurity cul-
ture in organizations. Literature on the subject has analyzed the influence of the
human factor on the use of cyber technology (Parsons et al., 2010). Research
has noted that individual differences, personality traits, and cognitive abilities
can significantly influence individuals’ behavior, which in turn has consequences
for organizational security. Human behavior may be susceptible to errors and
impulsivity, leading to information security breaches. Partly, this situation may
stem from the current reality where instant access to communication dominates
through applications such as Skype, Microsoft Teams, Facebook Messenger, or
WhatsApp. Understanding the impact of this phenomenon on cybersecurity cul-
ture in organizations is important. The ability to quickly access information and
communicate via digital platforms contributes on the users’ side to increased
expectations for rapid responses. This immediate expectation for a response can
lead to impulsive clicking and mismanagement of priorities, which can increase
the risk of security breaches. Additionally, increasingly advanced applications use
mechanisms such as the number of unread messages to prompt users to check
their inboxes more frequently. This makes users of these applications more sus-
ceptible to phishing attacks and other forms of cyber threats.

So, a crucial aspect of organizational culture is understanding that people don't
always adhere to security principles, even if they are aware of the threats. However,
promoting responsible technology use and emphasizing the consequences of vio-
lating security principles are key issues. Assuming that the weakest link in the
entire cybersecurity system is the human, the need for control and management
of private devices in the workplace becomes particularly important. Even seem-
ingly minor oversights can lead to serious consequences such as paralysis of the
entire institution’s functioning. Awareness of such situations among employees
is crucial in building a cybersecurity culture because it helps understand why
behavior needs to change and what benefits result from these changes (Kane et al.,
2016; Lorenzo et al., 2022).

The risk of attacks exists regardless of the scale of operations, which is why
increasing emphasis is placed on awareness-raising activities and building resil-
ience to threats. Both large enterprises and startups require support in risk man-
agement and resilience building against cyber threats. However, a lack of adequate
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budgets and limited access to cybersecurity experts can be challenging, especially
for smaller entities.

One aspect of organizational culture is building trust and exchanging ideas
and experiences among employees. Openness to communication and willing-
ness to share suggestions are crucial for strengthening cybersecurity standards
within an institution. Organizational values such as authenticity and integrity
form the foundation of cybersecurity culture and should be reflected in the daily
actions of employees. Contemporary organizational culture requires consider-
ation of diverse perspectives and needs in the risk management process. Sharing
ideas allows for increased awareness and understanding of various aspects of
cyber threats. However, a significant challenge may be convincing employees that
reporting any suspicious activities or situations is justified and appropriate, even
if they may result from unconscious behaviors. The key to this is building trust
and eliminating staff concerns about reprisals, which can be beneficial for the
functioning of the entire institution (Eller et al., 2020; Martin-Pefia et al., 2019).

In other words, organizational culture is not just a set of values but also the way
they are implemented in daily organizational practice. The basis of this process
is the clear definition of shared values and the conviction of their importance
for achieving success. Cybersecurity procedures in an organization should be
integrated with its daily practices and values, which are authentically adhered to
by employees every day. An essential element of building this culture is openness
to communication and willingness to share suggestions for improving actions
related to cybersecurity.

Discussions on values in organizational culture can lead to reflections on how
a company defines its goals and priorities. An example could be a situation where
a manager declares that results are a priority but neglects aspects related to orga-
nizational culture. Such an approach can lead to the ignoring of significant fac-
tors that influence outcomes, such as employee engagement or safety concerns.
Therefore, it is important for a company not only to focus solely on achieving
results, such as the number of secured systems, but also on building an organiza-
tional culture that promotes awareness and engagement in cybersecurity. Values
and norms influence interactions among employees, which fosters the creation of
new management models in the cybersecurity field. Key elements of digital culture
include continuous innovation in security, responsiveness to threats, openness to
collaboration and knowledge sharing, and autonomy in decision-making regard-
ing security.

Digital transformation is associated with the shaping of a new organizational
identity. Therefore, entities should be open to change. Although not every reaction
or stimulus leads to transformation, readiness for change is a cultural trait that
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fosters continuous exploration of new solutions. Technological companies like
Google, Meta, or Apple have shown that organizational culture promotes risk-
taking, innovation, and collaboration in information security contexts (Grover,
2022; Rikap, 2023).

It is not enough to simply invest in advanced technologies; it is necessary to
create an appropriate organizational culture that promotes awareness and respon-
sibility in information security. An example could be the story of Colonel Paul
Nakasone, who as the commander of a military cyber operations unit was asked
to join a team tasked with dealing with increasingly complex cyber threats. In his
statement, values such as trust, teamwork, cooperation, imagination, and creativ-
ity were emphasized, which played a crucial role in operational success (Nakasone,
2023). In practice, this means developing an organizational culture where every
employee feels valued, supported, and safe.

It is important for organization leaders to understand that organizational cul-
ture plays a significant role in motivating employees to take actions for cyberse-
curity. Implementing initiatives such as cyber hygiene campaigns or promoting
operational cooperation with the private sector can contribute to increased aware-
ness and effectiveness of actions. As can be seen, organizational culture plays a
crucial role in building resilience to cyber threats. It is a culture that recognizes
that collaboration and mutual support are necessary for effectively combating
these threats.

The culture of cybersecurity requires an understanding not only of the tech-
nology itself but also of the context in which decisions regarding data security are
made. Awareness that even seemingly innocent actions in the workplace, such
as social media postings or online gaming, can pose threats to data security and
network infrastructure. Employers should therefore take actions aimed at educat-
ing employees about safe internet usage in the workplace and establishing clear
rules regarding the use of company devices for personal purposes. Users often
do not realize the risks associated with using illegal files or unsecured internet
connections.

The development of technology and changes in work practices require new
approaches to managing digital tools assigned to employees. The challenge here is
to reconcile minimal security standards with flexibility in performing daily tasks.
Another important challenge is to develop practices that are consistent in terms
of control for all users, both remote and on-site workers.

It can be argued that as technology evolves and social needs change, the ongo-
ing challenge will be both maintaining security and user comfort. To reconcile
these expectations, cooperation and engagement of both employees and secu-
rity specialists will be required. Such a dialogue in creating and implementing
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appropriate procedures is one of the elements of building conditions conducive
to stable development, including cybersecurity, in institutions. The lack of a
defined culture can lead to the emergence of undesirable actions that may harm
the organization.

It is also important for companies to change their approach to cybersecurity
issues, not only treating this concept as a requirement arising from regulatory
requirements but also as an integral element of the business strategy. Introducing
standards and promoting the security cycle as an integral whole can change the
perception of this area and contribute to more effective security practices in orga-
nizations. An approach based on prediction, proactivity, resilience, and continu-
ous action becomes a key element of cybersecurity strategy for public institutions.
It is important for both organizations and individuals to perceive security as a pro-
cess of continuous improvement, rather than a one-time obligation. Additionally,
it is important for the organization to treat security as an integral element of the
business strategy. Finally, in the context of a dynamic and evolving cyber environ-
ment, promoting flexibility and adaptability in security practices becomes essen-
tial. Companies should be prepared to quickly respond to changing conditions
and threats, which requires continuous monitoring, assessment, and updating of
information security strategies.

The primary obligation of any organization is to ensure data protection and
implement the concept of cyber resilience, which not only includes preventing
attacks but also preparing for effective response and rapid recovery after an inci-
dent. In the field of cybersecurity, there are no ultimate solutions because the only
constant is continuous change. Accepting this dynamic forces a focus on continu-
ous improvement and preparation for potential incidents. Therefore, it is essential
for organizations to shape their culture early in their development to avoid taking
random and ill-considered actions that may lead to undesirable consequences.

Summary

The relationship between humans and technology significantly impacts society,
shaping daily life and social interactions. Marshall McLuhan suggests that tech-
nology extends human actions and thoughts, influencing social and psychological
interactions. Technology has become a key medium affecting society, culture, and
human creativity, emphasizing the need for research on its impact on culture and
society in the era of cybersecurity.

For some users, technology is a natural part of everyday life, while for others, it
may be unsettling, despite accepting its presence. Questions arise about the social
consequences of living in a technological environment where active interpersonal
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interaction is lacking. These changes have accelerated with the introduction of
new technologies such as touch screens, voice and face recognition technologies,
and biometric data. Through ubiquitous data processing and connectivity, these
technologies transform the physical world into a digital one.

The COVID-19 pandemic accelerated digital evolution, forcing many aspects
of life to move online, highlighting the need to understand technological threats
and protect individual privacy and freedom. The introduction of technological
innovations should align with democratic and ethical values to build societal
trust in technology.

Cybersecurity has become an important area of research in international rela-
tions and security studies, engaging a wide range of stakeholders, from mili-
tary strategists to political decision-makers and activists. Effective cybersecurity
requires the integration of technology and human behavior, emphasizing the need
for education and training for users.

Organizations must adjust their cybersecurity strategies, considering the
flexibility and collaboration of employees. The increasing digitization makes
institutions more vulnerable to attacks, requiring continuous improvement and
adaptation to evolving threats. Employee education and awareness are crucial for
building an effective cybersecurity system.

Understanding human behavior and its impact on the culture of cybersecurity
is essential for information security. Contemporary communication applications
may increase the risk of security breaches by encouraging users to react quickly.
Promoting responsible use of technology and awareness of threats is crucial for
effective cyber risk management.
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Artificial Intelligence as an Automation
Tool in Manufacturing Industry

Abstract: Over the last few decades, the integration of artificial intelligence (AI) into
manufacturing industries has seen amazing improvements, revolutionizing traditional
manufacturing procedures and redefining the landscape of industrial automation. This
paper delves into the transformative role of artificial intelligence (AI) as an automation
tool in the manufacturing industry, a sector pivotal to economic growth and innovation.
By integrating Al, particularly through advancements in computer vision (CV) and tiny
machine learning (TinyML), manufacturing processes are experiencing unprecedented
improvements in efficiency, precision, and adaptability. The paper provides a comprehen-
sive overview of Al-driven applications such as safety monitoring, predictive maintenance,
and quality control. In particular, the study focuses on the challenges and opportunities
presented by deploying Al in resource-constrained environments, showcasing the poten-
tial of TinyML to offer cost-effective solutions without compromising performance. The
discussion is enriched by two detailed case studies: one involving FESTO’s Cyber-Physical
System for PCB quality control, and another highlighting the application of TinyML for
quality control for metal welding process. These case studies illustrate the practical benefits
of Al integration, including reduced inspection time, cost savings, scalability, and enhanced
product quality. Moreover, the paper addresses the broader implications of Al in driving
the Industry 4.0 revolution, where interconnected, adaptive, and intelligent systems are
expected to dominate future manufacturing landscapes.

Keywords: Quality Control, Artificial Intelligence, Manufacturing, Automation

1. Introduction
1.1 History of Artificial Intelligence

The term artificial intelligence (AI) was officially coined in the summer of 1956,
during the Dartmouth Conference by John McCarthy, Marvin Minsky, Nathaniel
Rochester, and Claude Shannon [McCarthy et al., 2006]. The conference is some-
times referred to as the “birthplace of AI” because it organized and stimulated
the field. Throughout the following decades, AI research went through various
phases, including periods of optimism and significant breakthroughs known as
“AI Summers”. As well as phases of reduced funding and reduced interest, often
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referred to as “Al winters” [Toosi et al., 2021]. Another key figure in the early
inception of AI was the British mathematician Alan Turing. In the 1950s, he
published a paper titled “Computers and intelligence”, where he talked about
a tool to distinguish between a task carried out by a machine and one carried
out by a human. The test is famously known as the “Turing test”, which consists
of a set of questions that must be answered. However, the term Al was coined
around six years after Turing’s paper [Turing, 1950]. The test is still used today
on the internet as CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart).

A brief history of Machine learning & Deep learning: After the introduction
of the “Turing test” in 1950 and the official inception of the field of Al in 1956.
The first major event was Rosenblatt’s Perceptron algorithm [Rosenblatt, 1958].
This was the first algorithm and implementation to train a single linear operation
on a ‘neuron. This was followed by Arthur Samuel’s work in 1959 on developing
a computer program that could play checkers. Arthur Samuel is also credited
with proposing the term “machine learning” (ML) [Samuel, 1959]. However, the
limitations of single-layer perceptrons were later on highlighted by [Minsky and
Papert, 1969]. This led to the first “AT winter”. Thereafter, in the 1980s, there was a
resurgence in machine learning research largely due to the development of multi-
layer neural networks and the introduction of the backpropagation algorithm
[Rumelhart et al., 1986]. The following period also saw the emergence of new
machine learning algorithms such as support vector machines [Hearst et al., 1998]
and decision trees [Quinlan, 1986] etc. During the 1990s, machine learning began
to gain traction in practical applications, spurred by the increasing availability of
data and computational power.

The 2000s saw a significant shift in machine learning research with the intro-
duction of deep learning [LeCun et al., 2015]. A sub-field within machine learn-
ing that focuses on deep neural networks i.e., neural networks with multiple
layers. The term “deep learning” was popularized by Geoffrey Hinton, although
the underlying concepts date back to the earlier work on neural networks. A
break-through with practical deep learning came from Alexnet [Krizhevsky
etal., 2012]. This was among the first convolutional neural networks (CNN) that
was trained on the graphics processing unit (GPU) and had won the ImageNet
Challenge. This event marked the beginning of deep learning’s dominance in
various Al fields, including computer vision (CV), natural language process-
ing, and speech recognition. From 2012 to the present day, deep learning has
continued to advance rapidly, with the development of more sophisticated
architectures like generative adversarial networks (GANs) [Goodfellow et al.,
2014], gated recurrent units (GRU) [Chung et al., 2014], and transformers
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and attention mechanisms [Vaswani et al., 2017]. These advancements have
enabled a new stream of research around foundation models [Bommasani et al.,
2022], one of the prominent examples of foundation models is the Generative
pre-trained transformer (GPT) which was popularized by the chatbot called
chatGPT [OpenAl, 2023].

1.2 Manufacturing & Al

The manufacturing industry is key to any industrialized economy, it not only
contributes to gross domestic product (GDP) but also creates high-paying jobs
and creates a trickle-down effect on economic benefits. It is also closely linked
to innovation, science, technology, engineering, and mathematics [Wang, 2018].
In the context of this study, the manufacturing industries are the industries
that are equipped with heavy machinery and digital tools. Apart from its role
in being the cornerstone for economic growth. Manufacturing industries are
also important for a nation’s sustainable economic growth. However, the man-
ufacturing industries are usually traditional and changes are slow and costly
[Jaeger and Upadhyay, 2020]. They are also exceptionally complex, where multi-
ple things have to happen in the correct order to produce high-quality products
for the customers [Kovalenko et al., 2023]. The manufacturing industry is often
slow to adopt new technologies for a variety of reasons. A few common barriers
identified are resource availability, lack of knowledge, lack of skills, lack of tech-
nological, and strategic expertise and skilled workforce [Andreas Kornmaaler
Hansen and Lassen, 2024]. Lastly, the authors in [Ghobakhloo et al., 2022] have
pointed out that there is an even slower rate of technology adoption in SMEs
and this has been pointed out by numerous studies. However, in the last decade,
a greater degree of digitalization has been transforming industrial production
systems resulting in “The fourth industrial revolution’ or ‘Industry 4.0” [Carla
Gon, calves Machado and da Silva, 2020]. The central element of ‘Industry 4.0’
is smart manufacturing [Klingenberg, 2017]. Smart manufacturing takes a wider
view of factories as being part of the whole life cycle of the product [Frank
etal., 2019].

A brief history of Manufacturing & AI: Some of the earliest work on man-
ufacturing and AI dates back to the mid-1980s. When AI was in its initial
phase data storage and computation were expensive. One of the first papers
on manufacturing and Al discussed how it can be used in process execution,
shop floor diagnosis systems, process diagnosis systems, and knowledge-based
simulations [Kempf, 1985]. Another study discussed how AI can be used for
control functions in manufacturing, the authors also deployed a simple neural
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network with 10 inputs, 51 hidden units, and 22 outputs [Rabelo and Alptekin,
1989]. In the late 1990s and early 2000s, there was a plethora of research in the
field. For example, scheduling of products using AI [Rodriguez-Somoza et al.,
1990], distributed Al in industry [Parunak, 1996], applications of neural net-
works [Zhang and Huang, 1995], application of AI in FMS (Flexible Assembly
Systems) simulation and scheduling [Kovacs, 1997] & Al tools for decision
support [Chan et al., 2000] etc. Since late the 2010s, with the advent of deep
learning and cheaper computation costs, Al applications in manufacturing have
witnessed a steep rise.

1.3 Al based automation in manufacturing

There have been various studies on the application of Al in manufacturing
[Plathottam et al., 2023], [Mypati et al., 2023], [Wan et al., 2020] & [Xu et al., 2022]
etc. An overview of possible application areas for automation is 1. Production plan-
ning and demand forecasting, 2. Safety and monitoring, 3. Designing and man-
ufacturing, 4. Defects detection, 5. Quality Control, 6. Predictive Maintenance,
7. Supply chain monitoring etc. [Javaid et al., 2022]. The following section will
explore state-of-the-art (SOTA) AI methods and technologies for some of the
aforementioned application areas.

1. Safety and monitoring: Intelligent Monitoring Systems (IMS) have become
essential in today’s fast-paced manufacturing industry. They provide real-time
information on equipment performance, production processes, and quality
assurance. These systems enable proactive decision-making and production
process optimization by gathering and analyzing data from a variety of sensors
and devices within the manufacturing environment. IMS employs a variety
of AI and ML algorithms to analyze this real-time data [Ani et al., 2024].
Additionally, the authors in [Ding et al., 2020] talk about industrial artificial
intelligence (IAI), which takes a wholesome overview of available Al technology
for a variety of tasks including production monitoring. Furthermore, robust-
ness and safety are essential for industrial production [Zheng et al., 2016]. To
address the issue of safety in collaborative workspace between humans and
robots. A safety system based on fuzzy logic and SOTA deep learning algo-
rithm was presented by [Hata et al., 2019]. As Industry 4.0 has shifted towards
autonomous or semi-autonomous systems, there is a need for safety checks.
The authors in [McDermid et al., 2019] provide a comprehensive framework
for AI/ML-based solutions. Lastly, a general-purpose solution for Al-based
safety was proposed by [Gheraibia et al., 2019]. Where a decision tree-based
solution is employed to correctly classify abnormal behaviour.
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2. Predictive Maintenance: In the fastmoving manufacturing space, the capacity
to predict the maintenance needs of the future is a major challenge. The ability
to correctly predict future maintenance needs can have many positive effects
such as lower costs, better control, lower machine downtime and, increased
quality of the production [Zonta et al., 2020]. Predictive maintenance (PdM)
is a historic data-driven maintenance strategy. It originates from the idea of
preventive maintenance. The primary focus of PAM is to improve the perfor-
mance and efficiency of manufacturing by increasing the life span of equip-
ment [Achouch et al., 2022]. PdM aims to predict usage patterns and trends,
usually machine or deep learning models are used to forecast the pending
failures ultimately helping the decision-making process [Sezer et al., 2018]. In
the recent past PAM has emerged as a common aim across industries to reduce
maintenance costs and to support operational management in a sustainable
manner [Ayvaz and Alpay, 2021].

3. Quality Control: The quality of a product is defined as the attainment of certain
specifications or the requirements of the customer, without any defect [Judi
etal., 2011]. There have been numerous studies on quality control (QC) in the
field of manufacturing and there is unanimous agreement on the importance
of QC [Escobar and Morales-Menendez, 2018] and [Ryabchik et al., 2019]. One
of the most common QC implementations is visual inspection via computer
vision (CV). CV has a wide range of applications, from image generation to
performing quality control in manufacturing. For example, a study on how CV
can be applied for quality control of 3D printed parts was presented by [Akundi
and Reyna, 2021]. An autoencoder-based solution for defect detection in fabric
manufacturing was presented by [Chen et al., 2021]. A deep-learning-based
CV model for defect detection in the welding process was presented by [Xia
etal., 2020]. Additionally, [Sharma and Kumar, 2024] showed how CV can be
deployed to perform quality control in PCB board manufacturing. Given the
importance of QC for the manufacturing industries. The primary focus of this
study is CV-based QC. The layout of the remainder of this work is as follows:
Section 2 provides a brief literature review and Section 3 provides two real-
world case studies on CV-based quality control applications.

2. Literature & Related work
2.1 Computer vision

Humans seem to have little trouble understanding the three-dimensional struc-
ture of the environment around them. Consider how clear your perception of the
three dimensions is when you gaze at anything. Humans can easily distinguish the
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scene from the background thanks to the delicate patterns of light and shade that
reveal the shape and depth of things [Szeliski, 2010]. However, this phenomenon
of visual perception is difficult for computers to translate [Papert, 1966]. Hence,
a new research field of CV got its inception. Computer vision as a technology has
two objectives. From the perspective of biological research, CV seeks to develop
computational models of the human visual system. From an engineering per-
spective, CV seeks to create autonomous systems that are capable of carrying
out some of the tasks that the human visual system can do [Huang, 1996]. Early
compute vision studies date back to the 1960s when the technology was first used
by [Roberts, 1963]. The author talked about how 2D perspective views of blocks
may be used to extract 3D geometrical information.

The early days of CV research involved a two-stage process where, firstly,
information or features were extracted from the image, and then these features
were used as input for further tasks. The major flaw in this approach are these
‘handcrafted features) as the absolute or final accuracy of the downstream task
was heavily dependent on the quality of the extracted features [Rawat and Wang,
2017]. However, the more traditional methods were replaced with convolutional
networks, and one of the earliest works on CNNs was presented by [LeCun
et al,, 1998]. Furthermore, the introduction of ImageNet [Deng et al., 2009] and
ImageNet Large Scale Visual Recognition Challenge (ILSVRC) sparked a rev-
olution in CV research. The first winner of ILSVRC using CNNs was Alexnet
[Krizhevsky et al., 2012]. Since the release of Alexnet, convolutional neural
networks have become the de facto standard models for CV tasks. Alexnet was
among the earliest models to be trained on a GPU, and in the following years
various other models were proposed, such as ResNet [He et al., 2015], Inception
[Szegedy et al., 2014], VGG [Simonyan and Zisserman, 2015], DenseNet [Huang
etal, 2018] and many more. Additionally, the recent developments in the field of
deep learning, and particularly the advancements in the field of DCNNs (Deep
Convolutional Neural Networks) have made them the dominant architecture for
object recognition, image classification, and image segmentation tasks.

2.2 Challenges to CV

Modern-day CV is often synonymous with CNNG, as they form the backbone of
almost all of the recent CV solutions. However, CNN faces a multitude of chal-
lenges. One major hurdle with CV is data availability. The authors [Liu and Du,
2024] underline how the lack of data negatively impacts CV research in the field
of biomedicine. However, this problem is not only limited to the biomedical field.
In industrial settings as well, data availability and data quality are big challenges
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[Bai et al., 2023]. Another challenge with CNNs is the problem of data imbal-
ance or sparsity/lack of certain examples. The imbalance between data points
and their effects on the overall results of computer vision tasks was discussed by
[Sampath et al., 2021]. This problem is easily overlooked in datasets frequently
used in research, as they tend to have balanced statistics regarding target class
distribution. However, real-world data sets, especially for quality control in man-
ufacturing, are very different, as collecting negative samples is difficult. Leading to
an imbalance in the dataset. Furthermore, the main challenges for the application
of CV to real-world industrial data can be enumerated as 1. Visual accessibility,
2. Labelling, 3. Gathering faulty data/Imbalance, 4. Lighting, 5. Noise, 6. Sensor
Failure, 7. Pose/Posture, 8. Appearance change [Leyendecker et al., 2023].

2.3 TinyML

There has been a substantial amount of research focused on embedded technolo-
gies in the recent past. The main motivation is the resource-constrained environ-
ments in which real-world applications take place. Embedded technologies can
provide real-time solutions for complex problems [Dutta and Bharali, 2021]. In
the context of Al-based solutions as the size of models and parameters increases,
the cost of training and inference also increases. To the opposite end of large
models are models that are scaled down to a few thousand or maybe a few hun-
dred parameters that are designed to run on microcontrollers. This paradigm
of Al is known as TinyML (Tiny Machine Learning) [Warden and Situnayake,
2019]. Furthermore, there are two strategies to operationalize an Al model. Either
to deploy on a cloud-based solution (expensive and versatile) or deploy on the
edge (limited computation capacity and quicker inferences). A software engi-
neering-oriented example of TinyML was presented by [Lakshman and Eisty,
2022]. The authors highlight the need for more research into new approaches that
can scale CV applications on TinyML platforms. Another example of TinyML is
where the authors use CNN-based models for anomaly detection in plastic com-
ponents [Albanese et al., 2023]. There has been substantial research in the field
of TinyML, with various authors highlighting its potential for future applications,
such as [Kallimani et al., 2024] and [Abadade et al., 2023]. Both large models and
TinyML have their advantages and disadvantages and have an important place in
CV-based quality control.

3. Case Studies

The following section explores two case studies of CV-cased QC. Each study
explores a different application scenario.
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3.1 FESTO’s Cyber-physical System

1.

Introduction: In the rapidly evolving electronics industry, ensuring the quality
of printed circuit boards (PCBs) is crucial. Defective PCBs can lead to signif-
icant failures in electronic devices, making quality control a top priority for
manufacturers. Traditional methods of quality inspection are often manual
and prone to human error. This case study explores how Festo’s Cyber-Physical
System [Festo, 2021a], equipped with a camera inspection module, can be used
to perform the quality control process on PCBs.

. Objective: The objective of this case study was to explore a CV-based quality

control system for PCB boards using Festo’s Cyber-Physical System (CPS). The
system was designed to detect defects such as missing components, misalign-
ments, and soldering issues on PCBs. The CPS utilized a camera inspection
module integrated with CV algorithms to identify and classify defects, ensuring
high precision and reliability.

. System Components:

1. Festo CP Factory: The backbone of the system, the CP Factory is a modular
and flexible Industry 4.0 learning and research platform. It simulates a real
production environment with integrated cyber-physical systems, allowing
for the automation of manufacturing processes.

2. Camera Inspection Module: A high-resolution camera system was inte-
grated into the CPS to capture detailed images of the PCBs as they moved
through the conveyor belt. This module was critical in the collection
of data.

3. Computer vision Algorithms: Advanced CV models were trained on a data-
set of collected PCB images with labelled defects. These models were then
operationalized to analyze the images captured by the camera and classify
the defects.

4. Communication Protocols: The system was equipped with robust commu-
nication protocols to enable seamless data exchange between the camera
module, the processing unit, and the control systems.

. Implementation Process:

1. Dataset Preparation: A comprehensive dataset of PCB images was com-
piled using the camera module, containing examples of both defect-free and
defective boards. Defects included missing components, misaligned parts,
and soldering errors. Each image was labelled to facilitate the training of
machine learning models.

2. Model Training and Optimization: The images were used to train a group
of convolutional neural networks (CNN) that could accurately detect and
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classify defects. The model was optimized for performance, ensuring it could
operate within the real-time constraints of the production line.

. System Integration: The trained model was not directly integrated into the

Festo CPS. The camera inspection module was installed on the production
line, positioned to capture images of each PCB as it moved through the sys-
tem. The camera module then would send the image data to the connected
computer where the CV model was executed. This relay of information was
facilitated via the Manufacturing Execution System (MES).

. Testing and Evaluation: The system was tested in a controlled environment,

with various PCB boards passing through the production line. The accuracy
and speed of the defect detection process were evaluated, with the system
achieving an accuracy rate of about 95% in identifying defects.

Fig. 1: Cyber-Physical Lab [Festo, 2021b]

(a) Camera module (b) CP Lab station

5. Key takeaways:

L.

Reduced Inspection Time: Automated inspection can reduce the time
required to inspect each PCB, allowing the production line to operate at
higher speeds without compromising quality.

. Cost Savings: By identifying defects early in the production process, the

system can minimize the need for costly rework and scrap, leading to sub-
stantial cost savings.

. Scalability: The modular nature of the Festo CPS allowed for easy scaling

of the system, enabling it to handle increased production volumes as
needed.

. Conclusion and Future Work: The successful implementation of this case

study with the camera inspection module demonstrated the potential of
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CV-based technology in enhancing quality control processes in PCB man-
ufacturing. The integration of CV algorithms with high-resolution camera
systems enabled real-time, automated defect detection, significantly improv-
ing production efficiency and product quality. Future work could involve
further optimization of the CV models to improve defect classification
accuracy and reduce inspection times. Additionally, expanding the system
to include predictive maintenance capabilities could further enhance the
reliability and efficiency of the production line.

3.2 TinyML based quality control

1.

Background: Quality control in manufacturing traditionally relies on powerful
hardware to run machine learning models for product inspection and machine
monitoring. However, this approach can be prohibitively expensive, particu-
larly for small or resource-constrained manufacturers. Tiny Machine Learning
(TinyML) offers a solution by enabling the deployment of machine learning
models on low-cost microcontrollers, which consume minimal power and have
limited memory. This study demonstrates the feasibility of using TinyML for
image-based quality control in manufacturing.

. Project Overview: The project aimed to develop a TinyML solution for detect-

ing production errors in a manufacturing setting. Specifically, the team focused
on implementing an image classification model capable of identifying defects
in products. This involved training, optimizing, and deploying the model on
a microcontroller to ensure it could operate effectively within the hardware’s
constraints.

. Hardware Selection: The hardware chosen for this project was the Arduino

Nano 33, equipped with 256 kB RAM, 1 MB Flash, and a 64 MHz CPU.
This microcontroller was selected due to its affordability and compatibil-
ity with the TinyML framework. While the Arduino Nano 33 served as
the primary platform, the project also noted that more powerful alter-
natives like the ESP32 or the Coral Devboard could be used to improve
performance.

. Dataset and Model Development:

- The dataset used for training the model was the TIG Aluminium 5083 data-
set, which contains images of welding defects. To fit the microcontroller’s
limited resources, the images were resized to 64x64 pixels, reducing the
number of features the model needed to process. The model was a custom
convolutional neural network (CNN), specifically designed to be small
enough to run on the Arduino Nano 33.
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Fig. 2: There were three available microcontrollers, 1. Arduino Nano 33 [Arduino, 2019],
2. ESP32 EYE [Systems, 2023], 3. Coral Dev Board Micro [coral.ai, 2022]. In this case
study an Arduino Nano 33 was utilized

£5P32-S3-EYE_SUB_VL1

(a) Arduino Nano (b) ESP32 EYE (c) Coral Devboard

Fig. 3: Exemplary images from TIG welding Al-5083 dataset [Bacioiu et al., 2019]
where the (a) shows a correct weld and (b,c,d) various types of incorrect welds

(a) Good weld (b) Lack of fusion (c) Contamination (d) Burn through

- The model training was conducted using TensorFlow, after which the model
was converted to a TensorFlow Lite format to enable deployment on the
microcontroller. Several optimization techniques were applied to ensure
the model could operate within the limited memory, processing power, and
energy consumption constraints of the microcontroller environment.

5. hardware’s limitations:

- Quantization: Converting model parameters to 8-bit integers to reduce
memory usage.

- Pruning: Eliminating low-weight connections in the neural network to fur-
ther compress the model.
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Fig. 4: The overall processes from model training to evaluation

Training
§ test dataset evaluation
:| Optimization § [ }
v TinyML Computer
: specific : ) * .
| Conversion : sends&nage predlnctnn
e \ I —. [ TR }
Deploy runs inference
(a) Model training (b) Optimization: (c) Evaluation on steps Pruning Arduino

6. Implementation and Evaluation:

- The optimized model, which was reduced to 162 kB (11 times smaller
than the baseline), was embedded into C++ code and executed using the
Tensor-Flow Lite for Microcontrollers Interpreter. Due to the limited flash
memory of the Arduino, test images were sent to the microcontroller one
at a time via UART. The Arduino processed each image and returned a
prediction.

- The model achieved an impressive accuracy of 99% during evaluation.
However, this high accuracy might be attributed to the similarity between
the training and test data. Despite the microcontroller’s limited resources,
there was no significant loss in model accuracy, even after optimization.

- One notable challenge was the inference time of approximately 800ms per
image, which may be too slow for some real-time applications. This suggests
that while TinyML is promising for low-cost and low-power applications,
further optimization or more powerful hardware might be required for
time-sensitive tasks.

7. Conclusion and Future Work: This project demonstrates the potential of
TinyML in manufacturing, particularly in reducing the costs associated with
quality control. The success of this implementation on a microcontroller like
the Arduino Nano 33 indicates that TinyML could be a viable solution for
small-scale manufacturers looking to integrate machine learning into their
operations.

Future work should focus on deploying the model in a real production environ-
ment to assess its practical accuracy and robustness. Additionally, exploring the
use of more powerful microcontrollers or further optimizing the model could
help address the issue of slow inference times, making TinyML a more versatile
tool for industrial applications.
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4. Conclusion

The advancements in Al have significantly reshaped the manufacturing indus-
try, driving improvements in efficiency, precision, and adaptability. Throughout
this paper, we have explored various facets of Al-driven automation, including
its applications predictive maintenance, and quality control. The potential of
technologies such as TinyML, particularly in resource-constrained settings, was
highlighted through a case study on a TinyML-based quality control solution.
Additionally, the FESTO Cyber-Physical System demonstrated the real-world
benefits of Al implementation in enhancing manufacturing processes. As manu-
facturing continues to evolve towards the Industry 4.0 framework, Al is expected
to become even more integral, facilitating the development of interconnected,
adaptive, and intelligent systems. These systems will not only enhance produc-
tivity but also contribute to greater sustainability and safety. However, challenges
related to data availability, model optimization, and the creation of robust safety
frameworks still need to be addressed. In summary, Al has emerged as a pivotal
force in transforming manufacturing processes. Continued innovation, coupled
with efforts to overcome current challenges, will ensure that Al-driven automation
remains at the forefront of advancing the manufacturing industry in an increas-
ingly competitive global landscape.
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Problems and Trends of the Youth Labor
Market: Case Poland and Ukraine

Abstract: The article examines the main problematic issues of the labor market for young
people and the search for ways to solve them. It has been determined what skills young
people need for employment and career growth. The main trends in the labor market in
Poland and the Polish experience in solving the current situation were studied; compared
the analysis of recent years on the labor markets of Ukraine and Poland; the experience of
Poland as one of the EU countries in this direction is studied. In addition, it was investi-
gated how dual education affects labor market trends. The obtained results will be valuable
for young people, as they will help to understand the demands placed on them. They will
also be valuable for educational institutions, as they will allow the development of edu-
cational programs that will be useful for young people, taking into account the demands
of the market.

Keywords: youth labor market, digital skills, dual education, public administration, public
administration of higher education, mechanisms of public administration, experience of
EU countries

1. Introduction

Poland is one of the 27 EU member states in 2020, with an employment rate
of 73.6% in the 20-64 age group. In 2021, this figure increased to 75.4%, com-
pared to the EU average of 73.1% (European Commission, 2023). Overall, the
key indicators describing the labor market situation in Poland improved every
year. Positive growth trends slowed in 2020 due to the COVID-19 pandemic
and the restrictions imposed on economies as a result. However, contrary to
fears of an anticipated labor market crisis, there was only a slowdown in the
growth of key indicators.

The purpose of the article is to explore the challenges and trends of the youth
labor market using the example of Poland, which can be used for Ukraine.

The objectives of the article are: - To study labor market trends in Poland and
the Polish experience in solving problematic issues;

*
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- To examine Poland’s experience as one of the EU countries in addressing labor
market problems;

- To identify the skills needed by young people for employment and career
growth in Ukraine;

- To investigate how dual education affects labor market trends in Ukraine.

2. The state of the Polish labor market

To diagnose the state of the labor market in Poland, it is considered appropriate,
first of all, to analyze the information on the number of jobs in Poland from 2019
to 2023, which is presented in Table 1. The data for the analysis was obtained
from the Statista website.

Table 1: Analysis of information on the number of jobs in Poland from 2019 to 2023
(in thousands)

Quarter | 2019 | 2020 | 2021 | 2022 | 2023 Absolute deviation, +,- Relative deviation, %

2023/ | 2023/ | 2023/ | 2023/ | 2023/ | 2023/ | 2023/ | 2023/
2019 | 2020 | 2021 | 2022 | 2019 | 2020 | 2021 | 2022

Quarter 1142,50|76,50 (110,20 | 158,70 | 114,90 | -27,60 | +38,40 | +4,70 |-43,80 [-19,37 | +50,20 | +4,26 |-27,60

Quarter 2|151,80| 81,40 | 142,80 | 149,30 | 113,20 | -38,60 | +31,80 [ -29,60 | -36,10 | -25,43 | +39,07 [ -20,73 | -24,18

Quarter 3|148,60|91,10| 153,50 | 135,50 [ 111,20 | -37,40 | +20,10 | -42,30 | -24,30 | -25,17 | +22,06 | -27,56 [ 17,93

Quarter 4|125,40 | 84,40 | 137,40 | 115,70 | 97,10 | -28,30 | +12,70 [ -40,30 | -18,60 | -22,57 | +15,05 [ -29,33 [ -16,08

Source: https://www.statista.com/topics/9022/employment-in-poland/

As a result of the study on the number of jobs in Poland by quarter from 2019 to
2023, it was found that there has been a decreasing trend in the number of jobs
across all quarters since 2019, with the number of jobs decreasing in 2023.

For example, in the first quarter of 2023, the number of jobs was 114.9 thou-
sand, which decreased by 43.8 thousand, or 27.6%, compared to the corresponding
quarter of 2022. Compared to the first quarter of 2019, it decreased by 27.6 thou-
sand, or 19.37%, which should be considered a significant fluctuation. However,
when comparing the first quarter of 2023 with the corresponding quarters of 2020
and 2021, there was an increase in the number of vacancies by 38.4 thousand
(50.2%) and 4.7 thousand (4.26%), respectively, due to the COVID-19 pandemic
and the reduction in the number of jobs related to lockdowns.

In the second quarter of 2023, the number of jobs was 113.2 thousand, which
decreased by 36.1 thousand, or 24.18%, compared to the corresponding quarter
of 2022. Compared to the first quarter of 2021, it decreased by 29.6 thousand,
or 20.73%. When compared to the first quarter of 2019, it decreased by 38.6
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thousand, or 25.43%. Comparing the first quarter of 2023 with the corresponding
quarter of 2020, there was an increase in the number of jobs by 31.8 thousand
(or 39.07%).

The overall trend in the number of jobs in Poland from 2019 to 2023 can be
seen in Fig. 1.

Fig. 1: Number of jobs in Poland from 2019 to 2023 (in 1,000)
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Source: https://www.statista.com/topics/9022/employment-in-poland/

In the third quarter of 2023, the number of jobs was 111.2 thousand, which
decreased by 24.3 thousand, or 17.93%, compared to the corresponding quarter
0f 2022, and decreased by 42.3 thousand, or 27.56%, compared to the first quar-
ter of 2021. Compared to the first quarter of 2019, it decreased by 37.4 thousand,
or 25.30%. When comparing the first quarter of 2023 with the corresponding
quarter of 2020, there was an increase in the number of jobs by 20.1 thousand
(or 22.06%).

In the fourth quarter of 2023, the number of jobs was 97.1 thousand (the low-
est for all of 2023), which decreased by 18.6 thousand, or 16.08%, compared to
the corresponding quarter of 2022, and decreased by 40.3 thousand, or 29.33%,
compared to the first quarter of 2021. Compared to the first quarter of 2019, it
decreased by 28.3 thousand, or 22.57%. When comparing the first quarter of 2023
with the corresponding quarter of 2020, there was an increase in the number of
jobs by 12.7 thousand (or 15.05%).

A significant decrease in the number of jobs was observed in 2020 across all
quarters, which was due to the COVID-19 pandemic and lockdowns. The number
of jobs in 2020 ranged from 76.5 to 91.0 thousand.
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In the process of analyzing the number of jobs, it is necessary to analyze the
number of vacancies in Poland from 2009 to 2024 (Table 2), which were obtained
from the Statista website.

Table 2: Analysis of information on the number of vacancies in Poland from 2009 to 2024

Year Number of vacancies, Compared to the Compared to the
thousand previous year, +, — previous year, %
2009 51,6 - -
2010 58,9 +7,3 +14,15
2011 45,5 -13,4 -22,75
2012 35,5 -10 -21,98
2013 39,2 +3,7 +10,42
2014 54,4 +15,2 +38,78
2015 63,9 +9,5 +17,46
2016 78 +14,1 +22,07
2017 117,8 +39,8 +51,03
2018 139,2 +21,4 +18,17
2019 125,4 -13,8 -9,91
2020 84,4 -41 -32,70
2021 137,4 +53 +62,80
2022 115,7 -21,7 -15,79
2023 97,1 -18,6 -16,08
2024 111,3 +14,2 +14,62

Source: https://www.statista.com/topics/9022/employment-in-poland/

As aresult of the analysis, it was found that during the analyzed period, the highest
number of vacancies in Poland was in 2018, with 139.2 thousand vacancies, and
the lowest was in 2012, with 35.5 thousand vacancies (Fig. 2).

It was found that during the analyzed period, the number of vacancies
among Polish employers increased the most in 2021 compared to the previous
year (2020) by 53 thousand positions, or 62.8%. The largest decrease (decline)
occurred in 2020 compared to the previous year, 2019, by 41 thousand posi-
tions, or 32.7%.

To compare the information on the number of vacancies in Poland with other
EU member countries, an analysis was conducted, which is presented in Table 3.
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Fig. 2: Number of vacancies in Poland 2009-2023, thousands
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Source: https://www.statista.com/topics/9022/employment-in-poland/

Table 3: Number of vacancies in selected EU countries in July 2024, in thousands

Country Last Previous Absolute Relative
deviation, +, - | deviation, %
Germany 1326,52 1555,93 -229,41 -14,74
Netherlands 415,00 409,60 +5,40 +1,32
Belgium 185,28 184,43 +0,84 +0,46
Austria 174,72 196,44 -21,73 -11,06
Sweden 150,88 108,37 +42,50 +39,22
Spain 144,29 146,99 -2,71 -1,84
Poland 111,31 96,60 +14,71 +15,23
Hungary 69,32 73,79 -4,48 -6,07
Finland 59,46 41,74 +17,71 +42,43
Portugal 48,25 49,35 -1,10 -2,22
Romania 34,02 34,59 -0,58 -1,67
Lithuania 27,22 25,76 +1,46 +5,66
Croatia 24,92 17,55 +7,37 +42,00

(Continued)
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Table 3: (Continued)

Country Last Previous Absolute Relative
deviation, +, - | deviation, %
Ireland 24,70 24,70 0,00 0,00
Latvia 24,22 22,23 +1,99 +8,97
Slovenia 20,60 20,94 -0,34 -1,64
Bulgaria 17,46 15,54 +1,92 +12,36
Estonia 11,45 7,84 +3,61 +46,04
Luxembourg 7,28 7,47 -0,19 -2,51

Source: https://www.statista.com/topics/9022/employment-in-poland/

As a result of the analysis, it was found that according to Eurostat data in July
2024, Germany had the highest number of vacancies among the EU member
countries - 1,326.52 thousand - followed by the Netherlands with 415.0 thousand,
and Belgium with 185.28 thousand. As previously mentioned, Poland had 111.31
thousand vacancies, an increase of 14.41 thousand positions, or 15.23%, compared
to the same period of the previous year. Luxembourg had the lowest number of
vacancies among the listed countries, with 7.28 thousand.

Research conducted by the Central Statistical Office shows that despite
an increase in the unemployment rate in Poland to 5.4%, the country still
has one of the lowest unemployment rates in the European Union. However,
Polish employers report a growing need to hire new workers. The current num-
ber of vacancies indicates a dynamic labor market full of opportunities for
job seekers.

It was found that the highest demand for workers is in the following sectors:
IT industry workers, production workers, simple industrial laborers, domestic
workers, office workers, and warehouse workers (Worktime, 2024).

It is also considered appropriate to study the monthly unemployment rate in
Poland. In June 2024, the unemployment rate in Poland was 4.9%, which was
lower than a year earlier when it reached 5.1%. According to the Central Statistical
Office, the number of job offers submitted to employment services has slightly
increased.

Regarding the characteristics of the unemployed in Poland, it is worth noting
that at the end of 2022, the number of unemployed Poles reached 812.3 thou-
sand. Between 2009 and 2022, the number of unemployed Poles with incomplete
secondary and primary education decreased. However, they still remain the
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largest group among the unemployed in the country. Unemployment is more
severe among young people. In 2022, the age groups 25-34 and 35-44 led and
shared the same figures - about 200 thousand unemployed each. Considering
gender, there were 61 thousand more registered unemployed women than men
in Poland.

When analyzing job offers and requirements in Poland, it was found that in
June 2023, the number of monthly job offers submitted to employment services
slightly increased, resulting in better prospects for unemployed Poles. In contrast,
in 2022, there were over 115 thousand vacancies and 89 thousand newly created
jobs. According to online job platforms, in 2020, all requirements for candidates
were somewhat lowered due to the coronavirus (COVID-19) epidemic. However,
one of the most necessary skills for employment in Poland was experience. The
next requirement for applying for jobs on online platforms was education (Simply
Talented, 2024).

Another important issue in the labor market is the talent shortage in Poland,
which we studied for the period 2009-2024 and presented in Fig. 3. It should be
noted that the greatest shortage during the analyzed period was observed in 2021
at 81%, while the lowest was in 2013 at 32%. In 2024, the talent shortage rate in
Poland stands at 66%, which is quite high and indicates a strong demand from
employers for highly skilled and talented workers.

Fig. 3: Talent shortage in Poland from 2009 to 2024
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To compare the state of the labor market, it is considered appropriate to study the
information on the unemployment rate in Ukraine from 2009 to 2024, as pre-
sented in Table 4, which is compiled based on data from the Ministry of Finance
of Ukraine (Minfin, 2024).

From the information provided in the table, we can note that the unemploy-
ment rate in 2024 is 18.1%. During the analyzed period, the highest unemploy-
ment rate was in 2022, at 21.1%, and the lowest was in 2013, at 7.7%. It is worth
noting that the State Statistics Service of Ukraine has not provided labor market
data since 2022 due to the war in Ukraine.

Table 4: Unemployment rate in Ukraine from 2009 to 2024

Year Total population Registered Unemployment | Change in the
unemployed rate unemployment
rate compared
to the previous
year, %
2009 45982,9 693,1 9,60% -
2010 45795,9 452,1 8,80% -0,80%
2011 456444 505,3 8,60% -0,20%
2012 45560,3 467,7 8,10% -0,50%
2013 45439,8 487,6 7,70% -0,40%
2014 42953,9 458,6 9,70% +2,00%
2015 42774,6 461,1 9,50% -0,20%
2016 42603,9 407,2 9,70% +0,20%
2017 42403,0 352,5 9,90% +0,20%
2018 42177,6 341,7 9,10% -0,80%
2019 41922,7 338,2 8,60% -0,50%
2020 41629,9 459,2 9,90% +1,30%
2021 41208,1 295,0 10,30% +0,40%
2022 41167,3 186,5 21,10% +10,80%
2023 H/R 96,1 18,20% -2,90%
2024 H/R 106,7 18,10% -0,10%

Source: https://www.statista.com/topics/9022/employment-in-poland/

The general trend regarding the level of unemployment in Ukraine for 2009-2024
can be seen in Fig. 4.
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Fig. 4: Unemployment rate in Ukraine for 2009-2024
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Based on the research conducted, the following key issues currently exist in the
labor market in Ukraine (EBA, 2024): talent shortage; mobilization; preference for
remote work; outflow of skilled workers abroad; employee burnout and fatigue;
reluctance of recruiters and employers to collaborate with candidates aged 40+;
low level of inclusivity and few initiatives to engage veterans and people with
disabilities; lack of strategic management of demographic processes; students
going abroad for education; internal redistribution of the workforce (concentra-
tion of candidates in safer regions); Ukrainian businesses continuing to operate
in the “grey” or “black” market, which does not attract the return of emigrated
population; disparities between candidates’ salary expectations and the financial
capabilities of businesses; lack of specialists with English language proficiency;
official employment of those liable for military service (due to the risk of being
mobilized).

For comparison, it is considered appropriate to study the information on the
number of vacancies in Ukraine (according to data from the most popular job
search website Work.ua, 2024), as presented in Table 5.

Based on the data presented in the table, we can note that in 2024, the number
of vacancies amounted to 4,500.44 thousand, and compared to the previous year,
itincreased by 170.19 thousand vacancies, or by 3.93%. It is worth noting that due
to the war in Ukraine and for reasons of national security, a significant amount of
statistical data is not officially published in Ukraine, making it difficult to compare
certain labor market indicators at this time.
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Table 5: Number of vacancies in Ukraine, in thousands

Year Number of vacancies, Compared to the Compared to the
thousand previous year, +,— previous year, %

2021 3385,89 - -

2022 3996,06 +610,17 +18,02

2023 4330,25 +334,19 +8,36

2024 4500,44 +170,19 +3,93

Source: https://www.work.ua/

3. Tools to Support Youth in Poland

It should be noted that youth employment in Poland is supported by a range of
services and tools provided by the country’s legislation. Many services and tools
designed for young people are implemented through public labor market insti-
tutions - Employment Offices and the Voluntary Labor Corps. It has been estab-
lished that during the early decades of the market economy, the unemployment
rate among young people was very high. After 2015, the youth unemployment
rate in Poland began to decrease.

At Employment Offices, individuals can use the following support tools: job
search, employment services; public and socially beneficial work, reimbursement
of travel and accommodation expenses, reimbursement of child care expenses for
children under 7 years; skill enhancement: internships, training, tripartite training
agreements, adult internships, scholarships for continuing education, educational
loans; co-founding and lending for entrepreneurial activities; job vouchers, hous-
ing vouchers, internship vouchers, training vouchers; reimbursement of social
insurance contributions for unemployed persons under 30 who are employed
for the first time (valid for 12 months, after which the employer must employ the
person for another 6 months).

As aresult of these programs, in 2019, the number of unemployed people who uti-
lized the labor market increased. The largest number of unemployed persons under
30 began internships - 60.7 thousand people - and began training - 17.1 thousand
people. As a result of the introduction of such tools as training vouchers, internship
vouchers, employment vouchers, or job vouchers, approximately 105,000 young peo-
ple under 30 were activated between 2014 and 2019 (European Commission, 2023).

Another factor that has helped improve the labor market situation is the imple-
mentation of the Youth Guarantee Initiative, which was launched in Poland in
2014. Four subgroups of individuals have been identified as targets of the Youth
Guarantee Initiative:
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- Persons aged 15 to 17 who leave school early or neglect their education
obligations;

- Persons aged 18 to 29 who are not in employment, education, or training,
including those in need of special support;

- Persons aged 18 to 29 registered as unemployed, including registered students
in part-time and evening programs;

- Unemployed youth and those employed within 48 months of graduation from
secondary and higher education institutions, aged 18 to 29.

Over the period of the Youth Guarantee Initiative’s implementation, more than
4.3 million young people have been covered, of whom 2.7 million were employed,
underwent training, professional preparation, and internships (European
Commission, 2023).

Since 2014, a credit program for youth has been implemented, provided by
the National Development Bank. It is now a government program called “First
Business - Start-up Support”

In addition to the aforementioned services, Employment Offices, in cooper-
ation with other institutions, implement projects that provide individual psy-
chological support; group active job search workshops; professional courses;
professional qualification courses; language courses; driving courses; entrepre-
neurship courses; employment and mediation in organizing internships; and
internships with employers. The goal of the projects is to activate people aged
18-24 from the group.

The EU Council’s “Reinforcing the Youth Guarantee” recommendation of
October 2020 focuses more on developing participants’ digital skills within the
program’s activation activities. Thus, it is expected that any candidate interested
in participating will be able to undergo an assessment of their existing skills at
the outset and, if deficiencies are identified, will have the opportunity to correct
them by participating in a training course to improve digital skills. The financial
source will be the European Social Fund (ESF).

The new edition of the “Youth Guarantee” (2022) targets young people in four
subgroups (European Commission, 2023):

- Ages 15-17 who drop out of school or neglect compulsory education;

- Individuals aged 18-29: registered as unemployed; those who are not in
employment, education, or training; those who are unemployed and univer-
sity graduates;

- Those who have left foster care;

- Women under the age of 30 who are raising children.
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The key institutions implementing measures to support youth entering the labor
market are: district and provincial labor offices; Voluntary Labor Corps; the Bank
of National Economy, among others.

In 2022, PFRON launched a new program, “Independence-Activity-Mobility”,
Housing for Graduates (2022). This is a subsidy for renting an apartment or house
for a period of job search and initial employment for up to 36 months.

4. Skills Needed for Youth Employment and Career Growth

An important factor in the effectiveness of public administration of higher edu-
cation and youth employment is having the relevant skills. According to a study
conducted by the European Business Association (EBA, 2024) on the skills needed
in 2024-2025, the following were highlighted: stress management and resilience;
self-organization; adaptability and flexibility; emotional intelligence; humanity;
willingness to learn; knowledge of foreign languages; working with new technolo-
gies and AJ; critical thinking; effective communication; and change management.

For employment and career growth in Poland and Ukraine, young people need
a variety of skills. Based on the results of the study, the following skills were iden-
tified for youth employment in Poland:

1. Knowledge of the Polish language. For many vacancies, especially in service,
sales, and administration sectors, knowledge of the Polish language is essential.
English is also appreciated, especially in international companies.

2. Technical skills. IT, engineering, and technology sectors require highly quali-
fied specialists in programming, software development, web design, and other
technical specializations.

3. Soft skills. Employers value communication skills, teamwork ability, flexibility,
adaptability, leadership qualities, and critical thinking.

4. Professional experience and qualifications. Practical work experience, certifi-
cates, and other professional qualifications are important, especially for posi-
tions in medicine, finance, and project management.

5. Digital skills. As digitalization accelerates, employers are looking for workers
with computer skills, knowledge of basic software packages (Microsoft Office,
Google Workspace), and understanding of social media.

Considering the above, we have grouped the skills that youth should possess for
employment in Ukraine and identified the following:

1. Knowledge of Ukrainian and English languages. In most fields, knowledge of
the Ukrainian language is mandatory. English is increasingly valued, especially
in international companies or companies focused on export.
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. Technical skills. The IT sector in Ukraine is very developed, so knowledge

of programming, cybersecurity, data analysis, DevOps, and other specialized
technical skills is a significant advantage.

. Soft skills. Employers value communication skills, adaptability, problem-

solving skills, leadership, and the ability to work in a team.

. Professional experience and qualifications. Work experience in a specific

field, especially in finance, law, medicine, and engineering, is important.
Certifications, internships, and additional education are also welcomed.

. Entrepreneurial skills. Given economic instability, many young people in

Ukraine are considering starting their own business, which requires knowl-
edge in management, marketing, sales, and finance.

It is advisable to compare these groups of skills:

Language: In both countries, language knowledge is critical, but in Poland,
there is a special emphasis on the Polish language, while in Ukraine, Ukrainian
is mandatory, and English is often an advantage;

Technical skills: There is high demand for technical professions in both coun-
tries, particularly in the IT sector. However, in Poland, there is also a demand
for engineers and specialists in manufacturing;

Soft skills: Soft skills are valued in both Poland and Ukraine, but in the context
of globalization and constant changes, these skills are becoming increasingly
important in both countries;

Professional qualifications: In both countries, work experience and professional
certifications are significant for career growth. In Poland, more attention is paid
to professional experience in specific fields, such as medicine and finance, while
in Ukraine, young people often focus on IT and entrepreneurship;

Digital skills: In both Poland and Ukraine, employers value knowledge of digi-
tal tools, but in Ukraine, particular attention is given to skills related to online
promotion and marketing, given the development of the digital economy.

Thus, for successful employment and career growth, young people should adapt
their skills to the labor market requirements of a particular country, considering
local specifics and global trends.

5. The Impact of Dual Education on Labor Market Trends

Our research shows that dual education, which combines classroom learning
with practical training in the workplace, has a significant impact on labor mar-
ket trends. This education system allows students to gain not only theoretical
knowledge but also practical skills that meet employers” needs. Here are some
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public administration mechanisms for higher education regarding the use of dual
education and its impact on the labor market:

1.

Improving the quality of specialist training. Dual education promotes better
training of specialists, as students gain practical experience directly in enter-
prises. This allows graduates to be better prepared for real working conditions
and adapt more quickly to employers’ requirements. As a result, employers
receive qualified workers who possess not only theoretical knowledge but also
practical skills, reducing the need for extended additional training.

. Reducing youth unemployment. Since dual education is closely linked to the

actual needs of the labor market, graduates of such programs have a higher
chance of employment. Many companies are willing to hire students during
their studies, which helps reduce youth unemployment and facilitates better
integration of graduates into the labor market.

. Adapting to rapid changes in the labor market. Dual education provides flexi-

bility in the learning process, as programs can quickly adapt to changes in the
labor market. This is especially important in the context of rapid technolog-
ical development and globalization, where employers’ needs change rapidly.
Educational institutions within dual education can promptly update their cur-
ricula to meet new requirements.

. Strengthening cooperation between educational institutions and businesses.

Dual education promotes strengthening cooperation between educational
institutions and companies. This partnership allows businesses to actively par-
ticipate in developing curricula, provide internships and training programs for
students, and help develop the necessary skills in future workers. Such coop-
eration can also lead to the emergence of new industries and specializations
that meet modern market requirements.

. Developing entrepreneurial skills. Students participating in dual education can

acquire not only technical skills but also develop entrepreneurial skills such
as time management, teamwork, leadership, critical thinking, and problem-
solving. This makes them more competitive in the labor market and prepares
them for potentially starting their own business.

. Reducing the Gap Between Education and the Labor Market. The dual edu-

cation system helps reduce the gap between theoretical training and the real
requirements of the labor market. This prevents situations where graduates
lack the necessary skills or knowledge for specific jobs. Thus, dual education
ensures a more harmonious development of the labor market, where grad-
uates are prepared for modern challenges and can quickly integrate into the
workforce.
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7. Development of the Local Economy. By training qualified specialists who meet
the local labor market needs, dual education contributes to the development of
the local economy. Local businesses receive employees who are already familiar
with the specifics of the work and are ready to be effective from day one.

Therefore, it has been established that dual education significantly impacts labor
market trends by promoting the training of qualified specialists, reducing youth
unemployment, adapting to rapid labor market changes, strengthening cooperation
between business and education, and developing the local economy. This education
model helps better prepare young people for the demands of the modern labor
market and contributes to the formation of a flexible and competitive workforce.

6. Conclusions

The analysis highlights critical issues in the youth labor markets of Poland and
Ukraine, identifying the essential skills young people need to secure employment
and thrive in their careers. The study demonstrates Poland’s success in addressing
labor market challenges, offering valuable insights for Ukraine as it seeks to align
with EU labor standards. Comparative analysis of recent labor market trends in
both countries underscores the need for continuous adaptation of youth skillsets
to meet changing job demands, with dual education emerging as an influential
factor in bridging the skills gap.

Based on these findings, educational institutions in Ukraine and Poland could
benefit from aligning their curricula with market requirements, equipping students
with practical skills that improve their employability. This might include expanding
dual education programs and fostering partnerships between educational institu-
tions and employers to better integrate theoretical and practical knowledge.

However, several questions remain open for further research. Future studies could
explore how specific dual education models impact youth employability across dif-
ferent industries. Additionally, there is a need to investigate the long-term career
trajectories of youth participating in these programs to understand their effectiveness
fully. Finally, examining the role of digital skills in enhancing youth employment
opportunities would offer valuable insights as labor markets continue to evolve.
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The Use of Modern Technological Tools
and the Internet in Creating an Image and
Personal Brand

Abstract: Modern technologies have become a very useful tool for promoting ideas and
values that are an elementary part of social and public life. Currently, for almost every
user, the Internet has become a platform for dialogue, information exchange, and opinion
creation. Every entity (person, company, or institution) actively operating in public space
today must consider how to present on the Internet, including the issue of image creation.
Conducting campaigns focused on Internet tools is currently a necessary condition for a
positive result in building a personal brand in many spheres of social life.

Due to the fact that the Internet is a very dynamically changing space, on the one hand,
it constantly poses new challenges for users. On the other hand, it provides new tools for
reaching audiences, generating the need to constantly adapt to the conditions of the online
community. This chapter aims to show the importance of the Internet and the ability to
use modern technologies to create one’s own image. It was important to present the key
principles and strategies for building a personal brand in cyberspace and the effectiveness
factors of social media used for this purpose.

Keywords: Image, Personal Brand, Persona Branding, Internet, Social Media

Introduction

The development of new media is a continuous process that enters numerous
areas related to both the transfer of information and broadly understood com-
munication, as well as the economic and social sphere. The emergence of new
forms of contact, and their dynamic development, has significantly changed the
system of relations between society and the media. Traditional media have lost
their monopoly on acting as an intermediary between public figures and society
in favor of the Internet, which has provided a new type of space and market for
social relations. In the new sphere, recipients have gained access to areas that
were until recently inaccessible or significantly limited to them. Cyberspace has
therefore become a place where people not only receive information provided by
others, but also have the opportunity to generate their own content and publish
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it. Every Internet user can therefore express their opinion or introduce themselves
to a wider audience (Mazurek, 2018: 35). This is due to the social nature of social
media, through which functioning within a given network group obliges its users
to exchange content. However, in addition to sharing entries, social media is also
characterized by the presence of users, which means participation within the
structure, “not only by the fact of having an account, but also by connecting the
virtual and real spheres” (Mazurek, 2018: 46).

Before the emergence of social media, image creation proceeded differently
and concerned the closest environment of individuals. A significant difference
that social media has provided in comparison to traditional media is the scale of
influence due to greater reach, unlimited accessibility and usability for most users,
the speed of dissemination of news and the possibility of updating information on
an ongoing basis (even after it has been published) (Gryszel & Zawadzki, 2023:
34).With their expansion and dominance in the everyday lives of recipients, image
creation can be done on a global scale. This is proven by numerous situations in
which a seemingly ordinary photo or film “conquers” the Internet, and discussions
about it are undertaken by thousands or even millions of users around the world.
Internet users who want to share their opinions with others and build their own
brand currently have a huge area to use in the form of numerous social networking
sites and Web 2.0 resources. However, due to the fact that cyberspace is subject to
very dynamic changes, its users are constantly faced with new challenges. On the
other hand, providing new tools to reach recipients, it is necessary to constantly
adapt to the conditions of the network community.

This chapter shows the importance of the Internet and the ability to use modern
technologies in the field of creating one’s own image and personal brand. The first
part of the work defines the concept of image, and then focuses on the personal
brand and the key principles of building it in cyberspace. The next part of the work
concerns the strategy and stages of creating a personal brand. Finally, the last part of
the chapter is an indication of the effectiveness factors of social media used to build
an image and personal brand. The method used in the work was desk research and
analysis of existing material. The analysis used both scientific articles and textbooks
addressing the problem of building a personal image and brand in cyberspace.

Image and Principles of Building a Personal
Brand in Cyberspace

The image of a person, organization or company is only seemingly an intuitive
category (Laczynski, 2018: 80). This concept can be defined broadly, because it is
extensive and vague. It means an image, symbol, pattern, prototype, idea, dream
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or delusion (Czopek et al., 2016: 81). Therefore, an image can refer to a photo
and other graphic representation of an object or person. It is also people’s opin-
ion about a specific thing: a country, institution, person, product (Dziewulski,
2017: 184). In connection with this, an image can be defined as an idea of a state
or ideal, an equivalent of something, a real similarity to a natural state, an idea of
a thing through the senses, ideas, mental image (Czaplinska, 2015: 9).

The introduction of the concept of image to social sciences is attributed by
some researchers to Walter Lippmann, the creator of the concept of stereotype
(Kochan, 2017: 15). In his 1921 work “Public Opinion”, diagnosing the state of
society, Lippmann linked the formation of public opinion with the recipient’s
internal, simplified ideas about public affairs (Lippmann, 1922: 83-88). This
author emphasized that the ideas of reality are fragmented and thus deformed.
Thus, the image can be defined as “a set of features that, in the view of the recip-
ient, a given entity possesses” (Lippmann, 1922: 88). In this sense, the image is
not something static, but is subject to constant reproduction. It can be the sub-
ject of active influence from the outside, aimed at shaping it into a desired form
(Laczynski, 2018: 80). As Anthony Davis notes, image “is an intellectual or sensual
interpretation of a person or object, conditioned by the personal characteristics of
the person in whose mind the image is created (emotions, established attitudes,
ideas)” (Davis, 2007: 47-48). In turn, Zbigniew Chmielewski, Dariusz Tworzydlo
and Hubert Ochmanski define image as “an image or reflection of the entity’s
identity in the mirror of the broadly understood market environment”. According
to the authors, “it is important not only in the process of creating relationships,
but also in crisis and difficult situations” for a given entity. It is also not easy to
talk about the possibility of obtaining its unambiguous reception, considering
the subjective nature of this phenomenon resulting from the assessments given
by the environment. Image can be, among other things, the effect of simplifying
the reception of the communication process by the recipients and the stereotypes
used in their assessments. It is therefore extremely important that it has a positive
character, which can be contributed to by actions that are intended to shape and
strengthen our brand. However, for this purpose, many levels, communication
channels and numerous methods and means by which our image is created must
be taken into account (Chmielewski, 2012: 324).

Although, the concept of a personal brand most often appears in the context
of people working in the entertainment industries or politics. In reality, it is an
essential element of promoting individuals operating in any industry or field
(Modrzejewska, 2016: 11). A personal brand can be defined as “a set of unique
personality traits, skills and experiences of an individual, the promotion of which
is intended to distinguish [him] from the competition” as well as “to build a
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positive image of him among members of a specific target group” (Pawluczyk,
2013). Personal branding is therefore a process in which individuals, in order
to “stand out from the crowd”, present their own value in the professional or
personal sphere, by exposing the competences and resources at their disposal
(Zukowski, 2017: 21-22). Thanks to a personal brand, one can present one’s own
needs, values and personalities, influencing the way a given person acts and reacts
in various situations (Potgieter & Doubell, 2020: 112). Building a personal brand
is therefore about managing the image and related activities. An inherent element
of the image strategy and building a personal brand is therefore self-presentation,
referred to as “interpersonal self-creation’, which is an important factor driving
electronic word-of-mouth marketing related to the brand (Jacobson, 2020: 716).
It can be defined as a controlled way in which a person is perceived by his or her
environment, as well as a style of influencing others in order to elicit a specific
reaction (Lapinska, 2016: 37).

There are several foundations of a strong personal brand. The first is visibility,
which allows the personal brand to have an impact on recipients. This is achieved
by taking on certain specific roles, standing out, having a personality, and acting
consistently. What makes a given brand not only visible but also strong is its
authenticity (Chimkowska, 2022: 151). The brand image created must therefore
be consistent in order to avoid possible stumbles. Recipients follow and evaluate
its every move on the web. Therefore, all shared content should be based on
the personality of a given individual, their passions, and above all, their values.
Following values has an impact on building a competitive advantage for a person
who believes in them (Strawinska, 2017: 369). It also helps to achieve a better
perception of a person’s value, because a brand that inspires trust and sympathy
can more quickly convince its recipients to “buy the offer” and familiarize them-
selves with the published content. By presenting their own image through various
communication channels, an individual can therefore consolidate their value as
a specialist in a given field. Proper promotion of a personal brand makes it the
“go-to” person and expert for a specific target group (Dubey Dewan, 2020: 29).
Its authenticity helps to differentiate it from the competition, leading to numer-
ous opportunities, both in professional and social life, as well as in personal life.

Another foundation of a strong brand is authority. In order to build it, it is
important to focus activity around specialization and draw attention to knowledge
and experience, i.e. what you are an expert in (Chimkowska, 2022: 151). However,
in this case, the behavioral and communication resources of your personal image
are of great importance (Dubey Dewan, 2020: 36). Having the skills and abilities
in the area of self-presentation in public speaking, body language, etiquette or
being polite, you can strengthen not only the value of your brand, but also your
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education and professional experience. Therefore, in public speaking, skills such
as self-confidence and assertiveness are helpful, which also build trust and sym-
pathy. Personal branding is therefore about creating authority and reputation on
the market.

Adequate image and personal brand management is helpful in achieving this.
In many cases, they require cooperation with experts from various fields, includ-
ing public relations, digital marketing agencies or leadership coaches (Dubey
Dewan, 2020: 37), as well as various types of self-presentation tactics. The latter
include describing oneself in such a way as to make a desired impression on
others; expressing attitudes that suggest that a given individual has specific fea-
tures; public attributions, concerning explaining one’s own behavior in a way that
is consistent with a specific social image; memory manipulation, meaning real
or pretended remembering, but also forgetting for self-presentation purposes;
non-verbal behavior, i.e. appropriate facial expression, gestures, positioning, and
the way one moves; social contacts, through which relationships with certain
people are publicly manifested, and relationships with others are severed; con-
formism and submission, meaning behaving in a way that is consistent with the
social norms or preferences of other people; decorations, props, and lighting, i.e.
using elements of the environment for self-presentation purposes (Bogdanowska-
Jakubowska, 2012: 295).

Strong brands are also associated with specific values, principles and rules that
are not relative. Compliance with them is not only protection against an image
crisis, but also a basis for building a stable sense of value. Compliance with moral
rules is an important introduction to building a network of relationships with
people who can also be trusted. Thanks to this, it is possible to create a safe and
stable environment for cooperation and development (Chimkowska, 2022: 152).
Without a doubt, an authentic personal brand not only complies with specific
values and rules, which affects its consistency, but also communicates them to
others (Chimkowska, 2022: 153).

Strategy and Stages of Creating a Personal Brand

There are many strategies for building a personal brand. The one that should
be adopted depends on the industry in which the entity operates. However, an
important issue in this respect is the universal methods of creating an effective
brand, which are based on the key issue, i.e. defining its value, what makes a
given entity unique and what distinguishes it from others (Akademia Leona
Kozminskiego, 2023). This is achieved by identifying the strengths, passions and
skills that a given brand wants to share with others and which contribute to its
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success. Research has shown that building a personal brand requires a long-term
and complex process (Gouitcheche, 2018: 21). It is evolutionary, organic and (as
Hubert K. Rampersad points out) takes place in four specific phases (Rampersad,
2008: 35-37).

Phase one: defining and formulating your personal ambitions. At this stage,
you need to identify yourself and determine who you are, what makes me unique
and special, what are my values and my genius, what do I represent, what are
my dreams. The following questions can help with this: who am I, what are my
interests and passions, what do I do, what is my life story (Stawarz, 2015: 17).
The brand has to be prepared in an exciting and convincing way. In addition, it is
important to make it and its values visible.

Phase two: defining and formulating your personal brand. Creating an authen-
tic, distinctive, coherent, significant and convincing personal brand is the focal
point of the actions taken at this stage. However, self-awareness is essential in
its construction. A SWOT analysis of your strengths and weaknesses, as well
as opportunities and threats, can be used for this purpose. This analysis allows
you to assess yourself through four key perspectives: internal, external, knowl-
edge and science, and financial (Rampersad, 2008: 35). The internal part of the
SWOT analysis allows you to assess your current strengths (e.g. education) and
weaknesses (e.g. communication skills). Thanks to such identification, it is pos-
sible to work on weaknesses and improve them in the future. In turn, the exter-
nal analysis allows you to examine current market trends, including in terms of
employment opportunities, or consider threats such as competition on the labor
market (Johnson, 2017: 22).

After identifying our personal valuable difference, a strategic projection onto the
target group takes place (Gouitcheche, 2018: 21). Thanks to this, it will be possible to
determine the leading and most powerful attribute of the entity, its key features and
the offer directed to the recipients. It is therefore necessary to define your own target
group and its most important needs. Identifying the target market, which may be,
for example, a potential employer, will allow you to strengthen the brand’s message
and emphasize the skills and knowledge of its creator. Once this is done, it is possi-
ble to move on to the next stage, within which the personal story of the brand will
be defined, which is de facto the essence of what you want to say about it to evoke
a positive emotional response. Such a personal brand story gives individuals the
opportunity to stand out from the crowd. To this end, it is necessary to personally
identify what you do and why it is so unique that people will be interested in it. An
example of a brand story might look like this: “I am an entrepreneurial technology
marketer with a passion for building teams of brand advocates by cultivating rela-
tionships with customers and users” (Johnson, 2017: 22).
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Phase three: preparing your personal and balanced scorecard, or personal
brand statement. In this phase, it is important to develop an integrated and
well-balanced action plan based on your personal brand and ambitions. This will
allow you to achieve your planned goals, but also eliminate all negative elements.
Your personal brand and potential tasks translate into manageable measurements
and personal goals, milestones, and corrective actions in a balanced, holistic way
(Rampersad, 2008: 36). Preparing a plan is essential for improving your brand and
developing your own skills. It can be used to develop future improvement actions,
track progress, capture key brand information, define new career paths, and build
networks and report on achievements (Rampersad, 2008: 36).

Phase four: implementing and improving the personal brand. A personal brand
must be expressed through passion and love. The person who builds it should
therefore be committed to change and constantly improve the perception of their
own value on the market (Rampersad, 2008: 36). A personal brand is in fact the
image and reputation of a person who is recognizable in their professional envi-
ronment. Therefore, it is important to build credibility and the status of an expert
in their field and to disseminate information about themselves through various
media channels. The brand therefore requires constant updates that reflect new
challenges and learning from the actions taken and personal development. This
ensures the strengthening, maintenance, protection and development of the brand
(Rampersad, 2008: 36).

An important issue for creating an effective brand is, above all, the appropriate
selection of communication channels through which we will present it. Today,
supporting promotional activities through social media is of great importance.
An essential element of promoting any brand is therefore an effectively planned
image on the Internet. Nevertheless, using all available channels can lead to a loss
of credibility and a lack of intended effects. Therefore, the best way is to choose
platforms that are potentially the area best suited to our activity, and thus a place
where we will find our recipients. Appropriate and dedicated targeting turns social
media platforms into an arena of personal branding for people who want to cre-
ate the desired awareness (Joseph, 2018). Intensification of activity in channels
adapted to the brand’s activity and the recipients interested in it undoubtedly helps
to achieve the intended goals developed during its creation. However, in order to
create the desired brand image in social media, not only the creator’s intention is
important, but also taking communication actions and examining how the brand
is received and what results our activity on the network achieves (Jasiulewicz &
Kozyra, 2017: 223).

This is why social media should not be viewed solely as platforms for pub-
lishing content. Their essential feature is the ability to establish contacts and
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communicate. They are also a source of quick problem-solving. When having a
public profile on social media, you should be open to all questions, doubts and
problems of recipients (Sopiak, 2023). Questions appearing under a photo or
post, but also in private correspondence, should be met with a response. Users of
social platforms treat them as a channel of quick communication, which is why
they expect an almost immediate response. Creating value in social media cannot
therefore be described as a one-way (Karaduman, 2013: 472). Personal interac-
tions build brand trust (Rangarajan, 2017: 4) and in order to gain awareness and
loyalty of recipients, you should cooperate with them and show your interest.

Social Media Effectiveness Factors in Building a Positive Image
and Personal Brand

As Denis McQuail notes, there are seven main features, or dimensions, which
have a direct impact on the characteristics of contemporary users and on certain
marketing concepts (Grebosz 2016: 34) also in terms of building one’s own image
and personal brand on the web. The first of these is interactivity, which is the rate
of response from users to the sender’s message. It refers to the ability to send a
message that is simultaneously answered. Another dimension is social presence,
which allows for a sense of personal relationship with other users of a given plat-
form. Through a sense of accessibility, communication with recipients becomes
more authentic and can be significantly appreciated by them (Chimkowska, 2023).

Richness is also an important factor that has a direct impact on user char-
acteristics and, consequently, on marketing concepts. This dimension concerns
enabling communication through various forms of feedback, verbal, visual, and
auditory (Grebosz 2016: 34-35). The more feedback options a medium has, the
richer it becomes. In this respect, instant messaging is considered the best, as it
allows for face-to-face conversation. The “richness level” is, for example, low in
the case of collective projects and blogs, because they are largely text-based and
allow only limited exchange of information. On the other hand, content com-
munities and social networking sites receive an average rating in this respect. In
their case, users can share photos, videos, and other types of materials in addition
to text messages. In terms of social presence and richness, virtual games and
social worlds are rated the best. Thanks to them, it is possible to open up various
dimensions of face-to-face interaction. Nevertheless, the best opportunities for
self-presentation are provided by social networking sites (Gryszel & Zawadzki,
2023: 35).

The fourth dimension indicated by McQuail is playfulness, which means that
for users, social media do not fulfill a purely utilitarian or informational function.
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In their case, the fact that they provide pleasure and entertainment is of great
importance. Another feature is privacy. Communication in new media focuses
more on the subjective than the objective. Using media is not purely instrumental,
but rather refers more to emotions and expressing one’s own feelings. Finally, per-
sonalization, which concerns the both the message and the way of use (McQuail,
2007: 149-156). In this case, it is about the degree to which the message of a given
medium is tailored to a specific user, e.g. by using data that one has about the
recipient (Grebosz 2016: 34-35).

Social media has become a new arena for “identity creation, performance,
and management” (Jacobson, 2020: 716). Using social media involves combining
information and presenting it in a system through which identity is created and
“consumed” by online recipients. Communication through electronic devices
allows individuals to present a more positive version of themselves than is possible
in interpersonal communication (Jacobson, 2020: 716). Each social media user
has the opportunity to become a content producer and present it through interac-
tive communication based on a pyramid of relationships (Karaduman, 2013: 467).
In the online context, personal brand identity is based on self-presentation. This
is because brands are created in computer-mediated environments, using social
media profiles, websites, and blogs (Labrecque, 2011: 44).

An important feature and factor in the effectiveness of social media in building
a brand image is the ability to increase social capital, which refers to the skillful
use of resources and engaging in mutually beneficial social cooperation through
social networks. The concept associated with brand management in this area is
therefore the “idea” It refers to the fact that a personal brand is a process that
describes standing out from the crowd of entities by presenting a unique value
proposition based on personal abilities and a specific profession (Nowakowska,
2019: 26). The image built in this way is then used with a coherent message in
order to achieve its goal. As research shows, personal branding offers individuals
a chance to increase their social capital and a way to flexibly adapt to changing
labor markets (Johnson, 2017: 22). However, in order to create a positive image of
a personal brand, cooperation with others, exchange of experiences and a desire to
deepen one’s knowledge are necessary. Therefore, an important factor in achiev-
ing this goal and thus promoting the brand is participation in conferences and
industry events, thanks to which it is easier to build a network of contacts with
other representatives of the field of interest to us. Image promotion in face-to-face
contacts is therefore intended to be, in a sense, a complement to the brand shaped
through electronic media (Trzeciak, 2015: 29).

Social media are also considered to be potentially the most powerful tool in
business practice, which is why they are used intensively to implement strategies at
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lower costs (Karaduman, 2013: 467). However, promotion on the Internet should
not be a goal in itself, but should be solely a means of creating one’s own personal
brand. The image on the Internet must therefore be consistent with our brand and,
in a sense, extend the range of our influence in relation to traditional methods of
direct contact with business partners, clients or co-workers.

Conclusion

The Internet, and especially social media, have become one of the greatest sources
of changes that have occurred in communication in recent years. The popularity
of social networking sites has also increased significantly, which is associated with
the trend of user activation. Social media not only allow for passive reception of
content, but have also enabled access to active shaping of their resources. Also
in the case of creating an image and building a personal brand, media play a key
role today. Social platforms provide the opportunity to reach a wide audience,
have direct contact with them, and create a coherent and more positive image of
a personal brand than could be the case in the real world. Although until recently
having a personal brand was the domain of celebrities only, today everyone has
their own brand, although not all people are aware of it. This is why, in the era
of digitalization and constant change, it is necessary not only to skillfully use the
tools that are social media, but also to constantly update the strategy for creating
one’s own image and personal brand and improve it.
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Ensuring the Resilience of Critical Infrastructure
Employees Against Social Engineering Attacks

Abstract: Based on the mathematical and algorithmic framework developed by the
authors, a software package has been created. It performs functions to increase the
resilience of personnel of critical infrastructure facilities of the regime type to social
engineering attacks that occur through the social, socio-technical, and socio-physical
vectors. The software package performs diagnostic, training, and decision support func-
tions. The decision support module is based on the modification of the SEADM (Social
engineering attack detection model) algorithm proposed in this paper, which is charac-
terized by a focus on the specifics of critical infrastructure facilities of the regime type
and decision-making in a short time frame. The diagnostic and training module is based
on a questionnaire previously developed by the authors, with cases and their analysis of
popular situations targeting critical infrastructure facilities in Ukraine.

The paper establishes the correspondence between the threat techniques according to
the MITRE classification and the types of social engineering impacts that can be used by
an attacker. The proposed software package allows for flexible modification to the needs of
the enterprise due to the possibility of making independent changes to the questionnaire,
presented in a structured format, according to the relevant techniques and impacts of
social engineering.

Keywords: human factor, social engineering, critical infrastructure, resilience

1. Introduction

The number of cybersecurity incidents that occur due to human factor exploita-
tion continues to grow. Massive attacks on critical infrastructure facilities actively
exploit the vulnerabilities of personnel, as this is an easier way to achieve the
goal than attempts to hack cybersecurity systems that are constantly monitored
and improved. The human factor remains a weak link in the security system of
any enterprise, and this is especially true for critical infrastructure facilities that
require increased attention to cybersecurity (Krombholtz et al., 2013).

Paper (Shevchenko, Stopochkina and Babenko, 2022) analyzes the dynamics
of cyberattacks that use social engineering since January 2022 in Ukraine and
shows a lack of solutions to improve the existing situation.
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Papers (Zetter, 2014; Gallagher, 2016; Lee et al.,, 2016; Liptak, 2016; Sanger,
Krauss and Perlroth 2021; Tidy, 2021) showed the possibilities of using the human
factor and further cyberattacks that developed due to the successful conduct of a
social engineering attack. Namely, in (Zetter, 2016) the features of an attack on a
nuclear facility (Stuxnet) are discussed, analytical paper (Lee, 2016) analyzes an
example of an attack on the energy system (BlackEnergy attack on Prykarpattia
regional power distribution companies), articles (Sanger, 2021; Tidy, 2021) show
the stages of a cyberattack on the oil industry, and papers (Liptak, 2016; Gallagher,
2016) are devoted to attacks on transport facilities.

The success of a social engineering attack in all of the above cases is a guarantee
of obtaining the necessary information or privileges by the attacker, which makes
further unauthorized interference possible. There are many trainings and tools
available to train employees’ vigilance in countering social engineering attacks.

However, the scale of the social engineering problem shows that existing tools
and approaches are not sufficient, which makes the development of the software
package presented in this paper relevant.

Active work on the means of preventing social engineering attacks has led to
the emergence of trainings in this area and penetration testing solutions. The
tools listed below are based on algorithmic content that uses research on actual
cyberattacks using the human factor (Mataracioglu and Ozkan, 2011).

Among the existing tools, it is worth noting (KnowBe4, 2024), which offers
training to identify the level of cybersecurity awareness of users, simulate phish-
ing attacks, and provide cases for processing. The tools (Barracuda, 2019) are
notable for their complexity of use and are aimed at training users. The training
(Cofense, 2024) works out situations of bypassing email filters that can be used
by an attacker. The disadvantage of this solution is a weak focus on the needs of a
critical infrastructure facility, with the emphasis being placed only on mail vector
attacks, although there is a wider variety of them. The test offered on the resource
(DataArt, 2019) provides a means of penetration testing through social engineer-
ing attacks by emulating real situations for enterprise users. These types of tools
use examples of known attacks and train users to recognize them. However, at
the same time, they do not analyze why a person reacts positively to the social
engineer’s suggestions. That is, the only experience the user gains is knowledge of
how to act in a certain list of situations, without a clear understanding of the root
reason causes associated with the weaknesses of human nature. Similar methods
and ideas for improving employee resilience to social engineering attacks are
discussed in (Arachchilagea and Love, 2014).

A common feature of these and many other works and tools is that they
are focused on training and/or testing users based on specific cases of social
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engineering attacks that are quickly becoming outdated. At the same time, the
reason for the success of such attacks, which is the user’s vulnerability, not always
related to employee ignorance, remains unaddressed. This paper proposes a diag-
nostic module that combines the principles of training tools. The module is based
on a list of social and psychological characteristics that make a person vulnerable
to a number of social engineering attacks.

The study of human characteristics that make a person vulnerable to social engi-
neering attacks was carried out in (Mitnik and Simon, 2003; Bhakta and Harris, 2015;
Mouton et al., 2014). The paper (Mouton et al., 2014) contains the idea of building a
taxonomy of social engineering attacks and their dependence on exploited factors.
The paper (Shevchenko, Stopochkina and Babenko, 2022) contains examples of
common social engineering attacks during Russia’s full-scale invasion of Ukraine,
which helps to understand the human weaknesses used in this time.

Some of the human weaknesses can be eliminated in advance, regardless of the
type of attacks that may be used. For example, you should pay attention to risk-taking,
excessive trust, inability to say “no’, and fear of management. The questionnaire is
designed in such a way that the questions reveal these and other vulnerabilities, as
well as teach the respondent how to act in the situation specified in the question.

The survey consists of three parts: the first part is aimed at identifying vulnerabil-
ities in the context of attacks that are inherent in the social environment (without the
involvement of any additional technical means), the second part identifies user vul-
nerabilities and shortcomings in the security policy of a critical infrastructure enter-
prise to attacks in the socio-technical environment (i.e., those carried out with the
involvement of e-mail, messengers, specialized programs used by a social engineer).
The third type of survey is aimed at identifying organizational shortcomings in the
enterprise’s work and vulnerability to attacks through the socio-physical environment
(for example, using the peculiarities of the access control mode, and physical media).

A large number of cyberattacks can be carried out using social engineering.
This paper draws a connection between the MITRE attack techniques for crit-
ical infrastructure (MITRE, no date) and social engineering-based impacts. To
achieve the goal, attackers can use the vulnerabilities of personnel, some of whom,
under certain conditions, may become conscious or unconscious accomplices of
the social engineer. As a rule, these are employees who demonstrate disloyalty to
the company, self-interest, aggressiveness, and other signs that can serve as indica-
tors of a potentially dangerous situation. A list of such signs, detailed description
of the relevant profiles, and a methodology for their detection are proposed in the
authors’ previous study (Ilin and Stopochkina, 2024). To identify such features, it
is proposed to use the approaches of sociological surveys. In particular, there are
survey tools and appropriate theoretical background are proposed. In particular,
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papers (Anderson and Bushman, 2002; Dupre and Barling, 2006; Kersten and
Greitemeyer, 2024) are devoted to identifying the nature and level of aggressive-
ness, technical review (Knapp, Heggestad and Young, 2004) consider the issues of
motivation testing, paper (Bustamante, Davis and Marques, 2014) considers the
issues of testing diligence and industriousness, resource (TestPartnership, 2023)
demonstrates an example of comprehensive testing of an employee in several
areas, resource and article (PE Konsult LTD, 2016) provide a background for
employee responsibility test, and the testing tool (Parvez, 2024) is aimed at iden-
tifying the level of self-interest. The diagnostic module proposed in this paper is
based on Boolean functions to identify a set of features (profiles) that determine
the user’s increased vulnerability to social engineer proposals. The profiles can
also be used at the stage of building a formalized model of an internal offender.
The peculiarities of the surveys conducted for representatives of the staff of critical
infrastructure facilities in Ukraine are discussed in (Ilin and Stopochkina, 2024).

An important aspect of increasing the resilience of critical infrastructure
employees to social engineering attacks is to provide decision support for suspi-
cious requests. This is primarily relevant for those employees who are in contact
with outsiders and provide certain rights or information in response to their
requests. These can be employees working with customers, suppliers, and support
staff. The decision support module included in the proposed package is based on a
modification of the SEADM algorithm (Bezuidenhout, Mouton and Venter, 2010),
which is proposed in this paper. When developing the decision support module,
it was decided to use a clear algorithmic structure, instead of applying machine
learning methods, to avoid false positive or false negative answers and to ensure
transparency of recommendations. The algorithm, unlike the existing one, takes
into account the short decision-making time, the specifics of requests that may be
submitted at a critical infrastructure facility, and the need to share responsibility
with security services and other authorized persons.

2. Examples of cyberattacks that use human factor

Here are examples of attacks on critical infrastructure facilities that use social
engineering (Ghafir et al. 2018).

Stuxnet, attack on nuclear facility in Natanz, Iran. The attack began with pre-
texting and open-source reconnaissance, which allowed the creation of a legend
for the introduction of an insider employee into the company.

The second stage of the attack involved the use of social engineering with the
use of infected media (the media was placed in places where it could be picked
up by employees of the facility).
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Employees who mistakenly or unknowingly used the planted media connected
it to the company’s internal network. As a result, the Stuxnet malware spread and
gained control over programmable logic controllers and the process monitoring
system.

The consequence of this attack was a change in the speed of rotation of cen-
trifuges at the nuclear facility, which led to damage without arousing suspicion
among system operators. BlackEnergy, attack on energy company of Ukraine.

The attack began with phishing emails containing malicious attachments in
disguise to gain access to the company’s network.

The next step was the activation of the malware by employees who opened the
attachments. The malware gained access rights to the internal information system,
and BlackEnergy and KillDisk malware were introduced, gaining control over the
supervisory control and data acquisition system.

The consequences of such an attack were power outages in the western regions
of Ukraine.

Attack on San Francisco subway.

The attack began with the exploitation of human factor vulnerabilities by conduct-
ing a phishing attack through emails with malicious links disguised as messages
from official partners or internal departments.

Clicking on the malicious links resulted in the installation of ransomware on
the internal system. At the next stage, the malware encrypted data and blocked
access to the fare payment systems.

The attack resulted in financial losses, data loss, and disruption of transportation.

Attack on gas pipeline company, USA.

First, the attackers carried out a phishing attack on employees, which allowed
them to gain access to the internal system and exploit existing vulnerabilities.
Next, they installed ransomware on the servers that controlled the operation of
the gas pipeline, which led to data inaccessibility. The consequences were interrup-
tions in fuel supply to the United States east coast, and restrictions or termination
of oil product supplies.

From the examples, we can see that social engineering attacks are usually the
first step to a successful cyberattack, and open an entry point to the internal
systems of a protected object by exploiting human vulnerabilities. Thus, we can
observe here the chain: human factor - cyberattack - physical disruption of the
system. Next, we take into account human vulnerabilities, so the chain takes the
following form: human vulnerable features — social engineering attack — cyber-
attack - physical disruption of the system.
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3. The principles of software package functioning
3.1 Diagnostic module. Sets of employee vulnerabilities

To diagnose personnel vulnerabilities to social engineering attacks, a questionnaire
should be designed that contains questions that can identify potential weaknesses
of the person that reveal themselves in certain situations. These can be personal
traits or universal qualities that can be inherent in anyone in certain conditions.

Let’s highlight the characteristics of the employee that may signal a susceptibil-
ity to the effects of social engineering. The corresponding approach was proposed
in (Krombholz, 2013; Mouton, 2014).

Let’s highlight the personal factors, which can be triggers for various social
engineering attacks:

o fearfulness, timidity T1;

« inability to refuse T2;

« inability to limit oneself when obtaining something (greed, including for work,
gambling, etc.) T3;

o carelessness T4;

« ignorance T5;

o tendency to laziness or procrastination T6;

o indifference T7;

« unpunctuality T8.

Let us explain the terms used.

The tendency to fear implies fear of management staff, certain uncomfortable
circumstances that may provoke disapproval of the victim’s actions by the com-
munity, and other fears. A social engineer can fraudulently pass off his illegitimate
requests as orders from managers, exert veiled pressure on the victim, indicating
the bad consequences that will occur if his request is not fulfilled.

The inability to refuse is a handy quality for a social engineer who tries to
frame a request in such a way that the victim agrees to fulfill it, even contrary to
security policy.

The inability to limit oneself makes a person vulnerable to offers of useful
resources and participation in activities organized by a social engineer according
to the victim’s preferences.

Carelessness and ignorance are factors that imply an insufficiently high level of
employee qualification in countering cyberattacks, which use the human factor.
These shortcomings should be eliminated through special training and profes-
sional development.

A tendency to laziness and procrastination can be used by a social engineer to
offer “easy” solutions to bypass security policies.
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Indifference is exploited as a factor that ensures impunity for the actions
of a social engineer and minimal interference in his operations by indifferent
personnel.

Non-punctuality is associated with inaccurate compliance with various instruc-
tions and guidelines of the security policy, which can be used in attacks on the
information system.

The proposed module is based on the principle of matching the respondent to
a profile determined by a set of traits.

Some of the profiles signal potential danger and characterize people who are
vulnerable to social engineering attacks.

Let’s list such profiles:

1. {T1 and T2 and T7} is a profile that corresponds to a soft person who is easy to
manipulate. Even if she notices a violation, it will be easier to keep quiet about it.

2. {T3 and T5 and T6} is a profile that corresponds to an active person who seeks
to obtain various benefits. However, the person is prone to laziness and is not
interested in the possible consequences of decisions. This allows a social engi-
neer to offer options for easy profit and cybersecurity violations.

3. {T4 and T7 and T8} is a profile that corresponds to a careless person who is
not punctual and attentive. Ignorance increases vulnerability to attacks that
rely on impulsive, rash decisions.

4. {T3 and T4 and T7} is a profile that corresponds to a person who is risk-averse
and rather indifferent to the negative consequences of actions.

The presence of these qualities in a personality profile should be determined by
means of a questionnaire. The questionnaire offers questions that correspond to
the factors listed above or a combination of them. A factor is considered to be
present, and the corresponding Boolean variable is true when the survey shows
that the numerical score of this factor exceeds the group average.

From the point of view of analyzing the qualities of a critical infrastructure
employee who has access to important information or system functions, the most
dangerous personal factors are: carelessness, lack of professional and related knowl-
edge, indifference, and unpunctuality. These signs may indicate a disrespectful atti-
tude to work or an unwillingness to realize its importance, which is unacceptable for
employees of industrial critical infrastructure facilities. Correction of these factors
does not require the involvement of a psychologist but is achieved by drawing atten-
tion to their presence, as well as through training to improve skills and motivational
measures that promote the development of the necessary qualities.

In addition to social and socio-physical characteristics, it is also necessary to
consider socio-technical characteristics, which are not entirely dependent on
personal and social factors but are largely determined by the critical infrastructure
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facility’s security policy. The questions in the socio-technical questionnaire are
aimed at assessing the employee’s understanding of the company’s security pol-
icy, the availability of clear instructions and restrictions on dangerous actions,
and verifying the implementation of appropriate technical and organizational
measures. After all, even the most cautious and knowledgeable employee can be
vulnerable to cyberattacks carried out through social engineering if the company
does not provide appropriate technical means to prevent harmful effects.

The questions in the questionnaire can be scored on a different scale. For
example, some questions may contain multiple-choice (checkbox) answers, while
others may contain single-choice (radio button) answers. When evaluating, it is
necessary to normalize the results by bringing them to a common scale.

The weights of questions can be calculated using the Saaty pairwise comparison
method if we have a large number of survey types and it is difficult to prioritize
each type at once.

The availability of an overall score can allow employees to be ranked according
to their potential resistance to social engineering attacks.

It is also possible to calculate the persons score in the areas of {T4, T5, T7, T8},
which are critical in terms of working at a sensitive facility and access to sensitive data.

Itis also interesting to analyze the scores in the areas of personal factors {T1...T7}.

Similarly, the questions in the questionnaire can be grouped by factors to which
any person is sensitive in certain situations:

o Strong influence (F1),
 Reciprocity (F2),

o Overload (F3),

o Lack of something (F4),

o Deceptive relationships (F5),
o Urgency (F6),

« Social approval (F7).

Let us explain the terms used.

« Strong influence means telling the victim shocking news, introducing force
majeure situations that threaten safety, and other actions that can put the victim
in a state of severe nervous tension.

« Reciprocity means actions that imply a reciprocal response and put the victim
in a state of obligation.

« Overload - providing the victim with a large amount of confusing information
that is difficult to understand in a short period of time.

« Lack of something means a situation that implies the victim’s need for some
action or resources (for example, lack of communication, need for software
that is difficult for the victim to acquire in a normal way, etc.)
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o Deceptive relationship appears when a social engineer makes the victim believe
that they have a friendly relationship (friendship, partnership, etc.) with the
attacker, which obliges the victim to respond accordingly.

« Urgency takes place when social engineer requests something that must be
fulfilled immediately, otherwise there will be a threat of an unpleasant situation.

« Social approval is exploited by putting the victim in a state where fulfilling
a request that is beneficial to the social engineer will give the victim a sense
of community approval or self-worth (e.g., fulfillment requests for charitable
donations).

We can calculate the total score for one or more factors. Each social engineering
attack has its own pattern that uses a particular factor. For example, vishing often
exploits factors F1, F3, and F6. Pretexting via messenger uses factors F4 and F5.
Similarly, different types of phishing attacks can use F7, F2, or other factors. The
higher the score an employee gets on this type of question, the more resistant they
are to the exploitation of this type of factor.

The questionnaire also groups questions by attack vector environments.
The following are highlighted: physical environment, e-mail, messenger, web
resources, social networks, telephone, and personal communication.

The results of the survey are summarized in the form of a profile built in the
form of a “wind rose”, with personal and general vulnerabilities being highlighted
as areas of focus (Fig. 7).

3.2 Module in training mode and diagnostic results

A questionnaire was developed for the testing of employees of the critical infra-
structure facility. Questions, answer options, and points are presented in a struc-
tured form in JSON format. The parser reads the questions and presents them
and the answer options in the user interface. Each question is followed by an
analysis of the situation proposed in the question, which argues for the correct
answer. Thus, not only person vulnerabilities are diagnosed, but also simultaneous
training is provided.

A number of questions are designed in such a way as to reveal weak links in
the security policy of a critical infrastructure enterprise. Emphasis is placed on
regulatory measures, the presence of clear orders and instructions on cyber secu-
rity, instructions for actions in force majeure circumstances, the composition and
procedure for using software and hardware at the workplace.

The training mode of the diagnostics module (Fig. 1-3) is used to achieve the
training effect. After passing each question, to which the person gave his answer,
he is provided with an analysis of the situation, with an explanation of the correct
course of action. Explanations for each question are included in the questionnaire
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in JSON format. If possible, it is desirable for each situation to be commented
on by a trainer who would draw the trainee’s attention to key points for better
assimilation of information. An example of a question and explanation is given in
table 1. The view of the question for the employee is presented in Fig. 1.

The survey also makes it possible to identify certain shortcomings of an
organizational and technical nature that are inherent in the object of critical
infrastructure on which the survey is carried out: in particular, the absence of
prohibitions on the installation of third-party software, the use of third-party
media, the absence of clear regime and transit rules, unprotected document flow,
unprotected business communication, etc.

Table 1: Structure of the questionnaire and examples of questions

environment,
(Email).

Negligence.

an employee
entrusted to
you, a letter
was received,
with recom-
mendations to
pay attention
to the exist-
ing results of
awards for the
best employees
selected by the
results of the
year. The email
contains a link
to an external
resource.

you have an antivirus
installed and your
browser has its own
sandbox.

2. Check the link for
maliciousness in a
specialized online
resource.

3. You are not interested
in surveys, you will
definitely not become
the best employee of
the year

4. You call your
employee to find out
what kind of resource
it is. If the information
is confirmed, open the
link.

5. All information
at my company
comes through the
electronic document
management system
with an electronic
signature.

Environment, | Question Action options (single / | Explanation in the
psychological multiple choice) are application report
factor, personal evaluated by points

factor

Socio-technical | On behalf of 1. Open the link because | There is malware.

which may be located
at the link, which is
not recognized by
the antivirus and
breaks the browser
sandbox. Therefore, it
is better to check all
links for harmfulness
additionally.

Orderly electronic
document flow
through a secure
system of document
flow nullifies the
attempts of a

social engineer to
disguise himself as
an employee, or to
forward illegitimate
attachments - this is
the best option.
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Environment, | Question Action options (single / | Explanation in the
psychological multiple choice) are application report
factor, personal evaluated by points
factor
Inability A friend intro- | 1. You say that nothing | It can be dangerous to
to refuse, duces you to a interesting happened | share any details about
reciprocity company where in your life related your password. If the

everyone tells to passwords. You password is stored in
Social witty life stories usually use random | a password manager,
environment about account combinations of an attacker can try

attributes,
what phrases
and combina-
tions they use
to log into the
account. “Now
it’s your turn to
tell,” says your
friend.

numbers and letters
that you keep in your
notebook. Everyone
looks at you like a
bore.

. You tell some

interesting details
without giving
away the details.
For example, you
sometimes use a
phrase from your
favorite song.

. You say that you

save passwords in a
password manager.
And you don’t know
anything by heart,
because you usually
log in from the
same device using
O-Auth2.

. You refuse to tell.

Those around you
insist, but you are
adamant.

. You say you have

created a strong
password, but it is the
same for all accounts.

to gain unauthorized
access by taking over
your device or asking
to use it for a period of
time. Some password
managers may also be
vulnerable to cyber
attacks.

In no case should you
make one password
for all services - not
all of them are equally
reliable, and after
learning about this,
an attacker can start
trying to attack more
vulnerable ones in
order to find out the
password by hacking
or other methods.

(Continued)
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Table 1: (Continued)
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Environment, | Question Action options (single / | Explanation in the

psychological multiple choice) are application report

factor, personal evaluated by points

factor

Socio-physical | You find some- | 1. You hand over Flash media can be

environment, one’s flash drive the find to the not only a means of

in the corridor information security | spreading software

lack (in this case, department. viruses, which can

the need for 2. Study the contents be destroyed by

media), interest of the flash drive media formatting but
independently at the | also hardware virus
workplace. embedding, with

3. You study the
contents of the flash
drive at home by
connecting it to an
isolated workplace.

4. You format the flash
drive and put it off
until better times if

you suddenly need it.

harmful functions of
the hardware level,
which cannot be
destroyed by software.
A flash drive with
malicious content,
submitted to the
information protection
service in time and
analyzed by specialists
in time, will make it
possible to prevent,
presumably, part of an
APT attack. Therefore,
it is not worth delaying
the transfer of such
findings.

Some attacks on
personnel of critical
infrastructure

facilities can also
benefit from being
implemented on a
home computer. There
they collect interesting
information about the
user and his passwords
and look for loopholes
to penetrate the
workplace.
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Fig. 1: Application GUL Question screen

§ Framework test version - O X

Question #1: Someone writes a threat to you, if you do not hand over documents/information in the
specified way, then you or your relatives will be in great trouble or even bodily harm.

% Protect your relatives and inform the police/cyber police
" Notify the superiors/security service
" You tell everyone because you don't believe in the plausibility of the threats

(" Hand over documents and information - because the safety of relatives is above all else

Next

Fig. 2: Profile of the employee who answered the questions

§ Framework test version = o *
Congratulations on successfully completing the test! Below you can see your results.
Psychological factor: Personal factor:

overload unpunctuality
" inability to say 'No'

ignorankg

deceptive eafelessness
urgency appearance
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Fig. 3: Report with explanations on the issue

@ Framework test version = | bt

Question #3: You were given a stack of documents with a request to destroy them. What do you do?

(& Use a shredd # Report x

" Select the m)
Business correspondence can also be of value to malicious

" Dump evenyl actors. The technique of searching through trash is based on
gathering information about the object of critical 1
's Contact the infrastructure by studying residual information on discarded -k
your presend papers. Therefore, it is necessary to have devices or a bin for

burning papers. Regarding the destruction of
documentation, a protocol is drawn up, and destruction takes
place in the presence of several people,

Previous I

Next

According to the proposed methodology, a survey of employees of companies clas-
sified as critical infrastructure of Ukraine was carried out (Ilin and Stopochkina,
2024), the research group consisted of randomly selected persons with an aver-
age and high level of knowledge in information technologies. According to the
feedback of the respondents, it was established that the recommended length
of the survey should not be too long. In the conducted survey, the length of the
survey letter was 30 questions, 10 questions each on the social, socio-technical,
and socio-physical vectors of influence. If the survey is longer, the respondents’
attention is distracted, and the questions are not read carefully enough. Therefore,
if it is necessary to conduct more detailed surveys, it is recommended to separate
them in time.

The diagnostic and training module made it possible to identify a number of
vulnerabilities, which mainly relate to the sphere of deceptive relations, vulner-
abilities of a moral and ethical nature. In standard situations, the respondents
reacted clearly and correctly, however, they did not always have a clear idea of
how to act in non-standard situations. Thus, it should be noted the need to con-
duct not only standard trainings on countering cyber security threats but also
special psychological trainings aimed at increasing resistance to social engineer-
ing attacks, which use subtle techniques of manipulation and exploitation of the
victim’s human vulnerabilities.
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3.3 Linking Social Engineering Attacks to MITRE Techniques

Let us consider how social engineering can be used for the success of cyber attack
techniques on critical infrastructure objects. Appropriate attention was paid to
the issue in [19], however, we believe that it is possible to expand the provided
information. We use the list of techniques from [30], and provide appropriate
comments on the impact on the human factor (see Table 2).

Table 2: Correspondence of cyber attack techniques to methods of influencing the
human factor

Number of | Name of the Social engineering techniques that can be used in
the cyber | technique in the implementation of the corresponding threats
attack the MITRE
technique | classification
T0800 Activate Exploitation through the social vector, persuasion,
Firmware bribery, deceptive relations with employees, etc.
Update Mode
T0830 Adversary-in- Exploitation of the human factor by penetrating the
the-Middle territory of the organization, unauthorized use of
equipment, involvement of insiders
T0878 Alarm The human factor can be exploited through
Suppression the socio-technical vector, and by violating the
organizational principles of the security policy, by
diverting the attention of the operator from his
place of observation
T0802 Automated Socio-technical vector, use of malicious
Collection attachments, phishing.
T0895 Autorun Image | Physical, socio-technical vector. Replacing media
with infected, harmful attachments.
T0892 Change Socio-technical vector, violation of the
Credential organizational regime.
T0858 Change The implementation of the malware through socio-
Operating Mode | physical, socio-technical vectors
T0885 Commonly Socio-technical vector, using data obtained through
Used Port network intelligence using silent reverse proxy
(Vlasenko, Stopochkina and Ilin, 2021)
T0884 Connection Using a silent reverse proxy, sending fake links
Proxy

(Continued)
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Number of | Name of the Social engineering techniques that can be used in
the cyber | technique in the implementation of the corresponding threats
attack the MITRE
technique | classification
T0879 Damage to Physical vector, using the distribution of
Property information about the object of critical
infrastructure in networks. Publication of details
of the operation of the object, the location of
important premises, drawing attention to the object
in social networks. As a result, missile strikes on
critical infrastructure facilities (relevant for Ukraine
in time of full-scale invasion) (Ovcharuk and Ilin,
2023).
T0809 Data BYOD (Bring Your Own Device) policy permits,
Destruction low level of employee education, socio-physical
vector (use of third-party media, etc.). Using
phishing lures via messaging and web vector.
T0811 Data from Use of socio-technical vector, social vector to obtain
Information access rights to internal and/or cloud repositories.
Repositories Use of open repositories, unprotected due to
inexperience of staff. Action through insiders
T0893 Data from Local | Socio-technical vector use through the introduction
System of keyloggers, the use of insiders
T0812 Default Exploitation of staff inexperience and inattention
Credentials to credentials, and poor compliance with security
policies
T0813 Denial of Using ransomware in phishing messages
Control
T0814 Denial of The use of various types of malware distributed via
Service the web and e-mail using phishing.
T0868 Detect Sniffing, with penetration inside the object.
Operating Mode | Data theft of monitoring systems due to their
weak security. Introduction of insiders, use of
unauthorized software.
T0816 Device Restart/ | The use of a specialized malware, distributed
Shutdown through a socio-technical vector
T0817 Drive-by Web vector, the use of the “water holing” social
Compromise engineering technique, when the popular web

resource, used by organization, is successfully
attacked first. Phishing lures
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https://attack.mitre.org/techniques/T0816
https://attack.mitre.org/techniques/T0816
https://attack.mitre.org/techniques/T0816
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https://attack.mitre.org/techniques/T0817
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Number of | Name of the Social engineering techniques that can be used in
the cyber technique in the implementation of the corresponding threats
attack the MITRE
technique | classification
T0819 Exploit Accessing public services, contacts of a critical
Public-Facing infrastructure object, exploitation of partnership
Application and trust relations, obtaining guest accounts,
access to public forums of a critical infrastructure
object, placing malicious links there, injection
attacks
T0890 Exploitation Elevation of privileges by means of a deceptive
for Privilege cosmetic vector in messages, impersonation of
Escalation support and service services, impersonation of
customers and partners of the object, impersonation
of representatives of other branches
T0866 Exploitation of | Social engineering attacks on remote services with

Remote Services

which the company works.

T0822 External Remote | Obtaining access to remote services that are trusted
Services on this critical infrastructure object. Gaining
access to remote employee accounts through social
engineering on family members, implanting of
keylogger software on the victim workplace.
T0823 Graphical User | Using a cosmetic vector, imitating the graphical
Interface interface of the programs that the user works with,
replacing them with malicious ones. Distribution
of maliciously modified updates, socio-technical
attacks on the supply chain.
T0883 Internet The introduction of IoT devices that are associated
Accessible with the network of a protected facility, embedded
Device with malware, will continue to serve as an entry
point. Exploitation of the social factor and the
“Trojan horse” technique, when air conditioners,
coffee makers, electric photo frames or other smart
household devices are given as a gift.
T0867 Lateral Tool Using targeted phishing, emails that contain details
Transfer that relate to a specific persons and may be of
interest to them.
T0828 Loss of Delivering malware that will cause productivity
Productivity and | losses using human factors.
Revenue

(Continued)
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https://attack.mitre.org/techniques/T0823
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Number of | Name of the Social engineering techniques that can be used in
the cyber | technique in the implementation of the corresponding threats
attack the MITRE

technique | classification

T0849 Masquerading | Disguising harmful resources as harmless ones by

T0838 Modify Alarm cop}fing.the graphical interfaces of web resources and

Settings applications used by employees. Introduction of false
: links, introduction of software with a suitable interface
T0821 Modify but malicious functions through targeted phishing
ConFroller emails, through attacks on the supply chain, etc.
Tasking Introduction of malicious software through
T0836 Modify dangerous links, and phishing emails with malicious
Parameter attachments. Socio-physical vector, use of harmful
) carriers. Implementation of insiders with the
T0889 Modify Program possibility of access to the system.
T0801 Monitor Process | Implementation of spy programs that carry out
State unauthorized collection of information from the
monitoring system. Implementation can take place
in a socio-technical, socio-physical way.

T0842 Network Sniffing | With the help of social engineering techniques,
access to workplaces with administrator privileges,
launching sniffing applications.

T0845 Program Upload | Obtaining access to the operator’s workplace using
social engineering techniques, which initiates
appropriate actions. Introduction of malicious
software that will perform unauthorized actions.

T0873 Project File Introduction of malicious software by tempting

Infection users to click on malicious links or open unverified
attachments.

T0847 Replication Attacks on the supply chain: using developers,

Through contractors, system operators, supplying them
Removable with removable media with embedded malicious
Media functions. (Ilin, Rybak and Stopochkina, 2024)

T0848 Rogue Master In the socio-technical aspect, the “master” may not
be a substitute server, but the management, orders
from which can be forged, for example, by using
deep-fake

T0852 Screen Capture | Using social engineering methods to enter

the facility, posing as guests, further spying,
using special equipment with a high degree of
magnification and photo-fixation.
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https://attack.mitre.org/techniques/T0873
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Number of | Name of the Social engineering techniques that can be used in
the cyber technique in the implementation of the corresponding threats
attack the MITRE
technique | classification
T0865 Spearphishing Carrying out targeted social-engineering attacks
Attachment through the mail service or messenger, sending a
malicious attachment.
T0856 Spoof Reporting | Replacing the messages sent with similar ones -
Message using technical means or a cosmetic vector.
T0862 Supply Chain Social engineering attacks on employees of
Compromise enterprises that are part of the supply chain. (Ilin,
Rybak and Stopochkina, 2024)
T0857 System Introduction of malicious code to the firmware,
Firmware using the weaknesses of the security policy and
employees of the manufacturing company
T0882 Theft of Actions through insiders, social engineering attacks
Operational on employees who have access to information
Information
T0864 Transient Cyber | Actions on behalf of the support service, repair
Asset services. Exploiting weaknesses in the BYOD policy.
T0863 User Execution | Manipulation with the aim of tempting the user
to run a malicious program under the guise of
a normal one. Malware in the documents sent,
demanding to open the documents.
T0859 Valid Accounts | Obtaining information about account attributes,
actions through a valid victim account.
T0887 Wireless Sniffing | Penetrating the wireless network coverage
area using the human factor. Discovery of
communication data, passwords.

* the socio-technical vector involves the use of human weaknesses in combination with the
vulnerabilities of programs and equipment, or the use of technical means of increasing the attack.
** - the socio-physical vector involves the use of human weaknesses in combination with physical
objects (for example, information carriers), features of the physical environment (for example, the
conditions for access to premises, opening locks).

As it can be seen, in order to exercise part of the influence, social engineers can
act through persons from within the organization, whom we will tentatively call
insiders.

The tool proposed in this paper can be modified according to the threat model
of a specific enterprise of critical infrastructure, taking into account the most
dangerous types of social engineering influences. This can be done by editing
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the questions in the structured JSON file from where the diagnostic and training
module reads the data.

3.4 Decision support module for requests. Operating principles
and algorithm

To support decisions in case of requests to an employee of a critical infrastruc-
ture object who, for example, works in a call center or processes other external
requests, a decision support module has been developed as part of the software
package, which works according to an algorithm constructed on the basis of a
modified SEADM algorithm. The proposed algorithm is distinguished by taking
into account checks on the exploitation of factors that are especially dangerous
for an employee of a critical infrastructure object and a shortened structure of
the algorithm, which can be important in conditions of quick decision-making
regarding the response to a request.
Factors taken into account in the algorithm:

1. The employee’s ability to make objective decisions at the moment. The employee
must independently assess his own psycho-emotional state and make a deci-
sion. In some cases, the condition can be assessed with the help of fitness
bracelets with tracking indicators of physical condition.

2. Sensitivity of the information being requested. If the information being requested
is confidential or critical to the organization, this may be a sign that some-
one is trying to gain access to the data through deception or other fraudulent
methods.

3. Violation of the information security policy or organizational rules established
in the organization. Such requests, which require the specified violations for
their execution, are considered dangerous and must be rejected.

4. The possibility of checking the authenticity of the requester. In the case of requests
that require confirmation of rights to access information, it is necessary to
verify the person’ attributes using reliable mechanisms.

The process of evaluating these factors is implemented through the program’s
interactive interface. When the operator doubts the legitimacy of the request and
suspects a possible social engineering attack, he is directed to a series of clarifying
questions. These questions allow you to gather additional information and help
you determine what to do next.

The algorithm proposed in this paper (fig. 4) differs from the basic SEADM algo-
rithm by the reduced number of questions to reduce the time of decision-making
and by taking into account checks on the exploitation of factors that are especially
dangerous for an employee of a critical infrastructure object:
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After the assessment is completed, the system supports the operator in making
one of three possible decisions:

1. Satisfy the request: if, after the verification, the request looks legitimate and
does not cause suspicion.

2. Reject the request with notifying the security service: if the analysis indicates
that the request is potentially dangerous and may pose a threat to the security
of the organization.

3. Delegate the request; consult with other responsible persons: transfer the
request to another employee who has more knowledge or authority to handle
it, or share the responsibility with other competent colleagues. This may be
necessary in cases where the request requires specialized knowledge or addi-
tional verification.

Questions in the system are formulated concisely and clearly, which makes it
easy to use this method for all employees, regardless of their level of knowledge
in the field of cyber security. This makes the system accessible and effective for a
wide range of users.

3.5 Graphic user interface and architectural solutions of
software package

The components of the software package are developed as an application in the
Python programming language, using existing additional libraries to improve the
user interface and data processing. These libraries include json, numpy, matplotlib,
and tkinter.

JSON library. This library is used to work with JSON format, where all the
necessary data for the survey is stored. It provides a simple way of reading and
writing data in a structured form, which facilitates convenience in their processing
and analysis.

numpy library. The numpy library is used for data processing and analysis. It
provides high-performance operations with multidimensional arrays and matri-
ces and also offers a wide range of mathematical functions for working with these
arrays. Using numpy allowed us to efficiently perform score calculations and
data manipulation. This is especially useful when scoring answers and analyzing
results.

matplotlib library. The matplotlib library is used to visualize the results. It
allowed us to create charts for illustration of employee profile. This makes the
data analysis process more visible and accessible.

tkinter library. Due to the fact that not all users know how to work with the
console, the tkinter library was used to create the interface. It allowed us to create
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Fig. 4: Algorithm scheme
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a graphical user interface (GUI), making interaction with the program more com-
fortable and intuitive.

The program provides an opportunity to conduct questionnaires with auto-
matic calculation of results. Each question in the questionnaire is pre-defined
with a certain number of points for each answer option. Issues are also related
to a certain environment, personal or psychological factors. This approach
allows to systematize the collected data and carry out a detailed analysis of
the results.
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The data stored in the .json file has a clear and logical structure, which ensures
its simple and efficient processing. This file contains fields for the text of the ques-
tions, answer options, assigned points for each answer, as well as metadata that
indicate the relationship of the questions to certain categories of vulnerabilities
of the respondent. This structure allows the program to easily interact with the
data, automatically update it or add new questions without the need for changes
in the program code.

4. Recommendations for increasing the resilience of personnel
using the proposed solutions

Testing based on the tools proposed in the work can reveal situations when the
user of the information system of a critical infrastructure object, an employee
who works at a critical infrastructure enterprise, will show signs of vulnerability
to social engineering attacks.

The first case that can be encountered is the presence of traits in the employee
that can contribute to social engineering attacks. If these traits are personal, then it
is advisable to work with the involvement of the company’s full-time psychologist
to eliminate or reduce the influence of these traits in working conditions. If this
feature is generally social, i. e. found in anyone under certain conditions, efforts
should be directed to improving the organizational components of the company’s
security, to prevent situations when it will be possible to exploit general social
vulnerabilities of employees. For example, the uncertainty of how to act in force
majeure situations is unacceptable at a critical infrastructure facility and is elimi-
nated by providing detailed job instructions for various types of force majeure sit-
uations. Also, a useful solution is the use of the decision support module proposed
in this work, which can be helpful in situations with some level of uncertainty.

The second case can be diagnosed when the employee belongs to one or more
potentially vulnerable profiles of persons. This case must be verified, based on
the observations and conclusions of HR (human resources) employees. It is also
necessary to pay attention to the position held by the employee and the level of
his access to sensitive data or facility systems. Depending on this information,
the possibility of transferring the employee to a less critical area of responsibility,
or conducting additional training with the involvement of a psychologist, should
be considered.

Attention should be paid to the possible reasons for the presence of such traits
in the respondent. If the cause is unsatisfactory social and labor conditions or an
unhealthy working climate of the organization, it is necessary to work on elimi-
nating these factors first of all. If the reasons for the appearance of these features
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are subjective, it is necessary to observe the employee with the involvement of a
full-time psychologist and HR employees, and then make a decision about the
suitability of this employee to work at a critically important facility.

Recruitment testing cannot always objectively reveal traits that may lead an
employee to become a conscious or unconscious accomplice of social engineer-
ing. Therefore, such testing should be carried out regularly, during the period of
employee work, monitoring changes in their condition in the direction of human
vulnerabilities.

Together with the above studies, the practice of conducting training to combat
social engineering threats, as well as conducting penetration tests, with the iden-
tification of the readiness of the personnel of the critical infrastructure object to
repel attacks, remains relevant. It will be useful for employees to take courses on
emotional intelligence, which will allow a better understanding of the nature of
certain emotions that lead to a vulnerable state and ways to prevent the formation
of vulnerable states.

Creating favorable conditions for strict compliance with the provisions of the
security policy, strengthening measures, and protection means is another neces-
sary guarantee for the resistance of employees to attacks that exploit the human
factor. The creation of transparent but protected communication, clear instruc-
tions for the employee, ergonomic and convenient interfaces of security devices,
and ease of use are necessary conditions for achieving success in increasing the
resistance of personnel to attacks on the object.

5. Conclusions

With the help of the proposed software package, it was found that the employees
respond correctly to template situations, however, in the case of situations that
contain elements of force majeure, deceptive relations, or receiving benefits, they
may unconsciously act according to the plan of a social engineer. Thus, organi-
zations should pay attention to trainings that affect exactly such non-standard
situations that may arise at a critical infrastructure facility.

There is a connection between typical social engineering attacks and human
vulnerabilities, on the basis of which it is possible to establish the resistance or
vulnerability of a person to a certain type of cyberattacks that use the human
factor. Therefore, to prevent these attacks, it is necessary not only to train per-
sonnel to be resistant to common social engineering attacks but also to eliminate
existing vulnerabilities. Work on staff vulnerabilities can be carried out both with
the involvement of psychologists and through organizational measures: main-
taining a friendly atmosphere in the team, increasing employee motivation, and
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implementing transparent communication mechanisms. Strict organizational
requirements, a rigid management vertical without the ability to clarify man-
agement’s orders, ask for explanations do not always contribute to the clarity of
work, and may be the reason for the success of some social engineering attacks.

Even experienced employees are not always able to make objective decisions in
case of non-standard situations, requests that lead to moral and ethical conflicts.
In this case, the decision-making module proposed in the paper can be used to
support decisions, which is aimed at helping an employee of a critical infrastruc-
ture object who often interacts with requests for the provision of important rights
or information.
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Abstract: Technological advances bring both benefits and new threats to privacy and secu-
rity; this is true of the healthcare sector in particular, which is one of those sectors that are
the most vulnerable to cyberattacks. In this article, the Authors analyzed the importance of
cybersecurity in the healthcare system by identifying the main threats, their mechanisms
and their potential impact. The article also discusses the importance of security culture and
the role of the human factor in countering cyberthreats. While verifying the hypothesis that
an increase in digitalization causes the risk of cyberattacks to grow, the Authors conducted
a literature analysis and case studies while pointing out the need for advanced protection
mechanisms and continuous education of healthcare personnel to improve the security of
healthcare systems. Furthermore, the present article highlights the importance of inter-
national cooperation and appropriate legal regulations in the fight against cyberthreats.

Keywords: healthcare, cybersecurity, Internet of Medical Things, phishing, education

Introduction

Technological progress results in changes occurring to the human living envi-
ronment, bringing with it both an improved quality of life and challenges related
to privacy or security in a broader sense. While providing new opportunities
in areas such as education, entertainment, communication or healthcare, mod-
ern technology is also bringing with it new and previously unknown risks. This
is particularly true of the development of Information and Communications
Technology (ICT), which is an environment evolving so rapidly that the pace of
change often exceeds the adaptive capacity of individuals, societies, and states.
Simultaneously, public awareness of new threats, which is not keeping pace with
ICT development, makes cyberspace an area that is the most frequently used for
criminal activities. In view of the above, the consequences of negligence in the
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area of cybersecurity may negatively affect every sphere of people’s lives, and the
level of threats is greater the higher the degree of digitalization of societies and
states is. Consequently, ensuring cybersecurity is becoming one of the priority
tasks for governments, businesses and organizations alike. At the same time, the
global nature of cyberthreats means that their consequences most often extend
beyond the borders of a single country (Skoczylas 2023: 99). This also applies to
the healthcare system which, due to the volume and quality of data collected and
processed, is one of those sectors that are the most vulnerable to cyberthreats.

In the era of the information society and of a state that relies heavily on ICT
systems to function, where digital services are widely provided, cybersecurity
takes on particular importance, as it not only enables uninterrupted social com-
munication but also allows strategic sectors to be adequately secured, making
the execution of numerous tasks more efficient. Cybersecurity offers protection
against threats and thus ensures the normal functioning of the state on many lev-
els, including an uninterrupted execution of tasks, as well as facilitating business
operations (Karpiuk 2023: 190). What is one of the spheres of strategic importance
for the state and society in particular is healthcare. The state must, as part of its
policy, take into account not only expenditures on healthcare services but also on
the protection of the ICT systems used for the purpose of these services.

In the case of a state that relies on ICT systems for its operations, intrusion
into such systems may also take place through cyberattacks. In view of the need
to ensure the proper functioning of the state, it is necessary to guarantee effective
protection of critical infrastructure that is responsible for strategic sectors includ-
ing public sectors. Effective protection of this infrastructure also involves securing
ICT systems against cyberthreats (Czuryk 2023: 50). It needs to be emphasized
that critical infrastructure also includes the healthcare system. In the province,
the provincial governor is responsible for ensuring the effectiveness of measures
aimed to protect public health, including counteracting infections and contagious
diseases (Karpiuk, Kostrubiec 2024: 115-17).

In the source literature, what is the most frequently discussed issue, in the
context of cybersecurity of the healthcare sector, is data security. Most researchers
agree that the use of modern technology in healthcare has helped to improve the
quality of services provided, while at the same time posing risks to the security
of medical data (Sendelj, Ognjanovic 2022: 190). At the same time, it is noted
that because one of the factors used during cyberattacks is the human factor,
security culture, including cybersecurity culture, is widely discussed in the source
literature (Uchendu, et al. 2021: 1). Simultaneously threats related to cyberse-
curity can have physical consequences, also in reality, even for people who do
not directly use e-services (Wtodyka, 2022: 203). The source literature also lists
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types of cyberattacks that can be carried out against healthcare system organi-
zations. These may include phishing, which involves obtaining credentials by
manipulation or fraud (Wright et al. 2016: 1115). During the COVID-19 pan-
demic, ransomware attacks that encrypt data became a common form of attacks
on healthcare entities (Muthuppalaniappan, Stevenson 2021: 1-2).

Analyses conducted by researchers also indicate that cyberattacks on health
system actors, like all others, must somehow be motivated. This may be financial
or political gain. However, in the case of a war, it may be about depriving as many
people as possible of their lives (Coventry, Branley 2018: 49). Conversely, as the
level of cyberthreats is increasing, organizations must be prepared to respond
promptly (Hasan, et al. 2021: 12), and one of those factors that play a role in the
level of cybersecurity is organizational culture (Berlilana, et al. 2021: 4).

The use of networked services in medicine based on, among other things, the
Internet of Medical Thing (IoMT), forming part of the Internet of Things (IoT),
allows an elimination of barriers to access time-critical services (Helser 2022: 1).
Because IoMT is a combination of medical devices and IoT (Razdan, Sharma
2022: 775) and it involves management of large amounts of information, it is
security that poses the biggest challenge (Natarajan, et al. 2023: 5).

Most studies indicate that the development of technology, including ICT,
has created new opportunities for the provision, management and innovation
of healthcare services; however, it is still bringing new challenges to operators
in this area. At the same time, managing information security in the healthcare
sector requires decent general knowledge both of information technology and
the functioning of society.

The public sector constitutes a very important factor, one that allows effectively
meeting the needs of society, be it local, regional, national or global communi-
ties. It is more and more frequently the case that public bodies perform their
tasks using information and communications systems. These systems not only
streamline the performance of public tasks but also make it possible to reduce
their costs and reach a wider group of recipients in a relatively short period of
time. In the light of the fact that the public sector constitutes not only an element
stimulating the process of the provision of social services but also one enforcing
certain behaviors of the participants of this process, appropriate management in
this area will also be important (Karpiuk, Melchior, Soler 2023: 8). Good gover-
nance must also take place in the sphere of healthcare, which is increasingly using
cyberspace to deliver services.

The main objective of this article is to analyze the importance of cybersecu-
rity in the healthcare system and to identify the main threats, their mechanisms
and potential impacts. The Authors also decided to seek answers to questions
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concerning strategies, technologies and practices that may increase the level of
digital security of medical systems and their protection against both current and
future threats. At the same time, the research hypothesis is that an increase in the
level of digitalization and the use of modern technologies in healthcare worsens
the risk of cyberattacks, which requires an implementation of advanced protec-
tion mechanisms that combine both technical measures as well as continuous
education and preparation of medical personnel.

In order to verify the hypothesis, the Authors chose to analyze the source
literature, which provided a theoretical background to the research and allowed
the current state of the research to be identified. The methodology used also
includes case studies to illustrate the effects of cyberattacks on the healthcare
system. Additionally, the Authors used quantitative and qualitative methods to
assess the scale of the problem and to identify trends.

Mechanisms and potential consequences of cyberattacks on
healthcare systems

More than 100 million people were affected by cyberattacks on healthcare pro-
viders in 2023; this is an increase of almost two and a half times compared to
2022 (Quinn 2024). At the same time, the current tense international situation
and the aggressive policy pursued by Russia mean that there will be an increase
in the number of Moscow inspired cyberattacks on healthcare entities. According
to a report by the European Union Agency for Cybersecurity (ENISA), there
has been an increase in the number of cyberattacks carried out by Russia and its
affiliates against healthcare organizations and institutions since the beginning of
2023 (European Union Agency for Cybersecurity 2023).

These attacks constitute one element of the hybrid war being waged by Russia
against the West, and the health system is particularly vulnerable to them due to
the lack of experience and knowledge of the personnel in countering the threats
posed by the attackers’ use of military methods (Granholm, et al. 2023: 243). At
the same time, attacks on medical targets aim to overload the system and are part
of military tactics (Derrick, et al. 2023: 590). Simultaneously, lack of public aware-
ness of the seriousness of the risks posed by information system security breaches
poses a problem. This is also true of medical professionals, who are responsible
for the life and health of many people. It should be noted at this point that knowl-
edge of risks and awareness of their realness are not identical concepts. Although
the most serious problem globally is gross underfunding of cybersecurity in the
healthcare industry (Cartwright 2023: 1126), it is important to remember that it is
the human being who constitutes the weakest link in cybersecurity. Indeed, while
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technical measures to prevent cyberattacks possess a high level of effectiveness,
there are none that could prevent irresponsible and risky actions taken by system
users. Thus, there is a need for everyone who deals with data that should not be
accessed by third parties to take responsibility for possible incidents (Loh Yee
Ren, et al. 2020: 3).

All forms of cyberattacks, including those on medical entities, are linked by
social engineering used in them, which is becoming increasingly sophisticated
and personalized. Currently, the most common form of gaining access to medical
systems is through phishing attacks. At the same time, a low level of knowledge
and skills in recognizing potential threats can be observed among medical profes-
sionals, making them more vulnerable to socio-technical attacks (Weiner 2021).
The digital skills deficit is also responsible for creating weak passwords that require
no effort to guess them, making it easy for attackers to gain unauthorized access
to medical systems. At the same time, the interoperability of medical systems
means that an attack on one element of that system can lead to the compromise of
the entire network (Ukyab, Beato 2024). This means that once a system has been
infected with malware, it can infect further elements of that system without the
user’s knowledge or interaction (Szajstek 2024). It is also important to note that
almost every successful cyberattack starts with a human error.

In May 2017, the global healthcare system fell victim to a massive cyberattack
using the WannaCry ransomware affecting the National Health Service in the
UK the most. The result was cancellation of thousands of scheduled medical
procedures, rerouting of patients to other facilities and the blocking of access
to patients’ medical records. The attackers exploited a vulnerability discovered
a year earlier in the Windows operating system and the fact that, by the time of
the attack, a significant proportion of systems had been updated (Lessing n.d.).
Another example includes LifeLabs, a Canadian diagnostics company, which was
a victim of a major cyberattack in November 2019. The attack led to the leakage of
personal data of ca. 15 million people. In this case, the attackers exploited a vul-
nerability in the company’s security (“LifeLabs pays ransom”). Another example
is the December 2022 phishing attack on the second largest integrated healthcare
organization in the US: Highmark Health, The reason for the attackers’ success
was that one of the personnel members clicked on a malicious link received in an
email, allowing the hackers to access his email. The impact of this attack affected
around 300,000 people (McKeon 2023).

The examples presented above serve merely as examples yet they indicate
that the vast majority of cyberattacks on health systems may have been effective
due to a human error, and the findings indicate that the vast majority of these
are examples of phishing (Alder 2024). However, it can be assumed that the use
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of non-updated systems should also be considered as a human error. The same
applies to security gaps in systems.

According to most security experts, the only solution that can significantly
boost the resilience of systems to attacks is zero-trust cybersecurity, which con-
sists of not trusting any information and data of the systems and a thorough
verification every time access to resources is being granted (Yeoh, et al. 2023).
This principle is valid across all industries and is effective even for individual
users. However, it becomes particularly important in the healthcare system, as
unauthorized access to, for example, the IoMT may result not only in the leakage
of sensitive data but also be used to commit other crimes or even diversionary or
sabotage activities. It is therefore important that anyone with access to medical
systems is aware of this.

As regards attempts to unauthorizedly interfere with medical systems, the most
relevant fact is that advanced digital tools such as artificial intelligence (AI), big
data analytics or deep fake are employed for this purpose. Combining these with
knowledge of social engineering and the personalization of cyberattacks means
that it is not possible to offer complete protection against threats. However, these
can be minimized when one assumes that any attempt to access data could poten-
tially be an attempt to hack the system. This is all the more important as there is
currently a war going on in cyberspace (Herominski 2024: 206), and the healthcare
system is particularly attractive to those actors whose aim is to destabilize the state.

The greatest risks are posed by those intrusions into ICT systems the effects
of which pass unnoticed for a long period of time due to the fact that they were
planned as early as at the design stage of these systems. In the case of AI, this can
be an adversarial or manipulation of training data by introducing minor inter-
ference into the input data. This results in a misdiagnosis and an introduction
of incorrect treatment if medical staff place too much trust in digital tools. A
deliberately erroneously designed system can, for example, massively alter drug
dosages under certain conditions or make small and almost imperceptible changes
to medical records. The potential result is the death of many people and leading
to social unrest, which undermines the capacity of the state. It seems important,
therefore, that any training of medical staff on cybersecurity should also include
content on achieving tamper resistance and elements of mechanisms for conduct-
ing hostile cyber activities. It is also important that those with access to medical
systems only use secure devices and connections. It also needs to be noted that
the healthcare system is not only about direct patient care but also about handling
the distribution of medicines and managing medical staff. In the situation of a
potentially possible military conflict with Russia, it should be taken into account
that one of the first actions of this country will be cyberattacks on medical systems.
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Conclusions and recommendations

In the face of rapid advances in ICT that exceed human adaptability, growing
international tensions and the transfer of much social and professional activities
online, sensitive sectors such as healthcare should receive particular protection.
However, developing resilience to cyberthreats requires a holistic approach that
encompasses education, development of new technologies, international coop-
eration and implementation of relevant legal regulations. At the same time, it is
important to strike a balance between the efficiency of medical systems and the
safety and guarantee of patient privacy (Ludvigsen 2023: 59).

Based on the analyzes carried out in this article, the hypothesis was positively
verified that an increase in the level of digitalization and the use of modern tech-
nologies in healthcare worsens the risk of cyberattacks, which requires an imple-
mentation of advanced protection mechanisms, ones that combine both technical
measures and continuous education and preparation of healthcare personnel.

The literature review confirmed that digitalization and modern technology
indeed lead to an increased risk of cyberattacks in the healthcare sector. The analy-
sis of cases such as the WannaCry attack on the NHS, the cyberattack on LifeLabs
and the phishing attack on Highmark Health provided empirical evidence to
support the hypothesis. At the same time, that quantitative data demonstrated a
significant surge in the number of people affected by cyberattacks on healthcare
systems, correlating with increased digitalization in the sector, qualitative meth-
ods identified trends and attack mechanisms, confirming that cyberthreats evolve
alongside with technological advances.

In the context of education, it is advisable that the ability to recognize and
defend against cyberthreats is built across society as a whole rather than in indi-
vidual industries. However, every industry should train its personnel and upgrade
their skills taking into account its own specificities and vulnerability to digital
threats. Due to the evolution of technology, upskilling should constitute a contin-
uous process. In the case of the healthcare sector, this is important both because
of the development of medical technologies and the constant emergence of new
digital tools, ones that can also be used by criminals.

Another element that may reduce the vulnerability of medical IT systems to
threats is verification of compliance by healthcare professionals with security
procedures. This applies especially to those who have access to medical data and
have powers to modify it. Indeed, it cannot be ruled out that even a person with
knowledge of cyberthreats and skills to counter them may at some stage make
a mistake due to fatigue, malaise, routine or ignoring of procedures on a single
occasion. This mistake may consist in using unsecured, also private, devices when
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accessing medical systems. It is also important to remember that if access pass-
words are stored on a device and it is lost, unauthorized access to health systems
is facilitated. It is also advisable to take into account, especially in the context of
the huge number of employees in this sector, that there may be someone among
them who, inspired by some third party, will deliberately carry out diversionary,
sabotage or intelligence activities. At this point, it is important to indicate that a
big data analysis allows data from medical systems to obtain information that is
of value to hostile external actors.

In the future, further research should focus on developing innovative security
methods and risk management strategies that are relevant to the specific needs of
the healthcare sector. In this manner, it will be possible to create a more resilient
and secure digital environment that effectively protects both patients and medical
professionals.

Finally, it needs to be emphasized that the protection of cyberspace against
threats is largely the responsibility of the administrative authority, which must also
resort to measures of considerable severity to addressees (Kaczmarek, Karpiuk,
Melchior 2024: 125). This protection also covers the healthcare system.
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Introduction

Contemporary man is confronted with the need to fulfil numerous social, pro-
fessional and educational roles, resides in various spaces, often adapting to new
circumstances, and makes numerous decisions in situations of uncertainty and
risk. Risks and conflicts constitute an attribute of people’s lives, the functioning of
organizations, states, and societies. There is a widespread belief that almost every-
one wants to feel safe. Raising people’s awareness of existing risks, through proper
upbringing and education, helps to avoid a ‘catastrophe, and thereby enhances
their psychological wellbeing.

A person’s relationships with his or her environment influence their sense of
security as that person shapes the conditions in which he or she functions, which
is strongly emphasized in the following definition: “Personal security consists
in creating for man (a person, a human individual) such multiple conditions of
existence which, if properly consumed by them, will ensure them complete per-
sonal development: self-realization or, in other words, continuity of existence as
a specific individual” (Kolodziejczyk 2009: 140).

The modern world is a world of dynamic changes in almost any sphere of
human existence; it also involves numerous threats. Contemporary threats and
conflicts are mainly of a ‘hybrid’ nature while taking place in different dimensions
(Kuliczkowski 2016: 10). It is worth recalling here Alvin Toftler’s views: “The
scientific and information revolution that is currently sweeping the world has
completely changed the most important goals of conflicts. The most important
emphases of competition have shifted from the struggle for material resources to
the struggle for intellectual and spiritual resources. What is at stake is human con-
sciousness. It is a war without front lines. It is the human mind that has become
a battlefield” (Toffler 1985: 501-4).

The world created by man is getting out of their control and gives rise to many
previously unforeseeable threats to its creator, turning not only against man but
also against nature. It is becoming dangerous and poses threats to the continuation
(of nature), the continuation of life (of the organic world) and the survival (of
man and social life, values and ethical norms cherished for centuries). It is putting
pressure on science, it deepens its decentralization and dehumanizes it, dividing
it into natural sciences, technical sciences and humanities (Bakywok 2018: 194).

When analyzing man and society in the context of the development of digital
humanities, it is worth realizing that for centuries their main sources have been
in nature itself, in the untamed forces of nature. Furthermore, man as such posed
(and is still posing) a threat to others. Through the use of various tools and tech-
niques, man has been using coercion and force, the most spectacular expression
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of which has been the wars that man has initiated and waged. The third, historical
source of threats and dangers is a specific social order (more precisely: political
systems and forms of state power), which did not provide man with adequate and
safe standards of living. In the context of digitalization, it is the human being who
is identified as the weakest link in cyber security systems (Wlodyka 2022: 2016).
In the face of evolving information technologies, the issue of ‘the weakest link] rep-
resented by end users, is gaining importance. (Karpiuk, Melchior and Kaczmarek
2024: 117). And this link is usually the human being - hence the importance of
the symbiosis of the human being and the humanities in the digital face.

Zygmunt Bauman ponders how it is possible that, despite being the most tech-
nically equipped generation in the history of mankind, we are more intensely than
ever plagued by feelings of insecurity and helplessness. According to him, ours
is an age of anxiety, in which people feel threatened, insecure and frightened,
they easily succumb to panic and more fervently than ever offer their attention
to everything connected with a sense of certainty and security (Bauman 2008).

New technologies are playing an increasingly important role in providing secu-
rity. In today’s world, where many processes take place online, threats of cyber-
crime, data theft or hacking attacks are becoming more frequent. These threats
are being used to harm objects available both in cyberspace and in the real world,
also to support criminal and terrorist activities. Nowadays, cyberspace represents
the fifth dimension of warfare!, offering rich opportunities for offensive action.
The dynamic qualitative development of threats (being manifested, for example,
in the creation and spread of hitherto unknown new types of malware) limits the
possibilities of defense to a large extent to reactive actions. ICT devices, which
allow communication with other users of cyberspace from anywhere at any time,
are readily available, and the cost of purchasing them is low. Knowledge of ‘how
to harm’ can easily be obtained online (Witecka 2014).

As experience in recent years has shown, attacks in the cybersphere can be
politically and religiously as well as business motivated. Increasingly, cyber attacks
are targeting critical infrastructure elements, becoming a tool of blackmail in the
hands of organized crime. Therefore, the development of modern technologies is
key to ensuring information security. They make it possible to respond quickly to
threats, secure data and effectively protect against attacks. Consequently, invest-
ment in the development and implementation of new solutions is essential to
ensure security in today’s digital world. Additionally, these solutions should not be
implemented at the micro level of a country but at the macro level as systemically

1 The others include: air, sea, space and land.
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adopted comprehensive solutions in the form of public policies. Within the frame-
work of a democratic state under the rule of law, these policies should conform to
deliberative standards, be subjected to diverse community consultations, as well
as be systematically and in succession implemented and evaluated (Chatubinska-
Jentkiewicz and Karpiuk 2015: 73).

While valuing the topic finally taken up, we intended the issues considered in
this article to fall within the sphere of promoting the idea of humanity and digital
humanities understood, following Bogdan Suchodolski, as: “[...] a certain view
of the world and a certain attitude of man (which) had, of course, its historical
genealogy, but always transcended the historical boundaries of the epochs that
developed it, becoming a permanent and universal good of the human world,
elevated above the variability and limitation of the times, although rooted in their
conflicts and hopes. Conceived in this manner, humanism constitutes an attempt
to answer the question about the meaning of human life, an attempt to define the
tasks of human action in this world in which they live; it is a measure of human
responsibility for acts undertaken or omitted in relations between people and in
society, and is thus a voice of conscience watching over the human community”
(Suchodolski, Wojnar 1988: 13).

This paper seeks to answer the following research questions, based on the
existing literature and the results of our own research:

a) RQ1: What is the level of knowledge of business entrepreneurs regarding public
policies on artificial intelligence?

b) RQ2: what are the concerns and expectations of businesses entrepreneurs over
the next five years regarding the ICT skills of their workforce?

We used a mixed methods approach, applying research tools and techniques
being specific to social sciences: content analysis, legal analysis, desk research
and CAWTI. The aim of the pilot study is to better understand the needs of the
labor market concerning the requirements of employers in the context of the
development of new technologies. The survey on the expectations of employers
in Poland regarding the level of digital skills and knowledge of artificial intelli-
gence by employees was conducted in an anonymous survey containing six closed
substantive questions. The answers were collected in July 2024.

Importance of digital humanities in human development

The process of globalization, including communication techniques, has almost
completely erased differences in access to information and to knowledge, while
at the same time allowing people to become familiarized with other different
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countries and lands, cultures and customs, religions and traditions. All of this
makes it necessary for communities to systematically gain further education,
develop and change their professional profiles. ontrary to the opinions of those
who believe that industrial civilization is dehumanizing and destroys the quality
oflife, it is clear that it is in the highly industrialized societies of the West that our
opportunities for education and self-expression, as well as equitable satisfaction
of spiritual and material needs have reached their highest levels (Harari, 2018,
p- 73). Digital humanities is a prospective research field, one that indicates the
importance of an interdisciplinary approach to the equivalent development of
new technologies on the one hand and, on the other, the development of social
and digital human skills with their ubiquity of application. The main cognitive
competencies of the 21st century include critical thinking, creativity and problem
solving (Wechsler et al. 2018). Critical thinking involves self-disciplined thinking
during which an individual evaluates, synthesizes and interprets relevant infor-
mation related to a situation (Hyytinen, Toom and Postareff 2018), and effective
argumentation involves analyzing alternatives in relation to one’s goals and jus-
tifying conclusions, both of which can be included in scoring criteria (Newman,
Webb and Cochrane 1995). These facts are undeniably relevant to humans and
their cognitive abilities in the face of the exponential growth and ubiquity of access
to artificial intelligence.

The process of actively seeking humanistic conditions for human life and devel-
opment has always been close to the development of digital human resources.

Digital humanities emerged in academia and gained popularity at the turn
of the 20th and 21st centuries, but the current name was perpetuated only at
the beginning of this century. There is still no permanent definition of digital
humanities due to the constant expansion of the field in which they operate. It
may even be the case that they will not obtain any final definition because the
term ‘digital’ will simply lose its meaning. It is becoming increasingly clear that
every science, regardless of the discipline, uses digital tools and methods. What
is significant about the doctrinal approach to digital humanities, however, is that
critical studies of technology and its applications, innovative methods and tools
for humanities, and the transformation of knowledge production are the main
focus areas of digital humanities. Additionally, they emphasize increasing public
impact on social justice, ensuring sustainability in the field and digital modes of
production, and accelerating the radical transformation of broader systems of
cultural knowledge production (Fenlon, Frazier and Mufioz 2024).

The popularity of digital humanities was driven not only by the development
of technology but also by the position of humanities as such in the field of science.
Humanists found it worthwhile to adapt digital technology tools to their needs,
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which broadened the field of research and allowed the results to be presented to
a wide audience in an attractive manner.

Digital tools have changed the manner in which scholars work. In particu-
lar, their influence has also become noticeable on the work of humanists. New
research methods have emerged, the range of ways of presenting their results has
expanded, and methods of data acquisition and scientific communication have
radically changed (Buczynska-Laba, Krasinska 2016: 24).

After all, digital humanities have been developing in Poland for a relatively
short period of time, which is a good moment for information professionals to
become involved in its development. So far, this topic has not found much atten-
tion among researchers, although it is very important for shaping the profession
of information professionals. To date, the subject of digital humanities has already
been covered by many studies, ones that extensively deal with the related issues.

The society of our decade is referred to as an information society. This is con-
firmed by the phenomenon of new media which, based on the features of virtual-
ity, the hypertextuality of the content of the novel or of the text as such, move into
a different, i.e. digital dimension of communication. Hence the textual chaos, the
question of who is the author and who is the reader, are present on the Internet.
A peculiar supermarket thus also has its unveiling on the global web.

In a society of risk, the individual must possess specific skills and abilities
in order to efficiently function in it. “Of vital importance here is the ability to
anticipate dangers, to tolerate them, to cope with them in a biographical and
political sense” (Beck 2004: 98). Dealing with anxiety in a society of risk is, for the
time being, rather an individual matter; however, as Ulrich Beck predicts: “This
increasing necessity to deal with uncertainty will sooner or later give rise to new
demands to public institutions in the fields of education, therapy and politics. In
a risk society, dealing with fear and uncertainty becomes a biographically and
politically basic civilizational qualification.” Today, man must be able to calculate
the risks, opportunities and dangers that they are being confronted with.

Among the specific characteristics of new media, the following are partic-
ularly noteworthy: interconnectedness; access by individual users who can be
both senders and receivers; interactivity; multiple uses and openness; ubiquity;
spatial indeterminacy; and delocalization (Berkeley 2005: 77). According to Lev
Manovich, new media is, among other things, a novel approach to the reality
around us, resulting from the possibilities opened up by all new technologies at
their early stages of development (Manovich 2006: 119-20). New media differs
from its predecessors by the shift from mass communication towards networked
communication, fragmentation and further obliteration of the media institution,
and the weakening of social control.
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However, many, especially young users do not understand the technologies
they use. Many, for example, fail to perceive the problem of media broadcasters
deliberately sending out falsified messages that lead to misleading and misinter-
preted content. This unfamiliarity with the workings of modern media is worry-
ing, if we remember that they are an extension of the human brain, increasingly
altering our consciousness and dictating directions in humanity development
(Morbitzer 2007: 334).

It also seems important to address the issue of manipulation in media. Children
and young people are a group of media users who are particularly vulnerable to
manipulation. Threats posed to young internet users by the web are usually asso-
ciated with the problem of pedophilia or other forms of action by adults against
children. These issues remain relevant; however, in recent times, with an increas-
ing accessibility of new media to children and a wider range of opportunities
these media offer, their peers are also becoming a serious threat to the youngest.

Computer games and the internet are entering private homes at an alarming
pace; they are the latest and most potent means of leading to depersonalization.
Thanks to computers and the internet, yet at the expense of closer family ties,
people are becoming members of the global village. As technology is taking over
more and more activities previously performed by humans, the ability of indi-
viduals to influence the course of events and the opportunities for face-to-face
contact between people are diminishing.

The challenge posed to us in the 21st century by information technology and
biotechnology is arguably far greater than the challenge posed by steam engines,
railways and electricity in a bygone era. Given the immense destructive power
at the disposal of our civilization, we cannot afford more failed models, world
wars and bloody revolutions. This time, such failed experiments could end in
nuclear wars, monstrous genetic modifications and a total disintegration of
the biosphere. Therefore, we must do better than when we faced the Industrial
Revolution (Harari 2018: 58).

Importantly, the digitalization of societies is reflected in the approach accepted
by governments and the public policies they create. In the case of the European
Union, this concerns EU standards, policies or normative solutions adopted
within the Member States.

Digital competencies training for employees

In the face of the numerous risks and uncertainties of human existence residing in
the various spaces of their life, the fundamental question arises: how to avoid or
cope with these? This question often comes down to the quality and effectiveness
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of a person’s education so that he or she could effortlessly make use of mod-
ern information and communication technologies. Hence, in view of the many
different professional competences of an employee, digital competences play an
important role. Digital competences, along with reading, writing, mathematical
and linguistic skills, constitute a set of fundamental skills for modern man.

When the right to the Internet starts to be counted among the fourth gen-
eration of human rights, digital competencies become a primary skill: one that
is indispensable at work, in dealing with banks, with offices: arranging matters
without leaving home, or with relatives, communicating with them using modern
technologies. Without a certain degree of proficiency with computers, the inter-
net, software, the ability to search and critically evaluate information found, and
without an ability to use these competencies at work, study and private life, such
a person is doomed to exclusion.

Digital competencies have been of interest to researchers since the advent of
technology in social life. Digital competencies can be considered to be the result
of knowledge, skills and attitudes that enable people to live, learn and work in
a digital society, i.e. a society that uses digital technologies in everyday life and
work. These mostly include digital competencies (encompassing an efficient use
of computers, the internet, software, etc.), information and communication com-
petencies (e.g. searching information, selecting information, communicating at
a distance, etc.) and functional competencies (the use of such skills in various
spheres of human life: school, work, finance, social relations, etc.).

It needs to be stated that professional work is increasingly dependent on
technology, digital solutions and the internet. The level of digital competencies
will affect the competitiveness, efficiency as well as innovation of businesses.
Therefore, employers are increasingly looking for those employees who will not
only understand the need to function in the digital world but, above all, be able
to use the tools of new technologies. Digital competencies are also becoming
essential in personal and social life.

Tackling the digital skills gap is a necessity that is no longer being talked about
only at the national but also at European level. Possessing these competencies
also means being able to use technological solutions (frequently, facilities) on a
daily basis.

Digitalization is increasingly affecting education. Education is one of the
most important forms of digital competencies education among the workforce.
However, adequate digital competencies education requires the school to be
adapted to this type of education. Validation of digital competencies seems to
be necessary in terms of examining the resources available for business devel-
opment but also in order to retain an employee in the organization, for whom
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improving competencies is often a reason to stay with the company. Specifically,
three paths for acquiring digital competencies are proposed to employees: in-
company courses or training, external training and self-education.

Education is, in a sense, a form of scientific conversation and, although, as
Dawid Juraszek claims, this “[...] conversation (face to face, using distance
communication, in black and white) will show us the route, give us binoculars,
even lace up our shoes, but it will do nothing without our action [...]” (Juraszek
2020: 171), we also believe that it will motivate us to act, make sound decisions and
apply effective solutions, and thus will enable us to create positive relationships
with the environment which we live in.

Education is an important area of social life. It takes place at a specific time
and is directed towards the future. It is a very broad concept; in a broad sense, it
may mean “the totality of diverse influences and systematic cultural formation
of people” (Lomny 1996: 44) or, as Irena Wojnar proposes, an awakening in the
individual of the need to know and feel the world and values and an inspiration
of creative activity (Wojnar 1996: 25).

The education and upbringing of people is certainly one of the most import-
ant activities in human life. After all, the development and progress of societies
depends above all on a good preparation of young people for functioning in
society and making changes to existing systems.

Digital educational resources should correspond to the requirements of the
teaching methods and forms used by teachers. In order to make full use of digital
resources, teachers need ideas for lesson plans and inspiration for curriculum
development using them. The main purpose of using digital educational resources
should be an intended didactic goal in the teaching process.

In this context, creation of appropriate platforms for making digital educational
resources available is also a key issue. Different functionalities and usage models
of digital resources have an impact on infrastructural and hardware requirements.
Activities to improve teachers’ competencies should also be adapted to them.

What is a very interesting initiative is the creation of online digital libraries of
educational resources, which may take various forms, e.g. these can be themed
libraries of resources, subject-related libraries, and libraries adapted to educational
levels or stages.

Digital schooling therefore offers a response to the need to build the work-
force competences of the future in the context of the needs of the contemporary
labor market. The digitalization of education takes many forms and it also influ-
ences the way contemporary vocational education is perceived in general. Digital
education is a state of the awareness of perceiving education in the context of
goals, time, place and space, and the development needs of contemporary society.
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This state is determined by the legal, technological and social framework. Learning
about it, implementing it and finally being able to evaluate its benefits is a long-
term process. Digital education means digital educational standards, educational
models, tools or educational spaces.

As a result of the current considerations, the following question arises: how
is one to plan and conduct lessons with the use of new technologies so that it is
not merely a one-time and attractive activity but an effective teaching process? It
seems that the key role in this process should be played by teachers, whose high
level of digital competencies will ensure a high standard of education with the
use of modern technologies.

However, the level of digital competencies is not only the domain of teachers
and the generation Z that is entering working age. They are reflected in the afore-
mentioned area of EU regulation. Although EU Treaties do not specify provisions
on information and communication technologies (ICT), the EU can act within
policy areas based on the Treaty on the Functioning of the European Union of
13 December 2007: consolidated version (O] C 202, 7.6.2016, pp. 47-360). The
EU aims to empower businesses and people for human-centered, sustainable
and more prosperous digital future, which fits with the foundations of the idea
of digital humanities. The EU is pursuing a human-centered and sustainable
vision of the digital society throughout the digital decade to empower citizens
and businesses. As early as in the 2010 European Digital Agenda, with reference
to the Lisbon Strategy, emphasized that ITCs play a key role in achieving the EU’s
goals. The European Digital Agenda 2020-2030 (Decision EU 2022/2481 of the
European Parliament and of the Council of 14 December 2022 establishing the
Digital Decade Policy Programme 2030 (Text with EEA relevance), PE/50/2022/
REV/1) takes these developments into account. Its priority is to establish secure
digital spaces, ensure fair competition in digital markets and strengthen Europe’s
digital sovereignty, in line with the dual digital and ecological transformation.
In 2021, the EU also introduced a digital compass setting four targets for 2030,
including those in the area of ‘skills’: at least 80% of all adults should possess basic
digital skills and 20 million ICT professionals should be employed in the EU, with
more women taking up such jobs (European Parliament 2024).

Setting of targets is followed by their evaluation: the European Union monitors
the state of digitization in each country. The results form the basis for the Digital
Economy and Society Index (DESI), which makes it possible to compare the
level of digitization in different countries. According to DESI research, only 44%
of Polish people aged 16-74 possess basic digital competencies (Carretero et al.
2017: 3). DigComp 2.2 is another iteration of the European Digital Competence
Framework for Citizens (DigComp), which has been there for ten years now.
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This framework makes it possible to systematize areas and levels of competence,
as well as to set up systems to measure and certify these. In addition, the DigComp
framework needs to be periodically modified and adapted to the current state of
digital technologies?, and EU citizens should also adapt their knowledge, skills
and attitudes to technological change (ibid.). DigComp 2.2 provides grounds
for the implementation of EU policies in the area of digital competencies of its
citizens. Digital Competencies are therefore of a special nature, as they directly
contribute to and influence the process of acquiring other key competencies in
everyone’s life. They are linked to a number of skills that all the citizens of 21st
century Europe should possess in order to ensure their active participation in
social and economic life.

ITCs are a relevant concept for yet another reason with the emergence of arti-
ficial intelligence technology®. As early as in 2020, the White Paper on Artificial
Intelligence (White Paper on Artificial Intelligence: a European approach to
excellence and trust English COM(2020)/ 2020) highlighted the key role of Al in
modern society and foresaw its social and economic benefits in all sectors. The
EU Parliament in turn adopted regulations for its use in the Artificial Intelligence
Act in March 2024 (Regulation (EU) 2024/1689 of the European Parliament
and of the Council of 13 June 2024 laying down harmonized rules on artificial
intelligence and amending Regulations (EC) No. 300/2008, (EU) No. 167/2013,
(EU) No. 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence
Act) (Text with EEA relevance) PE/24/2024/REV/1). The first solutions of the AI
Act entered into force on 1 August 2024.

2 Since 2017, technologies such as the internet of things (IoT), artificial intelligence
(AI), including avatars, as well as augmented and virtual reality (VR) have emerged
and have been disseminated in the DigComp regulatory area. Also, such phenomena
as cybercrime, disinformation, cyber security and the environmental aspects of the
use of information technologies have emerged or increased in importance.

3 Itis not the role of the Authors at this point to discuss the definition of artificial intel-
ligence and its solutions from the technology and information perspective but, only
in relation to its normative framework indicated by the European Union, to designate
its place in the system of public policies.
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Digital skills and knowledge of artificial intelligence among
employees: results of the research

The normative framework of the DigComp guidelines indicated above pre-
sents a description of digital competencies and groups them into five areas:
Information, Communication, Content Creation, Security and Problem Solving
(starting from 2016, the areas include: Information and Data, Communication
and Collaboration, Digital Content Creation, Security, Problem Solving and,
starting from 2017, 8 skill levels). In the aforementioned EU policy, a digitally
competent person must be fluent in these five areas, and not just be able to use
digital technology functions (Foreword: DigComp). In its regulations, the Al
Act, too, by dividing AT into four risk levels, also places certain restrictions on
employers in relation to employees.

Hence, what is important in the research assumption is the presence not only
in public policies (as indicated above on the example of EU policies), but also
in the minds of citizens (both employers and employees). The bridge between
digital policymaking and its practical applications consists in an effective use of
emerging technologies and a translation of these technologies into feasible ini-
tiatives and policies also at the national level alongside EU regulations. By iden-
tifying key gaps and answering the research questions posed, we may provide
a conceptual framework for the policy makers of these public policies. For this
purpose, a pilot survey was carried out using the CAWI method*. The survey
was categorized as a pilot survey because, with due argumentation of the selec-
tion of this tool, it showed its shortcomings in this case, giving a low response
rate, one that did not allow the obtained research sample to be considered
valid for the population. A decision was made to distribute the questionnaire to
entrepreneurs through economic local governments, which possess geograph-
ical (territorial: regional) associations of entrepreneurs. The questionnaire was
sent to forty chambers of commerce in Poland, with a request to distribute
the research questionnaire among affiliated entrepreneurs. Unfortunately, only
twenty-two entities responded.

4 The CAWI (Computer-Assisted Web Interviewing) research method is a survey data
collection technique in which respondents answer questions via the internet by com-
pleting an online questionnaire. It is one of computer-assisted methods, along with
CATT (Computer-Assisted Telephone Interviewing) and CAPI (Computer-Assisted
Personal Interviewing).
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The aim of the pilot study is to better understand the needs of the labor market
as regards the requirements of employers in the context of the development of
new technologies. Their requirements over the next five years concerning the
skills of employees in the ICT area (according to the DigComp skills grouping of
categories) and the knowledge of the employers themselves on the public policies
functioning in the area of artificial intelligence were examined.

The anonymous survey contained six substantive closed-ended questions,
responses were collected in July 2024 (the holiday period may have been a nega-
tive factor for the survey sample size).

The characteristics of the respondents are as follows: according to the classi-
fication of the Polish Classification of Activities (PKD)?, the highest percentage of
responses came from representatives of the hotel and catering industry (27.3%);
the manufacturing section and the financial advisory and insurance section
account for 13.6% of the respondents. The micro-enterprise (with the follow-
ing number of employees: 1-9) accounts for the highest response rate (68.2%).
No responses could be obtained from representatives of macro enterprises.

5 The Polish Classification of Activities (PKD) is an economic classification system used to
describe the type of activities carried out by companies and institutions in Poland. This
is an equivalent of international classifications such as NACE in the European Union.
PKD is used, among others, in statistics, public administration, accounting and legisla-
tion as a hierarchical classification divided into several levels. For the purposes of the
survey, the respondents were asked to select one business option based on the sections
of the PKD: A - Agriculture, forestry, hunting and fishing; B - Mining and quarrying;
C - Processing industry; D - Production and supply of electricity, gas, steam and hot
water; E - Water supply; sewage and waste management and remediation activities;
F - Construction; G - Wholesale and retail trade; repair of motor vehicles including
motorcycles H - Transportation and storage; I - Accommodation and catering services;
] - Information and communication; K - Financial and insurance activities; L - Real
estate activities; M - Professional, scientific and technical activities; N - Administrative
and support service activities; O - Public administration and defense; compulsory
social security; P - Education; Q - Health care and social assistance; R - Arts, enter-
tainment and recreation activities; S - Other service activities; T - Activities of house-
holds as employers; production of goods and services for own use; U - Extraterritorial
organizations and bodies.
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Fig. 1: Share of respondents by size of enterprise
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Source: Authors’ own elaboration based on data collected.

When asked which areas (according to the areas indicated in DigCamp)® the
entrepreneurs think will be important in their company in the next five years
and at the same time expected from their employees, the area: ‘Information
and data’ was indicated first (multiple answers could be indicated). The least
important areas for employers included issues related to technical problem

6 Theareas identified in DigCamp are as follows: 1. ‘Information and Data’ (a - Browsing,
searching and filtering data, information and digital content; b — Evaluation of data,
information and digital content; c - Management of data, information and digital con-
tent); 2. ‘Communication and Collaboration’ (a - Communicating using digital tech-
nologies; b - Sharing information and resources using digital technologies; c - Active
citizenship using digital technologies; d - Collaborating using digital technologies; e -
Netiquette; f - Managing digital identity); 3. ‘Creation of digital content’ (a - Creation
of digital content; b - Integrating and processing digital content; ¢ - Complying with
copyright and licensing; d - Programming); 4. “Security” (a - Tools for protection;
b - Protecting personal data and privacy; ¢ - Protecting health and well-being; d -
Environmental protection); 5. “Problem solving” (a - Solving technical problems; b -
Identifying technological needs and solutions; ¢ - Creative use of digital technologies;
d - Identifying digital competence gaps).
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solving, recognition of technological needs and solutions, creative use of digi-
tal technologies or recognition of digital competence gaps (competence group:
‘Problem solving’).

The model presented above is confirmed by the next question, where
entrepreneurs also indicated the area of “Problem solving” as the least
expected among the skills to be possessed by employees in the next five years.
Significantly, this area includes not only technical issues but also recognition
of digital competence gaps. However, this question would require deeper anal-
ysis due to the survey tool used. Definitely standing out among the digital
competencies desired by employers in the near future were two areas, being
in fact quite independent of the declared industry of the entrepreneur. These
areas included: ‘Information and Data’ (which includes: browsing, searching
and filtering data, information and digital content; evaluation of data, infor-
mation and digital content; managing data, information and digital content)
and ‘Digital Content Creation’ (which includes skills such as: creating digital
content; integrating and processing digital content; complying with copyright
and licensing; programming).

Fig. 2: Areas that entrepreneurs believe will be important in their company in the next five
years and at the same time expected by them from their employees
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Communication and
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cooperation
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Source: Authors’ own elaboration based on data collected.

Production of digital content is also an area whose skill level more than half of
employers would see in their employees at an advanced level. While the issue of
security (including security tools, data protection and privacy, healthcare and
well-being or environmental protection) is declared as a desirable skill by almost
three-quarters of the respondents at an entry level, the issue of problem solving
(probably interpreted at the technical level by the respondents) was among the
skills indicated as not required for recruitment.
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Fig. 3: Level of ICT skills expected by employers in employees over the next five years
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Responding on the Likert scale ranging from “definitely not” to “definitely yes”
to a question concerning the desire to verify digital skills among employees in
the next five years, more than half of the respondents expressed a desire for such
verification.

Fig. 4: Declaration of verification of ICT skills among employees in the next five years
by employers
Do you plan to verify the digital competences of recruits within 5 years, e.g. with the European
Computer Skills Certificate (ECDL/ICDL) or the DigComp self-assessment tool, or other?
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Source: Authors’ own elaboration based on data collected.
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The need for raising Al issues and, in particular, its certification as part of not
individual but systemic solutions among public policies was indicated by en-
trepreneurs in the next question. Asked whether they would expect in the next
five years to create a certificate confirming an ability to use artificial intelligence
systems (even if the so-called Al sector is not relevant to your business), more
than 63% of the respondents answered in the affirmative (answering on the
Likert scale).

Fig. 5: Level of expectation by employers in the next five years to create a certificate to prove
ability to use artificial intelligence systems

As an employer, would you expect a certificate to be created in the next 5 years to confirm your ability
to use artificial intelligence systems (even if the so-called IT sector is not relevant to your business)?
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Source: Authors’ own elaboration based on data collected.

In July 2024, the Artificial Intelligence Regulation (AI Act) was published in the
Official Journal of the European Commission. The AI Act aims to ensure safe
and ethical use of artificial intelligence technology. The new regulations include
requirements for the transparency of algorithms, labeling of AI-generated con-
tent or lifecycle management of Al systems, introducing Al risk levels, among
other things. The regulations introduce new obligations for entities located in
and outside the EU. When surveyed on whether the respondents were familiar
with the provisions of the AI Act pertaining to their industry along with a tool
to assist businesses in verifying compliance with the EU AI Act, they indicated
a definite (more than 90%!) lack of familiarity with the aforementioned regula-
tions. This was mostly due to a lack of knowledge of how the AI Act functions
in the normative system, although there were also responses confirming unfa-
miliarity with the regulation despite an awareness that it may apply to employers
themselves.



176 Andrzej Pieczywok, Ewa Maria Wtodyka

Fig. 6: Businesses’ familiarity with the provisions of the AI Act and the ‘Tools for checking
compliance with the EU Artificial Intelligence Act’
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The last question addressed the concerns of entrepreneurs in relation to the preva-
lence of generative artificial intelligence (e.g., Chat GPT, BERT, BING) in everyday
life causing a reduction in critical thinking skills among employees. Although
40.9% of the entrepreneurs, answering again on the Likert scale, takes a neutral
approach to this question, a total of almost 50% have or even definitely have such
concerns.

The responses presented above show the state of knowledge on normative
regulations on Al by businesses, the need to implement into public policies not
only knowledge of AI but also universal certification of ICT skills. It was indicated
what skills and at what level will be desired by employers in the economic sector
among employees over the next five years, and the pilot results may indicate a
trend that requires in-depth research.

Summary

This study offered a partial answer to the research questions posed. On the one
hand, entrepreneurs declare that employees in the next five years will possess
skills in the areas of digital competencies, particularly data retrieval and digital
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Fig. 7: Businesses’ concerns about causing a reduction in critical thinking skills among
employees through the prevalence of generative artificial intelligence (e.g. Chat GPT, BERT,
BING) in everyday life

Are you concerned that the prevalence of generative artificial intelligence (e.g. Chat GPT, BERT, BING) in everyday
life will result in a reduction in critical thinking skills among employees?
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Source: Authors’ own elaboration based on data collected.

content creation. They are also interested in verifying the skills referred to and
taking into account unification within public policies of the validation of artificial
intelligence skills. Thus, it seems that given employers’ concerns that are not so
substantial about the reduction through the prevalence of Al of employees’ logical
thinking abilities, the use of AI may become a desirable skill among employers. Is
the scenario of Al not ‘taking away’ jobs but transforming them possible? This is
a question that requires in-depth and further research. A strong recommendation
is proposed to introduce a broader process of information about the EU solutions
to the Al Act into public policies, as more than 90% of the respondents are not
aware of the aforementioned provisions and almost half express concern about
a reduction of critical thinking skills among employees by the development and
availability of new technologies. When answering the research questions (RQ1
and RQ2), the following was therefore indicated:

a) Those elements that require implementation in public policies include: infor-
mation among entrepreneurs regarding the AI Act and an EU tool to support
self-qualification of Al risk levels. This is due to the low state of knowledge
among entrepreneurs regarding Al public policies;

b) Entrepreneurs’ expectations for the validation of AI skills among employees
as an element of ICT, required at a minimum basic level in most ICT areas
(according to the classification of ICT areas by DigComp) in the next five
years;
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¢) Expectations and concerns on the part of business sector entrepreneurs related
to the workforce and the development of new technologies over the next five
years, indicating primary interest (according to the classification of ICT areas
by DigComp) in data acquisition and digital content creation.

Considering the small percentage of the responses obtained, the part based on the
economic sector’s own survey should be regarded only as a pilot study, however,
one that is indicating a certain trend. Future in-depth studies should take into
account the potential of more case studies for the correct drawing of conclusions
and their transfer for the purpose of the creation of state public policies.

The development of employee competencies brings many benefits both to
employees and organizations. Employees with the right competencies are more
productive in their jobs. Developing skills related to their positions or indus-
try may increase the productivity and efficiency of their work. With the right
digital skills in place, employees can be more engaged, open to new growth
opportunities, operating costs may be reduced and a strong employer brand
may be built.

The current labor market makes digital competencies mandatory for any per-
son who wants to work professionally. Drawing any maps of the space of digital
human activity is always a cause of dissatisfaction. This is due to the various
possibilities of approaches to the problem on the one hand and the multifaceted
nature of capturing the most important fragments of man’s being in time and
space that characterize their being on the other.

Every organization needs a strategy to continuously improve the digital com-
petencies of its employees. As it can be observed, the practice of retraining new
employees in terms of these competencies is rarely used by employers. The pre-
ferred strategy is to hire new employees with the right skills that immediately meet
the needs of the company, yet this is not the case in reality. Hence, companies
should support an acquisition of digital competencies by employees. At the same
time, as recent research indicates, the importance of strategic support in digital
transformation policies, where the (emerging) digital technology serves not only
as an infrastructure to support public administration but also as a catalyst for
progress, is relevant at the level not just of an individual entrepreneur but of
comprehensive public policies (Lee, Kim and Yoon 2024).
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Abstract: The aim of the chapter is to present strategies of counteracting Russian dis-
information on the example of Lithuania. It is to be realised by analysing the content of
disinformation messages present in the Lithuanian information space, dedicated to the
Russian aggression on Ukraine and disseminated mainly by new media, but first of all, by
analysing actions taken by Lithuanian authorities in order to limit the influence of Russian
media and increase the level of public awareness of information threats and increase resis-
tance to disinformation.
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1. Introduction

Disinformation has long been well-established in Russian foreign policy (Nehring,
2017). Although still based on Cold War tactics, contemporary disinforma-
tion conducted by the Russian Federation presents unique characteristics. As
Francesco Bechis points out: “This is not just due to the use of social media and
new technologies, but also because it has changed scope, speed, and volume.
Today Russian disinformation campaigns can count on a wholly new set of tools.
Social media platforms and the pro-government media environment provide
them with a much higher level of discretion than the Soviet ones, making it more
difficult to trace them back to government agencies’ (2020: 122).

The annexation of Crimea and Russia’s full-scale invasion of Ukraine opened
anew chapter of Russian propaganda and disinformation directed against NATO
countries (Kaczmarek, Karpiuk, Melchior, 2024: 110). The Russian Federation’s
aim from the outset was to remove responsibility from the Kremlin for the war
in Ukraine, blaming Ukraine, the US and NATO for the invasion (Musial-Karg
& Lukasik-Turecka, 2023). Russia has a particular claim to the states created on
the basis of the former Soviet republics. In relation to states such as Lithuania,
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Russia has strategic objectives, including: influencing solidarity within NATO and
the European Union, reproducing the Russian narrative, spreading false infor-
mation, provoking extreme social and political attitudes, and demonstrating the
incompetence of the Lithuanian government or the country’s insolvency (Fraszka,
2020: 2-16).

This chapter aims to present the strategy of countering Russian disinforma-
tion using Lithuania as an example. In order to examine and evaluate the actions
taken in Lithuania aimed at countering Russian disinformation, before starting the
research, an initial thesis was adopted stating that the main factor influencing the
occurrence of false and intentional information in the Lithuanian media space is
the information warfare conducted by the Russian Federation, which also covers
the media space of Lithuania. The main research question concerned the tools used
to counter Russian disinformation in Lithuania and whether they provide effective
protection against the harmful influence of false information. In order to achieve
the research goal, the case study method was chosen, which involves a closer look
at a specific case and drawing conclusions about the causes, direction and cho-
sen strategy of actions, in this case Lithuania, in the fight against disinformation.
The research material consisted of expert reports, which allowed to determine the
positions, attitudes and strategies implemented by Lithuanian decision-makers.

2. Defining disinformation and ways to counter it

There is no single, universally accepted definition of disinformation. The difficulty
in defining the phenomenon of disinformation is due to a number of reasons.
First of all, from the multiplicity of terms that are close or even identical, such
as distorted communication, propaganda or clickbait, from the large number
of definitions of the term ‘disinformation’ itself, varied due to different research
approaches (Kupiecki, Bryjka, Chton, 2022: 64-66; Bakowicz, 2023: 94, 106),
and also because the phenomenon of disinformation is described using broad,
not always correctly defined terms that do not comply with international legal
standards (Human Rights Council, 2021). When defining the term ‘disinforma-
tion, the emphasis is usually on the simultaneous presence of two elements: false
information and intentionality of actions, thus distinguishing disinformation
from misinformation and malicious information (See more extensively Wardle,
Derakhshan, 2017; NATO, 2020; European Commission, 2022).

Various typologies of disinformation can be found in the literature. One of the
more interesting ones is the typology of disinformation, which takes into account
the criteria of purpose, the importance of the objectives that disinformation sup-
ports, and the complexity of the mechanisms that serve this purpose. Based on
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these criteria, we divide disinformation into: ad hoc and simple, or tactical - used
in the simplest of situations; complex, or operational - used in longer or repetitive
time sequences, concerning multi-threaded issues; and strategic, used to achieve
long-term goals (Kupiecki, Bryjka, Chton, 2022: 65).

The difficulty in clearly defining disinformation translates into choosing appro-
priate responses to it and finding ways to counter it (Human Rights Council,
2021). Nevertheless, the presence of disinformation in the information space
prompts questions about the possibilities of countering it, due to the fact that in
the age of the internet and huge technological changes, it is becoming a weapon
in the hands of states and other actors on the international political scene, causing
great damage. As Robert Kupiecki, Filip Bryjka and Tomasz Chion emphasise,
traditional knowledge of an adversary’s aims and methods and knowledge of the
codes of intelligence, diplomatic and political culture are not enough to fight
disinformation today. In order to fight disinformation, a holistic and integrated
approach is needed, combining and mobilising both state structures or inter-min-
isterial teams, as well as civil society, civil society organisations, academics, jour-
nalists and ordinary internet users. The idea is to combine these resources into
a national as well as an international counteraction. An example of such sponta-
neous action on a global level was the reaction of the international community to
Russia’s invasion of Ukraine, which consisted of informing the Russians about real
events on the frontline via text messages, e-mails or phone calls by whole crowds
of ordinary internet users. Another example was a grassroots hacking campaign
to block the websites of Russian institutions and their channels disseminating
propaganda messages (2022: 192-193).

A major role in countering disinformation is attributed to media education
(Salomaa, 2024; Kupiecki, Bryjka, Chion, 2022: 193). While effective methods of
combating disinformation are expected from state services and experts, the effect
of combating disinformation depends just as much on the attitudes of individual
media users. These attitudes, in turn, result from acquired knowledge, awareness
of the threat and the development of critical media literacy skills, which are most
easily acquired through media education and, more broadly, public education
(Kupiecki, Bryjka, Chlon, 2022: 193). A good example is the approach of Finland,
where media literacy has for years been included in the Security Strategy for
the Society and treated as part of psychological resilience of the society (as part
of psychological resilience). This approach is based on the idea that the most
important functions of society are carried out jointly, through the cooperation
of authorities, business, organisations and citizens, and that a secure, also in the
context of disinformation, and crisis-resilient Finland is built together, not relying
only on the actions of the security authorities (Salomaa, 2024).
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Countering disinformation can be considered at three levels: the individual,
corporate and civil society, and at the state and international levels. At the level
of the individual, being equipped with basic psychological knowledge and social
competence, one can relatively quickly develop the necessary habits of verifying
information and not giving in to easy instincts. As Robert Kupiecki, Filip Bryjka
and Tomasz Chlon emphasise, we will not completely eliminate disinformation
from interpersonal communication, as it is in a sense a natural phenomenon,
and demographic factors, age, sources, celebrities, increased mental activity, per-
sonal traits, propensity for analysis, emotionality or morality also contribute to its
spread. At the individual level, it is important to take care of behavioural hygiene
in the information space, which includes checking the credibility of sources, the
author of the publication and his/her previous publications, the date of publica-
tion, or verifying information in other sources (2022: 216-217).

At the corporate and civil society level, there is much to be desired in the
actions of social media platform owners. In the face of public pressure, proactive
actions by platforms can include protecting children and young people from dis-
information and aggression, addressing health issues and combating extremism,
as well as responding more proactively to political manipulation and extremism
and limiting opportunities to make money from disinformation. However, the
researchers emphasise that without thoughtful regulatory coercion by major states
and international organisations, the social media situation in the area of counter-
ing disinformation will not fundamentally change. According to the researchers,
the most important role in combating disinformation is played by civil society, in
particular the research, education and media communities. It is they who help to
identify disinformation, provide expertise, educate both service representatives
and ordinary media users (Kupiecki, Bryjka, Chion, 2022: 222-247).

At the state level, Kupiecki, Bryjka and Chion included among the activities
aimed at countering disinformation: the creation of structures to combat foreign
disinformation, the creation of legal regulations, the adoption or amendment of
national cyber security strategies, education of authorities and officials, warnings
to authorities, administrative decisions concerning, for example, the withdrawal
of a licence from a given medium, diplomatic actions and cooperation with the
public. It is also crucial to counter disinformation from a regional perspective, but
also at the international level, within the European Union, NATO and the UN. As
the researchers point out, a coherent Western response and the building of societal
resilience to disinformation, both at the national and international level, should
focus on strengthening this resilience, expanding offensive prevention activities,
bridging differences in the practical approach to disinformation among Western
states (2022: 248-277).
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3. Disinformation in the Lithuanian information space and
its counteraction

The information warfare waged by the Russian Federation in Lithuania’s infor-
mation space is mainly implemented through the creation and dissemination of
numerous disinformation messages. These activities intensified after the start of
Russia’s full-scale war in Ukraine.

In 2023, the Lithuanian armed forces recorded 3520 unique cases of hostile
information activity, of which 2148 were directly related to state security (kam.lt,
2023: 21). For example, in May 2023, Lithuanian military experts identified 95
specific cases of defence-related disinformation in Lithuania’s hostile informa-
tion environment. The three main themes of disinformation concern the war in
Ukraine, Lithuania’s membership in NATO and the relationship between NATO
and Russia. The aim of the misinformation was to convince the Lithuanian public
that Lithuania’s support for Ukraine was leading to an escalation of the conflict,
and that NATO was the aggressor and Russia and Belarus needed to defend them-
selves against the Alliance states (wilno.tvp.pl, 2023a).

In order to counter the Kremlin’s disinformation activities, Lithuanian political
elites have taken a number of measures to detect and combat disinformation, at
various levels of countering it. One of the important measures in this direction at
the state level was the creation of a model for the management of Lithuania’s cyber
security system as early as 2014, the specificity of which is regular and intensive
cooperation between state institutions, uniformed services and institutions and
entities classified as so-called critical infrastructure (such as energy companies,
financial institutions or health care, among others). This also resulted in the cre-
ation of the National Cyber Security Centre (NCC) in 2015 and the reform of
the Cyber Security Law in 2017, which provides for the central management of
the security of information resources and the comprehensive integration of the
monitoring of Lithuania’s electronic communication networks. In 2019, the law
was amended to allow authorised institutions of the Lithuanian state (including
the NCC) to block servers for a short period of time to entities that are used to
spread fake news (Dudzinska, 2019: 1).

Another solution to counter Russian online trolls and bots was the establish-
ment of the so-called elf movement in 2017. This is an example of counteraction at
the civil society level. This movement, mainly made up of Lithuanian volunteers,
focuses on identifying, unmasking and combating Russian disinformation in the
online space by detecting fake accounts. Within the framework of the aforemen-
tioned movement, the Demaskuok.lt platform has also been created, bringing
together representatives of state institutions, but also journalists and IT specialists
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to deepen cooperation and coordination in the fight against false information
(UKEN, 2020). The platform’s concept relies heavily on artificial intelligence to
analyse more than 30,000 articles per day, written in Lithuanian and Russian,
and from 2020 also those developed in Latvian and Estonian. Expanding the
scope of its impact, the Demaskuok.lt platform is attracting the attention and
source of funding from global companies such as, among others: Google, as well
as media giants such as The Financial Times and Deutsche Welle. A tangible
result of Demaskuok.It’s collaboration with Google was the creation of the Digital
News Innovation Fund. The Lithuanian organisation presented its operations and
principles in 17 countries, including the US, Germany, the UK, France, Serbia and
other regions of the world (delfi.lt, 2020). As a result of the intensive work of the
elf movement, an online database Vatnikas.lt was created in 2017, in which the
names of Russian trolls are regularly revealed (Vasiuta, Vasiuta, 2020, 136-147).
Since 2018, Demaskuok.It has been actively cooperating with the Strategic
Communications Department of the Lithuanian Armed Forces (STRATCOM),
the Office of Threat Management and Crisis Prevention of the Chancellery of the
Government of the Republic of Lithuania, the Lithuanian Rifle Association and
the public institution ‘Res Publica’ (Lietuvos $auliy sgjunga, 2018).

In addition, a success of the Lithuanian state in the fight against disinformation
is the creation of a military platform; its activity demonstrates the commitment
of military structures in the fight against disinformation. It constantly monitors
what information is spread by the media and where it comes from (Konieczny,
2022: 23).

In addition, since 2015, the National Cyber Security Centre (NCSC) was estab-
lished under the Ministry of Defence, which is the main cyber security institution
in Lithuania, responsible for the cyber security of critical information infrastructure
and the accreditation of information and disinformation resources (nksc.lt, 2023).

It is noteworthy that since the annexation of Crimea by Russia, the Lithuanian
government has made efforts to limit the influence of Russian media in its public
sphere, which are funded by Russian government sources (Lietuvos Respublikos
valstybés saugumo departamentas, 2014). In turn, in 2019, the Lithuanian Seimas
voted to amend legislation that allows the Lithuanian Television and Radio
Broadcasting Commission (LRTK) to immediately cease broadcasting TV chan-
nels in a situation of state security threat. In 2022, following the full-scale aggres-
sion of the Russian Federation against Ukraine, the Lithuanian Parliament passed
a law banning the broadcasting of Russian as well as Belarusian TV channels
(Lrtlt, 2022).

Moreover, internationally, Lithuanian political elites were one of the most active
initiators of sanctions on Russian propaganda TV channels, which were imposed
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by the European Union in 2022. Among the Russian media whose programmes
were broadcast to Lithuania, the EU sanctions included Russian government news
agencies like Sputnik and its affiliates: Sputnik Arabic, Russia Today and its subsid-
iaries, including Russia Today English, Russia Today UK, Russia Today Germany,
Russia Today France, Russia Today Spanish, Russia Today Arabic, Rossija RTR /
RTR Planieta, Rossija 24/Russia 24, Rossija 1, TV Centre International, NTW/
NTV Mir, REN TW, Pervy Kanal, Oriental Review, Tsargrad TV Channel, New
Eastern Outlook, Katehon,Kanal Spas, Voice of Europe, RIA Novosti, Izvestia,
Rossiyskaya gazeta (Kaca, 2024).

Lithuania’s strategy to reduce the influence of Russian media is based on cre-
ating an open, clear, democratic and independent information environment that
is also accessible to Russian and Polish speakers, especially those living in the
Vilnius region. The Lithuanian authorities’ efforts to improve information security
in the country consist of building an increased level of awareness of information
threats among citizens, as well as shaping resistance to manipulation (Kuczynska-
Zonik, 2022).

There is also a social and political consensus in Lithuania that more resources
should be allocated to control the spread of disinformation. A survey conducted
by Spinter Research for the European Commission Representation in Lithuania
showed that the majority of Lithuanians (88%) believe that more resources should
be allocated to control the spread of disinformation in Lithuania (15min.lt, 2024).
In 2023, representatives of all clubs and circles in the Seimas, together with the
Lithuanian Prime Minister, in view of Russia’s active efforts to undermine demo-
cratic processes in Lithuania through disinformation, decided to register amend-
ments to the Criminal Code and the Law on Public Disinformation. If adopted,
the amendments would entail criminalising online manipulation, where content
directed against the Lithuanian state is artificially amplified and promoted. This
would be punishable by penalties ranging from a fine or arrest to imprisonment of
up to 3 years. Individuals (Lithuanian citizens) and entities (including companies
and organisations of different nature and activities in different fields) would be
held liable (wilno.tvp.pl, 2023b).

One of the effective tools under the Lithuanian authorities’ counterdisinfor-
mation strategy remains active and regularly organised inter-institutional public
counterdisinformation campaigns. Their specificity lies in the development of a
governmental capacity to coordinate strategic communication, which is managed
and controlled by individual Lithuanian ministries and departments (e.g. by the
National Security Commission), with parliamentary control in the committees of
the Seimas, which brings together and coordinates the cooperation of state institu-
tions, with NGOs (e.g. Debunk.eu) and academia (Vilnius University Institute of
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International Relations and Political Science- VU TSPMI, Eastern Europe Studies
Centre - RESC). The overarching goal of the analysed strategy is to strengthen the
resilience of Lithuanian society (Eastern Europe Studies Centre, 2020: 4).

In addition, Lithuania’s inter-institutional strategy on disinformation cam-
paigns actively seeks to deepen cooperation with international organisations.
In 2024, Lithuania and the OECD developed an international programme to
counter disinformation. Lithuanian state institutions, in cooperation with the
Organisation for Economic Co-operation and Development (OECD) and partner
governments and other sectors, will exchange knowledge and experience in iden-
tifying disinformation and choosing the most effective ways and means to stop its
spread. Following the signing of the agreement, the National Crisis Management
Centre, is designated as the implementing agency of the programme on the
Lithuanian side, tasked with ensuring the management of activities, mobilising
expertise and organising training and seminars. On the other hand, it remains the
responsibility of the OECD to identify a potential training area, to offer experts
from OECD and non-OECD countries the opportunity to enhance their knowl-
edge and competencies under the programme (Lrt.It, 2024).

4. Conclusions

The annexation of Crimea and the full-scale invasion of Ukraine by the Russian
Federation has opened a new chapter in the history of Russian disinformation.
New technologies, the internet and social media are causing pro-Kremlin disin-
formation messages to reach larger and larger masses of audiences and at ever-in-
creasing speed.

The primary factor influencing the occurrence of false and intentional informa-
tion in the Lithuanian media space is the information war waged by the Russian
Federation, which also extends to the Lithuanian media space. Lithuania uses all
possible tools to counter Russian disinformation. As part of its strategy to counter
Russian disinformation, Lithuania has been taking a number of measures since
2014. Many of them are taken at the highest - state and international - level, such
as the governance model of Lithuanias cyber security system, which was already
created in 2014, or the National Cyber Security Centre, established in 2015. Another
important step was the reform of the Cyber Security Law in 2017 and the amend-
ment of the law in 2019, allowing authorised institutions of the Lithuanian state to
block servers for a short period of time to entities that are used to spread fake news.

Equally important activities are undertaken at the level of civil society. An
example is the elf movement described above, which brings together mainly
Lithuanian volunteers to identify, expose and combat disinformation messages.
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Reducing the influence of Russian media is also an extremely important activ-
ity; cooperation with international organisations is a good direction in this area.
This is an example of countering disinformation at the international level.

The tools used by Lithuania to counter disinformation limit it, but do not
provide total protection against false information. Certainly, a factor that makes
countering disinformation messages difficult is the lack of a clear definition of
disinformation, adopted by Lithuanian authorities. Difficulties in clearly defining
disinformation translate into choosing appropriate responses to it and finding
ways to counter it. However, this is a problem not only for Lithuania, but also for
many other countries, so international cooperation is extremely important in the
fight against disinformation.
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