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Preface

I organized several seminars on cryptography, the students generally reflected that
cryptography doesn’t need much mathematics, and computer language and computer
working environment are more important. Later, I reviewed several common cryp-
tography textbooks at home and abroad. If so, these textbooks are for engineering
students, and the purpose is to cultivate cryptographic engineers. It is my original
intention to write a textbook of theoretical cryptography for students of mathematics
department and science postgraduates, which systematically teaches the statistical
characteristics of cryptographic system, the computational complexity theory of
cryptographic algorithm and the mathematical principles behind various encryption
and decryption algorithms.

With the rapid development of the new generation of digital technology, China
has entered the era of information, network and intelligence. Cryptography is not
only the cornerstone of national security in the information age, but also a sharp
sword to protect people’s property security, personal privacy and personal dignity.
After the establishment of the first-class discipline of Cyberspace Security, China has
established the first-class discipline of security. In particular, on December 19, 2019,
China officially promulgated the code law to formulate a law for a discipline. This is
rare all over the world. Lately, the central government explicitly requests to cultivate
our own cryptography professionals. It can be seen that the discipline construction
and personnel training of cryptography have been promoted to the height of national
security, which has become a major national strategic demand. Writing a textbook on
cryptography theory aims to cultivate our own cryptographers, which is the ultimate
reason for writing this book.

Cryptosystem is an ancient art. Since the birth of human beings, there has been
cryptosystem. For example, the means of communication used by human beings in
war, the marks and conventions used by special groups can be classified into the
category of cryptosystem art. Among them, the famous Caesar cryptosystem can be
regarded as the representative work of ancient cryptosystem. For thousands of years,
cryptosystem, as a technology, relies on personal intelligence and ingenuity. Occa-
sionally, some mathematical ideas and methods were used fragmentarily. This era of
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cryptographers changed fundamentally only after the great American mathematician
M. Shannon came out.

In 1948 and 1949, Shannon successively published two epoch-making papers in
the technical bulletin of Bell laboratory. In the first paper, Shannon established the
mathematical theory of communication and established the random measurement of
information by using the method of probability theory, thus laid the foundation of
modern information theory. In the second paper, Shannon established the informatics
principle of cryptography, introduced the probability and statistics principle system
of mathematics into cryptography structure and cryptanalysis, and transformed the
ancient cryptography technology from art to science. Therefore, people not only
call Shannon the father of modern information theory, but also the father of modern
cryptography.

After Shannon’s great changes from the era of cryptographer to the era of cryp-
toscience, the ancient cryptology technology ushered in the second historic leap in
1976, that is, the era of symmetric cryptography changed into the era of public key
cryptography. In 1976, two Stanford University scholars W. Diffie and M. Hellman
published a pioneering paper on asymmetric cryptography in IEEE Transactions
on Information Theory and then entered the era of public key cryptography. Public
key cryptography and mathematics are more deeply crossed and integrated, making
cryptography an inseparable branch of mathematics. The era characteristic of public
key cryptography is to change the cryptography from a few users to mass consumer
products, which greatly improves the efficiency and social value of the cryptography.
Nowadays, asymmetric cryptosystem is widely used in message authentication, iden-
tity authentication, digital signature, digital currency and blockchain architecture,
which cannot be replaced by classical cryptosystem.

Based on Shannon’s information theory, this book systematically introduces the
information theory, statistical characteristics and computational complexity theory
of public key cryptography, focusing on the three main algorithms of public key cryp-
tography, RSA, discrete logarithm and elliptic curve cryptosystem, strives to know
what it is and why it is, and lays a solid theoretical foundation for new cryptosystem
design, cryptoanalysis and attack.

Lattice theory-based cryptography is a representative technology of postquantum
cryptography, which is recognized by the academic community as being able to
resist quantum computing attacks. At present, the theory and technology of lattice
cryptography have not entered university textbooks, and various achievements and
introductions have been scattered in research papers at home and abroad in the past
two decades. The greatest feature of this book is that it systematically simplifies
and combs the theory and technology of lattice cryptography, making it a classroom
textbook for senior college students and postgraduates of cryptography, which will
play an important role in accelerating the training of modern cryptography talents in
China.

This book requires the reader to have a good foundation in algebra, number theory
and probability statistics. It is suitable for senior students majoring in mathematics,
compulsory for cryptography and science and engineering postgraduates. It can also
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be used as the main reference book for scientific researchers engaged in cryptography
research and cryptographic engineering.

The main contents of this book have been taught in the seminar. My doctoral
students Hong Ziwei, Chen Man, Xu Jie, Zhang Mingpei, Associate Professor Huang
Wenlin and Dr. Tian Kun have all put forward many useful suggestions and help for
the contents of this book. In particular, Chen Man has devoted a lot of time and energy
to text printing and proofreading. Here, I would like to express my deep gratitude to
them!

Beijing, China Zhiyong Zheng
November 2021
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Acronyms

1. [x] denotes the largest integer not greater than the real number x, [x7] denotes
the smallest integer not less than the real number x, so there are

xXI<x<[x]+1,[x]—-1<x <Tx].

2. C denotes a complex field, R denotes a real number field, Q denotes a rational
number field, F, denotes a finite field of ¢ elements, g = p”, p is prime, Z
denotes a integer ring, Z,, denotes a residue class ring of modm (m > 1).

3. (a, b) denotes the greatest common divisor of two integers and sometimes a
two-dimensional vector.

4. amodn denotes the minimum nonnegative residue of the integer ¢ modulo n,
i.e., 0 < amodn < n. Sometimes it means minimum absolute residue, i.e.,
lamodn| < %n

5. Let I be a field, F[x] denotes a polynomial ring of one variable over the field
F. Sometimes the variable T is used, i.e., F[T], where F = C, R, Q, or F = TF,
is a finite field.

6. The base of logarithm logN can be any real number b > 1.1If b = 2, it is binary
logarithm, and when b = g, itis g-base logarithm. Sometimes log/N also means
natural logarithm, which is determined according to the specific situation.

7.  P{A} denotes the probability of occurrence of random event A.

8. If Gisagroup,a € G is the element of the group. Then o(a) denotes the order
of a.

xi



Chapter 1 ®)
Preparatory Knowledge e

Modern cryptography and information theory is a branch of mathematics which
develops rapidly. Almost all mathematical knowledge, such as algebra, geometry,
analysis, probability and statistics, has very important applications in information
theory. Especially, some modern mathematical theories, such as algebraic geometry,
elliptic curve and ergodic theory, play more and more important roles in coding and
cryptography. It can be said that information theory is the most dynamic branch of
modern mathematics with wide application, strong intersection. This chapter requires
the reader to have a preliminary knowledge of analysis, algebra, number theory and
probability statistics.

1.1 Injective

Let o be a mapping of two nonempty sets A to B, denoted as A > B. Generally,
the mappings between sets can be divided into three categories: injective, surjective
and bijective.

Definition 1.1 Let o be a mapping of two nonempty sets A — B, we define
(1) a,be A,ifa # b = o(a) # o(b),call o an injective of A — B, itis called
injective for short.
(ii) Ifany b € B, thereisaa € A = o(a) = b, call o a surjective of A — B.
(i) If A —%> Bis an injective and a surjective, call o a bijective of A — B.
(iv) Let 14 be the identity mapping of A — A, which is defined as

lpa(a) =a,VaceA.

(v) Suppose A 2> B -5 C are two mappings, define the product mapping of
tand o, 10 : A — C, and define as

© The Author(s) 2022 1
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2 1 Preparatory Knowledge
to(a) =1(0(a)), Vae A.

Obviously, the product of two mappings has no commutativity but has the fol-
lowing associative law.

Property I Let A 5 B-5 ¢ - D be three mappings, then we have
b-t)-0=65-(r-0). (1.1)

Proof 1t can be verified directly by definition.

IfA -2 Bisa given mappings, obviously, there is
oly =0, lgo =o. (1.2)

The above formula shows that identity mapping plays the role of multiplication
identity in the product of mapping.

Definition 1.2 (i) Suppose A 2> B -5 A are two mappings, if to = 14, call T
is a left inverse mapping of o, o is a right inverse mapping of 7.
(i) Let A B> A, If to = 14,0t = 13, call T is an inverse mapping of o.

Denote as T = o~ !.

The essential properties of injective, surjective and bijective between sets are
described by the following lemma.

Lemma 1.1 (i) If A —> B has an inverse mapping B —5 A, thatisot = 15 and
10 = ly, then t is unique ( denote as T = o).

(ii) A - Bisan injective if and only if o has a left inverse mapping B = A,
that is To = 14.

(iii)A - Bisan surjective ifand only ifo has a right inverse mapping B =5 A,
thatisot = 1p.

(iv) A 2> Bisan bijective if and only if o has an inverse mapping t, and T is
unique.

Proof First of all, prove (i). Let B 5 Aand B —> A be two inverse mappings of
o, then we have

710 = IA, 7o = lA,andan = 13,0‘1’2 = 13,
From (1.2), we have

T =1lp=1(01) = (110)12 = laT2 = 12,
so if o has an inverse mapping, then the inverse mapping is unique.

To prove (ii), we note that if o has a left inverse mapping 7, that is to = 14,
then o must be an injective, because if a, b € A, a # b, then we have o (a) # o (b).
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If 0(a) =0(b) = 1(0(a)) = 1(0(b)) = a = b, contradiction with a # b. Con-
versely, if A -2 Bisan injective, then for the element o (a) € 0 (A) ino (A) C B,
Let (0 (a)) = a, For the elements in the difference set B\o (A), arrange an image
randomly, then B 5 A satisfies to = 1,4. Similarly, we can prove (iii) and (iv),
we thus complete the proof.

In many books of information theory, we often confuse injective and bijective,
but they are two different concepts in mathematics, which needs attention.

1.2 Computational Complexity

In binary computing environment, the complexity of an algorithm is measured by
the number of bit operations. Bit, short for “Binary digit,” is the basic amount of
information, one bit represents one digit of binary system, two bits represent two
digits of binary system, so what is “bit operation”?

To understand “bit operation” accurately, we start with the b-ary expression of
real number. Let b > 1 be a positive integer, and any nonnegative real number xcan
be uniquely expanded into the following geometric series.

x = Z d;b'
—oo<i<k—1
oo (1.3)
=d b A b TP dib+do+ Y dbT

i=1
where V d; satisfies 0 < d; < b. So we can express x as
x = (di—1dy—2 - -dod_1d_5 -+ )y, (L4

where (dy_1dx—> - - - dp)p 1s called a b-ary integer, (0.d_;d_; - - - ), is called a b-ary
decimal, and
X = (dx—1dy—2---do)p + (0.d_1d_5 - - )p. (L.5)

Ifb =2, then x = (dy—1dy—2 - - - dod—, - - - ), is called the binary representation of x.
If b = 10, then
x = (dy1dy—2---didod_1d 2 -+ )1o

(1.6)

= dkfldkfz s dldo.d,1d72 e
It is our customary decimal expression. It is worth noting that in any system, integers
and integers are one-to-one correspondence, and decimals and decimals are one-to-
one correspondence. For example, integer in decimal system corresponds to integer
in binary system, so does decimal. In other words, the real number of (0, 1) interval
on the real number axis corresponds to the decimal number of (0, 1) under the binary
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system one by one. It should be noted that we often ignore binary decimal; in fact,
it is the main technical support of various arithmetic codes, such as Shannon code.
Now let us see the b-ary expression of a positive integer » in the decimal system.
Let
n = (di—1dx—2 - - - didp)p, 0 < d; < b,dj_1 #0,

k is the number of b-ary digits of n.

Lemma 1.2 The number k of b-ary digits of positive integer n can be calculated
according to the following formula:

k = [log, n] + 1, (1.7)

[x] denotes the largest integer not greater than the real number x.

Proof Because of d;_; # 0, there is b*~! < n < b*, that is
k—1<log,n <k,

There’s kK — 1 < [log, n] on the left, [log, n] + 1 < k on the right, and together
there’s
k = [log, n] + 1.

We complete the proof of Lemma 1.2.

Now let us see the addition operation in b-ary system. For simplicity, we con-
sider the addition of two positive integers in binary system. Let n = (1111000),,
m = (11110),, then n +m = 1111000 + 0011110 = 10010110, that is n +m =
(10010110),. The addition of numbers on the same bit actually includes the fol-
lowing five contents (or operations).

1. Observe the numbers in the same bit and note if there are progressions in the
right bit(Every two goes into one).

2. If the upper and lower digits of the same bit are 0, and there is no progression
on the right side, the sum of the two digits is O.

3. Ifboththe upper and lower digits of the same digit are 0, but there is a progression,
or if one of the two digits is 0 and the other is 1, and there is no progression, the
two digits in this digit add up to 1.

4. If two digits of the same digit have one 0, the other one is 1, and there is one
progression, or two digits are 1, and there is no progression, the result of addition
is 0, and one progression is put forward.

5. Iftwo digits are 1 and have one progression, the sum result is 1 and one progres-
sion forward.
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Definition 1.3 A bit operation is an addition operation on the same bit in binary
addition. Suppose A is an algorithm in binary system, we use Time(A) to represent
the number of bit operations in algorithm A, that is, Time(A) = completes the total
number of bit operations performed by algorithm A.

It is easy to deduce the number of bit operations of binary about addition and sub-
traction by definition. Let n, m be two positive integers, and their binary expression
bits are k and [ respectively, then

Time(n + m) = max{k, [}. (1.8)

In the same way, the number of bit operations required for the multiplication of B
and D in binary system is satisfied

Time(nm) < (k + 1) - min{k, [} < 2kl. (1.9)

Itis very convenient to estimate the number of bit operations by using the symbol “O”
commonly used in number theory. If f(x) and g(x) are two real valued functions,
g(x) > 0, suppose there are two absolute constants B and C such that when |x| > B,
we have

If (0] < Cg(x), notes f(x) = O(g(x)).
This sign indicates that when x — oo, the order of growth of f(x) is the same as
that of g(x). For example, let f(x) = azx¢ +ag_1x4~' + -+ a;x + ap(ag > 0),
then
f@) =0(x|), or f(n)=0@", n>1

For any ¢ > 0, there is
logn = On®), n>1.

From the lemmas of 1.2, (1.8) and (1.9), we have

Lemma 1.3 Let n, m be two positive integers, k and | are the bits of their binary
expression, respectively, if m < n, then | < k, and

Time(n £ m) = O (k) = O(logn);
Time(nm) = O (kl) = O(lognlogm);
and Time(%) — O(kl) = O(log nlogm).
In the above lemma, division is similar to multiplication. Next, we discuss the

number of bit operations required to convert a binary representation into a decimal
representation, and the number of bit operations required for n! to operate in binary.
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Lemma 1.4 Let k be the number of digits in binary of n, then
Time(n convert to decimal expression) = O(kz) = O(log2 n)

and
Time(n!) = O(n*k*) = O(n*log* n).

Proof To convert n = (dy_1dy—> - - - d1dp)» to decimal expression. Then divide n by
10 = (1010),, and the remainderis 0, 1, 10, 11, 100, 101, 110, 111, 1000 or 1001, one
of these binary numbers, these ten numbers correspond to one of the numbers from 0
to 9 and are denoted as ap(0 < ag < 9), put qp as the decimal number of n. Similarly,
divide the quotient by 10 = (1010),, and the remainder is converted into a number
from O to 9 as the ten digits of n in decimal system. If we go on like this, we use
division [log,, n] + 1 times, the bit operation required for each division is O (4k), so

Time(n convert to decimal expression) < k - O (4k) = O (k?).

In the same way, we can prove the bit operation estimation of n!. We complete the
proof of Lemma 1.4.

Let us deduce the computational complexity of some common number theory
algorithms. Let m and n be two positive integers, then there is a nonnegative integer r
suchthatm = r(modn),where0 < r < n,wecallr the smallest nonnegative residue
of m under mod n, and denote as r = mmodn. If 1 <m < n, Euclid’s division
method is usually used to find the greatest common divisor (n, m) of n and m. If
(m, n) = 1, then there is a positive integer @ such thatma = 1(mod n), a is called the
multiplicative inverse of m under mod n, denote as m~! mod n. By Bezout formula,
if (n, m) = 1, then there are integers x and y such that xm + yn = 1, we usually
use the extended Euclid algorithm to find x and y. If we find x, we actually calculate
m~! mod n. Under the above definitions and notations, we have

Lemma 1.5 (i) Suppose m and n are two positive integers, then
Time(calculate m modn) = O (logn - logm).
(ii) Suppose m and n are two positive integers, and m < n, then
Time(calculate (n, m)) = O(log3 n.
(iii) Suppose m and n are two positive integers, and (m, n) = 1, then
Time(calculate m~" mod n) = 0(10g3 max(n, m)).
(iv) Suppose n, m, b are positive integers, b < n, then

Time(b™ mod n) = O(logm - log® n).
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Proof To find the minimum nonnegative residue r of m under mod n is actually a
division with remainder!
m=kn+r, 0<r <n.

From the lemma 1.3,
Time(calculate m modn) = O (logn - logm),

(1) holds. The Euclid algorithm used to calculate the greatest common divisor (n, m)
of n and m, in fact, it is a division of O (logn) times with remainder, so

Time(calculate (n, m)) = 0(10g3 n).

In Euclid algorithm, we can get x and y by pushing from bottom to top, such that
xm + yn = 1, this incremental process is called the expansion of Euclid algorithm,
therefore, if m < n, then

Time(calculate m~! mod n) = Time (calculate(n, m)) = 0(10g3 n).

(iv) the computational complexity of the power of an integer under mod n. the proof
method is the famous “repeated square method” . Let

m = (mg_1Mmg_p--+-mimgp)2

=mo+2m; +4my +---+ 2"_1mk,1

be the binary representation of m, where m; = 0 or 1. First, let a = 1. if mg = 1,
replace a with b, if my = 0, then a = 1 remains unchanged, and let b; = b*modn,
this is the first square. If m; = 1, replace a with ab; mod n, if m; = 0, a remains
unchanged, and let b, = b% mod n, this is the second square. So if we go on to the
square of j, we have

b; = b* (mod n).

Our calculation ends after the square of (k — 1); at this time, there is

a= bmo+2m1+4mz+~-~+2"’lmk_1 — bm(mod }’l)

Obviously, the number of bit operations per square is O ((logn?)?) = O (log? n).
There is a total of k square operations, k = O (logm). So (iv) holds. We have com-
pleted the proof.

Definition 1.4 If an algorithm f involves positive integers ny, ny, ..., n,, whose
binary digits are ki, ky, ..., k,, and there are absolute nonnegative integers d;, d»,
..., d, such that

Time(f) = OGS kS? - - k&), (1.10)
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The complexity of algorithm f is called polynomial; otherwise, it is called nonpoly-
nomial.

From Lemma 1.4 , we can see that addition, subtraction, multiplication and division
between positive integers are polynomial algorithms, but n! operation is the simplest
example of nonpolynomial algorithm. If we do not need an exact value of n! and
only need an approximate value, we can get an approximate value of n! by using a
polynomial term algorithm based on Stirling formula (see Sect. 1.4 of this chapter).
In the formula (1.10), if d} = d, = - -- = d, = 0, the complexity of algorithm f is
constant, if dy =d, = --- = d, = 1, the complexity of the algorithm f is said to
be linear (the same is true for quadratic, cubic, etc.). In order to characterize non-
polynomial algorithms, we introduce two concepts: exponential and subexponential
algorithms.

Definition 1.5 Suppose that an algorithm f involves a positive integer n, and its
binary digits are k, if
Time(f) = 0 (%®), (1.11)

where ¢ is a constant greater than 1, and g(k) is a polynomial function of k and
deg g > 1, then the computational complexity of f is exponential. If g(k) is not a
polynomial function, but a function smaller than a polynomial, such as eV¥°¢¥ then
the computational complexity of f is subexponential.

From the above definition, we can see the computational complexity of n!, let k
be the binary number of n, from 1.2, thenn = O (2%, and then from 1.4,

Time(n!) = 0 (n*k*) = 0 (k*2%*) = 0(2%),

So the computational complexity of n! in binary system is exponential. This is the
simplest example of exponential algorithm.

Bit algorithm cannot only define the computational complexity but also describe
the running speed and time complexity of computer. The so-called computer speed
refers to the total number of bits that the computer can complete in unit time (such as
a second, or 1 microsecond). Therefore, there is no difference between the compu-
tational complexity and the time complexity of an algorithm. We can use the figure
below to illustrate, suppose that a computer can complete 10° bit operations in one
second. When the binary bit of the algorithm is k = 10%, the following figure lists
the running time of different computational complexity algorithms on this computer
(Table 1.1).

Note that 1year &~ 3 x 107 seconds, the age of the universe is about 100 years;
when the number of binary digits k is large, the algorithm with exponential or subex-
ponential computational complexity is actually impossible to complete on the com-
puter; therefore, the only way to solve the problem is to improve the speed of the
computer.

Computational complexity is often used to describe the complexity of a prob-
lem, because the computational complexity is also time complexity when the com-
puter hardware conditions (such as computing speed and storage capacity) remain



1.2 Computational Complexity

Table 1.1 Time requirements of algorithms with different computational complexity (k = 10°)

Algorithm type Complexity Number of bit Time

operations
Constant degree o) 1 1 microsecond
Linear o (k) 10° ls
Quadratic 0 (k%) 1012 11.6 days
Cubic 03 108 32000 years
Subexponential O (eVFTogk) About 1.8 x 101618 6 x 10'%%years
Exponential 025 10301030 3 x 10301016years

unchanged. At present, the complexity of algorithms is defined in a model called
Turing machine. Turing machine is a kind of finite state machine with infinite read
and write ability. If the result of each operation and the content of the next oper-
ation are uniquely determined, such Turing machine is called deterministic Turing
machine. Therefore, the determinacy of a polynomial algorithm is accomplished on
a determinate Turing machine.

Definition 1.6 If a problem can be solved by polynomial algorithm on a certain
Turing machine, it is called a P class problem, and the P class problem is often called
an easy to handle problem. If a problem can be solved by polynomial algorithm on
an uncertain Turing machine, it is called a N P class problem.

According to the definition, the P class problem is definitely a N P class prob-
lem, because it can be solved by polynomial algorithm on deterministic Turing
machine, and it can also be solved by polynomial algorithm on nondeterministic
Turing machine. On the other hand, is the N P problem strictly larger than the P
problem? This is an open problem that has not been solved in the field of theoretical
computer. There is neither strict proof nor counterexample to show that a problem
that can be solved by polynomial on a nondeterministic Turing machine cannot be
solved by polynomial algorithm on a deterministic Turing machine. It is widely spec-
ulated that the problem of P class and N P class is not equivalent, which is also the
cornerstone of many cryptosystems.

1.3 Jensen Inequality

A real valued function f (x) in the interval (a, b) is called a strictly convex function,
ifforVx;,x; € (a,b), A1 >0,Ay >0, A1 + A, = 1, we have

ALf (D) + A2 f(x2) < fhixr + Aaxp),

and the equation holds if and only if x; = x,. By inductive method, we can prove
the Jensen inequality as follows.
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Lemma 1.6 If f(x) is a strictly convex function over (a, b), then for any positive
integer n > 1, any positive number A;(1 <i <n), Ay + iy +---+ A, = 1 and any
x; € (a,b)(1 <i < n), we have

Z)»if(xi) < f(z)»ixi), (1.12)
i=1 i=1
the equation holds if and only if x; = xp = - -+ = Xx,,.

Proof By inductive method, the proposition holds when n = 1 and n = 2. Suppose
the proposition holds for n — 1. When n > 2, let

, M Ao
X = X1+ X
A+ A A+ A

25

it can be seen that x” € (a, b) and (A1 + A2)x’ = A1x; + Apxy, therefore,

D hif @) =afe) + A f () + YA f(x)

i=1 i=3

< GO+ D M f )

i=3
< fOaxy 4+ Aoxo 4 - -+ Apxp).

We have the proposition that holds for n. Thus, the inequality (1.12) holds.

From the knowledge of mathematical analysis, f(x) is called a strictly convex
function in the interval (a, b) if and only if f"(x) < 0. Take f(x) = logx, then
f "(x) = ﬁ, thus log x is a strictly convex function on the interval of (0, 4+-00),
from Jensen inequality, we have the following inequality.

Lemma 1.7 Let g(x) be positive function, that is g(x) > 0, then for any integers
rMI<i<n),M+r+---+Ar,=1andanyay, a, ..., a, we have

n n
> ailogg(a) <log»  riglar), (1.13)
i=1 i=1

the equation holds if and only if g(a;) = g(az) = --- = g(ay).

Proof Because log x is strictly convex, let x; = g(a;), then x; € (0, 400)(1 <i <
n), by Jensen inequality,
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Xn:Ai log g(a;) = i:)“i log x;
i=1 i=1
< log(i )\,‘xi)
i=1
= log(z Aiglap)).
i=1

So the lemma holds.

A real valued function f(x) is called a strictly convex function in the interval
(a,b),if forV x;,x, € (a,b), Ay > 0,1, > 0, A1 + Ay = 1, we have

Faxi + Ax2) < A f(x1) + A2 f (x2),

and the equation holds if and only if x; = x,. By induction, we can prove the fol-
lowing general inequality.

Lemma 1.8 If f(x) is called a strictly convex function in the interval (a, b), then
for any positive integer n > 2, any positive numbers A;(1 <i <n), A+ i +---+
Ay = L and any x; € (a,b)(1 <i < n), then we have

FO hix) <) hif (), (1.14)
i=1 i=1

the equation holds if and only if x; = x3 = - -+ = X,,.

We know that f(x) is strictly convex in the interval (a, b) if and only if f "(x) > 0.
Let f(x) = xlogx, then ) = leZ > 0, when x € (0, 400). Then we have the
following logarithmic inequality.

Lemma 1.9 Ifa,,a,...,a,andby, by, ..., b, are two groups of positive numbers,
then there are
n Cll' n Znil ai
a; log — > a;) log =—=——. 1.15
iE:l g b = (;:l ) log ST b (1.15)

Proof Because f(x) = x logx is a strictly convex function, from 1.8, we have

f(z Aixi) < Z)\if(xi)v
i=1 i=1

x; = %4 then

where Y " A; = 1. Take A; = =%,

bi
27:1 bj’
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ﬁ Za, log Z logZ—j,

j=177 =1

Z?:l b is deleted at the same time on both sides, then there is

(Za,)log ll <Za,log
l i=1

l 1

thus (1.15) holds.

The above formula is called logarithm sum inequality, which is often used in
information theory.

1.4 Stirling Formula

In number theory (see reference 1’s Apostol 1976), we can get the average asymptotic
formula of some arithmetic functions by using the Euler sum formula, the most
important of which is the following Stirl/ing formula. For all real numbers x > 1,
we have

Z logm = xlogx — x + O(logx), (1.16)

1<m=<x

where the O constant is an absolute constant. Take x = n > 1 as a positive integer,
then there is Stirling formula

logn! =nlogn —n+ O(logn). 1.17)
In number theory, the Stirling formula appears in the more precise form below,
n! ~ \/27tn(z)"
e

or
n ‘
Iim —— =1

n—o00 \/_( )n

Lemma 1.10 LetO0 < m < n, n, m be nonnegative integer, and ( ) be the combina-

tion number, then
n n"
< (1.18)
m m"(n — m)r—"m
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Proof
n" = (m + (n—m))" > (Z)m’"(n —m)"

The (1.18) follows at once.

We define the binary entropy function H (x)(0 < x < 1) as follows.

H 0, if x = 0. (1.19)
x) = .
—xlogx — (1 —x)log (1 —x), if0<x <1.

It is obvious that H(x) = H(1 — x). So we only need to consider the case of

0<x< % H (x) is the information entropy of binary information space (see the

example 3.5 in Sect. 1.1 of Chap. 3), the image description is as follows (Fig. 1.1):

Lemma 1.11 Ler0 < ) < %, then we have
(i) ZOf[fAn (7) <20,
(ii)log > i3, (1) < nH®).
(iii) lim, o0 +log >0, (1) = HOV).

Proof We first prove that (i), (ii) can be obtained directly from the logarithm of (i).
Fig. 1.1 The information v

entropy of binary
information space T

e
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I=G+0-0)"= > (’Z)Ai(l—,\)""

0<i<in

-y (")(1 A (e

T L 3 AR Y
0<i<in

> > (”)(1—A>"<L>*"

= £ i 1—A
0<i<in

— A—nHO) n

=2 Z <l>

0<i<in

In order to prove that (iii), we write m = [An] = An + O (1), from (ii), we have

1 n
;log > (l) <H®O).

0<i<in

1 n 1 n
-1
n Ogogn <z> n (m)

1
= —{logn! —logm! — log(n — m)!}.
n

on the other hand,

v
|
=)
03

From the Stirling formula (1.17), we have
logn! —logm! —log(n —m)! = nlogn —mlogm — (n — m) log(n — m) + O (logn).
So there are

1
n

logn

)

n

logn
—Alogh — (1 —A)log(l — 1)+ O(—)
n

logn
HO) + O(T).

In the end, we have

1 n
lim —1 =HQ).
Jim log ) () *)

0<i<in

Lemma 1.11 holds.



1.5 n-fold Bernoulli Experiment 15

1.5 n-fold Bernoulli Experiment

In a given probability space, suppose that x is a random event and y is a random
event. We denote the probability of event x occurrence by p(x), the probability of
joint occurrence of x and y is denoted by p(xy) and the probability of occurrence of
x under the condition of event y is denoted by p(x|y), which is called conditional
probability. Obviously, there is a multiplication formula as follows:

pxy) = p(y)p(x|y). (1.20)

Two events x and y, if p(xy) =0, say x and y are incompatible, if p(xy) =
p(x)p(y), say two events are independent, or independent of each other.
A finite set of events {x[, x2, ..., x,} is called complete event group, if

> pGi) =1, and p(x;y;) =0, wheni # j. (1.21)

i=1

In a complete event group, we can assume that 0 < p(x;) < 1(1 <i < n).
Total probability formula: If {x;, x5, ..., x,} is a complete event group, y is any
random event, then we have

PO = plyxi) (1.22)
i=1
and
P =Y pG)p(ylx). (1.23)
i=1
Lemma 1.12 Let {x1, x3, ..., X, } is a complete event group, then the event y can

and can only occur simultaneously with a certain x;, so for any i, 1 <i <n, we
have the following Bayes formula:

p(x)p(ylxi) .
i = <= , 1 <i<n. 1.24
P = s Gy =SS (124

Proof From the product formula (1.20), we have

pxiy) = p(Y)pxily) = p(x) p(ylx).

then there is
px) p(ylx;)

p(xily) = 20)

And from the total probability formula (1.23), then we can know
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px)p(ylx;)
¢ px)p(ylx;)’

— Sn’

pxily) = 3

the Bayes formula (1.24) is proved.

Now we discuss the n-fold Bernoulli experiment. In statistical test, the test with
only two possible results is called Bernoulli experiment, and the experiment satisfy-
ing the following agreement is called n-fold Bernoulli experiment:

(1) There are at most two possible results in each experiment: a or a.

(2) The probability p of occurrence of a in each test remains unchanged.

(3) Each experiment is statistically independent.

(4) A total of n experiments were carried out.

Lemma 1.13 (Bernoulli theorem) In Bernoulli experiment, the probability of event
a is p, and then in the n-fold Bernoulli experiment, the probability B(k; n, p) of a
appearing k(0 < k < n) times is

n
B(k;n, p) = <k>p"q”"‘, qg=1-p. (1.25)

Proof The results of the i-th Bernoulli test are recorded as x; (x; = a or a), then
n-fold Bernoulli experiment forms the following joint event x

X =X|Xp- X, X; =aora.

Because of the independence of the experiment, when there are exactly k x; = a, the
occurrence probability of x is

p(x) = p(x)p(xa) - - p(x,) = prg"*.

Obviously, there are exactly k joint events of x; = a, and the total number is x; = a,

SO
n
B(k;n, p) = <k)p"q”k.

Lemma 1.13 holds.

In the same way, we can calculate the probability of event a appearing at the k-th
in multiple Bernoulli experiments.

Lemma 1.14 Suppose that a and a are two possible events in Bernoulli experiments,
then the probability of the first appearance of a in the k-th Bernoulli experiment is

pg* "

Proof Joint event x = x;x; - - - x; formed by k-fold Bernoulli experiment, where
k —1x; =a, and x; = a, then
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px) = px1) - poa_) px) = pg“".

We have completed the proof.

n-fold Bernoulli experiment is not only the most basic probability model in prob-
ability and statistics, but also a common tool in communication field. Next, we take
the error of binary channel transmission as an example to illustrate.

Example 1.1 (Errorprobability of binary channel) Inbinary channel transmission, a
codeword x of length n is a vector x = (x, x2, .. ., x,) in n-dimensional vector space
7, where x; =0 or 1(1 <i < n). For convenience, let us write x = x1x2 - - - X,.
Due to channel interference, characters 0 and 1 may have errors in transmission,
that is, 0 becomes 1, 1 becomes 0, let the error probability be p (p may be very
small), and the error probability of each transmission is constant. Under the above
assumption, the codeword x with a transmission length of n can be regarded as a
n-fold Bernoulli experiment, and the error probability B(k; n, p) of k(0 <k < n)
errors of x in transmission is

. (Y k on—k 1
B(k;n, p) = 0 )P ,q=1-—p.

1.6 Chebyshev Inequality

We call the variable £ defined as a real number in a probability space a random
variable. For any real number x € (—o00, 400), p(x) is defined as the probability of
the value x of the random variable &, i.e.,

p(x) = P{§ = x}, (1.26)

Call p(x) the probability function of &. If & has only a finite number of values,
or countable infinite values, that is, the value space of £ is a finite number of real
numbers, or countable infinite real numbers, then £ is called discrete random variable;
otherwise, £ is called continuous random variable. The distribution function F (x) of
a random variable & is defined as

F(x) = P{& <x}, x € (—00, +00). (1.27)
Obviously, the distribution function F (x) of £ is defined as a monotone increasing

function on the whole real axis (—oo, +00). And it is a right continuous function,
thatis F(xg) = lim o F (x). The probability distribution of a random variable £ is
xX—> X0+

completely determined by its distribution function F(x), in fact, for any x,

p(x) =Pl =x}=F(x)—- F(x—-0).
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Let f(x) be a nonnegative integrable function on the real axis. And
F(x)= / f@) dt, (1.28)
—o0

f(x) is called the density function of the random variable £. Obviously, the density
function satisfies:

+00
f(x) =0, Vx € (—o0, +00), / fx)dx =1. (1.29)

On the other hand, the function f (x) satisfying the formula (1.29) must be the den-
sity function of a random variable. Here, we introduce several common continuous
random variables and their probability distribution.

1. Uniform distribution(Equal probability distribution)

A random variable £ is equal probability value in interval [a, b], and £ is said to be
uniformly distributed, or it is also called a random variable of uniformly distributed,
and its density function is

1

, a<x<b.
fx)y=1b—-a
0, otherwise.
Its distribution function F'(x) is
0, when x < a.
F(x) = x—a, whena <x <b.

b—a
1, when x > b.

2. Exponential distribution
The density function of random variable & is

re™ . whenx > 0.
0, when x < 0.

f(X)={

where the given parameter is A > 0, and its distribution function is

1—e™, whenx>0.

F(x):{

0, when x < 0.

We call £ an exponential distribution with parameter A or a random variable with
exponential distribution.
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3. Normal distribution
A continuous random variable £ whose density function f(x) is defined as:

1 _a-w?

Nz e =7 , x € (—00, +00).
o

where ¢ and o are constants, o > 0. We say that £ obeys the normal distribution
with parameters of © and 02, and denote as £ ~ N (u, 02). By Possion integral,

fx) =

+00

/ e dx = JT,

—0Q

it is not hard to verify

+oo
f fx)dx =1.

The distribution function F(x) of normal distribution N (/,L, 02) is

X

1 1—w)?
P = = /e—‘zoz’ ar.
o

—0Q0

When = 0,0 =1, N(O, 1) is called standard normal distribution.

Let us define the mathematical expectation and variance of a random variable &.
First, let us see the mathematical expectation of a discrete random variable .

(1) Let & be a discrete random variable whose value space is {x1, x2, ..., X, ...}
Andlet p(x;) = P {&§ = x;}. If

+o00
> il plxi) < oo,
i=1
Then the mathematical expectation E(£) of £ is defined as

+00
E§ = E€) =) xip(x). (1.30)
i=l1

(2) Let &€ be a continuous random variable and f (x) be its density function, if

+00
/ |x| f(x)dx < 400,
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Then the mathematical expectation E(£) of £ is defined as

+00

EE =E@) = /Xf(X)dX-

—00

(1.31)

(3) Let h(x) be a real valued function, then k(&) is also a random variable, and
h(§) is called a function of the random variable £. The mathematical expectation

E(h(§)) of h(§) is Ex(§).

Lemma 1.15 (1) Let& be adiscrete random variable whose value space is {xy, x3, . .

Xn, ...} if E(§) exists, then E,(§) also exists, and

+o0
Ep(§) =) h(x)p(x).
i=1

(2) If € is a continuous random variable, and E (&) exists, then E;(§) also exists,

and
+o00

En(€) = / he) £ ()da.

—00

Proof Let the value space of n = h(§) be {y1, ¥2, .-, Yu, - ..}, then

+00

+00
Pln=yj}=P( |J t=xh= ) PlE=x}.

i=1 i=1
h(xi)=y,; h(x)=y;

By the definition of E (1), then

+00
ExE) =EMm =Y yiP{n=y;}
j=1

+00

400
=Yy Y PlE=x)
j=1 i=1

h(xi)=y;
+00 +00

=2 (> wPE=x)

i=1 j=1
h(xi):}’/

+00
=D h)pa).
i=1

The same can be proved (2).

3}
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The following basic properties of mathematical expectation are easy to prove.

Lemma 1.16 (/) If &€ = c is constant, then E(§) = c.
(2) If a and b are constants, then E(a§ + b€) = aE (&) + bE(§).
(3)Ifa<§ <b thena < E(§) <D.

If the mathematical expectation E (&) of a random variable exists, then (£ — E£)?
is also a random variable (take i(x) = (x — a)?, where a = E(£)), We define the
mathematical expectation Ej (&) of h(£) as the variance of £, denoted as D (&), that
is

D() = E((§ — E£)?).

Denote o = /D (&) is the standard deviation of &£. Here are some basic properties
about variance.

Lemma 1.17 (1) D(£) = E(£%) — E*(§).
(2) If & = ais constant, then D(§) = 0.
(3) D +¢) = D(&).

(4) D(c§) = ¢*D(®).
(5)If ¢ # EE, then D(§) < E((& — 0)%).

Proof (1) can be seen from the definition,

D(§) = E((¢ — E§)?)
= E(&* —2£EE + E*(£))
= E(EY) — 2(EE)* + (E(§))*
= E(£?) — (E&)%.
(2) is trivial. Let us prove (3). By (1),
DE+c)=EW(E +0)%) — (EE +0)?

= E@E? +2cE + ) — (EE)> +2cE(E) + )

= E(E?) +2cE(E) + ¢® — (E&)? —2cE(§) — ¢*

= E(£%) — (E§)* = D(é).

(4) can also be derived directly from (1). In fact,
D(c§) = E(*&%) — (E(c§))?
= CE(€%) — *(E€)’
=c2D(®).

To prove (5), from Lemma 1.16, we notice that the mathematical expectation of
(& — E£)is 0,s0if ¢ # E(§), by (3), we have
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D) =D —c) = E((§ —¢)’) — (E(§ — o).
Since the last term of the above formula is not zero, we always have

D(§) < E((€ — o).

(5) holds. This property indicates that E((§ — ¢)?) reaches the minimum value
D(&) at c = E&. We have completed the proof.

Now we give the main results of this section; in mathematics, itis called Chebyshev
type inequality, which is essentially the so-called moment inequality, because the
mathematical expectation E£ of a random variable £ is the first-order origin moment
and the variance is the second-order moment.

Theorem 1.1 Let h(x) be a nonnegative real valued function of x, & is a random
variable, and expectation E& exists, then for any ¢ > 0, we have

E, (&)

P{h(§) > e} < pa (1.32)
and E
Pih(E) > ¢} < f@. (133)

Proof We prove the theorem only for continuous random variable &. Let f(x) be
density function of &, then by Lemma 1.15,

+00
Ex) = [ hooseo
> / h(x) f(x) dx
h(x)>¢
>¢ / f(x)dx
h(x)>¢
=eP{h(x) > ¢e}.

so (1.32) holds. Similarly, we can prove (1.33).

In the theorem, we can get different Chebyshev inequality by replacing /(&) with
§ — E§.
Corollary 1.1 (Chebyshev) If the variance D(&) of the random variable & exists,
then for any € > 0, we have

D(§)

P{§ — E&| > ¢) < —
&

. (1.34)
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Proof Take h(§) = (§ — ES)2 in Theorem 1.1, then |§ — E£| > ¢ if and only if
h(€) > &2, from definition, E, (&) = D(£). thus

' — E _ E
{I& §|>8}—P{h(§)>82}<%‘
The (j()rollary holds.

Corollary 1.2 (Chebyshev) Suppose that both the expected value E& and the vari-
ance D(&) of the random variable § exist, then for any k > 0, we have

1
P{g — E§[ 2 kv D)} = 13- (1.35)

Proof Take ¢ = k/D(&) in Corollary 1.1, then

DE) 1

kK2DE) k2

P{|§ — E§| = ky D)} =

Corollary 1.2 holds.

In mathematics, p is often used as the expected value, 0 = /D (£)(0 > 0) as the
standard deviation, that is

w=E§ o=yDE), o=0.
Then the Chebyshev inequality in the Corollary 1.2 can be written as follows:
1
PiE — ul z ko) = .7 (1.36)

Corollary 1.3 (Markov) If the expected value of the random variable & satisfying
the positive integer |E|F of k > 1 exists, then

Elglf
gk’

P{l§] = e} <

Proof Take h(£) = |£|¥in Theorem 1.1, Replace ¢ with &¥, then the Markov inequal-
ity is directly derived from Theorem 1.1.

Next, we introduce several common discrete random variables and their probability
distribution and calculate their expected value and variance.

Example 1.2 (Degenerate distribution) A random variable & takes a constant a with
probability 1, thatis & = a, P{£ = a} = 1, € is called degenerate distribution. From
Lemma 1.16, (1), E& = a, its variance is D(§) = 0.
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Example 1.3 (Two point distribution) A random variable & has only two values
{x1, x2}, and its probability distribution is

Plé=x}=p, Plé=x}=1-p, 0<p<1.

& is called a two-point distribution with parameter p, and its mathematical expectation
and variance are
E) =xip+x2(l — p),

D) = p(1 — p)(x; — x2)*.

Specially, take x; = 1, x, = 0, then the expected value and variance of the two-point
distribution are

EE) =p, DE&) = p(—p).

Example 1.4 (Equal probability distribution) Let a random variable & have n values
{x1, x2, ..., x,} and be equal probability distribution, that is

Pif=xi}=—-.1<i=<n.

S| =

& is called a equal probability distribution or uniform distribution with obeying n
points xj, X3, ..., X,. The expected value and variance are

1 1
E@ =3 xi, DE)=—3 (xi— E€)
i=1 i=1

Example 1.5 (Binomial distribution) In the n-fold Bernoulli experiment, the number
of times £ of event a is a random variable from O to n. The probability distribution
is (see Bernoulli experiment)

A ) ("N ok on—k
P{E—k}—b(k,n,p)—(k)pq ,

where 0 < k < n, p is the probability of event a occurring in each experiment. § is
called a binomial distribution with parameter n, p, denotes as & ~ b(n, p). In fact,
b(k; n, p) is the expansion of binomial (p + g)".

Lemma 1.18 Let & ~ b(n, p), then

E@E)=np, D) =npq, g=1-p.
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Proof By definition,
E®) =) kb(kin, p) = Zk( ) gt
k=0
_ — (n—1 k=1 _(n—1)—(k—1)
o E (s

Similarly, it can be calculated

n
E@E) =Y k*b(k;n, p) =n*p* +npq.
k=0

thus
D(§) = E(8%) — (E(§))* = npq.

We have completes the proof.

Lemma 1.19 p, is the probability of event a in the n-fold Bernoulli experiment. If

np, — A, then we have
k

. AT,
lim bk;n, p,) = —e ".
n—00 k!
Proof Write A, = np,, then

. _ h k n—k
b(k’ n, pn) - <k>(pn) (1 - pn)

n
An)¥ k—
= ¢ )(1——) (1——)(1 )” -

Because for fixed k, there is lim (X,)F = A¥, and
n—0oQ

n—00

A
lim (1 — =2k = ¢,
n
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also

. 1 2 k—1
Iim(l--)1—--)---(1——)=1.
n n

n—o00 n

So there are .

: . _ M-
nli)ngo b(k;n, p,) = 0 e .

So Lemma 1.19 holds.

Example 1.6 (Possion distribution) The value of discrete random variable & is
0,1,...,n,..., A > 0is anonnegative real number, if the probability distribution

of £ is
k

A
P{§ =k} = pk, 1) = Ee"\,

& is called a random variable which obeys Poisson distribution. It can be proved
that the expected value and variance of Poisson distribution & are A. When p is very
small, the random variable £, of n-fold Bernoulli experiment can be considered to be
close to the Poisson distribution £. In this case, the probability distribution function
b(k; n, p) can be approximately replaced by the possion distribution, that is

k
np)” np.

b(k;n, p) ~ 0

1.7 Stochastic Process

The so-called stochastic process is to consider the statistical characteristics of a
consistent random variable {£;}?_,. We can describe it as a n dimensional random
vector. Let {§;}7_, be n compatible random variables of a given probability space,

&= (&,&,...,&,) is called an n-dimensional random vector with values in R” in
the probability space.
A stochastic process or a n dimensional random vector & = (£, &, ..., &,) is

uniquely determined by the occurrence probability of the following joint events.
Let A(§) C R be the value space of random variable &;(1 <i <n); then for
any (x1, X2, ...,%,) € A(§1) x A(&) x --- x A(§,) C R”, the probability of occur-
rence of the following joint event is denoted as

pxixy---x,) = p((x1, %2, ..., %) = P& =x1,6 =x2, ..., & = x,}.

Definition 1.7 If for any x; € R(1 <i < n), we have

px1x2 -+ x) = p(x))p(x2) - -+ p(xn).
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Called stochastic process {§;}]_, is statistically independent.

Strictly speaking, each real number x; in the Definition 1.7 should belong to the
set of Borel on the line to ensure the event {§; = x;} generated by &; is the event in
a given probability space.

Similarly, we can define a vector function F(xy, xp, ..., x,) in R" as
F(xi,x2,...,x,) = P{§1 < x1,6 < xp,..., & < xuhs
This is the distribution function of random vector & = (&1, &, .. ., &,). Its marginal

distribution function is

Fi(x;) = P{& < x;} = F(+00, 400, ..., x;, +00, ..., +00).

For the following properties of stochastic process, we do not give any proof. The
reader can find them in the classical probability theory textbook (see reference 1’s
Rényi 1970, Li 2010, Long 2020).

Lemma 1.20 (/) A stochastic process {§;}!_, is statistically independent if and only
if
F(xixp - xp) = F(x1)F(x2) -+ F(xp).
(2) Suppose {&;}!_, is statistically independent, for any real value function g;(x),

then {g;(§;)}'_, is also statistically independent.
(3) If & is n random variables, then

EG +&+---+&)=EG)+EG)+ -+ EG).

(4) If {&;}!_, is statistically independent, the expected value E(§;) of each ran-
dom variable existence, then the mathematical expectation of random variable
& =(&1,6,...,&) exists, and

E@) = E((§1,6,....6)) = EGE&) --- EGn).

Definition 1.8 Let {£;}7°, be a series of random variables, £ is a given random
variable, if for any £ > 0, we have

lim P{|§, — &[] > e} =0,

it is called {£,} converges to £ in probability, denoted as &, L E.

Obviously, &, LN & if and only if for any ¢ > 0, there is

lim P{[§, — & < e} = L.
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If the occurrence probability of an event is p, the frequency of the event in the
statistical test gradually approaches its probability p. Strict mathematical statements
and proof are attributed to the Bernoulli law of large numbers.

Theorem 1.2 (Bernoulli) Let u,, be the number of occurrences of event a in the n-
fold Bernoulli experiment, it is known that the probability of occurrence of a in each
experiment is p(0 < p < 1), then the frequency {%} of a converges in probability
to p, that is, for any ¢ > 0, there is

im P{X" — pl > e =o0.

n—o00 n

Proof Consider = as a random variable, its expected value and variance are
n

n 1
m%»=;Ewu=p

and

M 1 pq
D(—)= 5D, =—, qg=1-p.
n n n

respectively. By Chebyshev inequality (1.34), we have

I rq
P{|= —p| > ¢} < —.
n ne

For any given ¢ > 0, we have

im P{E" — pl> ey =o0.

n—oo n
So Bernoulli’s law of large numbers holds.

In order to better understand Bernoulli’s law of large numbers, we can use a
random process to describe it. Define

1, if event a occurs in the i-th experiment.

0, if event a does not occur in the i-th experiment.

Then &; follows a two-point distribution with parameter p (see Sect. 1.6, example
1.3), and {&}}% is an independent and identically distributed stochastic process.
Obviously,

o =) & EE)=p.
i=l1
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So Bernoulli’s law of large numbers can be rewritten as follows:

1 ¢ 1<
Jim P i|r—l D G- EQ &) < s} =1,
i=1

i=1

where {£;} is a sequence of independent random variables with the same two-point
distribution of 0 — 1 with parameter p. It is not difficult to generalize this conclusion
to a more general case.

Theorem 1.3 (Chebyshev’s law of large numbers) Let {é,-};ff be a series of inde-
pendent random variables, their expected value E(&;) and variance D (&;) exist, and
the variance is bounded, i.e., D(§;) < C holds for anyi > 1, then for any ¢ > 0, we
have

1 & 1 ¢
lim P~ & -~ E@)| <el=1.
i=1

i=1

Proof By Chebyshev inequality,

1 & |-
PA=D & = ~EQ) &) > ¢}
i=1 i=1

- DAY &)
===
_ D&

n2e?

1 n
=—52 D@
i=1

C
<

~ ne?’
So there are

1 ¢ 1 ¢
Jim P{— & =~ EE)l e} =0.
i=l1

i=1
That is, Theorem 1.3 holds.

Chebyshev’s law of large numbers is more general than Bernoulli’s law of large
numbers, it can be understood as a sequence of independent random variables {£;},
the arithmetic mean of a random variable converges to the arithmetic mean of its
expected value in probability.

As a special case, we consider an independent identically distributed stochastic
process {£;}. Because there is the same probability distribution, there is the same
expectation and variance.
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Corollary 1.4 Let {§;} be an independent and identically distributed random pro-
cess, their common expectation is |, the variance is o2, thatis E(&) = u, D(&) =
02(1' =1,2,...), then we have

1 n
lim P{|— ;= e} =1,
lim. {|n§s ul<e)

.1 P
thatis =37\ & —> L.

In the above Corollary, the existence of variance is unnecessary, Sinchin proved
an independent and identically distributed stochastic process {&;}, as long as the
expected value E(&;) = p exists. Then % Y, & converges to its expected value in
probability. This conclusion is called Sinchin’s law of large numbers.

Finally, we state the so-called Lindbergh Levy’s central limit theorem without
proof.

Theorem 1.4 (central limit theorem) Let {&; f:°f is an independent and identically

distributed stochastic process, the expected value is E (&) = u, the variance is
D) =02 > 06 =1,2,...), then for any x, we have

Y& —np 1/)‘,2
lim P{=i=t> 70 oy = [ o7y,
n—oo O'ﬁ /27T

—00

That is, the sum of random variables y";_, &, whose standardized variables converge
to the standard normal distribution N (0, 1) in probability.

Exercise 1 (Nie and Ding 2000)

1. Let A, B, C be three nonempty sets, A > B is the given mapping, 7; and 1,
are any two mappings of B — C. Prove: if o is surjective and 70 = 1p0, then
T = Ty.

2. Lett; and 1, be any two mappings of A — B, o is the given mapping of B — C.
Prove: if o is injective and o t; = 013, then 1] = 15.

3. Let A -2 Bbe ainjective, T : B — A is the left inverse of o, Is the left inverse
T of o unique?

4. Let A - B be a surjective, Is the right inverse of o unique?

5. Suppose that a, m, n are integers, a > 0,m > 1,n > 1, prove

@ +1,a> +1)=1or2.

Thus prove Polya theorem: there are infinitely many primes.
6. On the positive integer set, the Mobius function p(n) is defined as
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10.

11.

12.
13.
14.

1, whenn =1,
u(n) =10, when n contain square factor,
(=17, when n = p|p,--- p;, p;are different primes.

Prove Mobius identity

Zu(d)z{l, whenn =1,

m 0, whenn > 1.

. Suppose ¢(n) is a Euler function, prove

d
p(n) =n2$

d|n

. Let n > 1 be positive integer, prove Wilson theorem:

(n — 1!+ 1 = 0(mod n)

if and only if n is prime.

. Let n and b be positive integers, n > b, prove n can be uniquely expressed as

the following b-ary number:
n==by+bb+bb>+---+b_1b""" where0 < b; <b,r > 1.

n = (b,_1b,_y---b1by); is called the b-ary expression of n and r is called the
b-ary digit of n.

Let f(n) be a complex valued function on a set of positive integers, and prove
the inversion formula of Mobius:

Fy =Y f@d. ¥n=1& f) =Y u@F(), Vn=1.

din dln

Prove that the following sum formula:

Z . ng&z(n).

1<r<n
(r,n)=1

Prove: There are infinitely many primes p satisfies p = —1(mod 6).

Solve the congruence equation: 27x = 25(mod 31).

Let p be a prime, n > 1 be a positive integer, find the number of solutions of
quadratic congruence equation x> = 1(mod p").
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15. In order to reduce the number of games, 20 teams were divided into two groups,
each with 10 team, find the probability that the strongest two teams will be in the
same group, and the probability of the strongest two teams in different groups.

16. (Banach question). A mathematician has two boxes of matches. Each box has N
matches. When he uses them, he takes one match from any box and calculates
the probability that one box has £ Matches and the other box is empty.

17. A stick of length / can break at any two points, find the probability that the three
pieces of the stick can form a triangle.

18. There are k jars, each containing n balls, numbered from 1 to n. Now take any
ball from each jar and ask the probability of that m is the largest number in the
ball.

19. Take any three of the five numbers of 1, 2, 3, 4, 5 and arrange them from small to
large. Let X denote the number in the middle and find the probability distribution
of X.

20. Let F(x) be a distribution function of a continuous random variable, a > 0,
prove

+00

/ |F(x +a) — F(x)|dx = a.

—00

21. (Generalization of Bernoulli’s law of large numbers) Let p, is the number of
occurrences of event A in the first n experiments of a series of independent
Bernoulli experiments, it is known that the probability of occurrence of event A
in the i testis p;, try to write the corresponding law of large numbers and prove
it.
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Chapter 2 ®)
The Basis of Code Theory oo

The channel of information transmission is called channel for short. The commonly
used channels include cable, optical fiber, medium of radio wave transmission and
carrier line, etc., and also include tape, optical disk, etc. The channel constitutes
the physical conditions for social information to interact across space and time. In
addition, a piece of social information, such as various language information, picture
information, data information and so on, should be exchanged across time and space,
information coding is the basic technical means. What is information coding? In
short, it is the process of digitizing all kinds of social information. Digitization
is not a simple digital substitution of social information, but is full of profound
mathematical principles and beautiful mathematical technology. For example, the
source code used for data compression and storage uses the principle of probability
statistics to attach the required statistical characteristics to social information, so the
source code is also called random code. The other is the so-called channel coding,
which is used to overcome the channel interference. This kind of code is full of
beautiful algebra, geometry and various mathematical techniques in combinatorics,
in order to improve the accuracy of information transmission, so the channel coding
is also called algebraic combinatorial code. The main purpose of this chapter is to
introduce the basic knowledge of code theory for channel coding. Source coding will
be introduced in Chap. 3.

With the hardware support of channel and the software technology of information
coding, we can implement the long-distance exchange of various social information
across time and space. Taking channel coding as an example, this process can be
described as the following diagram (Fig. 2.1).

In 1948, American mathematician Shannon published his pioneering paper
“Mathematical Principles of Communication” in the technical bulletin of Bell labora-
tory, marking the advent of the era of electronic information. In this paper, Shannon
proved the existence of “good code” with the rate infinitely close to the channel
capacity and the transmission error probability arbitrarily small by using probabil-
ity theory (see Theorem in this Chap. 2.10), on the other hand, if the transmission
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Input information Output information

Channel

Channel
decoding
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Fig. 2.1 Channel Coding

error probability is arbitrarily small, the code rate (transmission efficiency) does not
exceed an upper bound (channel capacity) (see Theorem in Chap. 3). This upper
bound is called Shannon’s limit, which is regarded as the golden rule in the field of
electronic communication engineering technology.

Shannon’s theorem is an existence proof rather than a constructive proof. How
to construct the so-called good code which can not only ensure the communication
efficiency (the code rate is as large as possible), but also control the transmission error
rate is the unremitting goal after the advent of Shannon’s theory. From Hamming and
Golay to Elias, Goppa, Berrou and Turkish mathematician Arikan, from Hamming
code, Golay code to convolutional code, turbo code to polar code, over the past
decades, electronic communication has reached one peak after another, creating one
technological miracle after another, until today’s 5G era. In 1969, the U.S. Mars probe
used Hadamard code to transmit image information. For the first time, mankind was
lucky to witness one beautiful picture after another in outer space, in 1971, the U.S.
Jupiter and Saturn probe used the famous Golay code G23 to send hundreds of frames
of color photos of Jupiter and Saturn back to earth, 70 years of exploration of channel
coding is a magnificent history of electronic communication.

The main purpose of this chapter is to strictly define and prove the mathematical
characteristics of general codes in theory, so as to provide a solid mathematical
foundation for further study of coding technology and cryptography. This chapter
includes Hamming distance, Lee distance, linear code, some typical good codes,
MacWilliams theorem and famous Shannon coding theorem. Master the content of
this chapter, we will have a basic and comprehensive understanding of channel coding
theory (error correction code).

2.1 Hamming Distance

In channel coding, the alphabet usually chooses a g-element finite field ', sometimes
aring Z,, where g is the power of a prime. Let n > 1 be a positive integer, [ is an
n-dimensional linear space over [, also called codeword space.

Fy = {x = (x1, %2, ..., %)V € Fy ).
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A vector x = (x1, x2,...,X,) In IFZ is called a codeword of length n. For conve-
nience, a codeword x, we write as x = Xx1X3 ... X,, eachx; € I, is called a character,
denoted by 0 = (0,0, ..., 0).

Two codewords x = x1x...x, and y = y1y; ...y, define the number of char-
acters whose Hamming distance is different from x and y, that is

d(x,y) =#{i|ll =i <n,x; # y}. 2.1)

Obviously 0 < d(x, y) < nisapositive integer, the weight function of a codeword
X € IFZ is defined as w(x) = d(x, 0), that is Hamming distance between x and 0. The
following properties are obvious.

Property 2.1 Ifx, y € I}, then

(i) d(x,y) >0,d(x,y) =0ifand only if x = y.
(it) d(x,y) =d(y, x).
(iii) w(—x) = wx).

(iv) dx,y)=d(x—z,y—2),Vz €T,

(v) d(x,y) =w(x —y).

Property (i) is called nonnegativity, property (ii) symmetry and property (iv) trans-
lation invariance. This is the basic property of distance function in mathematics, and
we can analogy with the distance between two points in plane or Euclidean space.

Lemma 2.1 Letx, y € IFZ be two codings, then
w(x £y) < wx) +w(y).

Proof Because w(—x) = w(x), so w(x — y) = w(x 4+ (—y)). We can only prove
wx +y) <w@)+w(y).Letx =x;...X,, Y = y1...Yn then

x+y=a+yDG2+y2) ... (X0 + Yu).

Obviously, if x; + y; # 0, then x; # 0, or y; # 0(1 <i < n). Thus wx +y) <
w(x) + w(y).

wx —y)=wkx+ (—=y)) Swx) +w(=y) =wkx) +w(y).

We have completed the proof.

Lemma 2.2 (Trigonometric inequality) If x, y, z € Fy are three codings, then
d(x,y) <d(x,z)+d(z, ).
Proof From 2.1,if z € IFZ, then

wx —y) <wlx —2z)+w(z—1y).
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Then by property (v), d(x, y) = w(x — y), we have
d(x,y) <d(x,z) +d(z, ).

The Lemma holds.

The nonnegativity, symmetry, translation invariance of Hamming distance and
trigonometric inequality described in lemma 2 together show that Hamming distance
of two codewords is equal to the distance between two points in physical space, which
is areal distance function in mathematical sense. Similarly, we can define the concept
of ball. A Hamming sphere with radius p centered on codeword x is defined as

B,(x) = {yly € F/,d(x,y) < p}, (2.2)

where p is a nonnegative integer. Obviously, By(x) = {x} contains only one code-
word.

Lemma 2.3 Forany x € F?, 0 < p < n, we have

p
Byl =Y (’Z)(q — 1, 23)

i=0
where | B, (x)| is the number of codewords in Hamming ball B,(x).

Proof Letx = x1x5...x,,0 < i < p,i given, let

A; =#{y e Fyld(y,x) = i}.
n .
A= <i>(q -1,
n .
(.)(61—1)’-
l

|B,0(x)| = |Bp(0)|-

Obviously,

SO

-

Il
S

P
IB(x)| =) A; =
i=0

1

Corollary 2.1 ForVx € F?, we have

That is to say, the number of codewords in B, (x) is a constant which only depends
on radius p. This constant is usually denoted as B,,.
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Definition 2.1 If C g ]FZ, C is called a g-ary code, code for short, |C| is the number
of codewords in code C. If |C| = 1, we call C a trivial code, and all the codes we
discuss are nontrivial codes.

For acode of C, the following five mathematical quantities are of basic importance.

Definition 2.2 If C is a code, define

1
Bitrate of C R = R¢c = —logq |C]
n

Minimum distance of C d = min{d(x, y)|x,y € C, x # y}

Minimal weight of C w = min{fw(x)|x € C, x # 0}

Coverage radius of C p = max{min{d (x, ¢)|c € C}|x € F}

Disjoint radius of C p; = max{r|0 < r < n, B,(c;)N B,(c2) =¢, Vci, ¢z €
C, c1 # 2}

It is important to discuss the relationship between the above five mathematical
quantities for the study of codes. We begin by proving lemma 2.4.

Lemma 2.4 Let d be minimum distance of C, p| be disjoint radius of C, then
d=2p1+1, d=2p+2.

Proof We can only prove 2p; + 1 < d < 2p; + 2. If d < 2p4, then there are code-
words ¢; € C, ¢; € C, c] # ¢ such that

d(cy, ) < 2p1.

This means that ¢; and ¢, have at most 2p; different characters. Without losing
generality, we can make the first 2p; characters of ¢; and ¢, different, that is

Cl=4aday...ap0p 41 -..d2p, kokoeee3k
C2Zblbz...bmbp]+1...bzp] kokoeeek

where * represents the same character. We can put
X=aiay...aybp+1...byp %%,

this shows that
d(x,c)) < p1, dx,c) < pi.

That is
x € By, (c1) N B, (c2).

It’s in contradiction with B, (c1) N By, (c2) = ¢. So we have d > 20, + 1. If d >
2p1 +2 = 2(p1 + 1), then we can prove the following formula, which is in contra-
diction with the definition of disjoint radius p;.
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By y1(c) N By 1(c2) = ¢, Yoy, ca € C, ¢1 # .

Because if the above formula does not hold, then ¢y, ¢z € C, ¢| # ¢2, By, +1(c1)
intersects with B, 11 (c2), we might as well make

x € B, 1(c1) N By 41(c2),

Then the trigonometric inequality of lemma 2.2 is derived
d(ci, c2) < d(er, x) +d(ea, x) < 2(p1 + 1),

It contradicts the hypothesis of d > 2(p; + 1). Sowe have 2p; + 1 < d < 2p; + 2.
The Lemma holds.

In order to discuss the geometric meaning of covering radius p, we consider the
set {B,(c)|c € C} of balls on code C, if

L Bo(c) =2,

ceC

Then {B,(c)|c € C} is called a cover of codeword space IFZ.

Lemma 2.5 Let p be the covering radius of C, then p is the smallest positive integer
of {B,(c)|c € C} covering ]FZ.

Proof By the definition of p, for all x € IFZ, there is
min{d(x, ¢)|c € C} < p.

Therefore, when x € ]F; is given, there is a codeword ¢ € C = d(x, c¢) < p, thatis
x € B,(c), this shows that

| B.(c) =F.

ceC

That is, {B,(c)|c € C} forms a cover of IFZ Obviously, {B,—1(c)|c € C} can’t cover
IFZ, because if

U Bo-i(c) =T

ceC
Then forany x e F7,3c e C = x € B,—1(c), s0
min{d(x,c)lce C} < p — 1.

Thus
o = max{min{d(x, ¢)|c € C}|x € IFZ} <p-—1.

The contradiction indicates that p is the smallest positive integer. The lemma holds.
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Lemma 2.6 Let d be the minimum distance of C and p be the covering radius of C,
then
d<2p+1.

Proof 1f d > 2p + 1, Let ¢y € C be given, then we have
B, 1(co) N By(c) =¢, Ye € C, ¢ # cp.
So you can choose x € B,4i(cop), and d(x, cp) = p + 1, then
x & B,(co), x ¢ By(c), Yc e C.

That is, {B,(c)|c € C} cannot cover ]FZ, which is contrary to lemma 2.5. So we
always have d < 2p + 1. The Lemma holds.

Combining the above three lemmas, we can get the following simple but very impor-
tant corollaries.

Corollary 2.2 Let C C I} be an arbitrary q-ary code. d, p, pi are the minimum
distance, covering radius and disjoint radius of C respectively, then

(i) p1 <p.
(ii) If the minimum distance of C isd =2e + 1 = e = py.

Proof (i) Directly from 2p; +1 < d < 2p + 1, if d = 2e + 1 is odd, then by the
lemma24,d =2p,+1=2e+1=¢e=p.

Definition 2.3 A code C, if p = py, is called a perfect code.

Corollary 2.3 (i) The minimum distance of any perfect code C isd = 2p + 1.
(ii) The minimum distance of a code C is d = 2e + 1, Then C is a perfect code if
and only if V x € F”, 3 the only ball B.(c), c € C = x € B,.(c).

Proof (i) can be directly launched by 2p; + 1 < d < 2p + 1. To prove (ii), if C is
a perfect code and the minimum distance is d = 2e + 1, so we have p; = p =e.
On the other hand, if the conditions are right, then the coverage radius of C is
p < e=p <p,s0p = p.C isa perfect code.

In order to introduce the concept of error correcting code, we discuss the so-
called decoding principle in electronic information transmission. This principle is
commonly known as the decoding principle of “look most like”. What looks like
the most? When we transmit through the channel with interference, we receive a
codeword x’ € IFZ, and a codeword x € C. If

d(x,x") =min{d(c, x")|c € C},

x is the most similar codeword to x” in code C. So we decode x’ to x. If the most
similar codeword x is the only one in C, then theoretically, x’ is the codeword received
after x transmission, so x’ % is accurate.
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Definition 2.4 A code C is called e-error correcting code (e > 1). If forany x € F7,
thereis ac € C = x € B,.(c), then c is unique.

An error correcting code allows transmission errors without affecting correct
decoding. For example, suppose that C is a e-error correcting code, then for any
c € C, after c is transmitted through the channel with interference, the codeword we
receive is x, if an error occurs when c is transmitted with no more than e characters
at most, that is d(c, x) < e, so the most similar codeword in C must be ¢, so we can

decode
decode x —— ¢ correctly.

Corollary 2.4 A perfect code with minimal distance d = 2e + 1 is e-error correct-
ing code.

Proof Because the disjoint radius p; of C has p; = p = e with the covering radius
p. Therefore, for any received codeword x € IE‘Z, there exists and only exists a ¢ €
C = x € B,(c). That is, C is e-error correction code.

Finally, we prove the main conclusion of this section.

Theorem 2.1 The minimum distance of a code C is d = 2e + 1, then C is a perfect
code if and only if the following sphere-packing condition holds.

iy (’Z)(q — 1) =" 24)
i=0

Proof If the minimum distance of C is d = 2e + 1, and C is the perfect code =
p=p; =e.So
U Bee) =T

ceC

Then we have

L B.(o)

ceC

=qn

thus

IC|B.=[C|) (’Z)(q -D'=gq".
i=0

Conversely, the sphere-packing condition (2.4) holds. Because the minimum distance
of C isd = 2e + 1, from corollary 2.2, we can see that p; = e, so we have

L Be(e) = .
ceC

It can be concluded that p < e = p; < p, thus p = p;, C is a perfect code. The
theorem holds.



2.1 Hamming Distance 43

When g = 2, the alphabet [, is a finite field of two elements {0, 1}, at this time,
the coding is called binary code or binary code, and the transmission channel is called
binary channel. In binary channel transmission, the most important is binary entropy
function H (}), define as

0, when A =0orA =1,

—Alogh — (1 —A)log(l —X), when 0 < X < 1. 2:5)

H(\) = {

. 1 ) 1

Obviously, HA) =H(1 —A),and 0O < HX) < 1, H 3 =1, thatis A = 3
reaching the maximum. For further properties of H (1), please refer to Chap. 1.

Theorem 2.2 Let C be a perfect code with minimal distance d = 2e + 1, R¢ is the
code rate of C, then

1 e
(i) 1= Re = —log, 3" () < H (%),
n i= n
(ii) When the length of codeword is n — oo, if lim Rc¢ = a, then

n—oo

lim H(f)=1—a.

n—00 n

Proof (i) According to the sphere-packing condition, since C is the perfect code, so

C| ; <’Z) =",

We have

1 1 °(n
~log, [C] + —1 =1
~log, |C| + - ogzZ(i)

i=0
That is

1 ‘. /n e
—re= o2 () <4 ()
i=0

The last inequality is derived from lemma 1.11 in the Chap. 1, so (i) holds. If there
is a limit of Rc when n — oo, again from lemma 1.11 in the Chap. 1, we have

lim H(f)zl— lim Re = 1 —a.

n—o00 n n—o0
The Theorem 2.2 holds.

Finally, we give an example of perfect code.

Example 2.1 Let n =2e + 1 is an odd number, then the repeated code in I} is
A ={0, 1}, where 0 =00...0,1 = 11---1 are Perfect codes of length n.
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First, repeat code A = {0, 1} C IF; contains only twocodes0 =0...0 € F;, 1 =
1...1 e 3, because n = 2e + 1 is an odd number, so from Corollary 2.2, Disjoint
radius of A is p; = e, let’s prove that the covering radius of A is p = p; = e, for
any x € FJ, if d(0, x) > e, that is d(0, x) > e + 1, this shows that at least e + 1
characters are 1 inx = xyx3...x, € I} , the maximum number of e characters is O,
thus d(1, x) < e. This shows that x ¢ B.(0), then x € B.(1), thatis

B.(0) U B.(1) = IF3,

sop <e=p; < p,wehave p = p;. Thatis A is the perfect code. Note that in this
example, e can take any positive integer, so the code rate of the repeat code has a
limit value e

lim R4 =0,= lim H(-) = 1.

n—o00 n—o0 n

As the end of this chapter, we discuss and define the equivalence of two codes.

Let C C Iy, be a code of length n and S, be a permutation group of n elements. Any
o € S, is an permutation, x = x|x...X, € IFZ, We define o (x) as

O’(X) = Xo()Xo(2) - - - Xo(n) S F;, (26)
o(C)={o(c)|ceC}. 2.7)

Definition 2.5 Let C and C; be two codes in ]FZ, if there is 0 € §,, = o (C) =
Cy, Call C and C| is equivalent, denoted as C ~ C;. Obviously, equivalence is
an equivalence relation between codes, because take o = 1, then have C ~ C. If
C ~ C),thatis C; = ¢ (C), then we have C = ¢~'(C)), thatisC ~ C; = C; ~ C.
Similarly, if C ~ Cy, C; ~ C5, then C ~ C;. Because C; = o (C), C; = 1(C}) =
C, = to(C). Another obvious property is that the function of o does not change the
Hamming distance between two codewords, that is, we have

do(x),0(y)) =d(x,y),Vo € 8§,. (2.8)

Lemma 2.7 Suppose C ~ Cjare two equivalent codes, then they have the same code
rate, the same minimum distance, the same coverage radius and the same disjoint
radius. In particular, if C is a perfect code, then all codes C; equivalent to C are
perfect codes.

Proof All the results of lemma can be easily proved by using equation (2.8).

2.2 Linear Code

Let C C ]FZ be a code, if C is a k-dimensional linear subspace of IE‘Z, C is called a
linear code, denote as C = [n, k]. So for a linear code C, we have



2.2 Linear Code 45
1 ko . . .
Rc = —log, |C| = —, minimal distance d = minimal weight w.
n n

Let {1, as, ..., o} C C be a set of bases of linear code C, where

o = oG, - O, E]FZ, 1<i<k.

Definition 2.6 If {«;, ay, ..., a;} is a set of bases of linear code C = [n, k], then
have k x n-order matrix

o
1 oy o et Ay
o
a a .« .. a
G=| | =] 2
oy g1 Qg2 -+ Oy

Called generation matrix of C, write
G = [Ii, Akx@n—i)]s Ir is k order identity matrix.

It is called the standard form of G.

Lemma 2.8 C = [n, k] is a linear code, G is generation matrix, then

C = {aGla € F}}.

Proof Because {a, as, ..., o} is a set of bases of linear code C.V x € C, then
23]
X =aa +aay+ -+ ooy = (a,a,...,a4) | - | =a-G.
273
Where a = (a1, as, ..., a;) € IF’;, the Lemma holds.

Define the inner product in IE‘Z, X=X...Xp, Y=DY1...Yn € IFZ, then define <
X,y >= Y " xiy,if <x,y >= 0, Say x and y orthogonal, denote as x L y.
Definition 2.7 Let C = [n, k] be a linear code whose orthogonal complement space
Ctis

ct={y e]FZ| <x,y>=0,Vx eC}.

Obviously, C* is an [n, n — k]-linear code, and C* is the dual code of C. The
generating matrix H of C* is called the check matrix of C.

Lemma 2.9 C = [n, k] is a linear code, H is a check matrix, then we have
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xH' =0&xeC.

Where H' is the transpose matrix of H.

Proof We only prove the conclusion by taking the standard form of the generating
matrix G of C. Let

G = [It, Akxn-0)] = Ux, Al, A = Apx—b)-

Then the check matrix of C, that is, the generating matrix of dual code C* is

H=[-A L] H = [‘A }
1,1,/(

By Lemma 2.8,if x € C,then3a € F’; = x = aG, thus

xH =aGH' = a[l, A] [I_A ] =0.
n—k

Conversely, if xH' =0, because H is the generating matrix of C*, again by
Lemma 2.8, forVy e C+,3b ¢ ]FZ”‘ = y =DbH, thus

<x,y>=xy =xHbV =0=x e (CH! =C.

The Lemma holds.

By Lemma?29,Vx,y € IFZ, then

xH' =yH & x—yeC.

Because C is an additive subgroup of F?, x H’ is called the check value of codeword
x. Then the check values of the two codewords are equal <. These two codewords
are in the same additive coset of C. The following decoding principle of linear code
is produced.

Decoding principle: If the C = [n, k] linear code is used for coding, through an
interference channel, when the received codeword is x € IFZ, then find a codeword
xo with the least weight in the additive coset x + C of x, that is, x satisfies

Xxo € x + C, and w(xg) = min{w(a)|a € x + C}.

X is called the leader codeword in coset x 4+ C. We’re going to decode x into x — xp.

Lemma 2.10 Ifthe minimum distance of linear code C = [n, k]isd = 2e + 1, then
there is at most one codeword xy = w(xy) < e in any additive coset x + C of C.
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Proof If o, € x4+ C, and w(x) <e,w(B) <e. Then « — B € C. And w(x —
B) < w(a) + w(B) = 2e, but minimal weight of C =Minimal distance of C =
2e + 1, so there are contradictions, thus « = 8. The Lemma holds.

Corollary 2.5 Fora perfect linear code C = [n, k] with minimal distance d = 2e +
1, then there exists and only exists a codeword with weight < e in any additive coset
x 4 C of C. In other words, the leader code in any addition set is unique.

Proof x € IFZ = J ¢ € C such that x € B,(c), thatis d(c, x) <e. So w(x —¢) <
e.But x — ¢ € x + C. The Lemma holds.

Definition 2.8 If any two column vectors of the generator matrix G of a linear code
C = [n, k] are linearly independent, C is called a projective code.

In order to discuss the true meaning of projective codes, we consider the (k — 1)-
dimensional projective space PG(k — 1, q) over F,.

In IE";, any two vectors a = (ay, ay, ..., a;), b = (by, by, ..., by), say a ~ b, if
3% € F;, = a = Ab. Thisis an equivalent relation on IF’; Obviouslyb ~ 0 < b =0,
any a € IF’;, a = {Aa|x € F}}, the quotient set IF’;/~ is called a (k — 1)-dimensional
projective space over IF,. Denote as PG (k — 1, g), therefore

PG(k—1,q) =F/. = {@la € F}.

The number of nonzero points in (k — 1)-dimensional projective space PG (k — 1, q)
is
g -1

A linear code [n, n — k], its check matrix H is a k x n-order matrix, and any
two column vectors are linearly independent, that is H = [ay, a2, ..., a,], then
{a1,as,...,a,} C PGk — 1, q) are n with different nonzeros. So the generating
matrix of an [n, k] projective code consists of n different nonzero points in projec-
tive space PG(k — 1, g). Because n < |PG(k — 1, g)|, when the maximum value

is reached, i.e.
k
g —1
n=|PGk—-1,¢q9)| = .
qg—1

This leads to a perfect example of linear codes, called Hamming codes.

1
ming code if any two column vectors of the check matrix H of C are linearly inde-
pendent.

Definition 2.9 Letk > 1,n = ‘5;1 a linear code C = [n, n — k] is called a Ham-

Since C is an — k-dimensional linear subspace and C* is a k-dimensional linear
subspace, its generating matrix H is a k x n-order matrix. Therefore, if any two
column vectors of H are linearly independent, they represent n different points in
projective space PG(k — 1, g). Because n = %, then the construction of Ham-
ming codes is the most possible.
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Theorem 2.3 Any Hamming code C = [n,n — k] is a perfect code, its minimum
distance is d = 3; therefore, Hamming codes are perfect 1 —error correcting codes.

Proof We first prove that the minimum distance of Hamming code C is d > 3. If
d < 2,thereisx = x1x5...x, = w(x) < 2, that is, there are at most two characters
x; and x; are not 0. Because the minimum distance d = minimum weight w of a
linear code.

Let H = (a1, as, ..., o) be the check matrix of C. if x H' = 0, then

o]
o
(xl’-x27-~'7xn) . =O'

aﬂ

We have «a;x; +ajx; =0, thus o; and «; are linearly related, contradiction. So
d > 3, by Lemma 2.4, then the disjoint radius of C is p; > 1.
On the other hand, ¢ € C, by Lemma 2.3, the number of elements in ball B;(c) is

IBi(c)| = 1+n(g—1) =g~

Because C is a (n — k)-dimensional linear subspace, that is |C| = ¢" %, so

JBi©@l=IClg" =q" = F}],

ceC

= |JBic) =F,.

ceC

Wehave 1 < p; < p < 1= p; =p = 1. C is a perfect code. Its minimal distance
isd = 2p + 1 = 3, the Lemma holds.

Next, we discuss the weight polynomial of a linear code C and prove the famous
MacWilliams theorem.

x € C = [n, k], then the value of weight function w(x) is from 0 to n, actually
wx)=0x=0cC,wx)=n<x=x1...%,,V x; #0. So for each i, 0 <
i < n, define

AG) =#{x € Clw(x) =i}

and weighted polynomials of C.
n
A(z) = Z A;7', zis a variable.
i=0

Obviously, for any given ¢ € C, then the number of codewords in C whose Hamming
distance to c is exactly equal to i is A;, that is
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A, =#{x e Cld(x,c) =i}.

The codes with the above properties are called distance invariant codes; obviously,
linear codes are distance invariant codes.

The following result was proved by MacWilliams in 1963; he established the
relationship between the weight polynomials of a linear code C and its dual code
C+, which is the most basic achievement in code theory.

Theorem 2.4 (MacWilliams) Let C = [n, k] be a linear code over ¥, and the weight
polynomial be A(z), C* is the dual code of C, the weight polynomial is B(z), then

1 —
B@ =g+ (q - 1)z)”A(1+(q—_Z1)Z).

Specially, when g = 2,
2°B(z) = (1 +2)"A(

-z
).

14z

Proof Let vy (a) be an additive feature on IF,. ¥ (a) can be constructed as follows:

Y(a) = exp(@), tr(a) :F, — F,.

For any ¢ € C, we define the polynomial g.(z) as

g =) "Y(<x,c>), 2.9)

x EIFZ
therefore,

Yog@ =) "YY< x> (2.10)

ceC xEIF; ceC
Let’s calculate the inner sum of (2.10). If x € C*, then

Y ¥(<x,c>)=|Cl.

ceC

If x ¢ CL, let’s prove
Y W(<x,c>)=0. 2.11)

ceC
Ifx e Fg,x ¢ Ct, let

Tx)={yeCl<y,x>=0}CC,
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so T (x) is a linear subspace of C. ¢ € C, we consider additive cosets any two code-
words ¢ 4 y; and ¢ 4 y; in this set , we have

<CH+ YV, X >=<C+ Y, X >=<C, X > .

On the contrary, any two additive cosets ¢; + T (x), ¢ + T(x), if < ¢, x >=<
cy,x >,then< ¢ — ¢y, x >=0,thatisc; —¢c; € T(x),s0¢c; +T(x) =c; + T (x).
Therefore, the inner product of any two codewords in ¢ + 7'(x) C C is the same
with x. Conversely, different additive cosets and the inner product of x are not equal.
Because x ¢ C+,3 ¢y € C, such that < ¢p, x >#0, let < cp,x >=a # 0, then
<a'cg,x >=1,letc; =a"'¢y € C,then < ¢y, x >= 1. Therefore,Va € F, =<
acy,x >=a. < ¢, x > takes every element of I, so

Z V(< x,c>)=[C:Tx)] Z V(a) = 0.

ceC aeF,

That is, (2.11) holds. From (2.10), we can get that

Y g =1C1 Y " = |C|B(). (2.12)
ceC xeF’;
xeCt

Define the weight function w(a) = 1fora € Fy,ifa # 0, w(0) = 0.Forany x € IE‘Z,
ceC,write x = X[X3...X,, C =C|C2...Cy, then it is defined by G, we have

g.(2) = Z Zw(X1)+w(Xz)+~~~+w(xu)W(Clxl e Cpxy)

1<i<n
x;€F,

=T]>_ "Wy ().

i=1 xeF,

(2.13)

The inner layer sum of the above formula can be calculated as

11—z, ifci #0,

w(x) . _
2 e) = 14 (g — Dz, ife; = 0.

xeF,

From (2.13), then we have
8e(@) = (1=2)" (1 + (g = D" ™.

Thus
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ch(Z) =1+ (q — I)Z)” Z(ﬁ)ﬂ)(e)

ceC
— (14— DA
= =T TG =
Finally, from (2.12), we have

B(:) = —ﬂ+<4nmeiliﬂ

I e T g = e

=q (1 +( —l)z)"A(L)
=4 9 1+(q—1)z "

We have completed the proof of the theorem.

2.3 Lee Distance

m > 11is a positive integer, Z,, a is residue class rings of mod m, if Z,, is the alphabet
and C C Z}, is the proper subset, then C is called an m-ary code. In this case,
Hamming distance is not the best tool to measure error, we substitute Lee distance
and Lee weight. Leti € Z,,, define Lee weight as

Wi (i) = min{i, m — i}. (2.14)

Obviously,
WL(0) =0, Wi(=i) = Wp(m —i) = WL(0). (2.15)
Supposea = (ay, az, ..., a,) =aiay...a, € Zj,,b = bib,...b, € Zj,, define Lee

weight and Lee distance on m-ary code C as follows
We@) = 3 Weia)
dy@.b) = Wy(a—b).
From (2.15), we have
Wi(—a) = Wi(a),di(a,b) =di(b,a),Ya,beZ,.
Lemma 2.11 ForV a, b, c € Z},, we have the following trigonometric inequalities

d;(a,b) <di(a,c)+di(c,Db).
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Proof Suppose 0 <i <m,0 < j < m, we have
WL+ j) < WL@) + WL(j). (2.16)
Because 0 <i+ j < %, then
Wi +j)=i+j= W@+ WL(j).

If % < i+ j < m, we discuss it in three ways,
1 i< %,j < %,there is

Wi +j)=m—i—j<i+j=Wr@i) + Wr()).
() i <3,j> 7%, thereis
Wi+ j)=m—i—j<m—j=W.(j)< WG+ W.()).

3)i>

[STN

,J < 75, thereis
Wi+ j))=m—i—j<m—i=Wr(@) < W@+ Wr(j).

So we always have (2.16), in Z” , (2.16) can be extended to

Wi(a+b) <Wia)+Wp(b),Ya,belZ,.
So
dp(a,b) =Wr(a—b)=Wr((a—c)+(c—b))
<Wi(a—c)+ Wi(c—b)=di(a,c)+di(cb).
The Lemma holds.

Nextlet’s make m = 4, the alphabet is Z4, On a 4-ary code, we discuss Lee weight
and Lee distance. Suppose a € Z}, 0 <i < 3, let

ni(a)=#jll < j<na=aa...a, a; =i} 2.17)

n;(a) is the number of characters equal to i in codeword a. C C Zj is a 4-ary code,
the symmetric polynomial and Lee weight polynomial of C are defined as

swec(w, x, y) = Z w”O(C)xnl(C)+I‘L3(C)y”2(c) (2.18)
ceC
and
Leec(x, y) = sz'“WL(C’ yWe©, (2.19)

ceC
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Lemma 2.12 Let C C Zj is a 4-ary code with codeword length of n, then the sym-
metric polynomials and Lee weight polynomials have the following relation on C,

Leec(x,y) = swec(xz, Xy, y2).
Proof a € 7, by definition
no(a) + ni(a) + na(a) + n3(a) = n.

Leta = aja;...a,, then

Wi(a) =Y Wi(a;) =ni(a) + 2na(a) + n3(a).

i=1

So
Leec(x,y) = ZXZHO(C) . (xy)n1(0)+n3(6)y2n2(6)
ceC
= swec (x?, xy, y?).
The Lemma holds.

By using Lee weight and Lee distance, we can extend the MacWilliams theorem
to Z4 codes, we have

Theorem 2.5 Let C C Z) be a linear code and C* be its dual code, Leec(x, y) be
a Lee weighted polynomial of C, then

1
Leeci(x,y) = mLeec(x +y,x —y).

Proof Let ¢ be a nontrivial characteristic of Z4, and let iy be
Y(@i)=(-1",i=0,1,23.

Let f(u) be a function defined on Z, we let

gle)=Y_ fuy(<cu>). (2.20)

ueZy

As in Theorem 2.4, there are

Y 2@ =1Cl Y. f. @21)

ceC ueCt

Take
fu) = wnn(u)xm(u)+n3(u)ynz(u)7 uell
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Write u = ujuy ...u, € Zj, then foreach i, 0 <i < 3, we have
ni(u) =n;(uy) +n;(uz) + - -+ n;(uy).

Thus )
fa) =T] f).
i=1

Letc =cica...c, € Zj, by (2.20),
g@) =[] ray (< ci,u>). (2.22)

i=1 ueZy

Now we calculate the inner sum on the right side of equation (2.22).

w+2x 4y, ifc; =0
Zf(u)lﬂ(< ciou>)=1w—y, ifc; =1or3.

ueZy w—2x+y, orc; = 2.
by (2.22),

8(0) = (w +2x + )" (w — y)" OO (w — 2 4 y)" ),
So

Zg(c) =swec(w+2x+y,w—y,w—2x +y).
ceC

by (2.21),
|Clswecs(w, x,y) =swec(w+2x+y,w—y,w—2x+y).

By Lemma 2.12, and replace the variable, there are

1
Leec: (x,¥) = orLeec(s +y,x = ).

We have completed the proof.
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2.4 Some Typical Codes

2.4.1 Hadamard Codes

In order to introduce Hadamard codes, we first define a Hadamard matrix of order
n.Let H = (a;j), if a;; = £1, and

nO---0

On---0
HH =nl, = ,

00---n

H is called a Hadamard matrix of order n. It is easy to verify that the following H,
is a Hadamard matrix of second order

11
Hy = [ L } |
In order to obtain higher-order Hadamard matrices, a useful tool is the so-called

Kronecker product. Let A = (@;;)mxm> B = (bij)nxn, then A and B’s Kronecker
product A ® B define as

ClllB cllzB CllmB

ale azzB asz
A®B = . .

amlB amZB e ammB

Obviously, A ® B is a square matrix of order nm x nm. The following results are
easy to prove.

Lemma 2.13 Let A be a Hadamard matrix of order m, B be a Hadamard matrix of
order n, then A @ B be a Hadamard matrix of order nm x nm.

Proof Let A = (aij)mxm» B = (bij)nxn. H= A ® B, then
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[ aB apB - ay,B anB’ ayB' --- am B’
ang ang asz alzB/ ang’ asz/
HH =
| @m1B a2 B -+ apm B aim B a,B' -+ apm B’
[ c1y\BB’' ¢;BB’ --- ¢1,,BB’
| ¢w1BB' ¢,oBB' --- ¢y BB’
mnl, 0 --- 0
0 mnl,--- 0
| 0 0 ---mnl,
=mnl,,.
The Lemma holds.

Since H, is a Hadamard matrix of order 2, then
HH=H"HhQH® @ H =H"
are Hadamard matrix of order 4 and order 2" respectively.

Let n be an even number and H, be a Hadamard matrix of order n, take
oy, A2, ..., Q, aS n TOW vectors, i.e.,

g —)
(0%) —Q
Hn = s _Hn = .
oy —y
We get 2n row vectors {*o;, £y, ..., £a,}, for each row vectors *+o;, we

replace the component —1 with 0, the row vector «; so permuted is denoted as
o;, —«; denote as —«;, so o; forms a vector of I, denote as

C ={£oy, £ay, ..., £a,} C FJ.

C is called a Hadamard code.

Theorem 2.6 The minimum distance of Hadamard code C of length n (n is an even
number) is d = 5.



2.4 Some Typical Codes 57

g
(%)
Proof Let H, be a Hadamard matrix of order n, H, = . |, Each «; is a row
oy
vector of H,,, substitute «; SN a;,suchthateacho; C IF; become a binary codeword.
We see that this kind of permutation does not change the corresponding Hamming
distance, that is
d(a;,a;) =d(@;,a;)

d(_ai9 _Ol]) = d(ais a])7

where i # j. Let us prove that the minimum distance of C is %, leta =aa;...a,,
b =bb,...b, are two different row vectors of Hadamard matrix H,, because of

ab =0 = iaibi =0.
i=l

And a; = 1, b; = £1. Let the number of the same character be d; and the number
of different characters be d = d(a, b), so there are d; — d = 0, that is d; = d, but
di+d=n,s0od = ’5’ The Lemma holds.

Corollary 2.6 C = {£ay, Loy, ..., Lta,} is Hadamard code, then the Hamming
distance of any two different codewords on C is 7.

Proof {£o,, s, ..., La,}stherow vector of Hadamard matrix, leta = +o;, b =
+a;(i # j), then

ab' =+ ab; =0 = d(a,b) = %
i=1

A code of length n, number of codewords M, minimum distance d, denoted as
(n, M, d), different from linear code [n, k] or [n, k, d], Hadamard code is

n
C=(n,2n,-).
(n n2)

Whenn = 8,d = 4,thisis an extension of Hamming code. Whenn = 32, (32, 64, 16)
is the code used by the U.S. Mars probe in 1969 to transmit pictures taken on Mars.

2.4.2 Binary Golay Codes

In the theory and application of channel coding, binary Golay code is the most famous
one. In order to introduce Golay code G,3 completely, we first introduce the concept
of t — (m, k, A) design.
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Let S be a set of m elements, that is | S| = m. The elements in § are called points.
Let fR be the set of subsets with k elements in S, |R| = M, i.e.,

R={B1,By,....By},B; CS,|Bil=k, 1 <i <M.

Element B; in fR is called block.

Definition 2.10 (S, ®R) is called t — (m, k, 1) design, if for any T C S, |T| =1,
then there are exactly A blocks B in R suchthat T C B.If (S,R) isar — (m, k, 1)
design, denote as (S,R) =t — (m, k,A). If L =1, then t — (m, k, 1) is called a
Steiner system.

In at— (m,k, A) design (S, R), we introduce its occurrence matrix. For any
a € S, the characteristic function yx; (a) is defined as

1, ifClGB[,
xi(a) = )
0, ifa ¢ B;,

write S = {ay, a, ..., a,}, R ={By1, Ba, ..., By}, |R| = M. Matrix

xi(ay) xa(ap) --- xm(ar)

x1(a2) xa(a2) -+ xm(az)
A= (Xj(ai))me = . . .

X1(am) x2(am) -~ X (@m)

A is called the occurrence matrix of  — (m, k, 1) design.

Let’s now consider a concrete example, 2 — (11, 6, 3) design. Where there are
11 points in S and 6 points in R, and any two points in S have exactly three blocks
containing it.

Lemma 2.14 2 — (11, 6, 3) design is the only definite one, that is to say, let S =
{ay,az, ..., a1}, then there are 11 blocks in ‘R,

% = {Bl, Bz, ceey B]l}.

And for any a € S, exactly 6 blocks Bj in R contain a.

Proof Suppose Va € S, there is exactly / B; containing it, because there are exactly
3 blocks in any 2 points, so there are 6/ —[ = 10 x 3. Then [ = 6. In addition,
suppose |R| = M, because each point has exactly six blocks containing it, there is
6xM=11x6,wecanget M = 11.

By Lemma 2.14, the generating matrix N of 2 — (11, 6, 3) design is an 11-order
square matrix
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xi1(ar) xa(a1) --- xuf(ar)
xi1(a2) xa(az) --- xu(az)

xi1(an) xa(ar) - -+ xulan)

And every row of N has exactly six 1’s and five 0’s, and every column of N has
exactly six 1’s and five 0’s.

Lemma 2.15 Let N be the occurrence matrix of 2 — (11, 6, 3) design, then

11---1
NN' =30 +3Ji, Ju=|::. ..
11---1
If N is regarded as a square matrix of order 11 over F,, then

NN' =1+ Ji.

Furtherrank(N) = 10, and the solution of linear equation system X N = Qis exactly
two repeated codewords 0 and 1(0 = (0,0, ...,0),1 =(1,1,...,1)) in IF%I.

Proof Let NN’ = (b;;)11x11, defined by
11
bij =Y xx(a) x(ay).
k=1
Wheni # j, bjj =3, wheni = j, b;; = 6, so we have
NN = 31 +3J11 = 11 + Jii(mod 2).
Let N(mod 2) still be N, which is a square matrix of order 11 over [,. we have

rank(N) = rank(ly1) — rank(Jy;) = 10.

So the solution space of XN = 0 is a one-dimensional linear subspace of F3!. Since
each column vector of N has exactly six 1’s and five 0’s, then

(1,1,...,1)N =(0,0,...,0) e Fi".
So there are exactly two solutions for XN = O:
x=1(0,0,...,0), x=(1,1,...,1).

The Lemma holds.
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Next, let’s construct a matrix G of order 12 x 24, G = (I, P), where

01---1 o
1 o
P = N ,and G = .
1 o2

where o; € F3* is the 12 row vector of G. Obviously we have a weight function

w(ey) =12, w(w) =8, 2<i <12. (2.23)
oy
[2%]

Lemma 2.16 Let G = .|, then {ay, an, ..., a1} C ]F%4 is a linear indepen-
12

dent group, and the weight of any nonzero linear combination is at least 8, that
is
w(ajoy + axop + - - - + apagn) > 8, a; not all zero. (2.24)

Proof Let’s prove that {ai}}il is a set of vectors orthogonal to each other, that is,
the inner product is < @;, a; >= aia} = 0. Obviously we have

<ap,a; >= omx} =6=0(mod?2), j # 1.

Ifi#£1,j#1,i # j,then

11

<o >=1+Y xa)x(a;) =4=0(mod2).
k=1

So < aj,aj >=0, when i # j, that is {ai, as, ..., app} is a linear independent
group of F3*. If a; € 5, not all zero, take a = aja; . . . a, let’s prove (2.24) by
induction of w(a). If w(a) = 1, the proposition holds by (2.23). When w(a) > 8,
the proposition is ordinary, for 2 < w(a) < 7, we can still prove

w(aiog + aray + -+ - +apogp) > 8.

So the Lemma holds.

Definition 2.11 The linear code [24, 12] generated by row vector group {«;, oz, . . .,
app}of Gin IF%“ is called Golay code, denoted as G,4. Remove the last component of
o, o — @;, then@; € F3*. The linear code [23, 12] generated by {1, @2, . . ., @12}
in ]F%3 is called Golay code, denote as G»3.
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Theorem 2.7 Golay code G3 is a perfect code [23, 12] with minimal distance of
d=".

Proof Because the minimal distance of linear codes is minimal weight, by Lemma
2.16,

w(aioy + axdy + -+ - +apdp) = wlaa +aa; +---+apap) —1>7.

On the one hand, w(w;) = 8 forVo;,i # 1,sothereiso; = w(@;) = w(w;) — 1 =
7. So the minimum distance of G,3 is d = 7. On the other hand, we note that

3 3
23 23
|G23|§ <l.)=ZIZE <i>=223~
i=0 i—0

By the sphere-packing condition of Theorem 2.1 = G5 is a perfect code, the Lemma
holds.

2.4.3 3-Ary Golay Code

In order to introduce 3-ary Golay codes, we first define a Paley matrix of order gq.
Let ¢ > 3 be an odd number, and define a second-order real-valued multiplication
characteristic x (a) in the finite field I, as

0, ifa=0;
x(@ =11, ifae )
— 1, ifa ¢ (F))*

Obviously, x is a character in ;. Because ) is a (¢ — 1)-order cyclic multiplicative
group, so we have

=1 1, ifg = 1(mod4);

D=(=D"7 =
x(=h =D —1, ifg =2 or3(mod4).
Write F;, = {ag, a1, ...,a,—1} , where ap = 0, then Paley matrix S, of order g is
defined as
0 x(—a1) x(=ax) - x(=az-1)
X (ar) 0 x(ar —az) -+ x(ar —az—1)
S = (@i —aj))gxq = | x(@) x(a—ai) 0 < x(ag —ag-1)

X(aq—l) X(Clq,1 —Cll) 0
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Lemma 2.17 The Paley matrix S, of order q has the following properties:

(i) Sgdy =J,8, =0.
(i) S48, =ql, — J,.
(iii) S, =(=1)'T5,

Here, 1, is the unit matrix of order q and J, is the square matrix of order q with all
elements of 1.

Proof Let S;J; = (bij)gxq,thenforV0O <i <g—1, 0 < j <q — 1, thereis
g—1
bij =) xlai—a) =) x(=0.

k=0 cel,

So (i) holds. To prove (ii), let S, S(’] = (Cij)gxq> then

q—1
= x(a —a)x(a; — a).
k=0

Obviously, we have

o qg—1, ifi =j;
Y =1, ifi £

So (ii) holds. To prove (iii), noticed that x(—1) = (—1)"z , so

Sy =x(=DS, = (=75
the Lemma holds.

Let g = 5, we consider the Paley matrix S5 of order 5, it has been calculated that

01 —-1-11
1 0 1 —-1-1
Ss=1—-11 0 1 -1
-1-11 0 1
I -1-11 0

In IF%I , we consider a linear code C whose generator matrix is

G:<1611;511>’
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So C is a six-dimensional linear subspace in ]F%l, that is C = [11, 6]. This code is
called 3-ary Golay code. In order to further discuss 3-ary Golay codes [11, 6], we
discuss the concept of extended codes of linear codes.

If C C Iy is a g-ary linear code of length n, the extension code C of C is defined

as
n+l1

C ={(c1,¢2,...,cni)lC1 oy cn) €C, anchi = 0.
i=1

Obviously, C C IFS“ is a linear code.

Lemma 2.18 If C C I is a linear code, the generation matrix is G and the test
matrix is H, then the length of extension code C C FZ“ is n 4+ 1, its generation

matrix G and test matrix H are
11---1
G =[G, Bl, and H = H .|
0
respectively. Where B is a column vector and satisfies that the sum of all column

vectors of B and G is 0. Further, let ¢ = 2, if the minimum distance d of C is odd,
then the minimum distance of C is d + 1.

Proof The generation matrix and check matrix of C can be given directly by defi-
nition. The minimal weight w = w(c) of C can be obtained by ¢ = cj¢3...¢c, € C,
because g = 2, so there are w ¢; = 1, and w is an odd number, then w # 0, let
cur1 = 1, then

c*=cicr...cpp1 € Cand w(c*) =d + 1.

This is the minimal weight in C. The lemma is proved.

Consider the extension codes C = [12, 6] of 3-ary Golay code C =[11, 6], its
generating matrix is
111110
G=|%5k g - (2.25)
5 : ’ :

-1
Note that the sum of the components of each row vector of Ss is 0, and the inner

product of the different row vectors is - 1, and the inner product of the same row
vector is 1, so

G-G =o0.

Therefore, the extended code C is a self-dual code, that is (f)J- =C.
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Theorem 2.8 3-ary Golay code C is a perfect linear code [11, 6], its minimum
distance is 5, so it is a 2-error correcting code.

Proof The weight of each row vector of G is 6, according to the calculation, the
weight of the linear combination of row vectors of G is 6, so the minimum distance
of extension code C is 6 = the minimum distance of C is 5. So the disjoint radius
of C is p; = 2. And because

2
11\,
€l =3°, Z(.)zl=35,
l

i=0

then the condition of sphere packing satisfy

: 11 i 11
c1> )2 =3
i=0

Thus by Theorem 2.1, C is a perfect code, the Theorem holds.

Remark 2.1 1t is worth noting that J.H.VanLint in 1971 (See reference 2 [24]),
A.Tietavainen in 1973(See reference 2 [43]) independently proved that perfect
codes (nontrivial) with minimal distance greater than 3 have only 2-ary Golay codes
G»3 and 3-ary Golay codes over any finite field.

2.4.4 Reed—Muller Codes

Reed and Muller proposed a class of 2-ary linear codes based on finite geometry in
1954. In order to discuss the structure and properties of these codes, we first prove
some results in number theory.

Lemma 2.19 Let p be a prime, k, n be two nonnegative integers whose p-ary is
expressed as

1 1
n= Znipi, k= Zkipi.
i=0 i=0

Then .
(Z) = g <Zj>(mod ), where(llz:) =0, ifk; > n;.

Proof If k = 0, then k; = 0, so the above formula holds. If n = k, then n; = k;, the
above formula also holds. We might as well make 1 < k < n, note the polynomial
congruence

14+ x)? =14 xP(mod p),
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so we have

(14 x)" = (1 + x)Zizoner’

1
= ]‘[(1 + x”")" (mod p),
i=0

Comparing the coefficients of the x* terms on both sides of the above formula, if
there is a k; > n;, then the x¥ terms do not appear on the right side of the above
formula, which means that the coefficients of the x* terms on the left side are

") = 0(mod
(1) =t
n Loin;
(k) = 1_! (k,-)(mOd p).

Massey defined the concept of polynomial weight for the first time in 1973,
on a finite field with characteristic 2 (g = 2"), a polynomial f(x) € IF,[x], whose
Hamming weight is defined as

Ifk; <n; ,VO0<i <l then

We complete the proof of Lemma.

w(f(x)) = The number of nonzero coefficients of f(x).

Lemma 2.20 (Massey, 1973) Let f(x) = Zﬁ:o bi(x +¢) e F,[x] and b; # 0, let
ig be the smallest subscript i of b; # 0, then

w(f(x)) = w((x +)").

Proof | = 0, then iy = 0, the lemma holds. Let/ < 2" be lemma, we consider 2" <
I < 2" write f(x) as

2"—1 1

f) =) "bix+0) + Y bilx+c)

i=0 i=2n
= i) + (x + o) f(x)
= i)+ Hx) +xF fr(x),
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where deg fi(x) < 27, deg f>(x) < 2". There are two situations to discuss:

1) If fi(x) =0, then w(f(x)) = 2w(f>(x)). Because iy > 2", so

w((x +0)°) = w((x* + ) (x + )07
=2w((x + ¢) 7).

From inductive hypothesis
w(f2(0)) = w(x + o).
So there are
w(f () = 2w(H()) > 2w((x + ) ™) = w(x +0)).
(i) fi(x) # 0, i is the subscript of fj(x), i» is the subscript of f>(x). If the term

not 0 in f(x) plus the corresponding term of ' Jf>(x) becomes 0, then 2% f(x)
will have corresponding terms that are not zero, so we always have

w(f(x)) = w(fi(x)), w(fx) = w(fa(x)).

If i} < iy, then iy = i}, from inductive hypothesis,

w(f(x) = w(fi(x) > w((x —c)") = w((x —)).

Similarly, if i, < iy, then iy = i, there is
w(f(x) = w(HK) = w(x —0)?) =w((x —c)).

If iy =i, , then it can always be changed into the case of i| # iy, so we always
have Lemma holds.

Next, we use Massey’s method to construct Reed—-Muller codes. Let m > 1, I}’
be an m-dimensional affine space, denote as AG(m, 2), « € AG(m, 2) is a point in
affine space, write « as an m-dimensional column vector, let {ug, uy, ..., u,—1} be
the standard base of I}, that is

a 1 0
. 0 0
1
o = . , Uy = O yeee, U1 = 0 5
am—1 O l

where a; = 0 or 1. Let’s establish a 1 — 1 correspondence between the points in the
integer set {0 < j < 2™} and AG(m, 2). Let0 < j < 2™, then
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m—1
j = E aijZ’,aij € ]Fz.
i=0
We define
aop;
m—1 ai; .
Xj:E aiju; = . GF,
i—0 :
Aim—1)j

Because when j; # j», thereis x; # xj,, So {x;|0 < j < 2™} gives all the points in
. Write n = 2™ and consider the matrix

aoo apy -+ Ao(n-1)
ao a0 Aim-1
E =[x, x1,...,X-1] = . . ) ,
Am—1)0 Am—D1 " Am—1)(n-1) | ,,%n
Each row vector o; = (@0, dji, - - ., diu—1)(0 < i <m — 1) of E is a vector of I,
which is written as
Qo
o
E = . :(aij)mxn(ofi <m10§j <2m:n).
Upp—1

For each i, 0 <i < m, define a linear subspace in Iy,
B; = {)Cj € IF'znmij = 0}

Obviously, B; is a linear subspace, and the additive coset of B; is called an m — 1-
dimensional plat in IF}'. We consider A; = B; + u;,

A ={x; eFyla; =1,0< j <n} = |A;)| =2"""
We define the characteristic function x;(«) in I} according to A;,

1, ifa e A;;

K@O=00 itaga,

where a € IF}'. So each row vector ¢; (0 <i < m) in E can be expressed as

a; = (xi(x0), Xi (x1)s -+, Xi (Xn=1)).



68 2 The Basis of Code Theory

For any two vectors o = (bg, by, ..., b,—1), B = (co, C1, - .., cp—1) in S, define the
product vector
apf = (boco, bicy, ..., by_icp—1) € F.
So for 0 < iy, i, < m, we have the product of row vectors of E
a;, @iy = (Xi, (%0) Xi, (¥0), Xiy (X1 Xiy (K1) + -+ 5 Xiy (on—1) Xiy (Kn—1))-

So the j-th (0 < j < 2™) component of o;, «;, is

1, 1fx, S Ai] NA;;

i’

Xiy () Xi, (x) = 0, ifx; ¢ Ay, N Ay,
From the definition of A;, obviously,
|A;, N A, =2""2
Lemma 2.21 Letiy, iy, ..., is bethe numberofs(0 < s < m) different indexes from
Otom — 1, then
[A;, NA, N NA | =2",
And a; a;, - - - o € I has a weight function
wloy, o, - roy) =2"70
Proof The first conclusion is obvious. Let’s just prove the second conclusion,

o = o, o= (g, (x0) -+ x5 (x0), Xy (K1) - X (XD - Xy (=) - X (K —1)

has 2"7% x; € A;) N A, N---N A, so there are 2™ components in « that are 1
and the others are 0, so

w(a) = wla; oy, o) =2"7°,
the Lemma holds.

For 0 <[ < 2™, I(l) is defined as an indicator set,

m—1

1) = {iy, iny ..., 05 | = Zaﬂzi satisfy a;; = 0}.
i=0
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The following properties of the indicator set I (/) are obvious:

) fh #L= 1) #1().
() Upgyn 1) =1{0,1,2,...,m —1}.
(i) Kfl=n-—1= I(n—1)is an empty set.

69

The above properties are easy to verify, such as (iii), becausel =n — 1 =2" — 1 =
1 4+2+4---42""1 sothe subscripts i of a;; = 0 don’t exist, thatis I (n — 1) = @.

Sometimes we can write indicator sets I (I) = {iy, iz, ..., is};-

Lemma 2.22 Let0 <[ <n=2",1(1) = {i1,i,...,Is}, re hypothesis

o iy o = (b, bits - b)) € 5,

then in the ring F,[x], there is
n—1
A+ = by
j=0

Proof For0 < j < n, write j = 27:0] a;;2', then
m—1

n—1-— ] = ZcijZi,where Cij = 1 — 4jj.
i=0

l g aj]
( ) | | < )(modZ).
n—1—j o \Cij

i=

( ! .)_l(modZ),
n—1—j

then when a;; = 0, = ¢;; = 0 = a;; = 1, that is to say

By Lemma 2.19,

—

It

l
< )El(mod2)©a,-j=1, forVi e I(]).

n—1—j

on the other hand, from Lemma 2.21,

blj=1<:>-xjEAilﬂAigﬂ.-'ﬂAix<:>aij=1’Wheni€I(l).

(2.26)
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Compare the x"~1=/ terms on both sides of formula (2.26), so we have
n—1
(I+x) =) byx"
=0

The Lemma holds.

For any 0 </ < n = 2", we define the index set I (I) = {i, i», ..., is} and the
vector in [F5.
N[ =0, Q.

s

The index set I (I) corresponding to different / is different, so the corresponding
vector NV is different; since the index set corresponding to/ = n — 1 is an empty set,
the corresponding vector N,_; is defined as

Neoi=,1,..., ) =e.

Leteg = (1,0,...,0),...,e,-1 = (0,0, ..., 1) be a set of standard bases of ;.

Lemma 2.23 For 0 < j < n, we have

m—1

ej =[]+ +ae),

i=0
where «; is the i-th row of matrix E.

Proof For vector a in [}, its complement vector « is defined to replace the component
of 1 in « with 0, and the component of 0 in o with 1. So there are

ata=e=(1,1,...,1),Ya e F.

When 0 < j < n is given, we define the j-th complement of row vector o; (0 < i <
m) of matrix E as

—_— o;, ifa,'/‘ = 1;
o;(j) = '

Ol_i, ifa,-j =0.

Obviously, there is
a;i + (I +ajj)e = a;(j),

from the definition of index set I (/), we have

— e ifigIG):
ai(j) = e—a;, ifiel()).
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Now let’s calculate

m—1

m—1
H(Oli + (A +aijpe) = 1_[ a;(j)
i=0

i=0 i
= H(e—oz,-) 1_[ a; =b.

iel(j) i¢l(j)
where b € I}, let b = (bo, by, ..., b,_1). Obviously, b; = 1. If k # j, then
by = l_[ aik 1_[ (I —ai) =0.
i¢l(j) i€l (j)

Thus b = e;. We have completed the proof of Lemma.

Lemma 2.24 {N;}o<;<n constitutes a group of bases of 3, where N,_1 = e =
(1,1,...,1).

Proof {N,}o<i<n has exactly n different vectors, let’s prove that they are linearly
independent. Let

Ny = o, - -a;, = (bio, by, - . ., biu—1y)s

n—1 n—1

n—1 n—1
daN = ab. Y cbn. ... abiu-)
1=0 1=0 1=0 1=0

be a linear combination. Where ¢ = (¢, ¢y, ..., c,—1) # 0. Because

n—1

f@) =) (1+x) eFalx], f(x) #0.

1=0
By Lemma 2.22, we have

n—1 n—1

F) =0 abx""".

j=0 1=0

So if there’s a component Zf:_o' ¢by; # 0, that is {N;}o<i<n is a group of bases. The
Lemma holds.

Definition 2.12 Let0O < r < m, alinear code of order ritReed—Muller code R (r, m)
be
R(r,m) = L({aj,0t, ... ;|0 <5 <r}) C Fy,

the vector corresponding to s = 0 is e.
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Obviously, when r = 0, R(0, m) corresponds to the repeated code in [F:
RO, m) ={(0,0,...,0),(1,1,..., D}.
For general r, 0 < r < m, R(r, m) is a t-dimensional linear subspace in [}, where

-£(0)

s=0

Lemma 2.25 The dual code of Reed—Muller code R(r, m) of orderr is R(m —r —
1, m).

Proof The dimensions of R(r, m) and R(m —r — 1, m) are

dim(R(r.m)) = Y <’:1)

s=0
and
m—r—1 m
di —r — = .
im(Rm —r — 1, m)) Z <s)
s=0
Because )
r m) m—r— m
=2 (")
s=0 <S s=0 m-—.s
" /m - m
-2 (1) 2 ()
s=0 s=r+1
" /m
=Z( >= (141"
s=0 §
= m:n_
That is

dim(R(r,m)) +dim(R(m —r — 1, m)) = n.
Leto; - - - o, o, j, - - - o, be the basis vectors of R(r,m) and R(m-r-1,m), respec-
tively. Let
o=, B= o, e,
by Lemma 2.21,

w) =2""wPB)=2"", s<r<m,t<m-—r—1,

because s + ¢ < m, the product o = o, o, - - - ;- &j o, - - -, has weight
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) — 2m—(s+t)

w(aB) = wloy, -~y - 00, o,

s

)
<a,pf>=0,

That is, the dual code of R(r, m) is R(m — r — 1, m). The Lemma holds.

Theorem 2.9 Reed—Muller code R(r,m) of order r have minimal distance d =
2" specially, when r = m — 2, R(m — 2, m) is a linear code [n,n —m — 1].

Proof From Lemma 2.21, we have
w(o, 0, - - - o) = 2"78,

so the minimum distance of R(r,m) is d < 2"™~", on the other hand, let /;(r) be the
value of all / of corresponding {iy, i», ..., iy} under the condition of s < r, let

a; o, oy = (bio, brys - .., bia—1y),

then

n—1
fx) = Z (1+x) = Z( Z crby)x"

el (r) =0 lel(r)

Therefore, the weight function of linear combination has the following relationship:

w( Y ce ) = w(f (X))

lEI] (r)

Define iy as
io = min{l|l € I,(r)}.

Obviously,
ig=1424 .. g2m 7t =pmr _1,

from Lemma 2.20, then there is
w(f(x) = w(x+ D) =ig+1=2"".

Because the combination numbers

() ozszr o

are all odd, this is because

i0:1+2+_._+2m7r71’ k=k0+k1 '2+"'+km—r—12’117r71,
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io l
(k) = ]_[ (kl)(mod 2).
(;S) = 1(mod 2).

Inthe end, we have d = 2" . If let r = m — 2, then the minimum distance is 4. The
dimension of R(m — 2, m) is

V k; <1, so as to deduce

So there is

So R(m — 2, m) is a linear code [n, n — m — 1]. The theorem is proved.

Because R(m — 2, m) is in the form of linear code [n, n — k], and the minimum
distance is 4, so we consider R(m — 2, m) as a class of extended Hamming codes.
Although it is not perfect, Hamming codes are perfect linear codes.

2.5 Shannon Theorem

In the channel transmission, due to the interference of the channel, a codeword x € C
cannot be decoded correctly after it is sent, the probability of this error is recorded
as p(x), which is called the error probability of codeword x. According to Hamming
distance, after code C is selected, according to the decoding principle of “look most

like”, the error probability p(x) of a codeword x sendige x' satisfies
1
p(x) =0, ifd(x,x") <p < S
p(x) >0, ifd(x,x") > p;.

where p; is the disjoint radius of code C. Therefore, the error probability p(x) of
code word x is related to code C. The error probability of code C is

1
P(C) = 155 D P

xeC
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It is difficult to calculate the error probability of a codeword mathematically, we take
the binary channel as an example, C C [} is abinary code of length n, to calculate the
error probability p(x) of x € C, we agree that the transmission error probability of
character Ois p, p < %, that is the probability of receiving O as 1 after transmission,
and the probability of character 1 transmission error is also p, although the probability
of error is very low, that is, the value of p is very small, the probability of error exists
due to the interference of channel. We further agree that the error probability of
each transmission of character O or 1 is p, which is called memoryless channel. In
the memoryless binary channel, the transmission of a codeword x = xjx;...x, € C
just constitutes the n-fold Bernoulli test, this probability model provides a theoretical
basis for calculating the error probability of codeword x, let’s take 2-tuple code as
an example.

Lemma 2.26 Let A, be a binary repeated code of lengthn, thatis A, = {0, 1} C FJ,
p(A,) is the probability of error, then

lim p(A,) =0.

n—00
Proof The transmission of codeword0 = (0, 0, .. ., 0) isregarded as n-fold Bernoulli
test, the character O has only two results of 0 and 1 after each transmission, the prob-

ability of occurrence of 0 is ¢ = 1 — p, and the probability of occurrence of 1 is
p < % Let 0 < k < n, then the probability of 0 appearing k times is

N\ ko on—k
()

If k > %n, then there are k > %n 0 characters in the received codeword after the
codeword 0 is transmitted, suppose 0 — 0, then d (0, 6) <n-—k< %n Because
the disjoint radius of repeat code is %n, according to the decoding principle, we can

always decode 0 — 0 correctly; therefore, the error of codeword 0 = (0,0, ...,0) €
7 occurs if and only if when k < %n, the error probability is

n
0) = k n—k'
pO) = > (k>q P
0<k<%
Similarly, the error probability of codeword 1 = (1,1, ...,1) € F} is
n
1) = k n—k'
py= > <k)q P
0<k<%

Therefore, the error probability of repeat code A,, is
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p(A) =Y (Z)q"p“"-

0<k<%

To calculate the limit value n — oo of the above equation, let’s see

0;; <Z> = Z <Z> =2"

0<k<n
Because p < %, so p < ¢, and when k < 7, we have
n
klogZ < —logg.
p-2 "p

It can be directly proved by the above formula

q“p"* < (gp)?.

Thus
p(A,) <2"%(qp)? = (4qp)>.

Because when p < %

) n 1 ( 1)2 0
_ —=(p—-=)2>0,
p p I p )
) |
p(l—p)=pqg < Z,thatis 4pg < 1.
Therefore,
0 < lim p(A,) < lim (4gp)? = 0.
The Lemma holds.

Below, we assume that the channel transmission is binary memoryless symmetric
channel. Each code is binary code. The error probability of each transmission of
characters O and 1 is p,g=1—p, p < % For given codeword length n and the
number of codewords M = M,,, we define Shannon’s probability P*(n, M, p) as

P*(n, M,, p) = min{P(C)|C C F;, |C| = M,}.

Shannon proved the following famous theorem in 1948.

Theorem 2.10 (Shannon) In a memoryless symmetric binary channel, let 0 < A <
1+ plog p + qlogq be a given real number, M,, = 2", then we have

lim P*(n, M,, p) = 0.

n—o00
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In order to understand the meaning of Shannon’s theorem and prove it, we need some
auxiliary conclusions.

Lemma 2.27 0 <A < 1+ plogp + qlogq is a given real number, any binary
code C C F%, if |C| = 2P, then the code rate R¢ of C satisfies

1
A—— < Rc <A,
n

Specially, When n — oo, the rate of C approaches A.

Proof
IC| =2 = log, |C| = [An] < An.

Therefore,
1
Rc = —log, |C| < A.
n

From the properties of square bracket function,

an < [An] +1,
SO
an —1 < [An] = log, |C].
There are | |
A——< —log, |C| =Rc.
n n
The Lemma 2.27 holds.

Combining Lemma 2.27, the significance of Shannon’s theorem is that the code
rate tends to the capacity 1 — H(p) of a channel when the code length n increases
and tends to infinity, and there exists a code C whose error probability is arbitrarily
small, according to Shannon’s understanding, this kind of code is called “good code”.
Shannon first proved the existence of “good codes” under more general conditions
by probability method. Theorem 2.10 is only a special case of Shannon’s channel
coding theorem. To prove Shannon theorem, we must accurately estimate the error
probability of a given number of codewords under the principle of decoding.

Lemma 2.28 In the memoryless binary channel, let the probability of each transmis-
sion error of characters 0 and 1 be p, g = 1 — p, a codeword x = x1x;...x, €
has exactly w characters error during transmission, then forany e > 0, letb = \/”:z ,
we have

P{w > np + b} <e.

Proof For any a codeword x = x1x,...x, € 5, when transmitted in a memoryless
binary channel, it can be regarded as an n-fold Bernoulli test, @ with exactly w errors
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in x can be regarded as a discrete random variable with a value of 0, 1, 2, ..., n, the
probability of occurrence of w is (i.e., the probability of the value w of the random
variable w)

n —w
b(w,n, p) = <w>p“’q” .

Therefore, the probability distribution of @ obeys the discrete random variable of
binomial distribution. From Lemma 1.18 of the first chapter, the expected value
E (w) and variance D(w) of w are as follows:

E(w) =np, D(w) =npgq.

From the Chebyshev inequality of corollary 1.2, for any £ > 0,

1
Pllo — E(w)| =z kv D(w)} < 2k

Take k = JLE’ then we have

P{w > np + b} < P{lo —np| > b} <e.

That is
P{w > np +b} <e.

The Lemma 2.28 holds.

Lemma 2.29 Take p = [np + b), where b = ,/ M then
P10g? = plog p+ O(—),
n n Jn

(1= P log(1 — 2y = glogq + 0(-1)
Slog(1 - =) =glogg 7

Proof When ¢ > 0is given, b = O(4/n), so p can be rewritten as

1
p=w+0u@,§=n+mﬁg

7

Thus

1 1
ﬁ)) log(p + O(W))

1 1
=(p+ O(W))(logp + log(1 + O(W)))-

For the real number x of |x| < 1, we have the following Taylor expansion

Prog2 = (p+ 0
n n
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1 1 1
log(1+x)=x—§x2+§x3—Zx“....

So when |x| < 1, we have
log(1 + x) = O(|x),

thus

1 1
—=)) = 0(—%=),
n

10g(1+0(ﬁ N

we have

1 1
ﬁ))(logp + O(W))

1
=pl o(—).
plogp + (ﬁ)

Prog2 = (p+ 0«
n n

Similarly, for the second asymptotic formula,

o o 1
(1 —=)log(l —=)=gqlogqg + O(—=),
n n n

\/_
the Lemma 2.29 holds.

To prove Shannon theorem, we define the following auxiliary functions, and for
any two codewords x, y € I}, p > 0, define

0, ifd(x,y) > p;

Foe ) =01 i deny) < p.

Let C = {x1, x2, ..., xu} C I} be a binary code of |C| = M, define

g =1—fo(.x)+ > fo(y.x)).
J#

Lemma 2.30 Assuming y € I} is a given codeword, then

gi(y) =0, ifx; € Cisthe only codeword so that d(y, x;) < p,
gi(y) > 1, otherwise.

Proof If there is a unique x; € C such that d(y, x;) < p, then f,(y, x;) =1, but
fo(y,x;) =0( # j), therefore

g () =1-fo(n.x)+ Y fo(y.x;) =0.
i
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Ifd(y, x;) > p, then f,(y,x;) =0, so

g =1—f,0,x)+ Y fox) =1+ fo(y,x)) > 1.
J#i i

Ifd(y, x;) < p, but there is at least one x; # x; such that d(y, x;) < p, then

g =1— fo(y,x;) + pr(y,xj)
J#i
=14+ > frxp=1
J#Lj#k

The Lemma 2.30 holds.

With the above preparation, we give the proof of Shannon’s theorem.

Proof (The proof of Theorem 2.10) According to the assumptions of the theorem, we
assume that 0 < A < 1 4 plog p + g logq is a given positive real number (p < %).

M=M,=2"1C| =M.

Let
IC| = {x1,x2,..., x4} C T},

¢ > (0 is any given positive number,

b=,/%, p = [pn+bl.

Because of p < %, when n is sufficiently large, we have p = pn + 0(J/n) < %n

In order to calculate the error probability of codeword x; € C, suppose x; rant ¥,

if d(x;, y) < p, and there is a unique codeword x; € C such that d(y, x;) < p, so
according to the decoding principle of “look the most like”, x; is the most similar
codeword in C, so we can decode it correctly as y —stransmit 5. “in this case, the
error probability of x; is 0. Otherwise, there will be real decoding error. On the other
hand, y becomes x;, and the occurrence probability of the received codeword after
transmission is the conditional probability p = (y|x;), so the error probability of x;
is estimated as

Pi=p@xi) < > pOylxi)gi(y)
yelF;
M (2.27)
=Y pOlDA = £, x)) + D> pOlx) fo (v, x)).

yel; yel; J‘?
JFl
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According to the definition of f,(y, x;), the first term of the above formula is the
probability that the received codeword y sent by x; is not in ball B, (x;), i.e.

Z plx)(A — f,(y, x;)) = P{received codewords y|y ¢ B,(x;)}.

yer;

Because w = d(y, x;) is exactly the number of w error characters in x; — y, from
the Chebyshev inequality of Lemma 2.28, we have

P{received codewords|y ¢ B,(x;)} = P{w > p} < P{w > np + b} < &,
from (2.27), we have

M
Pi=p)<e+ Y Y pOla)foly. x)). (2.28)

yel; j=1
J#

Because the definition of the error probability p(C) of code C, so there is

M M M
p(C) = % Dopa) e+ MY N pOrIx) Y foly.x)).
i=1 j=1

i=1 yelF} j=1
J#

Since C is randomly selected, we can regard p(C) as a random variable, so
Shannon’s probability P * (n, M, p) is the minimum value of p(C), so it is less
than the expected value of p(C), i.e.

P*(n, My, p) < E(P(C))

M M

et MY DD E(pON) - fr(y.xp).
i=1 yeFs j=1
J#i

When i is given, the random variables p(y|x;) and f,,(y, x;)(j # i) are statistically
independent, so

E(p(ylxi) - fo(v,x7)) = E(pY|xi))E(fp (¥, x)))-
So there is
M M
P My p) <e+ MY Y ST EGO)ES(.x)).  (229)

i=1 yeFy j=I
J#
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Let’s calculate the expected value of f,(y, x;), because y is selected in [F; with equal
probability, so

E(f,(v.x)) = Y p(3) £, %))

yel;
1

= o 1Bo(x))]
1

= 5. 18,01

So there is

M M
P*(n, My, p) =+ M"Y Y E(p(ylxi) Y E(f,(y, x)))

i=1 yeF! ;; 030
y .
- (M —1)|B,(0)]
MY Y Bty M DIBOL
i=1 yel}

Now let’s calculate the expected value of p(y|x;)(y fixed, x; randomly selected in
)
M
E(p(yx)) =Y pl)p(ylxi) = p(y),

i=1

thus

M M

Y Y EGGN=Y.Y p =M.

i=1 yel i=1 yeF"
From (2.30),

. M1
P*(n,M,, p) <e+ o | B, (0)1,
log,(P*(n, My, p) — &) <log, M +log, | B,(0)| — n.

That is

1 1 1
;logz(P*(n, M,, p)—¢e) < ;logzM + ;log2 |B,(0)| — 1.

From Lemma 1.11 of Chap. 1,

1 1 " /n 0
N log, B,(0) = r_110g2 Z(; (l> < H(;),
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where H(x) = —xlogx — (1 —x)log(l —x)(0 < x < %) is the binary entropy
function, so there is

1 1
—log,(P*(n, M, p) — &) < —log, M + H(B) — 1.
n n n

By hypothesis M = 2*", p = [pn + b], b = O(y/n), we have

[An]

1
~logy(P*(n, My, p) — &) < = + H(Z) — 1
n n n

Jo 1
=A+H(=)—-14+0(-).
n n
By Lemma 2.29,
2 p. P 0 o
H(=)=—(>log=+ (1 = —)log(l — =)
n n n n n
1
= —(plogp +qlogqg + O(W))'

So
1 1
- log,(P*(n, M, p) — &) <A — (1+ plogp+qlogq) + 0(—n).

7

By hypothesis . < 1 4+ plog p + ¢ log g, when n is sufficiently large, we have

1
; logZ(P*(n’ Mn’ p) - 8) S _IB(IB > O)

Therefore, 0 < P*(n, M,,, p) <&+ 2P take the limit n — oo on both sides,
finally,
lim P*(n, M,, p) = 0.

n—0o0

We completed the proof of the theorem.

According to Shannon, the code rate is close to a given normal number A,
O<A<l+plogp+qglogg=1— H(p),

the code with arbitrarily small error probability is called “good code”, we further
analyze the construction of this kind of “good code”. (Shannon only proved the
existence of “good code” in probability).

Theorem 2.11 For given 1,0 < . < 1+ plog p +qloggq(p < 1), M, =21, if
there is a perfect code C,, and |C,| = M, then we have

lim p(C,) =0.
n—o0
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Proof 1f perfect code C,, exists, by Lemma 2.27,
1
A——<Rc, <A.
n

Therefore, the code rate of C,, can be arbitrarily close to A, the error probability of C,
can be arbitrarily small, so C, is a “good code” in the mathematical sense. To prove
Theorem 2.11, because C,, is a perfect code, the minimum distance d,, is defined as

dy = 2e, + 1 n
n — <€y , € < <.
2

Because of lim R, = A, by Theorem 2.2, we have

n—oo

) e
lim H(2)=1—-x> H(p).
n—00 n

Because the binary entropy function H (x) is a monotone continuous rising function

O<x< %). So we have the limit lim £, and
n—oo "

e e
lim = > p, thatis 2 p, When n is sufficiently large.
n—-o0o n n

Now consider the error probability p(x) of codeword x = x1x; ...x, € C,, since C,
is e, error correction code, so x — x’, when d(x, x’) < e,, we can always decode
correctly, at this time, the error probability of x is 0. Therefore, x transmission
error, that is, the case where x’ cannot be decoded correctly occurs only in case
d(x', x) = w, > e,. At this point we have(When 7 is sufficiently large)

Wy

e .
— > 2> p+e (existage > 0)
n n

So the error probability p(x) of x € C, is estimated

px) < P{% > pte)

w
< P{|7" —pl > &}

Because when n — o0, the random variable sequence {w,} is a Bernoulli random
process (i.e., for each n, it is n-folds Bernoulli test). From theorem 1.2 in Chap. 1,
we have w

lim p(x) < lim P{|— — p| > ¢} =0.

n— o0 n—oo n

ForV x € C, holds, so
lim p(C,) =0.
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The Theorem 2.11 holds.

From the proof of Theorems 2.10 and 2.11, it can be seen that Shannon randomly
selects a code and randomly selects a codeword, which essentially regards the input
information as a random event in a given probability space, and the transmission
process of information is essentially a random process. The fundamental difference
between Shannon and other mathematicians at the same time is that he regards
information or a code as a random variable. The mathematical model of information
transmission is a dynamic probability model rather than a static algebraic model. The
most important method to study a code naturally is probability statistics rather than
the algebraic combination method of traditional mathematics. From the perspective
of probability theory, Theorems 2.10 and 2.11 regard a code as a random variable,
but they have great particularity. The probability distribution of this random variable
obeys Bernoulli binomial distribution, especially the statistical characteristics of code
rate, which are not clearly expressed. It is the core content of Shannon’s information
theory to study the relationship between random variables with general probability
distribution and codes. One of the most basic concepts is information entropy, or
code entropy. Using the concept of code entropy, the statistical characteristics of a
code are clearly displayed. Therefore, we see a basic framework and prototype of
modern information theory. In the next chapter, we explain and prove these basic
ideas and results of Shannon information theory in detail. One of the most important
results is Shannon channel coding theorem (see Theorem 3.12 in Chap. 3). Shannon
uses the probability method to prove that the so-called good code with a code rate
up to the transmission capacity and an arbitrarily small error probability exists for
the general memoryless channel (whether symmetrical or not). On the contrary, the
code rate of a code with an arbitrarily small error probability must not be greater
than the capacity of the channel. This channel capacity is called Shannon’s limit,
which has been pursued for a long time in the field of electronic communication
engineering technology. People want to find a channel coding scheme with error
probability in a controllable range (e.g., less than ¢) and transmission efficiency (i.e.,
code rate) reaching Shannon’s limit. In today’s 5G era, this engineering technical
problem seems to have been overcome. Returning to theorem 2.10, we see that the
upper limit 1 — H(p) of the code rate is the channel capacity of the memoryless
symmetric binary channel (see example 2 in Sect. 8 of Chap. 3). From this example,
we can get a glimpse of Shannon’s channel coding theory.

Exercise 2

1. Please design a code of length 7, which contains 8 codewords, where the Ham-
ming distance of any two codewords is > 4. The code is transmitted through
symmetric binary channel, assuming the error probability of characters 0 and 1
is p, calculate the success probability of codeword transmission.

2. Let C be a binary code of length 16, satisfy

(i) Each codeword has a weight of 6.
(i7) Any two codewords have Hamming distance of 8.
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10.

11.
12.

13.

14.

15.

16.

2 The Basis of Code Theory

Prove: |C| < 16. Does the binary code C of |C| = 16 exist?

. Let C be a binary code of length n and an error correcting code of one character,

prove
n

2
IC| =<
n+2

(niseven).

. Let C be a binary perfect code of length n, and the minimum distance is 7. Prove:

n=7orn=23.

. LetC C IFZ be a linear code, C = [n, k] and any k coordinates be symmetric,

prove: the minimum distance of Cisd =n — k + 1.

. Suppose C = [2k + 1, k] € F5**! and C ¢ C*, write the difference set C\C.
.Letx =x1xy...x¢ € Fg, Decide Hamming ball |B;(x)|. We can find a code

CC Fg? Where |C| =9, satisfy the Hamming distance of any two different
codewords in C is > 3?

. LetC =[n, k] C IFZ be a linear code, the generating matrix is G, if every column

of G is not all zero, prove

> w(x) =nlg — g™,

xeC

Where w(x) is the weight of codeword x.

. LetC = [n, k] be alinear binary code, and there is a codeword with odd weight in

C, prove that the codewords with even weight in C form a linear code [n, k — 1].
Let C be a linear binary code, the generating matrix G is

1000101
0100101
oo10011})°
0001011

Please decode the received codewords as follows: y; = (1101011),
y2 = (0110111), y; = (0111000).

Let p be a prime, is there a self-dual linear code C = [8, 4] over F,?

Let Ry be the rate of binary Hamming codes, find hm Ry =7

Let C be alinear binary code, the weight dlstrlbutlon polynom1al is A(z), finding
the weight distribution polynomial B(z) of dual code C+.

Let C = [n, k] C 5, weight distribution polynomial be A(z), we use binary
symmetric channel to transmit codewords, and the error probability is p (the
error probability of characters O and 1), we hope that a codeword transmission
error can be detected, and calculate the probability that a codeword transmission
error will not be detected.

There is no linear code C = [15, 8] with minimum distance 5 over any finite
field IF,.

Letn = 2™, proved that Reed—Muller code R(1, m) is Hadamard code of length
n.
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17. Proved that ternary Golay has 132 codewords and its weight is 5. Let x be
the codeword of weight 5, consider all pairs (x, 2x), where w(x) = 5, take the
component whose coordinate component is not zero as a subset. Proved that
there are 66 such subsets and form 4 — (11, 5, 1) designs.

18. If the minimum distance d of a binary code C = (n, M, d) is even, prove that
there exists a binary code such that all its codewords have even weights.

19. Let H be a Hadamard matrix H,,, define

A=H—1,G = (I, A), I is the unit matrix.

Proved that G is the generating matrix of ternary code [24, 12] and the minimum
distance is 9.

20. Let C = [4, 2] be a ternary Hamming code. H is the check matrix of C, let I be
the unit matrix of order 4, J is a square matrix of order 4 with all elements of 1,

define
I+ T
G_[ 0 H—H]’

prove that G generates a ternary code C = [12, 6] and the minimum distance
is 6.
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Chapter 3 ®)
Shannon Theory oo

3.1 Information Space

According to Shannon, a message x is a random event. Let p(x) be the probability
of occurrence of event x. If p(x) = 0, this event does not occur; If p(x) = 1, this
event must occur. When p(x) = 0 or p(x) = 1, information x can be called trivial
information or spam information. Therefore, the real mathematical significance of
information x lies in its uncertainty, that is 0 < p(x) < 1. Quantitative research on
the uncertainty of nontrivial information constitutes all the starting point of Shannon’s
theory; this starting point is now called information quantity or information entropy,
or entropy for short. Shannon and his colleagues at Bell laboratory considered “bit”
as the basic quantitative unit of information. What is “bit”? We can simply understand
it as the number of bits in the binary system. However, according to Shannon, the
binary system with n digits can express up to 2" numbers. From the point of view
of probability and statistics, the probability of occurrence of these 2" numbers is 2i
Therefore, a bit is the amount of information contained in event x with probability %
Taking this as the starting point, Shannon defined the self-information 7 (x) contained
in an information x as

1(x) = —log, p(x). (3.1)

Therefore, one piece of information x contains / (x)-bit information, when p(x) = %,
then 7 (x) = 1.Equation (3.1)is Shannon’s first extraordinary progress in information
quantification. On the other hand, with the emergence of Telegraph and telephone,
binary is widely used in the conversion and transmission of information. Therefore,
we can assert that without binary, there would be no Shannon’s theory, let alone the
current informatics and information age. The purpose of this section is to strictly
mathematically deduce and simplify the most basic and important conclusions in
Shannon’s theory. First, we start with the rationality of the definition of formula (3.1).

If I (x) is used to represent the self-information of arandom event x, the greater the
probability of occurrence p(x), the smaller the uncertainty. Therefore, I (x) should
be a monotonic decreasing function of probability p(x). If xy is a joint event and
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is statistically independent, that is, p(xy) = p(x)p(y), then the self-information
amount is I (xy) = I (x) + I(y). Of course, the self-information amount 7 (x) is
nonnegative, that is /(x) > 0. Shannon prove, the self-information / (x) satisfying
the above three assumptions must be

I(x) = —clog p(x),
where ¢ is a constant. This conclusion can be derived directly from the following
mathematical theorems.

Lemma 3.1 If the real function f(x) satisfies the following conditions in interval
[1, +00):

(i) f(x) =0,
(i) Ifx <y = fx) < f(y),
(iii) fxy) = f(x)+ ).

Then f(x) = clogx, where c is a constant.

Proof Repeated use condition (iii), then there is

FON =kf(x), k>1

for any positive integer k. Take x = 1, then the above formula holds if and only if
f(1) = 0. It can be seen from (ii) that f(x) > Owhenx > 1.Letx > 1,y > 1 and
k > 1 given, you can always find a nonnegative integer n to satisfy

yn < xk < yn+l’
Take logarithms on both sides to get

logx n+1
<

ogy k-’

=

=
—_

On the other hand, we have

nf(y) <kfx) < @n+1f(),

thus
|f()c) log x - 1
fO)  logy Tk’
when k — oo, we have
1
ZAS) = ng, Vx,ye€(,+o00).
f(y) logy

Therefore,
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f&) _ ) — . Vx.y e (1. +00).
logx logy

Thatis f(x) = clogx. The Lemma holds.

In Lemma 3.1, let I (x) = f(ﬁ), then f(x) satisfies the condition (i), (ii) and
(iii), thus I (x) = —clog p(x). Thatis (3.1) holds.

In order to introduce the definition of information space, we use X to represent a
finite set of original information, or a countable and additive information set, which
is called source state set. It can be an alphabet, a finite number of symbols or a
set of numbers. For example, 26 letters in English and 2-element finite field F, are
commonly used source state sets. Elements in X can be called messages, events,
etc., or characters. We often use English capital letters such as X, Y, Z to represent a
source state set, and lowercase Greek letters &, n, . . . to represent a random variable
in a given probability space.

Definition 3.1 The value space of a random variable & is a source state set X; the
probability distribution of characters on X as events is defined as

px)=P{E=x}, VxeX. (3.2)

We call (X, £) an information space in a given probability space, when the random
variable & is clear, we usually record the information space (X, &) as X. If  is another
random variable valued on X, and £ and n obey the same probability distribution,
that is

P{¢=x}=Pn=x}, VxeX.

Call two information spaces (X, &) = (X, 1), usually recorded as X.
As can be seen from Definition 3.1, an information space X constitutes a finite

complete event group, that is, we have

Y px)=10<px) <1, xeX. (3.3)

xeX

It should be noted that if there are two random variables £ and n with values on X,
when the probability distributions obeyed by & and n are not equal, then (X, &) and
(X, n) are two different information spaces; at this point, we must distinguish the
two different information spaces with X; = (X, &) and X, = (X, n).

Definition 3.2 X and Y are two source state sets, and the random variables & and 7
are taken on X and Y, respectively; if & and 5 are compatible random variables, the
probability distribution of joint event xy(x € X, y € Y) is defined as

pxy) =Pl =x,n=y}, VxeX, yeVY. B4

Then, we call the joint event set
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XY ={xylxeX,yeY}

Together with the corresponding random variables & and 7, it is called the product
space of information space (X, &) and (Y, 1), denote as (XY, &, ), when £ and 7
are clear, they can be abbreviated as XY = (XY, &, 7). If X =Y are two identical
source state sets, & and n have the same probability distribution, then the product
space XY is denoted as X2 and is called a power space.

Since the information space is a complete set of events, defined by the product
information space, we have the following full probability formula and probability
product formula:

> p(yx)=p(), VyeY
xeX

> py) =pk), YxeX.

yey

(3.5)

And
px)p(ylx) = p(xy), Vx e X,y €Y.

Where p(y|x) is the conditional probability of y under the condition of x.

Definition 3.3 Let X, X5, ..., X,,(n > 2) be n source state sets, &, &, ..., &, be
n compatible random variables with values, respectively, in X;, the probability dis-
tribution of joint event xyx; - - - x,, is

pxixz---xy) = P{§1 = x1, 6 = X2, ..., & = Xu}. (3.6)
Then called
X1 Xo- Xy ={x1x2- - xplx; € Xi, 1 i <n}
are the product of n information spaces, especially when X; = X, =--- = X, = X,

and each &; has the same probability distribution on X, define X" = XX, - -- X,,,
called the n-th power space of information space X.

Let us give some classic examples of information space.

Example 3.1 (Two point information space with parameter A) Let X = {0, 1} = F,
be a binary finite field, the random variable £ taken on X is subject to the two-point
distribution with parameter A, that is

p(0) = P{E=0}=2,
p()=PE=1=1-2x

where 0 < A < 1, then (X, &) is called a two-point information space with parameter
A, still denote as X.
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Example 3.2 (Equal probability information space) Let X = {x1, x2,...,x,} be a
source state sets, the random variable £ on X obeys the equal probability distribution,
that is |
px)=P=x}=—,VxelX.
| X

Then (X, &) is called equal probability information space, still denote as X.

Example 3.3 (Bernoulli information space) Let Xy = {0, 1} = F,. Let the random
variable &; be the i-th Bernoulli test; therefore, {§;}]_, is a set of independent and
identically distributed random variables. We let the product space

X = (Xo, £&1)(Xo, &2) - - - (X0, &) = Xy C F,

the power space X is called Bernoulli information space, also alled memoryless
binary information space. The probability function p(x) in X is

px) = pxixs---x) =[] ptx), x =0orl. 3.7)

i=1
where p(0) =X, p(1) =1 —A.

Example 3.4 (Degenerate information space) If X = {x}, it contains only one char-
acter. X is called a degenerate information space, or trivial information space. The
random variable £ takes the value x of probability 1, that is P{§ = x} = 1. At this
time, £ is a random variable with degenerate distribution in probability.

Definition 3.4 Let X = {x, x,, ..., x,} be asource state sets, if X is an information
space, the information entropy H (X) of X is defined as

HX) ==Y p)logp(x) = =Y px:) log p(xi), (3.8)

xeX i=1

if p(x;) = 0 in the above formula, we agreed that p(x;) log p(x;) = 0, the base
of logarithm can be selected arbitrarily; if the base of the logarithm is D(D > 2),
then H (X) is called D-ary entropy, sometimes denote as Hp (X).

Theorem 3.1 For any information space X, always have

0 < H(X) <log|X]|. (3.9)
And H(X) = 0 if and only if X is a degenerate information space, H(X) = log | X|
if and only if X is a equal probability information space.

Proof H(X) > 0 is trivial. We only prove the inequality on the right of Eq. (3.9).
Because f(x) = log x is a strictly convex real value, from the Lemma 1.7 in Chap. 1,
thake g(x) = ﬁ is a positive function, p(x) > 0, thus let X = {x1, x2, ..., xn},
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p(xi
023 2 g
=1

H(X) = Z pxi)log

The above equal sign holds if and only if p(x;) = p(x2) = --- = p(x,) = %, that
is, X is equal probability information space. If X = {x} is a degenerate infor-
mation space, because p(x) =1, so H(X) = 0. Conversely, if H(X) =0, let
X = {x1,x2,...,Xn}, suppose 3 x; € X, such that 0 < p(x;) < 1, then

0 < p(x;)log ! < H(X).
p(xi)

i

So there is p(x;) = 1, but p(x;) = 0(j # i); at this time, X degenerates into X =
{x;}, which is a trivial information space, the Lemma holds.

An information space is a dynamic code (which changes with the change of the
random variable on it). For “dynamic code”, that is, the code rate of information space
X, Shannon replaces %H (X) with information entropy, so information entropy H (X)
becomes the first mathematical quantity to describe dynamic code. From Theorem
3.1, when the code is degenerate, the minimum rate of a dynamic code is 0, when
the code is equal probability, the maximum rate is the rate of the usual static code.

Next, we discuss the information entropy of several typical information spaces.

Example 3.5 (i) Let X be the two-point information space of parameter A, then
H(X)=—Alogh — (1 —A)log(l — 1) = H().

H (}) we defined it in Chap. 1, it was called binary information entropy function at
that time. Now we know why it is called entropy function

(i) X = {x}is degraded information space, then H(X) = 0.
(iii)) When X is equal overview information space, then H(X) = log | X]|.

Remark Most authors directly regard a random variable as an information space.
Mathematically, it is convenient to do so and call it the information measurement of
random variables. However, from the perspective of information, using the concept
of information space can better understand and simplify Shannon’s theory; the core
idea of this theory is the random measurement of information, not the information
measurement of random variables.

3.2 Joint Entropy, Conditional Entropy, Mutual
Information

Definition 3.5 Let X, Y be two information spaces, and &, n be random variables
with corresponding values, respectively. If € and n are independent random variables,
that is
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PlE=x,n=y}=P{E=x}-Pln=y}, Vxe X, yeY.

X and Y are called independent information space, and the probability distribution
of joint events is

pxy) =px)p(y), Vx e X,y €Y.

Definition 3.6 Let X, Y be two information spaces, the information entropy H (XY)
of the product space XY is called the joint entropy of X and Y, that is

H(XY) == > play)log pxy). (3.10)

xeX yeY

The conditional entropy H (X|Y) of X versus Y is defined as

H(X|Y) == "> p(xy)log p(x|y). (3.11)

xeX yeY

Lemma 3.2 (Addition formula of entropy) For any two information spaces X and
Y, then we have

HXY)=HX)+ HY|X)=H)+ H(X|Y).
Generally, for n information spaces X1, X, ..., X,, we have
H(X1 X2+ X)) = Y HXi|X; 1 Xi 2+ X1). (3.12)
i=1

Proof By (3.10) and probability multiplication formula,

H(XY) ==Y p(xy)log p(xy)

xeX yeY

==Y > plxy)og p(x) +log p(y|x))

xeX yeY
== p)logp(x) + H(Y|X)
xeX
=H(X)+ HY|X).
The same can be proved

H(XY)=H(Y)+ HX|Y).

We prove (3.12) by induction, when n = 2,
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H(X1X>) = H(X)) + H(X2|Xy).
The proposition is true, and for general n, we have

H(X\ Xy X,) = HX, Xy X,_1) + HX,| X1 X2+ X,21)
n—1
=Y HX;|Xi1 Xia-- X1) + HX,| X1 X2+ X, 1)
i=1

n
= Z H(X;|X;1Xi—2---X1).
i—1

The Lemma 3.2 holds.

Theorem 3.2 We have
H(XY) < H(X)+ H(). (3.13)

If and only if X and Y are statistically independent information spaces,

H(XY)=HX)+ H(Y). (3.14)
Generally, we have
HX 1 Xo---X,) < HX)+H(X2) +---+ H(X,). (3.15)
If and only if X1, X», ..., X, is an independent random process,
H(XX;---X,) = HX;) + H(X3) +---+ H(X,). (3.16)

Proof By definition and Jensen inequality, we have

H(XY)— H(X)— H(Y) =) p(xy)log PP

xeX yeY ( )

<log) > p(x)p(y)

xeX yeY

=0.

The above equal sign holds, if and only if forallx € X,y € ¥, £ (;()Xp} ()V) = ¢( where

c is a constant), thus p(x) p(y) = cp(xy). Both sides sum at the same time, we have

L= p@ Y pM=c) > pay),

xeX yey xeX yeY
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thusc = 1, p(xy) = p(x)p(y).Soifand onlyif X and Y are independent information
spaces, (3.14) holds. By induction, we have (3.15) and (3.16). Theorem 3.2 holds.

By (3.15), we have the following direct corollary; for any information space X
and n > 1, we have
H(X") <nH(X). (3.17)

Definition 3.7 Let X and Y be two information spaces, and say that X is completely
determined by Y, if there is always asubset N, C Y of Y forany given x € X, satisfies

x|y)=1, ify € N,;
{p( 1y) y (3.18)

px|y) =0, ify ¢ N,.

With regard to conditional information entropy H (X|Y), we have the following
two important special cases.

Lemma3.3 (i) 0 < H(X|Y) < H(X).
(ii) If the information space X is completely determined by Y, then

H(X|Y)=0. (3.19)
(iii) If X and Y are two separate information spaces,
H(X|Y) = H(X). (3.20)

Proof (i) is trivial. Let us prove (3.19) first. By Definition 3.7 and (3.18), for given
x € X, we have

pxy) =ppxly) =0, y ¢ N,.

Thus
H(X|Y) ==Y p(xy)log p(x]y)

xeX yeY

==Y plxy)logp(x|y) =0.

xeX yeN,

The proof of the formula (3.20) is obvious. Because X and Y are independent, the
conditional probability

pxly) =pkx), VxeX,yeY.

Thus
HXX|Y) ==Y px)p(y)log p(x)

xeX yeY

= — Z p(x)log p(x) = H(X).

xeX
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The Lemma 3.3 holds.

Next, we define the mutual information 7 (X, Y) of two information spaces X and
Y.

Definition 3.8 Let X and Y be two information spaces, and then their mutual infor-
mation / (X, Y) is defined as

1X.7) =33 pay)log?

(xy)
xeX yeY p

3.21
) (3.21)

x|
X

From the multiplication formula of probability, forall x € X,y € Y,

pX)p(ylx) = p(y)plxly) = p(xy).

‘We have
pxly)  p(ylx)

px)  p(y)

Therefore, there is a direct conclusion from the definition of mutual information
1(X,Y)

I1(X,Y)=1(,X).
Lemma 3.4

I1(X,Y) = HX) — HX|Y) = HY) — HY|X).

Proof By definition,

1007 = Y3 plaey)log 252

xeX yeY p(x)

=YY pylogpxly) =Y plxy)log p(x)
xeX yeY xeX yeY

= —H(X|Y) =) p(x)log p(x)

xeX

= H(X)— HX]|Y).
The same can be proved
I(X,Y)=H)— HY|X).

Lemma 3.5 Assuming that X and Y are two information spaces, 1(X,Y) is the
amount of mutual information, then

H(XY) = H(X)+ H(Y) - I[(X,Y). (3.22)
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Further, we have I (X, Y) > 0, ifand only if X and Y are independent, [ (X,Y) = 0.

Proof By the addition formula of Lemma 3.2,
H(XY)=HX)+ H(Y|X)
=HX)+ HY)—-(HY)—- HYI[X))
=HX)+HY)-I1(X,Y).
The conclusion about 7 (X, Y) > 0 can be deduced directly from Theorem 3.2.

Let us prove an equation about entropy commonly used in the statistical analysis
of cryptography.

Theorem 3.3 If X, Y, Z are three information spaces, then

H(XY|Z) = H(X|Z) + HY|XZ)

(3.23)
= H(Y|Z)+ H(X|YZ).

Proof By the definition, we have

H(XY|Z) ==Y 3" p(xyz)log p(xylz).

xeX yeY zeZ

By probability product formula,

p(xyz) = p(2)p(xylz) = p(xz) p(ylxz).

Thus

plxylz) = % = p(xlD)p(yIx2).

So we have

H(XY|Z) ==Y plxyz)log p(x|z) p(yx2)

xeX yeY zeZ

== Z Z Z p(xyz)(log p(x|z) + log p(y|xz))

xeX yeY zeZ

=—> Y pGx)logp(xlz) = Y > > p(xyz)log p(ylxz)

xeX zeZ xeX yeY zeZ

=HX|Z)+ HY|XZ).
Similarly, the second formula can be proved.

Finally, we extend the formula (3.15) to conditional entropy.
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Lemma 3.6 Ler X, X», ..., X,, Y be information spaces, then we have
H(X1Xo-+- Xy|Y) = HX4|Y) + -+ - + H(X,|Y). (3.24)
Specially, when X, = X, = --- = X, = X,
H(X"|Y) <nH(X]|Y). (3.25)

Proof We make an induction of n. The proposition is trivial when n = 1. Let the
proposition be true when n, i.e.,

H(X1Xo-- XalY) S HX|Y) + -+ H(X,|Y).
Then whenn + 1, welet X = XX, --- X,,, then

H(X X5 Xp1Y) = H(X Xy 11Y)

- _Z Z Zp(xzy) log p(xz|y).

xeX zeX, 4 yeY

From the full probability formula,

HX|Y)+ HXpt]V) ==Y Y Y plxzy)log p(x|y)p(zly).

xeX zeX,4) ye¥Y
So by Jensen inequality,
H(XXp1|Y) — HX|Y) — H(X,411Y)

_Z Z Zp(x y) log 2N PELY) pxly)p(zly)

xeX zeX 4 ye¥ p(ley)

<log) > > pMp&lypEly).

xeX zeX,q yeY

By product formula

S S rmpGypGly)

xeX zeXpq yevy

=Y > PP

xeX yeY

=> px) =1

xeX

So by the inductive hypothesis,
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H(XX,1]Y) < H(Xp1|Y) + H(X[Y)
< HOXGIY) + HX|Y) + -

The proposition holds for n + 1. So the Lemma holds.

3.3 Redundancy

+ H(Xu1|Y).

103

Select a alphabet I, or a remaining class ring Z,, of module m, each element in the
alphabet is called character, and in the field of communication, alphabet is also called
source state, and character is also called transmission signal. If the length of a g-ary
code is increased, redundant transmission signals or characters will appear in each
codeword. The digital measurement of “redundant characters” is called redundancy,
which is a technical means to improve the accuracy of codeword transmission, and
redundancy is an important mathematical quantity to describe this technical means.
Therefore, we start by proving the following lemma.

Lemma 3.7 Let X, Y, Z be three information spaces, then

H(X|YZ) < H(X|Z).

Proof By total probability formula,

So

H(X|Z)

=YY p(x2)log p(xl2)

xeX zeZ

xeX zeZ yeY

H(X|YZ) — H(X|Z)

_ p(x]z2)
- g }eZY 2 plvzlioe p(xlzy)

p(xyz) p(x|z)
< logzzz P

xeX yeY zeZ

=log) Y > pGrapxla)

xeX yeY zeZ

=log) > p@plxl)

xeX zeZ

=0.

Thus H(X|YZ) < H(X|Z). The Lemma holds.

=33 pxyz)log p(x|z).

(3.26)
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Let X be a source state set and randomly select codewords to enter the channel of
information transmission is a discrete random process. This mathematical model can
be constructed and studied on X by taking the value of a group of random variables
{&;}i>1. Firstly, we assume that {§;};>; obeys the same probability distribution when
taking value on X, and we get a set of information spaces {X'};>1, let Hy = log | X|
be the entropy of X as the equal probability information space, for n > 1, we let

H, = H(X|X"™Y, H, = H(X).

By Lemma 3.7, then {H,} constitutes a number sequence with monotonic descent
and lower bound, so that its limit exists, that is

lim H, = a (a > 0). (3.27)
n— 00

We will extend the above observation to the general case: Let {§;};>; be any set of
random variables valued on X, for any n > 1, we let

Xn = (X, én)a n = L.

Definition 3.9 A source state set X has a set of random variables {&;};~; valued on
X, then X is called a source.

(i) If{&}i>1 is a group of independent and identically distributed random variables,
X is called a memoryless source.
(i) If for any integers k, t1, t2, . . ., t; and h, random vector

s & v 8D Gl Stytns - -+ Snt)

obey the same joint probability distribution, then X is called a stationary source.
(iii) If {&};>1 is a k-order Markov process, that is, for Vm > k > 1,

p(xm|xm—l~xm—2 ce 'xl)
= pXp|Xp—1Xm—2 - Xpi), VX1, X2, ..., Xy € X,

Then X is called k-order Markov source, specially, k = 1, i.e.,

Pl Xp—1Xm—2 - - x1) = p(XlXp—1), Y X1, %2, ..., %, € X,

call X Markov source.

The concept from information space to source changes from a single random
variable taking value on X to an infinite dimensional random vector, so that the
transmission process of code X constitutes a discrete random process. By definition,
we have
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Lemma 3.8 Let X be a source state set, and {&;};>| be a set of random variables
valued on X, we write
Xi=(X,§),i>1L (3.28)

(i) If X is a memoryless source, the joint probability distribution on X satisfies
paixs-x) =[] pCa), xi € Xi, n = 1. (3.29)
i=1

(ii) If X is a stationary source, then for all integers ty, to, ..., ti(k > 1) and h, there
is the following joint probability distribution,

p(xll'xtz e -xl‘k) = p(xf|+/’lx1‘2+h o 'xthr/’l)s (3'30)

where x; € X;, i > 1.
(iii) If X is a stationary Markov source, then the conditional probability distribution
on X satisfies foranym > 1 and x1x5 - - - xp, € X1 X2 - - - X;, we have

PXmlxt - Xp—1) = Xy |Xp—1)

, (3.31)
=Pléi=xnléi=xn), VI<i<m-—1

Proof (i) and (ii) can be derived directly from the definition. We only prove (iii). By
(i1) of the definition 3.9, for Vi > 1, we have

P{Et = Xm—1, Ei-ﬁ-l == xm} == P{gm—l = Xm—1, Em = xm}

and
Pl& = xpm1} = Pl&u—1 = X1}

Thus

P& = xu 1} P& = xmléi = X1}

= P{%‘mfl = xmfl}P{%‘m = xm|‘§m71 = .mel}.
We have

P{fpr] = xm|€i = -xmfl} = p(xm|-xm71)~

The Lemma holds.

Corollary 3.1 A memoryless source X must be a stationary source.
Proof Derived directly from Definition 3.9.

Next, we extend the limit formula in memoryless sources revealed by formula
(3.27) to general stationary sources. For this purpose, we first prove two lemmas.
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Lemma 3.9 Let {f(n)},>1 be a sequence of real numbers, which satisfies the fol-
lowing semi countable additivity,

fn+m) < fn)+ f(m), Yn=1, m=>1.

1
Then lim — f(n) exists, and

n—-oon

lim 1f(n) — inf {%f(n)m > 1} . (3.32)

n—>o00 n

Proof Let

1

) =inf{—f(n)|n > 1} , § £ —00.

n
For any ¢ > 0, select a sufficiently large positive integer m so that

1 £

—f(m) <8+ —.

m 2
Letn = am + b, where a is an integer, 0 < b < m, by semi countable additivity, we
have

f) <af(@m)+ (n—am)f(l).

Divide n on both sides, we have

a b
m+bf(m)+am+b

1
—f(n) < J.
n a

For given b, when m is large enough, we have

b 1

am—+b 2

So there is 1 1 1
—f(n) < —f(m)+ e <e+34. (3.33)
n m 2

Thus we have 1 |
§< lim —f(n) < Tm —f(n) <8 +e.
n n—oo n

n—oo

So 1
lim — f(n) = 6.
n—oo n

If § = —o0, by (3.33),
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1
lim — f(n) = —o0,
n—oon

so we still have :
lim — f(n) =8§ = —oo0.

n—-oo n
The Lemma holds.
Lemma 3.10 Let {a,},>1 be a sequence of real numbers, and the limit lim a, = a,
n—o0
then
1 n
Jim 2 =
i=1
Proof

1 n
- E a; —da
n

i=1

1 n
< - -
. ;Zl (@i —a)|

=E§w—m
1 N 1 n
r—l;|ai—a|+z Z lai —a

i=N+1

A

1< n—N
—Z|a,~—a|+ €
n

X n
i=I
N
1
<—Z|ai—a|+e.
n

i=1

When ¢ > 0 is given, Nis also given accordingly, the first item of the above formula
tends to 0, when n — oo. So for any ¢ > 0, when n > Ny,

1 n
- E a; —da
n

i=1

< 2e.

Thus there is
1 n
lim — a;, =a.
i—

The Lemma holds.
With the above preparations, we now give the main results of this section.

Theorem 3.4 Let X be any source, {§;}i>1 is a set of random variables valued on
X. For any positive integer n > 1, let

Xn = (X, En)a nz= L.
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Then when X is a stationary source, we have the following two limits that exist and
are equal, that is

1
lim —H(X1X2...Xn) = lim H(Xn|X1X2...X,l_1).
n—00

n—>o0o n

We denote the above common limit as Hy, (X).

Proof Because X is a stationary source, for any n > 1, m > 1, then the joint event

probability distribution of random vector {£,1, 42, - - ., E,4m} On X is equal to the
joint probability distribution of random vector (£1, &, ..., &,); therefore, we have
H(XIX2"‘Xm) = H(Xn+1Xn+2"’Xn+m)' (334)

By Theorem 3.2, then

H(X Xy Xy X1+ Xogm) S HXy - Xp) + H( X1 -+ Xogm)
=HX;---X,) + H(X;--- X,).

Let f(n) = H(X;---X,), then f(n+m) < f(n)+ f(m), so {f(n)},>1 is a non-
negative real number sequence with semi countable additive property, by Lemma
3.9, we have

n—>oo n

1 1
lim —H(X1 Xz X,) = inf{—H(X1X2-~-X,l)|n > 1} > 0.
n

Next, we prove that there is a second limit, that is

lim H (X X1 X2 - Xo_1)exist.

n—oo

Firstly, we prove that the sequence is monotonically decreasing, because X is a
stationary source, SO

H(X X, - X,_1) = HX2X3---X,)

and
H(X2 X3+ XpXy1) = HX 1 Xo -+ X)),
So we have
H(X,11X2X3--- X)) = HX, X1 X2+ - X,1). (3.35)
By Lemma 3.7,

H(X, X1 X2 X,) < HX 11X X3 --- X))
= H(Xn|XlX2 T Xn—l)-
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So {H(X,|X1X,---X,—1)}x>1 is a monotonically decreasing sequence and has a
lower bound, so lim H(X,|X;X> - X,—) exist. Further, by the addition formula
n—oo

of Lemma 3.2,

1 l n
—H(X1 Xy Xp) = = > HXi| X1 Xz X;1).
n n

i=1

By Lemma 3.10, finally we have

1
lim —H (X X2 X,) = lim HX,|X1 X2 Xn_1) = Hoo(X).

n—oo n

We completed the proof of the Theorem.

We call Hy (X) the entropy rate of source X. obviously, there is the following
corollary.

Corollary 3.2 (i) For any stationary source X, we have
Hyo(X) < H(Xy) < log|X].
(ii) If X is a memoryless source, then
Ho(X) = H(X)).
(iii) If X is a stationary Markov source, then
Hyo(X) = H(X>|X1).
Proof Since {H (XX - X,—1)}s>1 is amonotonically decreasing sequence, then
Hyo(X) < H(X)).

That is, (i) holds. If X is a memoryless source, then

H(Xlxn)z— Z Z p(xl_xZ...xn)logp(_xl_xz...xn)

x1€X) xpeX,

==Y Y plxr...x) {log p(xr) + -+ log p(xn)}

x1€X x,€Xp

So we have
Hoo(X) = H(X1).

Similarly, we can prove (iii).
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Definition 3.10 Let X be a stationary source, we define

HooX
log |X|’

§ =log|X| — Ho(X), r =1 (3.36)

8 is the redundancy of information space X, and r is the relative redundancy of X.

We write
Ho =log|X|, H, = H(Xy|X1 X5+ Xy—1), Vn = 1.
By Theorem 3.4, we have Hy(X) = Hy < H,, so
H,> (1 —r)Hy, Vn=>1. (3.37)

In information theory, redundancy is used to describe the effectiveness of the
information carried by the source output symbol. The smaller the redundancy, the
higher the effectiveness of the information carried by the source output symbol, and
vice versa.

3.4 Markov Chain

Let X, Y, Z be three information spaces, if there is the following conditional proba-
bility formula

pxylz2) = p(x|2) p(yl2). (3.38)

Say that X and Y are statistically independent under the given condition of Z.

Definition 3.11 If the information space X and Y are statistically independent under
condition Z, X, Y, Z is called a Markov chain, denoteas X — Z — Y.

Theorem 3.5 X — Z — Y isa Markov chain if and only if the probability of occur-
rence of the joint event xzy is

p(xzy) = p(x) p(z|x) p(y[2). (3.39)

if and only if
p(xzy) = p(y)pzly)p(x|2). (3.40)

Proof If X — Z — Y is a Markov chain, then p(xy|z) = p(x|z2) p(y|z), thus

p(xzy) = p(2)p(xylz)
= p@pxlz)p(ylz)
= p@)plx)p(ylz).
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Similarly,
p(xzy) = p(2)p(ylz) p(x|z)
= p(Mply)px|z).

That is (3.39) and (3.40) holds. Conversely, if (3.39) holds, then

plxzy) = p(x)p(z|lx)p(ylz)
= p(@)px|2)p(yl2).

On the other hand, the product formula

p(xzy) = p(2)p(xylz).

So we have
p(xylz) = p(x|2) p(y12)-

Thatis X — Z — Y isaMarkov chain. Similarly, if (3.40) holds,then X — Z — Y
also is a Markov chain. The Theorem holds.

According to the above Theorem, or by Definition 3.11, obviously, if X — Z —
Y is a Markov chain, then Y — Z — X is also a Markov chain.

Definition 3.12 Let U, X, Z, Y be four information spaces, and the probability of
joint event uxzy is

puxzy) = p(u) p(x|u) p(zlx)p(y|z), (3.41)
Call U, X, Z, Y a Markov chain, denoteasU — X — Z — Y.

Theorem 3.6 If U -~ X — Z — Y is a Markov chain, then U - X — Z and
U — Z — Y are also Markov chains.

Proof Assuming that U — X — Z — Y is a Markov chain, then
pluxzy) = p(u) p(x|u) p(zlx) p(ylz),

Both sides sum y € Y at the same time, and notice that Zer p(y|z) =1, then

puxz) = p(u)p(x|u) p(z]x).

By Theorem 3.5, U — X — Z is a Markov chain. The left side of the above formula
can be expressed as

puxz) = p(ux)p(zlux).

So we have
p(zlux) = p(z]x).
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Because U - X — Z — Y is a Markov chain, then

pluxzy) = pu)p(x|u) p(zlx)p(y|z)
= p(ux)p(zlux)p(y|z)
= puxz)p(yl2).

Both sides sum x € X at the same time, then we have

p(uzy) = p(uz)p(ylz)
= pw)p(zlu) p(y|z).
Thus U — Z — Y is also a Markov chain. The Theorem holds.

In the previous section, we defined the mutual information 7 (X, Y) of two infor-
mation spaces X and Y as

p(xy)
I(X,Y) =
(X.7) %%p(xy) 8 )

Now we define the mutual information 7/ (X, Y|Z) of X and Y under condition Z as

16,712) = 35 plxyz) log — 20N (3.42)

xeX yeY zeZ p(x12)p(ylz)’

By definition, we have
I1(X,Y|Z2)=1(, X|Z). (3.43)

I1(X, Y|Z) is called the conditional mutual information of X and Y.
For conditional mutual information, we first prove the following formula.
Theorem 3.7 Let X, Y, Z be three information spaces, then
I1(X,Y|Z2)=HX|Z)—-H(X|YZ) (3.44)

and

I1(X,Y|Z)= H(Y|Z) — HY|XZ). (3.45)

Proof We only prove (3.44), the same is true for equation (3.45). Because

H(X|Z) - H(X|YZ) = ZZZP(XYZ) og 2D p(x|yz)

xeX yeY zeZ ( | )

— Y by log LD

xeX yeY zeZ P(X|Z)P(y|z)
=1(X,Y|2).

So (3.44) holds.
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Corollary 3.3 We have I(X,Y|Z) >0, if and only if X — Z — Y is a Markov

chain I(X,Y|Z) =0.
Proof By Theorem 3.7,

1(X,Y|2)=H(X|Z)—HX|YZ) = 0.
If X - Z — Y is a Markov chain, by (3.42),

PR ey o,
p(x|2)p(ylz)

thatis I(X, Y|Z) = 0. Vice versa.

Conditional mutual information can be used to establish the addition formula of

mutual information.

Corollary 3.4 (Addition formula of mutual information) If X, X»,
information spaces, then

n
I(X1X5--- X, Y) = ZI(Xi,YIXH-”XO-
i=1

Specially, when n = 2, we have
I(X1 X2, Y) = 1(X1,Y) + 1(X, Y[X)).
Proof By Lemma 3.4, we have

I(X1 Xy X, Y) = HX X2 --- X)) — H(X1 X2 -- X, |Y)

..., X, Y are

(3.46)

(3.47)

=S HXilXio - X0) = Y HXi|Xioy - X Y).

i=1 i=1
Again by the chain rule of conditional entropy to get
n
[0 Xy X, ¥) = Y I (Xi, YIX1 Xp - Xi).
i=1

Therefore, the corollary holds.

Finally, we use Markov chain to prove the inequality of mutual information.

Theorem 3.8 Suppose X — Z — Y is a Markov chain, then we have

1(X,Y) <1(X,2Z)

(3.48)
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and
I1(X,Y)<I(Y, 2Z). (3.49)

Proof We only prove (3.48), the same is true for equation (3.49). From equation
(3.47) and corollary 3.3:

IYZ,X)=1(Y,X)+1(X, Z|Y).
Thus we have
I1(X,Y)=1(X,YZ)—-I(X, Z|Y)
<I(X,YZ)
=I1X,2)+1(X,Y|Z)
=1(X,2).
In the last step, we use the Markov chain condition, thus 7/ (X, Y|Z) = 0. The The-
orem holds.

Theorem 3.9 (Dataprocessing inequality) SupposeU — X — Y — V isa Markov
chain, then we have

1(U,V) < I(X,Y).

Proof According to the conditions, U — X — Y and U — Y — V is a Markov
chain, respectively, by Theorem 3.8,

I(U,Y)<I(X,Y)

and

I(U,V)<I(U,Y).
Thus

I(U,V)<I(X,Y).
The Theorem holds.

3.5 Source Coding Theorem

The information coding theory is usually divided into two parts: channel coding
and source coding. The so-called channel coding is to ensure the success rate of
decoding by increasing the length of codewords. Channel coding, also known as
error correction code, is discussed in detail in Chap. 2. Source coding is to compress
the data with redundant information to improve the success rate of decoding and
recovery after information or data is stored. Another important result of Shannon’s
theory is that there are so-called good codes in source coding, which is characterized



3.5 Source Coding Theorem 115

by fewer codewords as much as possible. To improve the storage space efficiency,
and the error of decoding and restoration can be arbitrarily small. Source coding is
also called typical code. Shannon first proved the asymptotic bisection property of
‘block code’for memoryless source, and drew the statistical characteristics of typical
code from now on. At Shannon’s suggestion, McMillan (1953) and Breiman (1957)
also proved a similar asymptotic bisection property for stationary ergodic sources.
This is the very famous Shannon-McMillan-Breiman theorem in source coding,
which constitutes the core content of modern typical code theory. The main purpose
of this section is to strictly prove the asymptotic bisection of memoryless sources, so
as to derive the source coding theorem for data compression (see Theorem 3.10). For
the more general Shannon—-McMillan—Breiman theorem, Chap. 2 of Ye Zhongxing’s
fundamentals of information theory (see Zhongxing, 2003 in reference 3) gives a
proof under the condition of stationary ergodic Markov source, interested readers
can refer to it or refer to more original documents (see McMillan, 1953; Moy, 1961;
Shannon, 1959 in reference 3).

Firstly, let X = (X, &) be an information space, and the entropy H(X) of X
essentially depends only on the probability function p(x)(x € X) of random variable
&. We can define the random variable taking value on X according to p(x).

m = p(X), n =log p(X). (3.50)
The probability function is
P{n; value x} = P{n, value x} = p(x). 3.51)
It is easy to see the expected value of 1,

—E (1) = —E(log p(X))
=—> p)log p(x) = H(X). (3.52)

xeX

Therefore, we can regard the entropy H (X) of X as the mathematical expectation of
. 1

random variable log VR

Lemma 3.11 Ler X be a memoryless source, p(X") and log p(X") be two random

variables whose values are on the power space X", then —% log p(X") converges to

H (X) according to probability, that is

|
—~log p(X") X H(X).
n

Proof Since X is a memoryless source, {£;};> is a group of independent and identi-
cally distributed random variables, X; = (X, &)@ > 1), X" =X X --- X,(n = 1)
is a power space, then there is
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pX") = p(X1)p(X2) -~ p(Xn)
log p(X") = 371, log p(X)).
Because {&;};> is independent and identically distributed, { p(X")} and {log p(X"}is

also a group of independent and identically distributed random variables. According
to Chebyshev’s law of large numbers (see Theorem 1.3 of Chap. 1),

1 1 « 1
——logp(X") == log——
n % n; £ px)

converges to the common expected value H (X), that is

1 1
E|1 =FE|loge—— | = H(X).
(Og p(xg) <°g p<X>) X0

For any ¢ > 0, for any codeword x = x;x; - -- x, € X", there is

P{l — %logp(X") —HX)| <&} >1-s (3.53)

The proof is completed.

Definition 3.13 Let X be a memoryless source, power space X", also known as
block code,
X'={x=x1-x,x; €X, 1 <i<n},n>1. (3.54)

For any given ¢ > 0, n > 1, we define a typical code or a typical sequence W™ in
the power space X" as

1
W ={x=x;---x, | | — —log p(x) — H(X)| < &}. (3.55)
n
Because the definition, and ¢ > 0, n > 1, we have
W c X", X" = X" (3.56)

Lemma 3.12 (Progressive bisection) |W™| represents the number of codewords in
typical code W™, then for any ¢ > 0, in binary channels, we have

(1 — £)2" =8 < W] < pnHOFe), (3.57)

Proof By Lemma 3.11 and (3.53), then for any x € X", we have

P{| — %logp(x)—H(X)| <egl>1—e.
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In other words, for all codewords x = xjx3 - - - x, € W, we have

H(X)—¢< —%logp(x) < H(X) +e.

Equivalent in binary channel,
2 HOHE) < () < g n(HX)=e) (3.58)
Denote the probability of occurrence of W™ as P{W ™}, then
P{WE(")} =PxeX":xe WE(”)} >1—e.
On the other hand,

PIW™ = )" px),

XE We(”)

by (3.58),
|W(Vl)| L n(HX)+e) < P{w(n)} < 1.

So
|W(n)| < zn(H(XH-S)
< .

Again by (3.58), there is
W27 HX=a) > prw ) > 1 — e,

So we have
W] > (1 — g)2"HE=o
! )

Combined with the above inequalities on both sides, we have
(1 _ 8)2)‘[(1{(){)78) < |W(n)| < 2}1(H(X)+8)
= & = .

We completed the proof.

By Lemma 3.12, for memoryless source X, the probability distribution p(x) of
its power space X" is approximate to

p(x) ~27"HE) "y x e X,
The number of codewords |W/™| in typical code W™ is approximately

|W(n)| ~ 2nH(X)
. .
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Further analysis shows that the proportion of typical code W™ in block code X" is
very small, which can be summarized as the following Lemma.

Lemma 3.13 Fora sufficiently small ¢ > 0 given, when X is not an equal probability
information space, we have
LA

n—oo | X|"

Proof By Lemma 3.12, we have

|W€(n)| - 2n(H(X)+£)
DAL €

So -
n
|Ws | < 2—n(log\X|—H(X)—s)'
|X|" -

By Theorem 3.1, since X is not an equal probability information space, when ¢ is
sufficient, we have
H(X) 4+ e <log|X]|.

. . . (n)
Therefore, when 7 is sufficiently large, the ratio of l‘“;;‘ln I

Lemma 3.13 holds.

can be arbitrarily small. The

Combining Lemmas 3.11, 3.12 and 3.13, we can describe that the typical codes
in block codes have the following statistical characteristics.

Corollary 3.5 Assuming that X is a memoryless source and the typical sequence
(or typical code) WE(") in block code X" is defined by formula (3.55), then for any
e>0,n=>1, wehave

(i) (Progressive bisection)
(1- 8)2}1(H(X)*6) < |W(n)| < pn(H(X)+e)
< |W| = .
(ii) The occurrence probability P{W ™} of W™ is infinitely close to 1, that is
PIWM =PlxeX":xeW")>1—e¢.

(iii) When X is not equal to almost information space, the proportion of W™ in block
code X" is any smaller, that is,

) w
lim We |=

n—oo | X|"

The above description of the statistical characteristics of typical codes is an impor-
tant theoretical basis for source coding or data compression. Therefore, we find an
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effective way to compress the packet code information, so that the rearranged code-
words are as few as possible, and the error probability of decoding and recovery is
as small as possible. An effective method is to divide the codeword in block code
X" into two parts; the codeword of typical code W™ is uniformly numbered from
1 to M. That is, the codeword in WE(”) forms one-to-one correspondence with the
following positive integer set I,

1={1,2,....,M}, M = W™,

For codewords that do not belong to W™, we uniformly number them as 1: Obvi-
ously, fori, i # 1,1 <i < n, there is a unique codeword x’ € W in W™, so we

. ; . decode iy . : .
can accurately restore i to x®, thatis i ——> x@ s the correct decoding. Fori = 1,
we will not be able to decode correctly, resulting in decoding recovery error. We
denote the code rate of the typical code W™ as 1 log M, by Lemma 3.12,

(1 _ 8)2}1(1‘1(){)78) <M< 2!1(H(X)+£).
Equivalently,
log(1 —¢)+n(H(X) —¢) <logM <n(H(X) +¢),

Therefore, the bit rate of typical code W™ is estimated as follows
1 1
—logl—e)+ HX) —e < —logM < H(X) +e, (3.599)
n n
when 0 < ¢ < 1 given, we have
o1
H(X)—¢e< lim —logM < H(X) +¢.
n—-oon

In other words, the code rate is typically close to H (X). Let us look at the decoding
error probability P, after this number, where

P,=P{xeX":x ¢ W)
Because
Pe+ P{W"} =1,
According to the statistical characteristics (ii) of the typical code W™,

P,=1-P{W"} <e. (3.60)



120 3 Shannon Theory

From this, we derive the main result of this section, the so-called source coding
theorem.

Theorem 3.10 (Shannon, 1948) Assuming that X is a memoryless source, then

(i) When the code rate R = % log My > H(X), there is an encoding with the code
rate of R, so that when n — 00, the error probability of decoding recovery is
P, — 0.

(ii) Whenthe code rate R = ﬁ log M) < H(X) — 6§, § > 0and does not change with
n — 0o, then any coding with R as the code rate has nli)n;o P, =1

Proof The above analysis has given the proof of (7). In fact, if
1
R=-logM, > H(X),
n
then when ¢ is sufficiently small, by (3.59). Typical codes in block code X,, are
1 (n) (n)
R > —log |W."|, My > |W/].
n

Therefore, we construct a code C C X", which satisfies

W™ c C,|Cl = M,.
Thus, the code rate of C is just equal to R, and the decoding error probability P,(C)
after compression coding satisfies P,(C) < ¢. Because the probability of occurrence
of C

P{C}+ P.(C) =1.

But
P{C}> P{W™M} > 1—z¢,

(i) holds. To prove (ii), we note that, ¥V x € W™, then
1
| — - log p(x) — H(X)| <e.

The above formula contains V x € W™,
px) < 27nHE)=e)

Thus, the probability of occurrence of W™ satisfies

PWmy= 3" p(x) < W) 27 HEO=), (3.61)

X€E Wé”)
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If we use R as the bit rate, because
1
R=—-logM < H(X) —§,
n
then we have
|W(n)| <M= 2/1(H(X)—8)
f .

By (3.61),
P{Ws(n)} < 2—11(5—5) , (362)

when 0 < & < §, we have
1— P, =P{W"} <e.

Thus
lim P, =1,

n—oo

Thus the theorem holds.

3.6 Optimal Code Theory

Let X be a source state set, x = x;x; - - - x,, € X" be a message sequence, and x be
output as a codeword u = ujuy - - - uy € Z’l‘) of length k after compression coding,
where D > 1 is a positive integer, Zp is the remaining class ring of mod D, u =
Uiy -+ - U € Z'B is called a D- ary codeword of length k. u is decoded and translated
into message x, that is u — x. The purpose of source coding is to find a good
coding scheme to make the code rate as small as possible under the requirement of
sufficiently small decoding error. Below, we give the strict mathematical definitions
of equal length code and variable length code.

Definition 3.14 Let X be a source state set, Zp is the remaining class ring of mod D,
n, k are positive integers. The mapping f : X" — Z’I‘) is called equal length code

coding function; Z5 yoxn s called the corresponding decoding function. For

Vx=x1--x,€X", fX)=u=u;--uy eZ’i), u =uy---uy is called a code-
word of length k.

C={f(x) € Zx € X"}, (3.63)
call

Call C is the code coded by f, and R = %logD is the coding rate of f, also
known as the code rate of C. C is called equal length code; it is sometimes called a
block code with a packet length of k.
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By Definition 3.14, the error probability of an equal length code coding scheme

(fs ¥)is
Pe=P{y(f(x) #x, x e X"} (3.64)

Let us first consider error free coding, that is P, = 0. Obviously, P, = 0 if and
only if f is a injection, ¥ = f~! is the left inverse mapping of f. select a coding
function f : X" — Z’l‘) as a injection if and only if |Z’z)| > |X"|, that is D* > N”,
where N = | X|, take logarithms on both sides,

k
R = —logD > logN = log|X]. (3.65)
n

Therefore, the code rate of error free compression coding f is at least log, | X| bits
or In | X| naits.

We consider progressive error free coding, that is, for any given & > 0, required
decoding error probability P, < ¢.By Theorem 3.10, only the coderate R > H (X) is
needed. In fact, take X as an information space and encode the n-lengthen message
column x = x;x;---x, € X", if x € W is a typical sequence (typical code), x
corresponds to a number in M = |W™|, if x ¢ W, uniformly code x as 1. If the
M codewords in W™ are represented by D-ary digits, let D¥ = M (the insufficient
part can be supplemented), and the code rate R is

1 k
R=—-logM = —log D.
n n

Since M is approximately 2", R is approximately H(X), thatis R = 1 log M ~
H (X). From the asymptotic bisection, the error probability of such coding is

P, = P{x =x; - x, ¢ W™} < &, When n is sufficiently large.

However, in practical application, n cannot increase infinitely, which requires us to
find the best coding scheme when given a finite 7, so that the code rate is as close as
possible to the theoretical value H(X). However, in application, we find that equal
length code is not an efficient coding scheme, while variable length code is more
practical. For example,

Example 3.6 Let X = {1, 2, 3, 4} be an information space, and the probability dis-
tribution of random variable £ taking value on X is

The entropy H (X) of information space X is

1 1 1 1 1 1 1 1 .
H(X) = —Elog2 5~ L—llog2 1 glog2 3~ glog2 3= 1.75bits.
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If equal length code is used for coding, the code length is 2, and the code is

Source letter |C0deword

1 00
2 01
3 10
4 11

Then the code rate R(k =2,n = 1) is
R =2log,2 =2 > 1.75bits.
Obviously, the use efficiency of equal length codes is not high. If the above codes

are replaced with unequal length codes, such as
Source letter | Codeword

1 0

2 10
3 110
4 111

We use [(x) to represent the code length after the source letter x is encoded, then the
average code length L required for X encoding is

L 24: ) = 2 x 1+ S xoa bt L 3= 1750bis = HX)
— xi)l(x) = = — - — =1. = .
izlp’ 2 4 8 8

It can be seen that using unequal length code to compile X has higher efficiency.
This example also explains the following compression coding principle: for char-
acters with high probability of occurrence, a shorter codeword is prepared, and for
characters with low probability of occurrence, a longer codeword is prepared to
ensure that the average coding length is as small as possible.

Next, we give the mathematical definition of variable length coding. For this
purpose, let X* and Z7, be the set of finite length sequences, respectively. That is

X = U1§k<oo Xk'

Definition 3.15 (i) X" N 77, is called a variable length code function, if any x €
X", f(x) € Z%, When x is different, the code length of f(x) is not necessarily
the same. We use /(x) to table the length of f(x), which is called the coding
length of x. C = {f(x) € Z},|x € X"} is called variable length codeword set.

(ii) Let f : X*—Z7, be a amapping, call f is a coding mapping, f(X*) is called
a code.

(iii) f : X*—>7Z}, is called a block code mapping, if there is a mapping g :
X—> 7}, sothatforany x € X"(n > 1), write x = x{x; - - - X,,, there is f(x) =
g(x1)g(x2) -+ - g(xn).

(iv) f : X*——Zj,is called a uniquely decodable map, if f is a block code mapping
and f is a injection.
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(v) f: X*—7Zj, is called a real-time code mapping. If f is a block code mapping,
and for any x, y € X*, f(x) and f(y) cannot be prefixes to each other.

Remark 3.1 a =ayay---a, € Z,,b = b1b, - - - b, € 7', call codeword a the pre-
fix of b, it m > n, and for any 1 <i < n, there is a; = b;.

Lemma 3.14 Block code mapping f : X*— 77, is called a uniquely decodable
mapping if and only if forV n > 1, X"—73,, f is restricted to a injection on X".

Proof The necessity is obvious and the adequacy is proved. That is to prove for

Vx=xixa X, € X",y =yi1y2-+-ym € X", x # y, thereis f(x) # f(y). Sup-
pose there is f(x) = f(y), because f is a block code mapping, there is a mapping
g : X—> 73, we have

Sx) =gx)gxa) - g(xy) = g(yDg(y2) - - glym) = ().

Then
fxy) =gx1)glx2) - g(xn)g(y)g(y2) -+ - g(m)

=g(g(y2) - g(ym)gx1)g(x2) - - - g(x,)
= f(yx).

But xy # yx, this contradicts the fact that f is restricted to a injection on X",

Lemma 3.15 A real-time code is uniquely decodable, and vice versa.

Proof Suppose f : X*— 77}, as aninstantcode mapping,and forx, y € X*, x # y,
thereis f(x) = ajay---a, € Z},, f(y) = biby--- b, € Z7)(m > n). Because f(x)
is not a prefix of f(y), it exists i(1 <i < n), there is a; # b;, thus f(x) # f(y),
that is f is an injection. In turn, let us take a counter example,

Source letter | Codeword

1 0
2 01
3 011
4 111

where X = {I, 2, 3, 4} is the information space and f : X — Zj is a variable
length code. f(1) is the prefix of f(2), that is, f is not a real-time code map, but
obviously f is the only decodeable map. The Lemma holds.

What are the conditions for the code length of a real-time code? The following
Kraft inequality gives a satisfactory answer.

Lemma 3.16 For the uniquely decodable code C value in 73, |C| = m, the code
lengths are ly, 1y, . .., L., then there is the following McMillan—Kraft inequality.

Z D7l < 1. (3.66)
i=1
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On the contrary, if l; satisfies the above conditions, there is a code length set of
real-time code C such that {l,,1,,...,1,} is C.

Proof Consider

(Z DY =D+ D4+ D—”") ,
i=l

the form of each item is D~ ~f2=~ln = D% where l;, +1;, + - - - +I;, = k. Sup-
pose ! = max{ly, l», ..., I,}, then the range of k is from 7 to nl. Define the number
of items where Ny is D~*, then

m n nl
(Z D‘l’> = Z N D7*.
i=1 k=n

Note that Ny can be regarded as the number of codeword sequences with a total
length of k just assembled by n codewords in C, i.e.,

Ny ={(cr,ca, ... cp) | lcrea---cul =k, ¢c; € C}.

The codeword is still in Z7},, and because f : X*—Z7, is an injection, so Ny < Dk,
then we have

m n nl nl
(o) =Emot <ot cnsrzm
i=1

k=n k=n

If x > 1, and when n Is Sufficiently Large, x" > nl. But the above formula holds for
all arbitrary n. Thatis Y ;- D™ < 1.

On the contrary, assuming that Kraft inequality exists, that is, there is a given
length /;(1 <i < m) satisfying formula (3.66), now we need to construct a real-
time code with these lengths, and /;(1 < i < m) may not be completely different.
Definition 7 is the number of codewords with length j, if [ = max{l, l, ..., [,},

then
l
an =m.
j=1

(3.66) equivalent to

1
anDij <1.
j=1

Multiply both sides by D', then Y_'_, n; D'~/ < D!. There is



126 3 Shannon Theory
n; < D' — l’l[Dl_1 — nng_z — - —n;_1D,

n_1 < D! — }’llD172 - n2D173 — - —n;_»D,

ni < D3 —I’l]D2 —nyD,
n, < D* —nD,
ny <D.

Because n; < D, we can choose these n; codes arbitrarily, and the remaining D —
ny codes with length 1 can be used as the prefix of other codewords. Therefore,
there are (D — n1)D options for codewords with length of 2. That is n, < D? —
nyD. Similarly, (D — ny)D — n, codewords can be used as prefixes of subsequent
codewords. Therefore, there are at most ((D — ny) D — n;) D options for codewords
with length of 3. That is n3 < D3 —nD* —nyD. ..., in this way, we can always
construct a real-time code with length {/;, I», ..., [,,}. The Lemma holds!

Let us give an example that is not the only one that can be decoded.
Example 3.7 Let X = {1, 2, 3,4}, Zp = F,, the coding scheme is

Source letter | Codeword

I 0=R1)
2 1=(2)
3 00=£(3)
4 11=f(4)

Because the encoder inputs and the decoder receives continuous codeword sym-
bols, if the character received by the decoder is 001101, there may be two decoding
results, 112212 and 3412. This shows that f* is not an injection, that is, the code
written by f is not uniquely decodable.

By Lemma 3.16, real-time codes or, more generally, uniquely decodable codes
must satisfy Kraft inequality. However, the variable length code compiled according
to kraft inequality is not the optimal code, because from the perspective of random
coding, an optimal code not only requires the accuracy of decoding, but also ensures
the efficiency, that is, the average random code length requires the shortest. We
summarize the strict mathematical definition of the optimal code as.

Definition 3.16 Let X = {x;, x2, ..., x,,} is an information space, a real-time code
C ={f(x1), f(x2), ..., f(xn)}iscalled an optimal code if its average random code
length

L=>"pi (3.67)
i=1
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is the smallest, where p; = p(x;) is the occurrence probability of x; and /; is the code
length of x;.

For a source state set X, when its statistical characteristics are determined, that is,
after X becomes an information space, the probability distribution {p(x)|x € X} is
given. Therefore, to find the optimal compression coding scheme for an information
space X is to find the optimal solution {/1, l5, ..., ,,} of (3.67) under the condition of
kraft inequality. Usually, we use the Lagrange multiplier method to find the optimal

solution. Let
m

J = p[li + A (Z Dli) .
1 i=1

Find the partial derivative of /;
i AD " log D
— =p; — "10 .
al; p g

Thus

[R—

D=L
Alog D

By Kraft inequality, that is
m
Y ph<1.
i=1

We get

- 1 < 1
1>) D= P = A > .
_E Alogsz ~ logD

i=1

Thus, the optimal code length /; is
li = —logp pi, pi = D7V (3.68)
The corresponding optimal average code length L is
L=Y pii=—)_ pilogypi = Hp(X). (3.69)
i=1 i=1
That is, L is the D-ary information entropy Hp(X) of X. from this, we get the main

results of this section.

Theorem 3.11 The average length L of any D-ary real-time code in an information
space X shall satisfies
L > Hp(X).
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The equal sign holds if and only if p; = D7".

Next, we will give another proof of Theorem 3.11. Therefore, we consider that there
are two random variables & and n on a source state set X, and their probability
distributions are

p(x) =P{§ =x}, qx) = P{n=x}, Vx e X.

The relative entropy of random variables is defined as

D(pllg) =) _ p(x) log (3.70)

xeX

Lemma 3.17 The relative entropy D(pl|q) of two random variables on X satisfies
D(pllg) = 0, and D(pllg) =0 < px)=qx),Vx e X.

Proof 1f the real number x > 0 is expanded by the power series of e*, it can be
obtained

-1 1 2
=1+(x—1)+§(x—1) +
Thus e*~! > x, there is logx < x — 1, by (3.70), then

_ 9«
—D(pllg) =Y p(x)log )

xeX

<Y p ()(@—n—o

xeX
Thus, there is D(p||q) > 0, D(pl|lg) = 0’s conclusion is obvious.

Proof (Another proof of theorem 3.11) Investigate L — Hp(X),
m m 1
L—Hp(X) =Y pili =Y pilog, r
i= i=1

=— Zp,- log, D7 + ZPi log), pi.

i=1 i=1

3.71)

Define

By Kraft inequality, we have
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c<l, and ) =1
i=1
Therefore, {r;, 1 <i < m} is a probability distribution on X, by (3.71),
m m m pl ]
L—Hp(X)=— Zp,- log, cri + Zp,- log, pi = Zp,- <logD . + log;, ;) .
i=1 i=1 i=1 !
By Lemma 3.17 and ¢ < 1, we have
L —Hp(X)>0,and L = Hp(X) ifandonly ifc = 1 and r; = p;,

that is {
pi = D7l orl; = log, —.

We complete the proof of theorem 3.11.

By Theorem 3.11, coding according to probability, then the code length of D-ary
optimal code is

1
li=log, —, 1 <i <m.

But in general, log,, 1 is not an integer, we use [a] to represent the smallest integer
not less than the real number a. Take

1
l; = lrlogD ——‘ , 1 <i<m. (3.72)
Pi

Then

m m . m

- —logp -~
E:DZ,SE:D OgD,,iZE pi=1.
i=1 i=1 i=1

Then the code length defined by formula (3.72) is {ly, l5, ..., l,,} and satisfies Kraft
inequality. From Lemma 3.16, we can define the corresponding real-time code.

Definition 3.17 Let X = {x|, x5, ..., X, } be an information space, p; = p(x;),

() =1 = [mg,) ﬂ <iem

Then the real-time code corresponding to {/1, I, ..., [,,} is called Shannon code.

Corollary 3.6 The code lengthI(f (x;)) of a Shannon code C = {f (x;)|1 <i < m}
satisfies
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1 1 1
I = | log, —— |, log <l <1 +1 3.73
[OgD p(xl-)w po Sl ©73)

and
Hp(X) <L < Hp(X) + 1.

Where L is the average code length of C.
Proof According to the definition of [a], a < [a] < a + 1, thus

1 1
logp —— <!; <logp, —— + 1.

p(xi) — p(xi)
So both sides multiply by p(x;) and sum 1 < i < m, then there is

m

- 1
) 1 ;i D1 —+1).
Zp(x)ogD ; px) <;p<x>(ogDp(xl_)+ )

That is

The Corollary holds.

3.7 Several Examples of Compression Coding

3.7.1 Morse Codes

In variable length codes, in order to make the average code length as close to the
source entropy as possible, the code length should match the occurrence probability of
the corresponding coded characters as much as possible. The principle of probabilistic
coding is that the characters with high occurrence probability are configured with
short codewords, and the characters with low occurrence probability are configured
with long codewords, So as to make the average code length as close to the source
entropy as possible. This idea has existed long before Shannon theory. For example,
Morse code invented in 1838 uses three symbols of dot, dash and space to encode 26
letters in English. It is expressed in binary, one dot is 10, a total of 2 bits, one dash is
1110, a total of 4 bits and the space is 000. There are three bits in total. For example,
the commonly used English letter E is represented by a dot, while the infrequently
used letter Q is represented by two dashes, one dot and one dash, which can make
the average length of the codeword of the English text shorter. However, Morse code
does not completely match the occurrence probability, so it is not the optimal code,
and it is basically not used now. The following table is the coding table of Morse
code (Fig. 3.1)
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Fig. 3.1 The coding table of

Morse code
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It is worth noting that Morse code appeared as a kind of password in the early
stage, which is widely used in the transmission and storage of sensitive politics (such
as military intelligence). The early cryptosystem compilers were also manufactured
based on the principle of Morse code, which quickly mechanized the compilation
and translation of passwords. In this sense, Morse code has played an important role

in promoting the development of cryptography.
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3.7.2 Huffman Codes

Shannon, Fano and Huffman have all studied the coding methods of variable length
codes, among which Huffman codes have the highest coding efficiency. We focus on
the coding methods of Huffman binary and ternary codes.

Let X = {x, x2, ..., X, } be the source letter set of m symbols, arrange the m
symbols in the order of occurrence probability, take the two letters with the lowest
probability to prepare the numbers “0” and “1,” respectively, then add their proba-
bilities as a new letter and rearrange them in the order of probability with the source
letters without binary numbers. Then take the two letters with the lowest probability
to prepare the numbers “0” and “1,” respectively, add the probabilities of the two
letters as the probability of a new letter, and re queue; continue the above process
until the probability of the remaining letters is added to 1. At this time, all source
letters correspond to a string of “0”” and “1,” and we get a variable length code, which
is called Huffman code. Taking X = {1, 2, 3, 4, 5} as the information space as an
example, the corresponding probability distribution is

£~ 1 2 3 4 5
0.250.250.20.150.15)°

Binary information entropy H,(X) and ternary information entropy H3(X) are

H>(X) = —0.2510g, 0.25 — 0.25log, 0.25 — 0.21og, 0.2
—0.151og, 0.15 — 0.151og, 0.15
= 2.28 bits,
H3(X) = —0.251l0g; 0.25 — 0.251og; 0.25 — 0.210og; 0.2
—0.1510g3 0.15 — 0.151og; 0.15
= 1.44 bits,

respectively. The binary Huffman coding diagram of X is (Fig. 3.2).

The ternary Huffman coding diagram of X is (Fig. 3.3).

In summary, Huffman code has the following characteristics. Assuming that the
occurrence probability of the i-th source letter is p; and the corresponding code
length is /;, then

Fig. 3.2 The binary Source letter  Probability Code word  Code word length
Huffman coding
1 0.25 R 00 2
2 0.25 N— 01 2
3 0.20 — 10 2

m 3
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Fig. 3.3 The ternary Source letter Probability Code word Code word length
Huffman coding K

1 0.25 — 0 1

2 0.25 — 1 1

0

3 0.20 — 2 2

L 0.15 12 2

6 0.1 — 22 2

(1) If p; > pj,thenl; <1;, thatis, the source letter with low probability has a longer
codeword;

(2) The longest two codewords have the same code length;

(3) The codeword letters of the two longest codewords are only different from the
last letter, and the front ones are the same;

(4) In real-time codes, the average code length of Huffman code is the smallest. In
this sense, Huffman code is the optimal code.

Huffman code has been applied in practice, which is mainly used in the compression
standard of fax image. However, in the actual data compression, the statistical char-
acteristics of some sources change before and after. In order to make the statistical
characteristics based on the coding adapt to the changes of the actual statistical char-
acteristics of the source, an adaptive coding technology has been developed. In each
step of coding, the coding of a new message is based on the statistical characteristics
of previous messages. For example, R. G. Gallager first proposed the step-by-step
updating technology of Huffman code in 1978, and D.E. Knuth made this technol-
ogy a practical algorithm in 1985. Adaptive Huffman coding technology requires
complex data structure and continuous updating of codeword set according to the
statistical characteristics of source, We would not go into details here.

3.7.3 Shannon-Fano Codes

Shannon—Fano code is an arithmetic code. Let X be an information space. It can be
inferred from Corollary 3.6 in the previous section that the code length of Shannon
code on X is

1
)—‘,Vx € X.

I(x) = lrlog
px
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Here, we introduce a constructive coding method using cumulative distribution func-
tion to allocate codewords, commonly known as Shannon-Fano coding method.
Without losing generality, let each letter x in X, there is p(x) > 0, and define the
cumulative distribution function F(x) and the modified distribution function F(x)
as

_ 1
F(x)= , F(x) = = , 3.74
) ;p(a) *x) ;pw) + 50 (3.74)
where X = {1, 2, ..., m}is a given information space. Without losing generality, let

p(1) = p2) <--- < p(m).
As can be seen from the definition, if x € X, then p(x) = F(x) — F(x — 1),
specially, if x, y € X, then we have

F(x) # F(y).

So when we know F (x), we can find the corresponding x. The basic idea of Shannon—
Fano arithmetic code is to use F'(x) to encode x. Because F (x) is a real number, its
binary decimal represents the first /(x) bits, denote as { F (x)};«), there is

F(x) — {F(xX)}iy <279, (3.75)

Take I(x) = {log p('x)—‘ + 1, then we have

1 1 px)
_ = <
21(x) 5. 2|V|0g p%)-‘ 2

=F(x)—F(x—1), (3.76)

Now let the binary decimal of F(x) be expressed as
F(x) =0.q1az - - CA A+ . Y ai € Fa.
Then Shannon—Fano code is
f(x) =aiay- - ayy), thatisx encode aiaz -+ ay) € IFIZ(X). (3.77)

Lemma 3.18 The binary Shannon Fano code is a real-time code, and its average
length L is at most two bits different from the theoretical optimal value H (X).

Proof By (3.76),
2710 %p(x) =F(x)—F(kx—1).

Let the binary decimal of F (x) be expressed as

I:"(x):O.alaz--~a1(x)~- y Vdi GFQ.



3.8 Channel Coding Theorem 135

We use [A, B] to represent a closed interval on the real axis, so

1
—1

F(x) € [0.aiaz - aix), 0.a1az - - - ayxy + T

Ify e X,x # y,and f(x) is the prefix of f(y), then we have

F(y) € [0.aiay - - “Qj(x), 0.a1ay - - “Aix) + —1.

2I(x)

But

_ _ 1 1
F() = F&) = 5p0) 2 3p(0) > 55,

This is contrary to the fact that F(x) and F(y) are in the same interval. Therefore, we
have f as real-time code, that is, Shannon—Fano code is real-time code. Considering
its average code length L,

L=Y pWix)=Y_ pw) qlog —_‘ ) > px) (log — 2> =H(X)+2.

xeX xeX xeX

We complete the proof of the Lemma.

Let n > 1, X" is the power space of the information space, x = x; -+ - x, € X"
is called a message column of length n. In order to improve the coding efficiency,
it is often necessary to compress the power space X", which is called arithmetic
coding. Shannon—Fano code can also be used as arithmetic coding. Its basic method
is to find a fast algorithm for calculating joint probability distribution p(xx; - - - x,,)
and cumulative distribution function F'(x), and then use Shannon-Fano method to
encode x = x| - - - x,. We will not introduce the specific details here.

3.8 Channel Coding Theorem

Let X be the input alphabet and Y the output alphabet, and let £ and n be two random
variables with values on X and Y. The probability functions p(x) and p(y) of X and
Y and the conditional probability function p(y|x) are

px) = P{& =x}, p(y) = P{n =y}, p(ylx) = P{n = y|& = x}respectively.
From the full probability formula,
p(ylx) =0, VxeX,yeY.

> pylx) =1, VxeX. (3.78)

yeY
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If X and Y are finite sets, the conditional probability matrix T = (p(y|x))|x|x|y| 18
called the transition probability matrix from X to ¥, i.e.,

pilx1) pOnlx) ... p(ywnlxi)
T— p(yilx2) p(n2lx2) ... p(ywnlx2) (3.79)

pilxa) p2lxm) ... p(Ynlxm)

where | X| = M, |Y| = N. By (3.78), each row of the transition probability matrix
T is added to 1.

Definition 3.18 (i) A discrete channel is composed of a finite information space X
as the input alphabet, a finite information space Y as the output alphabet, and a
transition probability matrix 7 from X to Y, denote that this discrete channel is
(X, T,Y}.If X =Y =T, is g -element finite field, then {X, T, Y} is a discrete
g-ary channel. In particular, if ¢ = 2, then {X, T, Y} is called discrete binary
channel.

(ii) If{X, T, Y}isadiscrete g-ary channel and T = I, is the g-order identity matrix,
{X, 1,, Y} is called a noise free channel.

(iii) If {X, T, Y} is a discrete g-ary channel and T = T’ is a g-order symmetric
matrix, {X, T, Y} is called a symmetric channel.

In discrete channel {X, T, Y}, codeword spaces X" and Y" with length n are
defined as

X'=fx=xi-xlxi e X}, Y'={y=y1--wmlyi€e¥}n=1

The probabilities of joint events x = x;---x, and y = y; - - - y,, are defined as

px)=pGi-x) =[] pG), pG)=pOi--y)=]]p0», (380
i=1

i=1

then X and Y become a memoryless source, X" and Y are power spaces, respectively.

Definition 3.19 Discrete channel {X, T, Y} is called a memoryless channel if for
any positive integern > l,x =x;---x, € X", y=y;---y, € Y, we have

p(ylx) = il;ll p(yilxi), ' (3.81)

pxiy) = plxiy), Vi > 1.

From the joint event probability p(x;y;) = p(x;y;) in equation (3.81), then there
is
p(x1)
Pilx) = === p(yilxy). (3.82)
p(x:)
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The above formula shows that in a memoryless channel, the conditional probability
p(yilx;) does not depend on y;.

Definition 3.19 is the statistical characteristic of a memoryless channel. The fol-
lowing lemma gives a mathematical characterization of a memoryless channel.

Lemma 3.19 A discrete channel {X, T, Y} is a memoryless channel if and only
if the product information space XY is a memoryless source, and a power space
(XY)" = X"y",

Proof If XY is a memoryless source (see Definition 3.9), thn for any n > 1, and
x=x;-x, €X",y=y -y, €Y', xy € X"Y", there is

n
p(xy) = px1---Xp Y1+ Yn) = P(X1Y1 -+ XnYn) = l—[ p(xiyi).
i=1

Thus .
P pGIx) = po) [ | pOilxn),

i=I

so we have
n

plx) =[] pOilx).

i=1

p(x;y;) = p(x1y1) is given by the definition of memoryless source, so {X, T, Y} is
a memoryless channel. Conversely, if {X, T, Y} is a memoryless channel, by (3.81),
there are

py) =[] pCiy)
i=1

and p(x;y;) = p(x1y1), then forany a = aya, - - - a, € (XY)", where a; = x;y;, we
have

p@) = plei--xay1 -+ yn) = pxy) = [ [ pGeiv) = [ pla)
i=1 i=1

and p(a;) = p(a,), therefore, XY is amemoryless source, thatis, a group of indepen-
dent and identically distributed random vectors & = (§1, &, ..., &,, ...) take value
on XY, and (XY)" = X"Y" is called power space. The Lemma holds.

The following lemma further characterizes the statistical characteristics of a mem-
oryless channel.

Lemma 3.20 If{X, T, Y} is adiscrete memoryless channel, the conditional entropy
H(Y"|X™) and information I (X", Y") of information space X" and Y" satisfy¥N n >
1,
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H(Y"|X") = nH(Y|X).

(3.83)
I(X",Y") =nl(X,Y).

Proof Because XY is a memoryless source, we have
HX"Y")=H(XY)") =nH(XY)=nH(X)+nH(Y|X).
On the other hand, by the addition formula of entropy, there is
HX"Y"Y)Y=HX")+ HY"|X") =nH(X)+ HY"|X").
The combination of the above two formulas has
H(Y"X") =nH(Y|X).
According to the definition of mutual information,

I(X",Y")y = HY") — HY"|X")
=nHY) —nHY|X)
= n(H®Y) - HY|X)) =nl(X,Y).

The Lemma holds.

Let us define the channel capacity of a discrete channel, this concept plays an
important role in channel coding. First, we note that the joint probability distribution
p(xy) in the product space XY is uniquely determined by the probability distribution
p(x) on X and the probability transformation matrix 7', thatis p(xy) = p(x)p(y|x);
therefore, the mutual information 7 (X, ¥Y) of X and Y is also uniquely determined
by p(x) and T'. In fact,

16,7 =33 plaey) log 2

X yer p(xX)p(y)
p(ylx)
- §p<x>§p<y| x)log o

xeX

Definition 3.20 The channel capacity B of a discrete memoryless channel {X, T, Y}
is defined as
B = m(a))( 1(X,Y), (3.84)
px

where formula (3.84) is the maximum of all probability distributions p(x) on X.

Lemma 3.21 The channel capacity B of a discrete memoryless channel {X, T, Y}
is estimated as follows:
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0 < B < min{log|X]|, log|Y|}.

Proof The amount of mutual information between the two information spaces is
I(X,Y) > 0 (see Lemma 3.5), so there is B > 0. By Lemma 3.4,

I(X,Y)=H(X) - HX|Y) < H(X) < log|X]|

and
I(X,Y)=H(Y)—-HY|X) < HY) <logl|Y|,

so we have
0 < B < min{log|X]|, log|Y|}.

The calculation of information capacity is a problem of solving the conditional
extremum of constrained convex function. We will not discuss it in detail here but
calculate its channel capacity for two simple channels.

Example 3.8 The channel capacity of noiseless channel {X, T, Y} is B = log | X|.

Proof Let {X,T,Y} be a noise free channel, then |X| = |Y|, and the probability
transfer matrix 7 is the identity matrix, so

167 = 33 plxy) log 2O

xeX yeY p(y)
p(ylx)
= E § log ===
L p(x) 2 p(ylx) log ()

Because p(ylx) =0, if y # x; p(y|x) = 1, if x = y. So there is

[(X,Y) = Zp(x)log B H(X) <log|X|.
p(x) B

xeX

Thus
B = m(a;d(X, Y) =log|X]|.
p(x

Example 3.9 The channel capacity B of binary symmetric channel {X, T, Y} is
B=1-plogp—(1—p)log(l —p)=1—-H(p),
where p < 1, H(p) is the binary entropy function.

Proof Inbinary symmetric channel {X, T,Y}, X =Y =F, = {0, 1}, T is asecond-
order symmetric matrix
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1-p p>
T = , p<l1.
(p 1—p) P

Let a be the random variable in the input space I, and b be the random variable in the
output space [F,, all of which obey the two-point distribution, and then the transfer
matrix 7 of the symmetric binary channel can be represented by the following clearer
schematic diagram:

Plb=1la=0}=Pb=0la=1}=p
Plb=0la=0y=Pb=1la=1}=1—p.

Calculate mutual information 7 (X, Y), there is

I(X,Y)=H(X)—- HX|Y),

however,
HX[Y) =) p(xy)log p(x|y)
xelf, yelF,
=—plogp — (1 — p)log(l1 — p) = H(p).
Thus

B =max{I/(X,Y)} = max{H(X) — H(p)} = | — H(p).

In order to state and prove the channel coding theorem, we introduce the concept
of joint typical sequence. By the Definition 3.13 of Sect.5 this chapter, if X is a
memoryless source, for any small ¢ > 0 and positive integer n > 1, in the power
space X", we define the typical sequence W™ as

1
W™ = {x =x; - x, € X"|| — — log p(x) — H(X)| < e}.
n

If {X, T, Y}is amemoryless channel, by Lemma 3.19, XY is a memoryless source,
in the power space (XY)" = X"Y", we define the joint canonical sequence W as
(Fig. 3.4)

1 1
W = {xy e X"Y"|| - ;logp(x) —-HX)| <e, |- ;10gp(y) —HY)| <e,

| — %log p(xy) — H(XY)| < e} . (3.85)

Lemma 3.22 (Progressive bisection) In memoryless channel {X, T, Y}, the joint
typical sequence W satisfies the following asymptotic bisection properties:

(i) lim P{xy e W™} =1;
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0 -0
a -~ b
1 1

Fig. 3.4 The transfer matrix

(”) (1 _ 8) 2n(H(XY)76) < |Wa(n)| < 2n(H(XY)+£)’.
(iii) Ifx € X", y € Y",and p(xy) = p(x)p(y), then

—n(I(X,Y)+3¢) (n) —n(I(X,Y)=3¢)
(1—g)27" Y < Plxye W <2™ e,

Proof By Lemma 3.13, we have

1

——log p(X") — H(X), Convergence according to probability when n — 00;
n
1 . -

——log p(Y") - H(Y), Convergence according to probability when n — 00;
n

1
——log p(X"Y") - H(XY), Convergence according to probability when n — oo.
n

So when ¢ is given, as long as n is sufficiently large, there is

1 1
P, = P{| — —logp(x) — H(X)| >8} < §8’

n

1 1
P = P{I — —logp(y) — H(Y)| >8} <38

n

1 1
P = P{|—;10gp(xy)—H(XY)| >8} < §8’

where x € X", y € Y". Thus, it can be obtained
P{xygé WE(")} <P+P+P;<e.

Thus
P{xy € WE(”)} >1—¢,

in other words,
lim P{xy e W™} =1.
n—0oQ

Property (i) holds. To prove (ii), letx € X",y € Y", and xy € W, then
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1
H(XY)—¢e < ——logp(xy) < H(XY) +¢.
n

Equivalently,

2—n(H(XY)+£) n(H(XY)—s).

< plxy) <27
By total probability formula,

= Z plxy) > Z pxy) = W] 2 nHEXD+e)

xyexnyn xyEWg(")

So there is
| (n)| < 2n(H(XY)+£)
W, .

On the other hand, when n is sufficiently large,

1—e < Plxye Ws(”)} = Z pxy)
xyew™
< W] g HX)=e),

So there is
(1 _ 8) 2n(H(XY)—6) S |W8(n)| S 2n(H(XY)+£)’

property (ii) holds. Now let’s prove property (iii). If p(xy) = p(x)p(y), then

Plxye W)= Y px)p(»)

Xye Wg(“)

(n) [9—n(H(X)—e)n—n(H(Y)—
S |W5n |2 n ( 8)2 n 8)
< 2n(H(XY)+€—H(X)—H(Y)+25)

— 2—n(1 (X,Y)-3e)

Similarity can prove its lower bound, so we have
—n(I1(X,Y)+3¢) (n) —n(I(X,Y)=3¢)
(1—-¢g)27" < Plxye WP <2™ ),

We have completed the proof of Lemma.

The following lemma has important applications in proving the channel coding
theorem. In fact, the conclusion of lemma is valid in general probability space.

Lemma 3.23 In memoryless channel {X, T, Y}, if codeword y € Y" is uniquely
determined by x € X", x' € X", x’ and x are independent, y and x' are also inde-
pendent.
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Proof 1f y is uniquely determined by x, then p(x) = p(y) = p(xy),or p(y|x) = 1.
Therefore, the probability of joint event yxx’ is

pyxx’) = p(xx") = p(x)p(x") = p(y) p(x").

on the other hand,
p(yxx") = p(yx').

Thus
pyx") = p(ypx).

The Lemma holds.

In order to define the error probability of channel transmission, we first introduce
the workflow of channel coding. After source compression coding, a source message
input set is generated,

W =1{1,2,..., M}, M > 1is positive integers.

Injection f : W — X" is called coding function, f encodes each input message
we Was f(w) € X". Codeword x = f(w) € X" receives codeword y € Y" after

transmission through channel {X, T, Y}, we write x I, y,or y = T(x). Mapping
g : Y" — W is called decoding function. Therefore, the so-called channel coding is
a pair of mapping (f, g). Obviously,

C=fW)={f(w)weW}cCX"

is a code with length 7 in codeword space X", number of codewords is |C| = |[W| =
M. C is the code of f. The code rate R¢ is

1 1
Rc = —log|C| = —logM.
n n

For each input message w € W, if g(T(f(w))) # w, it is said that the channel
transmission is wrong, the transmission error probability A,, is

A = P{g(T(f(w)) #w}, weW. (3.86)

The transmission error probability of codeword x = f(w) € C isrecorded as P, (x),
obviously, P,(x) = Ay, thatis, P,(x) is the conditional probability

Pe(x) = P{g(T (x)) # wlx = f(w)}

(3.87)
= P{g(T(f(w) # w} = hu.

We define the transmission error probability of code C = f(W) C X" as P.(C),
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1 1 =
P(C) =+ Y P(x) = % > (3.88)
w=1

xeC

As before, a code C with length n and number of codewords M is recorded as
C=mn,M).

Theorem 3.12 (Shannon’s channel coding theorem, 1948) Let {X, T, Y} be a mem-
oryless channel and B be the channel capacity, then

(i) When R < B, there is a column of codes C, = (n, 2""R)), its transmission error
probability P,(C,) satisfies

lim P,(C,) = 0; (3.89)
n—o00o

(ii) Conversely, ifthe transmission error probability of code C, = (n, 2U"R satisfies
Eq. (3.89), there is an absolute normal number Ny, and we have the code rate
Rc, of C, satisfies
Rc, < B, whenn > Nj.

If C, = (n, 2Ry, by Lemma 2.27 of Chap. 2,

1
R— = <Rc <R (3.90)
n

so (i) of Theorem 3.12 indicates that the code rate is sufficiently close to the channel
capacity B, the “good code” with sufficiently small transmission error probability
exists. (i7) indicates that the bit rate of the so-called good code with sufficiently small
transmission error probability does not exceed the channel capacity. Shannon’s proof
Theorem 3.12 uses random code technology; this idea of using random method to
prove deterministic results is widely used in information theory. At present, it has
more and more applications in other fields.

Proof (Proof of theorem 3.12) Firstly, the probability function p(x;) is arbitrarily
selected on the input alphabet X, and the joint probability in power space X" is
defined as

p) =]]ra). x=x1-x, € X", (3.91)
i=1

In this way, we get a memoryless source X and power space X", which consti-
tute the codeword space of channel coding. Then M = 2/"Rl codewords are ran-
domly selected in X" to obtain a random code C, = (n, 2”1y, In order to illus-
trate the randomness of codeword selection, we borrow the source message set
W =1{1,2,..., M}, where M = 2"kl _For every message w, | < w < M, the ran-
domly generated codeword is marked as X" (w). So we get a random code
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C, = {X"1),X™Q),...., X"} c X"

The generation probability P{C,} of C,, is

M M n
PC =[] PIX" @) =]][]pxi@,

w=1 w=1i=1

where X ™ (w) = x;(w)x2(w) - - - x,(w) € X"

We take A,, = {C,} as the set of all random codes C,,, which is called the random
code set. The average transmission error probability on random code set A,, is defined
as

Po(A) = ) P{C,}P.(C). (3.92)
CueAy

If you want to prove that for any ¢ > 0, When n is sufficiently large, P.(A,) < &,
then there is at least one code C,, € A, such that P,(C,) < e, which proves the (i).
Therefore, we prove it in two steps.

(1) Principles of constructing random codes and encoding and decoding

We select each message in the source message set W = {1, 2, ..., M} with equal
probability, that is w € W, the selection probability of w is

1
p(w)=M=2*[”’“, w=1,2,..., M.

In this way, W becomes an equal probability information space. For each input
message w, it is randomly coded as X ™ (w) € X", where

X (w) = x1(w)xa(w) - - - x,(w) € X"

Codeword X ™ (w) is transmitted through memoryless channel {X, T, Y} with con-
ditional probability

pOIX®Pw)) =[] pOilxi(w))

i=1

received codeword y = y;y; - - - ¥, € Y". The decoding principle of y is: If X (w)
is the only input codeword so that X ™ (w)y is joint typical, thatis X ™ (w)y € W™,
then decode g(y) = wj if there is no such codeword X (w), or there are two or
more codewords X ™ (w) and y are joint typical, y cannot be decoded correctly.

(2) Estimating the average error probability of random code set A,,

By (3.92) and (3.88),
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Po(Ay) = ) P{Ci}P.(Cy)

CyeA,

> PG Y P

C,eA, xeC,

1 M
o }\w P{Cn}
w2t 2

= CueA,
| M
=7 2w
w=1

where A, is given by Eq. (3.86). Because w is input with equal probability, in
other words, w is encoded with equal probability. Therefore, the transmission error
probability X, of w does not depend on w, that is

(3.93)

Al =A== Apy.
By (3.93), we have P.(A,) = A,. To estimate A;, we define
Ei={yeY"|X"()ye W™}, i=1,2,..., M, (3.94)
If E{ = Y"\E, is the remainder of E}, because of the decoding principle,

M
M =P{E{UE,U---UEy} < PIE{} + ) _ P{Ei}. (3.95)
i=2
By property (i) of Lemma 3.22,
lim P{xy ¢ W} =0.
n—0oQ

So there is
lim P{X"™(1)y ¢ W} =0.
n—oo

Therefore, when 7 is sufficiently large,

P{E{} <.
Obviously, codeword X ™ (1) and other codewords X ™ (i), (i =2, ..., M) are inde-
pendent of each other (see 3.91). By Lemma 3.23, y = T(X™ (1)) and X" (i) (i #

1) also are independent of each other. Then by the property (iii) of Lemma 3.22,

P{E;} = P{X(")(i)y e Ws(n)} < 2= (X,Y)=3¢) (i #1).
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To sum up,
M

Po(Ay) =k < &4y 271X
i=2
<e _I_z[nR]z—n(I(X,Y)—Ss)

< +27n(1(X,Y)7R738).

IfR < I(X,Y),thenI(X,Y) — R — 3¢ > O(when ¢ is sufficiently small), so when n
is large enough, we have P.(A,)<2e.Due to the channel capacity B = max{/ (X, Y)},
we can choose p(x) to make B = I (X, Y). Sowhen R < B, we have P.(A,) < 2e,
this completes the proof of (7).

To prove (ii), let’s look at a special case first. If the error probability of C =
(n, 2"y is P,(C) = 0, thenthebitrate of Cis Rc < B + 1, so whenn is sufficiently
large, there is R¢c < B.

In fact, because P,(C) = 0, decoding function g : Y" — W only determines W,
there is H(W|Y") = 0. Because W is equal probability information space, so

H(W) =log|W| = [nR].
Using the decomposition of mutual information, there are
IW,Y")y=HW)—-HW|Y") = HW) = [nR]. (3.96)
on the other hand, W — X" — Y" forms a Markov chain, by data inequality (see
Theorem 3.8)
I(W,Y") < I(X",Y").
By Lemma 3.20,

IW, Y") < I(X",Y")=nI(X,Y) <nB.

By (3.96), there is [nR] < nB. Because nR — 1 < [nR] <nR,sonR <nB +1,
thatis R < B + %, by (3.90), we have

1
Rc <R <B+ -,
n

thus
R¢ < B, when n is sufficiently large.

The above formula shows that when the transmission error probability is 0, as long as
n is sufficiently large, there is Rc < B. Secondly, if the transmission error is allowed,
that is, the error probability of C,, is P,(C,) < &, where C, = (n, 21"R1). Then when
n is sufficiently large, we still have R¢, < B.
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In order to prove the above conclusion, we note the error probability of random
code C, is
P.(Cy) = Ay, (3.97)

where w € W is any given message. When w is given, we define a random variable
&, with a value on {0, 1} as

g, = |1 iTeT (@) #w:
"o, it g(T(f(w)) = w.

Let E = (IF,, &,) be a binary information space, by (3.97), then we have

Pe(Cn) = P{Sw = 1}

By Theorem 3.3,
HEW|Y"Y=HW|Y") + H(E|WY")

(3.98)
= H(E|Y") + H(W|EY").

Note that E is uniquely determined by Y” and W, so H(E|WY") = 0, at the same
time, E is a binary information space, H(E) < log2 = 1, there is

H(E|Y") < H(E) < 1.
On the other hand, the random variable &,, is only related to w € W, so
H(WI|EY") = P,(Cy)log(IlW] — 1) < nRP.(C,).

By (3.98), we have
HW|Y™ <1+nRP,(C,).

Because f(W) = X" (W) is a function of W, we have the following Fano inequality
H(fWMIY") = HWI[Y") =1+ nRP.(Cy).

Finally,
=HW)=HWY")+1(W,Y")

<SHWIY") + 1(f(W), Y")
<1+4+nRP,(C,)+ I(X",Y")
<14nRP,(C,)+nB,

because of nR — 1 < [nR], then we have

nR <2+nRP,(C,) +nB.
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Thus )
Rc, <R< B+ —+¢g,
n

When n is sufficiently large, we obtain R¢, < B, which completes the proof of the
theorem.

It can be seen from Example 3.9 that the channel capacity B =1— H(p) of a
binary symmetric channel. Therefore, Theorem 3.12 extends Theorem 2.10 in the
previous chapter to a more general memoryless channel; at the same time, it is also
proved that the code rate of a good code does not exceed the capacity of the channel.

Exercise 3

1. The joint probability functions of the two information spaces X and Y are as
follows:

Solve H(X), H(Y), H(XY), H(X|Y), H(Y|X),and I (X, 7Y).
2. Let Xi, X», X3 be three information spaces on [F,, Known [I(Xi,
Xz) = 0, I(X], X2, X3) = 1, prove:

H(X3) = 1, and H(X1X2X3) =2.

3. Give an example to illustrate I (X, Y|Z) > I(X,Y).

4. Can I (X, Y|Z) = 0be derived from I (X, Y) =0? Inturn, can I (X, Y|Z) =0
deduce I (X, Y) = 0? Please prove or give examples.

5. Let X, Y, Z be three information spaces, prove:

() H(XY|Z) = H(X|Z);
Gi) 1(XY, Z) > I(X, Z);
(i) H(XYZ) — H(XY) < H(XZ) — H(X);
Gv) 1(X,Z|Y) =1(Z,Y|Z)—1(Z,Y) + (X, Z).

It also explains under what conditions the equality sign holds.

6. Can I(X,Y) =0deduce I(X, Z) = [(X, Z|Y)?

7. Let the information space be X = {0, 1, 2, ...} and the value probability p(n)
of random variable & be

p(n)=P{=n},n=0,1,....
Given the mathematical expectation E£ = A > 0 of £, find the maximum proba-

bility distribution { p(n)|n = 0, 1, ...} of H(X) and the corresponding maximum
information entropy.
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8. Let the information space be X = {0, 1, 2, ...}, and take an example of the
random variable £ taken from X, so that H (X) = oo.
9. Let X; = (X, &), X» = (X, n) be two information spaces and & be a function of
n, prove H(X;) < H(X»), and explain this result.
10. Let X| = (X, &), X» = (X, n) be two information spaces and n = f (), prove

(i) H(X) = H(X»), give the conditions under which the equal sign holds.
(i) H(X1|X»2) = H(X»|X,), give the conditions under which the equal sign
holds.

References

Bassoli, R., Marques, H., & Rodriguez, J. (2013). Network coding theory, a survey. IEEE Commun.
Surveys Tutor., 15(4), 1950-1978.

Berger, T. (1971). Rate distortion theory: a mathematical basis for data compression. Prentice-Hall.

Blahut, R. E. P. (1965). Ergodic theory and informtion. Wiley.

Chung, K. L. (1961). A note on the ergodic theorem of information theory. Addison. Math Statist.,
32,612-614.

Cover, T. M., & Thomas, J. A. (1991). Elements of information theory. Wiley.

Csiszar, 1., & Korner, J. (1981). Informaton theory: Coding theorems for discrete memoryless
systems. Academic Press.

EI Gamal, A., & Kim, Y. H. (2011). Network information theory. Cambrige University Press

Fragouli, C., Le Boudec, J. Y., & Widmer, J. (2006). Network coding: An instant primer. ACMSIG-
COMM Computer Communication Review, 36, 63—68.

Gallager, R. G. (1968). Information theory and reliable communication. Wiley.

Gray, R. M. (1990). Entropy and information theory. Springer.

Guiasu, S. (1977). Inormation theory with applications. McGraw-Hill.

Ho, T., & Lun, D. Network coding: An introduction. Computer Journal.

Hu, X. H., & Ye, Z. X. (2006). Generalized quantum entropy. Journal of Mathematical Physics,
47(2), 1-7.

Thara, S. (1993). Information theory for continuous systems. World Scientific.

Kakihara, Y. (1999). Abstract methods in information theory. World Scientific.

McMillan, B. (1953). The basic theorems of information theory. Annals of Mathematical Statistics,
24(2), 196-219.

Moy, S. C. (1961). A note on generalizations of Shannon-McMilllan theorem. Pacific Journal of
Mathematics, 11, 705-714.

Nielsen, M. A., & Chuang, I. L. (2000). Quantum computation and quantum information. Cambridge
University Press.

Shannon, C. E. (1948). A mathematical theory of communication. Bell Labs Technical Journal,
27(4), 379-423, 623-656.

Shannon, C. E. (1959). Coding theorem for a discrete source with a fidelity criterion. IRE National
Convention Record, 4, 142—-163.

Shannon, C. E. (1958). Channels with side information at the transmitter. IBM Journal of Research
and Development, 2(4), 189-193.

Shannon, C. E. (1961). Two-way communication channels. Proceedings of the Fourth Berkeley
Symposium on Mathematical Statistics and Probability, 1, 611-644.

Thomasian, A. J. (1960). An elementary proof of the AEP of information theory. Annals of Math-
ematical Statistics, 31(2), 452—-456.

Wolfowitz, J. (1978). Coding theorems of information theory (3rd ed.). Springer-Verlag.



References 151

Ye, Z. X., & Berger, T. (1998). Information measures for discrete random fields. Science Press.

Yeung, R. W. (2002). A first course in information theory. Kluwer Academic.

Qiu, P. (2003). Information theory and coding. Higher Education Press. (in Chinese).

Qiu, P, Zhang, C., Yang, S., etal. (2012). Multi user information theory. Science Press. (in Chinese).

Ye, Z. (2003). Fundamentals of information theory. Higher Education Press. (in Chinese).

Zhang, Z., & Lin, X. (1993). Information theory and optimal coding. Shanghai Science and Tech-
nology Press. (in Chinese).

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/

Chapter 4 ®
Cryptosystem and Authentication System | ¢

In 1949, Shannon published a famous paper entitled “communication theory of secure
systems” in the technical bulletin of Bell laboratory. Based on the mathematical
theory of information established by him in 1948 (see Chap. 3), this paper makes a
comprehensive discussion on the problem of secure communication and establishes
the mathematical theory of secure communication system. It has a great impact
on the later development of cryptography. It is generally believed that Shannon
transformed cryptography from art (creative ways and methods) to science, so he is
also known as the father of modern cryptography. The main purpose of this chapter
is to introduce Shannon’s important ideas and results in cryptography theory, which
is the cornerstone of the whole modern cryptography.

4.1 Definition and Statistical Characteristics
of Cryptosystem

Let X = {ai, a», ..., a,} be the plaintext alphabet and a source. {£;}72, is a set of

random variables valued on X, for any given positive integer n > 1, we define the
plaintext space P as the product information space X; X, - - - X,,, that is

P=X X, ---X,,where X; = (X, &), 1 <i <n.
Iftm=mmy---m, € P(m; € X;), m is called a plaintext information column of

alphabet length n, or a plaintext string of length n, the joint probability p(m) is
defined as

pim) = p(mimy---my) = P{§ =m1, & =my, ..., 5 =m,}. 4.1)
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Let Z = {by, b,, ..., by} be the key alphabet, which is also a memoryless source
(see Definition 3.9 of Chap. 3), let {n;}2, be a group of random variables with
independent values on Z and equal probability distribution, then for any b € Z,

1

P(b)=P{’7i=b}=m=s

Vil 4.2)

We define the power space Z" as a key space, denoted by K, that is
K=Z7Z =f{k=kky - kelkieZ, 1 <i<r}.

Each k = kjk, - - -k, € K is called a key of length r, and the joint probability p(k)

1S

1 1

k) = plhiky - k,) = ki) = =—. 4.3
p(k) = plkiky - k) Ep() 7 =K (4.3)

This shows that the r-dimensional random vector n = (1, 12, . . ., 1) taking value
on the key space K is also equally almost distributed on K. Unless otherwise spec-
ified, we generally stipulate that the plaintext space P and the key space K are
independent information spaces, that is

p(mk) = pm)p(k),Ym € P,k € K. “4.4)
For every k € K, k defines or controls an encryption transform Ej, denote by
E = {E|k € K}.

E is called encryption algorithm. When k € K is given, the encryption transformation
E acts onthe plaintextm € P to produce a cryptosystemtext Ey (m), each encryption
transformation Ej is an injection, and its left inverse mapping is recorded as Dy,
which is called decryption transformation. Taking 1p as the identity transformation
of plaintext space, thatis 1p(m) = m, VY m € P, then we have

DiE, = 1p,0or Di(Ey(m)) =m,Vm € P. (45)
Define cryptosystemtext space C as
C={Exm)ime P,ke K} C X1 Xz2---Xp. (4.6)

That is, cryptosystemtext space C and plaintext space P have the same alphabet and
the same letter length.

For each cryptosystemtext ¢ € C, c = Ey(m), then c is uniquely determined by
plaintext m and key k, so we can define the occurrence probability p(c) of cryptosys-
temtext ¢ as
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p(c) = p(Ex(m)) = p(km) = p(k)p(m). 4.7)

Obviously,

Dop@=) > plm)y=Y pl)Yy pim =1,

ceC keK meP keK meP

Therefore, the cryptosystemtext space C defined by formula (4.7) is also an infor-
mation space.
When k € K is given, we let

Ar = {Ex(m)|m € P} C C. (4.8)

Then the encryption transformation E}, is the full mapping of P — Ay, so Eyisal-1
correspondence of P — Ay, and its inverse mapping is the decryption transformation
Dy, that is

DLE, =1p, E; Dy = 1Ak,k e K.

We denote D as all decryption transformations, that is
D = {Dylk € K}. 4.9)

D is called decryption algorithm.

Definition 4.1 Under the above provisions, R = {P, C, K, E, D} is called a cryp-
tosystem, where P, C, K is the information space, K and P are statistically inde-
pendent, E is the encryption algorithm and D is the decryption algorithm.

The statistical characteristics of a cryptosystem are attributed to the following
theorem.

Theorem 4.1 I[fR = {P,C, K, E, D}, then
(1) Y c € C,we have

p©) =Y pk)p(Di(c)). (4.10)
CER,
(2) ce C,m € P, then
plelm)y= 3" p(k). 4.11)
keK
Ey(m)=c

(3) ce C,m € P, then

p(m) Zuﬁf)’im pk)
Zf&f p(k)p(Di(c))’

p(mlc) = (4.12)
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where Ay is given by equation (4.8).

Proof By (4.7),if ¢ € C, then

p= ) pmy= Y pkp(m)

keK,meP keK,meP
Ey(m)=c Ey(m)=c
=Y "plk) Y pm)=" plk)p(Di(c)).
keK meP keK
Ey(m)=c ceA;

(1) holds. (2) is trivial. Because when m € P is given, the occurrence probability
p(c|m) of cryptosystemtext ¢ has

plelm)y= )" p(k).
kekK,
Er(m)=c

To prove (3), by (1.24),

p(m)p(c|m)
Y wep P(m)plcim’)’

p(m|c) =

the items in the denominator are

Y pm)p(elmy =Y pm") Y pk)

m'eP m'eP keK
Ex(m')=c
= pk) Y pan)
kekK m'eP
Ey(m')=c
=Y pk)p(Dx(c)).
keK
CEAk

So in the end
p(m) ZE kek pk)

r(m)=c

chfee/f p(k)p(Di(c))’

p(m|c) =

Theorem 4.1 holds!

By Theorem 4.1, the statistical characteristics of a cryptosystem can be summa-
rized as follows: The probability distribution of cryptosystemtext space and the con-
ditional probability distribution of plaintext about cryptosystemtext are completely
determined by the probability distribution of plaintext space and key space. That is,
anyone who knows the probability distribution of plaintext space and key space will
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know the probability distribution of cryptosystemtext and the conditional probability
distribution of plaintext about cryptosystemtext.

It is assumed that the plaintext space and the key space are statistically indepen-
dent, by (3.14) of Theorem 3.2 of Chap. 3, we have

H(PK)= H(P)+ H(K). (4.13)

It has been previously specified that the key source alphabet Z is an equal proba-
bility information space without memory, and the probability p(k) of the key space
K={k=kky - -klki € Z}is

1

d 1
pk) i|:|l p(ki) Zr = 1K (4.14)

Therefore, the key space is also an equal probability information space.

From the definition of cryptosystem, when the plaintext space and key space are
given, the cryptosystemtext space is completely determined. On the contrary, when
the cryptosystemtext space and key space are known, the plaintext space is also
known, combined with Lemma 3.3 in the previous chapter, we have

Theorem 4.2 In a cryptosystem R = {P, C, K, E, D}, we have
H(P|KC)=0, H(C|IKP)=0, H(K|PC) =0.

Proof We only prove H(P|KC) = 0, similarlyto H(C|KP) =0and H(K|PC) =
0. For given m € P, let

N,, = {kc|c € C,k € Kand Ey(m) = c}.

Thus N,, C KC, and
p(mlke) =1, ifkc € N,;
p(mlkc) =0, ifkc ¢ N,,.

Because assuming kc € N,, is selected, then Ey(m) = c, thus m = Dy(c), m will be
determined. Conversely, if kc ¢ N,,, when the kc-joint event occurs and m cannot
occur, thus p(m|kc) = 0. By Lemma 3.3 from the previous chapter, H(P|K C) = 0,
we complete the proof of Theorem 4.2.

Corollary 4.1 In a cryptosystem R = {P, C, K, E, D}, we always have

H(P) < H(C).
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Proof 1t is stipulated that P and K are statistically independent, so there are

H(P) = H(P|K) = H(P|K) + H(C|PK)
= H(PC|K)
= H(C|K) + H(P|KC)
= H(C|K)
< H(C).

The Corollary holds.

The Corollary shows that the uncertainty of plaintext is less than that of cryp-
tosystemtext in cryptosystem.

4.2 Fully Confidential System

Generally speaking, the mutual information 7 (P, C) between plaintext space and
cryptosystemtext space (see Definition 3.8 in the previous chapter) reflects the infor-
mation of plaintext space contained in cryptosystemtext space, so / (P, C')) minimiza-
tion is an important design goal of cryptosystem. If the cryptosystemtext does not
provide any information about the plaintext, or the analyst cannot obtain any infor-
mation about the plaintext by observing the cryptosystemtext, such a cryptosystem
is called completely confidential.

Definition 4.2 A cryptosystem R ={P,C, K, E, D}, if H(P|C) = H(P), or
I(P, C) = 0,%Ris called complete secrecy system, or unconditional secrecy system.

Theorem 4.3 For any cryptosystem R = {P, C, K, E, D}, we have
I(P,C)> H(P)— H(K). (4.15)
Proof By Theorem 4.2, we have H(P|KC) = 0, and

H(P|C) = H(P|C) + H(K|PC)
= H(PK|C)
= H(K|C) + H(P|KC).

So we have
H(P|C)=H(K|C) < H(K).

By definition,

I(P,C)=H(P)—- H(P|C)> H(P)— H(K).
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So the Theorem holds.

From the previous chapter, we know the amount of mutual information /7 (X, Y) >
0, there is

Corollary 4.2 In a completely confidential cryptosystem R = {P,C, K, E, D},
there is always

H(P) < H(K) = log, |K]|. (4.16)

Proof Defined by R = {P, C, K, E, D} as a completely confidential system, so
I1(P, C) = 0. From the above theorem, there are

H(P)—H(K) <I1(P,C)=0,
Thus there is H(P) < H(K). By (4.14), K is equipotential distribution, so there is
H(P) <log, |K]|.

It can be seen from the above that the larger the scale | K| of the key space, the
better the confidentiality of the system!

Definition 4.3 A cryptosystem R = {P, C, K, E, D} is called a “one secret at a
time" system, if there is a unique key k € K fora givenm € P and ¢ € C, such that
c = Ei(m).

As can be seen from the above definition, for givenm € P,ifk # k/,then Ey(m) #
Ey (m).In other words, we only use a unique key k to encrypt the same set of plaintext
and cryptosystemtext. This is also the origin of the concept of “one secret at a time”.
Thus, for any given plaintext m € P and cryptosystemtext ¢ € C, there happens to
be a unique key k € K such that E;(m) = c. Therefore, when k traverses the key
space K, m traverses the plaintext space P, and each m appears only once. Thus, for

¢ € C, we have
p©= Y > pkypm)

keK meP
Er(m)=c

= > phY pim) @.17)

keK meP
Ey(m)=c

That is to say, in a one-time cryptosystem, the cryptosystemtext space C is also an
equal probability information space.
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Theorem 4.4 The one-time password system is a completely confidential system.

Proof When c, m given, by (4.11),

1
p(clm) kZI; Pk) =

Ey(m)=c
By (4.12) and (4.17),

p(m)
Y kek . Y wep P(m')

E, (k)=
_ pim)
B Zm’eP p(m/)
= p(m).

plm|c) =

Thus
H(P|C) ==Y p(mc)log, p(m]c)

meP ceC

=—> "> plme)log, p(m)

meP ceC

=— > p(m)log, p(m)

meP

= H(P).

Therefore, R = {P, C, K, E, D} is a completely confidential system.

4.3 Ideal Security System

In order to introduce Shannon’s concepts of unique solution distance and ideal cryp-
tosystem, we first consider the scenario of secret only attack. In the scenario of secret
only attack, when the cryptanalyzer intercepts cryptosystemtext ¢, he may decrypt ¢
with all decryption keys Dy to obtain

m = Di(c), ke K.

Therefore, he records the keys corresponding to all meaningful messages m’, only one
of the set of these keys is a correct key, while other incorrect keys are called pseudo
keys. A large number of cryptosystemtexts are required as samples in secret only
attacks. Therefore, we will consider the product space P” of plaintext and cryptosys-
temtext and the jointevents in C", P" and C” as plaintext string and cryptosystemtext
string.
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Definition 4.4 For cryptosystemtext string y € C" with given length n, let
K(y) = {k € K|3x € P" such that E;(x) = y}. (4.18)

Then the number of pseudo keys is |K (y)| — 1. The mathematical expectation S, of
the pseudo key is defined as

Sn = Z pOMUAKMI = D). (4.19)

yeCn
Therefore, the mathematical expectation of pseudo key is the weighted average
of the number of pseudo keys of each cryptosystemtext string. We first prove the
following two theorems.
Theorem 4.5 IfR ={P, C, K, E, D} is a cryptosystem, there are
H(K|C)=H(K)+ H(P)— H(C). (4.20)

Proof From the addition formula of information entropy (see Theorem 3.2 in the
previous chapter),

H(KPC)=H(KP)+ H(C|IKP)=H(KC)+ H(P|KC).
By Theorem 4.2, we have
H(C|KP)=H(P|KC)=0.

thus,
H(KP)=H(KC).

Again, from the addition formula and note that K and P are statistically independent,
SO
H(KP)=H(P)+ H(K|P)=H(P)+ H(K)

and
H(P)+ H(K)=H(KC)=H(C)+ H(K|C).
So we have
H(K|C)=H(P)+ H(K)— H(C).
The Theorem holds.

Theorem 4.6 Let R = {P,C, K, E, D} be a cryptosystem, and |C| = |P|, let r
be the redundancy of P, then the pseudo key mathematical expectation S, of a
cryptosystemtext string with a given length of n satisfies
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2H(K)
PP

Sn =

Proof From the definition and properties of product space,
R, ={P",C",K,E,, D,}
also constitutes a cryptosystem. By Theorem 4.5, then
H(K|C")y=H(K)+ H(P") — H(C").

By (3.9), we have
H(C") <nlog, |C|, |C| = |P|.

Replace information space X with P, then we have

H(P") = H(/P" ")+ H(P|P"™)
= H(P" "+ H,
> H(P"™") + Hy.

So we have
H(P") > nHyx =n(l —r)Hy =n(1 —r)log, |P|.

Combined with the above formula, we have an estimate

H(K|C") > H(K) +n(l —r)log, |P| — nlog, |P|.

Because of the definition,

H(K|C") ==Y "> plky)log, p(k|y)

yeC" keK

=— " p( ) pkly)log, p(kly)

yeC" keK

== D pkly)log, pkly).

yeCn keK(y)

We get

> pklyy =) pk)=1.

keK (y) kek

Then by Jensen inequality,

421

(4.22)

(4.23)
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H(K|C")

IA

> p(y)log, k()|

_VEC”
log, Y pMIk)]
yeCn

= log, (S, + 1).

IA

Finally, (4.21) can be obtained from form (4.23) to complete the proof!

When the mathematical expectation of the number of pseudo keys is greater than
0, the secret only attack cannot break the password in theory, so we define the unique
solution distance of a cryptosystem as the value of n of S, = 0.

Definition 4.5 A cryptosystem whose unique solution distance is infinite is called
an ideal security system.

From Theorem 4.6, we can obtain an approximate value of the distance of the
unique solution.
H (k)

o= rlog, |P|

The unique solution distance indicates the minimum amount of cryptosystemtext
that may be decrypted successfully when an exhaustive attack is carried out. Gener-
ally speaking, the greater the unique solution distance, the better the confidentiality
of the system. However, Shannon only gives the existence of the unique solution
distance, but does not give a specific calculation program. In practice, the amount of
cryptosystemtext required to decryptosystem a cryptosystemtext is far greater than
the theoretical value of the unique solution distance.

4.4 Message Authentication

Authentication system, also known as authentication code, is an important tool to
ensure the authenticity and integrity of messages. In 1984, Simmons systematically
put forward the information theory of authentication system for the first time. He used
mathematics to study the theoretical and practical security of authentication system.
This paper puts forward the performance limit of authentication system and the
mathematical principles that should be followed in the design of authentication code.
Although Simmons’ theory is not mature and perfect, its position in authentication
system is as important as Shannon’s theory in cryptosystem, which lays a theoretical
foundation for the research of mathematical theory of authentication system.

In cryptography, authentication system includes entity authentication and message
authentication. We mainly discuss message authentication system. At present, there
are two main models of authentication system. One is the arbiter-free authentication
system model. In this model, the participants of the system are mainly message
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sender, message receiver and attacker, in which the message sender and receiver trust
each other. They share the same key information; another model is the authentication
system model with arbiter. In this model, the participants of the system have arbiters
in addition to the information sender, receiver and attacker. At this time, the sender
and receiver of the message do not trust each other, but they all trust the arbiter. The
arbiter shares the key information with the sender and receiver.

An authentication system without privacy and confidentiality function and without
arbiter is composed of four parts: a finite set S of source states, called the source set,
a finite set A of authentication tags, called the tag set, a key space composed of all
solvable keys, and an authentication rule set £ = {ex(s)|k € K, s € S}, where for
any k € K, s € S, ex(s) is the authentication rule. It is a mapping of S — A.

Definition 4.6 An authentication systemis 7 = {S, A, K, E}, where S, A, K is the
information space, S is the source space or source set, A is the label space or label
set, and K is the key space, where S and K are statistically independent,

E ={e(s)|k e K,s € S}.

Each e, (s) is an injection of S — A, which is called an authentication rule.

Definition 4.7 The product space SA is called the message space, and M represents
SA.

Authentication protocol: The sender and receiver of the message use the following
protocol to transmit information. First, they secretly select and share the random
key k € K; if the sender wants to transmit an information source state s € S to
the receiver, the sender calculates a = e, (s) and sends the message sa € M to the
receiver. When the receiver receives message sa, he calculates @’ = ¢, (s) again, if
a’ = a, he confirms that the message is reliable and receives the message, otherwise
he refuses to receive the message sa.

Definition 4.8 Matrix [e;(s)]k|x|s) is called authentication matrix. Its rows are
marked by key k € K and columns by source state s € S. It is a |K| x |S|-order
matrix, the element intersecting row k and column s is e (s).

Authentication matrix is an important tool in authentication theory research. Our
detailed list is as follows:
Let K = {ky, ko, ..., k,}, S ={s1,52,...,5,}. Then the authentication matrix is an
n x m-order matrix, which is listed as follows:

e, (s1) ex, (s2) -+ ex, (5p)
e, (s1) ek, (s2) -+ - ex, (sp)

ex, (51) ek, (52) -+ ek, (Sm) |,
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4.5 Forgery Attack

In the process of message authentication, the attacker is an intermediate intruder.
We usually consider two types of attacks, one is forgery attack and the other is
substitution attack, which correspond to secret only attack and plaintext attack in
cryptosystem. In forgery attack, the attacker sends message sa € M in the channel
and wants the receiver to confirm that it is true and receive it; in the substitution
attack, the attacker first observes a message sa € M in the channel, so he analyzes
the coding rules currently used, then he tampers the message sa with s’a’ € M, where
s" # s, and wants the receiver to receive it as a real message.

We assume that the attacker adopts the optimal deception strategy. p,, represents
the probability that the forgery attacker is most likely to succeed in deception, and
Pa, represents the probability that the attacker is most likely to succeed in deception.
The probability p, that the attacker is successful in deception is defined as

Pa = maX{de, Pud, } (424)

Simmons’ theory is mainly to estimate the lower bound of p,, so as to provide a
theoretical basis for constructing authentication codes with attack success probability
pa as small as possible.

First, let’s look at the definition and estimation of the maximum probability pg,
of successful deception by forgery attackers.

A ={ay, ay,...,a,} represents the authentication tag space. The attacker first
selects a source state s € S and an authentication tag a € A. Let ky € K represent
the shared key selected by the sender and receiver, if a = ey, (s), the forgery attacker
can successfully deceive the receiver. We use pay off (s, @) to represent the probability
that the message receiver receives sa as a true message, that is

pay off (s, a) = pla = ey, () = Y p(k). (4.25)

kekK
ex(s)=a

If the attacker adopts the optimal strategy, then
P4, = max{pay off (s,a)|s € S,a € A}. (4.26)

Theorem 4.7 If the scale of authentication tag space A is set to |A| = r, for any
fixed source state s € S, there will always be an authentication tag a € A such that

1 1

pay off (s, a) > —, thus pg, > —.
r r

Proof By the definition of pay off (s, a),
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> payoff (s.a) =" Y p(k).

acA acA kekK
ex(s)=a

When a runs through the s column of the authentication matrix, k traverses the whole
key space, so

> pay off (s.a) = »_ p(k) = 1.

acA kekK

Therefore, there is at least one a € A such that

pay off (s, a) > %W = %
Theorem 4.8 Let T = {S, A, K, E} be a message authentication system,
D4, = max{pay off (s,a)|s € S,a € A}
is the maximum probability of successful forgery attack, then

log, p4, > H(K|SA) — H(K)

and

1
Pdy Z SHE) - HKISA) "

Proof By definition, we know that py, is not less than the mathematical expectation
of pay off (s, a), that is

Ddy = p(sa)pay off (s, a).

seS,aeA

Then by Jensen inequality, we have

log, pa, = log, Y p(sa)pay off (s, a)

seS,acA
> Z p(sa) log, pay off (s, a).
seS,aeA
Obviously,
pay off (s, a) = p(als).
Thus

p(sa) = p(s)p(als) = p(s)pay off (s, a). (4.27)
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So
log, pa, > Z Z p(sa) log, pay off (s, a)

seS acA

=Y p(sa)log, p(als)

seS acA

= —H(A|S).
Because the source space S and the key space K are statistically independent, so
H(SK)= H(K)+ H(S).

Also, the tag space A is completely determined by the source space S and the key
space K, so
H(AIKS) =0.

By the addition formula of information space,

H(KAS) = H(AS) + H(K|AS)
= H(S) + H(A|S) + H(K|AS).

On the other hand,

H(KAS)=H(KS)+ H(A|KS)
=H(KS)=H(K)+ H(S).

On the whole, we have
—H(A|S) = H(K|AS) — H(K).

Thus
log, pa, = —H(A|S) = H(K|AS) — H(K).

We completed the proof of the theorem.

M = SA is called message space, it can be seen from theorem 4.8 that the maxi-
mum success probability p,, of forgery attack satisfies

1
Pdo = Srccmy

where I (K, M) is the average amount of mutual information between the key space
and the information space. If the amount of mutual information 7 (K, M) is larger,
the probability of the most successful forgery attack is lower. On the contrary, if the
amount of mutual information is smaller, the success rate of forgery attack is higher.
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4.6 Substitute Attack

The so-called substitution attack is that the attacker first observes a message (s, a) on
the message, and then replaces (s, @) with message (s’, a’), hoping that the receiver
will receive (s, a’) as a real message. Considering the maximum success probability
pa, of substitution attack, it is more difficult than forgery attack, the main reason is
that py, depends on both the probability distribution of source state space S and the
probability distribution of key space K.

Let (s, a’) and (s, a) be two messages, where s # s’. We use pay off (s, a/, s, a)
to express the probability that using (s’, @) instead of (s, a) can cheat success, then

pay off (s',a’, s,a) = p(a’ = ey, (s")|a = ey, (s)), ko € K.

The above formula represents the conditional probability of a’ = e, (s’) under the
condition of a = e, (s) under the same key ko, so

pla’ = e ("), a = eg,(s))
pla = e (s))
Z kek. p(k) (4.28)

ey (s")=a' ey, (s)=a

pay off (s, a)

pay off (s, d’,s,a) =

When the message (s,a) € M is given, the attacker uses the optimal strategy to
maximize the success probability of the deceiver, so let

Ps.a = max{pay off (s',a’,s,a)|s' € S,s" #s,a’ € A}, (4.29)

Taking p; , as a random variable, its mathematical expectation on message set M =
SAis
Pa = Y psa)psa (4.30)

seS,acA

The above formula is the formal definition of p,,, which is the weighted average of
the maximum success probability of pay off (s’, a’, s, a) in message space M.
Like Theorem 4.7, we have

Theorem 4.9 Let T = {S, A, K, E} be an authentication code, |A| = r, then for
any givens' € S,s € S, s # 5" and a € A, there is a label a' € A such that

1

1
payaﬂ‘(s/aa/asva)z_z_'
Al
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So we have

—_—

Pda, = —-

~

Proof By (4.28),

1
pay off (s',d’,s,a) = ——— p(k)
Z pay off (s, a) ‘; é

a'eA
ex(s)=a,ex(s")=a’

1
= pay off (s, @) 2, plhy=1

keK
ex(s)=a

So at least one a’ € A such that

1
pay off (s',d’, s, a) > m =

By the definition of p;,, forVs € S anda € A, we have

1 1

> — = —,
ps,a_|A| -

Thus | |
> ) — = —.
Pd, = Z P(Sa)Ps,a = ZP(G) r

seS,acA acA

Theorem 4.10 LetT = {S, A, K, E}be an authentication code, forany (s, a) € M,
when using (s', a’) instead of attack, let p4, be the mathematical expectation of p; 4
in space M, then

log, ps, = H(K|M?) — H(K|M)

and
1

Py Z SRR *-31)

Proof By (4.29), ps., will not be less than the mathematical expectation of pay off
(s',a',s,a)ons’ € S,a’ € A, thatis

Ds.a = Z p(s'd’|sa)pay off (s',d’, s, a).

s'eS,a’€eA

By (4.30) and Jensen inequality, we have
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log, pa, > Z p(sa)log, ps.q

seS,aeA
> Z p(sa) Z p(s'a’|sa) log, pay off (s, d’, s, a)
seS,acA s'eS,a’eA

= Z Z p(sas'a’) log, pay off (s',d’, s, @)

seS,acAs'eS,a'eA

= Z Z p(sas’a’)log, p(a's'las)

se€S,acAs'eS,a'eA

= —H(M|M).

In addition,
H(KM?* = H(M|M) + H(K|M?)

=H(K|M)+ HM|KM).
So there are
—HM|M) = H(K|M2) — H(K|M)— HM|KM).

It can be proved that
H(M|KM) =0.

So there are
—H(M|M) = H(K|M?* — H(K|M).

Thus
log, pa, > H(K|M?) — H(K|M).
That is {
Par Z SR —HEM
The Theorem holds!

Definition 4.9 An authentication code {S, A, K, E} is called perfect if

D = 2HEKIMD=HE)

Theorem 4.11 Perfect certification system exists.

Proof The theorem is proved directly by the construction method. First, let the source
state space be S = {0, 1}. Let N be a positive even number, and define the label space

A and the key space K as follows:

vz
=

A=17; :{alazn-a%m[eZz,lSiS?
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and
K =17y = {kika- - kylki € Zo, 1 <i < N}.

The authentication rule e, (s) determined by k = kk; - - -k% k% 41 ky is defined
as

é‘k(()) = k1k2 . kg
and

e (1) = k%+1 ceky.

Assuming that all 2V keys k are equitably selected, so for s € S and a € A, we have
pay off (s, a) = p(a = ex(s) =272,
So there is pg, = 277, similarly to pg, = 277,50
N
Pa=2"72.

Easy to calculate

H(K|M) — H(K) =

N
5 N =—HEK|M).

So
py = 2HEIM=HEK)

Therefore, {S, A, K, E} is a perfect authentication system.

4.7 Basic Algorithm

4.7.1 Affine Transformation

Encryption with matrix comes from the classical Vigenere password. Let X =
{ai, as, ...,ay} be a plaintext alphabet of N characters, we replace the characters
in Zy and X with numerical values, where Zy is the remaining class ring of mod N.
Let P = Z’]‘v be the plaintext space, x = x1xp - - - x; € P is called a plaintext unit
or a plaintext message of length k. Let My (Zy) be a k-order full matrix ring over
Zn, A € My(Zy) is a invertible matrix of order k, b = b1b, -+ - by, € Z’jv is a given
directional quantity, each plaintext unit x = x;x, - - - x; in P is encrypted by affine
transformation (A, b):
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X1 X1 b1
X, X2 by

Al "1+ 7. (4.32)
x]; Xk bk

where x = x;x - - - x is clear text, x = x;x'2 e x,; is cryptosystemtext. The decryp-
tion algorithm is:

X1 X; b]
X2 x/z b2

=A"! Y-S I (4.33)
Xk xl; bk

Because affine transformation (A, b) is a 1-1 correspondence on Z’jv — Z’I‘V,
its inverse transformation is (A~!, —A~!b); therefore, using affine transformation
(A, b), we obtain the so-called high-order affine cryptosystem. This cryptosystem
was first proposed by mathematician Lester hill in American Mathematics monthly
in 1929, so it is also called Hill cryptosystem.

Hill cryptosystem divides the plaintext into a group of k characters and then
encrypts each plaintext unit in turn by using k-order affine transformation (A, b) on
Zy . The advantage of this password is that it hides the statistical characteristics of a
single character (such as 26 letters in English), which can better resist the statistical
analysis of the occurrence frequency of characters, and has strong ability to resist
cryptosystemtext only attacks. However, on the basis of mastering a large amount of
plaintext, it is not difficult to find the key (A, b), so the hill password is not strong
against the attack of known plaintext.

The mathematical principles used by Hill cryptosystem are the following two
conclusions.

Lemma 4.1 The set of all k-order affine transformations on Zy is written as Gy,
that is

G = {(A, b)|Ais a k -order reversible square matrix, b € Z];V}.

Then Gy forms a group under the multiplication of transformation, which is called
the k-order affine transformation group of ring Zy.

Proof Take A as the k-order identity matrix E and b = 0 as the k-dimensional zero
vector, then (E, 0) is the identity transformation of Z’,‘V — Z'j\, and the unit element
of G. Secondly, we look at the product of two affine transformations (A, b;) and
(A2, b),

(A1, b1)(Az, by) = (A1 Az, A1Dy + b)) € Gy.

Obviously, the inverse transformation of (A, b) is
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(A, b)) ' =@, —A71p) € Gy

Therefore, Gy is a group. The Lemma holds.

From the above lemma, any group element (A, b) € Gy of affine transformation
group will form a Hill cryptosystem. If we select n group elements (A, b;), (Az, b2),
..., (A,, by) in G and let

(A, b) = [(Aw. bo).
i=1

Using (A, b) to encrypt, we get a more complex Hill cryptosystem.

Lemmad4.2 A € M (Zy), |A| = D is the determinant of A, then A is reversible if
and only if D and N are coprime, that is (D, N) = 1.

Proof If (D, N) = 1, then there is D such that D; D = 1(mod N), let

A A - Ay
A=y | A A @34
At Agy -+ - Ay

where A = (a;j)kxk, Aij s the algebraic cofactor of a;;. obviously, we have

So A is reversible, A~! = A*. Let’s take k =2 as an example, if |A| = D,

(D,N) =1,
_fab 1 _( Did —Dib
A_<cd):>A _<—D1c Dm)'

Conversely, if A is reversible and A1 is the inverse matrix, because A~'A =
AA~! = E, we get
|AA™| = |A]IA7Y|

1(mod N).

So we have (D, N) = 1. The Lemma holds.

If k = 1, first-order affine cryptosystem x = ax + b(mod N), where (a, N) = 1,
contains many famous classical passwords, especially whena = 1, b = 3, N = 26,
x" = x + 3(mod 26) is the famous Caesar code in history.

Next, we analyze the computational complexity of affine cryptography. We have
the following Lemma.
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Lemma 4.3 If A = (a;j)ixk is a k-order reversible square matrix on Zy, the bit
operation times of A~! are estimated as follows

Time(A™") = O(k*k!log® N).

Therefore, when k is a fixed constant, the algorithm for finding A~ is polynomial.
When N is a fixed constant, the algorithm for finding A~ is exponential. In other
words, the greater the order of the matrix, the higher the computational complexity.

Proof Because A = (a;;)xk is reversible, then determinant

D=IAl= Y (=D (jr- joajaj, - .,

Jrj2jk

where jj j» - jr is an arrangement of 1,2, ...,k and t(j; j> - -- jx) is the reverse
order number of the arrangement. The number of bit operations of each summation
is O (k3 log2 N), and there are k! summation terms in total, thus

Time(D) = O (k’k!log? N).

By Lemma 1.5 of Chapter 1, find the multiplicative inverse of D under mod N,
D 'modN = D, is
Time(D;) = O(log® N).

The bit operation times of each algebraic cofactor A;; of the adjoint matrix A* of
formula (4.34) is O ((k — 1)3(k — 1)!log? N), and there are k> algebraic cofactors,
thus

Time(A*) = O (k*k!log® N).

So
Time(A~!) = O(k*k!log® N).

When k is constant, the algorithm for finding A~! is polynomial. When N is constant
and k —> oo, it is obvious that the algorithm for finding A~! is exponential. The
Lemma holds.

4.7.2 RSA

In 1976, two mathematicians from Stanford University, Diffie and Hellman, put
forward a new idea of cryptosystem design. In short, the encryption algorithm and
decryption algorithm are designed based on the principle of asymmetry. We can use
the following schematic diagram to illustrate
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—1
rLclsp, (4.35)

where P is the plaintext space, C is the cryptosystemtext space, f encryption algo-
rithm and f~! decryption algorithm. If f and f~! are the same algorithm, such as
the involution operation in binary system, or the encryption algorithm f can easily
deduce the decryption algorithm f~!. For example, the matrix encryption algorithm
mentioned in the previous section (the matrix order is very small), which is called
symmetric cryptosystem. The essence of symmetric cryptosystem is that the encryp-
tion key and decryption key have the same confidentiality importance. Diffie and
Hellman proposed that if f # f~! and f are encryption algorithms that are easy
to implement, while f~! is a decryption algorithm that is very difficult to calcu-
late, the key can be divided into encryption key and decryption key. Even if the
encryption key is made public to the public, the security of decryption key will not
be affected. This encryption algorithm f is called asymmetric or trapdoor one-way
function. The password using asymmetric f is called asymmetric password or public
key cryptosystem. Due to the bold innovation of Diffie and Hellman, cryptography
has ushered in a new era—the era of public key cryptography. Its basic feature is
that passwords change from few users to many users, which greatly improves the
efficiency and social value of passwords.

How to design asymmetric encryption algorithm? Rivest, Shamir and Adleman
jointly put forward the first secure and practical one-way encryption algorithm, which
is called RSA algorithm in academic circles. This public key cryptosystem has been
widely used in cryptographic design and has become an international standard algo-
rithm. In addition to its simplicity and practicality, its security completely depends
on the difficulty of large prime factorization of huge integers.

Let p, g be two large and relatively safe prime numbers, assume

1030 < p. g, its binary digits k > 1024bits. (4.36)
Let n = pq, ¢(n) be an Euler function, then
pm)y=(p—-Dlg—D=n+1-p—gq.
Randomly select a positive integer e to satisfy
1 <e< @), (e pmn)=1. 4.37)

The large prime numbers p and ¢ and e satisfying formula (4.37) are randomly
generated. The so-called random generation is to randomly select the p, g and e
with the help of the computer random number generator (or pseudo-random number
generator), and its computational complexity is

Lemma 4.4 Randomly generated large prime number p and q, n = pq, ¢(n) is
Euler function, 1 < e < ¢(n), (e, p(n)) = 1, then
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Time (select out n) = 0(log4 n),
Time (find e) = O(IOg2 n).

Proof Use the random number generator to generate a huge integer m, such as
m > 10° and then detect whetherm, m + 1,m +2, ..., isa prime number. From
the prime number theorem, we know that the frequency of prime numbers adjacent
to m is about 0(@), so we only need about O (logm) tests to find the required
prime number p, by Lemma 1.5 of Chapter 1,

Time (find prime p) = 0(log2 m) = 0(10g2 n).

Similarly,
Time (find prime q) = O (log> n).

Because n = pgq, so
Time (select out n) = O (log4 n).

n after confirmation, ¢(n) = (p — 1)(¢ — 1). A positive integer a, 1 < a < ¢(n),
is randomly generated by the random number generator, and then whether a, a +
I,a+2,...and ¢(n) are mutually prime is detected in turn. Again, according to the
prime number theorem, the frequency of the prime factor of ¢(n) appearing in the
vicinity of a is 0(@), so we only need O (loga) tests to get the required e. Thus

Time (select out e) = O(log2 a) = 0(log2 n).

The Lemma holds.

After randomly selecting p, ¢, n = pq, and e, because (e, ¢(n)) = 1, then exist
d = e~ mod ¢(n), that is

de =1(modp(n)), 1 <d < p(n). (4.38)

Definition 4.10 After randomly determining n = pgq, let P, = (n, ¢) be called pub-
lic key, P; = (n, d) be called private key, or e be public key and d be private key.

By Lemma 1.5 of chapter 1, calculate the number Time(d) = O(log3 o)) =
O (log® n) of bit operations required for d = e~! mod ¢(n). By Lemma 4.4, we have

Corollary 4.3 The computational complexity of randomly generated public key
P, = (n, e) and private key P; = (n, d) is polynomial.

The key mathematical principle used in RSA cryptographic design is the general-
ized Euler congruence theorem. n > 1 is a positive integer, (m, n) = 1, from Euler
theorem, it can be seen that

m?™ = 1(mod n), = m*"*! = m(mod n). (4.39)
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We will prove that under the condition that n is a positive integer without square
factor, there is formula (4.39) for all positive integers m, whether (m,n) =1 or
(m,n) > 1.

Lemma 4.5 If n = pq is the product of two different prime numbers, then for all
positive integers m, k, there are

m* = p(mod n). (4.40)
Proof 1f (m, n) = 1, then by Euler Theorem,
m*™ = 1(mod n), = m**™*! = m(mod n).

We only consider the case of (m, n) > 1, because n = pq, so (m,n) = p, (m,n) =
q,or (m,n) = n.If (m, n) = n, then(4.40) holds. Might as well let (m, n) = p, then
m = pt, where 1 <t < g. By Euler theorem, because (m, g) = 1, so

m?@ = 1(mod q), = m"*V*?) = 1(mod q).

For V k > 1, there is
m*™ = 1(mod gq).

We write
mk™ = rg + 1.

Both sides are multiplied by m,

mkOT = rtn 4 m.
The above formula contains

m*M+! = p(mod n).

We have completed the proof of lemma.

With the above preparations, the workflow of RSA password can be divided into
the following three steps:

(1) Suppose A is a user of RSA, and A randomly generates two huge prime num-
bers p = p(A), ¢ = q(A), n = n(A), where n = pq, p(n) = (p — (g — 1).
Then randomly generate positive integers e = e(A), satisfies 1 < e < ¢(n),
(e, p(n)) =1, calculated d = e '(modp(n)), and 1 <d < @(n). User A
destroys two prime numbers p and ¢, and only keeps three numbers n, e, d,
after publishing P, = (n, e) as public key, he has private key P; = (n, d) and
keeps it strictly confidential.
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(2) User B of another RSA sends encrypted information to user A using the known
public key (n, e) of user A. B selects P = Z, as the plaintext space and encrypts
each m € Z,. The encryption algorithm ¢ = f(m) is defined as

¢c= f(m) =m@modn), 1 <c <n. (4.41)

where c is cryptosystemtext.
(3) After receiving the cryptosystemtext ¢ sent by user B, user A decrypts it with
its own private key (1, d). Decryption algorithm f~! is defined as:

m= f(c)=c(modn), 1 <m <n. (4.42)

User A gets the plaintext m sent by user B. so far, RSA cryptosystem completes
encryption and decryption.

The correctness and uniqueness of RSA password are guaranteed by the following
Lemma.

Lemma 4.6 The encryption algorithm f defined by equation (4.41) is a 1-1 corre-
spondence of Z, —> Z.,, and =" defined by equation (4.42) is the inverse mapping

of f.

Proof By Lemma 4.5, for all m € Z,, k is a positive integer, then there is
m*W+ = (mod n).
Because of ed = 1(mod ¢(n)), we can write
ed = ko) + 1.

By (4.41), then there is

d

¢ = m = MM = p(mod n).
That is to say, for all m € Z,,,
7S m) = m.
In the same way, we have
m¢ = ¢ = A = ¢(mod n).
In other words,
f i en=c

By Lemma 1.1 of Chap. 1, f is a 1-1 correspondence of Z, —> Z,, and ff ! =
1, f~'f = 1. Th Lemma holds.
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Another very important application of RSA is for digital signature. From the
workflow of RSA password, it can be seen that the encryption algorithm defined in
formula (4.41) is based on the public key (n4, e4) of user A, and we denote f as
fa and the decryption algorithm defined in formula (4.42) as f, ! The workflow
of RSA digital signature is: User A sends his digital signature to user B, that is, A
sends an encrypted message to B. Let P,(A) = (n4, e4) be the public key of A and
P;(A) = (na, ds) the private key of A. Similarly, P,(B) = (np, ep) is the public
key of B and P,;(B) = (np, dp) is the private key of B. Then the digital signature
sent by user A to user B is

fefitm), ifng <np

2 ] (4.43)

fa fr(m), ifng > np.
where m € Z,, is the digital signature published by user A. After receiving the
above digital signature of user A, user B adopts the following two different digital
verification according to the two cases of ng < ng and ny > npg, formula (4.43) is
the real signature of user A.

(i) Ifny < np,user B first decrypts with his private key f "= (np, dp) and then
decrypts with user A’s public key f4 = (n4, e4), the verification is as follows

Fafg o fitm) = fafy'm) =m.

(i) Ifns > np, user B uses user A’s public key f4 = (n4, en) first, then decrypt
and verify with your own private key fg "= (np, dp)

5l falf fa(m)) = f5' fa(m) = m.

The security of RSA is the difficulty of large prime factorization based on n. When
all users select the large prime numbers p and g, let n = pg, then destroy p and
q, only (n, e) and its own secret (n, d) key information are retained, even if (n, e)
is published to the public, outsiders only know n and do not know ¢(n), so they
cannot obtain the information of private key (n, d). Because the calculation of ¢(n)
must rely on the prime factorization of n, from the product formula of Euler, it is not
difficult to see {
e =n]]a-2.

pln

Because we have very little knowledge of prime numbers, we have not found a general
term formula to give an infinite number of prime numbers, so it is undoubtedly a
difficult problem to judge whether a huge integer 7 is prime, not to mention the prime
factorization of n.
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4.7.3 Discrete Logarithm

Let G be afinite groupand b, y € G be two group elements of G, let # be the minimum
positive integer satisfying b = 1, ¢ is called the order of b, denote as t = o(b). If there
isonex, 1 < x < o(b) suchthat y = b*, x is called the discrete logarithm of y under
base b. Known b € G, 0 < x < o(b), it’s easy to calculate y = b*. Conversely, for
any group element y, it is very difficult to find the discrete logarithm of y under base
b. Therefore, using discrete logarithm to encrypt has become the most mainstream
encryption algorithm in public key cryptosystem, including the famous ElGamal
cryptosystem and elliptic curve cryptosystem. ElGamal cryptosystem uses the dis-
crete logarithm on the multiplication group formed by all F} of nonzero elements
in finite field F,. Elliptic curve cryptography uses the discrete logarithm algorithm
of Mordell group on elliptic curve. Here we mainly discuss ElGamal cryptography,
and elliptic curve cryptography is discussed in Chap. 6. We first prove several basic
conclusions in finite field.

Lemma 4.7 Let I, be a finite field of q elements and q = p" be the power of
prime p. Fy = F,\{0} is all the nonzero elements in ¥y, then ¥ is a cyclic group of
order (q — 1) under multiplication, and the generating element g of Fy is called the
generator of finite field IF,,.

Proof According to Lagrange theorem, the number of zeros of polynomials in any
field is not greater than the degree of polynomials. The finite field [} is a finite group
of order (¢ — 1) under multiplication. To prove that I/ is a cyclic group, it is only
proved that for any factor d of ¢ — 1, d|g — 1, the number of solutions of equation
x4 =1in IF; is not greater than d. This point can be deduced from Lagrange’s
theorem, because the number of zeros of polynomial x¢ — 1 in the whole field F,
is not greater than d, so the number of zeros in I is not greater than d. So [y is a
finite cyclic group. The Lemma holds.

Lemma 4.8 Let I, be a g-element finite field, g = p", ¥, C F, is a subfield, IV}, <
I is a subgroup of I, if g is the generator of ¥, then g = g% is the generator
of I,

Proof g is the generator of [y, then o(g) = ¢ — 1. Let g = g%, then

ogy=—28 1,

—1
(q - 1» ;1,_1)

Thus (g')?~! = 1, thatis (g')? = g’,s0g’ € FF),. Because ), is a cyclic group of order
p—1l,ando(g) = p— 1,50 F, =< g’ >, g’ is the generator of F,. The Lemma
holds.

Lemma 4.9 Let ¥, be a q-element finite field, g = p", for any d|n, let
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Ay ={pkx) eF,[x]lldeg p(x) =d, p(x) is an irreducible monic polynomial}

and
fa =[] r).
p(x)€Ay
Then we have
X —x=x" —x= Hfd(x). (4.44)
din

Proof We know
d n
xP —x|x? — x < d|n.

Let p(x) € Ay, thatis p(x) € F,[x], deg p(x) =d, p(x) is an irreducible monic
polynomial. Let « be a root of p(x), then add a finite extension field of & on IF,, and
F,(«) is a d-th finite extension on IF,,. If d|n, then

Fy(a) =F,« CF,,

so there is o € IF,. Because the zeros of p(x) are all in IF, so there is p(x)|x? — x.
Any p(x) in A4 has p(x)|x? — x, so

fa = T p@. fa)lx? —x.
P(X)€Ay

Conversely, p(x) is the first irreducible polynomial, and deg p(x) = d. If p(x)|x? —
x, then the zeros of p(x) are all in F,. Let a be a zero point of p(x), then there is
F,(a) C Iy, thatis Fp« C Fy = F s, so d|n. Finally,

x? —x = Hfd(x).
dln
The Lemma holds.

Lemma 4.10 N, (d) represents the number of the first irreducible polynomial with
degree d in F,[x], then

1 2
Np) =~ u(d)p?, (4.45)
dln

where W is Mobius function.

Proof By Lemma 4.9 and (4.44),

x"—x:x""—le_[fd(x).

din
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Comparing the degree of polynomials on both sides, there is

p' =Y dN,(@).

din

By the Mobius inverse formula,

nNy(n) =y u(d)pi,

dn
so there is (4.45), the Lemma holds.

Corollary 4.4 If d is a prime number; the degree in F,[x] is d and the number of
the first irreducible polynomial is %( p? — p), that is

1
Ny(d) = E(pd — p), ifd is a prime number.

Proof By (4.45),

1 d
Npd) == > 1n@®)p*
8|d
1

—_ _(nd _
—d(p D).

The Corollary holds.

Based on the above basic conclusions about finite fields, we introduce two methods
for solving discrete logarithms. The first is the Silver—Pohlig-Hellman smoothing
method, and the second is the so-called exponential integration method.

Silver—Pohlig—Hellman

Let I, be a g-element finite field, b is the generator, that is ]Fj; =<b >,

ob) = Fil = q — 1= p{' p§* - pi, (4.46)

where p; is a different prime number. p for each prime factor of ¢ — 1, plg — 1, if
p is relatively “small", the positive integer ¢ — 1 is called a smooth positive integer.
Under the condition that ¢ — 1 is smooth, for each prime factor p, calculate all p-th
unit roots r,, ; in ', where

ilg=1

rpy=br ,1<j<p. (4.47)

Denote R(p) = {rp ;|1 = j =< p} is the root of p p subunits in I, then in I, we
get a unit root table R.

unit root table R = {R(p1), R(p2), ..., R(ps)}. (4.48)
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Now let’s look at the calculation method of discrete logarithm in . Let y € I, the
discrete logarithm of y under base b is m, thatis y = ™. When y and b are given, the
value of m is desired (1 < m < g — 1), by the prime factor decomposition of g — 1
of formula (4.46), if for each pf" (1 <i <), the minimum nonnegative residue of
m under mod pf”' is m; = m mod pf"', according to the Chinese remainder theorem,
there is a unique m mod g — 1 such that

m = m;(mod(p;")),Vi,1 <i <s.

Therefore, the discrete logarithm m of y is determined. Now the question is: let
p®llg — 1, we determine m mod p*. Let

mmod p* =mg+mip+map’+ - +me1p*,0<m; <p

A is the minimum nonnegative residue of m mod p®, let’s determine each m;. First,
we calculate m(. Because y = b, so

g1 m(g—1) mo(g—1)

y = P :b P

-1

That is, qu is a unit root in IE‘Z, compare the unit root table R in ]F;, then we
have mo = j, 1 < j < p, which determines m. Next, calculate m, let y; = 375 =
b~ therefore, the discrete logarithm of y; is m — my, and

m—my=mip-+myp*+---+me_1p* (mod p*),

SO
o1 (m=m)(g=1) my(g=1)

yl[72 = b l’2 = b P

I

q-1

in other words, yl”2 is a p subunit root of Iy, comparing the unit root table R, we
can determine m . Continuing with this method, we can calculate m,, ..., my_; in
turn, so m mod p“ is calculated, then by the Chinese remainder theorem, the discrete

logarithm m of y under b is calculated.

Exponential integral method

Let F, be the finite field of ¢ element, ¢ = p”, p be a relatively small prime
number, and n be a large positive integer, so that the security of ¢ can meet certain
requirements. Let I, be the finite field of p element, we can think of IF, as an
n-th extension field of IF,, according to the finite extension theory of the field, IF,
equivalent to (isomorphism) a quotient ring of polynomial ring ,[T] over FF,,. Let
f(T) € IF,[T] be the first irreducible polynomial of n degree, then

Fy = F)[T)pary> ={ao+aiT +---+aT" ' Na; € F,}.  (449)
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Therefore, any element a in [, is equivalent to a polynomial a(T') on F,, where
dega(T) <n —1. Let b € F, be the generator of F,, b =b(T), if ap € F) is a
constant polynomial, ag is called a constant in IF,.

By Lemma 4.8, the discrete logarithm of the constant in IF, can be easily deter-
mined. Let b’ € I, be the generator of I, if m' is the discrete logarithm of constant
ag € IF), to base &', then by Lemma 4.8, m = m’Z—j is the discrete logarithm of
ap € F, under base b. Take m’(ap) as the discrete logarithm of a¢ under base ',
since p is small, we can easily calculate and list the discrete logarithms of all con-
stants in IF,;:

q—1

Lo = {m'(a)
p—1

lap € F),}. (4.50)

Next, we determine the discrete logarithm of a nonconstant polynomial under base
b(T).Let 1 < m < n, define

L, ={p(x) € Fp[x]|p(x) is monic irreducible polynomial, deg p(x) < m},
(4.51)
The number of irreducible polynomials in L,, is written as h,,, that is |L,,| = h,,.
We first calculate the discrete exponent of irreducible polynomials in L,,.
Letb = b(T) be the generator of I, b(T) € IF,[T],deg b(T) < n — 1, obviously,
when ¢ runs through all positive integers from 1 to ¢ — 1, b'(T) runs through all
nonzero polynomials in Eq. (4.49). Appropriate choice 7, let

b'(T) = c(T)(mod f(T)), dege(T) <n — 1.
Such that
cMy=co [[ p@)*.

p(T)eLy,

denote the discrete logarithm of a(7") under b(T') with ind(a(T)), which can be
obtained from the above formula,

ind(c(T)) —ind(cp) = Y a,ind(p(T)) (modg — 1).

p(T)eLy,
Because of ind(c(T')) = ¢, thus,
t —ind(co) = Z e pind(p(T)) (mod g — 1). (4.52)
p(T)ELy

By (4.50), ind(cy) is known, therefore, the above formula is a linear equation with
h,, variables ind(p(T')). By continuously selecting the appropriate ¢, we can obtain
h,, independent linear equations, that is, the 4, x h,-order matrix formed by the
coefficients of &, variables and 4,, linear equations is reversible under mod ¢ — 1, by
Lemma4.2, as long as its determinant and ¢ — 1 are coprime. From the knowledge of
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linear algebra, we can calculate all ind(p (7)) by solving the above linear equations,
the following exponential integral table B,, is obtained,

B, = {ind(p(T))|p(T) € Ln}. (4.53)

With exponential integral table B,,, the discrete logarithm of any element a(T) €
IFZ can be easily calculated. Let a;(T) = a(T)b(T)', select the appropriate ¢ such
that

al(My=ay [ p(T)* (mod f(T)).

p(T)eLy,

Once the decomposition is established, there are

ind(a;(T)) = ind(ag) + Z a,ind(p(T)).
p(T)ELy

Thus
ind(a(T)) = ind(a;(T)) — t.

The discrete logarithm of a(7') is obtained.

Remark 4.1 The key to the above calculation is to select an appropriate m to obtain
the exponential integral table B,,. This m cannot be too large, because k,, increases
exponentially with m, for example, if m is a prime number, then by Corollary 4.4,

1
hw = |Lp|l = —(p" — p).
m

When £, is too large and calculating the exponential integral table B,,, a matrix
of order h,, x h,, will be solved, and its computational complexity is exponential.
Obviously, m cannot be too small, the selection of m depends on p and n, when
p =2,n =127, m’s best choice is m = 17. Select finite field F,, ¢ = 2'*’, because
g — 1 =2'" — 1 is a Mersenne prime. This is a popular option at present.

ElGamal cryptosystem

Using the computational complexity of discrete logarithm to design asymmetric
cryptosystem is the basic idea of ElGamal cryptosystem. Each user randomly selects
a finite field 'y, g = p”, p is a sufficiently large prime number, and then calculates
the generator g of F, select the positive integer x randomly, 1 < x < g — 1, and cal-
culate y = g¥, to get the public key P, = (v, g, q), own private key P; = (x, g, q).

Encryption algorithm: To send an encrypted message to user A, user B first corre-
sponds each plaintext unit of plaintext space P to an element in I, and then encrypts
each plaintext unit. Let m € I be a plaintext unit, and user B randomly selects an
integer k, 1 < k < g — 1, then, the public key (y, g, g) of user A is used to encrypt
m, and the encryption algorithm f is
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f(m) =, where (4.54)

Get cryptosystemtext (c, ¢’).
Decryption algorithm: After receiving the cryptosystemtext (c, ¢’) sent by user
B, user A decrypts (c, ¢’) with its own private key (x, g, g), decryption algorithm

flis
) =ce™. (4.55)

Lemma 4.11 The encryption algorithm f defined by Eq. (4.54) is a 1-1 correspon-
dence of ¥, — I}, the inverse mapping fVof f is given by equation (4.55).
Proof By (4.54),c = gk, ¢’ = my*, then

’ k —kx xk —xk —

et =my g™ =mg*g m.

That is to say f~!(f(m)) = m, conversely,

C/C—xyk — c/g—xkgxk — C/.

that is f(f~!(c")) = ¢/, therefore, f is the 1-1 correspondence of Fy — F; and
the inverse mapping of f is f~!. The Lemma holds.

Finally, we discuss the computational complexity over finite fields.

Lemma 4.12 F, is a finite field, g = p", a, B € ¥, k > 1 is a positive integer, then
Time(ef) = O(log’ ¢),

Time(%) = 0(log* q).

Time(a*) = O(logklog® ).

Proof Let f(x) € F,[x], deg f(x) =n, f(x) is a monic irreducible polynomial,
then
Fq = Fp[x]/<f(x)> = {(10 +ax+---+ an_lx"’1|\7’ a; € Fl’}'

Letoa, B € ]F;, then

a=ay+arx+-+a 1 x", B=by+bix 4+ b x"".
The multiplication of two polynomials requires n? times of mod p operation, and
the bit operation times of each mod p operation is O(log” p), so « - 8 needs

0 (n?log? p) = O(log? g)- bit operation to get a polynomial on F,[x]. The result-
ing polynomial is divided by f(x) to obtain a polynomial of degree < n — 1, that
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is, the final result of « - 8, the number of bit operations required for this operation is
O(nlog® p). Therefore,

Time(ef) = O(log® ¢ + nlog’ p) = O(log’ q),

the same can be estimated Time(%) and Time(«¥). The Lemma holds.

4.7.4 Knapsack Problem

Given a pile of items with different weights, can you put all or several of these items
into a backpack to make it equal to a given weight? This is a knapsack problem arising
from real life. Abstract into mathematical problems: Suppose A = {ag, ay, - . ., dy—1}
are n sets of positive integers, N is a positive integer. Is N the sum of the elements
of a subset in A? Using binary system, the knapsack problem in mathematics can be
expressed as follows:

Knapsack problem: When N and A = {ay, a1, ..., a,—1} given, whereeacha; > 1
is a positive integer, whether there is a binary integer e = (e,—1€,—2 - - - €1€p)> makes
the following formula true,

n—1
E e;a; = N, wheree; =0ore; = 1.
i=0

If e exists, it is called knapsack problem (A, N) solvable, denote as (A, N) = e. If
N = 0,then (A, 0) = 0 (each ¢; = 0) is called a trivial solution. Therefore, N > 1
is assumed to be a positive integer.

The above knapsack problem may have solutions, no solutions or multiple solu-
tions. Itis very difficult to solve the general knapsack problem (A, N), which belongs
to the “NP complete” problem. If the conjecture of “P # N P’ holds, there is no gen-
eral algorithm, and its computational complexity is polynomial of #» and log N. How-
ever, under some special conditions, such as the so-called super-increasing sequence,
the solution of the problem will be very easy. Next, we introduce the polynomial solu-
tion method on the premise of super-increasing sequence.

Definition 4.11 A positive integer sequence {a;};>o is called a super-increasing
sequence, if each a; (i > 1) is greater than the sum of the previous i positive integers,
that is

i—1
a,->Zaj, 1<i<oo. (4.56)

Jj=0

The knapsack problem of super-increasing sequence is actually to find a monoton-
ically decreasing index sequence {ig }x>0, Where iy > ix4y, 0 <ip <n—1,Vk > 0.
First, iy is defined as
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ip = max{i|la; < N}. (4.57)
Then consider N — a;, = 0, then the algorithm is completed, that N = a;,. If N —
aj, > 0, then define
i1 = max{ila; < N — a;,}.
For any k > 1, define
iy =max{ila; <N —aj, — - —a;_,}. (4.58)
If the equal sign in Eq. (4.58) holds, that is a;, = N —a;, —--- — a;,_,, then the
algorithm completes and obtains the solution N = a;, + a;, - - - + a;, of (A, N).If iy
does not exist, that is

N—Clio—'-'—cl,'k_] < da;, Vi;él'o,l'l,...,l'kfl,

call the algorithm terminated. Obvious indicators i > i} > --- > i > ---.Let [ be
a set of some indicators, and denote the above algorithm as .

Lemma 4.13 Let A = {ag, a1, ..., a,—1} be a given set of positive integers, a; (i >
0) is a super-increasing sequence, N is a positive integer. If there is a k > 0 that
makes  completeatk, thatisa;,, = N — a;, — - - - — a;,_,, thenthe knapsack problem

(A, N) has a solution and the solution is

Y(A,N)=e = (en—1€n—2---€1€0)2,
where
e = 1, lfl S I,
e =0, ifi ¢ 1.
If there is a k > 0, \ that terminates at k, i.e.,

N—a,'o—---—a,-kfl <a,-,\7’i¢{i0,i1,...,ik,1}.

Then the knapsack problem (A, N) has no solution.

Proof 1f v is completed at k > 0, then
N=ai0+ai1 +"'+al‘/‘7 I:{iOaila"'aik}a

Lete; = 1, wheni € I;e; =0, wheni ¢ I, obviously,

n—1
E ea; = N.
i=0
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So Y (A, N) =e = (e,_1e,_2---e1€9)2, if kK > 0 exists so that v terminates at k,
that is
N—aio—n-—aikf] <a,-,Vi ¢ {io,il,...,ik_l}.

Then the knapsack problem (A, N) has no solution. We can prove this conclusion
by means of counter-evidence. If (A, N) has a solution, you might as well make

N =aj +aj +---+aj.

Adjust the order, we can let jo > j; > --- > j;. By the definition of i, and aj, < N,
know jo < i, thus

Jo—1
NZaiOZajo> § ar > aj +a; +---+aj
r=0

contradict with N = a;, +a; +---+a;, so (A, N) has no solution. The Lemma
holds.

MH knapsack public key encryption system

Merkle and Hellman first proposed an encryption method using knapsack problem
in 1978, it is the first public key encryption password. Let A = {ag, a1, ..., ay—1}
be a sequence of super-increasing positive integers, take p, b as two prime numbers
and satisfy

n—1

p>) a. 1<b<p-—L (4.59)
i=0

Calculate #; = ba;(mod p), 0 <i <n — 1, then the public key is t = (¢, t1, ...,
t.—1), private key are A and b.

Encryption algorithm: The plaintext space P = [, for each plaintext unit m =
(momy - --my_1) € P,encryption algorithm

n—1

c=f(m)=) timimodp), 0<c<p, (4.60)
i=0

where c is cryptosystemtext.
Decryption algorithm: First, use the private key N = b~'c(mod p), 0 < N <
p — 1. Then use the algorithm y» = f~! of knapsack problem (A, N) to solve

F7HN) = (momy -+ -m, 1) € F3, (4.61)
to get plaintext m = (momy - - - m,_1).

The correctness of MH knapsack public key cryptography is attributed to the
following Lemma.
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Lemma 4.14 The encryption algorithm f defined by Eq. (4.60) is a 1-1 correspon-
dence of ¥y —> T, its inverse mapping f~' is given by equation (4.61).

Proof 1f m = 0 is the zero vector in F}, then ¢ = 0, thus N = 0. Knapsack problem
(A, 0) has a unique trivial solution ¥ (A, 0) = 0 e IF; is a zero vector. Therefore, the
zero vector in [F] is a 1-1 correspondence of the zero element in IF,. Let m # 0, if

n—1
N = b~ '¢(mod p), c= Ztimi(mod p).
i=0

Then
n—1 n—1
N = Zm,-b"t,- = Zmiai(modp).
i=0 i=0

By (4.59) and 0 < N < p, to obtain

n—1
N = Zmiai,:> Y(A,N)=m =momy---my_1.
i=0

So we have
FN(f@m) =m, ¥Ym e,

Conversely, if
n—1

N ::ZE:rniah

i=0
then

n—1 n—1
bN = Zmiaib = Zmiti(mod p).
— —

So there is N = b~'c(mod p), that is
F(f o) =c, YceF,

It can be seen that f is a 1-1 correspondence of ; —> I, and the inverse mapping
is f~! = v. The Lemma holds.

It can be seen from the above discussion that if A = {ag, a;,...,a,_1}isnota
super-increasing sequence, the decryption algorithm f~! is a difficult problem of “NP
complete class", so the encryption and decryption algorithm defined by MH knapsack
cryptosystem is the most typical trapdoor single function. Because of this, people
believe that MH knapsack public key cryptography is very secure for a long time.
However, in 1982, Shamir proved that a class of nonsuper-increasing sequences can
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be transformed into super-increasing sequences by a simple transformation x —
ax mod m, which can be solved by polynomial algorithm. Although this kind of
convertible nonsuper-increasing sequence knapsack problem is quite special, it is
enough to shake people’s confidence in the security of knapsack problem public key
cryptosystem. It is now generally accepted that knapsack public key cryptography is
no longer secure.

Shamir transform
Let A = {ap, a1, . .., @y_1} is a super-increasing sequence of positive integers.
Randomly select four positive integers m 1, a;, ms, ap, where

n—1
mp > Zai, my > nmy, (a,my) = (az, my) = 1. (4.62)
i=0

A new positive integer sequence is defined by m; and a;,
Ay = {wy, w1, ..., w,_1}, where w; = ajo; mod m;.

Where a;«; mod m; represents the minimum nonnegative residue of a;o; mod m,
that is
0 <w; <myq, and w; = aya;(mod m ). (4.63)

By the third sequence of positive integers is defined by m, and ay,
A3 = {uo, Ui, ..., l/l,,_l}, u;, = arw; modmg,

that is
0 <u; <my, uj = arw;(modmy,). (4.64)

Because {u;} is not a super-increasing sequence, if Az is used for encryption, it
seems to be a general knapsack problem. Its difficulty will be NP complete, but
Shamir transform will prove that its decryption algorithm is polynomial.

Let x = (e,—1€4—2 - - - €1€0)2 € [} be clear text and encrypt with A3,

n—1
c=f0) =) eu, (4.65)
i=0

get cryptosystemtext c. If decryption is required after receiving cryptosystemtext c, it
is a general knapsack problem, but the problem of using private key (b1, m1, by, m3)
will become quite simple, where

0<by <my, aib; = 1(modm;)

0 < by <my, arb, = 1(modm,).
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First, note the minimum nonnegative residue of b,c under mod m,,
n—1
No =byemodmy =Y e;w. (4.66)
—

Because by (4.65),

n—1

n—1
byc = E eibyu; = E e;w; (mod m5).
i=0 i=0

By the assumption m, > nm, of formula (4.62), and (4.63), there is
n—1
0< Zeia)i < ms.
i=0

S0 (4.66) holds. Then consider the minimum nonnegative residue N = by No mod m (0 <
N < mp) of by Ny mod m, by (4.63),

n—1 n—1

N = b]A% EE}E:eib1aﬁ Ezzizeiai0n0d1n1)
i=0 i=0
So there is 1

N = }E:eiai, o € f‘b
i=0

Since A; is a super-increasing sequence, the algorithm of polynomial (see Lemma
4.13), we have
V(A1, N) = (ep—1€4-2 - €1€0)2 = X.

To get plaintext x.

Therefore, Shamir uses simple transformation to transform the general knapsack
problem into super-incremental knapsack problem. Although Aj is very special, we
have reason to doubt that the public key cryptography based on the general knapsack
problem solving algorithm is not as secure as people think.

Exercise 4

1. Explain the following terms. (1) One secret at a time, (2) Completely confidential
system, (3) Unique solution distance, (4) Improve the certification system.
2. Short answer:

(1) What are the advantages and disadvantages of symmetric cryptosystem and
asymmetric cryptosystem?
(2) The goal of perfecting the certification system.
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10.

11.
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. It is known that the plaintext is “Friday”, and the cryptosystemtext obtained

after encryption with m = 2’s Hill password is “POCFKU?”, find the key of Hill
password.

. Find the inverse matrix (mod N) of the following matrix:

13 13
A=|:43i|m0d5, A=|:43i|mod29,

1517 197 62
A= [ 4 9 ]mod26, A= |:603 271}mod841.

. In number theory, Fibonacci number is defined asa; = 1, a; = 1, a3 = 2, when

n>1,a,41 = a, + a,—,. Prove

Ayl Gy | 117"
a, a1 | 110"

and a, is even if and only if 3|n. More generally, find the law of d|a,,.

. Suppose N = mn, and (n, m) = 1. A second-order matrix A € M,(Zy)onnZy,

canconsider A € M>(Z,,) and A € M,(Z,),let A and A, represent the elements
of A in M(Z,,) and M,(Z,), then prove

(i) Mapping A BN (A1, Ap) is a 1-1 correspondence between M, (Zy) BN
MZ(ZWL) X M2(Zn)~

(i1) In the corresponding o, A is the invertible matrix (mod N) if and only if A,
is the invertible matrix (mod m) and A, are the invertible matrix (mod n).

. Let p be a prime, @ > 1, then A € M,(Z«) is a reversible square matrix if and

only if A € M»(Z,) is areversible square matrix. By calculate, for Vo > 1, find
the number of reversible matrices in M>(Z «).

. Let ¢(N) be Euler function, ¢,(N) is the number of invertible matrices in

M, (Zy), calculation formula for ¢, (N): thatis, write a formula for ¢, (N) similar
to ¢(N). Known p(N) = N HpIN(l — %), solve ¢, (N) =?

. Let ¢ (N) be the number of k-order reversible matrices in My (Zy) and give the

calculation formula of ¢ (N).

According to exercise 8 and exercise 9, find the order of k-dimensional affine
transformation group G = (A, b) on Zy.

RSA is used for encryption, the alphabet of plaintext and cryptosystemtext
is {0,1,2,...,39} 40 numbers, of which {0, 1,2,...,25} 26 numbers are
equivalent to English 26 letters. Blank = 26, e = 27, ? = 28, $ = 29, number
{0,1,2,...,9} = {30, 31, ...,39}. Suppose all public keys n, satisfy 40?% <
na < 403. Plaintext unit m = m;m, € ZZO, cryptosystemtext unit ¢ = cjcyc3 €
Zio. For any plaintext unit, m = mm; corresponds to a number m,40 + m of
Zy,,, any cryptosystemtext ¢ = 340% + 40 +¢; € Ly, .
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12.

13.

14.

15.

16.

17.

18.

(i) Encrypting plaintext"SEN D$7500" with publickey (n4, e4)=(2047, 179).
(i1) Factor ny = 2047 to find the private key (14, ds) =?
(iii) A password attacker can quickly find the private key d4 without factoring
2047, so n4 = 2047 is a pretty bad choice. Why?

The computer attacks the public key (n4, e4) = (536813567, 3602561) and
finds the private key d 4. It shows that 29-bit n 4 is not safe in RSA system.
Assuming that the plaintext alphabet is {0, 1, ..., 26}, and the first 26 num-
bers are 26 letters in English, blank = 26. Cryptosystemtext alphabet adds
“|" = 27 to the plaintext alphabet, a total of 28 numbers. If the plaintext unit
is m = mimyms € Z3,, Cryptosystemtext unit is ¢ = cjcacs € Zag. Then in the
corresponding number of Z,, (see exercise 11), we need n4 to meet

19683 = 273 < ny < 28 = 21952,

(1) If your decryption key is (n4,ds) = (21583, 20787), decrypt cryptosys-
temtext is “YSNAUOZHXXH" (blank at the end).

(ii) If you know the Euler function ¢ (n) = 21280, calculate ¢ = d~' mod ¢(n)
and factorize n.

Prove: In RSA, the 35 bit integer n = 23360947609 is a particularly bad choice.
(Hint: n = p - g factorization, the size difference between p and g remains
unchanged, and Fermat factorization can be used to attack.)

Let n be a square free number, and de = 1(mod ¢(n)). It is proved that there is
congruence

a’ = a(mod n)

for all integers a.

The multiplication group Fj¢, of finite field Fys; is generated by g = 2, the
discrete logarithm of 153 pairs of basis 2 is calculated by smoothing factor
method.

In the knapsack problem, determine whether the following sequence is an over
increasing sequence, whether the knapsack problem is solvable for a given N,
and how many solutions there are:

(i) A=1{23,7,20,35, 69, N = 45;
(i) A 5,9,20,49}, N = 73;
(iiii) A 7,12,22,45), N = 67;
(iv) A 6,11,21,40}, N = 39;
V) A= 10, 30, 50, 101}, N = 186.

If A ={qli =0,1,2,---}1is an over increasing sequence and ayp = 1, a; is the
smallest positive integer satisfies a; > le;i) aj,thena; = 2 holds for Vi > 1.

{
=1{1,2,
={1,3,

2,3,

(4,5,
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19. Let A = {ag, ay, ..., a;, ...} be asuper-increasing sequence, where a; = 2i(i >
1), then for any positive integer N, Knapsack problem (A, N) has a unique
solution.

20. Let A = {ay, ay, ..., a;, ...} be a super-increasing sequence, if for any positive

integer N, knapsack problem (A, N) always has a solution, prove a; = 2/(i > 1).
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Chapter 5 ®)
Prime Test ek

In the RSA algorithm in the previous chapter, we see that the decomposition of large
prime factors constitutes the basis of RSA cryptosystem security. Theoretically, this
security should not be questioned, because there is only the definition of prime in
mathematics, and there is no general method to detect prime. The main purpose of
this chapter is to introduce some basic prime test methods, including Fermat test,
Euler test, Monte Carlo method, continued fraction method, etc., understanding the
content of this chapter requires some special number theory knowledge.

5.1 Fermat Test

According to Fermat’s congruence theorem (commonly known as Fermat’s small
theorem, which is a special case of Euler congruence theorem), if n is a prime
number, the following congruence formula holds for all integers b, (b, n) =1,

"' = 1(mod n). (5.1)

The above formula is an important characteristic of prime numbers. Although n
satisfying the above formula is not necessarily prime, it can be used as an important
basis for detecting prime numbers, because we can conclude that n not satisfying the
above formula is definitely not a prime number. Using Formula (5.1) as the standard
to detect prime numbers is called Fermat test.

Definition 5.1 An odd number 7, assuming that » is a compound number (not a
prime number) and there is a positive integer b, (b, n) = 1, satisfying

b~ = 1(mod n),
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the compound number 7 is called a Fermat pseudo prime under base b.

The basic properties of pseudo prime numbers are discussed. Our working plat-
form is a finite Abel group Zy, define as

ZZ:{&HSafrz, (a,n) =1}, n > 1, (5.2)

where a is a congruence class of mod n represented by a. The multiplication of two
congruence classes is defined as a - b = ab; obviously, Z; forms an Abel group of
order ¢(n) under multiplication, in a finite group G, the order of a group element
g € G is defined as

o(g)=min{m : g" =1,1<m <|G|}.

o(g) = 1 if and only if g is the unit element of group G. By the definition of o(g),
obviously,
g =109t (5.3)

The following two lemmas are the basic conclusions about the order of group element
g.

Lemma 5.1 G is a finite group, g € G, k € Z is an integer, then

o(g)

=—, 54
(k,0(8)) o

o(g")
where the denominator is the greatest common divisor of k and o(g).
Proof Leto(g) =m, o(gk) = t, obviously, (gk)’” = 1, in particular,

k-m

m
gm = L:}t _—

On the other hand, by g"" = 1, there is m k¢, thus

(k,m) | (k,m) (k, m)
So we have t = (,(’f’—m), the Lemma holds.
Lemma 5.2 Suppose G is a finite Abel group, a, b € G, (0(a), o(b)) = 1, then
o(ab) = o(a)o(b).

Proof Leto(a) = my,0(b) = my,then (m, my) = 1.Leto(ab) = t,by (ab)™"™ =
a™mpmim2 — 1 thereis t|mm,,onthe otherhand, (ab)! = 1, then (ab)'™ = 1,thus
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b"™ = 1, my|mit, my|t. By the same reason, there is m|t, thus mm,|t, t = mm;.
The Lemma holds.

Back to the finite group Z, any integera € Z, (a, n) = 1,thena € Z;, we denote

o(a) with o(a), a is called the order mod n, obviously, o(a) = o(b),ifa = b(mod n).
A basic problem in number theory is the existence of primitive roots of mod n.
equivalently, is Z a cyclic group? If there is a positive integer a, (a, n) = 1, o(a) =
|Z| = ¢(n), then Z is a cyclic group of order ¢(n), so that the primitive root of
mod n exists and a is the primitive root of mod .

Lemma 5.3 (Existence of primitive root) If and only if n =2, 4, p*(x > 1) and
a = 2p%(a > 1) four cases, the primitive root of mod n exists, where p > 2 is an
odd prime.

Proof 1f n = 2, 4, then the lemma holds. If n = p, then Z, =F,, Z; = IF’;, by
Lemma 4.7 of Chap.4, it can be seen that F, is a cyclic group of order (p — 1),
so mod p has primitive roots. Now, we need to prove for all positive integer «, the
primitive root of mod p® also exists. Therefore, let a be a primitive root of mod p,
that is, the order of @ mod p is p — 1. If the order of a mod p* is denoted by o(a),
then

a’? = 1(mod p*), = a°” = 1(mod p),

so there is p — 1]o(a). And the number of elements on;a isp(p*) = p*(p -1,
obviously, o(a)|p*~'(p — 1), thus, o(a) = p'(p — 1),0 <i < a — 1.

We might as well let o(a) = p — 1, if o(a) = p'(p —1),1 <i, then replace a
with a”". By Lemma 5.1,

i (p—1

o@’y = PP =b

(p', p'(p — 1)

Therefore, without losing generality, leto(a) = p — 1, then by Sylow theorem, when
a > 1, p*~*|p(p%), there is an integer b, (b, n) = 1, b is o(n) = p*~! in the order
of mod p®, because of (o(a), o(b)) = 1, then by Lemma 5.2, there is

o(ab) = o(a)o(b) = p*~'(p — 1) = p(p*),

So the primitive root of mod p® exists.
Whenn = 2p®, p > 2is odd prime, then ¢(n) = ¢(p*). Thus, the primitive root
a of mod p“ is also an primitive root of mod 2p®. The Lemma holds.

Lemma 5.4 Let n be an odd compound number, then

(i) b > 1is a positive integer, (b, n) = 1, n is Fermat pseudo prime under base b if
and only if o(b)|n — 1.

(ii) n is Fermat pseudo prime under bases by and b, then it is Fermat pseudo prime
under bases b1by and biby ! where by Vis the multiplicative inverse of by mod n.
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(iii) If exist one b € Z; does not satisfy Eq.(5.1), at least half of a, b € Z; do not
satisfy Eq.(5.1).

Proof (i) and (ii) are trivial. (i) can be obtained by (5.3). And by, b, € Z,

P! = 1(mod n), b3~ = 1(mod n). => (b1by)"~" = 1(mod n).
"' =1(modn), = (b~")""! = 1(mod n).

So there is (ii). To prove (iii). Let n not be Fermat pseudo prime to base b, if n is
Fermat pseudo prime to base a, then n is not Fermat pseudo prime to base ab. By
(ii), therefore, if there is a base to make n a Fermat pseudo prime number, there must
be a base to make n not a Fermat pseudo prime number, so more than half of the
base b must make n not a Fermat pseudo prime number. The Lemma holds.

By Lemma 5.3, if there is a base b so that n is not Fermat pseudo prime, detect a,
1 <a <n, (a,n) = 1in sequence, whether a"~!' = 1(mod n); that is, there is more
than 50% chance that find the exact b such that "' % 1(mod n), this proves that
n is not a prime number. Is it possible that all a, | < a < n, (a,n) = 1, n is Fermat
pseudo prime to base a The answer is yes, such a number 7 is called Carmichael
number.

Definition 5.2 A Carmichael number 7 is an odd compound number, and for V b €
Zy, there is
"' = 1(mod n).

For Carmichael number, we have the following engraving.

Theorem 5.1 Let n be a compound number; then

(i) Ifthere is an integer a > 1, a*|n, then n is not a Carmichael number.
(ii) Assuming that n is a square free number, then n is a Carmichael number < for
all prime p, pln, thereis p — 1|ln — 1.
(iii) A Carmichael number is the product of at least three different prime numbers.

Proof Let’s prove (i) first. Let p?|n, p be a prime number, by Lemma 5.3, mod p?
has primitive roots. Let g be an original root of mod p?, thatis 0o(g) = p(p — 1), let

n = l_[ p’, p’is a prime number.
p'ln,p'#p
According to the Chinese remainder theorem, there is a positive integer b such that

b = g(mod p?),
b = 1(modn’).

Then b is an primitive root of mod pz, and (b, n) = 1. We assert that n to base b is
not a Fermat pseudo prime. If n to base b is a Fermat pseudo prime, then
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"' = I(modn), = b"~! = 1(mod p*), = o(b)|n — 1.
Thatis p(p — 1)|n — 1, but p|n is contradict with pln — 1. So »*~! % 1(mod n), n

is not Carmichael number, (i) holds.
Now to prove (ii). If V p, p|n, thereis p — 1|n — 1, thenV b € Z,

b=l = ()P~ = 1(mod p), ¥ pin.
Because n is a square free number, so
b"~!' = I(modn), ¥ b e Z.
Therefore, n is the Carmichael number. Conversely, if there is a prime number p,
pln,but p —14n —1, Let g be a primitive root of mod p, which is given by the

Chinese remainder theorem,

b = g(mod p),
n
b=1 <mod —) .
p

bP~! = gP~! = 1(mod p).

Then (b, n) = 1, and

By p— 1{n—1,then g"~! # 1(mod p), so there is b"~! % 1(mod n), this contra-
dicts with the assumption that n is the Carmichael number. So (ii) holds.

To prove (iii), we just need to exclude that n is the product of two prime numbers.
By (ii), let n = pq, p < g, if n is a Carmichael number, then ¢ — 1 | n — 1, but
n—1l=pl@g—-1+1)—-1=plg@—1)+ p—1,then

n—1=p—1(modg — 1),
this contradicts with n — 1 = O(mod g — 1), so n = pg must not be a Carmichael
number, the Theorem holds.

Below we give some examples of Carmichael numbers, from property (ii) in
Theorem 5.1, we can easily verify whether a square free number is Carmichael
number.

Example 5.1 The following positive integers n are Carmichael numbers,

n=1105=5-13-7,n=1729=1-13-19,n =2465 =517 - 29,
n=2821=7-13-31,n =6601 =7-23-41.

Example 5.2 The positive integer 561 = 3 - 11 - 17 is the smallest Carmichael num-
ber.
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Proof Defined by, the Carmichael number is odd and compound, so the minimum
Carmichael number is

n=3-p-g,wherep—1ln—1,9 —1ln — 1, p < q is a prime.
Let p =5, p = 7, the congruence equation
3-p-gq=1(modg —1),g >p

has no prime solution g, when p = 11, the above formula has a minimum solution
q =17,son =3-11-17 is the smallest Carmichael number.

Example 5.3 For given prime number r > 3, then the congruence equations

rpg = 1(modp — 1)
rpg = 1(modg — 1)

has only finite different prime solutions p, g. Let’s leave this conclusion for reflection.

5.2 Euler Test

Let p > 2 be an odd prime, Euler test uses the Euler criterion in the quadratic residue
of mod p to detect whether a positive integer n is prime. Like Fermat’s test, it is
obvious that the n that passes the test cannot be determined as prime, but the n that
fails the test is certainly not prime. We know that when the positive integers a and n
are given (n > 1), the solution of the quadratic congruence equation x> = a(mod n)
is a famous “NP complete” problem. We can’t find a general solution in an effective
time. However, in the special case where n = p > 2 is an odd prime number, we
have rich theoretical knowledge to discuss the quadratic residue of mod p, these
knowledge include the famous Gauss quadratic reciprocal law and Euler criterion,
which constitute the core knowledge system of elementary number theory. First, we
introduce Legendre sign and let p > 2 be a given odd prime number.

Z, is a (p — 1)-order cyclic group, a € Z;, (i.e., (a, p) = 1), we define the Leg-
endre symbolic function as

(a) { 1, whenx? = a(mod p) 1is solvable

p —1,when x*> = a(mod p) is unsolvable

If (a, p) > 1, thatis p | a, we let (%) =0, forV a € Z, Legendre symbolic function
(%) is all defined, and it is a completely integral function of Z — {1, —1, 0}.



5.2 Euler Test 203
b b
()= () () e
p p p
a b .
(_> = (—), ifa = b (mod p) .
p p

If (%) = 1, then x> = a(mod p) is solvable, a is called a quadratic residue of mod p,

and

if (¢) = —1, then x> = a(mod p) is unsolvable, a is called a quadratic nonresidue
of mod p.

Lemma 5.5 a € Z, p { a, then the necessary and sufficient condition for a to be the
quadratic residue of mod p is

a’™ = I(mod p).

Proof 77, is a p — 1-order cyclic group, let g be a primitive root of mod p, that is g
is the generator of Z’I‘,, that is Va € Z, (a, p) = 1, we have

a=g'(modp), wherel <7 <p—1.

Obviously, a is the quadratic residue of mod p < ¢ is even. Therefore, if ¢ is even,
then

p—1 t(p=1)

a? =g 2 = (g%)”_1 = 1(mod p).
Conversely, if a% = 1(mod p), then o(a) | "’T_l, and by Lemma 5.1, can calculate

p—1

o(a) =0(g") = m

So
p—1
o(a) | — <2t p—1) &2,
that is ¢ is even, thus, a is a quadratic residue of mod p, the Lemma holds.

Lemma 5.6 (Euler criterion). ForV a € Z, we have
a

a? = (—) (mod p). (5.5)
p

Proof 1If (a, p) > 1, that is p|a, the above formula holds. Might as well let p 1 a.
By Fermat congruence theorem a”~! = 1(mod p), there is

p—1

@ + 1)@= —1) = 0(mod p).
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Thus

a'T = +1(mod p).

Ifa'’s = 1(mod p), by Lemma 5.5, then (%) — 1.Ifa> = —1(mod p), then (%) =
—1. So (5.5) holds.

Definition 5.3 Suppose n is an odd compound number, if there is an integer
b, (b, n) = 1, it satisfies

et b
b? = <—> (mod n), (5.6)

n

Call n an Euler pseudo prime under base b. Where (%) is Jacobi symbol, define as

b b o b * b o . oy o,
_ )l =( = _ e — , 1fn:pl st (57)
n D1 P2 Ps

From the definition, we obviously have a corollary: if n is Euler pseudo prime under
basis b, then n is Fermat pseudo prime under basis b. This conclusion can be proved
by squaring both sides of Eq. (5.6) at the same time.

The following example shows that the inverse of inference is not tenable; that is,
if n is Fermat pseudo prime under basis b, but not Euler pseudo prime.

Example 5.4 n = 91 is Fermat pseudo prime under basis » = 3, but not Euler pseudo
prime. In fact, it’s easy to calculate 3° = 1(mod 91), thus 3°° = 1(mod 91). From
3% = I(mod 91), we have

3* = 1(mod 91), = 3* = 9(mod 91).

So 91 to base 3 is not an Euler pseudo prime.
Example 5.5 n = 91 to base b = 10 is an Euler pseudo prime. Because

10 = 10° = —1(mod 91),
calculate Legendre symbols

() () ()=

91 91 91 ’

son = 91 to base b = 10 is an Euler pseudo prime.

From the Euler criterion of Lemma 5.6, we can easily calculate the Legendre
symbols of —1 and 2.
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Lemma 5.7 Let p > 2 be an odd prime, then we have

CE)ZGﬂ§k<%>=“”W2” (5.8)

Proof By Lemma 5.6,

poi ~1
(=D= = (—) (mod p),
p

Since both sides of the congruence are +1, p > 2, there is (_71) = (—l)pgl. To

calculate the Legendre sign for 2, we notice that
p—1=(=1)'(mod p)
2=2.(=1)*(mod p)
p—3=3-(=1)*mod p)
-1 _
=L (1" (mod p),
2
where r = ”771, if "’Tfl isaeven;r = p — ”771, if pr1 is an odd. There is

2:4-6---(p—1) = (pT_l>’(—1)§(Pz"(m0d P,

that is . L
2% = (=1)5?""V(mod p),
by Lemma 5.6,
2
<_) = (=D3""""(mod p),
p
there is

<2> = (=1,
p

Let (%) be a Jacobi symbol, defined by Eq. (5.6), then Lemma 5.7 can be extended
to Jacobi symbol.

Lemma 5.7 holds.

Lemma 5.8 Let n be an odd, then we have

—1 n—l 2 12
(_) == (“) = (=D, (5.9)
n n
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Proof The square of any odd number is congruent 1 under mod 8, that is a> =

1(mod 8). Write n = a® - pyp - - - p;, where p; are different prime numbers, then

n=ppy--- p;/(mod8).

Similarly, for Vn € Z, by (5.7),

(9) _ <£> (ﬁ) ...(ﬁ), (5.10)
n P1 P2 Pt
thus
<__1) - <__]> <__]> . <__1> — (=) L (5D
n P1 P2 D:

The same can be proved (%) the Lemma holds.

Corollary 5.1 For all odd numbers n, they are Euler pseudo prime under the base
+1.

Proof 1t is trivial that n to 1 is an Euler pseudo prime number, and n to —1 is an
Euler pseudo prime number, which is directly derived from Lemma 5.8.

Lemma 5.9 (Gauss. ) Let p and q be two different odd primes, then

(Z) (2) — (= 1)i=Da-D,
p q

Proof According to incomplete statistics, there are currently more than 270 methods
to prove Gauss quadratic reciprocal law. In order to save space, we leave the proof
to the readers, hoping that everyone can find their favorite proof method.

Next, we discuss the computational complexity of Fermat test and Euler test.

Lemma 5.10 Letn beanodd, 1 < b < n, (b,n) =1, then

Time(n to base b’s Fermat test) = 0(log3 n,
Time(n to base b’s Euler test) = 0(10g4 n).

Proof By (5.1), the Fermat test of n to base b is actually an operation of 5"~! to
mod n, by the Lemma 1.5 of Chap. 1, bit operations of »"~! mod n,

Time(b" ' mod n) = O(lognlog®n) = O(log’ n).

Euler test of n to base b, by (5.6), the number of bit operations on the leftis O (log3 n).
Find Jacobi symbol (%), from Eq. (5.7) and quadratic reciprocal law, the calculation
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can be transformed into the calculation of Legendre symbol. Each reciprocal law is
actually a division, so we only consider the calculation of Legendre symbols. By
Euler criterion,

b -
Time (calculate (—)) = Time (b% mod p) = 0(log3 n).
p
The number of prime factors of each n has an estimated O (loglogn), so
b
Time (calculate Jacobi symbol (—)) = O(loglogn - log* n) = O (log* n).
n

We have completed the calculation of Lemma 5.10.

Solovay and Strassen proposed a probabilistic method to detect prime numbers by
Euler testin 1977. When n > 1 is an odd number, k£ numbers are randomly selected,
by, by, ..., by, where 1 < b; < n, (b;,n) = 1. Use Eq.(5.6) to calculate both sides
of each b in turn, and the required bit operation is O (log4 n), if both sides of Eq. (5.6)
are not equal, then n is not a prime number and the test is terminated. If £ b pass the
Euler test of Eq. (5.6), then n is the probability < 2L* of compound number, that is

P{n is not prime} < 27,

The above formula is directly derived from Lemma 5.3. Let’s introduce a better
Miller—Rabin method than Solovay—Strassen method in a sense.

Definition 5.4 Let n be an odd compound number, write n — 1 = 2" - m, where
t > 1,misanodd. Let b € Z, if n and b satisfy one of the following conditions,

b™ = 1(mod n), or exists one r, 0 < r < t, such that p¥'m = —1(modn). (5.12)

Then n is called a strong pseudo prime under base b.

Lemma 5.11 Suppose n = 3(mod 4), then n is a strong Pseudoprime under base b
if and only if n is an Euler Pseudoprime under base b.

Proof Because n = 3(mod4), thenn — 1 =2m, thatisr =1, m = %(n —1). By
Definition 5.4, n is a strong pseudo prime under base b if and only if

p" =b'T = +1(modn).

Therefore, if n is an Euler pseudo prime number under base b, the above formula
holds, so it is also a strong pseudo prime number for base b. Conversely, if the
above formula holds, because of n = 3(mod 4), then %(n — 1) is an odd number, so
(=})=-1, and
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<é> = (é>2 = (b—z) = b%(modn).
n n n

Therefore, n to base b is Euler pseudo prime. The Lemma holds.
Below we give the main results of this section.

Theorem 5.2 Let n be an odd number, b € 7., then

(i) If n to base b is a strong pseudo prime, then n to base b is an Euler pseudo
prime.

(ii) Base b, which makes n a strong pseudo prime number, accounts for 25% of
1 <b<n, (b,n) =1 atmost.

Before proving Theorem 5.2, let’s introduce Miller—Rabin’s test method, in order
to test whether a large odd number # is a prime number, we write n — 1 =2 - m,
m is an odd number, ¢ > 1, select one b at random, 1 < b < n, (b, n) = 1. We first
calculate ™ mod n, if we get the result is -1, then n passes the strong pseudo prime
test (5.12). If b modn # +£1, then we square " modn and find the minimum
nonnegative residue of the squared number under mod n to see if we get the result
of —1 and perform r times. If we can’t get —1, then n to base b fails to test Formula
(5.12). Therefore, it is asserted that n to base b is not a strong pseudo prime number.
If —1 is obtained by r squared, then n passes the test under base b.

In Miller—Rabin’s test, if n to base b fails to pass the test Formula (5.12), then n
must not be a prime number, if n to randomly selected k b = {by, b, ..., by} pass
the test, by property (ii) of 5.2, each b; accounts for no more than 25

1
P{n not prime} < Tk (5.13)

Compared with the Solovay—Strassen method using Euler test, the Miller—Rabin
method using strong pseudo prime test is more powerful.
To prove 5.2, we first prove the following two lemmas.

Lemma 5.12 Let G = (g) be a finite group of order m, that is o(g) = m, then
equation x* =1 has exactly d solutions in G, d = (k, m).

. . k
Proof x € G, write x = g', then x* = g¥ = 1 & m|kt, that is %|3 - t, thus %|t, let

t = % -5, then when s = 1,2, ...,d, x = g’ has exactly d solutions. The Lemma
holds.

Lemma 5.13 Let p be an odd prime number, p — 1 = 2'm/, t > 1, m’ is prime, then
xZ™ = —1(mod p), m is odd (5.14)

The number of solutions N in Z), satisfies
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0, ifr >1t;

N2, m), ifr<t

Proof Let g be a generator of Z*, write x = g/, 1 < j < p — 1, because o(g) =
p—1,s0

p—1

g 2 =—1(mod p).

Thus

. -1
¥ = —1(mod p) & 2'mj = pT(modp —1).

Namely,
2"'mj = 0(mod p — 1).

Because p — 1 = 2'm/, the above formula is equivalent to
2'mj = 2'"'m’(mod 2'm’). (5.15)

If » > r — 1, then the congruence has no solution to j, because m and m’ are odd
numbers, so when r > ¢, (5.14) is unsolvable. If r < ¢, letd = (m, m’), then

2'm,2'm') =2"d,

then Eq. (5.15) has exactly d solutions for j. Each j corresponds to one x = g/, then
the number of solutions of Eq.(5.14) to x is N = 2"d, the Lemma holds.

With the above preparation, we now give the proof of Theorem 5.2.

Proof (The proof of Theorem 5.2). Let’s first prove that (i), that is, n and b satisfy
Eq.(5.12), we want to prove that formula (5.6) is satisfied; that is, if n to base b is
a strong pseudo prime number, then n to base b is an Euler pseudo prime number,
write n — 1 = 2'm, m is prime, we prove the property (i) of Theorem 5.2 in three
cases.

(1) ™ = 1(mod n). In this case, it is obvious that b5 = 1(mod n). Let’s prove

(%) =1, in fact,
()=(5)=6)
P P P

b7 = <é> = 1(mod n).
n

There is

Tha]lt is n to base b is an Euler pseudo prime number.
(2) b*T = —1(modn). In this case, we have to prove (%) = —1, let p|n be any
prime factor of n, write p — 1 = 2""my, where f; > 1, m; is an odd number.
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Let’s calculate the Legendre symbol (%), in fact, #; > ¢, and

b —1, ift; =1
Z)= , (5.16)
p 1, ift; > t.
Because
b'T =b* " = —1(modn), = b* ™™ = —1(mod n),
by p|n, we have
pY'mm = _1(mod p). (5.17)

If 1 < t, from the above formula, there is
p*'™ = —1(mod p), = b”~' = —1(mod p).

This contradicts Fermat’s congruence theorem, so we always have ¢, > r. If
t) =t,by (5.17), then

b -
<—) =p"T =b*"" = _1(mod p).
p

Because if the above formula is 1, both sides will be m power at the same time,
which will contradict Formula (5.17). If #; > ¢, put both sides of Eq.(5.17) to
the power of 21~ at the same time, then (2) = 1, so we have (5.16).

We now complete the proof of case (2) under the conclusion of Eq. (5.16), write
n=J] pin P> P does not require different, define the positive integer k as

k=#{p|pn,p—1=2"m,misodd, t; = t}.

O-me)-cn e

Let’s prove that k is an odd number, becauset; > t,p — 1 =2"m,n — 1 = 2'm,
under mod 2/*!, we have

By (5.16), then

[ 1(mod 21, ify, > 1
p

1 +2'(mod 2, ify =1.
Because n = 1 + 2/ (mod 2/11), so

n=1+2=1+k-2(mod2'*h,
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So k must be odd, by (5.18), then (f—j) = —1. Case (2) is proved.

b7 7'M = —1(modn), where | <r <t,n—1=2".m.

In this case, we replace r of Eq.(5.12) with r — 1. Because r — 1 <t — 1, so
b'T = 1(mod n). To prove property (i) of Theorem 5.2, we have to prove (%) =
1, as in case (2), we let p|n, write p — 1 = 2"" . my, m; is odd, then we have

t; > r,and
b —1, ift; =vr;
— )= . (5.19)
p 1, ift; > r.

The proof of Formula (5.19) is the same as that of case (2), write n = [] p, p is
not required to be a different prime, define positive integer k;:

ki=#{p|pln,p—1=2"m;,misodd, t; =r}.

asin case (2), we have ( %) = (= 1)k, similarly, under mod 2"+, it can be proved
that k; must be even. Thus (%) = 1, we have completed all the proofs of property
(i) in Theorem 5.2.

Next, we prove property (ii) in Theorem 5.2. It is also discussed in three cases.

n can be divided by a square number; that is, there is a prime number p, p“||n,
o> 2.

In this case, we prove that there are at least }l(n —1) b, beZ!, n to base
b is not Fermat prime number, let alone a strong pseudo prime. First, suppose
b"~! = 1(mod n), then there is a prime p, p?|n, thus »"~! = 1(mod p?). Because
Z;z is a p(p — 1)-order cyclic group (see Theorem 5.3), let g be a generator of
Z’;z, then

Zzz ={g, g% ..., g"" D}
By Lemma 5.12, the number of b satisfying »"~! = 1(mod p?) is d,
d=mn—-1pp-1)=@r-1p-1D.
Because pln, so p{n — 1, and p t d; therefore, the maximum possibility of d

is p — 1; therefore, the proportion of b in "~ = 1(mod pz) inl <b < nshall
not exceed

A
|
—_
—_

Bl

=——=<

1

<
o
|
—
AS]
+

Therefore, there is at most b in the proportion of 1, so that n to base b is Fermat
prime, in case (1), we prove the property (ii) of Theorem 5.2.

n = pgq are two different prime numbers.

Inthiscase,let p — 1 = 2"my,q — 1 = 22my, m1, m, to be odd. Without losing
generality, you can let#; < #,. Letb € Z, in order for n to base b to be a strong

n’

pseudo prime number, it is necessary to satisfy
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b" = 1(mod p), b™ = 1(mod q) (5.20)

or
b*" = —1(mod p), b*™ = —1(modgq),0 <r < t. (5.21)

By Lemma 5.12, the number of b satisfied (5.20) is < (m, my)(m, my) < myms.
By Lemma 5.13, for each r, 0 < r < min(¢, t,) = #;, the number of b satisfy-
ing b¥"m = —1(modn) is 2" (m, m;) - 2" (m, my) < 4"m m,. Because n = rq,
thenp(n) = (p — 1)(g — 1), = n — 1 > p(n) = 2"+, therefore, the propor-
tion of b of the strong pseudo prime of n to base b does not exceed

41
(5.22)

mymy + mymy +4mymy + -+ 4"\ mym, —on-n (4 ol
2t1+f2m1m2

inl <b<n,(b,n =1
If #; < t,, then the above formula shall not exceed

2 4 2
2721]71 - _ < 273 Lz
<3+3>— 3t

1 1
6 4
If t{ = t,, then my % my, so (m,m;) < m; and (m, m;) < m,, one must be
strictly less than. The reason is that if they are equal, then m;|m, my|m, n —
1=2'm,=>n—1=2'm=pqg—1=qg — 1(modm,), thus m|jn — 1, —
mi|lqg — 1 = 22m,, = my|m,, this is a contradiction. So (m, m) < m; and
(m, my) < m, must have a strict less than 0. We have

1
(m,mp) - (m,my) < 3mms.

If mym, is substituted for %mlmz in Eq. (5.22), the proportion of n to b whose
base b is a strong pseudo prime number does not exceed

12_2[l<2+4t1 <1+1_1<
3 3 3)718 9 6

SN

We complete the proof of property (ii) of Theorem 5.2 in case (2).

Finally, supposen = p;p» - - - px, k > 3 is the product of different prime factors.
In this case, write p; — 1 = 2'im;, m; as an odd number. As in case (2), with-
out losing generality, it can make #; < #;(1 < j < k). Similarly to the proof of
formula (5.22), the proportion of b satisfying that n is a strong pseudo prime
number for base b does not exceed
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2k w (26=2 2k
y—ti—h—=t 1 < p—kn
<+2k—1>— <2k—1+2k—1)

2k -2 1

121
L 2k=2 1

— 27/{[1 .

because k > 3, in this way, we have completed all the proofs of Theorem 5.2.

Euler test and strong pseudo prime test require some complex quadratic residual
techniques. We summarize the main conclusions of this section as follows:

(A) n to base b is a strong pseudo prime number = n to base b is an Euler pseudo
prime number = n to base b is a Fermat pseudo prime number; therefore, the
strong pseudo prime test is the best way to detect prime numbers.

(B) Although no test can successfully detect a prime number at present, the probabil-
ity detection method of strong pseudo prime number test, that is, Miller—Rabin
method, can obtain that the success probability (see (5.13)) of detecting whether
any odd number n is a prime number can be infinitely close to 1. That is

P{detect whether odd n is prime} > 1 — ¢,V ¢ > 0 given.

Moreover, the computational complexity of the detection algorithm is polyno-
mial.

5.3 Monte Carlo Method

Using all the prime number test methods introduced in the previous two sections, for
ahuge odd number n, even if we already know that # is not a prime number, we cannot
successfully decompose n, because the prime number test does not provide prime
factor decomposition information, A more direct method—Ilike the sieve method—
verifies whether the prime factor of n is for prime numbers not greater than /n,

because a compound number 7 must have a prime factor p, p < /n. Selected p <
Ji

logn
numbers p < /n in total, therefore, the bit operation required for such a verification
is O (y/n). A more effective method was proposed by J. M. Pollard in 1975. We call
it Monte Carlo method, or “rho”” method.

/1, the bit operation required to divide n by p is O (logn), there are O (2%) prime

First, find a convenient mapping f of Z, N Z,; for example, f(x) is an integer
coefficient polynomial, such as f(x) = x2 + 1; secondly, a prime number x is ran-
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domly generated, let x; = f(xp), X2 = f(x1), ..., Xxj41 = f(x;)(j =0,1,2,---).
In these x;, we want to find two integers x; and x;, which are different elements in
Zy, but there are some factors d of n, d|n, and x; and x; are the same elements in
Zg4, that is to say

xj # xx(modn), (x; — xx,n) > 1. (5.23)

Once x; and x; are found, the algorithm is said to be completed.

Theorem 5.3 Let S be a set of r elements, let f :S — S is a mapping, xo € S,
define xj11 = f(x;)(j =0,1,2,...). Suppose X is a positive real number, let | =
1+ [\/m], then the condition xy, x1, . .., x; is the ratio < e~ of the mapping f
of elements in different s to the initial value xo, (f, xo), f in all mappings S and all
Xo € S.

Proof The total number of mappings f from f : § — Sisr’", because each x € S,
we can arrange r images for it, that is, f(x) has r choices. The initial value x, has r
choices, so the total number of (f, xo) is #"*!. The question is which of these ( £, xo)
choices can satisfy the condition that xq, x1, ..., x; is a different element in S. we
want to prove that the proportion of ( f, xo) satisfying the condition in "' (£, x¢)
is not greater than < e™*.

When xy € S given, there are r x( choices, then x; = f(x¢) hasonlyr — 1 choices
and x, = f(x;) has only » — 2 choices, this goes on until x; = f(x;_;), there are
only r — [ options. The remaining x € S and f can be selected arbitrarily; that is,
there are "~ choices. Therefore, when x is given, there are N f to make (f, xo)
meet the required conditions, where

!
N=r"Te-p.
j=0

Divide N by "*!, and the proportion of (f, xo) satisfying the condition is

rr+1_ lH(r—]) ]‘[( r) (5.24)

We notice that the real number x € (0, 1), thenlog(l — x) < —x. Take the logarithm
to the right of the above formula, then

. ro.
Jj —l(l+1) 2

Because of [ = 1 + [+/2Ar] > +/2Ar, from the above formula,



5.3 Monte Carlo Method 215

I ;

E log (1—i> < —A.
, r
Jj=1

By (5.24), we have
N <o)
pran e "

We complete the proof of Theorem 5.3.

Monte Carlo method uses a polynomial f(x) € Z[x], so that is a positive integer,
and the congruence equation of mod » is invariant to polynomial f(x), that is

a =b(modn),=— f(a) = f(b)(modn). (5.25)

Xo € Zy given, xj11 = f(x;)(j =0,1,...), if you find an x;, € Z, that satisfies
Xk, = Xj,(modr), where r|n, r > 1, ko > jo. By (5.25),

F@y) = f () mod r), = xy41 = 1 (mod r).

Thus for any k > j, if kK — j = ko — jo, there is x; = x;(mod r), this proves that

a polynomial mapping Z, N Z, produces ko different residue classes under
mod r(r|n),
{x0, X1, .., Xgp—1])-

Therefore, there is the following Lemma 5.14.

Lemma 5.14 f(x) € Z[x] is a polynomial, n > 1 is an positive integer, let xy € Z,,
x; = fxj—)(j =1,2,...), if k is the first subscript, there is a j, 0 < j <k, such
that

(xk —xj,n)=r> 1.

Then {xo, X1, ..., Xx—1} is k different residual classes under modr, so it is also k
different residual classes under mod n. Moreover, Monte Carlo calculation defined
by f can only produce k different residual classes.

We call the polynomial f and the initial value xy described in Lemma 5.14 an
average mapping. When the first subscript k is very large, the amount of calculation
is very large. Here we give an improved Monte Carlo algorithm.

f(x) € Z[x] given, Monte Carlo algorithm needs to continuously calculate
xp(k=1,2,...). Let 2" <k < 2M1(h > 0), j =2" — 1; that is, k is an (h + 1)-
bit number, j is the maximum A-bit number, compare x; with x; and calculate
(xx — xj,n), if (xx — xj, n) > 1, then the calculation is terminated, otherwise con-
sider k + 1. The improved Monte Carlo algorithm only needs to calculate (x; — x;, n)
once foreachk, j = 2" _ 1. There is no need to verify every j,0 < j < k, when k
is very large, it reduces a lot of computation, but there is a disadvantage. It may miss
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the smallest subscript k satisfying the condition, but the error is controllable. In fact,
we have the following error estimation.

Lemma 5.15 f(x) € Z[x], n > 1 given, xo € Zy, x; = f(xj—1)(j =1,2,...), let
ko be the smallest subscript and satisfy (xx, — xj,, n) > 1, whereQ < jo < ko, assum-
ing that k is the smallest positive integer satisfying (xy — xj, n) > 1 in the improved
Monte Carlo algorithm, we have k < 4k.

Proof Suppose ko has (h + 1) bits. Let j = 2"*! — 1,k = j + (ko — jo). By Lemma
5.14, then
(xXg, — Xjp,n) > 1, = (xx — xj,n) > 1.

Obviously, j is the maximum number of (4 + 1) bits and k is the number of (4 + 2)
bits, so k is the required subscript calculated by the improved Monte Carlo algorithm.
Obviously,

k=j+ko—jo) 2" =1+ 2" <4.2" < 4k,
Lemma 5.15 holds.
Example 5.6 Let n =91, f(x) =x>+1, xo = 1. By Monte Carlo algorithm,

then x; = 2, x, = 5, x3 = 26 and x4 = 40 (because26> + 1 = 40(mod 91)). By the
improved Monte Carlo algorithm, only (x4 — x3, 91) needs to be detected to obtain

(x4 —x3,91) = (14,91) =17.

Lemma 5.16 Let n be an odd number and a compound number, and r be a factor
of n, rin, 1 <r < ./n. Let f(x) € Z[x], xo € Z, given, then the computational
complexity of finding r by Monte Carlo algorithm (f, xo) is

Time(( f, x0)) = O(x/nlog’ n) bits. (5.26)

Further, there is a normal number C, so that for any positive real number A, the
success probability of Monte Carlo algorithm (f, xo) to find a nontrivial factor r of
n is greater than 1 — e™*, that is

P{(f, xo)findout r|n,r > 1} > 1 —e™*. (5.27)

The number of bit calculation operations required by the algorithm that depends on
parameter A (to ensure the success rate of the algorithm) is O(ﬁ{‘/ﬁ log® n).

Proof From the discussion of computational complexity in Chap. 1, finding the max-
imum common divisor of two integers and the addition, subtraction, multiplication
and division in mod n are polynomial. Let C; satisfies

Time((y — z, n)) < C; log® n, where y, z < n.
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C, satisfies
Time(f(x)modn) < Cylog* n, x € Z,.

If ko is (f, xo), the first subscript in the calculation satisfies (xx, — x;,, n) > 1, by
the improved Monte Carlo algorithm, we have (x; — x;,n) > 1, where j = 2h 1,
2" <k <21 By Lemma 5.15, k < 4k. Thus

Time(found by (£, xo) k) < 4ko(C; log® n + C; log® n). (5.28)
Let (xg, — Xxj,,n) =r > 1,r < /n, by Lemma 5.14, ky < r, so
Time(find r, r|n, r < v/n) < 4/n(C; log® n, C, log* n).

Equation (5.26) proved. In the sense of probability, that is, on the premise of allowing
certain errors, Eq. (5.26) can be further improved.

Let A > 0 be any given real number, by Lemma 5.3, ratio of kg > 1 + «/2Ar
< e™*, in other words, the probability of successfully finding r, 7|n, r < /n is

Plfindoutr, rln,r < +/n} >1—e*.

In order to ensure the success rate, then ky < 1 4+ +/2Ar. By (5.28), the number of
bit operations required shall not be greater than

4(1 + V22r)(Ci log> n + Cy log® n) = O(VA/nlog® n).

We have completed the proof of Lemma.

Remark 5.1 Abasic assumption of Monte Carlo method is that the integer coefficient
polynomial f can be used as an average mapping (see Lemma 5.14); this has not
yet been proved.

5.4 Fermat Decomposition and Factor Basis Method

Lemma 5.17 Suppose n is an odd number; there is a 1-1 correspondence between
factorization n = a - b(a > b > 0) of n and expression n = t*> — s (t and s are
nonnegative integers) of n. The corresponding o : (a, b) — (t, s) can be written as
o((a, b)) = (t,s), where

o ((a, b)) = (““’ “‘b>.

272

Inverse mapping is
o N (@, ) =G +s,1—5).
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Proof 1f n = ab, because both a and b are odd, then n = (“42) — (%52)2, 50 define

o ((a, b)) = ("“’ “‘b>.

272

Conversely, if n = t> — 52, then n = (¢ 4+ 5)(t — s). So define o' ((z, 5)) = (t +
s,t—s),weprove 0 "'o = 1,00~ = 1. By the definition,

o lo((a, b)) =0 (a tba- b) = (a,b),

2 7 2
oo Nt ) =0t +s,t—s5)=(t,5).

So o is a 1-1 correspondence between the two decomposition n = ab = t> — 52, the
Lemma holds.

The above simple lemma provides us with a method of factor decomposition,
called Fermat factor decomposition: ifn = ab, a is very close to b, thenn = (#)2 +
(%)2 = t? — %, where s is very small and ¢ is only a little larger than /n. Therefore,
starting from ¢ = [\/n] + 1, we successively detect whether t> — n is a complete
square number. If not, we change it to = [/n] + 2 for detection. In this way, until
1> —n =s% we get n = (t + 5)(t — s) through Fermat factorization. This method
is effective when n = ab, a and b are very close.

Fermat factor decomposition can be further expanded into a factor-based method
to become a more effective factor decomposition method. Its basic idea is: in Fermat
factorization, 1> — n? is required to be a complete square, which is difficult to appear
in practice, but > = s?>(mod n), t # +s(modn) is easy to appear. Calculate the
maximum common divisor (¢t + s, n) and (r — s, n), then we have factorization

n=({+s,n—s,n).

Definition 5.5 Let B be 4 different primes (maybe p; = —1), B is called a factor
base. An integer b is called a B-number, if the minimum nonnegative residue of b2
under mod n can be expressed as the product of prime numbers in B, where n is the
given positive integer.

Example 5.7 Let n = 4633, B = {—1,2, 3}, then 67, 68, 69 are all B-number,
because 672 = —144(mod 4633), 682 = —9(mod 4633), 69> = 128(mod 4633).

If b is a B-number, b> mod n represents the minimum nonnegative residue of b
under mod n, by the definition,

h
p>’modn = pr",ozi > 0.
i=1

Lete ={ej,er,...,e,} € FS‘ be an h-dimensional binary vector, define
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0, if o’/ is even;

. 1<j<h.
1, if o’/ is odd.

€j=

e is called the binary vector corresponding to b if {b;} = A is a set of B-numbers. The
binary vector corresponding to each b; is denoted as e¢; = {e;,, e;,, . .., €;,}, denote
bf mod n with a;. We have

h h
; Qjj i
j=1

icA j=1
Suppose ZieA e; = (0,0,...,0)is the zero vector in F”, then

Zaii =0(mod2),V1<j<h.

ieA
. . _ 1
That is, [ @; is a square number. Letr; = 5 >, _, a;;, then

2
h

h
[Tai=|(]]r}| -definec=]]pr7. (5.29)
j=1

icA j=1

On the other hand, ; mod n represents the minimum nonnegative residue of b; under
mod n, let

b= ]‘[(bi mod n) = ]_[5,-, (5.30)

i€eA ieA
where §; = b; mod n, thatis 0 < §; < n, and b; = §;(mod n), thus
[ ]2 = b(modn).
i€eA
Because of a; = bl.2 mod n, thatis 0 < a; < n, and bl.2 = a;(mod n). There is
l_[bi2 =b’ = Ha,- = c*(mod n).
i€eA i€eA

Two different integers b and ¢ defined by Eqs.(5.29) and (5.30) satisfy b*> =
c?(mod n), We write the above analysis as the following lemma.

Lemma 5.18 Let A = {b1, b, ..., b;,...} be a finite set of some B-numbers, let
ei = (e, €, ...,€,) € IF’Z’ be the binary vector corresponding to b;, a; = bi2 mod n,
8 =b;modn. If Y ;. e; =0 is the zero vector in Fh, then [|;., a; is a square
number. Write
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h h >
o;j iea ij 2
j=1 j=1

icA

where

l—[h 2

IS

c = p; i€A /’
j=1

Further letb = 8,8, - - -, we have b> = ¢*(mod n).

From the above lemma, if 4> = c2(mod n), b % +c(mod n). Then we will find
a nontrivial factor d = (b + ¢, n) of n. Now the question is, if b> = ¢*(mod n),
how likely is b # Fc(mod n)? Might as well make (b, n) = (¢, n) = 1, otherwise
both sides are divided by (b, n)?: by b*> = ¢?(mod n), = (bc™')> = 1(mod n). The
problem is transformed into how many solutions x are in x*=1(modn),1 <x < n.

Lemma 5.19 Letn be an odd number, then the number of solutions of x> = 1(mod n)
is 2", where r is the number of different prime factors of n.

Proof If r =1, then n = p®(« > 1), p is an odd prime, now x% = I(mod p%) has
two solutions x = =1, because let g be the original root of mod p%, then x = g'(1 <
t<p*(p—=1),x2=1<« p*(p—1)|2t. So there are only two solutions t =
%p“’l(p —Dandt=p*(p—1).Sox ==x1(mod p*).If n = p{' --- p*, then
the number of solutions of x? = 1(modn) deduced from the Chinese remainder
theorem is 2". The Lemma holds!

Lemma 5.20 7 is an odd number and is the product of the power of more than
two different primes, B = {p1, p2, ..., pn} is a factor base. Randomly select two
1

B-numbers b and c, then b* = ¢*(mod n), = b = +c(mod n)’s rate is < 3

Proof x% = 1(mod n) has 2" different solutions (mod n), r > 2. The two solutions
corresponding to x = £1(mod n) correspond to b = £c(mod n). Thus

2 1
b* = *(mod n), => b = +c(mod n)’s rate < > < 5

Lemma 5.20 holds.

According to Lemma 5.20, b and ¢ are selected by using factor basis, if b =
+c(mod n), then select failure, and the probability of failure is < % If the selection
fails, select another b; and cj, in this way, we randomly select k b and ¢ equally
almost independently, and the probability of success of b % +c(mod n) is

1
P{b* = ¢*(modn), b # +c(modn)} > 1 — 7 (5.31)
In other words, the probability of finding a nontrivial factor d = (b + ¢, n) of n by
using the factor base can be infinitely close to 1. Below, we systematically summarize
the factor base decomposition method as follows:
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Factor-based method
Let n be a large odd number and y be an appropriately selected integer (e.g.,
1
y < ni), let the factor base be

B ={-1,p| pisprime, p < y}.

Select a certain number of B-number at random, A = {by, b>, ..., by}, usually
N < m(y) + 2 will meet the needs. Each b; is expressed as the product of prime
numbers in B. Calculate the corresponding binary vector e;, select a subset A C A
in Ay, such that Zi ca € =0, b; corresponding to binary vector e;, denote as A =
{b1,by,...,b;,...}. Let

b= l—[(bi modn) = l_[(S[, where §; = b, mod n

icA ieA

and

c= Hp;’ modn, r; = %Zalj.

jeB icA

We have b? = c?(mod n), if b = £c(mod n), then reselect the subset A, Until finally
b #% +c(modn), in this way, we find a nontrivial factor d|n of n, d = (b + ¢, n).
Therefore, there is factorization n = d - f—i

Factor decomposition using factor-based method cannot guarantee the success
rate of 100% because b % Fc(mod n) cannot be deduced from b = ¢%(mod n),
however, the success probability of factorization for large odd n can be infinitely
close to 1. Under the condition of success probability > 1 — 2% (k is a given normal
number), the computational complexity of factorization n of by factor-based method
can be estimated as

Time(factor-based method to n factorization) = O (e¢V e loglogmy (5.32)

The proof of Formula (5.32) is relatively complex. No detailed proof is given here.
Interested readers can refer to pages 136—141 of (Pomerance, 1982a) in reference 5.
The exact value of C in (5.32) is unknown. It is generally guessed that C = 1 + ¢,
where ¢ > 0 is any small positive real number.

Let k be the number of bits of n, and the estimate on the right of (5.32) can be
written as O (e°V¥1°eF) Therefore, the computational complexity of the factor-based
method is sub-exponential. Compared with the Monte Carlo method introduced in the
previous section (see (5.31)), its computational complexity is exponential, because

1
0(/n) = 0(e%), where ¢; = 3 log 2.

As we all know, the security of RSA public key cryptography is based on the
prime factorization n = pg of n. Although there is no general method to factor-
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ize any large odd n, although Monte Carlo method and factor-based method are
probability calculation methods, the probability of successful factorization is very
large, The disadvantage is that their computational complexity is exponential and
sub exponential, which is the reason for choosing huge prime numbers p and ¢ in
RSA.

5.5 Continued Fraction Method

In the factor-based method introduced in the previous section, b mod n can be the
residual of the minimum absolute value of b> under mod 7, that is

b* = b* mod n(mod n), |b* modn| <

S

In this way, »> mod n can be decomposed into the product of some smaller prime
numbers. The continued fraction method is the best method at present. How to find
the integer b, so that |b> mod n| < 2./n, b> mod n is more likely to be decomposed
into the product of some small prime numbers. First, we introduce what is continued
fraction and some basic properties.

Suppose x € R is areal number, [x] is the integer part of x, and {x} is the decimal
partof x. Letay = [x],if {x} # 0,and leta; = [{71}],because of x = [x] + {x}, there
is

1
S T R ]
If {{x}~'} # 0, write
a = [{{x} "} 7'
consider
C(E7 Iy
So we got
1
Xx=a+———F—.
@ + ar+ 1

a3+

The above formula is called the continued fraction expansion of real number x. To
save space, write x = [ag, a1, . .., Gy, .. .], if and only if x is a rational number, the
continued fraction of x is expanded to be finite, denote as

x = [ag, ay,...,a,], wherea, > 1.

It is called the standard expansion of rational number x.
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Definition 5.6 x = [ay, a1, ..., ay, ...]is the continued fraction expansion of x, for
i >0,call % = [ap, a1, . . ., a;] the ith asymptotic fraction of x, specially,

by ap b _ ayap + 1
co 1" ¢ a

The progressive fraction IZ— of the real number x is a reduced fraction, that is
(b;, ¢;) = 1, and has the following properties.

Lemma 5.21 x = [ag, a1, ..., a,, - - -] is the continued fraction expansion of x, lc’—
is the asymptotic fraction, then

(i) wheni > 2,
b; b b;_
L (5.33)

Ci aici—1 + ¢i—2

(ii) Ifi > 1, then .
bici—1 — bi_1c; = (=)' L. (5.34)

Proof We prove that (i) by induction. Obviously, the proposition of i = 2 holds, that

is
by _abi+by _ az(aiap + 1) +ap

() acy + co aray + 1

If the proposition holds for i, that is

bi aibi_y+bi»

Ci aici—1+ ci—2

: 1
Then write [ag, a1, ..., a;, ai+1] = [ao, a1, ..., a; + E]’

1
bivi (ai + zle) bi_1+bi_ _ Gibi by

Cit1 (ai + #) Ci1+¢in ai+1Ci +Ci—y

So (i) holds.
We prove Formula (5.34) by induction, wheni = 1,

bico — bocy = ajag+ 1 —ayap =1 = (=1)°.
So when i = 1, the proposition holds, and when i, the proposition holds, that is

bici—1 —bi—ic; = (=1)'"".
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Then
biyici — biciy1 = (aiy1b;i +bi—1)¢; — bi(aiyici +ci—1)
=b;_1¢; — bici
= (=1

Lemma 5.21 holds.

Continued fractions have many important applications in numbers, such as rational
approximation of real numbers and rational approximation of algebraic numbers.
Periodic continued fractions are an important special case in rational approximation
of algebraic numbers. x = [ag, ai, ..., a,, .. .]. If these a; occur in cycles of a certain
length, they are called periodic continued fractions. The famous Lagrange theorem
shows that the necessary and sufficient condition for the expansion of the continued
fraction of x into a periodic continued fraction is that x is a quadratic real algebraic
number. Here we do not discuss some profound properties of continued fractions,
but only prove some properties we need.

Lemma 5.22 Let x > 1 be a real number, %(i > 0) is the asymptotic fraction of x,
then
|bi? — x*c}| < 2x,Vi > 0.

. . bi bisi ..
g’r;of hB ecause x is between progressive scores o and e by property (ii) of Lemma
.21, there is

b; b; 1
T = ,i>0.
Cit1 G CiCit1
Thus b
|bi* — x*c? = ¢t |x — i | P
Ci Ci
o ()
<cj - X+ |x+ .
CiCit1 CiCit1
So
2 2.2 Ci 1
|bi —x"¢;| —2x <2x | -1+ — + 5
Citl 2xci+,
i 1
<2 (—1 + 4 —)
Citl1 Ci+l1
Ci+1
<2x<—l+—) =0.
Ci+1
The Lemma holds.

Lemma 5.23 Let n be a positive integer and n not a complete square. Let {[C’—f}izo

be the asymptotic fraction of the continued fraction expansion of «/n, and bl-2 mod n
be the residue of the minimum absolute value of bl.2 under mod n, then we have
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b?modn < 2/n, ¥Yi > 0.
Proof By Lemma 5.22, let x = +/n, then

b? = b} — nc(mod n).
Because
|b? — nc?| < 24/n,=> b?modn < 2/n, Vi > 0.

The Lemma holds.

Combining the above Lemma 5.23 with the factorization method, we obtain the
continued fraction decomposition method.

Continued fraction decomposition method:

The operations of mod n involved in this algorithm, except that it is specially
pointed out, are the minimum nonnegative residue of modn. If n is a large odd
number, it is also a compound number, first let b_; = b, by = ay = [/n], and xg =
Jn — ay = {/n}, calculate b3 mod n, in fact, b3 mod n = b — n. Second, consider
i =1,2,.... To determine b;, we proceed in several steps:

L Letq; = [{=],and x; = (- —a; (i = 1).

2. Let b; = a;b;—1 + b;_,, the minimum nonnegative residual »; mod n of b; under
mod n is still recorded as b;.

3. calculate b? mod n.

By Lemma 5.23, b> mod n < 2./n, it can be decomposed into the product of some
small prime numbers. If a prime number p appears in the decomposition of two or
more bi2 mod 7, or in the decomposition of an bi2 mod n, p appears to an even power,
p is called a standard prime number, in other words, a standard prime p is

plb; modn, plbimodn, i # j.

p* ||bi2 modn, « iseven.
We choose factor base B as
B = {—1, standard prime}.

In this way, all 57 mod n are B-numbers, and the corresponding binary vector is e;.
Select a subset A = {b;}, = ), ., &; = 0. Let

b=[]wimodn) =TT

icA icA

,
and ¢ = l_[jeB p;, where
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1 .
rip = EZ(X,],V] € B.
iecA

If b # +c(modn), then (b + ¢, n) is a nontrivial factor of n, and we obtain the
factorization of n. If b = £c(mod n), then another subset A is selected and repeated
to complete the continued fraction factorization method.

Example 5.8 The continued fraction method is used to factorize n = 9073.

Solution: We calculate ;, b; and b? mod n in turn, where b; = (a;b;—1 + b;—2) mod n,
the table is as follows:

i 0 1 2 3 4

ai 95 3 1 26 2

b; 95 286 381 1119 2619
b? modn —48 139 —7 87 —27

From the value of b[2 mod n, we can choose the factor base Bas B = {—1, 2, 3, 7}.
Then bl.2 mod # is the number of B-number, wheni = 0, 2, 4, .. .. The corresponding
binary vector is

ep=(1,4,1,0),e2 =(1,0,0,1),and eq = (1,0, 3, 0).
Easy to calculate eg + e4 = (0, 0, 0, 0). Therefore, we choose

b =95-2619 = 3834 mod 9073;
c=2%.32=36.

Because 5% = c?(mod 9073), that is 38342 = 36%(mod 9073), but 3834 # £36
(mod 9073), so we get a nontrivial factor of n = 9073, d = (3834 + 36, 9073) = 43.
Thus 9073 = 43 - 211, the factorization of 9073 is obtained.

Exercise 5

1. pis aprime, if and only if 5~! = I(mod p?), p? to base b is a Fermat pseudo
prime.

2. What is the minimum pseudo prime number with Fermat pseudo prime for base
5? What is the minimum Fermat pseudo prime number for base 2?

3. n= pq, p # qaretwo primes, letd = (p — 1, g — 1), itis proved that n to base
b is Fermat pseudo prime number, if and only if # = 1(mod n), and calculate
the number of bases b.

4. If b € Z;;, n to base b is Fermat pseudo prime, then n to base —b and b are Fermat
pseudo prime numbers.

5. If n to base 2 is Fermat pseudo prime, then N = 2" — 1 is also Fermat pseudo
prime.

6. If n to base b is Fermat pseudo prime, and (b — 1,n) = 1, then N = bb"T_ll to
base b is also Fermat pseudo prime.
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7. Prove that the following integers are Carmichael numbers:
1105=5-13-17,1729 =7-13-19,2465 =5 -17-29,2821 =7 - 13 - 31,
6601 =7-23-41,29,341 = 13-37-61,172,081 =7-13-31-61,278,545=5-17-29 - 113.

8. Find all Carmichael numbers of form 3 pg and all Carmichael numbers of form
5pq.
9. Prove that 561 is the minimum Carmichael number.
10. If n to base 2 is a Fermat pseudo prime, prove N = 2" — 1 is a strong pseudo
prime.
11. There are infinite Euler pseudo primes and strong pseudo primes for base 2.
12. If n to base b is a strong pseudo prime, then 1 to base b is also a strong pseudo
prime for any integer k.
13. The Fermat factorization method is used to decompose the positive integer as
follows:

n = 8633, n = 809,009, n = 92,296,873, n = 88,169,891.

14. The Fermat factorization method is used to decompose the positive integer as
follows:

n = 68,987, n = 29,895,581, n = 19,578,079, n = 17,018,759.

45 55

15. Expand the rational number x = 5 X =55, x = 1.13 into continued fractions.

16. Let a be a positive integer, x = [a, a, a, - - -], calculate x =?
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Chapter 6 ®)
Elliptic Curve i

In 1985, mathematician v. Miller introduced elliptic curve into cryptography for the
first time. In 1987, mathematician N. Koblitz further improved and perfected Miller’s
work and formed the famous elliptic curve public key cryptosystem. Elliptic curve
public key cryptosystem, RSA public key cryptosystem and ElGamal public key
cryptosystem based on discrete logarithm are recognized as the three major public
key cryptosystems, which occupy the most prominent position in modern cryptogra-
phy. Compared with RSA cryptography, elliptic curve cryptography can provide the
same or higher level of security with a shorter key; compared with ElGamal cryp-
tosystem, they are based on the same mathematical principle and are essentially based
on discrete logarithm cryptosystem. ElIGamal cryptosystem is based on the discrete
logarithm of multiplication group over finite field, and elliptic curve cryptosystem is
based on the discrete logarithm of Mordell group of elliptic curve over finite field, but
choosing elliptic curve has more flexibility than choosing finite field, so elliptic curve
cryptosystem has attracted more attention This paper systematically and comprehen-
sively introduces elliptic curve cryptography from the three aspects of cryptography
mechanism and factorization, in order to make readers better understand and master
this public key cryptography mechanism.

6.1 Basic Theory

The working platform of this chapter is a field E, especially E = R(real number
field), E = C(complex field), E = Q(rational number field) or E = F,(Finite field
of g elements) four common fields. The characteristic x (E) of a field E is the order
of the multiplicative unit element e of E in the additive group. That is, x (E) = o(e)
is a prime number or 0o, specifically,
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L(E) = 00, %fE =C,R,Q,
p, fE=F,q=p".
Definition 6.1 (i) Suppose E is a field, the character of E x(E) # 2,3, f(x) =
x3 4+ ax +b € E[x] is a cubic polynomial and has no multiple roots in the split
field. An elliptic curve in field E refers to the set of finite points (x, y) € E? plus
infinity on the “plane,” where the finite point (x, y) satisfies

y2 =x>+ax+b,wherea € E, b e E given.
Cp represents the elliptic curve, and “O” represents the infinity point, i.e.,
Cr ={(x,y) € E}y* = x>+ ax + b} U{0)}. (6.1)

(i) If x (E) = 2, then an elliptic curve Cg on the field E with the characteristic
of 2 is defined as

Ce={(x.y) € E}y*+y=x>4ax + b} U{O)}. (6.2)

(iii) If x(E) = 3, x> + ax® + bx + ¢ € E[x] has no multiple roots in the split
field, then an elliptic curve Cg on E is defined as

Cr ={(x,y) € E}y* = x> 4+ ax®> + bx + c} U{0O}. (6.3)

Let F(x,y) € E[x, y] be a bivariate polynomial, then F(x, y) = 0 defines an
algebraic curve C on E. (x¢, yo) € C is called a nonsingular point on C, if at least
one of the partial derivatives %—F and %—f at (xo, yo)isnotO0.If x (E) # 2, 3,let f(x) =

x3 4+ bx + ¢, then the finite points of an elliptic curve F (x, y) = y> — f(x) = 0on E
are nonsingular points, which is the same as thatin x (E) = 2, x (E) = 3. Therefore,
an elliptic curve is also called a nonsingular cubic curve.

Among many profound arithmetic properties of elliptic curves, Mordell group
on elliptic curves is the most beautiful and important basic property. Firstly, we
introduce Mordell group when E = R is familiar with real number field and then
extend it to finite field.

Elliptic curve over real number field

Definition 6.2 Let E = R be real number field, Cg is an elliptic curve, P and Q
are two points on Cg, thatis P € Cg, Q € Cg, we define addition according to the
following rules:

(1) If P = O is infinity, define that P + P = O is still infinity; that is, infinity is
the unit element of addition, and the negative element of P is —P = P = O.

2)If P = (x, y) € Cg is afinite point. Define —P = (x, —y), obviously, —P €
Cg, is the specular reflection point of point P on the xy—plane.

B)If P, Q € Cg are two finite points, they have different x-coordinates (i.e.,P =
(x1,¥1), O = (x2, y2), X1 # X»), then there is exactly a point R on the connecting
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line between P and Q on the xy—plane, which is the intersection of the connecting
line and the elliptic curve, define P + Q = —R, is the specular reflection point of
R.If Q is infinity. Then define P + O = P.

(4)If Q = — P, thatis, P and Q have the same x-coordinate, and P + Q = O is
defined as infinity.

(5) If P = Q is a finite point on Cg. Then the tangent of Cg at P has exactly an
intersection R with Cg, define P + P = —R.

We use the geometric construction method to define the addition on elliptic curve
Cg, for the connection of finite points with different x-coordinates and why the
tangent at the finite point has only a unique intersection with Cg, it needs strict
mathematical proof. We attribute it to the following lemma.

Lemma 6.1 Let P = (x1,y1), Q = (x2, y2) be two finite points on elliptic curve
Cg, and x| # x», then

(i) The line between P and Q has only a unique intersection R = (x3, y3) with
Cg, satisfies R = P, R # Q, where

oy 6.4
y3=—yi + (=) (x — x3). ©4)

X2—X1

IRy
{X3=(ﬁ) — X — X2,

(ii) Let o be the value of derivative % at point P, then the tangent of point P and
Cg only have a unique intersection R = (x3, y3), R # P, where

:x3=(m)2—2x1, 65)

2y
3 2
v ==y + (0 —x3).

Proof Let the functional equation of the connecting line between P and Q be y =
ax + B on the xy—plane, where

Y2 — )1
a=—"—, B=y —ax.
X2 — Xq
A point (x, ox 4+ B) on line y = ax + f is on elliptic curve Cg if and only if
(ax + B> = x> +ax +b. (6.6)
Therefore, the three solutions of x> — (ax + B)? 4+ ax + b = 0 are x, and each solu-
tion will produce an intersection. But we assume that P and Q are at the intersection,
so there is only the third intersection R = (x, ax + ) = (x3, ax3 + B). Because the
three solutions x;, x7, x3 of equation (6.6) satisfy the following relationship

2
X1+ x+x3=0a".

There is
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= (2 —x - x,
yi3 =axs+ B = —y + (Z=H) () — x3).

X2—=X]

Thus, (6.4) holds. If point Q is infinitely close to point P, the connecting line becomes
the tangent of curve Cg at point P, now

dy 3x7+a

o= — A .
dx |(X1w)1) 2y

So the tangent has a unique intersection with Cg, R # P, R = (x3, ax3 + ), where

2
x = ol =25 = (3?2 -2,
3xi4ay
y3 ==y + (F57) (01 — x3).

(6.5) holds, So as to complete the proof of Lemma (Fig. 6.1).

3 _ x toillustrate

Example 6.1 On the real plane, we give a specific example y> = x
the addition rule on this elliptic curve:
The point of Cg in the left half plane is called the torsion point of Cg, and the

point of C in the right half plane is called the free point of Cg.

Remark 6.1 InLemma6.1,if P = (x|, 0), thatis y; = 0, then the only intersection
of the tangent of point P and Cg is defined as the infinity point “O" .

From Definition 6.1 and Lemma 6.1, we have the following important corollaries.

Fig. 6.1 Elliptic Curve 2_.3.
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Corollary 6.1 (i) All points of elliptic curve Cg form an Abel group under addition,
in which the infinity point “O” is the zero element of the group. This group is called
Mordell group.

(ii) If P = (x1, y1), QO = (x2, y2) is a rational point, that is, x1, y1, X2, y2 is a
rational number, then another unique intersection R between the line between P
and Q and Cg is also a rational point.

Proof (i) is directly given by Definition 6.1. Conclusion (i) is directly derived from
Formula (6.4) and Formula (6.5) of Lemma 6.1.

Elliptic curves over rational fields

Let E = Q, then a, b, ¢ in Definition 6.1 are rational numbers. Elliptic curves
over rational number fields are one of the most important research topics in modern
number theory. There are many important conclusions and famous number theory
problems related to them, such as the famous “BSD” conjecture, the ancient con-
gruence problem and so on. Mordell theorem is the most basic conclusion of elliptic
curves over rational fields. Since cryptography only cares about elliptic curves over
finite fields, here we briefly introduce some important results without proof.

Let Cg be an elliptic curve in the field of rational numbers. From Corollary 6.1,
all points of Cg form an Abel group G. In algebra, an Abel group is equivalent
to a module over an integer ring, so an Abel group is also called Z—module. The
Mordell group on elliptic curve Cp is regarded as a Z—module G, according to the
decomposition theorem of modules on the principal ideal ring, a Z—module can be
decomposed into the direct sum of a twisted module and a free module. Therefore,
the Mordell group G on Cg has

G =Tor(G) ® Free(G).

Mordell first proved the following important conclusions. Mordell Theorem: The
Abel group G on elliptic curve Cg (E = Q is a rational number field) is finitely
generated; in other words, G is a finitely generated Z-module. Therefore, Mordell
group G can be decomposed into

G=Tor(G)® Z(ay,as, ...,a,).

where a1, ay, ..., a, is a set of bases of free module Free(G) and r is the rank of
free module. The rank r is only known to be finite, but how to calculate it is a famous
number theory problem. The so-called BSD conjecture holds that » can be given by
the function value of L-function on elliptic curve, but it has not been fully proved at
present.

Another problem related to elliptic curves is the ancient congruence problem,
which can be traced back to Plato’s time in ancient Greece.

The congruent number problem: if n > 1 is a positive integer, is there a right
triangle with rational side length, and its area is exactly n?
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This problem is equivalent to the rank » > 0 of elliptic curve y*> = x3 — n’x, at
present, this problem has not been completely solved. Chinese mathematicians prof.
Tian Ye have made substantial progress in this problem.

Elliptic curves over finite fields

Let E =T, be a g-element finite field, g = p”, and p be a prime number. Let

2 .
= f(x), if 2,
Fayp =177 tr# 6.7)
y+y—fl), ifp=2.
where
3 b if 2
f&x) = x3+‘”‘2+ ’ itp# "a,b.ceF,. (6.8)
x> 4+ ax® + bx +c, if p=2.
Then an elliptic curve Cg on I, is defined as
Cp ={(x,y) € F;|F(x,y) =0} U{O}. (6.9)

where “O” is the infinity point.

Obviously, the number of points in Cg is limited, let N, = |Cg|, be called the
number of points of elliptic curve in IF,. N, < 2g + 1 is a trivial estimate, because
each x € F, has at most two y values, together with the infinity point. The more accu-
rate estimation of N, depends on the Riemann hypothesis on the field of univariate
algebraic functions proved by A. Weil, which is a very profound result in mathemat-
ics. A. Hasse proved the following results when F'(x, y) is an elliptic curve.

Theorem 6.1 (Hasse Theorem) Let N, be the number of elliptic curve F(x,y) =0
at the midpoint of ¥, then we have

IN; = (g + D] < 24.

Proof Let x be a quadratic real feature in I, that is

0, ifa=0,
x(a) =141, ifa =02 beF,,
-1, otherwise.

By definition, it is obvious that the number of solutions of ur=ain F,is 1+ x(a),
so suppose N, is the number of solutions of elliptic curve F(x, y) = 0inIF,, where
F(x,y) is given by Eq. (6.7), then
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Ny =1+ (14 x> +ax+b))

xelF,

:q+]+2x(x3+ax+b).

xelf,

(6.10)

We use F,(x) to represent the rational function field on IF,, then the univariate
algebraic function field defined by y?> = f(x) can be regarded as a quadratic finite
extension field on F,(x). The genus d of this function field is d = 3. Hasse can
prove that the Riemann hypothesis on this special algebraic function field is true;
that is, all zeros of the corresponding Riemann & —function lie on the straight line of
s = % + it. A special case of this conclusion is

1Y x (@ +ax +b)| < (d—1)/q =2./3. 6.11)

xelF,

By (6.10),
IN, — (g + 1) <2./q.

We have completed the proof.

Remark 6.2 (6.11) is called the characteristic sum over a finite field, so that g(x) €
IF,[x]is any polynomial and x is any nontrivial multiplication characteristic over IF,
according to A. Weil’s famous theorem, we have the following general characteristics
and estimates,

1Y x(g(x))] < (degg — /7.

xel,

Let’s briefly introduce A. Weil’s theorem. Let IF;» be an n-th extension on I,
thatis n = [Fy» : IF;]. Ny is the number of solutions of elliptic curve F'(x, y) =0
in extended field Fy». Zeta function Z(T', Cr) on elliptic curve Cg is defined as the
formal power series of T':

+00 1
Z(T) = Z(T. Cg) = exp() ~NgeT"). (6.12)

n=1

where exp(a) = e is an exponential function. A. Weil proves that Z(T') is a rational
function, i.e.,
gT?* —aT +1

Z(T)= ———F——.
™ 1-T)A—qT)

(6.13)

where « is an integer depends on elliptic curve Cg. In fact, the above formula is
valid for general algebraic curves. Because of N, =g + 1 — «, and a?—4g <0
(Hasse theorem). Therefore, zeta function Z(7') has two complex roots, that is, the
two solutions «; and o, of qu —aT +1=0, and |all| = |£| = ,/q. This is the
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Riemann hypothesis on elliptic curves. A. Weil proved it on general algebraic curves
for the first time. See Chap. 5 of Silverman (1986 of reference 6) for the specific
proof process.

From the above a. Weil theorem, take logarithms on both sides of Eq. (6.12) and
compare the coefficients on both sides of the formal power series. Let N, be the
number of points of the elliptic curve in Fy», then

INg — (¢" + D] <2¢7(n > 1). (6.14)

The above formula can also be derived directly from Hasse theorem.

Now let’s look at a specific elliptic curve in [, y2 +y= x3; thus, we have a
better understanding of A. Weil’s theorem. Because F (x, y) = y> + y — x> = O has
three points in [F,, the zeta function on the elliptic curve,

+00 N
Z(T) = exp(y_ —=T")
n=1
o 2Tr 41
T (A=T)(1-=2T)

Write 272+ 1= (1 —oyT)(1 — o T), where a1 = iv/2, ap = —i/2. Take loga-
rithms on both sides of the above formula and compare the coefficients of 7" on both
sides,
N — 2" 4+ 1, if n is odd,
" )2n4+1-2(=2)2, ifniseven.
Where N, represents the number of points of elliptic curve y> + y = x3 in Fy..
Finally, the Mordell group of elliptic curve on IF, is a finite Abel group of order
N,; according to the classification theorem of finite Abel groups, this group can be
expressed as the direct sum of two cyclic groups, which will be further explained
when necessary.

6.2 Elliptic Curve Public Key Cryptosystem

An elliptic curve over a finite field IF,, forms a finite Abel group G, which is similar to
[y ; therefore, the elliptic curve public key cryptosystem can be constructed by using
discrete logarithm. Compared with other public key cryptosystems based on discrete
logarithm (such as ElGamal cryptosystem), elliptic curve cryptosystem has greater
flexibility, because when a huge ¢ is selected, the working platform of ElGamal
cryptosystem has only one multiplication group F7, but multiple elliptic curves can
be defined on Fy, so there will be multiple Mordell groups to choose, and elliptic
curve cryptosystem has greater concealment and security.
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Before introducing elliptic curve cryptography, we first discuss the computational
complexity on two species group. The computational complexity of multiplication
over finite field IF, has been discussed in Chap. 4 Lemma 4.12, specially, o € I,
k is an integer, then Time(a*) = O(logk log® ¢). In the case of elliptic curves, the
Mordell group G is an addition operation, so that P € G is a point. kK P means that
the points P are added k times continuously.

Lemma 6.2 Let E =, be a g-element finite field, Cg be an elliptic curve on I,
defined by Weierstrass equations (6.7), (6.8) and (6.9), P € G, G be a Mordell group
on Cg, then for any integer k,

Time(kP) = O(logklog® q), ifk < Ny;
Time(kP) = O(log* q), ifk > N,.

where N is the number of points of curve Cg and the order of Mordell group G.

Proof LetP = (x,y),y # 0,then P + P = (x’, y'), where x’ and y’ are determined
by Equation (6.5), (6.5) (addition, subtraction, multiplication, division, etc.) involved
in the formula shall not exceed 20 calculations, and the bit operation times of each
calculation is O (log> ). By the “repeated square method,” k P can be transformed
into log k steps, thus

Time(kP) = O(logklog® ).

Ify = 0,definedby P + P = O and “repeated square method,” thereis T'ime(k P) =
O(logk).

Ifk > N,, because N, - P =0,letk=s-N,+r,1 <r <N, thuskP =rP.
We can calculate r P. Thus

Time(kP) = O(log N, + log N, log’ ¢) = O(log* q).
We use Hasse’s theorem: N, = g + 1 + O(,/q), there is N, = O(q), thus
log N, = O(logq).

Lemma 6.2 holds.

Secondly, we consider how to correspond a plaintext unit m to a point on a given
elliptic curve Cg, which is a necessary premise for encryption using elliptic curve.
Unfortunately, there is no definite algorithm for polynomial bit operation, which can
correspond any huge integer m to a point on any elliptic curve. Instead, we can only
choose the probability algorithm with sufficiently low error probability to realize the
correspondence from number to point. The so-called probability algorithm does not
guarantee 100% success rate (therefore, each operation depends on your luck), but
the success probability should be large enough, that is

P {number to point correspondence} > 1 — ¢, ¢ > 0 sufficient small.
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Next, we introduce a probabilistic algorithm to realize the correspondence from
number to point, which makes theoretical preparation for the construction of elliptic
curve cryptosystem.

Probabilistic algorithm

Treat each plaintext unit as an integer m, 0 < m < M, k is an integer. Select a
finite field IF,, g = p" satisfies ¢ > kM. We write the positive integer n from 1 to
kM as follows,

l<n<kM,n=mk+ j0<m<M,1<j<k. (6.15)

Lemma 6.3 There is a 1-1 correspondence t between the set of integers A =
{1,2,...,kM} and a subset of finite field F,(q > kM).

Proof Because g = p’, let g(x) € Fy[x] be a monic irreducible polynomial, and
deg g(x) = r — 1, from the finite extension theory of fields, IF, is isomorphic to a
quotient ring of polynomial ring IF,,[x] over subfield IF,, that is

IE‘q = IE‘p[-x]/<g(x)> = {Cl() +ax+---+ arfl-xr_1 |ai € IE‘p}

Each element a € F, uniquely corresponds to a polynomial ap +ajx +---+
a,_1x"1, we write

a = (ar_1ar_2 - - - a109) p,

is called the p-ary representation of «.

For every m, 0 <m < M, each j, 1 < j <k, then it uniquely corresponds
to n = mk 4 j, express n as a p-ary number, if the p-ary of n is expressed as
(ar—1a,—3 - - - a1ap) p, then let T (n) = o € IF,. The uniqueness represented by p-ary,
then 7 is an injection.

A'={t(m)|l <n <kM}CF,.

Therefore, we establish a 1-1 correspondence T of A — A’. The Lemma holds.

Next, for each m(0 < m < M), we establish a 1-1 correspondence o between m
and the point on elliptic curve Cg. Arbitrary choice 1 < j <k, then n = mk 4 j
corresponds to an element in Fy, that is 7(n) = x; € F,. For each x;, consider the
solution of the following equation.

y' = f(xj) =x] +ax; +b. (6.16)

If the above equation has a solution, let y; be one of the solutions, then P, =
(xj, y1) € C, we let o (m) = P, the inverse mapping o~ (P,,) of o is

T (x)) — 1

o' (Py) =1 -

I (6.17)
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where T is the 1-1 correspondence in lemma 6.3. Because t ! (x;) = mk + j, so

' (x)) — 1

=

i —1
1=tm+L—1=m.

So o~ ! is exactly the inverse mapping of o. From o, a 1-1 correspondence between
each m and the point on the elliptic curve is established. o is called a probabilistic
algorithm.

Lemma 6.4 Probability algorithm o can successfully achieve probability > 1 — 2ik
that is

Plis generated by o and the number m corresponds to 1-1 of the point} > 1 — 2—1](
Proof Whenm,0 <m < M given,n = mk + j, where k is any given positive inte-
ger, 1 < j <k.ByLemma 6.3, 7(n) = x; € I, then the probability that f(x;) =
x; + ax; + b is a square number is % in other words, the probability that equation
(6.16) has a solution in F, is %; therefore, the probability of no solution is also %
We randomly and independently select j, 1 < j < k, the error probability of each
J (no solution in Eq. (6.16)) is %; therefore, the error probability of k j is 2% Once
Equation (6.16) has a solution, then P, = (x;, y) € Cg, we can establish the 1-1

correspondence o between m and points on Cg, o (m) = P,,. Thus

1
P{o Successfully implemented} > 1 — TR

We complete the proof of lemma.

Remark 6.3 f(x;) = x? + ax; + b is a square number, that is, the probability that
Equation (6.16) has a solution is exactly N,/2qg, where N, is the number of points
of Cg. By Hasse’s theorem, N, /24 is very close to %

Definition 6.3 Let Cg be an elliptic curve over a finite field F, and B € Cg be a
point. For any point P on Cg, if there is an integer x, such that x B = P, x is called
the discrete logarithm of P to base B.

With the above preparation, we can establish elliptic curve public key cryptosystem.

Diffie—Hellman key conversion principle

Symmetric cryptosystem, also known as classical cryptosystem or traditional
cryptosystem, is the mainstream cryptosystem before the advent of public key cryp-
tosystem. It has high efficiency because its encryption and decryption share the same
algorithm (such as DES, the data encryption standard algorithm launched by the
American Bureau of standards in 1977). When Diffie and Hellman proposed asym-
metric cryptosystem, they pointed out that symmetric cryptosystem and asymmetric
cryptosystem are not completely separated. The two cryptosystems are interrelated
and can even be used together. Diffie-Hellman key conversion principle is based on
the following mathematical principles.
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Lemma 6.5 Let p be a prime number, g = p", F, is a q-element finite field, Z,- is
the residual class ring mod p”, Z; is an n-dimensional vector space on I ,, then I,
Ly, Z; have 1-1 correspondence with each other.

Proof T, is an r-th finite extension on IF ,, so the additive group IF‘;r of I, is isomor-
phic with ]F’p, that is IF;L = IE‘;, therefore, there is a 1-1 correspondence between IF,,
and IF;. Eacha = (ag,ay,...,a,_1) € F’, define

o@)=ay+aip+---+a_1p " e Z,.

Then o is a surjection and a injection of F) — Z,,, so o is a 1-1 correspondence
of I/, — Z,. Since there is a 1-1 correspondence between I, and I, and a 1-1
correspondence between F', and Z -, there is also a 1-1 correspondence between F,,
and Z,-, the Lemma holds.

From the above lemma, we have the following conclusions.

Lemma 6.6 Let N be a positive integer. Zy is a residue class ring mod N. Then for
any prime p, there is a finite field ¥ - such that there is an injection 0 of Ziy — Fpr,
this injection is also called embedded mapping.

Proof When N given, for any prime p, express N as a p-ary number, then exists a
positive integer r > 1, such that p”1 < N < p". We write

Zy =10.1,2,....N—=1} C{0,.1,2,....N= LN, ....p =1} =Zr.

That is, Zy is regarded as a subset of Z . Let Z,» — I, be 1-1 correspond, so &
gives that Zy — I, is an injection. The Lemma holds.

From the above conclusions, we can establish Diffie—Hellman’s key conversion
principle. Because symmetric cryptographic keys are related to the numbers of Zy,
each number in Zy can be embedded into a finite field IF, by Lemma 6.6. Therefore,
the discrete logarithm on I, can encrypt each embedded number asymmetrically, so
that the two cryptosystems can be combined with each other.

Taking the affine cryptosystem introduced in Chap. 4 as an example, Aisak x k-
order reversible square matrix in Zy, b = (b1, bp, ..., by) € Z’j\, is a given vector,
affine transformation f = (A, b) gives the encryption algorithm of each plaintext
unitm = mymy - --my € Z’j\,.

fm)y=c=A| . |+
my by
Let A = (a;j)kxk,€acha;; € Zy.By Lemma 6.6, we can embed g;; into a finite field

IF,. a;; is encrypted again by using the discrete logarithm algorithm on IF,, so that
the two cryptosystems can be effectively combined.
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In the case of elliptic curve, we introduce the workflow of Diffie-Hellman elliptic
curve cryptography. First, the user selects a public finite field F, and an elliptic curve
Cg on Fy, randomly select a point P € Cg, let P = (x, y), then x € F,. By Lemma
6.5, x corresponds to an r-dimensional vector (ag, ay, ..., d,—1) in ]F; space (where
q = p"), consider (ap, ai, ..., a,_1) as a p-ary number, that is

(ap,ai, ..., a,—1) = ag+arp+---+a_1p "

Then (ay, ay, ..., a,—1) can be used as the key of other cryptosystems, especially
symmetric cryptosystems.

Secondly, the user selects a common point B € Cg, like a finite field, as the basis
of the discrete logarithm on the Mordell group. The difference from finite field is
that the Mordell group on elliptic curve is not a cyclic group, so point B is not the
generator of Mordell group. However, we require order o(B) of B to be as large as
possible (o(B)|N,). When point B is selected, the working platform of elliptic curve
cryptography is actually the subgroup < B > generated by B.

In order to generate the key, each user can randomly select an integer a, whose
order is roughly the same as N, as their own user’s private key, a should be strictly
confidential. Calculate aB = A € Cg. Point A is the public key of each user. Now
each user has its own public key (A, B) and private key (a, B).

Massey—Omura elliptic curve cryptography.

In order to encrypt and send a plaintext unit m(0 < m < M), m is corresponding
to the only point P,, € Cg on elliptic curve Cg by using the probability algorithm
introduced earlier. Let N = N, = |Cg|; that is, the order of Mordell group is known.
Each user randomly selects an integer e to satisfy

l<e<N,and (e, N) = 1.
d = e mod N is calculated by Euclidean rolling division method, that is
de =1(mod N),and 1 <d < N.

Suppose user A wants to encrypt and send plaintext message P,, to user B, so that
(es,dy) and (ep, dp) are the respective private keys of A and B. First, A sends a
message e P, to B, and then B returns the message ege4 P, to A, A can calculate
the message by using the private key d4. Because NP, = 0, dye4 = 1(mod N), so

dsepes Py = epPy,.

Finally, user A sends the calculationresult e P,, to B, and user B can read the original
real message P, of user A by using the private key dp, because dgep = 1(mod N),
SO

dB ép Pm = Pm .
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It should be noted that even if user B receives the message e4 P, sent by A for the
first time, e4 Py, is given to user B as a point Q = e, P, on the elliptic curve. If B
does not calculate the discrete logarithm, e4 and d4 are not known. Although the
last user B already knows the plaintext P,,, the calculation of the discrete logarithm
of O under base P,, is very complex. Similarly, when user A receives a reply from
user B and calculates ep P,,, he cannot know B’s private key (ep, dp).

ElGamal elliptic curve cryptography

ElGamal cryptosystem is another elliptic curve cryptosystem completely different
from Massey—Omura cryptosystem. In this system, the order N of Mordell group of
elliptic curve does not need to be known. All users jointly select a fixed finite field
IF,, anelliptic curve Cr on I, and a fixed point B € Cg on Cg, as the basis of discrete
logarithm. Each user randomly selects an integer a(0 < a < N,) as the private key,
calculates Q = aB € Cg and discloses it. Its workflow is as follows:

If user A wants to encrypt and send a plaintext unit P,, to user B, the public key
of Ais Q4 = au - B, the private key is a4, the public key of Bis Qp = ap - B and

the private key is ag. The encryption algorithm of A N B is
f(m) = f(Py)=(kB, P,y +kQp) =c. (6.18)

The decryption algorithm is that user B multiplies the first number with private key
ap and then subtracts the second number. That is,

f7M@) = Py +kQp — ag(kB). (6.19)

Because Qp = ap - B, there is
fY¢)=P,+kag-B —kap-B = P,,.
Where k is an integer randomly selected by user A. This integer k does not appear
in cryptosystemtext ¢ and is called a layer of “ mask™ added by user A to protect
plaintext P,,. In fact, the cryptosystemtext ¢ = (A, A,) received by user B is two
points on elliptic curve Cg, where
Al = kBa A2 =Py +kQB = Pm —|—k(613 . B)

Even if the third user knows the private key apg of user B (assuming that the private
key of user B is not secure), decryption with A, — ap - B cannot obtain plaintext
P,,, because

A2_aB'B=Pm+kQB_aBB=Pm+k(aB'B)_aB'B#Pma

ifk £ 1.
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The two elliptic curve cryptosystems introduced above are based on the selected
elliptic curve Cg and a point B on Cg as the basis of discrete logarithm. How to
randomly select Cr and B needs further research.

Lemma 6.7 Letx® +ax +b e IF,[x] be a cubic polynomial, then 3 4ax+b=0
have no multiple roots in the split domain if and only if the discriminant 4a® + 27b* #
0.

Proof This conclusion can be deduced directly from the root formula of cubic alge-
braic equation.

In order to randomly select an elliptic curve on [, Cf is determined by equation
y2 =x34+ax+bat x[F,) # 2, 3. Randomly select three elements (xo, yo, a) in
F,, let

b=y — (x3 + axo).

Check whether f(x) = x> 4+ ax + b has multiple roots. From Lemma 6.7, just check
whether discriminant 4a> 4 27b% is 0. If f(x) has no multiple roots, then select the
elliptic curve y?> = x3 4 ax + b. Where (xo, o) € Cg is a point on an elliptic curve.
Solet B = (x¢, yo) is the base of discrete logarithm. Similarly, forq = 2" org = 37,
we can also randomly draw an elliptic curve Cg and determine the basis B € Cg of
the discrete logarithm at the same time.

It should be noted that at present, no algorithm can calculate the number of points
N, of any elliptic curve. Some special algorithms, such as schoof algorithm, are quite
complex and lengthy in practical application, although the computational complexity
is polynomial.

Now we introduce the second method of selecting elliptic curves, called mod p
method. An elliptic curve Cg, if E is a number field, such as E =R, Q, C, Cg
is called a global curve. We use the mod p method to convert a global curve into a
“local” curve. Firstly, apoint B € Cg on a global curve Cg and Cp; is selected, where
B is the group element of Mordell group, its addition order is co, where E = Q is
the rational number field.

CE:y2=x3+ax+b, a,beQ.

Let p be a prime number and coprime with the integers in the denominators of @ and
b, then we obtain an elliptic curve on F,,

Cgmod p : y?> = x* +ax +b(mod p),a, b € F,.

and a point B mod p on Cg mod p, when localizing an elliptic curve, the choice of
prime p only needs to satisfy

p 1 aand b ’s denominator, and 4a® + 27b* # 0(mod p).

In fact, we can ask further
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N, = |Cg mod p| = prime. (6.20)

In this way, the Mordell group of Cg mod p is a cyclic group, and any finite point
of Cg mod p will be the generator of the group. At present, there is no deterministic
algorithm for selecting the prime number p satisfying Formula (6.20), and it is gen-
erally speculated that a probabilistic algorithm with success probability > O(IO; p)
exists.

6.3 Elliptic Curve Factorization

In 1986, mathematician H.W. Lenstra used elliptic curve to find a new method of
factor decomposition. Lenstra’s method has greater advantages than the known old
algorithms in many aspects, which is also one of the main reasons why elliptic curve
has attracted more and more attention in the field of cryptography, We first introduce
a classical factorization method called Pollard (p — 1) algorithm.

(p — 1) algorithm

Suppose n is a compound number, and p is a prime factor of n; of course, p is
unknown and needs to be further determined. If p — 1 happens to have some small
prime factors, or all prime factors of p — 1 are not too large, the essence of (p — 1)
method is to find the prime factor p with this property of n. (p — 1) method can be
completed in the following steps:

1. Let B be a positive integer. Select a positive integer k so that & is a multiple of
most positive integers smaller than B, for example, k = B!, or k can be the least
common multiple of all positive integers smaller than B.

2. Select a positive integer a to satisfy 2 <a <n —2, (a,n) = 1,such as a = 2,
or a = 3, and any randomly selected positive integer.

3. Using the “repeated square method” to calculate the minimum nonnegative resid-
ual a* mod n of a* under mod n.

4. The maximum common divisor d = (a* — 1, n) of a* — 1 and n is calculated
by Euclidean rolling division method.

5. Ifd = 1 ord = n, thatis, if d is the trivial factor of n, re select a, and then repeat
steps 1-4 above.

In order to explain the working principle of (p — 1) algorithm, we further assume
that k is a multiple of all positive integers less than B, and p|n,

p—1=]]p" where ¥ " < B. (6.21)
There is p — 1|k. By Fermat congruence theorem,
a?~! = 1(mod p), = a* = 1(mod p).

So p|d, where d = (@ —1,n).
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Definition 6.4 Suppose n is a compound number, p|n. B is a sufficiently large
positive integer arbitrarily selected, and p is called B—smooth prime, if Eq. (6.21)
holds. That is, p — 1 can be decomposed into the product of prime powers less than
B.

Lemma 6.8 Suppose n is a compound number and B is a positive integer. If n has a
B—smoothing prime factor p, select k and a according to the algorithm steps 1 — 4,

then we have d = (a* — 1,n) > 1, so we have factor decompositionn = d - e

Proof If p is a smoothing prime factor of n, then we have p|(a* — 1, n), thusd > 1.
The Lemma holds.

In the above algorithm, if d = (a* — 1, n) = n. Thatis n|a* — 1, if the algorithm
fails, we must reselect a and carry out a new round of testing.

Example 6.2 Factorization of n = 540143, if (p — 1) method is used, then choose
B =8, k = 840, is the least common multiple of 1, 2, ..., 8, leta = 2, calculate the
minimum nonnegative residue of 2%4° under mod n,

2840 = 53047 (mod 540143).
Calculate (2840 — 1, n),
d = (2% — 1, n) = (53046, 540143) = 421.

So we have factorization 540143 = 421 x 1283.

Pollard’s (p — 1) method is essentially the multiplication group of Z,, the order
of Z; cannot be divided by a huge prime number; otherwise, this method will not
work. Lenstra can overcome this disadvantage by using elliptic curves for factor
decomposition, because there are many elliptic curves to choose from, we can always
hope that the order of Mordell group on an elliptic curve is not divided by a huge
prime number. Next, we introduce Lenstra’s method in detail. First, we discuss the
elliptic curve mod n.

The following general assumption is that n is an odd number and a compound
number, p|n (p is unknown) and p > 3. Let m be a positive integer, x|, x, be two
rational numbers, and the denominators of x; and x, are mutually prime with m, so

that x; — x, = 5 is a reduced fraction, then define

X1 = xp(mod m), if m|c. (6.22)

Lemma 6.9 Suppose x; € Q is a rational number, if its denominator and m are
mutually prime, there is a unique nonnegative integer r, such that x; = r(mod m).
r is called the nonnegative residue of x| under mod m, denote as r = x; mod m.

Proof Write x| = L where (a,m)=1,x —x = zaxtb pecause the congruence
a

equation —ax + b = 0(mod m) has a unique solution r, 0 < r < m. So there is a
unique 7 such that x; = r(mod m). The Lemma holds.



246 6 Elliptic Curve

In order to randomly generate an elliptic curve Cg over the rational number field
Q, we randomly select three integers a, xg, yo € Z, letb = yg - xg — ax to satisfy

A =4a®> +27b* #0,and (A, n) = 1. (6.23)
We get an elliptic curve Cg : y> = x> 4+ ax + b, where (xg, yo) € Cg. Because
a,b e Z, A =4a* +27b* and n are coprime, then for all prime p, pln, = A #

0(mod p). Therefore, as a cubic algebraic equation over a finite field F,, x> + ax + b
has no multiple roots, so we obtain a “local” elliptic curve Cg mod p, where

Crgmod p : y*> = x> 4+ ax + b(mod p). (6.24)

And a point (xo mod p, yomod p) € Cg mod p on Cg mod p, let’s write this point
on Cg mod p with P, that is

P = (xomod p, yomod p) € Cg mod p.

Next, we want to calculate k P, like the “continuous square method” of multipli-
cation, and there is a similar continuous doubling method for addition.

Lemma 6.10 When k is a huge integer, the computational complexity of k P is
Time(kP) =logk - Time(P).
Proof k is expressed as a binary integer, i.e.,
k=ay+a2+a2’+-+a,_12" ' ,Va, =0orl.

We can double continuously, that is, 2/P +2/P =2.2/P(0 < j < m —2), thus
obtain k P, m is the binary digit of k, m = O(log k), there is

Time(kP) =logk - Time(P).

The Lemma holds.

Theorem 6.2 Let Cg be an elliptic curve over the rational field Q, define the equa-
tion as y2 =x3 4+ ax + b, where a, b € Z, and (4a> + 27b*,n) = 1. Let P; and P,
be two points on Cg, and their denominators are coprime with n, and Py # — P,
Py + P, € Cg. Let Py + P, = (x, y), then the necessary and sufficient condition for
the denominator of x and y to be mutually prime with n is that there is no prime
factor p|n of n, Py mod p and P, mod p are two points on the local curve Cg mod p,

Pymod p 4+ P,mod p = 0.

Proof Let Py = (x1, y1), P, = (x2, y2) is the two points on Cg. Py + P, = (x, y).
If the denominators of x and y are coprime with n, we have to prove
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Pimod p + P,mod p # 0,V pln. (6.25)

If x; # xp(mod p), it is obvious that Formula (6.4) is true from Formula (6.25).
Might as well make x; = x;(mod p). If P = P,, now x| = X, y| = Y2, we only
need p 1 2y;. If p|2y;, because the coordinates of 2P; = (x, y) are determined by
equation (6.5),

3x24ay2
[x = (35)? —2x;;

3 2
y =y = (5@ = x).

Wherea = SJ;'ZyTa.BymZyl, o 3x12 + a = 0(mod p).Because n is an odd number,

so p|y1, we have

x} +ax; + b = 0(mod p);
3x? +a = 0(mod p).

Thatis, x; istherootof f(x) = x3 + ax + band derivative flix) = 3x% 4 a(mod p).

This is contradictory to (4a> 4 27b*, n) = 1. So you might as well let P; # P,, now

X1 = xp(mod p), x; # xp(because Py # — P,), we can write

X =x1+tp ,r>1.

The numerator and denominator of t and p are mutually prime, which can be deduced
from Formula (6.4),

2=y +sp.
On the other hand, by y5 = x3 + ax, + b, there is

vi=( 4+ +alx +1p)+b

=x} 4+ ax) + b+ tp"(3x? 4 a)(mod p) (6.26)
= y? +tp" (3x? 4 a)(mod p).

But x; = x,(mod p), y; = y»(mod p), there is
Pymod p+ P,mod p =2P,.

The above formula is infinite if and only if y; = y, = 0(mod p). If y; =y, =
0(mod p), then y3 — y? = (y2 — y1)(y2 + y1) will be divided by p"*!. Therefore,
Equation (6.26) contains 3x12 + a = 0(mod p). It’s impossible. Because x> + ax +
b(mod p) has no multiple roots, x| cannot be the roots of x> 4 ax + b and derivative
3x? under mod p. This proves that Formula (6.25) holds under the assumption.
Conversely, if Eq. (6.25) holds, we prove that the denominator of P; + P, and
n are coprime. Fixed p|n, if x| # x,(mod p), from equation (6.4), the denominator
of P 4+ P, and p are coprime. Might as well make x; = x;(mod p), then y, =
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+y;(mod p). Because Py mod p + P, mod p # 0, we have y, = y; # O(mod p).
First assume P, = Pj, then Equation (6.5) and the fact of y; # O(mod p) prove
that the denominator of P, + P, = 2P and p is coprime. Finally, let P, # P, we
write x, = x| +tp”, (¢, p) = 1, using the congruence of Formula (6.26), there are

22
Y270 3x? 4 a(mod p).
X2 — X1

Because p t y2 + y1 = 2y1(mod p), so the denominator of

y: =i _ =y
O +yDx2—x1)  x2—x

cannot be divided by p, by (6.4), the denominator of P; 4+ P, cannot be divided by
p. Since p|n is arbitrary, we complete the proof of the whole theorem.

Lenstra algorithm.

Let n be an odd compound number, we hope to find a nontrivial factor d of n, d|n,
1 < d < n, so there is factorization n = d - %. Previously, we have introduced the
random selection of an elliptic curve Cg on rational number field Q and a point P on
Cg. Lenstra’s algorithm hopes to factorize n by (Cg, P). There is no doubt that the
Lenstra algorithm to be explained below is also a probability algorithm. If (Cg, P)
cannot be factorized successfully, as long as the probability of failure is p < 1,
select another elliptic curve and a point above. If this continues, after randomly and
independently selecting n elliptic curves, the probability of successful factorization
of n,

P{n=d~g}zl—p"(p<1>.

When 7 is sufficiently large, the success probability of Lenstra algorithm can be
infinitely close to 1. Therefore, the so-called Lenstra algorithm can be simply sum-
marized as an algorithm that factorizes n by using any rational elliptic curve (Cg, P),
and its failure probability is p < 1.

Let (Cg, P) be a given rational elliptic curve, and B and C be the positive upper
bound of selection. Let k be divided by some small prime powers, to be exact,

k = 1_[ 1% (6.27)
1<I<B
where a; is the largest index satisfying (% < C. Thus a; = [£€].

Tog!
Next, we calculate k P (mod n), by (6.4) and (6.5),if x, — x| (;ignd 2y have arational

number whose denominator and n are not prime, for example d = (x, — x;,n), 1 <
d < n; Then we have factorization n = d - %. If d = n, then re select point P on
rational elliptic curves Cg and Cg. By Theorem 6.2, d > 1 appears in these rational
numbers x, — x; and y; if and only if there is a ky, such that
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ki - (Pmod p) =0,V pln.

From the selection of equation k in (6.27), there is a maximum probability & |k, thus
k- (Pmodp) =0,V pln.

Therefore, in Lenstra algorithm, by calculating the rational point k P, there is a great
probability that there is a certain p, p|n such that

k(P mod p) =0, p|n, is a prime number. (6.28)

By Theorem 6.2, let P = (x1, y1), (k — 1) P = (x2, y2), thus d = (x, — x1,n) > 1
or (2y;,n) = d’' > 1, we obtain the nontrivial factorization of n.

From the above Lenstra algorithm, the key problem is to calculate k - P. Using
the continuous doubling method given in Lemma 6.10, we only need to calculate
2P,2(2P),2(4P),...,2*"2P,3(2%2P),3(3-2*2P) ---3%2% P this continues until
(ITyo<p )P, ie., kP.

For the probability estimation and computational complexity of Lenstra algorithm,
see 1986 of reference 6.

Exercise 6

1. LetCg = {(x,y) € C | y> = x* + ax + b, a, b € R}isacomplex elliptic curve,
then C (| R? is a subgroup of Cg, determine all subgroups of Cr whose coor-
dinates are real numbers.

2. The points of order n on complex elliptic curve and real elliptic curve are deter-
mined.

3. Take an example of a rational elliptic curve Cg, there are exactly two points on
Cg with order 2. Another example is that there are exactly four points on Cg
with order 2.

4. Let Cg is areal elliptic curve, P € Cg is a finite point, determine the geometric
equivalence condition of o(P) = 2, 0(P) = 3, 0(P) = 4.

5. Calculate the order of points on the following rational elliptic curves:

(i) P =(0,16), Cg : y* = x> 4 256;

(i) P= (3.7, Ce:y =2+

(iii) P = (3,8), Cp : y* = x> — 43x + 16;
(iv) P =(0,0),Cg : y> +y = x> — x°.

6. Proved that the following elliptic curve has exactly g + 1 points in IF,:
(@) y* = x> — x, when ¢ = 3(mod 4);

(b) y* = x> — 1, when ¢ = 2(mod 3), q is odd;
(¢) y2 +y= x3, when g = 2(mod 3).

7. Let g = 2", the elliptic curve Cg on F, be: y2 +y= x3 P = (x, y) € Cg,
calculate 2P and —P. If ¢ = 16, prove that every point on Cg has order 3.

8. Please give a probabilistic algorithm to find a nonsquare number in the finite
field IF,.
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9. The deterministic algorithm can map the embedding of plaintext units to any
IF,— elliptic curve. Please give the specific algorithm process for the following
elliptic curves:

(1) Cg : y*> = x> — x, when ¢ = 3(mod 4),
(2) Cg : y* +y = x3, when ¢ = 2(mod 3).
10. Let Cg be an elliptic curve on the finite field IF,, and N, represents the number
of midpoint of C in the finite field ¥ -, then
(i) If p > 3,whenr > 1, N, is not prime.
(ii) When p = 2, 3, acounterexample is given to show that N, is a prime number.
11. Take an example of an elliptic curve Cg, which has only one point on Fy4, the
infinity point. Take N, as the number of points of Cg on F4-, then N, is the
square of Mersenne prime 2" — 1.
12. Decompose n = 53467 at k = 840, a = 2 using Pollard’s (p — 1) method.
13. Let ny = 2% + 1 be Fermat number, the following is Pepin’s method to detect
whether ny is a prime number:

(i) ny is a prime, if and only if there is an integer a, azzkil = —1(mod ny).

(i7) If ny is a prime, then a € Z; over 50% has the congruence property of (i).
(iii) When k > 1, we can always choose a = 3,5,0ra = 7.
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Chapter 7 ®)
Lattice-Based Cryptography oo

7.1 Geometry of Numbers

Let R” be an n-dimensional Euclidean space and x = (xy, x2, ..., x,) € R” be an
n-dimensional vector, x can be a row vector or a column vector, depending on the situ-
ation. If x € Z",then x is called aintegral point. R”*" is allm x n-dimensional matri-
ceson R. x = (x1,x2,...,%x,) € R", y=(1,y2,..., V) €R?, define the inner
product of x and y as

(x, ) = xivi. (7.1)
i=1

The length |x| of vector x is defined as

n

=V x) =) 5. 7.2)

i=1
A € R, then X - x is defined as
Ax = (Axy, Axo, ..., AXy,). (7.3)

If the inner product (x,y) = 0 of two vectors x and y, x and y are said to be
orthogonal, denote as x L y.

Lemma 7.1 Letx,y € R"?, A € R is any real number, then

(i) |x| =0, |x| =0 ifand only if x = 0 is a zero vector;
(ii) |Ax] = |r||x], Vx e R", A e R;
(iii) (Trigonometric inequality) |x + y| < |x| + |y|, and |x — y| > ||x]| — |¥l];
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(iv) (Pythagorean theorem) If and only if x Ly, we have
ey =12’ + Iy

Proof (i) and (ii) can be derived directly from the definition. To prove (iii), let
x =X, X2, %),y = V1, Y2, - .., yn) € R", by Holder inequality:

1

() )]

P =) 4y =) x5 +2) xivi+ Yy
i=1 i=1 i=1 i=1

SoxF 2> x|+ Yy}

i=1 i=1 i=1

2

n n
YoxF4 | Doy = dxl+ D%
i=1 i=1

n
E Xi Vi
i=1

So there is

IA

IA

so (iii) holds. Then, by the definition of inner product,
(x £y, xty)=(x,x)£2x, ) +(y, ),

if x Ly, then
Ix £ y1* = |x* + [y]%

Conversely, if x is not orthogonal to y, then (x, y) # 0, thus
e £ 32 # xP + 1y
Lemma 7.1 holds.

From Pythagorean theorem, for orthogonal vector x Ly, we have the following
conclusion,
Ix+yl=Ix—ylifxLly. (7.4)

Definition 7.1 Let #Z C R” be a subset, 0 € Z, Z is called a symmetric convex
body of R”, if

() x € Z,=> —x € Z (Symmetry);
(i) Letx,ye Z,2>0,u>0,and A + u = 1, then Ax + nuy € Z (Convexity).
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The following example is a famous example of a symmetric convex body
defined by a set of linear inequalities. Let A € R™*" be an m X n-order matrix,
c=(c1,¢,...,c) €ER", and V ¢; > 0, Z(A, ¢) is defined as the set of solu-
tions of x = (x, x2, ..., x,) € R” defined by the following m linear inequalities,
let A = (@ij)mxn>

Za,-jx, <¢, 1<i<m. (7.5)
j=l1

‘We have

Lemma 7.2 Forany A € R™*", and any positive vector ¢ = (cy, ¢3, ..., cy) € R",
then Z(A, c) is a symmetric convex body in R".

Proof Obviously zero vector x = (0,0, ...,0) € Z(A,c), and if x € Z(A, c) =
—x € Z(A, ¢).So we only prove the convexity of Z(A, ¢). Suppose x, y € Z(A, c),
let

Z=Ax4+uy,A>0,u>0ArA+u=1.

Then for any 1 <i < m, we have

laiiz1 + ainzo + -+ - + AinZal
< Alajixy + appxp + - - - + @ipX,| + plainyr + aipy2 + - - + ain Yl
< Aci + pci =c¢j.

So there is z = Ax + uy € Z(A, ¢). Thus, Z(A, ¢) is a symmetrical convex body.
Lemma 7.2 holds.

Lemma 7.3 Let Z C R" be a symmetrical convex body, x € %, then when |\| < 1,
we have A\x € X.

Proof By convexity, let

1 1
= —(14+ 1), =—(1-=21).
o 2( +1), o 2( )
Then p > 0,0 > 0, and p + o0 = 1. So there is
px+o(—x)=rx € Z.

The Lemma holds.

Lemma 7.4 If x,y € %, then Ax + uy € %, where X\, u are real numbers, and
satisfies || + |un] < 1.

Proof Let n; be the sign of A and 1, be the sign of u, then by Lemma 7.3,
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x' =M+ uDx € Z,
Yy =m(Al +u)y € Z.

]

T’ = L then p 4+ o = 1. By definition, we have

Leto = BEmk

Ax +uy = px' +oy € X,

thus the Lemma holds. And this result is not difficult to be extended to the case of n
variables.

Lemma 7.5 (Blichfeldt) Ler Z C R" be any region in R" and V be the volume of
R.If V > 1, then there are two different vectors x € %, x' € % so that x — x' is an
integral point (thus a nonzero integral point).

Proof ForVx = (x1,x2,...,x,) € R", we define
(1] = ([xals [x2]s ooy [xa]) € 27 (7.6)
and
[x] = (61,8, ...,8,) € Z", (7.7)

where [x;] is the square bracket function of x; and §; is the nearest integer to x;.
For each integral point u € Z", define

Py = {x € Z|[[x]] = u}

and
D, ={x—ulx € %Z,}.

Because Z,, N %y, = @, if uy # up. Thus by Z = (U, Zu»

=V = Vol(%Z) = ZVOI(% )
= Z Vi > 1,

where V,, = Vol(%,,). Thus V, = Vol(D,). If D, is disjoint, then

ZVM=V01<UDu> C[0,1) x ---x [0, 1).

u

There is

YoV,
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so there is a contradiction. Therefore, there must be two different integral points
uandu' (u #Au')= D,ND, #0,thatisx —u=x"—u'=>x—x'=u—u' ¢
Z". The Lemma holds.

Lemma 7.6 (Minkowski) Let Z be a symmetric convex body, and the volume of %
V = Vol(%) > 2",

then % contains at least one nonzero integer point.
Proof Let
1 1
- =3=-x|x e Xy .
2 2
Thus | .
Vol|=Z ) ==V > 1,
2 2n

by Lemma 7.5, there are integral points where x’, x” € %% =x'—x"=uis
nonzero. We prove u € %. Write x’ = %y, x" = %z, where y, z € Z. Then

1 1
=—vy——2, YVER, 7€ X.
u 2y ZZ y b4

By Lemma 7.4, then u € #. The Lemma holds.

Remark 7.1 The above Minkowski’s conclusion cannot be improved, thatis V > 2",
it cannot be improved to V > 2". A counterexample is

X ={xeR""x=x1,x,...,%,), ¥ |x;i| <1}

Obviously Vol(#%) = 2", but there is no nonzero integer point in ordinary Z%.

When Vol(#) = 2", in order to make a symmetric convex body Z still have
nonzero integral points, we need to make some supplementary constraints on &%,
first, we consider the bounded region. Let Z C R", call % bounded, if

R ={x=(x1,x2,...,xp) €R"||x;| < B,1<i <n},

where B is a bounded constant.

Lemma 7.7 Let AcR"*" be areversible matrix,d = |det(A)| > 0, c = (¢1, ¢, . . .,
cn) € R"isapositive vector, thatisY ¢; > 0, then the symmetric convex body Z(A, c)
defined by Eq.(7.5) is bounded and its volume

VOl(:%(A, C)) = 2nd_lC1C2 ce Gy
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Proof Let A = (a;j)nxn. Write Ax =y, then x = A™'y. And let A™" = (b;;)xn,
then for any x;, there is

lxil = D> biyi| <D Ibyl-¢; < B,
j=1 j=1
where B is a bounded constant. Therefore, Z (A, ¢) is a bounded set. Obviously

Vol(#(A, ¢)) = // dxidx; - - - dx,,

X=(X1,X2,...,Xn) EX (A ,C)

do variable replacement Ax = y, then

1
dx =dx;---dx, = ———dy;dy, ---dy,.
X X1 X Idet(A)| yidys Y
Thus
Cy Cn
Vol(%(A, ¢)) ! / /d d d
(6) ,C)) = <ody,
Idet(A)| yidy2 Y
—C1 —Cn

= 2nd_1 ﬁ Ci,
i=l1

Lemma 7.7 holds.

Remark 7.2 In(7.5),“<”ischangedto “<” to define Z(A, c), and the above lemma
is still holds.

Now consider the general situation, let A = (@;;)mxn. If m > n,andrank(A) > n,
then Z(A, c¢) defined by Eq.(7.5) is still a bounded region. Obviously if m < n, or
m = n,rank(A) < n,then Z(A, c) is an unbounded region, and V = oo. Therefore,
we have the following Corollary.

Corollary 7.1 Let A = (a;j)mxn, m < n or m = n, det(A) = 0, then for any small
positive vector ¢ = (¢, ¢2,...,¢,),0 < ¢; < &, Z(A, ¢) contains a nonzero integer
point. In other words, the following m inequalities

n
E ajjX;j <eg l<i<m.

j=1

There exists a nonzero integer solution x = (x1, X2, ..., x,) € Z".
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Proof When ¢ > 0 given, then Vol(Z(A, ¢)) = co > 2". By Lemma 7.6, Z(A, ¢)
contains at least one nonzero zero point.

Let A € R™*" be a matrix of order m x n,c = (cy, ¢2, ..., ¢,) € R"is apositive
vector, thatis V¢; > 0, write A = (aij)mxn. Z (A, ¢) is defined as the set of solutions
x = (x1, X2, ..., X,) of the following linear inequality:

n
E apjjxj| < ci,
j=1

(7.8)

n
E ajjxj| <CcCi, l=2,,m
j=1

When A € R"*" is a reversible square matrix, we discuss the nonzero integral point
in symmetric convex body Z’(A, ¢).

Lemma 7.8 If A € R"" is a reversible matrix and c = (cy, ¢3, . . ., C,) IS a positive
vector, when
ciey -y = |det(A)], (7.9)

Then %' (A, ¢) contains a nonzero integer point.
Proof When cic; ---c, > |det(A)|, because of

nclcz ce e Cp

, 2
Vol(%Z' (A, ¢)) = FE]

n
’

by Lemma 7.6 and 7.7, then the proposition holds, we only discuss the case when
the equal sign of formula (7.9) holds.

Let ¢ be any positive real number, 0 < ¢ < 1, then by Lemma 7.7, there is a
nonzero integral solution x® = (xl(g), xés), R x,(f)) € 7" satisfies

Zaljx;e) <c+e<c+1,
=1
! (7.10)

n
E a,'jxf) <c¢, 2<i<n.
j=1

And there is an upper bound B independent of &, which satisfies

X1 <B, 1<j=<n
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The integral point x® satisfying the above bounded condition is finite, so there must
be a nonzero integral point x # 0, which holds (7.10) for any ¢ > 0. Lete — 0, then
the Lemma holds.

In the following discussion, we make the following restrictions on Z C R”":

Z is a symmetric convex body, Z is bounded, and Z is a closed subset of R".
(7.11)
Obviously, when A is an n-order reversible square matrix, for any positive vector
c=(c1,¢p,...,0,),Z(A, c) satisfies the above restriction (7.11), but Z’' (A, ¢) does
not because %’ (A, c) is not closed.

Definition 7.2 If #Z C R”" satisfies the restriction (7.11), then for any x € R”, define
the distance function F'(x) as

F(x) = Fp(x) =inf{A|A > 0, A" 'x € £). (7.12)

By definition, it is obvious that we have the following ordinary conclusions:

) Fx) =0 x=0;
(i) If A is a reversible n-order square matrix, the distance function defined by

F(A,c)is

F(x) = max C.ﬁ1 Zaijxj . (G112’)
j=1

¢ i
1<i<n

Property (i) can be derived from the boundedness of %, and property (ii) can be
derived directly from the definition of Z(A, ¢). Later we will see that0 < F(x) < oo
holds for all x € R". The main property of distance function F(x) is the following
Lemma.

Lemma 7.9 If F(x) is a distance function defined by % satisfying the constraints,
then

(i) Let > 0,thenx € \Z < F(x) < \;
(ii) F(Ax) = |A|F(x) holds forall A € R, x € R";
(iii) F(x+y) < F(x)+ F(y),Yx,y e R".

Proof Since Z is closed, by the definition, F~'(x)x € #. Thus, if A > F(x), by
Lemma 7.3, then

F(x)

= M . Ffl(x)x, ‘T

A

<1.

2 x

We have A~ 'x € Z = x € AZ. Conversely, if A < F(x) = A~ 'x ¢ %Z. So when
X € A—Z, there must be A > F(x), (i) holds.
(ii) is ordinary. Because |A| "' F~!(x)Ax € Z. There is

F(Ax) < [AF(x).
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Conversely, let § = F(Ax), because of §~'Ax € %, you might as well let A > 0, thus
8
F(x) < i = AF(x) < F(Ax).

So there is F(Ax) = |A|F(x), (ii) holds.
To prove (iii), we let u; = F(x), o = F(y), = Mflx €, u;ly € Z. By
Lemma 7.4, we have

- 3 _ w _
(1 + 1) 7 (o + ) = —— () + (3 'y) € Z.
n1+ U2 1+ w2
Thus
F(x+y) < 1+ pa.
The Lemma holds.

Let the volume of #Z € R" be V > 0, there are n linearly independent vec-
tors {oy, ap,...,a,} in Z to form a set of bases of R". For any real number
U1, L2, -5 Uy, by Lemma 7.9, we have

F(uiog + -+ ppon) < [y Flog) + [po| Fan) + -+ || Fay,)
< |l + 2l + -+ |ual.

Because o; € Z = F(a;) < 1, so the above formula holds. That proves for V x €
R" = F(x) < o0.

Corollary 7.2 Let Z C R" meet the limiting conditions (7.11), and Vol(#) > 0,
then

(i) Y x € R", there is A such that x € A% ;
(ii) Let{ay,an, ..., a,} C Z be a set of bases of R", then

n
Y mieillp ]+ lpal + -+ 4 |l < 1} CZ.

i=1

Proof Because F(x) < oo, so by (i) of Lemma 7.9, we can directly deduce the
conclusion of (i) and (ii) given directly by Lemma 7.4.

Now let j be a subscript, and we define A; as
Aj = min{A > 0|]AZ contains j linear independent integral points in R"}, (7.13)

and A; is called the jth continuous minimum of &%. By Lemma 7.3, A\%Z C A%, if
0 < A < ). Therefore, A increases continuously, then A% can always contain any
set of desired vectors. Therefore, the existence of A is proof.
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By Lemma 7.6, let V be the volume of %, then Vol(AZ) = A"V, for the first
continuous minimum A, we have the following estimation

AV < 2", (7.14)

ForA; (j > 2), there is no explicit upper bound estimation, but we have the following
conclusions.

Lemma 7.10 Let Z C R" be a convex body satisfying the limiting condition (7.11),
V = Vol(%), A, A2, ..., Ay be n continuous minima of %, then we have

n

Proof We only prove the left inequality of the above formula, and we continuously
select the linear independent whole point xV, x®, ... x) such that x) € A;%,
and x xM x@ . xU=Dislinearly independent. Let x)=(x;1, xj2, ..., Xjn) €
7. Because matrix A = (X;)ux» 1S an integer matrix, and det(A) # 0, so

|det(A)| > 1.

By Lemma 7.9, for any constant i1, s, ..., iy, We have

F(uix® 4 ox®@ + 4 px™)
= |M1|F(x(1)) + |M2|F(}C(2)) 4+t |/-’Ln|F()C(”))
< [palry + pualda + -+ [ alAp-

Thus, if [w1|A1 + [2]d2 + -+ - + [a|dn < 1, then
wix® 4 pox® 4+ px™ e %.
So set
= (x4 pox® 4 x|y + l2lda 4+ il < 13 C 2.

The volume of the left set % is

2" det(A
Vol(%,) = f/ dudps - - dp, = M
niy--- Ay
(a2l Ao+ pn [An <1
2}1
> — .
T nlkg oA,
So there is

n

————— < Vol(%)) < Vol(#) = V.
PR ol(#:) < Vol(Z)
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Therefore, the left inequality of (7.15) holds. The proof of the right inequality is
quite complex and is omitted here. Interested readers can refer to the classic works
(1963, 1971) of J. W. S. Cassels.

Animportant application of the above geometry of numbers is to solve the problem
of rational approximation of real numbers, which is called Diophantine approxima-
tion in classical number theory. The main conclusion of this section is the following
simultaneous rational approximation theorem of n real numbers.

Theorem 7.1 Let6y,6,, ..., 6, beany n real numbers, 0; # 0, then for any positive
number N > 1, there are nonzero positive integers q and py, pa, ..., Pn to satisfy

lgb; — pil < N“#, 1<i<n;

(7.16)
lg] < N.

Proof The proof of the theorem is a simple application of Minkowski’s linear type
theorem (see Lemma 7.8). Let A € R+D*@+D bean (n 4+ 1)-order reversible square
matrix, defined as

Obviously |det(A)| = 1. Let (n + 1)-dimensional positive vector ¢ = (N _nl, N _nl,
e N’nl, N), because

c1¢y+ CuCnp1 = N7V N =1 > |det(A)].

So by Lemma 7.8, the symmetric convex body #’(A, c¢) defined by A and ¢ has
a nonzero integral point x = (py, p2, ..., Pn,q) 7 0. We prove g # 0. Because
x #0,ifg = 0, then py # 0 (1 < k < n), therefore, the k-th inequality in Eq. (7.16)
will produce the following contradiction,

1< g6 — pel < N7n < L.

So g # 0, we complete the proof of Theorem 7.1.

Corollary 7.3 Let 0y, ..., 6, be any n real numbers, then for any ¢ > 0, there is
rational number % (1 <i < n) satisfies

&
<2 (7.17)
q

[

q
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Proof Any e > 0 given, let N ~+ < &, Formula (7.17) can be derived directly from
Theorem 7.1.

7.2 Basic Properties of Lattice

Lattice is one of the most important concepts in modern cryptography. Most of the
so-called anti-quantum computing attacks are lattice based cryptosystems. What is
a lattice? In short, a lattice is a geometry in n-dimensional Euclidean space R", for
example L = 7" C R”, then Z" is a lattice in R”, which is called an integer lattice
or a trivial lattice. If Z" is rotated once, we get the concept of a general lattice in
R”, which is a geometric description of a lattice, next, we give an algebraic precise
definition of a lattice.

Definition 7.3 Let L C R” be a nonempty subset, which is called a lattice in R”, if

(i) L is an additive subgroup of R";
(ii) There is a positive constant . = A(L) > 0, such that

min{|x||x € L, x # 0} = A, (7.18)

A = A(L) is called the minimal distance of a lattice L.

By Definition 7.3, a lattice is simply a discrete additive subgroup in R”, in which
the minimum distance A = A(L) is the most important mathematical quantity of the
lattice. Obviously, we have

A=min{|lx —y|lx € L,y € L,x # y}, (7.19)

Equation (7.19) shows the reason why A is called the minimal distance of a lattice.
If x € L and |x| = A, x is called the shortest vector of L.

In order to obtain a more explicit and concise mathematical expression of any
lattice, we can regard an additive subgroup as a Z-module. First, we prove that any
lattice is a finitely generated Z-module.

Lemma 7.11 Let L C R” be a lattice and {«1, an, . . ., &y} C L be a set of vectors
inL,then{ay, oy, ..., ay} islinearly independent in R if and only if {at1, az, . . ., oy}
is linearly independent in Z.

Proof 1f {ay, a3, ..., oy} is linearly independent in R, it is obviously linearly inde-
pendent in Z. conversely, if {«|, ay, . . . , @, } is linearly independent in Z, that is, any
linear combination

ajoey + -+ aya, =0, a; €7,

we havea; = a, = - -+ = a,, = 0, then the linear combination in R is equal to 0, that
is
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91051 + 92052 +--- 4+ 9111am = 07 9,‘ e R. (720)
We prove 8, =6, =--- =6, =0. By Lemma 7.1, for sufficiently large N > 1,
there are positive integers ¢ # 0 and py, pa, ..., py such that

g6 — pil < N™w, 1<i<m;
qg<N.

By (7.20), we have

|pray + -+ pmam| = (01 — par + -+ + (q0n — Pm)tnl
_1
SN w(lag| + -+ o))

1
< N » max |o;|.

1<i<m

Let A be the minimal distance of L and ¢ > 0 be a sufficiently small positive number,
we choose

m
N —m lox; |
> max {e¢ ", max ,
I<i<m MM

1
then N » < g, and

1
N™» max |o;| < A.
1<i<m

Thus
|pray + -+ pmm| < A.

Notice that pjo; + -+ pmoy, € L, so pray + -+ 4+ ppo, = 0. Since {aq, oo,

..., Oy} is linearly independent on Z, p; = p, = - -- = p,, = 01is derived. For any
i,1<i<m,weget|0;| <|qb6;| < N~ < ¢. Since ¢ is any small positive number,
there is 6, = 6, = --- = 6,, = 0. This proves that {o, s, ..., o} is also linearly

independent in R. Lemma 7.11 holds.

From the above lemma, any lattice L in R” is a finitely generated Z-module.
Let {81, B2, ..., Bm} C L be a set of Z-bases in L, then L as the rank of Z-module
satisfies

rank(L) =m < n, (7.21)

and

L= {Zaiﬂilai € Z} . (7.22)

i=1

If {B1, B2, ..., B} is a Z-basis of L and each g; is regarded as a column vector,
then the matrix
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B=1[B1,B2,...,Bs] € R rank(B) = m.
Equation (7.22) can be written as
L =L(B)={Bx|x € Z"} C R". (7.23)

We take L as the Z-modules, m as the rank of lattice L, B € R"*"™ as the generating
matrix of lattice L, and {8, B3, ..., B} as a set of generating bases of L.

If {a1, a2, ...,a,} CR" is any m column vectors in R”, the Gram matrix of
A=lay, ar,...,q,] € R {a,ay, ..., a,}is defined as

T = ((Ol,‘, O‘j))mxm-
Obviously, we have T = A’A, where A’ is the transpose matrix of A.

Lemma 7.12 Let A € R, b € R" (m < n is not required), then

(i) Let xo € R™ be a solution of A’Ax = A’b, then

|Axg — b|> = min |Ax — b|*.
xeRm

(ii) rank(A’A) = rank(A), and homogeneous linear equations Ax = 0 and A’ Ax =
0 have the same solution.
(iii) A’Ax = A’balways has a solution x € R", and whenrank(A) = m, the solution
is unique
x = (A'A)'A'D.

Proof First we prove (i). Let xo € R™ satisfies A’Axqg = A’b, then for any x € R,
we have
Ax —b=(Axg—b)+ A(x —x0) =y +y1 € R".

We prove that y and y; are two orthogonal vectors in R”. Because

(A(x — x0))'(Axo — b)
=(x — )C())/A/(AX() —b)
= (x —x9) (A'Axy — A'b) = 0.

So y Ly, by Pythagorean theorem, we have
|Ax = B> = |Axo — b + |A(x — x0)|> = |Axo — bI.

So (i) holds.

To prove (ii), let V4 be the solution space of Ax = 0 and V4 4 the solution space of
A’Ax = 0,let’sprove V4 = V4. First, thereis V4 C V4. Conversely,letx € Vg,
that is A’Ax = 0, then
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x'A’Ax =0 = (Ax)'Ax = (Ax, Ax) =0.

The above formula holds if and only if Ax =0, so x € V4. There is V4 = V4 4.
Notice that
dim V4 = m — rank(A)

dim V44 = m — rank(A’A).

So rank(A) = rank(A’A), (ii) holds. To prove (iii), b € R" given, then the rank of
the augmented matrix of linear equation system A’Ax = A’b is

rank[A’A, A'b] = rank(A'[A, b])
< rank(A") = rank(A) = rank(A'A).

Therefore, the augmented matrix and the coefficient matrix have the same rank, so
the linear equations have solutions. When rank (A) = m, then rank (A’A) = m, that
is, A’A is a reversible m-order square matrix, thus

x = (A’A)~!. A’b, = the solution is unique.

Lemma 7.12 holds!

Lemma 7.13 A € R™™™, and rank(A) = m, then A’A is a positive definite real
symmetric matrix of order m, so there is a real orthogonal matrix P € R™*" of
order m satisfies

8y - 0
I Al 82
P'A'AP = , (7.24)
0 Sm
where 8; > 0 is the m eigenvalues of A’ A.

Proof rank(A) =m = m < n.LetT = A’A, then T is a symmetric matrix of order
m. Let x € R™ be m arguments, quadratic form

x'Tx =x'A'Ax = (Ax)' (Ax) = (Ax, Ax) > 0.
Because rank(A) = m, the above formula if and only if when x = 0, x'Tx = 0. So
T is a positive definite matrix. From the knowledge of linear algebra, there is an
orthogonal matrix of order m, P = P’T P is a diagonal matrix, that is

P'TP = diag{5,, 8, ..., 5m}.

Because P'T P and T have the same eigenvalue, 81, &3, ..., 8, is the eigenvalue of
T,and V §; > 0. The Lemma holds.
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Lemma 7.12 is called the least square method in linear algebra, its significance
is to find a vector x with the shortest length in the set {Ax — b|x € R™} for a given
n x m-order matrix A and a given vector b € R”. Lemma 7.12 gives an effective
algorithm, that is, to solve the linear equations A’Ax = A’D, and xy is the solution
of the equations, Lemma 7.13 is called the diagonalization of quadratic form. Now,
the main results are as follows:

Theorem 7.2 Let L C R" be a lattice, rank(L) = m (m < n), if and only if there is
a real matrix B € R™"™ of order n x m, rank(B) = m, such that

L={Bx|x €Z" = {Zaiﬁimi ez}, (7.25)
i=1

where B = [B1, B2, . .., Bul, each B; € R" is a column vector.

Proof Equation (7.23) proves the necessity of the condition, and we only prove the
sufficiency of the condition. If a subset L in R” is given by Eq. (7.25), it is obvious that
L is an additive subgroup of R", because any « = Bx;, B = Bx,, where x|, x, € Z™,
then x = x; — x, € Z", and

oa—B=Bx —x)=BxelL.
So we only prove the discreteness of L. Let T = B’B, then from Lemma 7.13, T is
a positive definite real symmetric matrix, let §¢, &5, ..., &,, be the eigenvalue of T,
then
8 = min{8;, 8, ..., 8.} > 0.

We prove
min | Bx| > v/5 > 0. (7.26)
Xxe;%o
By Lemma 7.13, there is an orthogonal matrix P of order m such that
P'TP = diag{8,, 682, ..., 8pm}.
For any given x € Z™, x # 0. We have
|Bx|> = x'Tx = x'P(P'TP)P'x > §|P'x|* = §|x|°.
Because x # 0, then |x|> > 1, so

|IBx|>>8, VxeZ", x #0.

This shows that the distance between any two different points in L is > § > 0.
Therefore, in a sphere with O as the center and r as the radius, the number of points
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in L is finite. In these finite vectors, thereisao € L, =

|| =min|x| =1 >§ > 0.
xeL
x#0

According to the definition of lattice, L is a lattice in R", the Lemma holds.
It can be directly deduced from the above theorem

Corollary 7.4 Let L = L(B) C R" be a lattice of rank(L) = m, A be the minimum
distance of L, B € R"™™, § be the minimum eigenvalue of B'B, then ). > /8.

Definition 7.4 L C R” is a lattice, and rank (L) = n, call L is a full rank lattice of
R".

By Theorem 7.2, a sufficient and necessary condition for a full rank lattice with
L as R" is the existence of a reversible square matrix B € R"*", det(B) # 0, such
that

L=LB)=1Y apila; € Z, 1 <i<n{={Bxlx € Z"}. (7.27)

i=1
If L = L(B) is a full rank lattice, define d = d(L) as
d =d(L) = |det(B)|, (7.28)

call d is the determinant of L. d = d(L) is the second most important mathematical
quantity of a lattice. The lattice we discuss below is always assumed to be a full rank
lattice.

For a lattice (full rank lattice), the generating matrix is not unique, but d = d(L)
is unique. To prove this, first define the so-called unimodular matrix. Define

SL,(Z) ={A = (aij)nxnlaij € Z, det(A) = £1}, (7.29)

Obviously, SL,(Z) forms a group under the multiplication of the matrix, because
the n-order identity matrix I, € SL,,(Z),and A; € SL,,(Z), A, € SL,(Z),then A =
A1A; € SL,(Z). Specially, if A € SL,(Z),A = (aij)nxn, then the inverse matrix of
A

* * *
ap ap - ay,

AT =Tl e s, @),

where a; is the algebraic cofactor of a;;.

Lemma 7.14 L = L(B) C R" is a lattice (full rank lattice), By € R"™", then L =
L(B) = L(By)ifandonlyifthere is aunimodularmatrixU € SL,(Z) = B = BU.
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Proof 1f B= B,U,U € SL,(Z), we prove L(B) = L(B;). Leta = B1x € L(By),
where x € Z", then
o = Bix =B UU 'x = BU 'x.

Because of U~!'x € Z", thena € L(B),thatis L(B;) C L(B). Similarly, if« = Bx,
x € 7", then
o = Bx = BjUx,where Ux € Z".
Thus, @ € L(By), thatis L(B) = L(By).
Conversely, if L(B) = L(By)), let B =[B1,B2,..., Bnl, Bi = o1, 0, ..., o],

transition matrix

Bi, By ooy Bu) = (g, 00, ..., ) U.

Obviously by 8; € L(B;)(1 <i < n), U is an integer matrix. and

(alv o2, ... van) = (ﬁlt ﬂZs ) ﬁn)Ul'

Because o; € L(B)(1 <i <n), U, also is an integer matrix. Because of

B, B2y By) = (o, 02, ..., a))U = (B1, B2, ..., B ULU.

We have U, U = I, thus det(U) = %1, thatis U € SL,(Z), B = B,U, the Lemma
holds.

By Lemma 7.14, B, B; are any two generating matrices of a lattice L, then
|det(B)| = |det(B))| =d = d(L).

That is, the determinant d (L) of a lattice is an invariant.
For a lattice (full rank lattice) L C R”, the dual lattice of L is defined as

L*={a e R"{a,B) € Z,Y B € L}. (7.30)
Lemma 7.15 Let L = L(B) be a lattice, then the dual lattice of L is L* =

L((B™YY), that is, if B is the generating matrix of L, then (B™") is the generat-
ing matrix of L*.

Proof Let
L(B™Y)={(B Yylyez".

anya € L(B™"Y),a =By, yeZ' BeL,p=Bx,x cZ" then
(@,B)=d'B=yB 'Bx =yx € Z

That means L((B~')) ¢ L*. Conversely, any o € L*,forall 8 € L, thereis (o, 8) €
Z.Solet B =By, B2, ..., Bn], then
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n n
<oz, in,Bi> = xi(w,Bi) €LV x €Z,
i=1 i=1

therefore, for each generating vector B; (1 <i < n), there is («, B;) € Z. Write ¢ =
1y Y25 o+ o5 Yu)s

1 X1
(.ByeZ,=B'| : |=]|:]|eZ"
Yn Xn
Thus
M1 X1
e (B)!
n Xn

That is « € L((B’)™"). Because B- B~' = I,,=— (B~'YB’ = I,, thus (B~!)Y =
(B '.Soa € L((B™'Y), thatis L* ¢ L((B™")"). We have L* = L((B~")’). The
Lemma holds.

By Lemma 7.15, we immediately have the following corollary.

Corollary 7.5 Let L = L(B) be a full rank lattice, L* is the dual lattice of L, then
d(L*) =d '(L).

An equivalence relation in R” can be defined by using a lattice L, foralla, § € R",
we define
a=p(modl) < a—-pfeclL.

Obviously, this is an equivalent relation, called the congruence relation of mod L.

Definition 7.5 Let F C R” be a subset, and call F the basic region of a lattice (full
rank lattice) L, if

(i) Vx e R", thereisaa € F = x = a(mod L),
(i) Any oy, ap € F, then o) # az(mod L).

By definition, the basic neighborhood of a lattice is the representative element
set of the additive quotient group R" /L. Therefore, a basic neighborhood of any L
forms an additive group under mod L.

Lemma 7.16 Let L = L(B) be a full rank lattice, then

(i) Any two basic neighborhoods F; and F, of L are isomorphic additive groups
(mod L).
(ii) F ={Bx|x = (x1,x2,...,x,),and 0 < x; < 1,1 <i <n} is a basic neigh-

borhood of L(B).
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(iii) Vol(F) =d =d(L).
Proof (i) is trivial, because

FFER"/L, KL =R"/L,— F| = F,.

To prove (ii), let B = [By, B2, - - ., Bnl, then {By, B2, ..., Bn} is a set of bases of R”,
VY a € R", o can be expressed as a linear combination of B, B, ..., B,, thatis

o= Za,ﬂi,‘v’ai e R.
i=1
Let [a]lg = > [ai1B:, {a}p = o — [a]p, then {a} 5 can be expressed as

X
X2
{a}p=B]| . |,where0<x; <1, 1<i<n.

Xn

That is {a}p € F. Because « — {a}p = [a]p € L, so for any o € R", there is a
{a}p € F, such that
o ={a}g(mod L).

And two points « = Bx and 8§ = By in F, then
oa— B =B(x—y)= Bz

where z = (z1, 22, .-+, Zn), 12i] < 1. So @ # B(mod L), if & # B. So F is a basic
neighborhood of L.

Let’s prove (iii). Because all basic neighborhoods of L are isomorphic, they have
the same volume, (iii) gives a specific basic region F of L, so we can only prove
Vol(F) = d = d(L). Obviously,

Vol(F) = // dyidy, - - - dy,
Y=, Y2, yn)EF

make variable substitution Bx = y and calculate the Jacobi of the vector value

dydy,---dy, =dR)dx; - --dx,.
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Thus

1 1
Vol(F) =/---/d(x)dx1 codx, = d(L).
0 0

We have completed the proof of Lemma 7.16.

Next, we discuss the gram Schmidt orthogonalization algorithm. If B = [81, 83,
..., By] is the generation matrix of L, {8, B2, ..., B,} can be transformed into a set
of orthogonal bases {8}, 85, ..., B}, where ] = B, and

i1 *
, Bi B
Bi :ﬂf_ZWﬁja (7.31)
j=1 Wil
{By.B5..... B} is called the orthogonal basis corresponding to {Bi, B2, ..., Bu}.
B* =[B}, ..., B;]is the orthogonal matrix corresponding to B. Forany 1 <i <n,
denote
uij = 1,u;; =0, when j > i.
uij:('gi’—;gz"),whenlfjfi <n. (7.32)
1871
U= (Mij)nxn-

Then U is a lower triangular matrix, and

Bi By
B2 5
= U e (7.33)
B B

If both sides are transposed at the same time, there is

Brs By B) = (BT, B5o -, BOU (7.34)
Therefore, U’ is the transition matrix between two groups of bases.

Lemma 7.17 Let L = L(B) C R" be a lattice, B = By, B2, ..., Bu] is the gen-
erating matrix, B* = [B}, B3, ..., Byl is the corresponding orthogonal matrix,
d = d(L) is the determinant of L, then we have

d=[T81=118l (7.35)
i=1 i=1

Proof By (7.24), we have B = B*U, because det(U) = 1, so
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det(B) = det(B*).

By the definition,
d? = det(B'B) = det(U(B*)'B*U’)
= det((B*)'B*)
= det(diag{|8; >, IB5*, . ... IB:I*D).
So there is

d=TTI8
i=1

In order to prove the inequality on the right of Eq.(7.35), we only prove
1Bl < 1Bil, 1<i<n. (7.36)

Because B; = Zi’:l uijﬂj, then

Jj=1

Bi1* = (Bi. Bi) = <Zuuﬂ}‘, Zuijﬂ}‘>
j=1

Therefore, the inequality on the right of (7.35) holds, the Lemma is proved.

Equation (7.35) is usually called Hadamard inequality, and we give another proof
here.

In order to define the concept of continuous minima on a lattice L, we record the
minimum distance on L with A;. That is A; = A(L). Another definition of X, is the
minimum positive real number 7, so that the linear space formed by L N Ball(0, r)
is a one-dimensional space, where

Ball(0,r) = {x e R"||x| < r}

is aclosed sphere with O as the center and r as the radius. The concept of n continuous
minima A, Ay, ..., A, in L can be given.

Definition 7.6 Let L = L(B) C R”" be a full rank lattice, the i-th continuous mini-
mum }; is defined as

A = A (L) = inf{r|dim(span(L N Ball(0, r))) > i}.
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The following lemma is a useful lower bound estimate of the minimum distance
Al

Lemma 7.18 L = L(B) C R" isa lettice (full rank lattice), B* = [}, B3, ..., B;]
is the corresponding orthogonal basis, then

Ay =2a(L) = min |B7]. (7.37)

Proof ForV x € Z", x # 0, we prove

|Bx| > min |B]|, x € Z", x #0.
I<i<n

Let x = (x1, X2, ..., x,) # 0, j be the largest subscript = x; # 0, then

J
<in,6js,37>

i=1

|(Bx, B})| = = Ix; 1187

Because when i < j,

(Bi. BY) =0, and (B;. B}) = (B7, B).

On the other hand,
|(Bx, BY)| < |Bx]|B%].

So
[Bx| = |x118;] = min |B]1.
Lemma 7.18 holds!

Corollary 7.6 The continuous minimum \y, Az, ..., A, of a lattice L is reachable,
that is, it exists o; € L = |a;| =X, 1 <i < n.

Proof The lattice points contained in ball Ball(0, §) with center 0 and radius
8 (8 > A;) are finite, because in a bounded region (finite volume), if there are infinite
lattice points, there must be a convergent subsequence, but the distance between any
different two points in L is greater than or equal to A;, which indicates that

|L N Ball(0, §)|{co, 8)A;

has finite lattice points, it’s not hard for us to find ¢y € L = |oj| = A, 0 € L =
loa| = Ag,...le,| = Ay The Corollary holds.

In Sect. 7.1, the geometry of numbers is relative to the integer lattice Z"; next, we
extend the main results to the general full rank lattice.
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Lemma 7.19 (Compare with Lemma 7.5) L = L(B) C R" is a lattice (full rank
lattice), Z# C R", if VOl(Z) > d(L), then there are two different points in Z, o € %,
BEZ=a—Bel.

Proof Let F be a basic region of L, that is
F={Bx|x =(x1,...,x,),0 < |x;] < 1,1 <i <n}.
Obviously, R" can be divided into the following disjoint subsets,

R" = Ugerfa + yly € F}
= Uger{a + F}.

For a given lattice point o € L, define
Ry =N+ F}=a+ Dy, D, CF.

Therefore, Z can be divided into the following disjoint subsets,

R = Uyer B =5 VOUR) =Y " Vol(%y) = Vol(Dy).

ael ael

Ifforany o, 8 € L, # 8, D, N Dg = &, then
Vol(#Z) = Vol(Uger Dy) < VOl(F) = d(L),

contradicts assumptions. So it must existe, 8 € L, o # 8, = D, N Dy # &. Let
xe€DyNDg,thenae+x € Z,p+x € Z. And

@+x)—(B+x)y=a—B€elL.

The Lemma holds.

Lemma 7.20 (Compare with7.6) Let L be a full rank lattice, Z C R" is a symmetric
convex body. And Vol(Z) > 2"d(L), then % contains a nonzero lattice point, that
isda e L, a #0, such thata € %.

Proof Let
1
592’ = {x|2x € #}.

Then |
Vol (5%) =2""Vol(Z%) > d(L).

By 7.19, there is x € 1%,y € $#,= x — y € L. And because 2x € #,2y € %,
Z is a symmetric convex body, by Lemma 7.4,
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1
5(2x—2y)=x—ye<%’.

The Lemma holds.

Corollary 7.7 Let L be a full rank lattice, L(L) = A, is the minimum distance of L.
Then

A =A(L) < /Ad(L))". (7.38)
Proof First we prove
2r \"
Vol(Ball(0, r)) > (ﬁ) . (7.39)

This is because Ball(0, r) contains the following cubes

{x ER'x = (x1, ... %), ¥ x| < ﬁ} C Ball(0, r).

By the definition, there are no nonzero lattice points in open ball Ball(0, 1), by
Lemma 7.20, because Ball(0, 1) is a symmetrical convex body, there is

Vol(Ball(0, 1)) < 2"d(L).

Thus

(2)\1)” <2nd(L)
i) ~ '
That is 1

A < A/n(d(L)r.
The Corollary holds.

Combined with Eq. (7.37), we obtain the estimation of the upper and lower bounds
of the minimum distance of a lattice,

min || < A(L) < va(d(L))". (7.40)

I<i<

Lemma 7.21 Let L C R” be a lattice (full rank lattice), Ay, A3, ..., A, is the con-
tinuous minimum of L, d = d (L) is the determinant of L, then

AAz... A, <n2d(L). (7.41)
Proof Let {ay,as,...,a,} C L,and |o;| = X; is a set of bases of R”. Let

n 2
T:{yeR”|Z( ) <1}, (7.42)
i=1

(y, o)
)\,’|O€

;|

l
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where {af, o3, ..., )} is the orthogonal basis corresponding to {o, s, ..., &y}
Let’s prove that 7" does not contain any nonzero lattice points. Let y € L, y # 0, let
k be the largest subscript so that |y| > Ay, then

y € Span(ej, @3, ..., af) = Span(a, ay, ..., o).
Because if y is linearly independent of o, ay, . . ., o, then

k + 1 < dim(Span(«, o, . .., ag, ¥) N Ball(0, |y])).

Mi+1 < |y| is obtained from the definition of X;, which contradicts the definition

of k. By y € Span(«y, aa, ..., o),
: i v\
i i=1 )\llam

k
1 (v, o) L5
Z 32 E PHE A,%M >

(y,
A

=
N

i)
|

o
|orf

Therefore y ¢ T, by Lemma 7.20, because T is a symmetric convex body, thus

Vol(T) < 2"d.

On the other hand,
Vol(T) = <]_[ ,\[> - Vol(Ball(0, 1))
i=1
n 2 n
> Al —
H (ﬁ >
So

Lemma 7.21 holds.

The above lemma shows that the upper bound (7.38) of A; is valid for A; in the
sense of geometric average.

Finally, we discuss the computational difficulties on the lattice. These problems
are the main scientific basis and technical support in the design of trap gate function,
and they are also the cornerstone of the security of lattice cryptography.

1. Shortest vector problem SVP

Lattice L is a discrete geometry in R”, we know that its minimum distance A; =
A(L) is the length of the shortest vector in L. How to find its shortest vector uy € L
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for any full rank lattice L, —

|lug| = min |x| = A;.
xeL,x#0

It is the so-called shortest vector calculation problem. At present, there are insur-
mountable difficulties in theory and calculation, because we only know the existence
of ug, but we can’t calculate uy. Second, the current main research focuses on the
approximation of the shortest vector. The so-called shortest vector approximation is
to find a nonzero vectoru € L on L, =

lu| <r(m)Ay, ue L,u #0,

where r(n) > 1 is called the approximation coefficient, which only depends on the
dimension of lattice L.

In 1982, H. W. Lenstra, A. K. Lenstra and L. Lovasz creatively developed a set
of algorithms in (1982) to effectively solve the approximation problem of the short-
est vector, which is the famous LLL algorithm in lattice theory. The computational
complexity of LLL algorithm is polynomial for the whole lattice, and the approxima-
tion coefficient r(n) = 2"7. How to improve the approximation coefficient in LLL
algorithm to the polynomial coefficient of n is the main research topic at present.
For example, Schnorr’s work in 1987 and Gama and Nguyen’s work (2008a, 2008b)
are very representative, but they are still far from the polynomial function, so the
academic circles generally speculate:

Conjecture 1: there is no polynomial algorithm that can approximate the shortest
vector so that the approximation coefficient r(n) is a polynomial function of n.

2. Closest vector problem CVP

Let L C R" be alattice, t € R” is an arbitrary given vector, and it is easy to prove
that there is a lattice point 4, € L, —>

|u; —t| = min |x — ¢],
xelL

u, is called the nearest lattice point (vector) of . When ¢ = 0 is a zero vector, u
is the shortest vector of L, so the adjacent vector problem is a general form of the
shortest vector problem. Similarly, we only know the existence of the adjacent vector
u,, and there is no definite algorithm to find u, instead of the approximation problem
of the adjacent vector, x € L, if

lx —t] < ri(m)|u; —tl,

then x is called the approximation coefficient, which is the approximation adjacent
vector of r|(n), in 1986, Babai proposed an effective algorithm to approximate the
adjacent vector in Babai (1986), and its approximation coefficient r| (n) is generally
of the same order as the approximation coefficient r(n) of the shortest vector.
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There are many other difficult computational problems on lattice, such as the
Successive Shortest vector problem, which is essentially to find a deterministic algo-
rithm to approximate each «; € L, where |¢;| = A; is the continuous minimum of
L. However, SVP and CVP are commonly used in lattice cryptosystem design and
analysis, and most of the research is based on the integer lattice.

7.3 Integer Lattice and g-Ary Lattice

Definition 7.7 A full rank lattice L is called an integer lattice, if L C Z", an integer
lattice L is called a g-ary lattice, if gZ" C L C Z", where g > 1 is a positive integer.

It is easy to see from the definition that a lattice L = L(B) is an integer lattice
& B € 7" is an integer square matrix, so the determinant d = d(L) of an entire
lattice L is a positive integer.

Lemma 7.22 Let L = L(B) C Z" be aninteger lattice, d = d (L) is the determinant
of L, then dZ" C L C 7", therefore, an integer lattice is always a d-ary lattice
(d=q).

Proof Let o € dZ, let’s prove that o« € L, that is, « = Bx always has the solution
of the entire vector x € Z". Let B~! be the inverse matrix of B, then

by b, -+ by,
-1 _ 1 B* — 1 b3, b3, -+ - b3,
det(B) det(B)

i b
where B = (bi)nxn, b;‘j is the algebraic cofactor of b;;. Because B € Z"*", so B* €
77" thus dB~' = £B* € 7", write ¢ = dp, then g € Z", and
x=B la=dB 'p=+B*B 7"
Thus @ € L. That is dZ" C L, the Lemma holds.

The following lemma is a simple conclusion in algebra. For completeness, we
prove the following.

Lemma 7.23 Let L be a q-ary lattice, Z is the residual class rings mod q, then

(i) Z"/qZ" =L (additive group isomorphism).
(it) Z"/L = Zy/1/q2» (additive group isomorphism). Therefore, L/qZ" is a linear
code on 7.

Proof o = (ay,az,...,a,) €Z", B = (b1,by, ..., b,) € Z",if ¥V a; = b;(mod q),
we write « = f(mod q). For any « € Z", define
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o= (ay,ay,...,a,) EZZ,

where a; is the minimum nonnegative residue of a; mod ¢, and thus, we have o =
a(mod q). Define mapping o : Z" AN Zy as o (o) = a, this is a surjection, and

ol@+p)=a+p=0@+a(p).

Therefore, o is a full group homomorphism. Obviously Kero = ¢gZ", therefore, by
the isomorphism theorem of groups, we have

7' qZ" = Zy.
Because of gZ" C L C Z", then by the isomorphism theorem of groups,
Z'|/L=Z"qL"|L[qZ" = Zy/L/qZ".
The Lemma holds.

Next, we will prove that Z" /L is a finite group. Therefore, we first discuss the
elementary transformation of matrix. The so-called elementary transformation of
matrix refers to elementary row transformation and elementary column transforma-
tion, specifically refers to the following three kinds of elementary transformations:

(1) Transform two rows or two columns of matrix A:

0;j(A)-Transform rows i and j of A
7;j (A)-Transform columns i and j of A

(2) A row or column multiplied by —1 by A:

o_;(A)-Multiply row i of Aby — 1
7_; (A)-Multiply column i of A by — 1

(3) Add the k times of a row (column) to another row (column), k € R, in many
cases, we require k € Z to be an integer:

Oki+j (A)-Add k times of row i of A to row j
Tri+j (A)-Add k times of column i of A to column j

The n-order identity matrix is represented by I,,, the matrix obtained by the above ele-
mentary transformation of I, is called elementary matrix. We note that all elementary
matrices are unimodular matrices (see (7.29)), and
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0ij(A) = 0;;(I)A, 7;;(A) = At;; (1)
o_i(A) =o0_i(I)A, 1_i(A) = At_;(I,) (7.43)
Okitj(A) = okiyj (L) A, Thiyj(A) = Atgiq ;1)

That is, elementary row transformation for A is equal to multiplying the correspond-
ing elementary matrix from the left, and elementary column transformation for A is
equal to multiplying the corresponding elementary matrix from the right.

Lemma 7.24 Let L = L(B) C Z" be an integer lattice, then 7" | L is a finite group,
and
|Z"/L| = d(L).

Proof According to the knowledge of linear algebra, an integer square matrix B €
Z" can always be transformed into a lower triangular matrix by elementary row
transformation; that is, there is a unimodular matrix U € SLn(Z), so that

* 0 .- 0
UB — * % 0
* % *

Then the elementary column transformation of U B can always be transformed into
an upper triangular matrix, so it is a diagonal matrix; that is, there is a unimodular
matrix U; € SLn(Z), =

UBU, = diag{8, 5, . .., 8,}.

where §; # 0, §; € Z, and

d(L) = |detBU)| =[] 13l.

i=1

Let L(UBU,) be an integral lattice generated by U BU,, we have quotient group
isomorphism
Z"/L(UBU)) = @;_Z/18;|Z = ®!_Zys,.
Thus
12" /LU BUY)| =[] 18] = d(L).

i=1
Because of L(B) = L(BU;) and L(B) = L(UB), Thus L(B) = L(UBU,), so

|Z"/L(B)| = |Z"/L(UBU,)| = d(L).
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Lemma 7.24 holds.

An integer square matrix B = (bij),x, € Z"*" is called Hermite normal form
matrix, if B is an upper triangular matrix, thatis b;; =0,1 < j <i < n, and

biizl,Ofb,-j<bi,-,1§i<j§n. (7.44)

A Hermite normal form matrix, referred to as HNF matrix.

Definition 7.8 L = L(B) C Z" is an integer lattice, and B is the HNF matrix, which
is called the HNF basis of L, denote as B = HNF(L).

The following lemma proves that a whole lattice has a unique HNF basis, so it is
reasonable to use HNF(L) to represent HNF basis.

Lemma 7.25 Let L C Z" be an integer lattice, then there is a unique HNF matrix
B = L =L(B).

Proof Let L = L(A), A is the generating matrix of L, by using the elementary
column transformation, A can be transformed into an upper triangular matrix, that is

C11 C12 -+ Cin
AU, = O 2 cz” , U, € SLn(Z).

0 0 --cm

where C;; > 0,1 < i < n,if AU, is transformed continuously, there is a unimodular
matrix U,, = AU;U, = B is the HNF matrix, because L(B) = L(AU,U,), know
that L has HNF base B.

Let’s prove the uniqueness of HNF base B if there are two HNF matrices
B|,B, = L(B;) = L(B;), then from Lemma 7.14, there is a unimodular matrix
U € SLn(Z) such that B = B,U; that is, the elementary column transformation
defined by formula (7.43) can be continuously implemented on B, to obtain By, but
for By, any column transformation 7;; ,7_; and t;; is not a HNF matrix, so U = I,
is a unit matrix, that is B; = B,. The Lemma holds.

Lemma 7.26 Let L = L(B) be an integer lattice, B = (b;j)nxn is a HNF matrix,
B* = (B, B3, ..., Brlisthe orthogonal basis correspondingto B = [B1, B2, ..., Bul,
then

B* =B}, B3, -, B,] = diag{b11, bna, . .., bun}
is a diagonal matrix.

Proof We prove gF = (0,0,...,b;,0,..., O)/, induction of i, when i =1, B =
B1 = (b11,0,..., O)/.Thepropositionholds,ifforj < i,thereis ,3;? =(0,0,...,bj;,
0,...,0) holds, then when i + 1, by (7.31), there is
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L (Biv1s BY)
B = i = 3 P B s

w2 Pi
o 1871
iy
J+1)
=Bin =) < F;
j=1 di
b+ b+ 0
b+ bagi+1) 0
=| bii+n | —|bii+n | = 0
byt 0 b+
0 0 0

Thus the proposition holds.

Next, we discuss g-ary lattices, where ¢ > 1 is a positive integer, the following
two g-ary lattices are often used in lattice cryptosystems.

Definition 7.9 Let Z, be a residue class ring mod ¢, A € Zj*", the following two
q-ary lattices are defined as

Ay(A) ={y e Z"|thereisx € Z" = y = A'x(mod q}, (7.45)

and
A, (A) = {y € Z"|Ay = 0(mod q)}. (7.46)

By the definition: A,(A) C Z™ and Aql(A) C Z™ is an m-dimensional integer
lattice. And any o € gZ™,thenthereisx =0e€ Z", = o = A'x(mod q),and Ao =

0(mod g), there is
{qu C A (A CZ"

m €L m
qZ" C AF(A) C 2.

That is, A,(A) and A;-(A) are g-element lattices of dimension m.
Lemma 7.27 We have N
Ay (A) = qh (A)"
Ag(A) = gA (A
Proof Any a € A,(A)*, by the definition, then
(y,a) € Z,Y y € Ay(A).

And
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(y,a)=ya €Z = ya=0(modl).

There is
ygoa =0(modg),Vye A,(A).

Because y € A (A), thus thereisx € Z" = y = A'x(mod q), from the above for-
mula,

x Aga = 0(mod q),V x € Z".

Thus
Aga = 0(mod q), = qga € A, (A).

We prove
qAg(A)* C AL (A).

Conversely, if y € Aj(A), we have
1
Ay =0(modg) = A (—y) = O(mod 1).
q
Any o € Ay(A),letx € 7', & = A'x(mod q), then
1 , 1
a,—y)=xA|—-y)=0mod1),VxeZ".
q q

‘We have |
5)} € A(A) =y e qA (A

That is
A;(A) C gy (A

Thus, A;-(A) = gA,(A)*. Similarly, the second equation can be proved.
Lemma 7.28 Let g be a prime, A € ZZX’", m > n, and rank(A) = n, then
| det(A, (A))] = q". (7.47)

and
|det(A,(A)| =qg™". (7.48)

Proof 1In finite field Z,, rank(A) = n, then the linear equation system Ay = 0 has
exactly g™ " solutions, from which we can get

IAL(A)/qZ" = g" "



286 7 Lattice-Based Cryptography

By Lemma 7.23,
Z"JAE(A)| = |20 AL (A) JqZ" = g

By Lemma 7.24,
|det(A, (A)| = 12" /A, (A)] =q".

So (7.47) holds. By Corollary 7.5 of the previous section, we have
| det(Ay () =q7".
By Lemma 7.27,
| det(A, (A))| = ™| det(A, (A)")] = ¢" "

The Lemma holds.

7.4 Reduced Basis

In lattice theory, Reduced basis and corresponding LLL algorithm are the most
important contents, which have an important impact on computational algebra, com-
putational number theory and other neighborhoods, and are recognized as one of
the most important computational methods in recent 100 years. In order to introduce
Reduced basis and LLL algorithm, we recall the gram Schmidt orthogonalization
process summarized by Eqgs.(7.31)—(7.34). Let {81, B2, ..., B,} C R" be a set of
bases corresponding to R" , {8}, B5, ..., B} is the corresponding Gram—Schmidt
orthogonal basis, where

— (Bi. B)
*_ B, BF=p — *1l<i<n. 7.49
Bi =B B =B ;wm;)ﬁ, <i<n (7.49)

The above formula can be written as

B=Y wi’ﬁ{f i 1<iz<n (7.50)
j=1 { J"’Bj>

There is

Lemma 7.29 Let {B1, B2, ..., Bn} be a set of bases of R", {B, B3, ..., By} is the
corresponding Gram—Schmidt orthogonal basis, L(B1, B2, - . ., Bx) = Span{8i, B2,
..., Br} is a linear subspace extended by B, B2, . .., B, then
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(i)
LB, B, B) = LB, B3 ... B, 1 Sk <n. (7.51)

(ii) For1 <i <n, thereis

(Bi, Br) =0, when k > i;

, (7.52)
(Bi, Bx) = (B, BY), whenk =1i.
(iii) Vx e R", x = >!_, x; B}, then
w= Py (7.53)
(B, B

Proof The above three properties can be derived directly from Eq. (7.49) or (7.50).

Let U = (Ujj)nxn, Where

(Bi. B7)
Uj=—" = U;=0, when j >i. U; = 1. (7.54)
LT BY) ’

Therefore, U is the lower triangular matrix with element 1 on the diagonal, and

B1 By
B2 B;
L= . (7.55)
B B,
U is called the coefficient matrix when {81, B>, ..., B,} is orthogonalized.

Let’s introduce the concept of orthogonal projection: suppose V C R ¢ R*(1 <
k < n), the orthogonal complement space V* of V in R* is

Vi={x eR(x,a) =0,V eV} (7.56)
Because R¥ = V @ V+, s0V x € R, the only can be expressed as
x=o-+p,wherea €V, € VL.

« is called the orthogonal projection of x on subspace V, obviously |x|* = |a|? +

1BI%.

Lemma 7.30 Let (B, Bo, ..., Bu} be a set of bases of R" and {B}, B3, ..., B} be
the corresponding orthogonal basis, 1 < k < n, then B} is the orthogonal projection
of Br on the orthogonal complement space V of the subspace L(By1, B2, ..., Bi—1)

of L(B1, B2, ..., Br).
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Proof When k = 1, the proposition is trivial, if £ > 1, then by Lemma 7.29,

L(B1. B2 - Be—1) = L(BT. B3 -, Biz)-

Therefore, the orthogonal complement space V = L(B;) of L(B1, B2, ..., Bi—1) in
L(B1, B2, ..., Br—1, Br) is a one-dimensional space, because of

k-1
B =B + Zukjﬁ;,
=1

and

k—1
<ﬂ;§, Zukjﬁ;> =0.

j=1

So B} is the orthogonal projection of B on V. The Lemma holds.

Next, we discuss the transformation law of the corresponding orthogonal
basis when making the elementary column transformation of the base matrix

[ﬂls ﬁzs s ﬁn]

Lemma 7.31 Let {B1, B2, ..., Ba} C R" is a set of bases, {B}, B5,..., B} is the
corresponding orthogonal basis, A = (u;j)nxn s the coefficient matrix. Exchange
Bi—1 with By to get a set of bases {«1, «z, ..., a,} of R", where

Qp—1 = P, o = Pr—1,; = B, wheni #k —1,k.

Let {af, a5, ..., a5} be the corresponding orthogonal basis and Ay = (vij)nxn be
the corresponding coefficient matrix, then we have
(i) af =B, ifi #k—1,k.
(ii)
oy = B¢ + w185y
o = By — vi-1Bi_y-

(iii) Vi = Ujj, lfl <j<iZ<n, and{l,]} m {k,k —1} = @.
(iv)
{Uik—l = Ujf—1Vkk—1 +“ik%y i>k.

Vik = Uik—1 — WikUik—1, i >k.

(V) Vr—1j = ugj,vp; = Ug—1;, 1 < j <k—1

Proof If 1 <i <k — 1, or k <i < n, then the orthogonal complement space in
L(als (0% FRrII ai) = L(ﬁlv ﬂ27 Y lgi)’

V=L, 0,....,0i-1) = LB, Bar ..., Bi-1)-



7.4 Reduced Basis 289
Therefore, the orthogonal projection of «] as o; = B; on V is the same as that of 8}
as B on V, thatis af = B (i #k — 1, k), (i) holds.

To prove (ii), because «;_, is the orthogonal projection of Bx(= ax—;) on the
orthogonal complement space L(8;_,) of L(Bi, B2, ..., Br—2), because of

k-1
* *
Bi = B — Z u;B;
j=1
k=2
= B — uik—1Br_; — Zukjﬁ}k,
j=1

and L(B1, Ba, ..., Br—2) = L(BT, B3, ..., Br—2)", there is
oy = Be + w1 By
Similarly, o is the orthogonal projection of 8;_; on L(c;_,), thus

* __ % _ *
o = By — Vkk—10G_y-

where . .
Vit = (Bi_1>op_1)
|0[Z_1|2
(/3;:_1, ukkflﬁlf_ﬂ
G
* 2
= Ukk—1 |'BI;_1 |2,
o]

thus (ii) holds. Similarly, other properties can be proved. Lemma 7.31 holds.

Lemma 7.32 Let {B1, B, ..., Bu} be a set of bases of R", {B}, B3, ..., B} be the
corresponding orthogonal basis, and A = (u;;),xn be the coefficient matrix. For any
k > 2, if we replace By with B — rBr_1 and keep the other B; unchanged (i # k),
we get a new set of bases.

{ar, a2, ..., 00} = {B1, B2y - -, Br—1, B — Br—1s Brs1s -+ B}

Let {af, a3, ..., a} be the corresponding orthogonal basis and Ay = (Vij)nxn the
corresponding coefficient matrix, then we have

(i) of =B}, Y1 <i<n, thatis, B} remains unchanged.
(i) vij=u, if 1 <j<i<ni#k.
(iii)
Vkj = ug; — rug_yj, if j<k—1
Ukk—1 = Ukk—1 — 1, 1f]=k—1
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Proof Wheni < k,ori >k, a = B} is trivial, to prove (i), only prove when i =
k. Because «; is the orthogonal projection of o = S — rfr—1 in the orthogonal
complement space L(cf) = L(B) of L(Bi1, B2, ..., Br—1) = Ly, aa, ..., op—1),

k-1
Bi =B — Y ub;
j=1

k=2

=B —rPr1 — Zukjﬂ}k + (urr—1 — 1) By

Jj=1
k—2

=g — Zukjﬂ}k + (k-1 — 1) Bi_,

j=1
This proves that o = g;. Thus (i) holds. To prove (ii), when i # k, we have

@i o) (B B
Vij = 2 v = Uijs
|O(j| |,8]|

that is (ii) holds. When i = k,

<ak7ai}<>
Ukj = —|a7|2
_ B _rﬂ*k;laﬂj)(l <iek<n
|0[j|
o <13k’ ﬁj) _ <13k—b IB}k>
R 18712

= Ukj —TUk—1j-
The above formula holds for all 1 < j < k — 1, thus (iii) holds, the Lemma holds.

Next, we introduce the concept of a set of Reduced bases of R”.

Definition 7.10 Let {8, B2, ..., B,} C R be a set of bases, {8}, 85, ..., B;} be

the corresponding orthogonal basis, A = (u;;),x, be the coefficient matrix, and

{B1, B2, ..., Bu_1} be a set of Reduced bases of R”, if
. . < l’ V]<i i <.

whl=a VIS = .57

() B —ug—1B7_11° = 1B 417, VI <i <n.

A set of Reduced bases of R” is sometimes called Lovisz Reduced bases, which is

of great significance in lattice theory. The important result of this section is that any
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lattice L in R” has Reduced bases, and the method to calculate the Reduced bases is
the famous LLL algorithm.

Theorem 7.3 Let L C R" be a lattice(full rank lattice), then there is a generating
matrix B = B4, B2, ..., Bul of L, where {B1, B2, ..., Bn} is a Reduced basis of R"
and will also be a Reduced basis of lattice L = L(B).

Proof Let B = (B4, B2, ..., Bul, L = L(B), first we prove
1
[tgr—1] < E’V1 <k. (7.58)

If there is a k > 1, then the above formula does not hold, let r be the nearest integer
of uyy—1, obviously,

[gg—1 — 7| < >
In {B1, B2, ..., B}, replace B with By — rB—_1, thus by Lemma 7.32,

Ukj —> Ugj — TUk—1j, 15]5](

Specially, when j =k — 1,
Ukk—1 —> Ukk—1 — T,

under the new basis, all g; and u;;(1 < j < i # k) remain unchanged, so Eq.(7.58)

holds under the new basis.
In the second step of LLL algorithm, we prove that

3
1BE — w18 I* > Zw;:,nz,w <k<n. (7.59)

By (7.4), , ,
1B + urk—1B¢_11” = |By — urk—1Bi_1”

Therefore, the sign in the absolute value on the right of Eq.(7.59) can be changed
arbitrarily. If there is a k, 1 < k < n such that (7.59) does not hold, that is

3
1BE + w1 B, 1* < 2B 2. (7.60)

In this case, if B; and B;_; are exchanged and the other B; remains unchanged,
there is a new set of bases {«], oz, ..., a,}, the corresponding orthogonal basis
{af, a3, ..., a;} and the coefficient matrix A = (v;j)nxn, Where

a; =Bii #k—1,k), ar—1 = B, ax = Br—1.

Let’s prove that under the new base {«, o, ..., «,}, there is
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* * 2 3 * 2
log + vik—10_ 1" = Z|ak—]| , (7.61)

by Lemma 7.31,

@y = B + w16,
oy = By — vkk-1Bi_y-

By (7.60), we have

3
2 2
lof |7 < Zla,’f—l—vkk_la,f_ﬂ .

That is

4 3
2 2 2
|05Z + Ukkfla/tfﬂ > §|Ot7;71| > Z|a/;1| .

Thus (7.61) holds. Using the above method continuously, it can be proved that formula
(7.59) is valid for V k > 1, however, when k is replaced by k — 1, the new B;_, is
replaced by

Bi_y = Bi_i +uk—u—2Bi_ = Bi_,-

We have to prove (7.59), it remains unchanged when k — 1 is used instead of k. In
fact,
1B + k-1 Bii P = 18] + o1 (Biy + k2B _o)°

2 2
= B¢ + ukk—1Bp_1 |” + lttik—1ur—1k—2B8;_5|

3
2 B + g o2 B )

3 * 2 * 2
> Z(|,3k71| + luk—1k—28;_»17)
3 * * 2
= Z|/3k_| + U128, 5

3

ax |2
= legk,” .

Therefore, Eq. (7.59) does not change when the transformation of commutative vector
is carried out continuously; that is, Eq.(7.59) holds for all k, 1 < k < n.
The third step of the LLL algorithm, let’s prove that

1
ugjl < . V1<j<k<n. (7.62)

When j = k — 1,(7.58) is the (7.62). For given k, 1 < k < n, if (7.62) does not hold,
let [ be the largest subscript = |uy| > % Let r be the nearest integer to uy;, then
lug —r| < % Replace B with By — rf;, from Lemma 7.32, all ;" remain unchanged
and the coefficient matrix is changed to:
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ug =ug; —ru, 1 < j<l

U = Ug — T

While the other u;; remains unchanged, at this time,

N =

lug — 1| = || <

So we have Eq.(7.62) forall 1 < j <k <n.

The above matrix transformation is equivalent to multiplying a unimodular matrix
from the right, so the Reduced basis B = L = L(B) of lattice L is finally obtained.
We complete the proof of Theorem 7.3.

Lemma 7.33 Let L = L(B) be a lattice, B is a Reduced basis of L, and B* =
[BY, B5, ..., B;listhe corresponding orthogonal basis, then forany1 < j <i <n,
we have

B2 <2712

Proof Because B = [f1, B2, ..., B.] is a Reduced basis, then

3
B¢+ e B P = 1B

Thus 3
B¢ + w1 B 1P = 1B + i B 1P 2 1B

There is 3
2 2 2 2
1Bi1° = Z|,31f—1| — Upg—11Bi_1l

3 |

= Z|,31f—1|2 - Z|.Bk—l|2
1 *

= §|:3k71|2'

Sowhen 1 < j < i < n given, we have

1
1Bi* > §|ﬁ:11|2

1
* 12
= 1Bl
2 ..
> 270701817,

thus o
|B17 < 2718
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Remark 7.3 In the definition of Reduced base, the coefficient % on the left of the
second inequality of (7.57) can be replaced by any §, where le < 8§ < 1. Specially,
Babai pointed out in (1986) that the second inequality of Eq.(7.57) can be replaced
by the following weaker inequality,

1
871 < 1Bl (7.63)
Let’s discuss the computational complexity of the LLL algorithm. Let B =
{B1, B2, ..., Bn} be any set of bases, for any 0 < k < n, we define
do =1, dp = det({B;, Bj)ixk)- (7.64)

If {B],B5, ..., B;} is the orthogonal basis corresponding to {81, B2, ..., Bu}, there
is obviously

k
de=]]18;17.0 <k <n. (7.65)

i=1
Thus, d; is a positive number, and d, = d (L)2. Let

n—1

D = Hd"’ (7.66)

k=1
We first prove that d;. (0 < k < n) and D have lower bounds.

Lemma 7.34 Let
m(L) = A(L)* = min{|x|* : x € L, x # 0}.

Then

k(k—1)
2

dy > G) m(L)*, 1 <k <n.

Proof The determinant of k-dimensional lattice Ly = L(B1, B2, ..., Bx) C RF(1 <
k < n) has
d*(Ly) = dy.

By the conclusion of Cassels (1971), there is a nonzero lattice point x in L, which
satisfies x € Ly, x # 0, and

k=1
4\ 7 1
x| < <§> df. (7.67)
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Then
k(k—1)
3\ : k
> |~ m(Ly)
4
k(k—1)
2

><§> (m(L))*
> (3 .

The Lemma holds.

Another important conclusion of this section is that for the integer lattice L esti-
mation, the computational complexity of the Reduced basis of the integer lattice is
obtained by using the LLL algorithm. We prove that the LLL algorithm on the integer
lattice is polynomial.

Theorem 7.4 Let L = L(B) C Z" be an integer lattice, B = [By, B2, - .., Bu] is the
generating matrix, suppose N satisfies

max |;|> < N.
1<i<n

Then the computational complexity of the Reduced basis of L obtained by B using
the LLL algorithm is

Time(LLL algorithm) = O (n*log N).

The binary digits of all integers in the LLL algorithm are O (nlog N), so the compu-
tational complexity of the LLL algorithm on the integer lattice is polynomial.

Proof By (7.36), we have
B <IBil.1<i<n.

where {8}, B85, ..., B} is the orthogonal basis corresponding to {8, Ba, ..., B},
then by (7.65) and (7.66), we have

k k
de=TT187 <[] 18P =N 1<k =<n.
i=1 i=1
And

nn—=1)

1<D<N"7T. (7.68)

The inequality on the left of the above formula is because of d; € Z, and d; > 1, by
(7.66), then D > 1. Therefore, O(n) arithmetic operations are required in the first
step of the LLL algorithm, O (n?) arithmetic operations are required in the second
and third steps, and the number of bit operations per algorithm operation is < Time
(calculate D), thus

Time(LLL algorithm) < O (n*)Time(calculate D) = O(n*log N).
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Therefore, the first conclusion of Theorem 7.4 is proved. The second conclusion is
more complex, we will omit it. Interested readers can refer to the original (1982) of
A. K. Lenstra, H. W. Lenstra and L. Lovasz.

7.5 Approximation of SVP and CVP

The most important application of lattice Reduced basis and LLL algorithm is to
provide approximation algorithms for the shortest vector problem and the shortest
adjacent vector problem, and obtain some approximate results. Firstly, we prove the
following Lemma.

Lemma 7.35 Let{Bi, B2, ..., Pu} beaReducedbasis of alattice L, {B}, B3, ..., By}
be the corresponding orthogonal basis, and d(L) be the determinant of L, then we
have
(i)

" nn-1)

di) <[ ]Il <275 d(L). (7.69)

i=1

(ii)
n—1 1
il =2 7d(L)". (7.70)
Proof The inequality on the left of (i), called Hadamard inequality, has been given

by Lemma 7.17. The inequality on the right of (i) gives an upper bound of []%_, |5,
by Lemma 7.33,

851 <2716 1< j<i<n. (7.71)
Thus .
Bi =B+ Zu,-j,B;‘f.
j=1
We get

i—1
2 *(2 2 *(2
BiI* = 18717+ ) uj |8}

j=1

i—1
1
*2 %2
67+ 5 D 18]
j=1

IA

IA

i—1
1 o
14+ =V "2i—i |2 7.72
3 ;:l 157 | (1.72)
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=11 121' 2 *2
—< +Z( - )>|ﬂl|

<27
There is
[T <]]2 161
i=1 i=1
=225 181
i=1
=220 DT8P
i=1
=220"Dd(L))%.
So

[1181 < 25Da(w).
i=1

We have (7.69) holds. To prove (iii), by (7.72) and (7.71), then
1B <27 B1F < 272 IBr P =2 B (7.73)
Forall 1 < j <i < n, especially,

1Bfl <27 1 <i <.

Thus .
Bi? < 22D T 181
i=1
=2:""D(q(L))>.
So

1Bil <27 d(L)".

Lemma 7.35 holds!

The following theorem shows that if {81, B, ..., Bs} is a set of Reduced bases
of a lattice L, then B is the approximation vector of the shortest vector u of lattice
L, and the approximation coefficient r, = 2",

Theorem 7.5 Let L = L(B) C R”" be a lattice (full rank lattice), B = [B1, B2,
..., Bnl is a set of Reduced bases of L, .y = A(L) is the minimal distance of L,
then
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BIl <277 21 =27 A(L). (7.74)

Proof We only prove that for V x € L, x # 0, there is
B2 <2 x2,Vx eL,x £0. (7.75)

When x € L, x # 0 given, let
X =Zriﬂi = Zri’ﬁi*,r,- 6Z,r£ eR, 1<i<n.
i=1 i=1
Let k be the largest subscript = ry # 0, thus ry, = r,;. So
x> = r21B{ 1 = 1817 = 217K 1Bi P (7.76)

Thus
1Bi1* < 28 x 2 <27 x)2 x e L, x #0.

That is (7.75) holds, thus Theorem 7.5 holds.

The following results show that not only the shortest vector, the whole Reduced
basis vector is the approximation vector of the Successive Shortest vector of the
lattice.

Lemma 7.36 Let L C R” be a lattice, {B1, B2, . - ., Bu} is a Reduced base of L, let
{x1,x2,...,x:} C L bet linearly independent lattice points, then

1817 < 2" max{|x; %, [xal?, ... lx P (7.77)

Forall 1 < j <t holds.
Proof Write

n
)Cj:Zr,'j,B[,l",‘jGZ,IEiSn,lSjSl.

i=1
For fixed j, let i(j) the largest positive integer i = r;; 7 0, by (7.76), we have
17 = 18P 1< j <t

Change the order of x; toensure i (1) <i(2) <--- <i(?),then j <i(j),forV1 <
J =< t holds. Otherwise, the assumption that

{x1,x2, ..., %0} C L(B1, Bas - -, Bj-1)
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is linearly independent of x{, x, ..., x; is contradictory. Thus j < i(j). By (7.73)
of Lemma 7.35, then o
1B;17 < 21071 g 2
<2""1Bj)

<2l vl<j<t
Thus (7.77) holds, the Lemma holds.

Remark 7.4 We give a proof of r, = r,; in Theorem 7.5, because k is the largest
subscript = r; # 0, so

By (7.52) and (7.53),
LB (x. B7)

TR T B B

Because (Bi. f7) = (B. Bf). s0

! <x ) ﬁlj)
rk = — =1T%
(Brs BY)

In order to discuss the approximation of the Successive Shortest vector of a lattice,
let’s look at the definitions of the continuous minimum A1, A,, ..., A, and the Suc-
cessive Shortest vector of a lattice, by Definition 7.6 and Corollary 7.6 in Sect. 7.2,
the continuous minimum A, A,, ..., A, of a full rank lattice is reachable, for all
1 <i < n, there is

lot;| =A;, 0 € L, 1 <i <n.
For a Successive Shortest vector called o1, as, ..., o, |;] is the shortest under the
condition that ¢; is linearly independent of {«, a2, ..., @i—1}.

Theorem 7.6 Let{B, B2, ..., Bn} beaReduced basis of lattice L, and Ay, Ay, . .., Ay
be the continuous minimum of L, then we have

81> <2""h, 1 <i <n. (7.78)
Proof We make an induction of i. Because {8, B2, ..., B} is an Reduced basis of
lattice L; in R, the proposition is obviously true when i = 1 (see Theorem 7.5 ). If
the proposition holds for i — 1, then by Lemma 7.36,

1BF1? < 2" "max{ri, Ay, ..., A} =2"" 1A

Therefore, (7.78) holds for all i. The Theorem holds.



300 7 Lattice-Based Cryptography

Next, we choose the Reduced basis to solve the shortest adjacent vector problem
(CVP). For any givent € R”, because there are only finite lattice points in one lattice
L in the Ball(z, r) with ¢ as the center and r as the radius, there is a lattice point u,
closest to ¢, that is

|lu, —t| = min |x —¢]. (7.79)

xeL,x#t

We use the Reduced basis to find a lattice point w € L =
lw — 1] < ri(n)|u, — 1l (7.80)

w is called an approximation of the nearest lattice point u,, and r|(n) is called an
approximation coefficient. According to Babai (1986), to solve the approximation
of the nearest lattice point u,, we adopt the following two technical means:

(A) rounding off: V x € R", [B1, B2, ..., B.] = B is a Reduced base of lattice L.
The discard vector [x]p of x is defined as follows, let

n
X = Z.X,‘,B[,)Ci € R,
i=1

Let §; be the nearest integer to x;, then define
[x]z =) 8B, (7.81)
i=1

[x]p is called the discard vector of x under base B, write x = [x]g + {x} g, then

. 1
{x}p € Zaiﬂi| —5 <a <

i=1

1 .
—,1<i<uy.
2

(B) Adjacent plane

LetU = Z;’;ll RB; = L(B1, B2, ..., Buo1) C R"beann — 1-dimensional subspace,
L = Y ' | ZB; C Lbeasublattice of L, and v € L, call U + v is an affine plane of
R”. When x € R” given, if the distance between x and U + v is the smallest, U + v
is called the nearest affine plane of x.

Let x be the orthogonal projection of x in the nearest affine plane U + v, let
y € L' be the vector closest to x — v in L', and let w = y 4 v be the approximation
of the vector closest to x in L.

Let L(B1, B2, ..., Br) C R" be a lattice, {B], B, ..., B} is the corresponding
orthogonal basis. V x € R”, write x = Z:’: 1 Xi B, xi € R, §; represents the nearest
integer of x;, according to the nearest plane method, we take (see Lemma 7.43 below).



7.5 Approximation of SVP and CVP 301

U= L(ﬁ;k’ 13;7 cees :_1) = L(ﬂl? :321 cee ﬂnfl)
r=208,6 €L

n—1
L CR* *
X = l; xlﬂl + Silﬁn (7.82)
n—1
y is a sublattice The grid point closest to x —vinL = Y Zp;

i=I

w=y—+v

We prove that
Theorem 7.7 Let L = L(B) C R” be a lattice, B = [B1, B2, ..., Bul is a Reduced
base of L, for V x € R" given, the adjacent plane method produces a lattice point
w =y + v adjacent to x in L (by (7.82)), satisfies

lw — x| < 2%u, — xl, (7.83)
where u, is given by Eq.(7.79) and further

x —o| <227 B, (7.84)
Proof If n =1,then B=60 € R, 0 #0. Let x € R, x = x10, L = n6, then when
nez,
|x —nd| = |x10 —nb| = |x; —nl[0] = |x; — 5|61,
where § is the nearest integer to x;, let w = 46, then
[x —w| =|x; —8]|0| < |x —nb|, Yn € Z.

So w = §0 is the lattice point closest to x in L, so w = u, € L, thatis

X — | = fuy —x|.

Thus (7.83) holds.
Let n > 2, we observe (see (7.82)), v = 6,8, x = Zf;ll x; B + 8,8, then

) 1
lx — x| = |xy — 8ullB,] < Elﬂ,’fl, (7.85)

since the distance between affine planes {u + z|z € L} is at least |8, and |x — x|
is the distance between x and the nearest affine plane, there is

Ix — x| < |uy — x|. (7.86)

Letw =y+4+v=y+6,6, € L, we prove that
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x—w’=|x—x >+ |x —ol (7.87)

Because x — x = (x, — 8,8, ¥ —w=x —v-— yE€u, so (x — x/)J_(x/ — w).
Therefore, by the Pythagorean theorem, (7.87) holds. By induction, we have (see
(7.79))

1
Ix — o < Z(wﬂz + B3P+ + 1B

By (7.71), .
18717 <2 |BE .
Thus
2 1 *12 2 n—1
x—o|” = Zlﬂnl A+24+2"+--- 42"
Lo
= ;
2"
There is
Ix —o| <2277, (7.88)

that is (7.84) holds. To prove (7.83), we have two situations:

Case 1:ifu, e U + x,

In this case, u, — v € U = u, — v € L’ is the lattice point closest to x —vinL,
so there is

X —ol=x —v—y] < Coilx —u,| < Cpilx — uyl,
where C, = 23. By (7.87), we have
x — o> < 1+ (Cou )7 |x —ul < Cylx —ul.

The proposition holds.
Case 2: If u, ¢ U + x, then

1
lx —ux| = zlﬁ:l-

By (7.88), we get

|x — | <2%|x—ux|.

Thus, Theorem 7.7 holds.

Comparing Theorems 7.6 and 7.7, when x = 0, the approximation coefficient
n—1
of Theorem 7.6 is 272, for general x € R”, there is an additional factor V2 in
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the approximation coefficient. Using the rounding off technique, we can give an
approximation to adjacent vectors, another main result in this section is

Theorem 7.8 Let B = [B1, B2, ..., Bul be a Reduced basis of L, x € R" given arbi-
trarily, u, € L is the lattice point closest to x, and [x]p is given by Eq.(7.82), then

w = [x]g € L, and
9\ 2
[x — [x]g] < (l +2n <§) ) |x — uyl. (7.89)

By Theorem 7.8, [x]p € L is an approximation of the nearest lattice point u,, and

the approximation coefficient is y;(n) = 1 + 2n (g)%, it is a little worse than the
approximation coefficients generated by adjacent planes, but the approximation vec-
tor is relatively simple. In lattice cryptosystem, [x]p as input information has higher
efficiency. To prove Theorem 7.8, we need the following Lemma.

Lemma 7.37 Let B = [B1, B2, ..., Bul is a Reduced base of R", 6, represents the
angle between vector By and subspace Uy, where

U= R, (7.90)
ik

Then for each k, 1 < k < n, we have
2 n
sin 6, > (%_) . (7.91)

Proof 1 <k <n given, YV m € Uy, we prove

9\ 2
1Bkl < (5) |m — Bil,m € Ug. (7.92)
Because
) . im = Bl
sinfy = min ——,
meUe | Bkl

so by (7.92), = (7.91), the Lemma holds. To prove (7.92), let {8}, B>, ..., B} be
the orthogonal basis corresponding to the Reduced basis Reduced {81, B2, ..., Bu},
then m € Uy can express as

m = Zaiﬂi = Xn:bjﬂ;‘,ai,bj e R.

ik j=1
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Write
B1 Bi
B2 5
mz(alv--~»an) : =(a],...,an)U :
Bn B

where a;y = 0, U is the transition matrix of Gram—Schmidt orthogonalization (see
(7.87)). Then forany 1 < j <n, 1 < k < n, there is

n
bj =Y awy, f=Y wify.
i=1

i £k
So
n
m— By = Zyjﬁ;‘, where y; = bj — uy;.
Jj=1
Let a; = —1, then
n n
Yi = Zaiuij =da;j + Z a;uij. (793)
i=1 i=j+1

Therefore, Eq. (7.92) can be rewritten as
k 9\ 4
1Bl =Y up|BP < (5) viIBII. (7.94)
j=1

Let us first prove the following assertion:

n o) 2(n—k)
2
doyi= <§> : (7.95)
=k
If the above formula does not hold, i.e.,
n 2(n—k)
2
Z yj2 < (5) :
j=k
Then for all j, k < j < n, there is

5 2 2(n—k) 2 (n—k)
Vi < <§> = lyjl < (§> . (7.96)
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By (7.93),
Yn = a4y
Yn—1 = Ap—1 + ayunn—1

Vn—2 = Qp—2 + ap_1Up—1n—2 + Qullpn—2

Vi = Qg + Qpp1Up1k + 0+ Ak

3 n—j 2 n—k

Because when j = n, a, = y,, (7.96) ensures that (7.97) holds. Reverse induction
of j(k < j <n), by (7.93),

n n
lai
lajl =ly; = Y @yl <lyjl+ Y ==

i=j+1 i=j+1

G R EE

i=j+1
() () 206
3 2\3 , 2
n—j
_1)

2 n—k 2 n—k
-(5) +(3) ((
3 n—j 2 n—k
-0 ()
Therefore, under the assumption of (7.96), we have (7.97). Take j = k in (7.97), then
lax| < 1, but a; = —1, this contradiction shows that Formula (7.96) does not hold,
thus (7.95) holds.
We now prove Formula (7.94) to complete the proof of Lemma. By Lemma 7.33,

‘We can prove

j—1

~

NI b

BiP = 2B 1< j <k <n.

And ‘
BiP <27MBP 1<k <j<n

Therefore, there is an estimate on the left of Eq.(7.94)
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k k

2 2 2 2 ~Ak—j
Y uiglBP < 1B Y up2t
j=1 j=1

k
1 *12 k—j
= B2
j=1
= L1
4
<2812

On the other hand, there is an estimate on the right of (7.94),

n n
S VIBIE =Y vHBP
Jj=1 Jj=k

n
>y I

j=k

= 2B Y Y]
j=k
2 2(n—k)
> 2k <§) 1B I*

2\
Z<§> |:3k|2~

Thus (7.94) holds, we complete the proof of Lemma 7.37.
Now we give the proof of 7.8:

Proof (The proof of Theorem 7.8) Let B = {1, B2, ..., B} be a Reduced basis of
lattice L = L(B), 1 < k < n given, Uy is a linear subspace generated by B — {B;},
by Lemma 7.37, we have

9\ 2
11l = (5) lm — Bil, ¥ m € Us. (7.98)

Letx € R", w = [x]p € L, then

- 1
x—w=x—[xlg=) B, lal < ;A =i=n).

i=1

Let u, be the nearest grid point to x in L, and let
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n
Uy —w = Zaiﬂi,ai e 7.

i=1
We prove
9\ 2
lu, —w| <2n <§> lu, — x|. (7.99)
Might as well make u, # w, and suppose
laxfil = max la;B;| > 0.

Obviously,
uy — ol < nlagBl. (7.100)

On the other hand,

e —x = (U — ) + (@ —x) = Y _(a; + )i = (ax + c) (B — m).
i=1

where |

=— ; VB € Uy.

J#k

By (7.99),

| = lax +cllB |>1 2Elﬂll |

Uy X| = |a Ck k n| = > \9 Kl 1ak |-
There is
9\ 2
Iak/gk| =< 2 (E) |ux — X|.

So

n

9\ 2
|ux_w|§2n(—> luy, — x|.
2

That is (7.99) holds, finally,

9\ 2
[x — o] < |x —uyx| + luy — o] < <1~|—2n<§> )lx—ux.

We complete the proof of Theorem 7.8.
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7.6 GGH/HNF Cryptosystem

Lattice-based cryptosystem is the main research object of postquantum cryptography.
Since it was first proposed in 1996, it has only a history of more than 20 years.
Among them, the representative technologies are Ajtai-Dwork cryptosystem, GGH
cryptosystem, McEliece-Niederreiter cryptosystem and NTRU cryptosystem based
on algebraic code theory. We will introduce them, respectively, below.

GGH cryptosystem is a cryptosystem based on lattice theory proposed by Gol-
dreich, Goldwasser and Halevi in 1997. It is generally considered that it is a new
public key cryptosystem to replace RSA in the postquantum cryptosystem era.

Let L C Z" be an integer lattice, B and R are two generating matrices of L, that
is

L =L(B)=L(R).

Because there is a unique HNF base in L (see Lemma 3.4). Let B = HNF(L) be
HNF matrix, B as public key and R as private key. Let v € Z" be an integer point,
e € R”" is an error vector. Let o be a parameter vector. Take ¢ = o or ¢ = —o, they
each chose with a probability of %

Encryption: for the plaintext v € Z" encoded and input and the error vector ran-
domly selected according to the parameter vector o, the public key B is used for
encryption. The encryption function f5 , is defined as

fBo(v,e) =Bv+e=ceR" (7.101)

Decryption: decrypt cryptosystem text ¢ with private key R, because ¢ € R" ,
R = [oy, o, ..., a,], then ¢ can be expressed in {«, o, ..., ®,} linearity,

n
c= E x;a;, x; € R.
i=1

Let §; be the nearest integer to x;, define (see (7.81))

[cle = 8 € L. (7.102)

i=1

Define the decryption function as

—1 —1
= B =V,
.00 [clr =v (7.103)
e =c — Bv.
In order to verify the correctness of decryption function f5 (1,, we first prove the
following simple Lemma. For any x € R”, and R = [ay, a2, ..., @] € R"" is any
set of bases of R”, if x = (ay, az, ..., a,) € R", y; represents the integer closest to
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a;, then define (see (7.7))
[x] = (1, vas oo os V) € 2. (7.104)

Write x = ) _, x;e;, &; is the nearest integer to x;, then define (see (7.102))

x]r = Z(S,ui € L(R). (7.105)

i=1
Lemma 7.38 ForV x € R", R € R"*" is a set of bases of R", we have
[x]1z = R[R 'x].

Proof Write

a 3
a 82 1
x=| . |eR'=[x]=]| . GZ”alai_8i|§§-
ay 8n
Ifx = Z:-lzl xio; , R =[ay, a0, ..., a,], then
X 3
X2 62
x=R| . |,and[x]g =R | . |, & is the nearest integer to x;.
Xn 6n
Thus
3
8
R'Ixlg=| . | =[R""x].
8

Lemma 7.38 holds.

Theorem 7.9 Let L = L(R) = L(B) C Z" be an integer lattice, B is the public
key, R is the private key, v € 7" is plaintext, e is the error vector. If and only if

[R™'e] #0,
fro(c) #v.

Proof By the definition, cryptosystem text c = Bv + e = f5 (v, €), and

fos(@ =B""[clg =B 'R[R'c]=T[R'c]. (7.106)
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where T = B~'R € R**" is a unimodular matrix. Because L(B) = L(R), =
B =RU,U € SLn(Z).

So
B 'R=UR'R=U =T,

that is 7' is a unimodular matrix. By (7.106),

T[R '¢]=T[R ' (Bv+e)]
=T[R'Bv+ R '¢]
=T[T 'v+ R 'e).

Because T is a unimodular matrix, v € Z", so
[T-'w+ R el =T v+ [R'e]. (7.107)

Thus
TIR '¢c]=v+T[R 'e].

That is
faa(@ =v+T[R el

Because T is a unimodular matrix, T[R™'e¢] =0 < [R™!e] = 0, so the Theorem
holds.

By Theorem 7.9, whether the GGH cryptographic mechanism is correct or not
depends entirely on whether [R™'e] is a O vector, that is

foo(@© =v&[Re]=0. (7.108)
Therefore, when the private key R is given, the selection of error vector e and param-
eter vector o becomes the key to the correctness of GGH password. Notice that
(7.106), if we decrypt with public key B, then
[B7'cl=[B ' (Bv+e)l=[v+B el =v+[B el

Therefore, the basic condition for the security and accuracy of GGH password is

[R~'e] =0

[B~'e] #0. (7.109)

Because the public key B we choose is HNF matrix, [B~'e] # 0 is easy to satisfy.
Let B = (bij)nxn = B! = (Cij)nxn~ Where c¢;; = bl_ll Let e = (e1,e2,...,¢€,),
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each e; has the same absolute value, that is |e;| = o , o is the parameter. Thus,
2le,| > by = [B~'e] # 0. Let’s focus on [R~'e] = 0.
Vx = (x1,x2,...,x,) €R", define the L; norm |x|; and L., norm |x|s of x as

n
|xloo = max |x;], x[1 =) |xil. (7.110)
1<i<n
i=1
(%3]
[2%)

Lemma 7.39 Let R € R"*" be a reversible square matrix, R'=| . | whereq;

al’[
is the row vector ofR’l. e=(e1,er,...,ey) €ER" |ej| =0,V1<i<n,let

p = max |o;|(jail1) (7.111)

be the maximum of the L norm of n row vectors of R~ then when o < %, we have
[R~'e] = 0.

Proof Suppose o; = (¢;1, Ci2, - - - » Cin), the i-th component of R~'e can be written

as
n
E Cij€;j
i=1

n
<o) eyl =olailo < op.
Jj=1

Ifo < ﬁ, then each component of R~'e is < 1, there is [R~'e] = 0.

g
(29)
Lemma740 R c R R~! = | |, let max|<j<, |@i|oo = Jiﬁ, then the prob-
aﬂ
ability of [R™'e] # 0 is
1 1
P{[R e] #0} <2nexp| —=——) - (7.112)
802y2
where o is the parameter, error vector e = (ey, ..., e,), lej| = 0.
a
a
Proof Let R™' = (¢ij)nxn, R™'e=| . |, where q; = di_icije;.
an

Because |c;j| < \/Lﬁ, lej| = o, then ¢;je; is in interval [—1’/—%, 1’/—”'7]; therefore, by

Hoeffding inequality, we have
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P {la;l ! P Xn: ! 2 !
ail > =t = cijeil >=¢ <2exp|l——=).
2 i A P\ 7802)2
To satisfy [R~'e] # 0, then only one of the above conditions {|a;| > %} is true. Thus

P{[R'e] £0} =P {U {|a,~| > %”

i=1

S

1
<2nexp|——=—— ).
b ( 8621/2)
Corollary 7.8 For any given ¢ > 0, when parameter o satisfies

-1
o< (y,/81og 2?”) = P{[R'e] #0} < &. (7.113)

In order to have a direct impression of Eq. (7.113), let’s give an example. Letn = 120,
& = 107>, when the elements of matrix R~! = (¢;j),x, change in the interval [—4, 4],
thatis —4 < ¢;; < 4, then it can be verified that the maximum L+, norm of the row
vector of R™! is approximately equal to e Jﬁ’ thus y = by Corollary, when

0 < (35+/810g240 x 105~ ~ 3% ~ 2.6, we have

P{[R7'e] #0} < 107>,

The Lemma holds.

30’

It can be seen from the above analysis that GGH cryptosystem does not effectively
solve the selection of private key R, public key B, especially parameter o and error
vector. In 2001, Professor Micciancio of the University of California, San Diego
further improved GGH cryptosystem by using HNF basis and adjacent plane method.
In order to introduce GGH/HNF cryptosystem, we review several important results
in the previous sections.

Lemma 7.41 Let L = L(B) C R" be alattice, B = By, B2, - .., Bu] is the generat-
ing base, B* = B}, B, ..., B;1is the corresponding orthogonal basis, Ay = A(L)
is the minimum distance of L, then
(i)

A =A(L) > 1m}in 181. (7.114)

For L = L(B), take parameter p = p(B) as
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1
p = - min |B7]. (7.115)

2 1<i<n
Then for any x € R", there is at most one grid point
ael=|x—a <p. (7.116)

(ii) Suppose L C 7" is an integer lattice, then L has a unique HNF base B, that is
L = L(B), B = (b;j)nxn, satisfies

0<b;j<bj,whenl <i<j<nbj;j=0,whenl <j<i=<n.

That is, B is an upper triangular matrix, and the corresponding orthogonal basis
B* of B is a diagonal matrix, that is

B* = diag{blla b22’ e bnn}-
Proof Equation(7.114) is given by Lemma 7.18 and the property (ii) is given by
Lemma 7.26. We only prove that if there is lattice pointe € L = |x — «| < p, then
« is the only one. Let oy € L, o € L, and
lor —x| < p, loa — x| < p = |y — 2] <2p = min |B]| < Ay,
1<i<n
Because a; — a» € L, this contradicts the definition of A;. There is a; = «5.

In the previous section, we introduced Babai’s adjacent plane method (see (7.82)).
The distance between two subsets A; and A, in R” is defined as

|[A] — Az| = min{|x — y[lx € Ay, y € Az}
x € R" is a vector, A C R” is a subset, the distance between x and A is defined as
|x — Al = min{|x — y||y € A}.

Suppose L € R" , B =By, B2, ..., Bn]is a generating base, B* = [B], B3, ..., Bl
is the corresponding orthogonal basis. Define subspace

U=LPBi, B2, Buot) =R, L' =" Zp; is a sub-lattice.
A, =U+v, vel.

A, is called an affine plane with v as the representative element. Any x € R”,let A,
be the affine plane closest to x, that is

[x — Ayl = min{|x — Ay||la € L}.
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Let x’ be the orthogonal projection of x on A,. Because x’ — v € U = R"~!, Recur-
sively let y € L’ be the nearest lattice point to x" — v. Then we define the adjacent
plane operator tg of x under base B as

px)=w=y+vel. (7.117)
Lemma 7.42 Under the above definition, if vi, v, € L, and A,, # A,,, then

|Au1 - Av2| > |,3;| (7118)
Proof vy, v, € L,thenitcan be given by the linear combination of {8}, 85, ..., B;},
that is
vy =y - a;pf, wherea; €R,a, € Z.

v, =y i biff, whereb; e R, b, € Z.

In order to prove the n-th component, a, and b, are integers, let
n n
vi=Y api.va=Y bip.a’. b} €L
i=1 i=1

Therefore,
ay= L) Pl _ v,

2 2
1By 1By

The above equation uses Eq.(7.52), which can prove b, € Z in the same way. By
condition v; — v, ¢ U, then a, = b,, therefore

|AU1 - sz| = |an _bn”ﬁ;ﬂ > |13;:|

We have completed the proof of Lemma.

Lemma 7.43 Under the above definitions and symbols, suppose x € R",
x = Y_'_, viBf, 8 is the nearest integer to y,, then

(i)
n—1
v="0B,.x =Y vl +3B;. (7.119)
i=1
That is, the affine plane closest to x is Ag,, the orthogonal projection of x on A,
is x’.
(ii) Let u, € L be the lattice point closest to x, then

lx — x| < |x — uyl. (7.120)
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Proof Take v = §8,, then v € L, we want to prove that the distance between x and
A, is the smallest. Because x = Z;’zl viB}, so (see (7.119))

n—1
x—v=> y/B +(m— OB

i=1
* l *
= - A =lx—v—=Ul=lra = 8lIB,] = 518,
Letv; € L,v —v; ¢ U, by trigonometric inequality,
* 1 * 1 *
o= Aul Z 1Ay — Aul = Ix = Al Z [B,] =SB, = S 1B, = |x — Aul.

So it is correct to take v = §8,,. Secondly, we prove that the orthogonal projection x’

of x and affine plane A, is
n—1

X'=) "B+ 8B

i=1
Let’s first prove x’ € A,. Because v = §f,, and

n—1

n—1
Bo=Y ciBi + By = 0B, =) SciB] +; =v. (7.121)

i=l1 i=1

Thus

n—1

X —v= Z(y,- —38¢)Bf e U.

i=I

Thatisx' e U +v=A,. Andx — x' =88 = (x — x’)LU. Because

U, =2.

Then A, and U are two parallel planes, thus (x — x’)LA,. This proves that the
orthogonal projection of x on A, is x’, and thus (i) holds.
The proof of (ii) is direct. By the definition of x and any affine plane A,, the
distance of o € L satisfies
Ix —al = |x — Aql.

When a = v, because (x — x") LA,, thus
x —x|=|x— A, <|x —Ay|,Va € L.

Let u, € L be the lattice point closest to x, then take o = u,, there is
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X _x/| <|x _Auxl < x = uyl.
The Lemma holds.

Lemma 7.44 Let L = L(B) C R" be a lattice, x e R",a € L. If |x —a| < p,
where p = % min{|B||1 <i < n}, then the nearest plane operator tg has

3(x) = «. (7.122)

Proof Because of
X — Aol = Ix —a| < p.

By Lemma 7.42, A,, is the plane A, closestto x, thatis A, = A,. And 15(x) = w =
y + v, then we have

x —w| < |x —a| < p. (7.123)

By Lemma 7.41, we have « = w = 75(x). The Lemma holds!

Now let’s introduce the workflow of GGH/HNF password:

1. L =L(B)=L(R) C Z" is an integer lattice, R = [r, 2, ..., ;] is the private
key, B = [B1, B2, - - ., Bn] is the public key, and is the HNF basis of L, where

B* = diag{bi1, bn, ..., by}

We choose the private key R as a particularly good base, thatis p = % min{|r}]]1 <
i < n}. Specially, public key B satisfies

1
Ebi,‘ <p,¥Y1<i<n.
2. Letv € Z" be an integer, e € R” is the error vector, satisfies |e| < p.
3. Encryption: after any plaintext information v € Z" and error vector e are selected,
with p as the parameter, the encryption function f3 , is defined as

fBp(v,e) =Bv+e=c.

4. Decryption: We decrypt cryptosystem text ¢ with private key R. Decryption is
transformed into

fo,(v,€) = B~ (0).
where ty is the nearest plane operator defined by R.
By Lemma 7.44, when |e| < p, = |c — Bv| = |e| < p, thus

B '1x(c) = B 'tx(Bv+e¢) = B~'Bv = v. (7.124)
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This ensures the correctness of decryption.

Comparing GGH with GGH/HNEF, they choose the same encryption function, but
the decryption transformation is very different. GGH adopts Babai’s rounding off
method, while GGH/HNF adopts Babai’s nearest plane method. There is a certain
difference between the two at the selection point of error vector e. The error vector
e of GGH depends on each component of parameter o and e, and £o. The error
vector e of GGH/HNF depends on the parameter p as long as the length is less than
p. Therefore, GGH/HNF has greater flexibility in the selection of error vector e.

Next, we explain the reason why public key B chooses HNF basis. For any
entire lattice L = L(B) C Z", B* = [B}, B, ..., B;] is the corresponding orthog-
onal basis. Using the congruence relation mod L, we define an equivalent relation
in R”, which is also the equivalent relation between integral points in Z". By Lemma
7.24, quotient group Z" /L is a finite group, and |Z"/L| = d(L). We further give a
set of representative elements of Z" /L. Let

F(B*) = {Zx,-ﬁ:‘lo <x < 1} (7.125)

i=1

be a parallelogram, it can be compared with the base area F = F(B) of R"/L (see

Lemma 7.16).
F=F(B) = {Zx,ﬂ,-m <x < 1}.

i=1
F is just a quadrilateral.

Lemma 7.45 For any integer point a € 7", there is a unique w € F(B*) such that
o =w(modL).

Proof o € Z" is a integer point, then « can be expressed as a linear combination of
B*, write

n
a:Za,ﬂ;‘,ai e R.

i=1
[a;] represents the largest integer not greater than a;, Suppose

n

w=) ap —) lailp:. (7.126)
i=1

i=1

Then

n

a—w=>) [a]pi € L =>a=uwmodL).

i=I
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We prove that w € F(B*), linearly express w with the basis vector of B*,

w=>"bp.
i=1
We can only prove that 0 < b; < 1. By (7.52), it is not difficult to have

(w. By) _ (an—[aaDIB;1° _
B 17 1817

bn = a, — [an]

Thus 0 < b, < 1, It is not difficult to verify that V1 <i <n,we have 0 < b; < 1
by induction, that is w € F(B*). To prove uniqueness. Let

n
w = Za,-ﬁf, where |a;| < 1.

i=1
We prove that if

w=0(modL) & w = 0. (7.127)
Write w = Y __, b; 8, then by (7.52), there is

w B _blBP
Br. By B2
Becauseof w € Land |b,| < 1 = b, = 0.Itisnotdifficulttohave by = by, = --- =

b, = 0 by induction. That is w = 0, (7.127) holds.
aeZ", ifw, € F(B*),w, € F(B*),a = wi(mod L), « = w,(mod L), then

n =

wy; — wy = 0(mod L).

By (7.127), there is w; = w,. As can be seen from the above, w; € F(B*), w; €
F(B*), then when w; # wy, there is w; # w,(mod L), that is, the points in F'(B*)
are not congruent under mod L, the Lemma holds.

From the above lemma, any two points in parallelogram F (B*) are not congruent
mod L, therefore, for not congruent lattice points o, ap € L, then

{(F(BY ) + a1} N{F(B*) + a»} = @.

Thus, R” can be split into
R" = Uger F(B*) + a. (7.128)

By Lemma 7.45, any o € Z", there exists a unique w € F(B*) = o = w(mod L),
define
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w=oamodL.

Then ¢ — o mod L gives a surjection of Z" — Z" N F(B*), this mapping is a 1-1
correspondence of Z" /L — Z" N F(B*). Because if «, B € Z", then

oa=pB(modL) = amodL = BmodL € Z" N F(B*)
o # f(mod L) = amodL # Smod L.

By Lemma 7.24, we obviously have the following Corollary.

Corollary 7.9 If L = L(B) C Z" is an integer lattice, then F (B*) N Z" is a repre-
sentative element set of 7' /L, and

|[F(B*)NZ"| =d(L). (7.129)

If B is the HNF basis of the whole lattice L, then B* = diag{by, b2, . .., byu},
thus, parallelogram F'(B*) takes the simplest form:

F(B*) = {(x1, x2, ..., )0 < x; < by;}. (7.130)
This is a cube with a volume of d(L). Thus
Z”/L =F(BYNZ" = {(x1, 20, ..., x)|0 < x; < by, x; € Z}. (7.131)

This is another proof of Lemma 7.24.
amod L is called the reduction vector of & under module L, for any o € Z",
express that the number of bits of the reduction vector « mod L is

> “logh;; = log [ [(bir) = logd(L). (7.132)

i=l1

To sum up, the parallelogram of the HNF basis of L has a particularly simple
geometry, which is actually a cube, which is very helpful for calculating the reduction
vector x mod L of an entire point x € Z", the reduction vector is of great significance
in the further improvement and analysis of GGH/HNF cryptosystem. For detailed
work, please refer to D. Micciancio’s paper (Micciancio, 2001) in 2001.

7.7 NTRU Cryptosystem

NTRU cryptosystem is a new public key cryptosystem proposed in 1996 by the
number theory research unit (NTRU) composed of three digit theorists J. Hoffstein,
J. Piper and J. Silverman of Brown University in the USA. Its main feature is that
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the key generation is very simple, and the encryption and decryption algorithms are
much faster than the commonly used RSA and elliptic curve cryptography, NTRU, in
particular, can resist quantum computing attacks and is considered to be a potential
public key cryptography that can replace RSA in the postquantum cryptography era.

The essence of NTRU cryptographic design is the generalization of RSA on
polynomials, so it is called the cryptosystem based on polynomial rings. However,
NTRU can give a completely equivalent form by using the concept of g-ary lattice, so
NTRU is also a lattice based cryptosystem. For simplicity, we start with polynomial
rings.

Let Z[x] be a polynomial ring with integral coefficients and N > 1 be a positive
integer. We define the polynomial quotient ring R as

R=2Z[x]/(x" —1)={ag+arx +--- +ay_1x"Ya; € Z}.

Any F(x) € R, F(x) can be written as an entire vector,

N—1
F(x) = Z Fx' = (Fy, Fi, ..., Fy_1) € ZV. (7.133)
i=0

In R, we define a new operation ® called the convolution of two polynomials. Let
N-1 N-1
F(x) = Z Fix',G(x) = Z Gix'.
i=0 i=0

Define
N-—1

F®G=H(x) =) Hx'=(Hy.H....,Hy_).
i=0

Forany k,0 <k <N — 1,

k N-1
H, = Z FiGyi + Z FiGnyi—i
i=0

i=k+1
7.134
_ Y s, (7.134)
0<i<N
0<j<N
i+ j=k(mod N)

Lemma 7.46 Under the new multiplication, R is a commutative ring with unit ele-
ments.

Proof By (7.134),

FRG=GQRF,FQ(G+H)=FQG+FQH.
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So R forms a commutative ring under ®.
IfaeZ,0<a <N —1,is aconstant polynomial in R, then

a®F =aF = (aFy,aF,,...,aFy_1).
Therefore, R has the unit element ¢ = 1. The Lemma holds..
Let F(x) = (Fy, F1, ..., Fy_1) € R. Define

N-1
- 1
F = v Z F;, is arithmetic mean of the coefficients of F'. (7.135)
i=0

The L? norm (European norm) and L* norm of F are defined as

IFl = OV (Fr = F)):

. (7.136)
|Floo = maxo<j<y—1 F; — ming<;<y—1 F;.

Definition 7.11 Let d;, d> be two positive integers, and d; + d» < N, define poly-
nomial set A(d;, d) as

A(dy, dy) = {F € R|F has d; coefficients of 1, d, coefficients of — 1,
other coefficients are 0}. (7.137)

Lemma 7.47 Let1 <d < [%],
(i) Suppose F € A(d,d — 1), then

1
Flpo=,/2d —1— —.
[Fla =/ N

|F|, = /2d.

Proof If F € A(d,d — 1), by (7.135), then F =

(ii) If F € A(d,d), then

1
N thus

(IFl2)* = Ii‘l (F- = 1)2
"N

i=0
—Nf P 2p g
= PN N2

2 1 1
=2d—1——4—=2d—1— —,
N N N

so (i) holds. If F € A(d, d), then F= 0, thus
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(IF2)* =2d, = |Fl, = V2d.
The Lemma holds.

The parameters of NTRU cryptosystem are three positive integers, N, g, p, where
1 <p<gq,and (p,q) =1, thatis

parameter system = {(N, g, p)|l < p < g, and (p, q) = 1}.

When the parameter (N, g, p) is selected, we will discuss the key generation of
NTRU.

Key generation. Each NTRU user selects two polynomials f € R, g € R, deg f =
degg = N — 1,asprivatekey. Take f = (fo, f1,-.-, fn—1),8 = (80, 81> 8Nn—1)
as the row vector, then (f, g) € Z*¥ C R*N. Where f mod q is reversible as a poly-
nomial on Z, and f mod p is reversible as a polynomial on Z,, that is 3 F, €
Zglx], F, € Zp[x] such that

F;® f =1(modg), and F, ® f = 1(mod p). (7.138)

When the private key (f, g) is selected, the public key # is given by the following
formula:

h=F, ® g(mod gq). (7.139)

h can be regarded as a polynomial on Z,. Quotient rings Z, and Z, are

q q
Zq=Z/qZ=lan|—§§a<5}.
p

p
Z,=17 Z:{an ——<a<—}.
P /p | 7= 5
Encryption transformation. User B wants to use NTRU to send encrypted information
m to user A. First, the plaintext m is encoded as m € R, thatis m € ZN, then take
the value under mod p, that is
m € Zg .

Then select a polynomial ¢ € R, deg¢ = N — 1 at random, then use the public key
h of user A for encryption. The encryption function o is

om)=c=pp h+ m(modq). (7.140)
¢ is the cryptosystem text received by user A, ¢ is a polynomial on Z, and a vector
in ZN.

q

Decryption transformation. After receiving cryptosystem text ¢, user A decrypts
it with its own private keys f and F, and first calculates
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a=f®c(modgq). (7.141)

a as a polynomial on Z,, that is, a € Z;V is unique. Finally, the decryption transform

o~ lis

o7 '(c) =a® F,(mod p). (7.142)
Why is the decryption transformation correct? If the parameter selection meets
pp@h+mely. (7.143)

Then
c=ppQh—+m. (7.144)

Similarly, if c® f € Zf]v,thena = f ® c. By (7.142),
a®F,=F,® f®c=c=pp@h+m(mod p).

Thus
a® F, =m(mod p).

Because m € Zf]\’, )
o' e)=a® F, =m(mod p), = o () = m.
Therefore, the decryption transformation is correct under the conditions of (7.143)
andc® f € Z)).
NTRU’s encryption and decryption transformation cannot guarantee the correct
decryption of 100%. Because a is taken out as a polynomial under mod ¢ for decryp-

tion operation (see (7.142)). To satisfy (7.144), and ¢ ® f € ZY, then the following
formula is necessary,

If @cle =1f @ (PP ®h+m)lec <gq. (7.145)

Therefore, as a necessary condition, when the following formula holds, (7.145) holds.

|f ®@mloo <

NI

,wﬂm®mws% (7.146)

Lemma 7.48 Forany e > 0, there are constants ry and r, > 0, depending only on ¢
and N, for randomly selected polynomial F, G € R, then the probability of satisfying
the following formula is > 1 — ¢, that is

P{ri|F2|Gl2 = |[F ® Gloo < 12| F2|Gl2} = 1 —&.

Proof See reference Hoffstein et al. (1998) in this chapter.



324 7 Lattice-Based Cryptography
By Lemma, to satisfy (7.146), we choose three parameters dy, d, and d, where
feAldy,dr—1),ge€ Ald,, d,), ¢ € Ad, d). (7.147)

By Lemma 7.47, | f12, |gl» and |¢|, are known, we choose

q q
[flo-Imly =~ —, |}z |8l & —. (7.148)
4ry 4pr,

Then, Eq. (7.146) can be guaranteed to be true (in the sense of probability), so that
the success rate of the decryption algorithm will be greater than 1 — . Thus, (7.148)
becomes the main parameter selection index of NTRU.

Next, we use the concept of g-element lattice to make an equivalent description
of the above NTRU. We first discuss it from the cyclic matrix. Let 7 and T; be the
following two N-order square matrices.

0---01 0

0 0 I,
T = ] =)
I, :

0 10 0 O

Then TV = TN = Iy, T = T', and T; = T~!, because T is an orthogonal matrix
= T) = TV~! where I is the N-th order identity matrix,leta = (a, as, ..., ay) €
RY, it is easy to verify

aq an
as a)
T-|%B | =| %2 |, (a¢,a,a3...,ay)T1 = (ay,ay, a2, ..., ay_1).
an an-1
(7.149)
ap
a
The following general assumptions @ = | . | € RY are the column vector. The
an
N-order cyclic matrix T*(a) generated by a is defined as
T*(a) = [a, Ta, T?a, ..., TV a). (7.150)

Ifb = (by, ba, ..., by) € RY is a row vector, we define an N-order matrix
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b
bTy
Tr(b) = . . (7.151)
bT]N—l
In order to distinguish in the mathematical formula, 7*(a) and 7" (a) are some-
times written as 7*a and T}*a or [T*a] and [T*a]. Obviously, the transpose of T*(a)
is

a/

a’Tl
(T*(a)) = : =T\ (a). (7.152)
a/TlN—l

Equation (7.150) is column vector blocking of cyclic matrix, in order to obtain row
vector blocking of cyclic matrix. For any x € (x1, ..., xy) € R, we let

X = (XN, XN-1,.-.,X2,X]) = X = X.

Similarly, define column vectors X. So for any column vector a € RY, we have
T*() =1[a,Ta,T?a,...,T" 'a] = : ) (7.153)

On the right side of (7.153) is a cyclic matrix, which is partitioned by rows. We first
prove that the transpose of the cyclic matrix is still a cyclic matrix.

o]

(6%) -
Lemma749 Ya=| . | €RY, then (T*(a)) = T*(T"'a).

ay
o
(2%
Proof Let o= | . |eRY, by (7.152), (T*(a)) =T}(a'), where
ay
a' = (ay, ..., ay) is the transpose of «, let
B=(ar,ay,ay_1,...,02) =JT1.

Easy to verify
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B
BT
T/ (B) = : =T"(a).
BTN
There is
T/ (B) = (T*(B)) = T*(a).
Because o/ = (ay, y_1, -, a2, a1),and B = a'T}, so

B=Ta=T'f=a=a=T"18.

We let a = B/, then
(T*(@) = T*(a) = T*(T ).
We have completed the proof of Lemma.
Next, we give an equivalent characterization of cyclic matrix.

ay

as)
Lemma 7.50 Let A = (a;j))nxn,a = . € RV is the first column of A, then

ani
A =T%*(@a) is a cyclic matrix if and only if for all 1 <k <N, if 1 +i —j =
k(mod N), then a;; = ay,.

Proof 1If A = T*(a) is a cyclic matrix, by simple observation, there is

apg =dxp =+ =d4dNN = a1

ay) =daz = -+ =4NN-1 = 21

A(N—-1)1 = an2

anip = ani
Thus, 1 +i — j = k. The same applies to i < j. We have
k=N+4+1+4+i—j=1+4+i—j=k(modN).

So the Lemma holds.

The following lemma characterizes the main properties of cyclic matrices.
ai by

Lemma 7.51 [fa = N INES : are two column vectors, then

ay by
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(i) T*(a)+T*(b) =T"(a+Db).
(ii) T*(a) - T*(b) = T*([T*a] - b), and T*(a)T*(b) = T*(b)T*(a).
(iii) det(T*(a)) = [[r_, (@1 + ax&x + - - - + an&]™"). Where & (1 <k < N) is the
root of all N-th units of 1.
(iv) Ifthe cyclic matrix T*(a) is reversible, the inverse matrix is (T*(a)) ™' = T*(b),
Where b is the first column of T*(a).

Proof (i) is trivial, because
T*(a)+T*(b) =la+b, T(a+b),...,T" a+b)] = T*(a+b).

To prove (ii), using the row vector block of cyclic matrix (see (7.153)), then

a'Ty a'Tib
a'T? a'Tb
[T*(a)]b = .| bh= . ,
a'TV aTNb
and _
a/Tl
a'T?
T*(a) - T*(b) = , [b, Th, ..., TV 'b] = (A;))Nxn-
a'TVN
where

ar

Ajj = a'T} - Ti—1p — ?TINJFFHII; -2 T1i+1—jb.

By Lemma 7.50, then T*(a) - T*(b) = T*([T*(a)]b), so there is the first conclusion
of (ii). We notice that

A=A = b’leflT"E = b’TINﬂ‘*lﬂa = b’Tlf*ifla_

Itis easy to prove that for any row vector x and column vector y, thereisx - y =X - y,
and

xTF=x-TV 1<k <N. (7.154)

Thus, o ' . ' '
Aij — b/T]jfzflE — b,T]N+l+17]Cl — b/T11+17Ja.

This proves that T*(a)T*(b) = T*(b)T*(a); that is, the multiplication of cyclic
matrix to matrix is commutative.

To prove (iii), suppose (T*(a))’ = A, but det(T*(a)) = det((T*(a))’), so we just
need to calculate det(A). Make polynomial f(x) =a; +ax +---+ ayxN~!, and
let
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1 1 1 - 1
& & & - &y
v=| & & & - §
55;.55;155;1”'55;.
Then
f&D) f& - fGw)
Ay — | BFE)  &fE) - EnféEn)
EVNFED T &) - ENT FEN)
So

det(A) det(V) = det(AV) = f (&) f(52) - - - f(En) det(V).

Because §; is different from each other, that is det(V) # 0, so

det(A) = f (1) f(E2) -+ fN)

N
=[Tre
k=1
N
= H(al + @k + - +ang) ).
k=1

1
Now prove (iv). Lete = | . | € R¥, then
0
T*(e) = e, Te,..., TN el = Iy.
So take b € R" to satisfy
T*(a) -b=e= b= (T*() e
Obviously, b is the first column of (T*(a))~!, by (ii),
T*(@)T*(b) = T*((T*(a)1b) = T*(e) = Iy.

Thus, (T*(a))~' = T*(b). In other words, the inverse of a reversible cyclic matrix
is also a cyclic matrix.
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ai

Corollary 7.10 Let N beaprime,a = | . | € R", satisfya # 1, and vazl a; #

an
0, then the cyclic matrix T*(a) generated by a is a reversible square matrix.

Proof Under given conditions, we can only prove det(7T*(a)) # 0. Let &
= exp(%), 1 <k<N-—1,be N — 1 primitive unit roots of N-th( because N
is a prime), if det(7*(a)) = 0, because of ZlNzl a; #0,theremustbe ak, 1 <k <
N — 1, such that

a) + eran +8,%a3 +-~-+8,]<V*1aN =0.

In other words, ¢ is a root of polynomial ¢ (x) = a; + axx + - - - + ayxV !, s0 ¢ (x)
and 1 +x + --- 4+ x"~! have a common root &, therefore, the greatest common
divisor of two polynomials

(@), 1+x+--+x"1H>1.

Since 1+ x + --- +xV~! is a circular polynomial, it is an irreducible polynomial,
a # 1, contradiction shows det(7*(a)) # 0, the Corollary holds.

Next, we give an equivalent description of a lattice of NTRU by using the cyclic
matrix. Firstly, we define the linear transformation o in the even dimensional
Euclidean space R2V if x and y are two column vectors, define

x| | Tx 5
a[y}_[Ty}eRN. (7.155)

Equivalently, if x € RV, y € R" are two row vectors, define
o(x,y) = Ty, yTy) € R*M. (7.156)

Obviously, o defined above is a linear transformation of RV — R2V,

Definition 7.12 An entire lattice L C R?" is called a convolution g-ary lattice, if

() L is g-ary lattice, that is gZ*N c L c Z>N.
(ii) L is closed under the linear transformation o, that is, x, y € R¥ is the column

vector,
H eL:,amz[TX] L.
y y Ty

Recall that NTRU’s private key is two N — 1-degree polynomials f = Z,N: 61 fixt,
g= ZZN: 51 gix', and write f and g in column vector form:
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Jo
f= : eZ", f'=(fo. fi..... fn-1) € Z".
| fyo1 |
And _ _
80
g = : eZ, g =(g.81,....8v-1) € Z".
| av-1 ]

NTRU’s parameter system is N, g, p is two positive integers, N is prime, p < ¢,
and defines a polynomial set

Ag{p,0,—p} = {f(x) € ZV|d + 1 coefficients of f are p,
d coefficients of f are p, others are 0}. (7.157)

Select two polynomials f, g € Z" of degree N — 1, and parameter d are positive
integers, which meet the following restrictions.

(A) N, p,q,dy are positive integers, N isaprime, 1 < p <gq, (p,q) =1;
(B) f and g are two polynomials of degree N — 1, and the constant term of f is 1,
and

f_ le Adf{p70’ _p}vg € Ad,{P’Ov _p}

(C) T*(f) is reversible mod g.

The above (A)—(C) are the parameter constraints of NTRU. Obviously, under
these conditions, T*(f) and T*(g) are reversible matrices, and

T*(f) = Iy(mod p), T*(g) = 0(mod p). (7.158)

After the polynomials f and g satisfying the above conditions are selected as the

private key, then |:£ € Z*N, let’s construct a minimum convolution g-ary lattice

containing |:£ ] Suppose

A = [T{(f), T ) vy, and A’ = [ﬁ((g } . (7.159)

Consider A as an N x 2N-order matrix on Z,, thatis A € Zfiv *2N then by (7.45), A
defines a 2N dimensional g-ary lattice A,(A), that is

Ag(A) = {y € Z*N| there is x € Z" = y = A'x(mod ¢)}. (7.160)
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We prove that A, (A) is a convolution g-ary lattice containing |: § ] First, we prove
the following general identity

aj
Lemma 7.52 Supposea =| . | € RY, then for¥Y x e RN and 0 <k < N — 1,

an
we have
TX(T*(a)x) = T*(a)(T*x), where T = 1.

Proof k = 0 is trivial, obviously, we can assume k = 1, that is

T(T*(a)x) = T*(a)(Tx). (7.161)
By (7.153), . .
a'T\x a'x
?lex a'Tyx

T(T*(a)x) =T . =
a'TNx

Because of T = T,N_l , then the right side of Eq.(7.161) is

dTTx a'x
. a'TTx a'Tyx
T*(a)(Tx) = . =
a'TNTx aTN 'x

So (7.161) holds, the Lemma holds.
Lemma 7.53 A, (A) is a convolution q-ary lattice, and |:§i| € Ay(A).

Proof By Lemma 7.27, A,(A) is a g-ary lattice, that is gZ* C A,(A) C Z*N, we
only prove A, (A) is closed under linear transformation o. If y € A, (A), then there
isx € Z¥ = y = A’x(mod g), by the definition of o,

_NTTH0) | _ | T*NOTx | _
o(y) = [ T(T*(g)x)i| = |:T*(g)Txi| = A'Tx(mod q).

Because of x € ZY = Tx € ZV, thus o(y) € A4(A). That is, A,(A) is a con-
1

0
volution g-ary lattice, which is proved |:§] € ANj(A). Lete=| | | € ZN | then
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T*(f) - e is the first column of T*(f), that is

T*(fe= f,T*(g)e =g.

Thus,

| T De | _ | f
we=[T0¥] e,

The Lemma holds.

With the above preparation, we now introduce the equivalent form of NTRU in
lattice theory.

Public key generation. After selected private key § € Z*N, NTRU'’s public
key is generated as follows: Because the convolution g-ary lattice A, (A) containing

[ch :| is an entire lattice, A, (A) has a unique HNF basis H, where

Iy T*(h
H= [ g qI(N)} Jh=[T*(f)] " g(mod q). (7.162)

By (7.48) of Lemma 7.28, the determinant d(A,(A)) of A,(A) is
d(Ag(A) = |det(Ay(A)] = g*" " =¢g".

So the diagonal elements of H are Iy and ¢Iy. By the assumption T*(f) € ZN*V,
and reversible mod ¢, [T*(f)]~' is the inverse matrix of T*(f)mod g, h € ZV, its
component 4; is selected between —% and %, that is —% <h; < %, such an £ is the
only one that exists. It is not difficult to verify that H is an HNF matrix and the
lattice generated by H is A4(A), so H is the HNF basis of A,(A). H is published
as a public key.

Encryption transformation. The message sender encodes the plaintextasm € Z",

and randomly select a vector r € Z" to satisfy
me Ay {1,0,—1}, r € A4, {1,0, —1}. (7.163)

That is, m has dy + 1 1, dy —1, other components are 0. Then, the plaintext m is
encrypted with the public key H of the message recipient:

c=H|:’7] = [’”Hg*(h)]r} (mod ¢). (7.164)

c is called cryptosystem text, the first N components are m + [T*(h)]r, the last N
components are 0.
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Decryption transformation. If all components of m + [T*(h)]r are between inter-
vals [— %, %), the message receiver can determine that the cryptosystem text c is

e |m + [T*(h)]r
= 0 .

Then decrypt it with its own private key 7*( f),

c=[T*(Hlm + [T*(NHIT™(W)]r(mod q)

. . (7.165)
= [T*()lm + [T (g)]lr(mod q).

By the definition of 4, there is
[T*(f)]h = g(mod q) = T*([T*(f)]h) = T*(g)(mod q).

And by Lemma 7.51, there is T*([T*(f)]h) = T*(f) - T*(h), so

T*(f)T*(h) = T*(g)(mod q).

Equation (7.165) holds.
If

. . q 971~
[T*(f)lm + [T*()]r € [—5, 5] . (7.166)
So do mod p operation on [T*( f)]m + [T*(g)]r, and by (7.158), thus
({T*()Im +[T*(g)]r)mod p = Iym +0-r = m. (7.167)

The correctness of decryption transformation is guaranteed.
In order to ensure that (7.167) holds, it can be seen from the above analysis that
the following conditions are necessary.

* _ 49 497N
{m+[T M e -4, 4] 168)

[T*()m +[T*(r € [-5, 51V

Obviously, the first condition can be derived from the second condition; that is, the
(7.168) can be derived from the (7.166). We first prove the following Lemma.

“¢-1
2p

Lemma 7.54 If the parameter meets dy < , then

N
[T (HIm+ (7@ e [-2. 2]

Proof Because all components of m and r are &1 or 0, therefore, we only prove that
the absolute value of the row vectors of [T*(f)] and [T*(g)] is not greater than %.
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Write f' = (fo, f1,-.., fn—1), because of fy =1,

N—-1 N—-1 q
DA =D fI=1+@ds 4+ Dp < 7.
i=0 i=0
Similarly,
N-1 N—-1 q
> & =D lgil=@ds+p <7
i=0 i=0
Thus
. . g 91"
[T (f)lm + 1T € [-1. ]
2°2
The Lemma holds.

According to the above lemma, NTRU algorithm needs to add the following
additional conditions to ensure the correctness of decryption transformation:

D) .
< —(Z_ ).

dy o

To sum up, when NTRU cryptosystem satisfies the additional restrictions (A)—(D)
on the parameter system, the private key is £ and the public key is HNF matrix H,

the encryption and decryption algorithm can be based on the algorithm introduced
above.

7.8 McEliece/Niederreiter Cryptosystem

McEliece/Niederreiter cryptosystem is a cryptosystem designed based on the asym-
metry of coding and decoding of a special class of linear codes (Goppa codes) over
a finite field. It was proposed by McEliece and Niederreiter in 1978 and 1985. It is
included in the category of postquantum cryptography. We start with cyclic codes.
Recall the concept of linear code in Chap. 2, let IF, be a g-element finite field, also
known as the alphabet, and the elements in IF, are called letters or characters. The
N-dimensional linear space IF(’,V on I, is called the codeword space of length N. Any
avectora = (ap, ai,...,ay_1) € Ff]v, a is called a codeword of length N, which is
usually written as a = apa; - - -ay—; € IE‘ZqV , from the previous section, we have

aTy = (ag, ay, ...,ay_1)T1 = (ay—1, ao, ai, ..., an-2). (7.169)

The reverse codeword a of a codeword a = aga - - - ay—_; is defined as
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E:aN_laN_zn-a]ao (S F(I[\/ (7170)

IfC c Fév ,and C is a k-dimensional linear subspace of FY, which is called a linear
code, usually written as C = [N, k], k =0, or k = N, [N, 0] and [N, N] is called
trivial code, actually,

[N,0]={0=00---0}, [N, N] = FV.

The reverse order code C of code C is defined as C = {¢|c € C}, obviously, if
C =[N, k], then C = [N, k].

Definition 7.13 A linear code C of length N is called a cyclic code, if V¢ € C =
cT) € C.

Next, we give an algebraic expression of cyclic codes using ideal theory. For
this purpose, note that F,,[x] is a univariate polynomial ring on F,, and (x" — 1) is
the principal ideal generated by polynomial xV — 1. Write R = F,[x] J{xN —1) as
quotient ring. If @ = apa; ---ay_y € F), then a(x) =ap + aix--- +ay_1x¥ ' €
R,soa — a(x) is a 1-1 correspondence of ]FﬁlV — R and an isomorphism between
additive groups. In this correspondence, we equate codeword a with polynomial
a(x). Thatis a = a(x) = F) = R = F,[x]/(x" — 1), and any code C C F)\.

C=Ckx)={c(x)|ceC}CR.

That is, a code C is equivalent to a subset of F,[x]/(x" — 1). The following lemma
reveals the algebraic meaning of a cyclic code.

Lemma 7.55 C C F) is a cyclic code < C(x) is an ideal in Fy[x]/(x" — 1).

Proof 1f C(x) is an ideal of F,[x]/ (x¥ — 1), obviously C is a linear code, for any
code ¢ = cocy - --cy_1, there is c(x) = cog+c1x + - - +cy_1xV ! € C(x), thus
xc(x) =cy_1 +cox +cx2+ -+ eyxVN e Cx). So ¢T) =cy_icocy -+ -
cy—2 € C, Cisacyclic code on F,. Conversely, if C is a cyclic code, then ¢T; € C,
thus chk e C,forall0 < k < N — 1holds. Where Tlo = Iy isthe N-th orderidentity
matrix. Since the polynomial chk (x) corresponding to chk is

cTf(x) = xFe(x). (7.171)

SoV g(x) € R = g(x)c(x) € C(x). This proves that C(x) is an ideal. The Lemma
holds.

Using the homomorphism theorem of rings, we give the mathematical expressions
of allideals in R. Let 7z be the natural homomorphism of F, [x] SN F,[x]/ N — 1y,
then all ideals in R correspond to all ideals containing kerm = (xV — 1) in F,lx]
one by one, that is
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kerr = (xV — 1) € A C F,[x] = F,[x]/(x" —1) = R.

Since I, [x] is the principal ideal ring and A is an ideal of IF,[x], and (xN —1) C A,
then
A = (g(x)), where g(x)|x" — 1. (7.172)

Therefore, all ideals in R are finite principal ideals, which can be listed as follows
{{g(x)) mod N — 1|g(x) divide N —1).

where (g(x)) mod x"V — 1 represents the principal ideal generated by g(x) in R, that
is

(g(x)) modx" — 1 = {g(x) f(x)|0 < deg f(x) < N —deg(g(x)) —1}. (7.173)

This proves that F,[x]/(x" — 1) is a ring of principal ideals, and the number of
principal ideals is the number d + 1 of positive factors of x¥ — 1. The so-called
positive factor is a polynomial with the first term coefficient of 1. Therefore, the
Corollary is as follows:

Corollary 7.11 Let d be the number of positive factors of x — 1, then the number
of cyclic codes with length N is d + 1.

A cyclic code C corresponds to an ideal C(x) = (g(x)) modx" — 1 in R, we
define

Definition 7.14 Let C be a cyclic code, if C(x) = (g(x)) mod x¥ — 1, then g(x) is
called the generating polynomial of C, where g(x)[x" — 1.

If g(x) =x — 1, then (xV — 1)modx" — 1 = 0, corresponding to zero ideal
in R. Thus, the corresponding cyclic code C = {0 = 00 - - - 0} is called zero code. If
g(x) = 1, then (g(x)) mod x" — 1 = R. The corresponding code C = F,). There-
fore, there are always two trivial cyclic codes in cyclic codes of length N, zero code
and IF(’;’ , which correspond to zero ideal in R and R itself, respectively.

Lemma 7.56 Let g(x)|x" — 1, g(x) be the generating polynomial of cyclic code C,
anddeg g(x) = N — k, then C is [N, k] linear code, further, let g(x) = go + g1x +
oo g1 XV ey xN K the corresponding codeword g = (go, g1, - . .,
gN-,0,0,...,0) € C, then the generating matrix G of C is

8
8T
G=| ". (7.174)

k—1
ng kxN
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Proof Let C correspond to ideal C(x) = (g(x)) mod xV — 1, then g(x), xg(x), ...,
x¥~1g(x) € C(x), their corresponding codewords are {g, g7, ...,ngk_l} cC,
let’sprovethat{g, gT1, ..., ngk_l}isasetofbases of C.Ifdqg; € F; = Zf-‘;(; a,-ng
= 0, then its corresponding polynomial is 0, that is

k—1 k—1 k—1
(z a,-gT;') 0= argTie) = 3 arrig() = 0.
i=0 i=0 i=0

Thus
k-1
Y ax'=0=Va;=00<i<k—1
i=0
That is, {g, gT1, ..., ngk_l} is a linear independent group in C. Further Vc € C,

we can prove that ¢ can be expressed linearly. suppose ¢ € C, then c¢(x) € C(x), by
(7.174), there is f(x),

fE =fot+ fix+- -+ ficrx ' = c(x) = g(x) f(x)
k—1 k—1
=Y fix'g) = c=)" figl}.

i=0 i=0

This proves that the dimension of linear subspace C is N — deg g(x) = k; thatis, C
is [N, k] linear code. Its generating matrix G is

8
gT
G = .

k—1
ng kxN

The Lemma holds.
Next, we discuss the dual code of cyclic code and its check matrix.

Lemma 7.57 Let C C ]Ff]\’ be a cyclic code and g(x) be the generating polyno-
mial of g(x), degg(x) = N —k, let g(x)h(x) =xN — 1, h(x) = ho+ hjx +--- +
hix®, h = (ho, hy, ..., 7, 0,0,---,0) € ]FIqV is the corresponding codeword. h is
the reverse order codeword, then the check matrix of C is

hTy
H = ) . (7.175)

7 N.—k—l
h Tl (N—=k)xN
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The dual code C+ of C is [N, N — k] linear code, and
C*t ={aHla € F)™},

h(x) is called the check polynomial of cyclic code C.

Proof By Lemma 7.56, C is a k-dimensional linear subspace, and the generat-
ing matrix G is given by (7.175). Because of g(x)h(x) = x" — 1, then there is
g(x)h(x) = 0inring R. Equivalently,

gohi +gihi1+ -+ gn_ihi—y+k =0, YO0 <i <N - 1.

The matrix of the above formula is expressed as GH' = 0, so H is the generation
matrix of dual code of C, and we have Lemma holds.

Remark 7.5 The polynomial /(x) corresponding to the reverse codeword / is

h(x) = hox™ V4 hxVN 2 4o VL

In general, when A (x) 2N — 1, h(x) 1 xN — 1, therefore, the dual code of cyclic code
is not necessarily cyclic code.

Definition 7.15 Let xV — 1 = g;(x)g2(x) - - - g/ (x) be the irreducible decomposi-
tion of x¥ — 1 on IF,, where g;(x)(1 < i < t) is the irreducible polynomial with the
first term coefficient of 1 in IF, [x]. Then the cyclic code generated by g; (x) is called
the i-th maximal cyclic code in FY, denote as Ml.+. The cyclic code generated by
V-1
8i(x)

is called the i-th minimal cyclic code, denote as M.

Minimal cyclic codes are also called irreducible cyclic codes because they no
longer contain the nontrivial cyclic codes of IF;V in M;". The irreducibility of minimal

cyclic codes can be derived from the fact that the ideal M; (x) in R corresponding
to M;” is a field. We can give a proof of pure algebra.

Corollary 7.12 Let M;" be the i-th minimal cyclic code of IF‘(IJV (I<i<rt, M (x)
is the ideal corresponding to M in R, then M; (x) is a field, thus, M;" no longer
contains any nontrivial cyclic code of IF;V .

Proof Let g(x) = (x"¥ — 1)/g;(x), gi(x) be an irreducible polynomial in F,[x], by
(7.175),
M (x) = g(0)F,[x]/(x" — DF,[x] = Fylx]/gi (x)F,[x],

where g(x)F,[x] is the principal ideal generated by g(x) in IF,[x]. Since g;(x) is an
irreducible polynomial, so M; (x) is a field.

Example 7.1 All cyclic codes with length of 7 are determined on binary finite field
F,.
Solve: Polynomial x” — 1 has the following irreducible decomposition on F
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X =1=@-DE+x+ D+ x2+1).

Therefore, x” — 1 has 7 positive factors on IF,, by Corollary 7.11, there are 8 cyclic
codes with length of 7 on IF,. Where 0 and [Fj are two trivial cyclic codes. There
are three maximal cyclic codes generated by g(x) = x — 1, g(x) = x> + x + 1 and
g(x) = x* + x? + 1, respectively. The dimensions of the corresponding cyclic codes
are 6 dimension, 4 dimension and 4 dimension. Similarly, there are three minimal
cyclic codes, corresponding to the dimension of one and two three-dimensional cyclic
codes.

Another characterization of cyclic codes is zeroing polynomials, if xV — 1 =
g1(x)--- g/(x), the ideal Mi*(x) in R corresponding to the maximum cyclic code
M;"(1 <i <t) generated by g, (x) is

M (x) = {g:(x) f(0)]0 < deg f(x) < N — deg gi(x) — 1}.

Let 8 be aroot of g; (x) in the split field. Then g; (x) is the minimal polynomial of 8
inF,[x],all c(x) € M;“(x) = ¢(B) = 0. Therefore,

Mi*'(x) = {c(x)|c(x) € R, and c(B) = 0}.

Example 7.2 Suppose N = (g™ —1)/qg —1,(m,q — 1) =1, B is an N-th primi-
tive unit root in Fy», then the cyclic code

C ={c)[c(B) =0,c(x) € R}
is equivalent to Hamming code [N, N — m].
Proof Because (m,q — 1) = 1, and
N=q¢""'"+4¢"7+ - +q+1=(@q-D@" > +2¢" 7+ +m - D) +m.
So (N, q — 1) = 1. Therefore, 8@~V £ 1,for1 <i < N — 1, in other words, 8’ ¢
F,forV1 <i < N — 1holds. InF,», any two elements of {1, 3, ,32, e, ,BN’l} are

linearly independent on IF, . If each element is regarded as an m-dimensional column
vector on [Fy, then the m x N-order matrix

H=1[188%.... B sn

constitutes the check matrix of cyclic code C, and any two rows of H are linearly
independent on [, by the definition, C is [N, N — m] Hamming code.

Lemma 7.58 Let C C F) be a cyclic code, C(x) C Fylx]/(x" — 1) be an ideal,
(N, g) = 1, then C(x) contains a multiplication unit element c(x) € C(x) =

c(x)d(x) = d(x)(modxN — 1),Vd(x) € C(x).
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The unit element c(x) in C(x) is unique.

Proof Because (N, g) = 1 = x"¥ — 1 hasnodoublerootin F,,let g(x) be the gener-
ating polynomial of C and % (x) be the checking polynomial of C, thatis g(x)h(x) =
x™ — 1. Therefore, (g(x), h(x)) = 1, and there is a(x), h(x) € F,[x], =

a(x)gx)+bx)h(x) =1.

Letc(x) =a(x)g(x) =1 —b(x)h(x) € C(x), soforVd(x) € C(x), write d(x) =
g(x) f(x), thus

cx)d(x) = a(x)gx)g(x) f(x)
= =bx)h(x))gx)f(x)
=g(x) f(x) = bx)h(x)g(x) f(x).

Therefore
c(x)d(x) = d(x)(mod x™ — 1).

Thereis c(x)d(x) =d(x)inR =T, [x]/{x" — 1). Thatis, c(x) is the multiplication
unit element of C(x). obviously, c(x) exists only. The Lemma holds.

Definition 7.16 C C ]F;V is a cyclic code, and the multiplication unit element c(x)
in C(x) is called the idempotent element of C. If C = M;" is the i-th minimal cyclic
code, the idempotent element of C is called the primitive idempotent element, denote
as 6;(x).

Lemma 7.59 LetC; C F(IIV, C, C ]Ffiv are two cyclic codes, (N, q) = 1, Idempotent
elements are c|(x) cy(x), respectively, then

(i) Cy () Cy is also the cyclic code of FY, idempotent element is ¢y (x)cy(x).
(ii) Ci 4+ C, is also the cyclic code of IE‘(’IV, idempotent element is c1(x) + c2(x) +
c1(x)ez(x).

Proof Tt is obvious that C; () C; and C + C; are cyclic codes in F¥, because they
correspond to ideal C(x) and C»(x) in R, we have

Ci(x) N Car(x) and Ci(x) + Co(x)

is still the ideal in R. Therefore, the corresponding codes C| N C; and C| + C; are
still cyclic codes, and the conclusion on idempotents is not difficult to verify. The
Lemma holds.

In 1959, A. Hocquenghem and 1960, R. Bose and D. Chaudhuri independently
proposed a special class of cyclic codes, which required minimal distance. At present,
it is generally called BCH codes in academic circles.
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Definition 7.17 A cyclic code C C Fflv with length N is called a -BCH code. If its
generating polynomial is the least common multiple of the minimal polynomial of
B, ,32, el ,8‘3’1, where § is a positive integer, 8 is a primitive N-th unit root. 5-BCH
code is also called BCH code with design distance of 8. If 8 € Fyn, N = g™ — 1,
such BCH codes are called primitive.

Lemma 7.60 Let d be the minimal distance of a 6-BCH code, then we have d > 6.

Proof Suppose xV —1 = (x — 1)g1(x)g2(x) - - g,(x), B is a primitive N-th unit
root on Iy, then B is the root of a g;(x). Let deg g;(x) =m = B € F;n. Because
of [Fyn : F,]1 = m, we can think of 8, g2, ..., B°~! as an m-dimensional column
vector. Let H be the following m(§ — 1) x N-order matrix.

1 ﬂ ,BZ . ,3N71
1 ﬂZ ﬂ4 . IBZ(Nfl)
H=/|. . S .

as—1 2(3—1)”: (N—i)(a—l)
1 B B m@E—1)xN

In fact, H is the check matrix of §-BCH code C, that is
ceC«=cH =0.

We prove that any (6 — 1) column vectors of H are linear independent vectors. Let
the first component of these (§ — 1) column vectors be g, 2, ..., B!, where
i; > 0, the corresponding determinant is Vandermonde determinant A, and

A = 131‘1+iz+---+i571 1_[(131} _ IBi.c) # 0.

r>s

Therefore, any (6 — 1) column vectors of H are linearly independent. Thus, the
minimum distance of C is d > 4.

Now, we can introduce the design principle of McEliece/Niederreiter cryptosys-
tem. Its basic mathematical idea is based on the decoding principle of error correction
code. Recall the concept of error correction code in Chap.2, acode C C IF(’JV is called
t-error correction code (¢ > 1 is a positive integer). If forV y € ]Fﬁlv , there is at most
one codeword c € C = d(c, y) <t,d(c, y)is the Hamming distance between ¢ and
y. We know that if the minimum distance of a code C is d, then C is a ¢-error correc-
tion code, where t = (%] is the smallest integer not less than %. Lemma 7.60
proves the existence of z-error correction codes for any positive integer ¢, i.e., 2¢ + 1-
BCH code (§ = 2t + 1), this kind of code is called Goppa code (see the next section),
which provides a theoretical basis for McEliece/Niederreiter cryptosystem. Next, we
will introduce the working mechanism of this kind of cryptosystem in detail. First,
let’s look at the generation of key.

Private key: Select a ¢-error correction code C C FY, C = [N, k], H is the check
matrix of C, H is an (N — k) x N-dimensional matrix. For V x € ]Fﬁlv, x— xH' €
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IF;V ~is a correspondence of Spaces IF;V to ]Ffiv —k, let’s prove that this correspondence

is a single shot on a special codeword whose weight is not greater than ¢.
Lemma 7.61 Vx,y € IF(]IV ifxH = yH', and w(x) < t,w(y) <t, then x = y.

Proof By hypothesis,
xH =yH = (x—y)H =0=>x—yecC.

Obviously, the Hamming distance d(0, x) = w(x) <t between x and 0, and the
Hamming distance d(x, x — y) between x and x — y is

dix,x —y)=wkx —(x —y)) =w(y) <.
Because C is t-error correction code, then x — y = 0, the Lemma holds.

We use ¢-error correction code C and check matrix H as the private key.

Public key: In order to generate the public key, we randomly select a permutation
matrix Py S0 that Iy is an N-order identity matrix, Iy = [e1, €2, ...,en],0 € Sy
is an N-ary substitution, then

P =o(y) =lesq); €52)s - - -1 €ov)]-

This kind of matrix is also called Wyel matrix. A nonsingular diagonal matrix
diag{Ai, A2, ..., An}(A; € Fy, A; # 0) can also be randomly selected, and suppose

P = o(diag{A, Ay, ..., An}) = diag{As,, Aoy, o5 Aoy )

Let M be an (N — k) x (N — k)-order invertible matrix. The public key is the (N —
k) x N-order matrix K generated as follows,

K = PH'M, this is N x (N — k) ordermatrix.

We take K as the public key and H, P and M as the private key.
Encryption: Let m € IF;" be a codeword, w(m) < t, encrypt m as plaintext as
follows.
c=mK € IFf]V ~*_ ¢ is cryptosystem text.

In fact, a plaintext with length N and weight no greater than # on I, is encrypted
into a cryptosystem text with length (N — k) on I, through public key K.
Decrypt: After receiving cryptosystem text ¢, decrypt it through private keys H, P
and M.
c-M'=mKM™' =mPHMM ™' =mPH'.

Since mP € ]F’q\' and m have the same root, that is
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w(m) =wmP) <t.
Using the decoding principle of error correction code: all codewords xH' = mPH'

satisfying x € ]Fg’ actually constitute an additive coset of code C, as the leader vector
of this additive coset, m P can be obtained accurately. That is

, decode
—>

mPH mP.

Finally, we have m = (mP) - P~!, and get plaintext.

7.9 Ajtai/Dwork Cryptosystem

By choosing an appropriate n x m-order matrix A € Z;”", two m-dimensional ¢-
element lattices A, (A) and A;(A) are defined (see (7.45) and (7.46)),

AJA) ={yeZ"FxeZ"= y= Ax(modq)}

and
A, (A) = {y € Z"|Ay = 0(mod q)}.

Using matrix A, an anti-collision hash function can be defined:
fA:{O,l,...,d—l}’”—>ZZ, (7.176)
where forany y € {0, 1, ...,d — 1}, define fa(y) as
Sfa(y) = Ay modgq, (7.177)
If parameter d, g, n, m is satisfied

nloggq —m

nlogg < mlogd =
logd

(7.178)

Then Hash function f4 will produce collision, that is there is y, y’ e{0,1,...,d —
1),y #y,and f4(y) = fa(y'). By (7.177), we have it directly

A(y —y)=0(modq) =y —y € Al (A),

this shows that the collision points y and y’ of Hash function f, directly lead to a
shortest vector y — y on g-element lattice A;- (A).

In order to obtain the anti-collision Hash function, the selection of n x m-order
matrix A is very important. First, we can select the parameter system: let d = 2,
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g =n?, nlm, and mlog2 > nlogq, where n is a positive integer. In Ajtai/Dwork
cryptographic algorithm, there are two choices of parameter matrix A, one is cyclic
matrix and the other is more general ideal matrix. Their corresponding g-element
lattice AqL(A) are cyclic lattice and ideal lattice, respectively.

Cyclic lattice

Because n|m, A can be divided into %' n x n-order cyclic matrices, that is

A=[AD AP . A6, (7.179)

where o) € Z? is the n-dimensional column vector and A" is the cyclic matrix
generated by a” (see (7.149)), that is

AD = T @Dy = [0, Ta®, ... T D] 1 <i <2,
N )
Aiscalled ann x m-dimensional generalized cyclic matrix, and the g-element lattice
in R™ defined by A,

A;(A) ={y € Z"|Ay = 0(mod )}

is called a cyclic lattice. The Ajtai/Dwork cryptosystem based on cyclic lattice can
be stated as follows:

Algorithm 1: Hash function based on cyclic lattice.

Parameter: ¢, n, m, d is a positive integer, n | m, mlogd > nloggq.

Secret key: 2 column vectors a? e Zy1<i<t

Hash function f4 : {0, 1,...,d — 1}" — Z; define as

fa(y) = Ay(mod q),

the cyclic matrix A € Z;™™ is given by (7.179).

We can extend the above concepts of cyclic matrix and cyclic lattice to more
general cases and obtain the concepts of ideal matrix and ideal lattice. Let 2 (x) be
the first integer coefficient polynomial of n degree, h(x) = x" + a,_1x" ' 4+ .- +
ajx + ag € Z[x], define the rotation matrix 7}, as

T, = . , (7.180)

—an—1
if h(x) = x" — 1 is a special polynomial, then 7, = T. T is highlighted in Sect.7.7
of this chapter. Here, we discuss the more general 7j,. Obviously, when the constant

term ag # 0, Tj, is a reversible n-order square matrix, and 7;, = det(7},) = (—1)"ay.

Lemma 7.62 The characteristic polynomial of rotation matrix Ty, is f(A) = h(}).
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Proof By the definition, the characteristic polynomial f () of T, is

£ = dethl, — Ty)
A 0O~ 0 ag

-1 A -
o --.... A a,_»
o --.... —lan_]
A 0---0 ag
LR L N Y| T WP ar + ag
A A2 AL
0 ~vvvenenn M4 ay A+ ah +ag

=AM 4a M+t ah+ag = hQ).

Lemma 7.63 Let h(x) = x" +a,_1x" ' 4+ -+ a1x + ap € Z[x], ifay # 0, then
the rotation matrix Ty, is a reversible n-order square matrix, and

ap
1 a
_ —a, o I,_; 2 _
Thl: O—I n o= ) /i l'
—ao 0 :
ap—1

Proof By the definition of T},

-1
—ay, a I,
Ty - 0 "
" [—aal 0}

0 —ag aala I,y
Lioi —a || —ay" 0
1 0
S
-1 _ [—ao“a In_l}
h —ao_l o |’

For a given first polynomial A (x) = x" + Ay X"V o+ ax + ap € Z[x] of
degree n, let R be a residue class ring of module /(x) in Z[x], i.e.,

So

R = Z[x1/(h(x)), (7.181)

where (h(x)) is the ideal generated by A (x) in Z[x]. Because of deg h(x) = n, then
polynomial g(x) € R in R has a unique expression: g(x) = g,_1x" ! + g, »x" "2 +
-+ + g1x + go € R, define mapping o : R —> Z" as
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80
81

sy =| " |ez" (7.182)
8n—1

Obviously, o is an Abel group isomorphism of R —> Z". Therefore, any polynomial
g(x) in R can be regarded as an n-dimensional integer column vector.

8o
Definition 7.18 For any n-dimensional column vector g = o0 (g(x)) = . €
8n—1
7" in 7", define
T (@) =g Tu(@), T (@), - > Ty~ (@) ]usns (7.183)

the n-order square matrix 7,(g) is called an ideal matrix generated by vector g.

Ideal matrix is a more general generalization of cyclic matrix. The former corre-
sponds to a first n-degree polynomial /(x), and the latter corresponds to a special
polynomial x" — 1. We first prove that the ideal matrix 7} (g) and the rotation matrix
T), generated by any vector g € Z" are commutative under matrix multiplication.

Lemma 7.64 For any given first n-degree polynomial h(x) € Z[x], and
n-dimensional column vector g € 7", we have

Ty - T, (8) = T, () - Th-
Proof Let h(x) =x" +a,_1x" ' +---4+a;x +ay € Z[x], by Lemma 7.62, the
characteristic polynomial of rotation matrix 73 is h(A), then by Hamilton—Cayley
theorem, we have

T +an TP+ 4+ a1 Ty +ap =0, (7.184)

there is

_ 0 —a
T3 T =g, Tug Tyg, ..., T 1g][ "]

I —«
= [Tyg, Thzg’ e, —apg —a1Thg — - _an_lThnflg]
= [Thrg, T,lzg, oy (mag—a Ty, —--- — an—lThn_l)g]

= [Tyg, Thzg, T el
=Tylg, Tng, ..., T, gl
=T, - T; (g).
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When the monic n-degree integer coefficient polynomial # is selected, we want
to establish the corresponding relationship between the ideal and the integer lattice
L C Z" inthe quotientring R = Z[x]/{h(x)). First, we define the concept of an ideal
lattice. In short, an ideal lattice is an integer lattice generated by the ideal matrix.

Definition 7.19 Let g = (go, g1, ..., 8u—1)! € Z" be a given column vector and
T, (g) be the ideal matrix generated by g, and call the integer lattice L = L(7;/(g))
an ideal lattice.

Our main result is the 1-1 correspondence between ideal and ideal lattice in R =
Zlx]/{h(x)). This also explains the reason why L(7}"(g)) is called ideal lattice.

Theorem 7.10 The principal idealin R = Z[x]/{h(x)) I-1 corresponds to the ideal
lattice in Z". Specifically,

(i) If N = (g(x)) is any principal ideal in R, then
o(N) ={o(NIf € N} = L(T; (0 (g(x)))) = L(T; (g)).
(ii) Ifg = (g0, 81 ---» 8n—1)T € Z", T,)(g) C Z" is any ideal lattice, then

o N T} (g) = {0 (b)Ib € T (9)} = (g(x)) C R,

n—1

where g(x) = go + g1x + -+ + gu1x" ' =07 ().

Proof We first prove (i). Let g(x) = go + g1x +--- 4+ g._1x"~! € R be a given
polynomial, N = (g(x)) C R is aprincipal ideal generated by g(x) in R, by (7.182),

1

o(g(x)) = (80, &1---» gn-) =T (@) - | . | € L(T;(g)).

And because

xg(x) = guo1x" + guax" ' 4 -+ g1x” + gox
= (gn72 - gnflanfl)xn_l + (gn73 - gnflaan)-xn_z + -
+ (g0 — gn—1a1)X — gn—100,

SO

—&n—140

80 — &n—141
o (xg(x)) = : =Th-g=T;() € L(T)(8)).

S = O

8n—2 — &n—1an—1 0



348 7 Lattice-Based Cryptography

For the same reason, for 0 < k <n — 1, we have

0
0

o@%@hﬂﬁg=m@»i e L(T}(g)).

0

Suppose f(x) € N = (g(x)), then f(x) = b(x) - g(x), where b(x) = by + b1x +
-+« 4+ b,_1x"!, then we have

o(f(x) =o(bx)gx))
n—1

= bho(x*g(x)
k=0

by (7.185)

b
=Ty | . | LT
bn—l

That proves
o(x) =o({g(x))) C L(T;(g)-

Conversely, for any lattice point o € L(7}°(g)), then

by
b
a=T,(g)b=T,(g) : )
bnfl
since o is 1-1 corresponds, by (7.185), then

fx) =07 (f(x)) =0 (T} (g)b) € N = (g(x)).

So we have
o(N) =0o((g(x))) = L(T;(g)).

(1) holds. Again, o is 1-1 corresponds, so (ii) can be derived directly. We complete
the proof of Theorem 7.10.

The above discussion on ideal matrix and ideal lattice can be extended to a finite
field Z,, because any quotient ring Z,[x]/{h(x)) on polynomial ring Z,[x] in finite



7.9 Ajtai/Dwork Cryptosystem 349

field is a principal ideal ring. Therefore, we can establish the 1-1 correspondence
between all ideals in R = Z,[x]/{h(x)) and linear codes on Z,.

Back to the Ajtai/Dwork cryptosystem, let i (x) € Z,[x] be a given polynomial,
and select an n X m-dimensional matrix A € Z;X”’ as the generalized ideal matrix,
i.e.,

A=A As, ..., An], (7.186)

where A;(1 <i < ™) is the ideal matrix generated by g € Z7, that is
A =T =17, Tig?, ... ;"¢ (7.187)

we get the second algorithm of Ajtai/Dwork cryptosystem:

Algorithm 2: Hash function based on ideal lattice.

Parameter: g, n, m, d are positive integers, n|m, mlogd > nloggq.
Secret key: . column vectors g® € Z} (1 <i <), polynomial /(x) = x" +
A X"Vt ax+ap € Zglx].

Hash function f4 : {0, 1,...,d — 1}" — Z; defined as

fa(y) = Ay(mod q),

The ideal matrix A € Z;™™ is given by Eq. (7.186).

We will not introduce the anti-collision performance of hash functions constructed
by cyclic lattices and ideal lattices here. Interested students can refer to the reference
Micciancio and Regev (2009) in this chapter.

Exercise 7

1. L C R"is alattice (full rank lattice), if L* is a dual lattice of L, then the integer
lattice L = 7" is a self-dual lattice, thatis (Z")* = Z".Let L = 27", find L* =?

2. Isit correct that L is a self-dual lattice if and only if L = Z"? Why?

3. Under the assumption of exercise 1, let A, (L) be the shortest vector length of L
and X (L*) be the shortest vector length of dual lattice L*. Then

(L) - A (L*) < n.
4. Let A1(L), A2(L), ..., A, (L) be the length of the Successive Shortest vector of
lattice L, prove
(L) - Ag(L¥) > 1.
5% Let L be a lattice, B = [, B2, - .., Bu] is the generating matrix of L, B* =

[Bf, B3, ..., Bl is the corresponding orthogonal matrix. Prove: any lattice L
has a set of bases {1, B2, ..., Bn}, such that

1
;M(L) < min{|B{], 1851, ..., [B,1} < Ai(L).
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(Hint: use KZ basis on lattice L).
6. Under the assumption of exercise 5, let Ay (L), A2(L), ..., A,(L) be the contin-
uous minimum of lattice L, prove:

A;(L) = min |Bf], 1 < j <n.
j<i<n

7. For a full rank lattice L C R", define its coverage radius @ (L) as

(L) = max |x — L|.
xeR”

Prove: the covering radius of any lattice L exists.
8. Prove: u(Z") = 1/n.
9. For any lattice L C R", prove: (L) > $A,(L).
10. For any lattice L C R”", prove the following theorem:

M(L) - u(L7) < n.
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