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11 Federated networks and
secondary uses of health data

Challenges in ensuring appropriate
safeguards for sharing health data
under the GDPR and EHDS

Magdalena Kogut-Czarkowska and Mahsa Shabani

11.1 Introduction

Sharing and accessing diverse types of health data across borders play a crucial
role in advancing biomedical research,! developing targeted therapies’ and
enhancing diagnostic tools.* Traditionally, the research community has relied
on large, centralised repositories such as disease-specific databases to publish
and exchange health data for scientific purposes. However, this centralised
model faced challenges such as compliance with stringent and fragmented
legal frameworks and lack of adequate incentives to share data,* among other
obstacles. These barriers to data sharing prompted the exploration of alterna-
tive approaches.’

One way to address the challenges associated with traditional health data
sharingis through technical solutions, such as the use of decentralised approaches
that allow data holders to store data in a local hub rather than a centralised
repository. Federated networks are a prominent example of such de-centralised
approaches to data sharing, which would offer secure environment for data use.
Unlike centralised data pools, federated networks enable data holders (such as
hospitals or biobanks acting as controllers of health data) to retain control over
data re-use,” as the data remains within the secure environment of the data
holder and is not duplicated. The features of federated networks seem to intro-
duce a transformative approach to data sharing, addressing both practical and
regulatory restrictions associated with the centralised approaches.

On the policy and regulatory level, the concept of data federation rapidly
evolved into a new paradigm and made its way into national data sharing
infrastructures® and multiple EU initiatives. Some examples include GAIA-X
federated data infrastructure for Europe, European Genome-phenome Archive
(EGA) work on decentralising genetic and phenotypic databases, which origi-
nally were a centralised resource, European Cancer Imaging Initiative and var-
ious projects supported by EU funding, among others. The imperative to
facilitate and expand cross-border exchange of health data through secure,
federated repositories was embedded into the 2020 European strategy for data’®
paving the way for the European flagship initiative, the European Health Data
Space (EHDS).!?

DOI: 10.4324/9781003544111-14
This chapter has been made available under a CC BY-NC-ND 4.0 license.


http://dx.doi.org/10.4324/9781003544111-14

230 The European Health Data Space

Despite the growing focus on de-centralised approaches, particularly feder-
ated networks, there remains a lack of comprehensive legal analysis regarding
federated infrastructures concerning regulatory requirements for sharing and
reusing health data for research purposes.!! This includes relevant requirements
outlined in the General Data Protection Regulation (GDPR)!'? and the EHDS.

It is crucial to first investigate, whether federated networks have been inte-
grated and explained in the recent EU policies and regulatory frameworks for
health data sharing and secondary uses, including those related to the EHDS
as part of transformation in secondary uses of health data. Second, clarifica-
tions are required on the expected function of federated networks within the
framework of applicable data protection regulations. In response, this chapter
discusses whether and how federated networks can be considered as a form of
appropriate safeguards, as recognised by the GDPR, and further supported by
the EHDS. Indeed, under the GDPR, the adoption of appropriate security
measures, including technical measures, is recognised by Article 89(1), which
should be read in conjunction with Article 9(2)(j) when special categories of
data, including health data, are to be processed for, inter alia, research pur-
poses. For its part, the EHDS continues to support the need for safeguards and
sees its role in establishing them for responsible secondary uses of health data.
For this analysis, this chapter specifically examines three aspects, namely
whether federated networks can be considered as a tool for data minimisation,
their compliance with relevant data protection requirements, and their impact
on the protection of fundamental rights and interests of data subjects.

The results of this investigation should provide invaluable insights into
whether federated networks should be considered for use under the EHDS. This
consideration aligns with the aim of the EHDS to introduce sufficient safe-
guards for the utilisation of health data for secondary purposes, including for
scientific purposes.

11.2 Federated networks in the context of health data sharing

The term federated network was coined already in 1979,'3 and followed by the
first conceptual model of federated architecture for office information
management described in 1985." With technological advancements, the con-
cept evolved, yet at its core remaining a model consisting of multiple databases
or repositories where the data is stored. This model is often contrasted with a
centralised one, where the data is copied from the original location and stored
in a central storage.!® Although federated networks can be used for various
purposes, in the context of health research, this concept is associated with
research infrastructure which allows data users, mostly being researchers in the
health field (such as developers of Al tools for healthcare), to seamlessly con-
duct research using data from multiple repositories. Repositories are connected
by a centralised infrastructure or — at least — an agreement on data sharing or
governance principles.'® The individual repositories are sometimes called the
nodes!? or hubs.!® The entities or persons that are responsible for the nodes are
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referred to as data custodians,” controllers,?’ owners?! or stewards.?? To facili-
tate data use, the federated network may include an interface which allows the
users to search for or access data across various nodes as if they were using a
single database.?

Currently, numerous federated networks are designed to conduct AI model
training in a federated manner, a process commonly referred to as federated
learning.?* In federated learning (also referred to as model-to-data®), the data
stays in their place of generation or storage and are never transferred to the
central location (cloud or server). The training of the AI model takes place
locally in individual nodes, and the parameters of each local model are aggre-
gated into a global model.?® This process is sometimes depicted as ‘bringing
questions to data rather than moving data’.”’

In scientific literature, the term federated network is often interchangeably
used with federated repository,?® federated data sharing,” federated infra-
structure,® federated data systems,* federation of data* or simply federa-
tion* and others. While this concept is frequently explored from architectural,
health* or even sociotechnical®® perspectives, the legal sources on the topic
scarce. As shown in Table 11.1, although prominent policy documents and
regulatory frameworks reference federated networks or similarconcepts, a
comprehensive legal analysis of the concept is absent from these documents.

11.3 Federated networks as appropriate safeguards

11.3.1 Appropriate safeguards under Article 89(1) GDPR

Compliance with Article 89(1) GDPR, read in conjunction with Article 9(2)(j),
is pivotal for sharing and using personal data for health scientific research. The
provisions mandate that the processing of personal data for scientific purposes
adheres to appropriate safeguards, in accordance with the GDPR, to protect
the rights and freedoms of the data subjects. The safeguards shall ensure that
technical and organisational measures are in place in particular in order to
ensure respect for the principle of data minimisation. The lack of a legal defi-
nition for the term appropriate safeguards in the GDPR, coupled with the
opaque wording of Article 89(1), has drawn much criticism>'-*? and fuelled var-
ious interpretations of the requirements for establishing these safeguards.
Safeguards must comply with the GDPR, and Article 89(1) highlights two
examples: pseudonymisation and anonymisation. However, no criteria for
assessing other measures as potential safeguards are provided. Moreover, the
provision has not been interpreted by the EU Court of Justice, and the EU
regulatory guidance remains incomplete. Opinions of the EDPS and the
EDPB? list various examples of safeguards, such as conducting a data protec-
tion impact assessment (DPIA), appointment of data protection officer (DPO),
notifying a data breach without undue delay, guaranteeing data security and
data minimisation through anonymisation or pseudonymisation, access limita-
tions and obtaining the informed consent of research participants as an ethical



Table 11.1 References to federated networks in selected legal, policy and regulatory documents relating to use of personal data for scientific

purposes

Type of document Name of the document References to federated networks

Policy document A European strategy for States that the data sharing infrastructures ‘should support the creation of

data’ European data pools enabling Big Data analytics and machine learning, in a

manner compliant with data protection legislation and competition law, allowing
the emergence of data-driven ecosystems. These pools may be organised in a
centralised or a distributed way’. A footnote explains: ‘In the latter case the data
are not moved to a central place in order to analyse them together with other
data assets. The analytical tools come to the data, not the other way around.
This makes it easier to keep the data secure and to ensure control over who
accesses, what data, for what purposes.’

EU law or EU law GDPRData Governance  Terms federated or federated networks not found.

proposal Act (DGA)Y
EHDS?* Does not define or use of the term federated network, however the infrastructure

foreseen for secondary data sharing, HealthData@EU, will by design not be a
central one, but rather will a network of existing databases. The impact
assessment report® accompanying EHDS refers to the proposed model as
‘federated governance structure’. Recital 80 EHDS states that due to the
sensitivity of health data, concepts such as ‘bring questions to data instead of
moving data’ should be respected whenever possible. Article 76(2) allows
registries or databases from a number of Member States which ‘organise
themselves into a single network of registries or databases at Union level’, to
designate a coordinator to ensure the provision of data from the registries’
network for secondary use. Article 96(1) also mentions federated EU dataset
catalogue connecting the national dataset catalogues.
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Guidelines issued by EU
advisory and supervisory
bodies in the area of
data protection and
security — European
Data Protection
Supervisor (EDPS), the
European Data
Protection Board
(EDBP) or the European
Union Agency for
Cybersecurity (ENISA)

Other guidance and
materials on websites of
EU agencies and bodies

Joint Opinion 03/2021 on  The term federated networks not found.
the Proposal for a
Regulation of the
European Parliament
and of the Council on
European data
governance Data
Governance Act,*

EDPS and EDPB opinions
on EHDS* 42

Opinion on Data Strategy
for Europe®

EDPS Preliminary The term federating appears only in a footnote and pertains to a citation of EC
Opinion on data press release, without analysing it further.
protection and scientific
research*

EDPS website® Website includes a short note on federated learning* and on federated social media
platforms,*” however does not include an analysis on federated databases for data
sharing.

Documents published by ~ The term federated appears in the context of federated identity*® and federated

ENISA cloud environments.* Document on Engineering personal data protection in EU

Data Spaces™ identifies building blocks for ensuring personal data protection in
data spaces, however does not mention federated networks.
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requirement. However, the authorities do not provide a rationale for their selec-
tion, nor do they establish criteria for evaluating other potential safeguards. In
2021, the EDPB acknowledged the complexity and importance of explaining
the meaning of the term and referred to future guidance for a detailed analy-
sis.* This guidance has yet to be issued.

Challenges also arise when differentiating between the appropriate safe-
guards and the technical and organisational measures which are also men-
tioned in Article 89(1). Some approaches emphasize understanding
safeguards through their objectives, citing the second sentence of the provi-
sion (‘those safeguards shall ensure that technical and organisational meas-
ures are in place in particular in order to ensure respect for the principle of
data minimisation’) as an indirect definition of the safeguards. In this con-
text, the Study on the appropriate safeguards®™ examined technical and
organisational measures outlined in regulatory documents across selected
EU countries. This led to a narrow understanding of the safeguards, with
focus on principles of data minimisation and data security. Other scholars
adapt a broader approach, built around the contextual purpose of the safe-
guards, which is to uphold the data subjects’ rights and freedoms defined
under European human rights law,* i.e., the European Convention of Human
Rights (ECHR)* and the Charter Fundamental Rights of the European
Union (EU Charter).’® For example, Staunton, Slokenberga and Mascalzoni®
argue that data protection is much more than a technical issue requiring tech-
nical solutions and point out that ‘safeguards must respond to the multitude
of legal, ethical and social risks that are associated with the sharing of data’.
In turn, they extract informed consent (as an ethical requirement in research),
independent review and oversight, accountable processes to govern access
and use of samples and data, clear and transparent policies and processes,
security, and training and education as possible appropriate safeguards for
biobank, databank and genetic research.

These varied views lead to large diversity of cited examples of safeguards,
ranging from strictly technical measures, such as encryption or data access
logs,®® to organisational or legal practices, such as implementation of proce-
dures to support the exercise of data subjects’ rights, use of anonymous or
pseudonymous data, appointment of a data protection officer, feedback mech-
anisms on the results of scientific research, professional accreditations of per-
sons involved in research, creating a specific supervisory body for research
endeavour, or the creation of a code of conduct.®!

It is also not clear which (if any) authority is responsible for designating the
safeguards and in which manner they need to be introduced. One interpreta-
tion hinges on Recital 156 GDPR, which states, ‘Member States should pro-
vide for appropriate safeguards for the processing of personal data for ...
scientific or historical research purposes’, suggesting that it is the member
states®? that should define the appropriate safeguards in their national laws.
Examples of such safeguards are provided for in the Swedish national legisla-
tion on ethical approvals® and Section 64 of UK’s Digital Economy Act 2017



Federated networks and secondary uses of health data 235

(pre-Brexit).* One may however argue that if researchers can only rely on EU
countries to specify the safeguards, absence of national legislation would pre-
vent making use of research exemption rules. Some thus suggest that also the
parties that conduct research may design appropriate safeguards after taking
into consideration the risks relevant to the processing activity.5>® Researchers
(as controllers) can thus implement the safeguards based on the principles
stemming from the GDPR (such as data minimisation, proportionality and
security)®’ or on principles beyond data protection, such as ethical require-
ments ensuring protections for the research participant.®® The EDPS in the
preliminary opinion on data protection and scientific research also emphasises
that the safeguards to be implemented by data controllers and processors
should depend on the risk to individuals, however does not take a clear stance
on the provenance of the safeguards.

In summary, it can be acknowledged that there is currently no consensus
over the interpretation of Article 89(1). It can be argued, however, that GDPR
clearly states that safeguards must remain in accordance with GDPR, and that
while appropriate safeguards need to lead to implementation of technical and
organisational measures, their objective is the protection of rights and free-
doms of the data subjects. In turn, the technical and organisational measures
imposed by the safeguards must ensure at least the principle of data minimisa-
tion (including necessity and proportionality), and possibly other Article 5
GDPR principles such as data security and data protection by design and by
default. Hence, safeguards deemed appropriate must: (i) ensure the implemen-
tation of technical and organisational measures that support these principles,
(i1)) comply with the GDPR, and (iii) safeguard the rights and freedoms of data
subjects.

11.3.2 Safeguards for secondary use of health data under the EHDS proposal

Notably, the EHDS does refer to appropriate safeguards as recognised under
Article 89(1) GDPR. In fact, the act uses the term sufficient safeguards in
Recital 4 when stating:

Given the sensitivity of personal health data, this Regulation seeks to
provide sufficient safeguards at both Union and national level to ensure
a high degree of data protection, security, confidentiality and ethical use.
Such safeguards are necessary to promote trust in safe handling of elec-
tronic health data of natural persons for primary use and secondary use
as defined in this Regulation.

Moreover, Recital 52 states that the EHDS provides a legal basis in accordance
with GDPR for the secondary use of personal electronic health data, including
the safeguards to permit the processing of special categories of data, required
under Article 9(2), points (g) to (j) GDPR, in terms of lawful purposes, trusted
governance for providing access to health data (through the involvement of
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health data access bodies) and processing in a secure environment, as well as
arrangements for data processing, set out in the data permit. A breakdown of
the EHDS safeguards is provided by Jane Reichel in Chapter 10.

As mentioned in Table 11.1, the EHDS does not refer to data federation.
Still, when comparing the proposed framework for secondary uses of health
data with the core elements of federated networks, a number of similarities
emerge. First and foremost, the EHDS does not anticipate the creation of a
large centralised electronic health data pool. On the contrary, the data will be
stored by the respective health data holders and only released following the
issuance of a data permit. This is similar to the concept of data nodes which
are the constituting elements of federated networks. Furthermore, the EHDS
restricts access to data through a secure processing environment and prohibits
copying personal health data from this environment. The concept of accessing
data without transferring it, while adhering to the GDPR principle of data
minimisation, is integral to many federated infrastructures, as discussed fur-
ther below. Given these similarities, it is worth examining the safeguards pro-
vided by existing federated networks, not only in the context of the GDPR but
also in view of the framework of the EHDS. Conversely, looking at federated
networks and their approach to aligning with the requirements of appropriate
safeguards outlined in Article 89(1) GDPR may also enhance understanding
of the EHDS framework.

11.4 Can federated networks be considered as appropriate safeguards?

11.4.1 Federated networks and data minimisation

Safeguards must ensure that technical and organisational measures are imple-
mented to uphold, in particular, the principle of data minimisation. This princi-
ple stipulates that personal data must be adequate, relevant and limited to what
is necessary in relation to the purposes for which they are processed (Article 5(1)
(c) GDPR). Recital 156 also mentions necessity and proportionality, which sup-
port the principle of data minimisation. Data pseudonymisation and anonymi-
sation are mentioned in Article 89(1) as examples of practices that translate the
principle of data minimisation into concrete measures. The use of the term in
particular in Article 89(1) emphasises that the measures should serve to support
the principle of data minimisation but does not exclude that they may also ensure
other GDPR principles, such as the principle of integrity and confidentiality
(also known as data security, Article 5(1)(f) GDPR) and data protection by
design and by default (Article 25 GDPR). Moreover, the role of those principles
in addressing the requirements of Article 89(1) was emphasised in the EDPB
guidelines.® These principles require technical and organisational measures to
secure the data to be considered in the design of processing operations. This
ensures that privacy and data protection principles are safeguarded from the out-
set, with the highest possible level of privacy protection by default (for example,
limiting the number of persons who have access to the data).
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In federated networks, data remains stored on a local node with its original
owner (data custodian) and is not copied to a central database. In this way,
the data storage model avoids duplication of personal data to the central
repository,’ at the point of deposit for further reuse. The data is also typi-
cally pseudonymised or anonymised by the node owner. These measures
could be viewed as supporting the principle of data minimisation by design
and by default as recognised by the GDPR and further supported by the
EHDS. It has also been claimed that data in the node is to be held ‘as securely
as the local infrastructure will allow’.”! However, in practice, the individual
node holders may not have sufficient resources nor skills to ensure data secu-
rity of their node. Furthermore, data breaches may occur during data com-
munication.”?” Hence, whether the measures in the federated network will
respect the principle of integrity and confidentiality will depend on the par-
ticipants of the network, in particular the node holders, and the features of
connecting infrastructure.

Data minimisation, integrity and confidentiality principles also need to be
considered from the perspective of the data users’ access to data. Depending
on the model of federated networks, access to the data may be provided in
various ways. Direct access to data means that the user can visit the data and
analyse each database separately but are only allowed to take summary statis-
tics or aggregated information from the database. It has been claimed that
direct access limits copying and transmission of data, reduces security risks
and allows continuous monitoring of user activity.” Yet, if, during the direct
access, the users can view the data in the node (for example, through an Internet
browser), at least temporary copies of personal data will be generated.”™
Therefore, the impact of possible temporary copying of database content dur-
ing direct access must be evaluated against data minimisation and data security
principles. Federated networks may need to find additional measures to address
the risks associated with such access, such as data access monitoring, data use
agreements and logging of user activity.”

Arguably, indirect access to data may be a remedy that better addresses the
requirement of data confidentiality and limits the scope of data processing.
Indirect access mandates that while data remain behind secure firewalls at all
times, users submit algorithms or queries and receive summary or performance
statistics, which are vetted and executed by the data provider.”® Thus, this is
associated with a higher level of data security. However, this feature may reduce
the usability of the data. If the users do not have access to data, they cannot
verify its quality and check the harmonisation of data in different federated
nodes, which may translate to errors and research challenges.” Therefore,
although restrictive indirect data access may uphold the principles of data min-
imisation, integrity and confidentiality, a balance still needs to be achieved, to
ensure that the data remains suitable for research purposes. Moreover, the use
of health data for Al training, including in federated learning, may pose its
own security challenges, such as the potential for a partially trained model to
still reveal information about the training data.”
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In summary, the storage of data in federated nodes, as opposed to copying
the data to a central repository, can be perceived as ensuring data minimisa-
tion. However, questions arise whether accessing data in the federated node
inherently has advantages in terms of minimising the data. This will depend on
the levels of permissions that users have within the specific federated database.
Moreover, deployment of multiple nodes in the network may bring about addi-
tional privacy threats.

Under the EHDS, the principle of data minimisation is ensured at various
levels, such as by the requirement of anonymisation or pseudonymisation of
the electronic health data made available for secondary use (Articles 66(2) and
3), provision of access only to electronic health data which is relevant for the
purpose of processing indicated in the data access application by the data user
(Article 66(1)), and by limiting access to electronic health data to access through
secure processing environments (Article 73(1)). These environments resemble
those federated networks, in which the data cannot be copied by the user, and
at all times remains in the node. The technical, information security and inter-
operability requirements for the secure processing environments will be further
elaborated by the Commission by way of implementing acts. The questions on
minimising the risk of unauthorised processing of data during direct and indi-
rect access which are outlined for federated networks may inform the develop-
ment of such requirements for secure environments under EHDS.

11.4.2 Federated networks and compliance with GDPR and the relevant
points firom the EHDS

The second condition of the appropriate safeguards according to Article 89(1)
GDPR is that they need to comply with the GDPR. This, in turn, raises the
question of whether the use of federated networks for sharing of health data
can be considered a GDPR compliant measure. Some of the GDPR require-
ments relevant to the sharing and use of personal data for scientific research
include defining and complying with the responsibilities of the relevant role of
a controller or processor of the data (Articles 5(2), 24 and 28 GDPR, among
others), demonstrating a legal basis for data processing (Articles 6 and 9
GDPR), complying with restrictions on data transfers outside the European
Economic Area (EEA) to countries that do not provide an adequate level of
data protection (Chapter V of GDPR), and ensuring data accuracy (Article
5(1)(c) GDPR). Below, we discuss how sharing personal data across federated
networks may impact compliance with these requirements.

11.4.2.1 Federated networks and roles and responsibilities of various parties
regarding controllership over data

The data custodians and data users, as well as any other parties involved in the
federated networks (such as providers of elements of its infrastructure), need
to understand their role in data processing under the GDPR. The possible
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roles are controller (Article 4(7)), which determines the purposes and means of
processing (Article 4(7) GDPR) including joint controller (Article 26), and
processor (Article 4(8)), which processes personal data on behalf of the con-
troller (Article 4(8) GDPR). These roles cannot be contractually modified, as
they depend on the law or factual circumstances.” The role determines the
responsibilities of the participant of the network. For example, a controller
must ensure a legal basis for the processing. A processor does not need to
demonstrate such legal basis but must observe the restrictions of the data pro-
cessing agreements and instructions of the controller (Article 28 GDPR). The
identification of the controllers and processors for each processing operation is
a prerequisite for the preparation of privacy notices (pursuant to Articles 13 or
14), records of processing operations (Article 30), agreements between entities
involved in processing operations (for example, data processing agreements
pursuant to Article 28(3) or joint controller arrangement under Article 26) and
other documents necessary to demonstrate compliance with the GDPR.

The development of a federated network requires complex multi-party dis-
cussions and various converging decisions to be made, taking into account the
entire data lifecycle. These decisions relate to various issues such as categories
of data to be shared in the federated network, tools to be used for storage, data
management and access, collaboration of various components of the infra-
structure to ensure data security, data access levels and policies. Such decisions
are often beyond the control of any single data custodian and must be made
jointly by all data custodians in close coordination with the infrastructure
component providers. The scope of these decisions and the manner in which
they are made may affect the assessment of the GPDR roles of federated net-
work stakeholders.

Under CJEU jurisprudence® and the EDPB Guidelines,® the controller
does not necessarily have to possess a copy of the data it controls or even have
access to it, as long as it gives instructions in relation to the processing. Thus,
the argument that since the data is not moved from the node to a new user, the
node owner remains the controller and the existence of the federation does not
change that role® may not always be true. Furthermore, harmonisation of data
access rules (discussed below) may tip the assessment of the GDPR role of the
custodians from individual controllers to joint controllership. To complicate
matters further, if the nodes delegate the decisions to approve users of the fed-
erated networks to a central authority (such as data access committee), depend-
ing on the terms of reference and access procedures,* the authority may become
a controller of the data in the federated networks or act as a processor on behalf
of the node custodians. Users who use data for their own purposes will typi-
cally be independent controllers.®* However, this qualification may change if
they have common scientific goals with the data custodians or other users.

Proper qualification as a controller has various implications under the
GDPR. For example, actors qualified as controllers are responsible for ensur-
ing the legal basis for processing (Articles 6 and 9), informing data subjects
(Articles 13 and 14), implementing the principles of data protection by design
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and by default (Article 25 GDPR) and reporting data breaches (Article 33).
Establishing common governance over the data in the federated network com-
plicates the issue of legal responsibility. For example, how should the data
access governance structure be explained to data subjects in a privacy notice?
If a single gatekeeper allows users to access all data in the repository, who is
liable if a malicious user leaks the data? Which participant in the federated
networks should report the breach to the authorities and take corrective action?
As put by Bak and others, ‘because this responsibility is spread out over multi-
ple partners instead of being allocated to a central controller, the risk that no
one takes proper responsibility for data governance is increased’.

In light of the above, planning a federated network to determine steps for
GDPR compliance requires early discussion and assessment of stakeholder
roles, followed by a written agreement that addresses established roles and
responsibilities.®® The agreement should cover both responsibilities to data
subjects and obligations of potential users of the data. In practice, however, it
may be difficult to identify and allocate responsibilities, and nodes may have
conflicting perceptions of their qualifications. The matrix can become even
more complex when additional parties are involved in building the shared
infrastructure or providing certain components of it (such as user access and
authorisation services).

Difficulties in proper assignment of GDPR roles and diverging views on this
matter are clearly shown in the legislative process of EHDS. In the EHDS pro-
posal, both the data users and health data access bodies (HDABs) were consid-
ered joint controllers of the electronic health data processed in accordance with
the data permit. During the legislative process, this position was amended to
state now that the health data holder and HDABs are simply controllers for a
specific part of the process of secondary use of health data and according to
their respective roles, without reference to joint controllership (Article 74).

11.4.2.2 Federated networks and nature of data processing

Counterintuitively, although the term “sharing of data” suggests a single action,
multiple operations are required to enable health data sharing with users in fed-
erated networks. These operations involve both the data custodians and the data
users. This is an important consideration, because under the GDPR, the pro-
cessing of personal data by the controller requires a legal basis under Article 6
and, for special categories of data (such as health data), identification of an
exception under Article 9(1) GDPR. The various steps taken by data controllers
and data users when sharing and using personal data in the federated networks
need to be examined to determine whether they could be considered as process-
ing, which requires a legal basis.

Processing of personal data is defined broadly in the GDPR as any opera-
tion or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval,
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consultation, use, disclosure by transmission, dissemination or otherwise mak-
ing available, alignment or combination, restriction, erasure or destruction
(Article 4(2) GDPR).

Custodians are typically responsible for collecting and preparing the data (for
example, pseudonymising it and adapting it to the agreed standards) and keep-
ing it stored in the node. The collection, adaptation, and storage of data are clear
examples of processing under the Article 4(2) GDPR definition and, therefore,
require the custodian to establish a legal basis for these activities. In turn, the
user typically performs a search for data stored in the nodes before accessing the
data. Searching the central data catalogue or reviewing the metadata of each
node without using the actual data is not an operation on the data itself, and
therefore does not constitute data processing under the GDPR. Once the user
finds a suitable dataset and is given access to it, they can start using that data for
their research purposes. The use of the data is also mentioned as an example of
processing in Article 4(2) GDPR. Some federated networks allow the users to
query or process data in the local node,*” but without providing direct access to
the data. For example, a user’s Al model can visit® the data during federated
learning. The user initiates this activity and as a result the data is used to fulfil the
user’s scientific goals. Given the broad definition of processing under GDPR,
which includes any use of personal data, we agree with the view® that the data
analysis performed at the local node is a data processing operation. Similarly,
conducting federated Al training on personal data is subject to GDPR.”
Moreover, while the federated network may not facilitate direct user interaction
with the data, it is ultimately the user who determines the purpose for which the
data is queried for scientific research and the means (for example, specific query)
by which it is done. In turn, the user acting as controller for the use of health data
in their research activity must demonstrate a legal basis for this processing.

Consequently, the processing of data for storage in the federated node by
the data holder would be considered a different processing purpose than the
access and use of the same data by one or more data users (researchers). In
order to comply with the GDPR, all controllers involved in the processing of
data in the federated network must ensure an appropriate legal basis for their
processing operations. In practice, a single consent from the data subject may
not sufficiently cover multiple operations that are often performed by different
actors in the federated networks, so alternative approaches (such as dynamic
consent’) may need to be implemented to ensure that all controllers can
demonstrate a valid legal basis for their processing.

The EHDS provides an interesting insight into this discussion. According to
Recital 52, the EHDS will provide the legal basis (and obligation) for the data
holder to disclose the requested electronic health data to the HDAB and secure
the legal basis for the processing performed by these administrative bodies.
However, to obtain a data permit, the data applicant will have to demonstrate a
legal basis pursuant to Article 6 GDPR. This recital highlights the complexity
of ensuring a legal basis for all participants in the data sharing framework, even
when governance rules are imposed by a legislative act such as the EHDS.
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11.4.2.3  Other challenges in deployment of federated networks

Federated networks may also not comply with other GDPR principles, such as
the need to respect the data accuracy principle, as well as broader issues such
as infrastructure sustainability. Under Article 5(1)(d) GDPR, the data must be
accurate and, where necessary, kept up to date. This raises the question of
whether federated networks can ensure the accuracy and quality of research
data. This is not a straightforward issue. Some doubt whether error-free data
sets are even possible, especially in the medical field.”? Dealing with distributed
structures adds another layer of complexity. Federated networks consist of
many distributed data sources (nodes). If the data within a node is restricted to
the custodian’s access, only the custodian can vouch for its accuracy. As a
result, attempting to verify all data nodes by an outside entity becomes infeasi-
ble. As a practical solution, the participating nodes may establish a process of
validating datasets, define measures to evaluate their quality and even ex ante
accountability measures.” Still, such an overarching agreement on how the
data will be collected and prepared may trigger the qualification of nodes as
joint controllers, as further discussed above.

Compliance with Chapter V of GDPR when transferring personal data to
countries outside the European Economic Area which do not provide for ade-
quate level of data protection (non-adequate third countries) is also an area for
consideration. These strict legal conditions drive the question of whether
accessing data through the federated network constitutes a data transfer. While
comprehensive analysis of this topic remains beyond the scope of this chapter,
given the broad interpretation of data transfers by the recent EDPB guide-
lines,” such qualification is not excluded.

Sustainability and continued reliability of data sources in federated net-
works also require further consideration. Users should be able to document the
data sources for their results so that these results can be verified and repro-
duced. Often the structure of the network is fluid and the data in the nodes
may be altered or removed by its custodians. This has implications for repro-
ductivity of the research results. To become an attractive resource for the
potential users, the node custodians must agree on the rules of withdrawing or
modifying the data in the network, and those rules should be transparent and
allow the users to plan and document their research.

As shown in this part of the chapter, the answer to the question of whether
federated networks are GDPR compliant is multifaceted and depends on differ-
ent decisions made during the implementation of the network. While there does
not appear to be any feature of the federated network model that inherently
violates the requirements of the GDPR, given the different possible implemen-
tations of the federated approach, GDPR compliance must be carefully consid-
ered and documented during the planning and implementation of the network.

The EHDS addresses some of the key points indicated above. It provides for
data quality and utility labels (Article 78) which can be used by the data users
to find a dataset that fits their needs. Moreover, it provides additional restric-
tions regarding access to non-personal health data from third countries (Article
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61). Finally, the inclusion of obligations to make health data available for sec-
ondary use (Article 41) may shift perspectives on the long-term sustainability
of existing data repositories, provided they align with the requirements of
the EHDS.

11.4.3 Federated networks and protection of rights and fireedoms of the
data subjects

According to the third overarching requirement of Article 89(1) GDPR, the
appropriate safeguards should protect the rights and freedoms of the data sub-
ject. These rights and freedoms can be viewed, in a broad sense, as deriving
directly from human rights law. For example, in discussing the safeguards man-
dated by the legislative measures implemented by the DEA, J. Bell*> has referred
to European human rights law, in particular Article 8§ of ECHR and Articles 7
and 8 of the EU Charter and related case law to assess the enforcement mech-
anisms behind the legislative measures.

However, the requirement to respect the rights and freedoms of natural per-
sons can also be understood in a narrower sense, as referring to the right of
protection of personal data. In particular, Recital 75 of GDPR lists examples
of the risks to the rights and freedoms which may result from personal data
processing, including among others, physical, material or non-material dam-
age, where the processing may give rise to discrimination, identity theft or
fraud, financial loss, damage to the reputation, loss of confidentiality of per-
sonal data protected by professional secrecy, unauthorised reversal of pseu-
donymisation, or any other significant economic or social disadvantage. Many
of those risks are associated with data subjects’ loss of control over their per-
sonal data. In the context of use of data for research purposes, mitigating such
risks is often associated with not only compliance with GDPR but also with
ethical standards, such as Oviedo Convention’® or OECD Guidelines on
Human Biobanks and Genetic Research Databases.”

As mentioned above, participation in a federated network is tied to an agree-
ment which the data custodian must accept when joining a federated network.
We argue that the content of this agreement can be a key factor in ensuring
that the rights and freedoms of the data subjects are respected. Specifically, the
measures to address risks to the rights and freedoms of data subjects should be
evaluated when designing the data access governance rules to be adopted by
the network of custodians. Data access governance regulates who are the users
who have access to data, for what purposes and under what conditions.”®
Through an agreement on data governance, each node custodian may cede
some of its autonomy to a central authority or to rules of common govern-
ance. This may include connecting the federated node to a central infrastruc-
ture® or, in a loosely defined federated network, adhering to agreements on
common rules or standards'® (for example, on data or technology). Common
rules should determine how the access to the data in the node is granted. These
rules should be designed not only in compliance with GDPR but also to respect
the ethical standards mentioned above.
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When establishing conditions for data access, it is important to consider not
only the legitimate interests of potential data users in pursuing their scientific
goals but also to protect the rights and freedoms of data subjects. Delegating
the authority to make data access decisions to a common governance body'®! of
the federated network (such as data access committee, DAC) may serve to
streamline the process. It is argued that collective bodies, such as DACs are
better suited to assess the data use requests objectively and transparently.!®
However, to ensure that the DAC decision making process is sufficiently inde-
pendent from professional interests of the data custodians and potential users,
the DAC should consist of a diverse group of stakeholders, with different
expertise. It is particularly important to include representatives from patient
organisations to ensure that the perspectives and needs of patients are effec-
tively represented.!”® Moreover, the transparency of the data access process
could be supported by technical solutions where federated networks collect and
make public certain information about data usage.!™ Furthermore, the legal
terms on the data access accepted by the data user can also be an instrument to
ensure protections for the rights and freedoms of data subjects by providing
legally binding rules on confidentiality, security measures to be adopted by the
data user and restrictions on attempting to re-identify the data subjects.!® Data
use conditions for data users should also take into consideration any restric-
tions stemming from data subjects’ informed consent or ethics approvals.

When in effect, the EHDS will change the rules of the game for seeking health
data for scientific research by introducing harmonised rules for accessing data
for secondary use. Yet, before its adoption, existing federated networks are chal-
lenged with the design of their own data governance framework, in a way that
minimises privacy risks and fosters research goals. Decisions on such framework
can be informed by some of the safeguarding elements which are provided in the
EHDS, in particular standard common processes for data access applications
(Article 67), conditions imposed on the data user in the data permit (Article 68)
and reporting requirements for HDABs to ensure the transparency of the pro-
cess (Article 59). One notable difference, however, is that while federated net-
works may deploy various governance bodies, including data access committees,
under the EHDS the data access decision hinges, in principle, on the health data
access bodies. The mechanisms aimed to shield the rights and freedoms of the
patients under the EHDS framework are evaluated by others in this book.

11.5 Conclusions

Federated networks have emerged as a response to challenges in sharing health
data. They offer advantages such as cost reduction through shared infrastruc-
ture and precise control over data access permissions at various levels.!” From
a legal perspective, properly implemented federated networks comply with
GDPR requirements and support data minimisation and security.

However, it is premature to declare them a universal solution for complex
legal demands for data sharing. Federated networks must be evaluated on a
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case-by-case basis, and further research is needed to define GDPR-compliant
characteristics. Depending on the implementation, roles and responsibilities of
stakeholders within the federated infrastructure can vary, affecting the ability to
assess whether their technical and organisational measures can support GDPR
principles of data minimisation (Article 5(1)(c)), data accuracy (Article 5(1)(d))
or integrity and confidentiality (Article 5(1)(f)). The sustainability and reliabil-
ity of data sources in federated networks also warrant further examination, as
they may affect data security and accountability. There is also a need for further
exploration into how the means to protect the rights and freedoms of data sub-
jects should be reflected in the rules of data governance and usage within the
network. The absence of standardised guidelines for constructing these net-
works within health infrastructures for data sharing complicates the assessment
of federated networks as appropriate safeguards under Article 89(1) GDPR.

Understanding the benefits and risks associated with sharing data in fed-
erated networks may inform legislative decisions and create a more robust
EHDS framework. At the same time, some safeguards foreseen by the EHDS
should be carefully evaluated by existing and future federated networks.
These safeguards may serve as guiding examples to improve GDPR compli-
ance and balance the interests and obligations of data subjects, data holders,
and data users.

Another point of consideration is to what extent the framework of health data
sharing provided for in the EHDS will be mandatory and exclusive. EHDS pro-
vides that the regulation ‘shall not affect access to electronic health data for sec-
ondary use agreed in the framework of contractual or administrative arrangements
between public or private entities’ (Article 1(8)). This suggests that existing health
data repositories (either centralised or federated) may be allowed to function
based on contractual agreements and provide their own governance rules for re-
use of deposited data. Nevertheless, federated network developers should pay
close attention to the EHDS proposal to understand the potential impact on
their sharing model, as well as for (indirect) guidance on how to address the legal
challenges inherent in multi-stakeholder data sharing.
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