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1	� The concept of a Smart City 
in modern economies

1.1  Creation and assumptions of the Smart City concept

The genesis of the Smart City concept goes deep to the roots of 
dynamic technological development and the increase in urban-
ization in the second half of the 20th century. Growing challenges 
related to the rapid growth of urban population, growing infrastruc-
ture needs and environmental pollution have prompted communities 
and decision-​makers to look for innovative solutions. The Smart City 
concept has emerged as a response to these challenges, integrating 
modern information, telecommunications, energy and transport tech-
nologies to create more efficient, sustainable and citizen-​friendly 
environments.

The Smart City concept is a response to global demographic 
changes and ongoing urbanization processes. It is the result of the 
development of an innovation ecosystem and the pursuit of sus-
tainable progress. The first step in the development of a Smart City 
is to define challenges and priorities aimed at effectively solving 
these problems, which leads to the creation of the so-​called Smart 
Cities. This term is usually associated with cities that have adopted 
a development strategy based on technology, creativity, openness 
to innovation and flexibility, understood as the ability to quickly 
adapt to changing external and internal conditions (Khavarian-​
Garmsir and Sharifi, 2022). In this context, various communication 
channels are used, such as e-​governance or e-​democracy (Makieła 
et al., 2022).

Arun was the scientist who first defined the Smart City concept in 
1999. According to him, the foundation of this idea was information 
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Smart City in Modern Economies  5

technology, and an integral part of it was the commitment to improve 
the quality of life of an ordinary citizen (Arun, 1999). The creation of 
this definition coincided with the intensive development of the Smart 
City idea in the following years.

In the initial stage of development of the Smart City concept, 
the main focus was on the use of information technologies in man-
aging urban infrastructure, improving access to public services and 
increasing energy efficiency. Monitoring systems, automation of urban 
processes, and the development of smart energy and transportation 
networks were key elements of this approach (Lyu and Hao, 2020).

Over time, the Smart City concept has evolved to take into account 
an increasingly wider range of elements, such as social participation, 
social innovation and even cultural aspects. The development of IoT 
and data analysis have become key elements, allowing monitoring and 
optimization of various aspects of urban life in real time.

Today’s understanding of the Smart City concept also includes a 
strong emphasis on sustainable development, effective use of natural 
resources and the creation of resident-​friendly places, both in terms 
of comfort and safety. The idea of Smart Cities is constantly being 
developed by technological progress, the growing needs of society 
and the desire to create better living conditions in cities, which 
makes it a dynamic area of research and implementation (Toli and 
Murtagh, 2020).

The history of Smart City development is a testimony to the evolu-
tion of society, technology and urbanization over the last few decades 
(Madhee, 2024). As already mentioned, the origins of this concept 
date back to the second half of the 20th century, when the dynamic 
growth of the urban population and the related challenges required 
innovative approaches to city management. In the 1960s and 1970s, 
cities began to move towards the use of computerization in adminis-
trative processes. The first IT systems were aimed at improving the 
efficiency of urban infrastructure management, such as transport and 
waste management. However, it was in the 1980s and 1990s that the 
real breakthrough occurred when information technology began to 
integrate with other fields, such as telecommunications, energy and 
transport (Vasudavan et al., 2019).

With the development of the Internet, the Smart City concept began 
to include the ideas of intelligent monitoring systems that enabled data 
collection in real time. This, in turn, allowed for a better understanding 
and optimization of the functioning of cities. In the 1990s, the first 

 

 

 

 

 



6  Exclusion in Smart Cities

pilot projects were developed, where various solutions were tested in 
practice.

With the advent of the 21st century, the IoT has become a key 
element of the Smart City concept. It acted as the core, allowing com-
munication and collaboration between various city devices. This com-
bination of information, telecommunications and sensor technologies 
has enabled a more comprehensive approach to city management 
(Picioroaga et al., 2018).

The modern concept of a Smart City is not only technology, but 
also a complex ecosystem covering a wide range of fields (Ffitra et al., 
2023). Developments in data analysis, AI and predictive algorithms 
are enabling more advanced forecasting and planning of urban devel-
opment. In addition, the concept of a Smart City has also evolved to 
include sustainability, public participation and the creation of citizen-​
friendly places.

Given modern challenges, such as climate change, growing urban 
populations and the need for efficient resource management, the Smart 
City concept is becoming not only an innovative approach, but also 
an indispensable tool for creating better living conditions in cities. Its 
development is dynamic, driven by continuous progress (Mkrtychev 
et al., 2018).

Table 1.1 shows the key stages in the development of the Smart 
City concept and the characteristics of each of them. From the early 
days, when IT began to be introduced into urban management, through 
the integration of technology in the 1980s and 1990s, to the contem-
porary approach based on data analysis, AI and sustainability. The last 
2 phases also underscore the growing importance of active public par-
ticipation and the creation of places that respond to residents’ needs.

The Smart City concept revolves around the 4T potentials: Tolerance, 
Trust, Technology and Talent. The city’s progress in these areas 
dictates its level of intelligence, entrepreneurship and innovation, as 
highlighted by Makieła et al. (2022). Active engagement with the 4T 
factors plays a crucial role in the effective management of a Smart 
City, influencing the quality of life for residents and enhancing com-
petitiveness within a larger entity, such as a metropolis. Beyond tech-
nology as a developmental support, there are other highly significant 
factors in promoting sustainable development. The description of all 
4 factors is in Table 1.2.

The modern concept of a Smart City development is divided into 
5 periods –​ from Smart City 1.0 to Smart City 5.0 (Figure 1.1). Each 
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(Continued)

Table 1.1 � Characteristics of the early stages of Smart City development

Stage Characteristics

Introduction of 
information technology 
in urban management

The use of computers in the 1960s and 1970s 
to improve the efficiency of administrative 
processes and infrastructure management

Integration of information 
technology in the 1980s 
and 1990s

Dynamic development of information 
technology, its integration into the 
telecommunications, energy and 
transportation sectors. Use of the first 
monitoring systems

Pilot projects in the 1990s Beginning of practical experiments with various 
Smart City solutions in selected areas. Testing 
the capabilities and effectiveness of new 
technologies

The era of the IoT in the 
21st century

Use of IoT in the development of a Smart 
City, enabling communication and 
cooperation between urban devices. Dynamic 
development of sensor systems

Advanced data analysis 
and AI

Introduction to the Smart City: advanced data 
analysis, use of AI and predictive algorithms 
for more efficient city management

Sustainability and public 
participation

Expanding the Smart City concept to include 
aspects of sustainability, active public 
participation and the creation of citizen-​
friendly places

Source: Authors’ own study based on Sharifi and Alizadeh (2023); Khavarian-​Garmsir 
and Sharifi (2022); Lyu and Hao (2020); Vasudavan et al. (2019); Picioroaga et al. 
(2018); Mkrtychev et al. (2018).

Table 1.2 � Four T’s of a Smart City

T type Characteristics

Tolerance The area of tolerance and diversity management is a 
captivating domain within management science. Tolerance 
involves embracing an uncritical understanding of 
individuals and appreciating their unique traits and features. 
These traits include age, origin, race and sexual orientation 
(Embarak, 2022). The evolution of diversity management 
initially focused on ensuring equal opportunities for ethnic 
and social minorities. Subsequent phases extended to equal

 

 

 

 



8  Exclusion in Smart Cities

T type Characteristics

treatment in employment and expanded to encompass 
interactions with customers, service recipients and various 
social groups. A city that fosters openness and tolerance 
stands a better chance of developing and achieving a higher 
level of social inclusion than one lacking these features.

Trust The level of risk in cities and regions is on a rapid ascent, 
particularly in developing countries, where urban 
development may lack orderliness. Consequently, new 
technologies present an opportunity to enhance urban safety. 
Many cities have adopted ICT-​based systems to bolster citizen 
security, where video surveillance is a primary system. Cities 
are shifting their urban innovation systems from traditional to 
innovative models like ‘green’, ‘smart’ and ‘open’, striving 
for environmental and social sustainability.

Technology The integration of cutting-​edge technologies, such as the IoT, 
AI, cloud computing, and data analytics empowers cities 
to efficiently manage resources, optimize infrastructure 
and provide innovative services. Smart Cities leverage 
technology to create intelligent networks that facilitate real-​
time communication and data exchange between various 
components, from smart traffic management systems to 
energy-​efficient utilities and advanced public services. This 
interconnected ecosystem allows cities to make informed 
decisions, respond promptly to challenges and enhance 
sustainability.

Talent Knowledge management forms the foundation of 
contemporary organizational management. Whether it 
involves examining market outcomes for globally or locally 
influential organizations, their strategies, developmental 
directions, market offerings and marketing approaches, they 
all underscore knowledge as a key determinant of modern 
thinking. Drawing from Kinelski’s research on enterprises 
(Kinelski 2022), it is evident that the ‘suppliers’ of 
intellectual capital are creative residents, who are identified 
and managed through specialized programmes and methods 
rooted in the concept of human capital applied to the city 
as an organization. Based on their objectives and personnel 
programmes, these individuals are classified as talented 
artists, creative leaders, dedicated volunteers and more. 
Continuous, comprehensive development of innovation and 
creativity, along with the integration of key residents into 
the city, assumes paramount importance.

Source: Authors’ own work based on Kinelski (2022). 
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period brings the development of the Smart City concept with fur-
ther important aspects. Smart City 1.0 is the initial stage of Smart 
City development, where the implementation of modern technolo-
gies was initiated mainly by ICT companies. These companies intro-
duce a variety of solutions, regardless of the actual needs of cities. 
An example of this approach is Songdo in South Korea, which is cur-
rently in the construction phase of a ubiquitous city. It is the largest 
private development project in the world, with the assumption that 
it will become a business centre comparable to such metropolises as 
Shanghai, Hong Kong, Kuala Lumpur and Singapore (Hussain et al., 
2021). The initial period of Smart Cities was focused on individual, 

Figure 1.1 � Five generations of Smart Cities.

Source: Authors’ own study.

 

 

 



10  Exclusion in Smart Cities

siloed solutions. Sensor-​based traffic management, smart lighting and 
public WiFi were first to be adopted, introduced by companies keen 
to showcase their innovations. While efficiency gains were achieved, 
these isolated implementations lacked a centralized vision and often 
overlooked citizen needs.

Smart City 2.0 represents a stage in the development of Smart 
Cities, where public administration plays a key role (Trencher, 2019). 
In this case, it is the local government that initiates the use of modern 
technologies, and the introduction of innovative solutions is aimed at 
improving the quality of life of residents. In this period, data centres 
and centralized dashboards allowed for coordinated management of 
various systems, leading to improved traffic flow, waste management 
and energy consumption. However, concerns about data privacy and 
citizen involvement began to surface (Etezadzadeh, 2015). Examples 
of such cities include Seoul and San Francisco, which have been 
highlighted as examples of Smart City implementation (Lee et al., 
2014). Today, most of the cities implementing Smart City projects are 
within Generation 2.0 (Azkuna, 2012).

Smart City 3.0 means that many influential modern cities are 
actively involving their residents in shaping further development. In 
this phase, local governments are focusing on creating spaces and 
opportunities to tap the diverse potential of residents as co-​producers 
of public services. The focus shifted from technology-​centric to 
citizen-​centric (McKenna, 2016). Open data platforms empowered 
citizens to access information and engage in decision-​making. 
Participatory budgeting and interactive platforms fostered dialog 
between residents and city authorities (Yun and Lee, 2020). However, 
challenges remained in ensuring equitable access to technology and 
addressing digital divides.

Although Smart City 3.0 remains focused on the use of modern 
technology to improve the quality of life in cities, its scope of interest 
also includes social, equality, educational and environmental issues, 
going beyond the projects characteristic of the second generation. 
Smart City 3.0 fits into the growing sharing economy (Nugraha, 
2020). This often implies the need for courage on the part of city 
governments, which must confront the growing role of residents, for 
example by introducing participatory budgeting. Nevertheless, it is 
important not only to change the mentality (authorities-​citizens), but 
especially the sphere of communication. At this stage, tools based on 
AI are beginning to be used more and more in the Smart City.
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At the stage of Smart City 4.0, with the rise of AI and advanced 
analytics, cities are gaining access to deeper insights from their 
data. Predictive maintenance, AI-​powered traffic management and 
personalized citizen services are becoming a reality. However, eth-
ical considerations regarding AI usage and potential job displacement 
require careful navigation (Alexopulos et al., 2022). At this stage, cus
tomization and personalization of the city’s services is being pursued.

In the development of a Smart City 4.0, it is essential to consider the  
intricate web of connections that yield tangible advantages. Employing  
blockchain technology for data encryption and distribution becomes  
crucial, as certain existing Smart City systems already leverage such  
technological advancements (Makieła et al., 2022). Building a Smart  
City 4.0 is closely tied to previous industrial revolutions characterized  
by robotics, AI, nanotechnology, the IoT and self-​driving vehicles  
(Smart City 4.0, 2023). This transformative technological shift carries  
substantial social and economic implications for urban areas and the  
environment, integral to the pursuit of sustainable development, thereby  
establishing elevated expectations for citizens. Table 1.3 provides a  
description of differences between Smart City 3.0 and Smart City 4.0.

Table 1.3 � Differences between Smart City 3.0 and Smart City 4.0

Feature Smart City 3.0 Smart City 4.0

Focus Citizen-​centric Data-​driven and AI-​powered
Key 

technologies
Open data platforms, 

participatory budgeting, 
digital twins

AI, predictive analytics, 
blockchains

Data usage Used for transmitting 
informing decisions and 
personalized services

Used for deeper insights, 
prediction and automation

Citizen 
engagement

Active participation and 
feedback encouraged

Extensive analysis of needs 
and expectations

Partnership Collaboration with some 
external partners

Extensive collaboration with 
various stakeholders

Challenges Equitable access to 
technology, digital divide

Ethical considerations of AI, 
potential job displacement

Sustainability Considered, but not the 
main focus

A core principle, integrated 
with solutions

Examples Seoul, San Francisco Cities investing heavily in AI 
and advanced analytics

Source: Alexopulos et al. (2022); Nugraha et al. (2020); Makieła et al. (2022), Garau 
et al. (2023).

 

 

 

 

 



12  Exclusion in Smart Cities

To reach Smart City 4.0, the following steps must be taken  
(Figure 1.2; Smart City 4.0, 2022):

	• Harnessing cutting-​edge technology. Smart City 4.0 has invested 
significantly in fundamental technologies, like cloud computing, 
mobile applications, IoT and Robotic Process Automation (RPA). 
Additionally, they have adopted specialized solutions, such as bio-
metrics, blockchains, AI and telematics. These cities utilize smart 
technologies and applications to promote the achievement of 
Sustainable Development Goals (SDGs).

	• Elevating data to a strategic asset. Smart City 4.0 leverages a 
diverse range of data types, with a particular emphasis on actively 
utilizing data from IoT, citizen engagement, biometrics, geospatial 
sources, peer-​based interactions, business operations and real-​time 
information.

	• Capitalizing on the ecosystem. Smart City 4.0 collaborates exten-
sively with external partners beyond local government entities. 
These partnerships include academic institutions, community 
organizations, industry associations, city networks, businesses and 
financial institutions.

Figure 1.2 � Steps towards Smart City 4.0.

Source: Authors’ own study.
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	• Involving citizens. More than half of Smart City 4.0 analyses the 
needs and expectations of citizens, actively seeking their feedback. 
Additionally, over 6 out of 10 cities closely collaborate with their 
employees to understand their requirements.

Smart City 5.0 represents an advanced stage in the evolution of 
cities, acknowledging their intricate and complex nature as urban 
systems (Svitek and Kozhevnikov, 2023). As cities continue to grow, 
they face challenges, such as traffic congestion, pollution, immigra-
tion, overcrowding and insufficient services. To address these issues, a 
new concept is proposed, viewing each city as a dynamic and continu-
ally evolving complex adaptive system (Rastogi et al., 2023).

Smart City 5.0 addresses the limitations of previous Smart City 
research, shifting from a provider-​centric perspective (focusing on 
how technologies improve city objectives) to a citizen-​centric view-
point. It emphasizes how technologies can overcome constraints for 
citizens, such as the implementation of suburban working hubs to 
eliminate the need to navigate congested city centres (Becker et al., 
2023). In essence, Smart City 5.0 aspires to create a ‘liveable’ city 
that goes beyond tangible benefits, connecting to the broader idea of a 
‘happy city’ (Brdulak and Brdulak, 2017).

Smart City 5.0 represents a paradigm envisioning Smart Cities 
with a strong emphasis on human-​centric design and addressing 
challenges faced by citizens (Svitek et al., 2020). This approach is 
akin to Industry 5.0, highlighting a human-​centric philosophy that 
prioritizes core human needs and interests in city management (Svitek 
et al., 2023). Rather than solely exploring the possibilities of new 
technologies, Smart City 5.0 focuses on what the city can do for its 
residents, aiming to remove constraints that impact their perception 
of liveability.

Aligned with the European Commission’s concept of Industry 5.0 
(Breque et al., 2021), Smart City 5.0 aims to establish a living envir
onment devoid of constraints by integrating human-​centric principles 
into city solutions (Rastogi et al., 2022). The ultimate objective is to 
enhance well-​being, as defined by the Organization for Economic 
Cooperation and Development (OECD), encompassing local material 
conditions, quality of life and sustainability (OECD, 2020). Smart 
City 5.0 strives to achieve well-​being through initiatives that improve 
health, education, social services, citizen participation, environmental 

 

 

 

 

 

 

 

 

 

 



14  Exclusion in Smart Cities

impact, vulnerability reduction and enhanced security (Becker 
et al., 2023).

Table 1.4 provides a characterization of the discussed Smart City 
1.0–​5.0 concepts, summarizing the current discussion.

At present, successive models of economic helixes clarify the con-
cept and principles of cooperation between local participants in innov-
ation processes in the face of the challenges of the global economy 
and the expectations of society. They are closely correlated with the 
development of smart urban structures described earlier. In retrospect, 
the following generations of helixes can be distinguished (Carayannis 
and Campbell, 2009; Carayannis et al., 2012):

	• First Helix –​ Academia, universities, higher education system;
	• Second Helix –​ Industry firms, economic system;
	• Third Helix –​ State government, political system;
	• Fourth Helix –​ Media-​based and culture-​based public;
	• Fifth Helix –​ Natural environment, sustainability.

The innovation model, known as the Triple Helix, involves a series 
of interactions among the academia (represented by the university), 
industry and government. Its purpose is to promote economic and 
social development in alignment with concepts like the knowledge 
economy and knowledge society. In the theoretical framework of the 
innovation helix, each sector is depicted as a circle, or helix, with over-
lapping regions indicating interactions (Lopes and Luciano, 2023).

The initial model has evolved from 2 dimensions to illustrate 
more intricate interactions, particularly over time. The concept was 
originally formulated by Henry Etzkowitz and Loet Leydesdorff in 
the 1990s, with the release of ‘The Triple Helix, University-​Industry-​
Government Relations: A Laboratory for Knowledge-​Based Economic 
Development’ (Etzkowitz and Leydesdorff, 1995). The interactions 
between universities, industries and governments have led to the emer-
gence of new intermediary institutions, such as technology transfer 
offices and science parks. Etzkowitz and Leydesdorff proposed a 
theoretical framework to explain the relationship between these 3 
sectors and the formation of these innovative hybrid organizations. 
The adoption of the Triple Helix innovation framework has been 
widespread, and its application by policy-​makers has played a role in 
transforming each sector.
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Table 1.4 � Evolution of Smart City from 1.0 to 5.0

Stage Time 
frame

Focus Key features Description

1.0 1990s–​
2000s

Basic 
automation 
and 
efficiency

Traffic light 
control, 
automated 
waste 
collection

Isolated technology 
solutions; focus 
on improving 
operational 
efficiency; limited 
citizen engagement

2.0 2010s Data 
collection 
and 
analysis

Sensors, IoT 
devices, 
integrated 
platforms, 
citizen 
engagement

Centralized platforms 
for data collection 
and management; 
improved resource 
allocation; early 
stages of citizen 
involvement

3.0 2020s Human-​
centric

Personalized 
services, 
advanced 
technologies 
(blockchains, 
digital twins), 
ethical 
considerations, 
data privacy

Personalized citizen 
services; integration 
of advanced 
technologies like 
blockchains and 
digital twins; 
emphasis on ethical 
AI and data privacy

4.0 2025s The usage 
of AI in a 
Smart City

Predictive 
analytics, 
sustainability, 
resilience, 
public–​private 
partnerships

Open data platforms; 
AI-​powered insights 
for decision-​
making; focus on 
sustainability and 
resilience; increased 
citizen participation

5.0 2030s+​ Autonomous 
and 
adaptive 
cities

Seamless physical 
and digital 
integration, 
advanced AI 
and robotics, 
long-​term 
sustainability, 
social equity

Self-​healing 
infrastructure; 
autonomous 
mobility solutions; 
seamless integration 
of physical and 
digital worlds; 
focus on long-​term 
sustainability and 
social equity

Source: Authors’ own study.

 

 



16  Exclusion in Smart Cities

The Triple Helix model states that the ‘innovation ecosystems’ 
within cities evolve through the collaboration of 3 distinct agents 
(Pique, 2019):

	• Universities, acting as magnets to foster scientific and techno-
logical knowledge.

	• The industrial sector, playing a crucial role in driving economic 
growth.

	• Government entities at various levels (local, regional, national and 
international), actively involved in initiatives, governance and the 
formulation of land use policies.

The quadruple and quintuple innovation helix framework delineates 
interactions between universities, industries, government, public 
and environment within the context of a knowledge economy. Elias 
G. Carayannis and David F. J. Campbell (Carayannis and Campbell, 
2009) co-​developed the quadruple and quintuple innovation helix 
framework, with the Quadruple Helix model introduced in 2009 and 
the Quintuple Helix in 2010 (Carayannis and Campbell, 2010). The 
concept of extending the Triple Helix model to a Quadruple Helix was 
explored by various authors during the same period. The Carayannis 
and Campbell Quadruple Helix model integrates the public through 
the concept of a ‘media-​based democracy’, highlighting the import-
ance of effective communication of innovation policy by the gov-
ernment to the public and civil society through the media to garner 
support.

For industries engaged in research and development (R&D), the 
framework underscores the need for companies’ public relations strat-
egies to navigate media-​driven ‘reality construction’. The Quadruple 
and Quintuple Helix frameworks can be explained in terms of the 
knowledge models they utilize and the 5 subsystems (helixes) they 
encompass (Kuzior and Kuzior, 2020). In a Quintuple Helix model, 
knowledge and know-​how are generated, transformed and circulated, 
influencing the natural environment (Suzic et al., 2020). Socio-​
ecological interactions facilitated by the Quadruple and Quintuple 
Helixes can be leveraged to identify opportunities for the knowledge 
society and knowledge economy, particularly in addressing sustain-
able development, including challenges like climate change.

The Quadruple Helix model emphasizes the inclusion of the cul-
tural pillar and underscores the significance of constructing and 
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communicating ‘public awareness’, asserting its impact across all 
dimensions of the system (Schütz et al., 2019). Nordberg (2015) 
characterizes the fourth helix as a more ‘cultural’ dimension and 
a backdrop crucial to the innovation roadmap. Ivanova (2014), 
approaching the subject from a systemic perspective with a focus on 
services, argues that the Quadruple Helix model not only engages 
consumers, but also addresses communication and media aspects 
(Yazici, 2023).

On a contrasting note, Höglund and Linton (2018) contend that 
the fourth helix is not a separate additional component, but an inte-
gral part of society, serving to respond to citizens’ needs (Gasco-​
Hernandez et al., 2022). Despite the unquestionable contribution of 
the Quadruple Helix model, there exists a methodological challenge 
in how citizens introduce their public perspective, and how various 
actors define their functional role within society as a fourth pillar, col-
laborating with innovative processes (Taratori et al., 2021).

Carayiannis et al. (2012) describe the Quintuple Helix model as 
simultaneously interdisciplinary and transdisciplinary, highlighting 
the fifth helix’s role in providing a more analytical perspective for 
the dynamic involvement of all stakeholders. This evolved model 
places a significant emphasis on an active and more ‘human-​oriented’ 
approach, particularly emphasizing the circular process of knowledge 
production between subsystems, such as society and the economy 
(Crumpton et al., 2021). The Quintuple Helix model underscores the 
importance of collective efforts and exchange across education, the 
economy, the environment, society and political systems (Carayannis 
and Campbell, 2010).

The innovation processes within the Quintuple Helix model incorp-
orate a fifth dimension, focusing on the nature and social ecology. 
However, a lingering question within this model is the challenge 
of connecting the 5 helixes in an innovation process. Markard 
et al. (2012) propose a response centred around ‘ecology’, which 
encompasses interdisciplinary relations between living organisms 
(social) or between them and their environments (natural), forming 
an integrated ‘ecosystem’. The various concepts within the Quintuple 
Helix model converge in the society–​nature transition (Van Den Berg 
and Verster, 2023). Consequently, the Quintuple Helix places par
ticular emphasis on translating environmental and ecological issues, 
identifying them as crucial ‘drivers’ for future knowledge and innov-
ation (Taratori et al., 2021).

  

 

 

 

 

 

 

 

 

 



18  Exclusion in Smart Cities

The concept of successive Smart Cities from 3.0 to 5.0 is closely 
linked to successive helixes of economic development. The three-​
layered structure of economic development (Triple Helix) involves 
business, city and science and is gradually joined by the local commu-
nity (Quadruple Helix) and environmental and cultural organizations 
(Quintuple Helix). This configuration of cooperation should ensure 
the achievement of the intended goals of all stakeholders and pro-
mote sustainable and dynamic economic development in the local and 
regional area.

Currently, 3 models of socio-​economic cooperation –​ Triple Helix, 
Quadruple Helix and Quintuple Helix –​ are an important part of the 
evolution of the Smart City concept from version 3.0 to 5.0. In the 
context of Smart City 3.0, where AI and machine learning are begin-
ning to play a key role, the Triple Helix model points to the integra-
tion of business, the city and science. Collaboration between these 3 
sectors is becoming crucial for the effective use of modern technology 
to improve the quality of life of residents.

The transition to Smart City 4.0, which emphasizes human-​centred 
design, personalization of services and ethical aspects, involves an 
expansion of the collaboration model. Quadruple Helix is including the 
local community, reflecting the growing role of citizens in decision-​
making. Together with business, the city and science, the local com-
munity is becoming an active participant in shaping dynamic and 
sustainable solutions for cities.

As we reach the Smart City 5.0 stage, where cities are becoming 
autonomous and adaptive, the Quintuple Helix model is becoming a 
key element. It includes not only business, city, science and commu-
nity, but also environmental organizations. This expanded cooper-
ation takes into account not only technological and social aspects, but 
also issues of sustainability and social equality. The efforts of these 5 
areas of cooperation are aimed at creating autonomous and sustain-
able cities, integrating the physical and digital worlds and nurturing 
long-​term social equality.

1.2  Areas of Smart City development and evaluation

The literature identifies 6 so-​called pillars of Smart City (Table 1.5). 
Those pillars were first described by McKinsey Group in 2018 
(McKinsey Global Institute, 2018). Smart governance plays a crucial 
role in leveraging digital technologies to streamline administrative 
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Table 1.5 � Six pillars of Smart City

Pillar Description Examples

Smart 
Governance

Utilizes advanced information and 
communication technologies 
to streamline administrative 
processes, enhance transparency 
and improve decision-​making 
within municipal authorities

Electronic voting 
systems, online 
citizen engagement 
platforms, digital 
services

Smart 
Economy

Fosters economic growth by 
integrating digital innovations, 
supporting entrepreneurship, 
encouraging innovation and 
implementing sustainable 
business practices

Innovation hubs, 
digital payment 
systems, technology 
incubators

Smart Mobility Revolutionizes urban 
transportation through 
intelligent solutions, including 
efficient public transit, smart 
traffic management and 
promotion of sustainable 
transport modes

Intelligent traffic 
lights, real-​
time public 
transportation 
tracking, bike-​
sharing systems

Smart 
Environment

Monitors and manages 
environmental resources by 
optimizing waste management, 
conserving energy and ensuring 
sustainable water usage to 
minimize ecological impact

Smart waste bins, 
energy-​efficient 
street lighting, 
water usage 
monitoring systems

Smart Living Improves the quality of life for 
residents by deploying smart 
infrastructure, such as intelligent 
buildings, healthcare systems 
and educational institutions

Smart homes with 
automation, 
telemedicine 
services, smart 
classrooms

Smart People Empowers citizens through digital 
literacy, access to information 
and community engagement, 
fostering a sense of inclusion 
and participation in shaping the 
city’s future

Digital education 
initiatives, 
community 
engagement 
platforms, citizen 
forums

Source: Embarak (2021); Khan et al. (2020); Wolniak and Jonek-​Kowalska (2023).
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processes, enhance transparency and improve decision-​making within 
municipal authorities (Embarak, 2021). This pillar focuses on using 
data-​driven insights and communication technologies to create a more 
responsive and efficient government. The smart economy pillar is 
centred on fostering economic growth through the integration of digital 
innovations. This involves supporting entrepreneurship, encouraging 
innovation and implementing sustainable business practices (Izbash 
et al., 2023). By leveraging technology, Smart Cities aim to create 
a resilient and dynamic economic environment (Belaid et al., 2024).

Smart mobility is a key pillar that focuses on revolutionizing urban 
transportation. This involves the integration of intelligent transpor-
tation systems, efficient public transit options and the promotion of 
sustainable modes of transport (Wolniak, 2023). The goal is to reduce 
traffic congestion, enhance connectivity and minimize the environ-
mental impact of transportation. In the case of the smart environment, 
cities strive to monitor and manage their environmental resources 
effectively. This includes deploying technologies to optimize waste 
management, conserve energy and ensure sustainable water usage. 
The emphasis is on creating urban spaces that minimize ecological 
impact and promote environmental sustainability (Xu, 2023).

Smart living is another important pillar that seeks to improve the 
quality of life for city residents. This involves the deployment of 
smart infrastructure, such as intelligent buildings, healthcare systems 
and educational institutions (De Matos and Ramos, 2023). These 
initiatives aim to create safer, more comfortable and accessible living 
environments for citizens. Lastly, the smart people pillar focuses 
on empowering citizens through digital literacy, access to informa-
tion and community engagement (Khan et al., 2020). By fostering a 
sense of inclusion and participation, Smart Cities aim to create a more 
informed and actively involved citizenry, encouraging collaboration 
in shaping the city’s future.

Implementing a Smart City is a complex process that is closely 
linked to the development of technical infrastructure. A key 
aspect is the development of advanced communications systems, 
including broadband Internet networks and cellular technologies. 
Telecommunications infrastructure plays a key role in enabling high-​
speed data transfer between different elements of a Smart City (Sharifi 
and Alizadeh, 2023).

Today’s Smart Cities are complex ecosystems that use a range 
of advanced technologies to improve the quality of life of residents, 
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increase the efficiency of urban services and contribute to sustainable 
development. One of the key elements of this concept is the develop-
ment of the IoT, enabling various urban devices to connect and collab-
orate (Streitz et al., 2023).

Sensors and monitoring systems are an important component 
of the Smart City, enabling real-​time data collection. With them, 
cities can monitor traffic, air quality, energy consumption or waste 
volumes, allowing them to react quickly to changes and optimize 
different areas of urban life. Data analysis and AI technologies also 
play a key role. Advanced algorithms allow processing vast amounts 
of information, identifying patterns and forecasting events. This 
enables more effective planning for urban development, optimized 
traffic management, or even faster response to emergencies (Tamas 
and Dora, 2023).

Smart transportation systems are another important area of tech-
nology in the Smart City. The development of public transportation, 
car-​sharing systems, traffic management platforms or the develop-
ment of autonomous vehicles are improving transportation accessi-
bility, reducing traffic jams and emissions (Wolniak, 2023; Kowalska 
and Wolniak, 2023).

Energy is a key area, where modern technologies are being used. 
Smart Grids, or smart energy networks, allow efficient management 
of energy supply, increase the share of renewable sources and min-
imize losses (Gajdzik et al., 2024). Energy infrastructure must be 
upgraded to integrate new technologies, such as smart grids. These 
enable optimal management of energy consumption, monitoring of 
the grid and introduction of renewables.

Smart Cities prioritize involving and empowering citizens in the 
management of energy. They encourage active participation in energy 
conservation, promote informed decision-​making regarding energy 
usage and foster contributions to a sustainable future. Innovative 
strategies in electric systems provide citizens with tools, platform and 
real-​time data access to monitor and control their energy consump-
tion, enabling them to actively play a role in creating a more efficient 
and sustainable electric system. In the context of Smart Cities, energy 
systems encompass an integrated network of infrastructure, technolo-
gies and policies designed to facilitate efficient energy generation, dis-
tribution and consumption within urban environments. These systems 
aim to optimize energy usage, mitigate carbon emissions and enhance 
overall sustainability.
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Adoption of a new approach to electric systems in Smart Cities 
becomes imperative to meet the increasing energy demands, address 
environmental concerns, bolster grid resilience, accommodate 
decentralized energy generation, leverage technological advancements 
and empower citizens. Through the integration of renewable energy 
sources, smart grids, energy storage solutions, as well as advanced 
monitoring and management systems, Smart Cities can establish elec-
tric systems that are more efficient, sustainable and resilient, tailored 
to the evolving needs of urban environments (Gajdzik et al., 2024).

Seven primary elements constitute the energy systems in Smart 
Cities: renewable energy generation, smart grids, energy storage, 
demand response and energy efficiency, electric mobility, energy man-
agement systems and citizen engagement. Table 1.6 provides detailed 

Table 1.6 � Main components of energy systems used in Smart Cities

Component Characteristics

Renewable 
energy 
generation

Smart Cities prioritize utilizing renewable energy sources, 
such as solar, wind, geothermal and biomass. They 
integrate various renewable systems like solar panels, 
wind turbines and geothermal heating/​cooling.

Smart grids Advanced electrical grids in Smart Cities incorporate 
digital technologies, sensors and automation to optimize 
electricity distribution. Smart grids enable real-​time 
monitoring, efficient load balancing and integration of 
decentralized energy sources. They also facilitate two-​
way communication between utilities and consumers, 
supporting demand response programmes and energy 
conservation.

Energy storage Crucial for Smart Cities, energy storage technologies 
efficiently capture and store surplus energy from 
renewables during peak production. Solutions like batteries, 
pumped hydro storage and compressed air energy storage 
balance electricity supply and demand, ensure grid stability 
and provide backup power during outages.

Demand 
response 
and energy 
efficiency

Smart Cities implement demand response programmes to 
encourage consumers to adjust energy usage during peak 
demand. Real-​time data and communication networks 
provide incentives for reducing or shifting energy 
consumption. Additionally, energy-​efficient technologies 
and practices, including smart appliances, LED lighting, 
intelligent HVAC systems and building automation, are 
promoted.
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characteristics of each of these components. The goal of integrating 
these elements and encouraging collaboration among stakeholders is 
to optimize energy utilization, decrease carbon emissions, improve 
grid resilience and cultivate a sustainable and enjoyable urban 
environment.

Smart City communication relies on telecommunication tech-
nologies, creating smart networks that enable the rapid exchange 
of information between devices, as well as between residents and 
city authorities. It is also worth highlighting the development of 
blockchain technologies, which can find application in the area of 
data security, transparency of transactions or even in urban identi-
fication systems (Kalenyuk et al., 2023). The implementation of 
Smart City also requires the modernization of building infrastruc-
ture to enable the integration of smart solutions into existing urban 
infrastructure.

Component Characteristics

Electric 
mobility

Smart Cities promote electric vehicle (EV) adoption 
through comprehensive charging infrastructure, 
strategically placed in residential areas, parking lots 
and public spaces. Integration with renewable sources 
and smart grids manages increased energy demand, 
promoting sustainable transportation options.

Energy 
management 
systems

These systems use data analytics and AI algorithms to 
monitor and optimize energy consumption across various 
sectors. They collect and analyse data from sensors and 
devices to identify inefficiencies, recommend energy-​
saving measures and enable predictive maintenance. 
Energy management systems allow real-​time monitoring, 
analysis and control of energy usage at the city-​wide 
level.

Citizen 
engagement

Smart Cities actively engage citizens in energy 
conservation. They provide real-​time energy 
consumption data, user-​friendly interfaces and 
personalized recommendations. Awareness campaigns, 
educational programmes and interactive platforms 
empower individuals and communities to make informed 
choices for a sustainable energy future.

Source: Gajdzik et al., (2024); Sarjana (2023); Darmawan et al. (2023).  
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Notably, the most important technologies in a Smart City are not 
just single solutions, but a comprehensive system, in which diverse 
technologies work together to create smart, integrated urban environ-
ments. It is the interaction of various innovations –​ from sensors to 
AI –​ that contribute to efficient and sustainable urban development. 
Table 1.7 provides an overview of selected technologies used in Smart 
Cities.

Table 1.7 � Characteristics of selected technologies used in Smart Cities

Technology Characteristics

IoT The IoT enables the integration of various devices, sensors 
and systems to form a smart network. This allows data 
on the environment, transportation, energy and other 
areas to be collected and then analysed for effective 
city management. IoT can include smart street lights, 
environmental sensors, smart energy meters, etc.

Sensors and 
monitoring

Using advanced sensors to continuously monitor various 
parameters of the urban environment. Sensors can 
measure pollution levels, humidity, temperature, noise 
levels, as well as monitor traffic and waste volumes. 
This data is then analysed to make informed urban 
planning decisions.

Big Data 
Analytics

Big Data Analytics is a technology that makes it possible to 
analyse huge amounts of data, from various sources, to 
identify patterns and trends. In the context of the Smart 
City, data analytics allows for a better understanding 
of residents’ behaviour, urban infrastructure needs and 
optimization of public service delivery.

Traffic 
management 
systems

Advanced traffic management systems include smart 
traffic signals, traffic monitoring cameras, dynamic 
traffic guidance systems and parking monitoring. These 
technologies help minimize traffic jams, improve road 
safety and optimize the use of urban space.

E-​mobility E-​mobility focuses on the introduction of electric modes 
of transportation, such as electric cars, electric bicycles 
and scooters. Infrastructure supporting e-​mobility 
includes charging stations and traffic management 
systems for electric vehicles. The goal is to reduce 
greenhouse gases emissions and improve air quality.

Smart grid Smart Grid integrates communications technology into 
the power grid. This allows monitoring, control and 
optimization of electricity distribution in real time. 
Smart Grid helps increase energy efficiency and 
integrate renewable energy sources.
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(Continued)

Technology Characteristics

Waste 
management 
systems

Waste management systems use technology to monitor 
the capacity and condition of trash containers, optimize 
trash collection routes and promote waste segregation. 
Smart garbage cans can report when they are full, 
enabling efficient waste management and minimizing 
environmental impact.

Digital 
participatory 
platforms

Participatory technologies include online platforms, 
mobile apps and social media tools that enable residents 
to actively participate in decision-​making processes. 
This can include public consultations, online voting, 
participation in community projects and tracking 
government activities.

Smart lighting Smart lighting systems use motion, time and weather 
sensors to adjust light intensity. This saves energy by 
turning the light on only when needed, contributing to a 
sustainable city.

Blockchains in 
government

Blockchain technology used in government can secure 
data, facilitate transactions, eliminate bureaucracy 
and increase transparency. With its decentralized 
structure, blockchains can improve data security and 
facilitate administrative processes, such as citizen data 
management and property registration.

AI AI in Smart Cities can be used to analyse data, forecast 
trends, optimize traffic, personalize public services and 
improve energy efficiency. Machine learning algorithms 
can help respond more quickly to changes and adapt to 
residents’ needs.

5G and mobile 
networks

The deployment of 5G technology and the development 
of high-​speed cellular networks enable fast and stable 
data transmission, which is crucial for the efficient 
operation of many Smart City applications. This 
supports communication between IoT devices, enabling 
seamless city management and improving access to 
online services.

Biometrics and 
identification

Biometric technologies, such as facial recognition, 
fingerprint readers and iris scanners, can be used to 
secure access to buildings, monitor public safety and 
authorize transactions, helping to improve overall 
security in the city.

Drones and 
unmanned 
aerial vehicles

The use of drones in the Smart City includes monitoring 
traffic, patrolling urban areas, delivering packages and 
inspecting infrastructure. This acts as an additional tool 
for rapid response to emergencies, monitoring hard-​to-​
reach areas and enhancing public safety.
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Technology Characteristics

Augmented 
reality

Augmented reality (AR) technology can be used to 
provide information about the surrounding environment, 
urban navigation, education and to create interactive 
cultural experiences. AR can improve residents’ 
interaction with the urban environment and enhance 
education and tourism processes.

Green 
technologies

They include innovative solutions for sustainable urban 
development, such as energy-​efficient buildings, green 
roofs, photovoltaic panels and rainwater recycling. 
These technologies contribute to reducing emissions, 
protecting the environment and improving the quality of 
life for residents.

Epidemic 
tracking 
systems

Using technologies, such as GPS tracking, AI and data 
analytics, to monitor, predict and manage potential 
epidemics, which is crucial in the context of public 
health.

Smart health Integration of technology in the health sector includes 
telemedicine, population health monitoring, medical 
data management systems and access to electronic 
patient records. Smart health supports efficient 
healthcare delivery, disease prevention and improved 
quality of life for residents.

Geolocation and 
GIS

Geographic information systems (GIS) and geolocation 
technologies help in effective urban planning, 
management of urban infrastructure data, analysis 
of areas at risk and creation of interactive maps for 
residents. These are tools that support sustainable 
development and urban planning.

Urban robotics Urban robotics includes the use of robots for a variety of 
tasks, such as maintenance, deliveries, infrastructure 
inspections and construction work. Robots can operate 
autonomously or be remotely controlled, helping to 
improve efficiency and safety in the city.

Source: Authors’ own work based on Wolniak (2023); Streitz et al. (2023); Kalenyuk 
et al. (2023); Sarjana (2023); Tamas and Dora (2023); Duan et al. (2022); Zhou 
(20220; Al Nuaimi et al. (2015); Wolniak and Grebski (2023); Kvalvik et al. (2023); 
Vlahkis et al. (2023); Dadwal et al. (2023); Barrera-​Camara et al. (2023); Ruiz-​
Vanoye (2023); Pellatt and Palfreman (2023); Kondratenko et al. (2023); Caputo et al. 
(2015); Raj and Shetty (2024); Ali et al. (2023); Ddeja et al. (2023); Kramarz et al. 
(2022); Jonek-​Kowalska (2022); Jonek-​Kowalska (2023); Wolniak (2023); Stecuła 
et al. (2023).
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Smart City and Industry 4.0 are interdependent areas that support 
each other, leading to more integrated and efficient societies. Industry 
4.0, also known as the fourth industrial revolution, focuses on the 
intelligent use of digital technologies in manufacturing, while Smart 
City focuses on using these technologies to improve the quality of life 
in urban areas.

In the context of Industry 4.0, automation, cyber-​physical systems, 
the IoT and data analytics are key. These same technologies are also 
key to Smart City. The automation of manufacturing processes in 
Industry 4.0 aims to increase efficiency, reduce costs and optimize 
resources. In Smart City, these technologies are used to monitor and 
manage various aspects of urban life, such as transportation, energy, 
waste management and public services (Kurshudov, 2024).

Industry 4.0 is bringing innovation to manufacturing, introdu-
cing smart factories, where machines communicate with each other 
and make autonomous decisions. Within the Smart City, the same 
principles can be applied to urban infrastructure management. For 
example, smart traffic management systems can use sensor data and 
data analysis algorithms to optimize traffic, reduce congestion and 
improve safety (Wolniak, 2023).

The IoT plays a key role in both Industry 4.0 and Smart City. In 
the context of Industry 4.0, devices in manufacturing plants commu-
nicate with each other, enabling monitoring, analysis and optimization 
of processes (Manfreda and Mijač, 2024). In Smart City, IoT enables 
the connection of various elements of urban infrastructure, such as 
smart streetlights, environmental sensors and Smart City platforms, to 
collect data, monitor and manage resources efficiently.

The collaboration between Industry 4.0 and Smart City is helping 
to create more sustainable, efficient and resident-​friendly cities. Smart 
technologies not only streamline production processes, but also enable 
dynamic and adaptive management of urban infrastructure, resulting 
in improved quality of life for residents and optimal use of urban 
resources. As a result, this synergy between Industry 4.0 and Smart 
City is a key development direction for modern societies.

Table 1.8 presents a comparison between Smart City and 
Industry 4.0.

Implementation of the Smart City concept has the potential to 
affect public policy in the city. Using advanced digital infrastructure 
and data-​driven solutions, the implementation of Smart City solutions 
can help improve security (Teng et al., 2024). One key aspect in 
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Table 1.8 � Comparison between the Smart City concept and Industry 4.0

Aspect Smart City Industry 4.0

Scope Encompasses a wide 
range of urban services 
and infrastructure, 
including transportation, 
energy, healthcare and 
governance.

Primarily focuses on 
the transformation of 
manufacturing and 
industrial processes, 
optimizing production 
through digital 
technologies.

Key 
technologies

IoT, Big Data, AI, 
sensors, smart grids 
and communication 
technologies are integral 
for managing city 
services efficiently.

IoT, Industrial IoT (IIoT), 
cloud computing, machine 
learning and robotics play 
crucial roles in creating 
smart and interconnected 
industrial systems.

Objectives Enhancing quality of 
life, sustainability and 
efficiency in urban 
areas. Improving public 
services, infrastructure 
and citizen well-​being.

Enhancing manufacturing 
processes, increasing 
efficiency, reducing 
downtime and enabling 
more flexible and agile 
production. Improving 
productivity and product 
quality.

Focus on data Relies heavily on data 
analytics for optimizing 
city operations, predicting 
trends and improving 
decision-​making in areas 
like traffic management 
and waste disposal.

Emphasizes data-​driven 
decision-​making in 
industrial settings to 
optimize production, 
predict maintenance 
needs and enhance overall 
operational efficiency.

Integration of 
systems

Aims to integrate various 
urban systems, such as 
transportation, energy 
and public services, to 
create a holistic and 
interconnected urban 
environment.

Focuses on integrating 
digital technologies into 
the entire manufacturing 
process, from design and 
production to supply chain 
and customer service.

User 
involvement

Involves citizen 
participation through 
platforms for feedback, 
engagement and 
collaboration to address 
the needs and preferences 
of residents.

Involves collaboration 
between machines, 
systems and human 
operators, emphasizing 
human-​machine 
interaction and cooperation 
in the manufacturing 
environment.
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this regard is improving public safety through advanced monitoring 
systems. Smart City initiatives often include the deployment of intel-
ligent video analytics, sensors and IoT devices to detect and respond 
to incidents in real time. This approach can help prevent crime, opti-
mize emergency response and generally maintain public order (Li 
et al., 2024).

Traffic management is another important area, where Smart City 
implementation can have a significant impact. Smart transportation 
systems use data analysis to optimize traffic flow, reduce traffic jams 
and improve overall mobility. This not only leads to more orderly 
and efficient transportation, but also reduces the potential for traffic-​
related disruptions and conflicts (Elhofy et al., 2023).

When it comes to public management, Smart City systems use data 
analysis and digital platforms to streamline administrative processes. 
This can result in improved delivery of public services, faster 

Aspect Smart City Industry 4.0

Cyber-​physical 
systems

Emphasizes the deployment 
of sensors and devices in 
the physical environment 
to collect and transmit 
data for improved 
decision-​making and 
automation.

Utilizes cyber-​physical 
systems in manufacturing 
equipment and processes 
to enable real-​time 
monitoring, control and 
optimization of industrial 
operations.

Challenges Privacy concerns, security 
issues and the need for 
extensive infrastructure 
investment are common 
challenges.

Implementation costs, 
workforce adaptation and 
potential job displacement 
due to automation are 
challenges faced in the 
adoption of Industry 4.0.

Global 
adoption

Smart City initiatives are 
being implemented 
globally on various 
scales, with cities around 
the world investing in 
technology to become 
smarter and more 
sustainable.

Industry 4.0 is a global 
phenomenon transforming 
manufacturing industries, 
with countries and 
industries adapting to stay 
competitive in the digital 
age.

Source: Authors’ own work based on Wolniak et al. (2023). 
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responses to citizens’ concerns and increased overall communication 
between authorities and residents.

The implementation of smart infrastructure in the city contributes 
to sustainable development, which indirectly affects public policy. 
Initiatives such as efficient waste management, energy conservation 
and pollution monitoring can contribute to a cleaner and healthier 
urban space. A clean and healthy environment can positively affect 
the well-​being of residents and contribute to the quality of urban life 
(Rele and Patil, 2023).

In terms of public policy in Smart Cities, it is important to address 
potential challenges related to privacy, data security and equal access 
to these technologies to ensure that the benefits of Smart City imple-
mentation are felt by all residents. Furthermore, public awareness and 
involvement are key to the successful adoption of these technolo-
gies, as informed and engaged citizens are more likely to support and 
actively participate in Smart City development. Table 1.9 reviews 
selected Smart City solutions that impact security.

Table 1.9 � Solutions used in Smart Cities that affect security

Area Description

City monitoring The use of advanced surveillance systems, smart cameras 
and sensors to continuously monitor the urban area. 
This allows for rapid detection of incidents, including 
crimes, accidents or dangerous situations.

Smart video 
analysis

The use of video analysis technology to identify unusual 
behaviour, facial recognition or vehicle registration. 
This allows rapid response to potential threats and 
tracking of suspects.

Alarm systems Implementation of smart alarm systems that can be 
activated automatically in response to identified threats. 
This allows for instant notification of emergency 
services and minimizes response time.

IoT sensor 
networks

Expand the infrastructure of IoT sensors to monitor 
various parameters, such as air pollution levels, noise 
or water quality. This data is analysed in real time to 
maintain a safe environment.

Smart street 
lighting

The use of street lighting systems that adapt to 
environmental conditions. Smart streetlights can 
respond to movement by changing the intensity of the 
light, increasing safety and saving energy.
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Smart City technologies have a significant impact on public partici-
pation, enabling more active involvement of residents in public life. 
Thanks to mobile applications, online platforms and other innova-
tive solutions, the community has easier access to information and 
the opportunity for direct dialog with local authorities (Arora et al., 
2024). Information technologies enable rapid communication of infor
mation about local issues, events or planned projects. Residents can 
raise issues, provide feedback and actively participate in the decision-​
making process through public consultations or online voting. 
Participatory platforms integrate different social groups, allowing 
them to exchange ideas and work together on local initiatives. With 

Area Description

Emergency 
management 
systems

Creating integrated emergency management platforms 
that result in a coordinated response to emergencies. 
This includes monitoring, communicating and 
coordinating emergency services and informing 
communities of risks.

Safe 
transportation 
infrastructure

Implementation of traffic monitoring systems that identify 
and manage road hazards. Smart traffic signals, 
cameras and warning systems help ensure safe mobility 
in the urban area.

Public safety 
mobile apps

Developing mobile apps to quickly report incidents, 
access safety information and receive alerts. This 
increases community involvement in maintaining 
safety through active participation in the monitoring 
and reporting process.

Analysing data 
to predict 
threats

Using advanced data analysis technologies to predict 
potential threats. Algorithms can analyse data from a 
variety of sources, identifying patterns and correlated 
events, making it possible to prevent incidents before 
they occur.

Education 
and public 
awareness

Organizing educational campaigns and activities to raise 
community awareness of the benefits and security 
associated with Smart City technology. Informing 
residents about measures taken to increase safety and 
promoting active participation.

Source: Li et al. (2024); Konstantopoulou et al. (2024); Erces et al. (2023); Osipova 
and Hornecker (2023); Elhofy et al. (2023); Qian (2023); Role and Patil (2023); 
Tomitsch et al. (2023); Vătăşoiu et al. (2023).
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this, the community becomes more organized and able to effectively 
express its needs and expectations.

In addition, smart transportation or waste management solutions 
allow residents to actively participate in caring for the environment 
and make more informed decisions about the use of urban resources. 
As a result, Smart City technologies support the development of civil 
society, foster transparency in the actions of local authorities and 
allow for more democratic participation of residents in shaping their 
environment (Domingo et al., 2021). This makes public participation 
more dynamic, effective and accessible to a wider spectrum of the 
local community.

As part of the Smart City, mobile applications are being used in 
a variety of areas, aiming to improve the city’s daily operations. An 
important application of these is to facilitate public transportation 
through apps that allow for route planning, online ticketing, monitoring 
delays or informing about schedule changes (Maddel et al., 2023). 
Therefore, residents can move around the city more efficiently and the 
traffic management becomes smoother. Mobile applications are also 
being used to monitor and manage urban infrastructure, such as street 
lighting, water supply systems and waste management (Neofotistos 
et al., 2023). Smart sensors and remote control allow efficient man
agement of resources, minimizing energy consumption and increasing 
environmental performance.

In the area of public safety, mobile apps support city monitoring 
systems, allowing residents to report incidents and receive warnings 
or emergency information (Alam et al., 2022). This increases cooper
ation between the community and security authorities. In addition, 
mobile apps are being used to improve access to public services, such 
as healthcare, education and administration. Electronic appointment 
scheduling, remote medical consultations or educational platforms are 
just a few examples of how mobile apps support the operation of these 
sectors (Stahl and Reiterer, 2022).

From a Smart City perspective, mobile apps are an integrative 
tool that connects different aspects of urban life, fostering efficiency, 
sustainability and better alignment of the city with the needs of its 
residents. Table 1.10 reviews examples of mobile apps that influence 
social participation in Smart City.

An important issue related to Smart City development is its envir-
onmental impact. Smart Cities often promote sustainable transporta-
tion, favouring public transportation, electric bicycles or electric cars. 
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Table 1.10 � Example of applications used in the Smart City context

Application Characteristics

mObywatel This national app allows users to access various public 
services electronically, including reporting problems, 
registering vehicles, purchasing public transport tickets 
and voting in local elections. It fosters participation 
by simplifying interactions with government and 
empowering citizens to engage in civic activities.

Locate Me This app empowers people with disabilities by facilitating 
navigation and access to public services and facilities. 
It allows users to report accessibility issues and suggest 
improvements, promoting inclusive infrastructure and 
social participation.

DecydujMy This platform enables citizens to participate in decision-​
making processes by engaging in public consultations, 
proposing ideas and voting on initiatives. It encourages 
open dialog and collaboration between residents and 
local authorities.

FIXiT This app allows users to report problems in their city, 
ranging from potholes to vandalism. It enables citizens 
to contribute to improving their environment and fosters 
a sense of community responsibility.

Kulturalna 
Warszawa

This app provides information about cultural events in 
Warsaw, allowing users to discover activities, purchase 
tickets and share their experiences. It promotes cultural 
engagement and encourages social interaction.

Nextbike This bike-​sharing app facilitates sustainable transportation 
and allows users to find available bikes for rent. It 
promotes healthy lifestyles and active participation in 
urban life.

Lokal This app provides real-​time information about public 
transport schedules and delays. It improves mobility and 
accessibility, enabling citizens to plan their journeys and 
participate more actively in city life.

EcoMap This app displays air quality data and encourages users 
to report and discuss environmental issues. It promotes 
environmental awareness and empowers citizens to 
advocate for sustainable practices.

Source: Authors’ own work based on mObywatel (2024); Locate Me (2024); 
DecydujMy (2024); FIXiT (2024); Kulturalna Warszawa (2024); Nextbike (2024); 
Lokal (2024); SoS Alarm (2024).
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This approach reduces emissions, improving air quality and redu-
cing atmospheric pollution, which has a positive impact on residents’ 
health and the environment.

In addition, Smart City waste management systems enable more 
efficient trash management. Monitoring waste levels and segrega-
tion automatically lead to a reduction in the amount of waste going 
to landfills, which reduces the negative impact on soil and water. The 
previously discussed smart technologies also support sustainable 
urban design, promoting urban greening, parks and the general avail-
ability of recreational areas. This contributes to improving the quality 
of life for residents and preserving biodiversity in the urban area.

However, it is worth noting that the introduction of the Smart City 
requires strict control and monitoring to avoid potential negative 
effects, which will be discussed in detail in Chapter 2, such as exces
sive consumption of resources for the production of modern tech-
nology or the generation of additional electronic waste. Ultimately, 
the development of Smart City can contribute to reducing the negative 
impact of cities on the environment, provided the systems are properly 
designed, implemented and maintained.

The economic development of a Smart City depends on a number 
of factors that combine to create innovative and sustainable commu-
nities (Jonek-​Kowalska and Wolniak, 2021). The first key element, 
discussed in detail earlier, is the technological infrastructure, including 
broadband Internet connections, sensor networks and data manage-
ment systems. This allows for the efficient use of information, which 
is key to improving various aspects of city life.

Another important factor is community involvement and cooper-
ation between the public sector, private sector and civil society. The 
Smart City concept involves the active participation of residents in 
decision-​making processes and the use of their knowledge in cre-
ating innovative solutions. Education and skills development are 
also a key element in supporting Smart City economic development. 
Investments in digital education and training related to modern tech-
nologies enable residents to use new tools and foster the creation of 
new jobs.

Sustainability is another aspect that affects the economic pro-
gress of a Smart City. This happens through efficient management of 
resources, reduction of CO2 emissions, development of public trans-
portation based on green technologies and promotion of renewable 
energy.
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Private and public investments in the new technology sector and 
start-​ups that create innovative solutions have a significant impact on 
the economic development of the Smart City (Jonek-​Kowalska and 
Wolniak, 2021). Creating a favourable business environment that 
supports the development of new technologies attracts entrepreneurs 
and investors.

The economic importance in Smart City development can be 
observed following the research by Jonek-​Kowalska and Wolniak 
(2021). They observed that the progress of Smart City initiatives in 
Poland faces challenges due to the inadequate economic well-​being of 
residents and the challenging financial circumstances of cities, limiting 
their capacity to undertake Smart City projects. Polish cities show 
a preference for the Triple Helix model, concentrating on fostering 
business collaborations and establishing favourable conditions for com-
mercial entrepreneurship, rather than engaging higher-​order helixes 
that involve communities or ecological organizations. This inclination 
might contribute to urban challenges, such as unsustainability and 
socio-​economic exclusion. The evaluated Polish cities are considered 
average in terms of financial stability, wealth, investment, administra-
tive efficiency and citizen participation. The weakest aspect pertains 
to the wealth and quality of life of residents, including gross remuner-
ation levels. The economic stability of the city and its indebtedness 
strongly impact investment parameters, subsequently influencing the 
city’s ability to advance Smart City initiatives.

The underdevelopment of Polish Smart Cities is also evidenced by 
the predominant utilization of conventional financing methods, relying 
primarily on budgetary funds and sponsorships, rather than embra-
cing more innovative approaches like public–​private partnerships or 
participatory budgets. To enhance the progression of Smart Cities in 
Poland, it is imperative to provide support to less developed cities, 
alleviate local budgets from non-​stimulative expenditures, address 
the fundamental needs of urban communities, improve demographic 
trends and establish transparent and accessible standards for private–​
public partnerships.
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