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Preface

The 2025 edition of the Annual Privacy Forum (APF 2025) was co-organized by Goethe
University Frankfurt, Karlstad University, RSAC, and Plattform Privatheit, supported by
the European Union Agency for Cybersecurity (ENISA), the European Data Protection
Supervisor (EDPS), and the European Cybersecurity Competence Centre (ECCC). The
conference was hosted in Frankfurt am Main, Germany, in October 2025.

APF has established itself as a key interdisciplinary event that brings together stake-
holders from policy-makers, academia, civil society, and industry to explore the evolving
landscape of privacy and data protection. In its 13th edition it continued its tradition of
enabling informed dialogue and collaboration.

The accepted papers of the 2025 edition featured three topical areas:

1. Supporting Laypeople and Users: Design Approaches, User Perceptions, and Prob-
lems

2. Emerging Risks from Upcoming Technologies, Misunderstandings, and Regulatory
Derogation

3. Professional Methods & Tools for Analysis and Decision Making

In response to the call for papers, APF 2025 received 27 submissions. One sub-
mission was desk-rejected. The remaining submissions underwent a single-blind peer-
review process by members of the international Program Committee (PC) and additional
reviewers involved by some of the PC members. One submission was rejected after two
clear reviews asking for this. The other submissions received at least three reviews, sev-
eral of them four and more. The average number of reviews per submissions was 3.78.
Based on the quality of contributions, relevance to the Forum themes, and academic
rigor, nine papers were selected (33.33% acceptance rate) for inclusion in this volume.

We extend our sincere gratitude to the members of the Program Committee for their
critical and constructive evaluations, and the authors, whose research drives the dialogue
forward and whose interest in the forum is the main driver for its organization.

October 2025

Narges Arastouei
Meiko Jensen
Kai Rannenberg
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Abstract. The rise of cookie paywalls (‘pay-or-ok’ models) has
prompted growing debates around the right to privacy and data pro-
tection, monetisation, and the legitimacy of user consent. Despite their
increasing use across sectors, limited research has explored how users
perceive these models or what shapes their decisions to either consent
to tracking or pay. To address this gap, we conducted four focus groups
(with n = 14 participants) to examine users’ perceptions of cookie pay-
walls, their judgments of fairness, and the conditions under which they
might consider paying, alongside a legal analysis within the EU data
protection legal framework. Participants primarily viewed cookie pay-
walls as profit-driven, with fairness perceptions varying depending on
factors such as the presence of a third option beyond consent or payment,
transparency of data practices, and the authenticity or exclusivity of the
paid content. Participants voiced expectations for greater transparency,
meaningful control over data collection, and less coercive alternatives,
such as contextual advertising or “reject all” buttons. Although some
conditions, including trusted providers, exclusive content, and reason-
able pricing, could make participants consider paying, most expressed
reluctance or unwillingness to do so. Crucially, our findings raise con-
cerns about economic exclusion, where privacy and data protection might
end up becoming a privilege rather than fundamental rights. Consent
given under financial pressure may not meet the standard of being freely
given, as required by the GDPR. To address these concerns, we recom-
mend user-centred approaches that enhance transparency, reduce coer-
cion, ensure the value of paid content, and explore inclusive alternatives.
These measures are essential for supporting fairness, meaningful choice,
and user autonomy in consent-driven digital environments.

Keywords: Cookie paywalls - ‘Pay-or-ok’ models - Consent *
Fairness - User expectations * Data protection - GDPR - advertising
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1 Introduction

The shift from free digital content to paid models has triggered significant debate,
particularly concerning the ‘pay-or-ok’ model (also known as cookie paywalls)*.
‘Pay-or-ok’ models, as conceptualised by the European Data Protection Board
(EDPB) [11] can be defined as models where a data controller offers data sub-
jects a choice between at least two options in order to gain access to an online
service that the controller provides. The data subject can either 1) consent to
the processing of their personal data by tracking technologies for a specified pur-
pose, generally, or for behavioural advertising purposes; or 2) decide to pay a fee
and gain access to the online service without their personal data being processed
for behavioural advertising purposes. Meta’s ‘pay-or-ok’ model implemented in
2023, giving users the choice between consenting to the use of Facebook and
Instagram with targeted ads or paying a monthly subscription for an ad-free ser-
vice [9], was recently considered unlawful under the Digital Markets Act (DMA).
It was determined that those users who do not consent must have access to a
less personalised but equivalent alternative [13]. ‘Pay-or-ok’ used to be but are
no longer confined to news websites (still amounting to 21.4% of websites); they
have expanded across a broad range of categories, including business (7.7%),
technology (7.3%), and are increasingly appearing in areas closer to our every-
day lives, such as entertainment (4.6%), health and medicine (2.7%), leisure and
recreation websites (3.6%) [45].

Moreover, the use of this model is becoming prevalent in the EU. Although
this model is mostly present in Germany, which hosts 633 of the 805 websites
detected by Stenwreth et al. [45], other EU countries such as France (38 detected
websites), Spain (33), Italy (29), and Austria (26) were also reported to host such
models [45].

A growing body of research has examined consent banners, particularly focus-
ing on their prevalence and compliance [6,10,18,19,30,31,41,47], user’s per-
ceptions [10,16,22,24,27,37,48|, and their relation to deceptive designs (also
called dark patterns) [3,17,26,28,30,37,40,44]. In contrast, ‘pay-or-ok’ mod-
els have received comparatively less attention. Existing studies have primarily
addressed their prevalence [33,34,39] and lawfulness [4,9,11,20,33,34]. To the
best of our knowledge, only one study reported that 99% of users consent to
targeted ads [35]. However, no prior research has explored the decision-making
processes users engage in when faced with these binary choices of ‘pay-or-ok’,
nor the underlying factors influencing their decisions.

Considering this gap, this paper investigates users’ perceptions and expecta-
tions of cookie paywalls, and explores whether certain factors might ultimately
encourage them to pay — as the payment decision could enhance the protection
of their personal data and right to privacy, demonstrate the validity of consent,
and could financially benefit publishers [35]. We defined two research questions
(RQs) to guide our research:

! In this paper, the terms ‘pay-or-ok’ and cookie paywalls are used interchangeably.
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e RQ1 How do users perceive the objectives behind cookie paywalls, the choices
they present, and what they expect from them?

e RQ2 What factors influence users’ decisions to either pay or consent when
faced with a cookie paywall, and how do these factors impact their decision-
making process?

To address our RQs, we conducted a series of four online focus groups with a
total of n=1/ participants to explore the mental models of users towards cookie
paywalls, through a contextualization supported by scenarios and mockups.

Our research reported in this paper makes the following contributions to the
literature:

— We provide the first in-depth qualitative study of users’ perceptions
of cookie paywalls, offering rich insights into how users understand their
purpose, including perceived motivations such as monetisation, legal compli-
ance, or data protection and privacy.

— We reveal how users’ perceptions of fairness are highly conditional on
exogenous and hypothetical scenarios — they deemed cookie paywalls fair
if transparent, with authentic content, and considering they could exit that
website — but often leading to conflicting but deeply reasoned judgments.

— We identify key decision-making factors potentially influencing whether
users choose to pay, consent, or exit the websites exposing them to cookie
paywalls, including exclusive content, pricing, and trust in providers; although
ultimately, no killer feature would lead users to pay.

— We contribute user-centred and policy recommendations, including
calls for greater transparency, the inclusion of meaningful alternatives (e.g.,
contextual ads and a “reject all” option), and mechanisms to ensure content
authenticity, while raising critical questions about the ethics and lawfulness
of consent in economically constrained contexts, and ultimately, about the
legitimacy of this model.

By exploring these dimensions, our study offers practical, legal insights for
platform designers, regulators, and policymakers seeking to align digital consent
mechanisms with user expectations, legal requirements, and fairness in practice.

2 Methodology

We addressed our research questions through four online, 90-minute focus groups
run on Zoom between November 2024 and January 2025, plus one pilot session.
Focus groups are a widely used method in Human-Computer Interactions rely-
ing on qualitative analysis with few participants [25]. They can provide deeper
insights than quantitative methods (such as surveys), while being less labour-
intensive than individual interviews. They also present “a broad range of view-
points and insights”, and “can help overcome many of the shortcomings of inter-
views” such as having non-talkative interviewees [25]. For the main focus groups,
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14 adults (FG1 = 5, FG2 = 4, FG3 = 3, FG4 = 22) were recruited on Prolific—an
online platform for academic research that offers reliable, pre-screened partici-
pants and advanced demographic filters—under the following criteria: English
fluency, residence in the EU/EEA or Switzerland, and a working microphone; no
prior privacy expertise was required. We did not collect participants’ exact coun-
tries of residence, in line with the principle of data minimisation, as this infor-
mation was not necessary for our analysis. Instead, we used Prolific’s screening
filters to ensure that all participants were located in the EU/EEA or Switzer-
land. This approach made it possible to recruit a more diverse sample in terms
of both region and age compared to on-campus recruitment, which would have
been slower and less diverse. Our setup for Prolific filters also yielded a gender-
balanced sample (7 women, 7 men). After consent, participants completed the
demographic questionnaire listed in Appendix A.1.

Our sample size was modest, and we do not claim to have achieved full theo-
retical saturation, the point where no new themes or insights emerge from addi-
tional data collection. However, given our focused research aim and consistent
inclusion criteria, we approached code saturation. The rich 90-minute discussions
and iterative team-based analysis provided meaningful exploratory insights.

Table 1 presents an overview of demographic information. Most participants
were young (10/14 were 18-34 years), well-educated (11 held > bachelor’s
degrees), and came from varied fields, e.g. economics, marketing, early-childhood
care, and computer science. Nine were (self-)employed, three were job-seeking,
and one was a student; half reported earning < e 1335 per month after tax and
43% earned € 1335-2225 (one non-response).® Note that the annual median net
income is € 21588 in the EU.* We cannot provide more details on their economic
situations (e.g., the country, cross-checking with age, etc.) due to anonymity rea-
sons and to follow the data minimisation principle. While all felt confident using
computers, self-reported cookie-banner understanding was lower: one partici-
pant managed banners effortlessly, seven encountered minor issues, five needed
occasional clarification, and one struggled frequently.

Sessions followed Krueger’s guidance [21]. Zoom audio was recorded locally
and transcribed with Amberscript; transcripts were analysed thematically follow-
ing Braun & Clarke’s method [7] (details of our procedure are in Appendix A.2).
Ethical considerations: The study was approved by Karlstad University’s eth-
ical advisor (HS 2024/1242) and Chalmers University’s Data Protection Officer.
Data were handled in compliance with the GDPR. Participants used pseudonyms
and disabled cameras during recording. All attendees, including the pilot group,
were compensated. Prolific participants were compensated at €10 (£8.67) per
hour (€15 / £13.00 for 90 min), following Prolific’s recommended rate.

2 One focus group had only two participants because three registered participants did
not show up or notify us in advance, making it impossible to reschedule. Despite the
small size, the session still produced valuable insights through active discussion.

3 Currencies have been converted to euros in the paper for consistency.

https://ec.europa.eu/eurostat /databrowser/view/ilc _di03/default/table?lang=en.


https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/ilc_di03/default/table?lang=en

I Will Never Pay for This 7

Table 1. Demographic overview of focus group participants (F: Female, M: Male, HS:
High School)

FG |Age Range Gender |Degree

1 18-24: 2, 25-34: 1, 35-44: 1 F: 1, M: 3BSc: 2, HS: 2

2 25-34: 3, 18-24: 1, 35-44: 1 F: 2, M: 3MSc: 1, BS: 3, HS: 1
3 25-34: 2, 65+: 1 F: 2, M: 1]MSc: 2, BSc: 1

4 35-44: 1, 25-34: 1 F: 2 MSec: 1, BSc: 1
Total|18-24: 3, 25-34: 7, 35-44: 3, 65+: 1|M: 7, F: 7MSc: 4, BSc: 7, HS: 3

2.1 Course of the Focus Group

Each session followed a four-steps script: (1) an introductory segment that re-
explained the focus-group format, confirmed oral consent, and set ground rules;
(2) a short briefing on cookie banners and cookie paywalls; (3) an open discussion
to gauge participants’ general perceptions and expectations of cookie paywalls;
and (4) scenario-based discussions using mock-ups. Participants were thanked
and compensated immediately after the session.

Presentation of the context and general discussion. We began by remind-
ing participants that cookie banners are legally mandated (e.g., GDPR) and
distinguishing personalised from contextual advertising. Next, we defined cookie
paywalls, showed real-world screenshots, and situated them within the broader
‘pay-or-ok’ model, contrasting Meta’s tracking-permissive subscription (the pay
option only states that personal data will not be used for ads) with a true cookie
paywall that lets users avoid all tracking. Participants then described (i) their
usual reactions to ordinary banners, (ii) any experience with cookie paywalls
(did they pay, accept all cookies, or leave?), and (iii) their views on the purpose
and fairness of paywalls compared with regular banners. The discussion was
open-ended, but prepared prompts kept it on track when needed.

Scenarios and mockups. To probe what shapes willingness to pay, we showed
six Contentpass-style — a leading Subscription Management Platform (SMP) —
mock-ups and asked participants to act as though they had just landed on the
page, choosing to either pay, accept tracking, or leave, and to justify that choice.
Mockups for all scenarios are presented in Figs. la to 1c in Appendix A.

Scenario 1 — Tracking & ad-free vs. ad-free only. Baseline design (SEK
30/€ 2.67 per month). At the first step, we compared a full tracking- & ad-free
option with an ad-free-only option.

Scenario 2 — One-click payment. Same price/features as the baseline, but
payment was framed as a single, equally effortless click. We highlighted that in
both options (baseline and one-click), technicalities and trust issues were not
critical (i.e., payment was safe and working).
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Scenario 3 — Exclusive content. Paying also unlocked unique material; par-
ticipants were encouraged to think of what “exclusive” content would tempt
them.

Scenario 4 — Cheap price. The fee dropped to SEK 5/€ 0.45 per month, plus
a non-discounted yearly fee (SEK 60 SEK /€ 5.35), so they could weigh different
price points.®

Scenario 5 — Transparency on third-party sharing. Banner explicitly
stated data would be sold to “300 + vendors”, whereas the pay option promised
full privacy. Participants were asked to picture a site they already trust, so trust
itself would not dominate responses.

Scenario 6 — Various website types. Four imagined sites, recipes, sports
news, health advice, and e-commerce tested whether data sensitivity or personal
interest changes willingness to pay.

For each scenario, we captured the decision and the stated reasoning, pro-
viding rich material for the subsequent thematic analysis (see Appendix A.2).

3 Results: User Perceptions and Decision-Making
of Cookie Paywalls

Our thematic analysis identified four themes (TX: T1 to T4), with three
addressing RQ1 (reported in Sects. 3.1-3.3), and one addressing RQ2 (reported
in Sect.3.4). An abridged version of the codebook (only presenting the most
important codes discussed in this section) can be found in Table2, while the
comprehensive codebook can be found in Table3 in the Appendix. Codes are
labelled as TX.X (e.g., T1.2 represents the second code under the first theme).
Some codes emerged from discussions within specific subsets of focus groups,
indicated in the format TX.X [FGX] (e.g., T1.2 [FG1, FG2], where FG stands
for Focus Group), while others were present across all focus groups, in which
case the focus group reference was omitted.

We report verbatim comments from participants (PX), comments have been
edited for clarity without altering their meaning.

3.1 Perceptions of Cookie Paywalls Objectives

The first theme related to RQ1 is our participants’ perceptions of cookie pay-
walls’ objectives (T1). This theme shows participants’ perception of service
providers’ objectives for presenting users with cookie paywalls. The most com-
monly perceived objective of cookie paywalls was monetary purposes for
the websites - make money either way (T1.1). The majority of par-
ticipants across all focus groups (13 out of 14) believed that, whether users
choose to pay or accept cookies, the website ultimately benefits financially. As
P9 (FG2) explained: their goal is always the same. It’s to make money. It’s to

5 We actively encouraged participants to picture what ‘their’ cheap price was.
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Table 2. Abridged version of the codebook resulting from our thematic analysis.

Themes Codes

T1.1 Monetary purpose for the websites - make money
T1 Users’ perceptions of |either way

cookie paywalls’ objective |T1.2 To maintain users’ privacy

T1.3 To comply with regulations

T2.1 Fair as users are not forced to take any options
T2.2 Fair as nothing comes for free

T2 Perception of fairness off T2.3 Fair if transparent

cookie paywalls T2.4 Fair if authentic and original content

T2.5 Unfair because forced to make a choice (can’t
reject)

T2.6 Unfair as privacy should not be a privilege

T3.1 A third option - Reject all

T3 Expectations of cookie 'T3.2 Better ex-ante transparency and control of data

paywalls design practices
T3.3 Additional choice to have contextualized ads only
T3.4 Cookie paywalls should not exist

T4.1 Access to exclusive content/service (regularly)

T4.2 Not paying regardless of the situation

T4 Factors affecting T4.3 Cheap/fair subscription price
behaviour/decisions on T4.4 Not bothered/influenced by ads
cookie paywalls T4.5 Get rid of (blocking) ads

T4.6 Feeling of pervasive tracking and data sharing
T4.7 Perceived manipulation of content/design

T4.8 Trust in the service provider

make profit [...[. So either they take your data and use it to make their adver-
tising or databases more accurate and more efficient, or they get some money
from you [...], a direct monetary compensation. P4 (FG1) also believed that con-
sumers should not be concerned with how service providers generate revenue and
saw cookie paywalls as just additional money on top.

Nonetheless, participants had differing opinions on whether accepting cook-
ies or paying would be more beneficial for service providers. For instance, while
P11 (FG3) believed that accepting cookies is more beneficial for them: they
make more of that [...] they can create a pattern [...] They can see what you’re
interested in [...] by accepting the cookies, you give them way more like valu-
able information because they kind of see they can profile you, P1 (FG1) had a
contrasting view, stating the pay option is a way for the websites to generate a
higher average revenue per user because I think they make more money if you
pay. But I also know that they know that most people are not going to pay. So
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they just put the accept all [...] we are going to get targeted ads and they might
make commissions.

To comply with regulations (T1.2 [FG1, FG3]) was another objective
mentioned by three participants; this topic came up less often than monetary
purposes. P4 (FG1) believed that they need to give another option besides accept-
ing the cookies legally speaking. And this may be a way to skirt that responsibility
or give another option. P11 (FG3) phrased it as the illusion that we have a choice
or something.

To our surprise, maintaining users’ privacy (T1.3 [FG1]) was not an
objective that several participants associated with cookie paywalls, and it was
only briefly discussed in one focus group. As P1 (FG1) expressed, you maintain
privacy. I think it’s about privacy and protecting your data. And you’re kind of
paying to protect your privacy. And privacy should be a right. The pay option
was also perceived as a way to meet the needs of certain groups of people who
care about their privacy, as P2 (FG2) put it: [...] some people really care about
privacy. So by giving them an option, maybe there are some users that they will
get to pay that otherwise would just probably leave the site.

3.2 Fairness of Cookie Paywalls

Another area of discussion, included in the focus group script, was participants’
perception of the fairness of cookie paywalls. Participants had varied
and opposing opinions about the fairness of cookie paywalls. Paywalls were per-
ceived as fair for different reasons and under different conditions. Interestingly,
some participants, P1 and P2 (FG1), and P6 and P8 (FG2), even expressed
contradictory views, perceiving the paywalls as both fair and unfair depending
on contextual factors such as the availability of alternatives or clarity of infor-
mation. Among the 14 participants, 10 referred to aspects that made cookie
paywalls seem unfair, and 8 mentioned reasons for why they found them fair.
These counts include overlaps; several participants expressed both perspectives,
while others only mentioned fairness or only unfairness.

Offering authentic and original content was the most frequently mentioned
justification for the fairness of paywalls (fair if authentic and original con-
tent (T2.4 [FG2, FG3, FG4])). Participants believed that if the content is
original, it cannot be found elsewhere, it is fair to monetize it, as P9 (FG2) put
it: If it’s something they had to put effort and work into, then, of course, it’s
fair that they should have some compensation for their work. P8 (FG2) similarly
stated that if the content is revised or there’s a team behind it and they have
certain quality, it is fair to expect compensation for it.

Some participants believed that no service or (original) content should be
free, as companies offering them have costs to cover, making paywalls fair (fair
as nothing comes for free (T2.2 [FG1])). P1 (FG1) and P3 (FG1) framed
it respectively: I know that these are companies and these are people’s jobs. And
of course, they should be compensated and paid for it, and I don’t think things
should be free. [...] it’s people’s jobs. They’ve worked to create that content.
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Participants believed that paywalls are fair if the options provided are pre-
sented honestly and transparently (fair if transparent (T2.3 [FG1, FG2])),
as P8 (FG2) put it, they can really understand what they are agreeing to.

Interestingly, participants had opposing opinions about whether cookie pay-
walls genuinely offer a choice. Those who believed people are not forced to take
any of the options, such as P2 (FG1), who said, I think they are entitled to put
the options in front of us and we either accept or reject [the offer], deemed pay-
walls as fair (fair as users are not forced to take any options (T2.1 [FG1,
FG2, FG3])). As P7 (FG2) framed it, it’s a business model, when the company
does not receive your cookie, you either pay either leave the website [...] T think
it’s fair. However, those who believed that people do not truly have a choice
and are forced to select one of the two options, without the ability to reject all
cookies or at least accept only certain cookies based on their preferences, per-
ceived paywalls as unfair because forced to make a choice (T2.5). As P11
(FG3) put it: I don’t think having to pay or just accept all is fair [...] Everything
feels forced. We don’t really have a choice. The perception of a lack of choice,
particularly the absence of a “reject all” option to access services or content, was
the most frequently mentioned factor in justifying their unfairness.

The requirement to either “accept all” or “pay” was also associated with being
forced to give up privacy, as P14 (FG4) framed it: pay or you don’t have your
data privacy and I don’t like at all. Additionally, some participants linked this
practice to “coercion”, as P13 (FG4) explained: [...] it forces people to actively
decide between privacy at a cost and free access with tracking [...J it could also feel
like coercion [...]. Similarly, it was compared to “blackmail”, particularly when
users needed access to essential content or services. As P11 (FG3) described:
They know we’re interested [in the information behind the paywall] and we’re
more likely to accept these absurd conditions. Of course, we’re not forced. We
can just leave the website, but if we’re there, because we probably have to get
that information, whatever information it is. So I feel it’s a bit like here’s a bad
option, here’s a worse option, you know? So it’s almost like blackmailing.

Additionally, paywalls were also perceived as unfair as privacy should
not be a privilege (T2.6 [FG4]). In FG4, privacy as a fundamental right was
discussed in relation to fairness. Participants believed that privacy should not be
treated as a privilege that people must purchase separately. As P14 (FG4) noted,
it feels a bit like a trap [...] why should I have to pay to keep my data private?
It kind of makes me think that privacy is being turned into a privilege which is
super unfair for me, especially because, as P13 (FG4) emphasised, paying for
privacy is not a viable option for everyone.

3.3 Expectations of Cookie Paywalls

Our analysis of the focus groups’ data revealed another theme related to expec-
tations of cookie paywalls (T3), as referred below.

The most frequently mentioned expectations across all focus groups were the
first two. Participants expressed frustration about being forced to choose between
options they did not want and wished for the existence of the option to
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reject all cookies (T3.1). As P2 (FG1) and P6 (FG2) put it respectively: [.../
I think all cookie banners should have a reject-all option present. They shouldn’t
be able to lock you down by checking all the bozxes, and I feel like I'm forced to
pay or to accept, in this cookie paywall. I think there should be an option to reject
also the cookze.

Participants expected clearer and more trustworthy information regarding
the options presented to them, along with greater control over what they were
required to share (better ex-ante transparency and control of data prac-
tices (T3.2)). Particularly, they wanted to understand exactly what data was
being tracked, who would have access to it, and what they would gain if they
chose to pay. Additionally, they questioned why service providers required users
to accept “all cookies” and why they were not given more control over selecting
which cookies to accept. For example, P9 (FG2) believed that if I have some
more information about what’s being tracked and what’s being taken as data and
if I knew exactly what was being taken and what was being shared and with who,
they could make more informed decisions.

Participants also emphasised the need for information to be presented in a
trustworthy manner that did not feel manipulative or aimed at nudging them
toward a specific choice. As P1 (FG1) expressed, that wording about your data
will be sold to 300 plus vendors seemed a little bit manipulative and, kind of like
a threat or blackmail. So I think wording it in an honest way without making it
seem like a threat, your data will be sold, is really important [...].

The request for ex-ante transparency was not limited to the “accept” option
but also applied to the “pay” option. Participants expected mechanisms to ensure
the exclusivity of content. As further discussed in Sect. 3.4, accessing exclusive
content /services was one of the strongest motivations for paying when faced
with cookie paywalls. However, ensuring that the content was truly exclusive was
crucial, as P9 (FG2) stated: explain or try to explain better what the exclusive
content is or what you have to offer, how it’s different from other websites and
other sources [...].

In total, six participants from all the focus groups expected an additional
choice to have contextualised ads only (T3.3). They believed that contex-
tualised ads could provide a middle ground between consenting to personalised
ads and paying not to be tracked, allowing service providers to monetise while
respecting users’ privacy. P8 (FG2) also referred to a business model where
users don’t have access to all the content and you get contextualized ads., and
P14 (FG4) mentioned: [...] So the website would still be monetised, but I wouldn’t
have to pay meither with my information or with my money.

Some participants took a step further, believing that cookie paywalls
should not exist (T3.4 [FG2, FG3, FG4|). They criticised the business
model and questioned the necessity of paywalls, arguing that what is happening
is not the way they want to engage with the internet [...] It just feels like it’s
really taking advantage of people. (P10 (FG3)). One participant (P5 (FG2)) also
pointed out that there are sites that are running and that are earning money
and don’t have the cookie paywall. So it’s possible to run a site without it.
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3.4 Factors Influencing Users’ Pay-or-Ok Decisions in Cookie
Paywalls

Participants mentioned numerous, sometimes contradictory, factors affecting
their behaviour/decisions on cookie paywalls, a theme (T4) addressing
RQ2. Those factors were said by participants to lead them to either 1) accept all
cookies, 2) pay, or 3) leave the website if they deemed the choice unacceptable;
although some factors were discussed as leading towards not paying, without
specifying whether it would mean accepting the cookies or leaving the website.
Some factors were impacting participants’ decision-making ambivalently: the
same factor could be a reason to pay for one participant, and to accept for
another. This section only introduces the most cited factors in our focus groups,
cited across three or four focus groups for a total of at least 10 times.

The most prevalent factor was the access to exclusive content/service
(T4.1), heavily mentioned in all focus groups. Most participants valued the pos-
sibility to access otherwise gated content, which would interest them, or that they
would need (e.g., for educational or professional purposes). P9 (FG2) explains
If it’s something very exclusive and I can only see in this website, I will probably
pay, and P6 (FG2) maybe some information that I will have the access to read it
earlier than the others users that they don’t pay. So yes, in this scenario also, 1
will pay. This factor is a typical example of an ambivalent factor. For instance,
for P2 (FG1), the need to access a specific content is first a reason to accept
cookies, but ultimately to access the content: If it’s a website that I really don’t
need to use, I wouldn’t use it. And then if I actually needed to use it first, I guess
I would accept the cookies and only as a last resort I would pay. But the decision
is often pondered, and some participants, such as P8 (FG2), would first want
guarantees on the exclusiveness of content: if I were to pay, I would like to see
what that exclusive content entails, if it’s really that it’s so safe and interesting.
However, it is important to highlight that in several cases, the exclusive content
was the only reason to pay invoked by participants, such as P11 (FG3) But like
I said, if it’s something I really need. So that’s the only reason why I would still
pay.

The second most prevalent factor was less a factor impacting the decision-
making than a blanket refusal to pay for cookie paywalls. Indeed, participants
defended across all focus groups that they would not pay regardless of the
situation (T4.2). P10 (FG3) resented the model generally speaking It’s like
almost like a moral principle or something. I feel, I couldn’t on my own. Yeah.
Principles, I know I couldn’t pay. When facing various mockups introduced in
our scenarios, participants consistently replied Same I wouldn’t, I wouldn’t pay,
I just accept all. (P3, FG1, regarding the different types of websites).

However, some factors would get participants more inclined to pay, such as
a cheap /fair subscription price (T4.3), a factor often mentioned in combi-
nation with other factors. P13 (FG4) details their conception of a fair price as I
would be willing to pay it if the price feels fair for the value. For P9 (FG2), the
price matters, but the content behind the cookie paywall remains crucial: The
price totally makes a difference, of course. But I keep what I said previously. It’s
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all about what the content is. Whereas for P2 (FG1), the price is decisive, but so
is the removal of ads (we had given a rough estimation in euros): for less than
€5 a year. It would be nice to not have to see all those ads. Note that some par-
ticipants were explicitly relating their choice to their economic situation, such as
P12 (FG3) who explains that they would not pay Well, because I'm very poor.°

Ads were seen as an ambivalent factor: towards consent when participants
were not bothered/influenced by ads (T4.4), or towards paying when they
wanted to get rid of (blocking) ads (T4.5). P1 (FG1) explains: normally
I accept all still because I'm not really a victim of advertising. I'm not prone
to buying things, but I actually like seeing ads that are dedicated to me or per-
sonalised for me. I don’t mind that, although they add I do agree that it’s a
concern for some people. P8 (FG2) feels differently and specifies I don’t really
like ads, especially if they are intrusive. If I'm reading news or I'm reading a blog
or whatever, I don’t really like watching any kind of ads., a feeling even more
prominent in a context where ads cannot be blocked, such as YouTube, which
could justify paying.

A feeling of pervasive tracking and data sharing (T4.6) veered partic-
ipants towards giving consent. This feeling made them feel disempowered, and
according to them, made illusory the protection of their data and their privacy.
P12 (FG3) had given up on not being tracked: I would accept because ads and
tracking are not such an inconvenience, I am not going to pay 8 or €4 a month
just to avoid ads and the tracking, I find it almost impossible. I will be tracked
anyway. According to P7 (FG2), paying for privacy on one website cannot match
the data collection of big players: Well, by my opinion, if you are using the Insta-
gram or the Facebook or the Snapchat or any other messenger, I would say you
already are giving your personal data.

Scenario 5, which investigated a (hypothetical) website transparent about
its data practices, backfired and triggered reactance from participants (although
the design reflected current practices [33]). Participants experienced a feeling of
perceived manipulation of content/design (T4.7). It led some participants
to believe that the website may want to trick them into paying by overplaying
the risks associated with accepting cookies, and eventually to leave the website
as a result. P1 (FG1) expressed that: Personally, I think the “your data will be
shared with 300 plus vendors” I know it’s being transparent, but I think it’s kind
of provocative in a way. They’re being transparent and they’re being honest. But
I think it’s written in a way that’s going to make people want to pay more. 1
would personally not visit this website.

Another important factor that inspired participants not to pay is the trust
in the service provider (T4.8). On the one hand, not enough trust in the
payment mechanism inspired aversion to it. P3 (FG1) explains: I more than
likely would not pay. It’s when you’re adding in your card details or giving away
your financial information. I have to feel 100% confident.. On the other hand,
trust could lead to accepting cookies, a possible explanation being that they feel

5 Recall from the demographics that half of our participants earned an annual net
income of less than €16500 a year, for a median net income of €21588 in the EU.
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comfortable with data collection which they presumably deem acceptable and
non-abusive. P2 (FG1) shares that: if the website is not trustworthy and I really
don’t have to access that information, surely I will not accept the cookies and I
will probably not even use the website. But if it’s something that I really need to
see and I actually kind of trust the website. So most likely I will accept the cookies.
From these perceptions, we note that trust never affected participants in a
way that would lead them to pay.

4 Discussion

This section discusses our findings concerning the research questions (Sects. 4.1
and 4.2), contextualising participants’ perceptions, expectations, and decision-
making regarding cookie paywalls. We highlight how these perceptions often
diverge from the legal and normative assumptions underlying current imple-
mentations, especially regarding consent and user autonomy. We conclude by
offering design and policy recommendations (Sect.4.3) to address these gaps
and improve the legitimacy and usability of paywall models.

4.1 Cookie Paywalls Through Users’ Eyes: Objectives, Choice
Architecture, and Design Expectations

Perception of objectives. Most participants viewed cookie paywalls as pri-
marily driven by economic interests (T1.1), with websites as the clear financial
beneficiaries. Although some mentioned regulatory compliance (T1.3) or privacy
protection (T1.2), these reasons were far less cited. This imbalance suggests that
users perceive the model as primarily profit-oriented rather than as a mechanism
for ensuring legal compliance or safeguarding their data rights.

Perception of fairness. Fairness perceptions were complex, fluid, and context-
dependent. Among the 14 participants, 10 described cookie paywalls as unfair,
while 8 found them fair. These numbers include overlaps, as several partici-
pants expressed both perspectives depending on the situation. The unfairness
was largely tied to the absence of a “reject all” option (T2.5) and the sense of
coercion. At the same time, some participants justified fairness by pointing to
the user’s ability to leave the site (T2.1).

These contrasting perspectives reflect different interpretive frames: while par-
ticipants viewed the binary “pay-or-ok” model as unfair, some considered the
broader option of leaving the website as a form of fairness. This indicates that
cookie paywalls are seen as fair only in a narrow sense, when opting out entirely
remains a viable path. However, the prevalent feeling of being forced to choose,
or having “no real choice” but to leave, points to a deeper issue: a potential fail-
ure to meet the GDPR’s requirement for consent to be freely given, as defined
in Articles 4(11) and 7.

Moreover, our findings suggest a disconnect between perceived fairness and
user behaviour: those who deemed cookie paywalls unfair often refused to pay,
while those who considered them fair did not necessarily express willingness
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to pay likewise. This gap highlights that fairness judgments do not necessar-
ily translate into acceptance or compliance, raising critical concerns about the
legitimacy of consent mechanisms under such models.

Expectations. Participants shared a range of expectations about how cookie
paywalls should function, spanning issues of transparency, control, and alterna-
tives to the binary pay-or-ok model. While some expectations concerned immedi-
ate design choices, others reflected a broader desire for rethinking the underlying
model to provide more meaningful options for users.

First, participants wanted greater transparency and control over data prac-
tices (T3.2). They sought clarity on what data is collected /tracked, who accesses
it, what benefits payment offers, and why selective cookie consent is not allowed,
i.e. why there is a request to accept “all”.

Our study supports the legal requirements of transparency of personal data
practices because users also want such information. Under Article 5(1)(a) GDPR,
personal data processing must be transparent to users, requiring websites to
inform them about the types of data processed, recipients (Art. 14), the asso-
ciated scope and consequences [14], and risks (Recital 39, GDPR). In practice,
however, users often ignore such information, leading to a privacy paradox, where
stated intentions and actual behaviours diverge [5].

Strycharz et al. [46] found that while legal information for consent can
empower users, it may also reduce perceived risk, leading to a control paradox;
increased control over data sharing can raise users’ willingness to share.

Presentation and tone also mattered: participants reacted negatively to per-
ceived manipulation in content and design (T4.7). While this reaction might
have been influenced by our own design choices (see Sect. 3.4), it underscores a
key insight: users valued transparency presented with clarity and honesty, not in
ways that felt exaggerated or fear-inducing. This highlights that transparency
alone is insufficient; how information is framed is equally critical for fostering
trust and supporting informed, autonomous decisions.

A notable concern was the statement that “personal data may be shared
with 300 vendors”. Though legally compliant, our participants perceived it as
coercive, particularly when paired with a rigid ‘pay-or-ok’ structure. Such fram-
ing led users to feel pressured to either pay or agree to extensive data sharing,
undermining the notion of freely given consent.

These findings suggest that even when transparency requirements are met,
users may still feel manipulated, pointing to the need for addressing not only
formal compliance but also substantive fairness, and the real impact on user
autonomy and rights [29].

Second, many participants (9 out of 14) strongly expected a “Reject all”
option, which they saw as essential to fairness. They felt pressured by the binary
structure of cookie paywalls and wanted the ability to avoid both paying and
consenting (T3.1). They also called for more granular control over cookie pref-
erences.

Courts and regulators have affirmed the legitimacy of placing a “reject all”
button at the first layer of consent [2], which in cookie paywalls would mean
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rejecting all purposes. However, in practice, rejecting some purposes often trig-
gered the reappearance of the paywall, suggesting users are not truly allowed to
opt out. This reflects privacy theatre [43], where designs/technologies create the
illusion of privacy protection while doing little or nothing to meaningfully safe-
guard user data. This illusion of choice conceals manipulative design and under-
mines freely given, meaningful consent. The frustration over limited control and
inability to fully customise purposes also relates to GDPR’s requirements for
granular consent (Recital 32) and purpose specification (Art. 5(1)(b)) [15].

Third, participants expressed interest in alternative models, such as access-
ing content through contextualised ads rather than consenting to tracking or
paying (T3.3). Some saw contextual ads as a privacy-preserving compromise,
aligning with the Norwegian Consumer Council’s report advocating tracking-free
contextualised advertising as both GDPR-compliant and supportive of healthier
business models [36].

However, critics warn that contextual advertising may still enable profiling,
especially when AT tools analyse content and user behaviour [32]. This enables
neuroprogrammatic advertising, which targets individuals based on emotional
states and mood profiles, raising concerns about the intrusiveness of these so-
called privacy-friendly alternatives. Many vendors combine contextual and per-
sonal data [1], blurring boundaries between targeting methods.

Relatedly, Kyi et al. [24] found that users often accept personalised ads not
out of preference, but due to a perceived lack of alternatives. These findings
question the legitimacy of expanding targeted advertising in any form and reflect
a broader discomfort with the inflexible ‘pay-or-ok’ structure, further discussed
in our recommendations (Sect.4.3).

Finally, a few participants expressed that cookie paywalls should not exist at
all (T3.4), viewing them as exploitative and fundamentally incompatible with
how they believed the Internet should function.

4.2 Drivers of Pay-or-Consent Choices on Cookie Paywalls: Factors
Shaping User Decision-Making

Pay decisions are driven by multiple factors in combination. From the
results of our study, there was no real ‘killer feature’, and no unique factor
that would sway participants towards paying, and eventually, most responses
encompassed multiple factors for a conditional answer: a cheap and easy way to
subscribe to authentic content on a set of trustworthy websites would trigger a
maybe I will pay.

Users resent cookie paywalls and would likely never pay. Several partic-
ipants across several focus groups repeated that they would not pay regardless
of the situation (T4.2), suggesting a general sentiment of resentment towards
the business model of cookie paywalls (recall that economic reasons were most
invoked by participants), in line with their perception of relative unfairness of
cookie paywalls, and the expectation to be able to reject all cookies without
detriment. The fact that users consent to tracking to access content, since they
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cannot pay, could be framed as a sign of economic coercion, which fundamentally
undermines the validity of consent under the GDPR.

Access to exclusive content influences users’ decisions to pay or to
consent. The most impactful factor driving the behaviour of participants was
the access to exclusive content (T4.1), with several participants requesting guar-
antees behind the exclusiveness of this content. Note that participants were as
willing to pay as they were to accept consent to cookies to access content. Several
participants implied that, by expecting a “reject all” option, they would prefer
not to have to make the choice between paying or consenting to access the desired
content. For those with sufficient time, looking for content elsewhere was also
mentioned as an alternative, while paying was mostly an option for participants
with sufficient financial means; accepting tracking being a sort of resignation for
those with neither time nor money.

A cheap or fair price factor might influence a few users to pay. Some
participants were willing to pay in case of a cheap or fair price (T4.3). However,
this factor was unsurprisingly articulated with their financial means, with less
wealthy participants stating that they would not pay because they are poor. This
economic barrier raises concerns about the scalability of this model: if users are
reluctant to pay for one website at the moment of this study, they might not
pay for several websites or other types of online services (such as social media)
in the future if cookie paywalls become even more prevalent.

This factor should be interpreted in the light of another, albeit less cited
factor on the possibility of accessing multiple services in a single pay-off (poten-
tially selected by the user) (T4.17). Few participants declared that paying for
a single website doesn’t make sense (P14, FG4), while very few suggested that
a (cheap) subscription granting access to several websites (P2 (FG1) mentioned
50) could make the offer acceptable. This is currently a reality of several websites
granting access up to 500 other websites under a single payoff subscription (see
the case of the subscription management platform “Contentpass” used by several
German-speaking websites) [8].

In addition, the economic barrier mentioned prompts critical reflection on
data protection and privacy as fundamental rights. When assuring these rights
become something one must pay for, these models risk introducing or amplifying
socioeconomic discrimination. Those with limited financial means are forced to
consent and exchange their personal data to access content, while wealthier users
can simply buy their way out of tracking. As such, the model divides users into
two classes: those who can afford these rights and those who cannot. This has
profound implications for the exercise of consent. Consent given under financial
pressure, when users might have preferred to pay but could not, is not freely
given in the legal sense. This undermines the very foundations of data protection
requirements like freely given, informed consent, and the fairness principle, as
enshrined in GDPR. These findings challenge the fairness and legitimacy of
monetising the right to data protection through paywalls, especially when such
systems are deployed at scale.
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4.3 Recommendations

Rethinking the business model. Our study indicates that the ‘pay-or-ok’
model is viewed as profit-driven, widely perceived as unfair, and not enabling
users to make a meaningful choice. Willingness to pay emerges only under low
pricing and favourable economic conditions. Even flexible models like multi-
website bundled prices (e.g. “one subscription unlocks 500 websites”) do not
assure a paying decision. These findings align with prior work confirming that
users consent to tracking nearly 99% of the time [35]. In its current state, the
model does not reflect users’ expectations, nor the protection of their personal
data. This is especially relevant given the increasing prevalence of this model [45].
Regulators must critically reconsider the model’s legitimacy in the light of users’
expectations, adequately balancing the economic needs of the sectors concerned,
the free circulation of information, and fundamental rights. At the minimum,
essential services (e.g., political news, education, health) should be protected
from these monetisation models that force people to choose between personal
(and sensitive) data [49] and access. Ultimately, these findings could support
a reflection on how these models risk eroding trust in EU digital law, if users’
actual experiences with this model feel systematically rigged. Considering future
legislative efforts, we recommend that the future Digital Fairness Act (DFA) [12]
explicitly prohibits this model.

Third-option. Several participants suggested an additional choice, such as hav-
ing contextualised ads only, or a reject all button (T3.3 and T3.1), as a pos-
sible middle ground. These findings align with the recent EDPB opinion [11],
which states that offering binary choices “should not be the default way for-
ward”. Instead, controllers should provide an equivalent alternative that neither
requires a fee nor involves processing personal data for behavioural advertising.
Less intrusive advertising models, such as contextual, general, or topic-based
advertising, are cited as viable examples. Let us, however, note the following. As
pointed out in Sect. 4.1, contextualised advertising does not necessarily lead to
a privacy-friendly business model; certain conceptions free of personal data col-
lection (outlined by Forbrukerradet [36]) may then provide a better alternative
than others. Also, the provision of contextualised ads must nonetheless respect
the wish of users to be informed about why they see certain ads, be able to be
provided with other ads, and their noninvasive integration within interfaces.

Free Trial. Participants proposed the integration of a free trial that would make
them more inclined to pay. Access to a free trial and previews can be a means to
assess whether the content is authentic and original (which is also a factor playing
in favour of fairness T2.4). This option is actually already available on some
cookie paywalls, such as Contentpass (a leading SMP), but not on Freechoice
(the other main SMP). The rise of Al-generated content reinforces the appeal
of free trial models as an increasing number of websites now offer low-quality
articles produced by Large Language Models (LLMs) [38]. Participants saw such
content as emblematic of what they would not be willing to pay for, describing it
as lacking in effort and human involvement. These concerns highlight a growing
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scepticism toward automated content and a corresponding expectation that paid
content should reflect human labour, editorial oversight, and authenticity.

Criteria for exclusivity and authenticity. Participants request mechanisms
to ensure the exclusivity and authenticity of content, which would make them
perceive cookie paywalls as more fair (T2.4). Participants’ need for reassurance
from organisations regarding privacy-related decisions is a finding in line with
previous research [23]. User-facing accountability mechanisms that assure such
unique attributes across online services are expected for these models. Hence,
regulators must define what constitutes exclusivity and authenticity of services.
Ezxclusivity should be understood as offering original reporting, proprietary mate-
rial, and should not consist merely of aggregated third-party content, subject to
independent audits or self-certifications. Authenticity, in turn, requires that con-
tent be produced by identifiable and credible authors or creators, subject to
editorial oversight or quality control. Where Al-assisted content generation is
employed, clear labelling and editorial supervision must be ensured.
Subscription management. Trust in service providers heavily affects users’
decisions, and users distrust payment mechanisms they perceive as unsafe
(T4.8), although paying via credit card over encrypted communication — a typ-
ical means to pay online — is generally considered safe. Offering familiar and
trusted payment options can help boost user trust. In this line, it is relevant
to minimise the amount of personal data required for the subscription and to
ensure that users can easily cancel subscription renewals [42]. We further high-
light the need to examine the role of SMPs, like Contentpass, especially when
they bundle access to hundreds of sites and obscure the relationship between
users and individual services.

5 Conclusion

This study explored user perceptions and decision-making around cookie pay-
walls, revealing context-dependent and often ambivalent views. Participants
largely perceived cookie paywalls as profit-driven, with fairness assessments
shaped by factors, such as the availability of meaningful choices, transparency
in data practices, and the authenticity of paid content. While certain conditions
like exclusive content, fair pricing, and trusted service providers could, in the-
ory, motivate payment, most participants clearly expressed their reluctance or
unwillingness to pay.

A strong expectation for alternatives, such as a “reject all” option or the
ability to access content via contextual ads, emerged throughout the discussions.
These findings raise important questions about the nature of meaningful consent
and the broader implications of monetising the rights to data protection and pri-
vacy. When these rights hinge on financial means, there is a risk of reinforcing
inequality, potentially challenging the freely given consent requirement under
GDPR. Future research could engage with service providers to better under-
stand their motivations and incentives behind implementing cookie paywalls.
Capturing the perspectives from both sides could help bridge the gap between
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user expectations and business realities. In addition, broader and more diverse
participant samples, combined with quantitative methods, could help validate
and expand on the insights of our study, revealing demographic patterns and
further nuances in how users across different contexts perceive and respond to
cookie paywalls.
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A Focus Group Study Materials and Analysis
A.1 Demographic Questions

Here we list the demographic questions our participants were requested to
answer. Note that all the questions had a “Prefer not to answer” option and
therefore were optional.

1) What is your age? 18-24, 25-34, 35-44, 45-54, 55-64, +65

2) How do you identify yourself? Female, Male, Non-binary

3) What is your latest educational degree/level? Middle School, High School,
BSc, MSc, PhD

4) What is your latest educational degree/level? - What is (was) your field
of study (if applicable)?

5) How would you rate your confidence in using computers and navigating
the internet? 1 = Not confident at all, 2 = Slightly confident, 3 = Moderately
confident, 4 = Confident, 5 = Very confident.

6) How would you describe your ability to understand and manage cookie
consent banners? 1 = I don’t understand cookie banners and find them difficult
to manage, 2 = I have a basic understanding of cookie banners but often struggle
to manage them, 3 = I understand cookie banners well enough but sometimes
need clarification, 4 = I am confident in understanding and managing cookie
banners with minimal difficulty, 5 = I fully understand cookie banners and have
no issues managing them.

7) What is your current work situation? Employed or self-employed, Looking
for a job, Studying, Others 8) What is your monthly income after tax? Less than
15,000 SEK, Between 15,000 and 25,000 SEK, Between 25,000 and 35,000 SEK,
Between 35,000 and 45,000 SEK, More than 45,000 SEK.

A.2 Thematic Analysis

First, two authors independently read the transcripts to familiarise themselves
with the content and held an initial discussion on excerpts relevant to the
research questions, specifically: (1) factors influencing participants’ behaviour
toward cookie banners and paywalls, and (2) their perceptions and expectations
of these mechanisms. Next, both authors individually coded the first focus group
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based on their discussion, and later refined and reviewed their codes in a joint
meeting until they reached a consensus, resulting in a more structured code-
book. Using this refined codebook, they proceeded with the remaining focus
groups, repeating the process for each until all were analysed and a final, refined
codebook was established. Finally, the codes were systematically merged into
overarching themes through a collaborative effort.

A.3 Mockups Presented in the Focus Groups

Continue with targeted ads and tracking

Accept all

See our privacy center to withdraw your consent

Or pay to access free of ads, free of tracking

Pay 30 SEK/month

Continue with targeted ads and tracking

Accept all

See our privacy center to withdraw your consent

Or pay to access free of tracking

Pay 30 SEK/month

Only contextual ads

(a) Scenario 1: two options (a) tracking-free and ad-free (top) and (b) ad-free only

(bottom).

Continue with targeted ads and tracking

Accept all

See our privacy center to withdraw your consent

Or pay to access free of ads, free of tracking

Pay in one click
30 SEK/month

(b) Scenario 2: One-click payment

Continue with targeted ads and tracking

Accept all

See our privacy center to withdraw your consent

Or pay to access free of ads, free of tracking
And get access to exclusive content!

Pay 30 SEK/month

(¢) Scenario 3: Exclusive content

Fig. 1. Mockups presented in our focus groups.




I Will Never Pay for This

Continue with targeted ads and tracking

Accept all

See our privacy _center to withdraw your consent

Or pay to access free of ads, free of tracking

Pay 5 SEK/month

Continue with targeted ads and tracking

Accept all

See our privacy center to withdraw your consent

Or pay to access free of ads, free of tracking

Pay 60 SEK/year

(d) Scenario 4: Cheap price: a) monthly subscription, b) yearly subscription (no dis-

count)

Continue with targeted ads and tracking
Your data will be shared with 300+ vendors

Accept all tracking

See our privacy center to withdraw your consent

Or pay to access free of ads, free of tracking

Pay 30 SEK/month
Protect your privacy

(e) Scenario 5: Transparency on third-party information sharing

Continue with targeted ads and tracking

Accept all

See our privacy _center to withdraw your consent

Or pay to access recipes.com =%
Free of ads, free of tracking

Pay 30 SEK/month

Continue with targeted ads and tracking

Accept all

See our privacy_center to withdraw your consent

Or pay to access sports.com &
Free of ads, free of tracking

Pay 30 SEK/month

Continue with targeted ads and tracking

Accept all

See our privacy_center to withdraw your consent

Or pay to access nostress.com £
Free of ads, free of tracking

Pay 30 SEK/month

Continue with targeted ads and tracking

Accept all

See our privacy _center to withdraw your consent

Or pay to access shopexpress.com
Free of ads, free of tracking

(f) Scenario 6: Various types of websites

Fig. 1. (continued)
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Table 3. Full codebook resulting from our thematic analysis
Themes Codes
T1 Users’ perceptions ofT1.1 Monetary purpose for the websites - make money either way

cookie paywalls’ objective

T1.2 To maintain users’ privacy
T1.3 To comply with regulations

T2 Perception of fairness of]
cookie paywalls

T2.1 Fair as users are not forced to take any options

T2.2 Fair as nothing comes for free

T2.3 Fair if transparent

T2.4 Fair if authentic and original content

T2.5 Unfair because forced to make a choice (can’t reject)

T2.6 Unfair as privacy should not be a privilege

T3 Expectations of cookie
paywalls design

T3.1 A third option - Reject all

T3.2 Better ex-ante transparency and control of data practices
T3.3 Additional choice to have contextualized ads only
T3.4 Cookie paywalls should not exist

T4 Factors
behaviour /decisions
cookie paywalls

affecting
on

T4.1 Access to exclusive content/service (regularly)

T4.2 Not paying regardless of the situation

T4.3 Cheap/fair subscription price

T4.4 Not bothered/influenced by ads

T4.5 Get rid of (blocking) ads

T4.6 Feeling of pervasive tracking and data sharing

T4.7 Perceived manipulation of content/design

T4.8 Trust in the service provider

T4.9 Feeling of discomfort because of wordings

T4.10 Limited personal budget

T4.11 Perceived unreasonable data collection for payment
T4.12 Information should be free to access

T4.13 Perceived feeling of safety because of other means in place
T4.14 Lack of knowledge about cookie collection/tracking
T4.15 Lack of perceived benefit from paying

T4.16 Ex-ante transparency on data practices

T4.17 Single pay-off, multiple services

T4.18 Aversion towards subscriptions

T4.19 Perceived sensitivity of context of service/content
T4.20 Protect their privacy

T4.21 Resentment of the business model
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Abstract. Social engineering attacks are successful due to the exploita-
tive nature of human psychology. Although security solutions, such as
2FA, aim to reduce the severity of attacks, these approaches tend to
be insufficient considering sophisticated phishing attacks. In the present
paper, we investigate how the design of the 2FA method may influence
the likelihood of a login to a malicious website. Through an online exper-
iment with N = 94 participants, we show that contrary to common
assumptions, warning designs prompting to proceed with login might
have a contradicting effect. In contrast, designs that prompt users to
abort the login have minimal desired effects. Moreover, we identify that
involvement in login activity and confidence in the decision made had fur-
ther significant effects on the likelihood of login. Our exploratory results
contribute to the knowledge of susceptibility to phishing attacks and
potential misconceptions about the effects of opinionated design in the
context of 2FA.

Keywords: Phishing Susceptibility - Warning Design - 2FA

1 Introduction

Social engineering (SE) is a cyberattack that exploits human behavior to gain
access to information or services [6]. Though it involves technology, its success
relies on using psychological methods, such as persuasion [6,25]. The European
Union Agency for Cybersecurity (ENISA) Threat Landscape 2024 report notes
an increase in SE attacks, with phishing and pretexting via email remaining
the most common and successful method [6]. Phishing emails mimic legitimate
requests [24], often impersonating businesses, referencing current events [6], and
exploiting emotions like fear and eliciting urgency [24].

Despite mitigation efforts, phishing remains highly effective. Awareness cam-
paigns have limited impact [23,27]), and attackers quickly bypass new defenses,
including two-factor authentication (2FA) [6]. Originally designed to enhance
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security, 2FA requires users to verify identity using two factors—something they
know (e.g., a password), something they have (e.g., a device), or something
they are (e.g., biometrics) [17]. The most common form pairs a password with a
one-time code sent via SMS, app, or hardware device, ensuring that stealing a
password alone is insufficient for access.

However, attackers have found ways to bypass 2FA, including adversary-in-
the-middle (AiTM) attacks, which are increasingly available in phishing kits on
the Dark Web [5]. In this attack, a victim unknowingly interacts with a fake
website that closely mimics a legitimate service. When the victim enters their
login credentials, the attacker captures them in real-time and immediately uses
them to sign in to the service. Since this triggers a 2FA request, the legitimate
service sends the victim a verification prompt or one-time code. If the victim
approves the request or enters the code on the fake site, the attacker intercepts
it and gains full access to the account [5].

Because many users associate 2FA with strong security, they may assume
that a website that utilizes 2FA is legitimate. This false sense of security can
make users more likely to trust and interact with a phishing site [22]. Since the
only legitimate interaction the victim has during a phishing attack is with the
2FA service, it represents the last possible point of intervention. However, 2FA
systems do not have visibility into the website the user is engaging with, making
automatic detection difficult.

A potential solution is user-assisted verification. Sun et al. [20] developed a
proof-of-concept using photo-based URL verification, where users take a picture
of their browser for analysis. While effective, false positives could disrupt urgent
tasks. Unlike their approach, which automatically rejects failed verifications, in
the present research, we propose using automation to support rather than replace
user decision-making.

Our exploratory study investigates how user experience design in a 2FA appli-
cation can mitigate social engineering attacks, such as phishing, by reducing the
likelihood of users logging into phishing websites. Specifically, it examines the
impact of combining automated URL verification—based on photo and text
recognition [20]—with verification-based warnings to influence user decision-
making during 2FA login. The proposed design aims to improve the usability
of 2FA by (1) minimizing cogunitive effort by automating URL verification, (2)
enhancing warning relevance by issuing alerts based on actual risk rather than
generic caution, and (3) improving warning effectiveness by applying established
research and design principles.

A key focus of the present research is the role of opinionated warning design,
which uses visual cues to guide user decisions [7], compared to neutral warnings.
Additionally, this study investigates how psychological and individual factors,
such as stress, attention, elaboration, involvement, and 2FA frequency, affect
users’ decisions to proceed or abort login attempts to suspicious websites. Ulti-
mately, the present research answers the following research questions:
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RQ1: How do psychological factors (stress, attention, elaboration, involve-
ment) influence users’ decisions (i.e., abort or proceed) in 2FA phishing sce-
narios?

RQ2: How does 2FA frequency impact these decisions (i.e., abort or proceed)?
RQ3: How do opinionated warning designs affect user responses to potential
phishing threats?

Although exploratory, our study sheds light on understanding factors that
affect decisions around the use of 2FA. In particular:

— We contribute to the body of knowledge on psychological factors that affect
the likelihood to proceed with a login to websites, showing that involvement
and confidence in decision-making are crucial. However, considering that the
attention significantly predicts these traits and that 2FA reduces attention,
it is possible that 2FA increases susceptibility to phishing attacks, although
more research is needed to confirm that.

— We identified that both too low and too high 2FA use frequencies increase
susceptibility, and there may be an optimal frequency where susceptibility is
lowest. This suggests that there may be an optimal frequency of 2FA use, and
future research should explore this further. Identifying such an optimal level
could lead to studies aiming to identify whether different designs or a mixture
of different 2FA methods used by one user could lower phishing susceptibility.

— We found that the mechanisms based on opinionated design might not have
a desired effect—instead of prompting users to abort login, they were less
effective than neutral designs. Such an adverse effect might indicate that the
theoretical premise around opinionated design may not work as expected in
the context of 2FA logins and phishing attacks. Therefore, we postulate that
such methods should be re-evaluated and further research in this specific
security context.

2 Related Work

Because phishing exploits human psychology and affects behavior rather than
purely technological vulnerabilities [6], effective mitigation must integrate both
technical and psychological factors. Designers must account for actual user
behavior rather than assuming purely logical decision-making [11]. Therefore,
this study examines susceptibility and mitigation strategies in the 2FA con-
text, building on previous research around both technological and psychological
aspects of phishing.

2.1 Integrated Information Processing Model of Phishing
Susceptibility (ITPM)

The Integrated Information Processing Model (IIPM) explains individual phish-
ing susceptibility through personality-based beliefs, cognition, and information
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processing [24]. IIPM aligns well with the 2FA phishing process: email phishing
represents the first stage, website interaction the second, and 2FA submission
the third. Given the continuity of these stages, contextual and situational factors
likely remain stable, making IIPM a strong foundation for modeling suscepti-
bility at the 2FA stage. Vishwanath et al. [24] found empirical support for the
model, explaining nearly 50% of the variance in phishing susceptibility. How-
ever, only attention, involvement, and email load were significant predictors of
phishing susceptibility, while knowledge, self-efficacy, and elaboration were not.
In ITPM, phishing susceptibility is measured as the likelihood of responding
to a phishing email [24]. In the 2FA context, this translates to the likelihood of
proceeding with login. Just as responding to a phishing email signifies suscepti-
bility, proceeding with authentication on a phishing site represents a successful
attack. Vishwanath et al. [24] categorized attention into sub-factors, as different
email elements (e.g., urgency cues vs. source credibility) influence susceptibility
differently. However, in the 2FA context, all interface elements originate from
legitimate sources, meaning attackers cannot insert persuasive cues. Since all
elements are designed to support users, they should uniformly reduce suscepti-
bility. Therefore, attention is treated as a unidimensional construct. Involvement
reflects how personally relevant a message or event appears to a user [24].

2.2 Phishing Mitigation

User vigilance is often recommended to mitigate phishing susceptibility [24],
yet maintaining constant alertness is challenging. Effective vigilance requires
attention and elaboration, but stress impairs rational thinking, in an economic
sense, and recall of security knowledge [21]. Tunnel vision further diverts focus
from security cues [2]|. Security awareness campaigns and training provide limited
long-term effectiveness, as users quickly revert to old habits [23,27]. Therefore,
strategies that facilitate alertness and provide situational support are necessary.

Sun et al. [20] introduced a 2FA prototype, PhotoAuth, designed to detect
adversary-in-the-middle phishing attacks. In such attacks, the phishing site’s
URL differs from the legitimate one, but this discrepancy is invisible to the 2FA
service due to interception. PhotoAuth addresses this by prompting users to
photograph their browser’s address bar, using OCR to verify the URL. Their
study provided a technical proof of concept, showing that false positives were
rare, though potential disruptions to legitimate use cases remain a concern.

Unlike PhotoAuth’s strict rejection of mismatched URLs, we propose
automation that supports rather than replaces user decision-making. While rein-
troducing human judgment poses risks, PhotoAuth’s method effectively reduces
cognitive load. By automating URL verification, it eliminates the need for users
to remember, recognize, and analyze security indicators. This approach mitigates
phishing susceptibility by reducing attention, elaboration, and stress-related bar-
riers, making security measures more effective in practice.
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A Unknown Website A Unknown Website

s not a known francisrnedicalcenter.com is not a known
website of Francis Medical Center. website of Francis Medical Center.

A Unknown Website A Unknown Website
Someone might be using a fake website to Someone might be using a fake website to

francisrnedicalcenter.com is not a known francismedicalcenter.com is not a known gain access to your account. gain access to your account

website of Francis Medical Center. website of Francis Medical Center. o keep your account safe, abort the login. To keep your account safe, abort the login.

Abort login Proceed anyway
Confirm login Abort login [ Procesd anyway ] [ Abortlogin ]

(a) Neutral choice: (b) Neutral choice: (c) Opinionated: (d) Opinionated:
Confirm on left, Abort on left, Con- Prompting to abort Prompting to pro-
Abort on right firm on right ceed

Someone might be using a fake website to Someone might be using a fake website to
gain access to your account. gain access to your account.

To keep your account safe, abort the login. To keep your account safe, abort the login.

Fig. 1. Comparison of different warning designs. (a) and (b) show neutral choices, while
(c) and (d) represent opinionated prompts.

2.3 Decision-Making Support Using Opinionated Design

Rational thinking tends to decline under high stress, while unconscious choices
remain largely unaffected. In fact, research suggests that intuitive decision-
making can be even more reliable than rational thought in such situations [21].
This highlights an opportunity for design to support decision-making under
stress by leveraging intuitive thinking and incorporating cognitive biases.

Opinionated design, as proposed by Felt et al. [7], similarly to nudging, relies
on visual elements to encourage a particular course of action. This approach high-
lights a preferred choice while making alternative options less prominent. Visual
appeal is one method to guide users toward the intended decision. Similarly,
Reeder et al. [13] suggest minimizing the visibility of less desirable options and
increasing the effort required to select them. Additionally, Felt et al. [7] empha-
size that users should be able to grasp the intended action without reading the
entire instruction, which reduces the reliance on complex cognitive processes.
Since reading itself demands higher-order thinking, simplifying visual communi-
cation can enhance usability in stressful situations [21].

By decreasing the need for detailed deliberation, opinionated design can
streamline decision-making. The extent to which biases are applied also influ-
ences user engagement, potentially increasing involvement depending on their
effectiveness.

3 Method

To address our research questions, we conducted a 2 x 4 between-subjects
online experiment using SoSci (www.soscisurvey.de). Participants were randomly
assigned to two stress groups (with or without stressors) and four warning design
groups (Fig.1) to examine how stress and warning design influenced the likeli-
hood of proceeding with authentication. The stressors were based on an online
concentration test that required participants to perform tasks such as counting
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or summing numbers within a deliberately insufficient time frame, measuring
their performance, speed, endurance, and accuracy [12].

The phishing mitigation approach investigated combined automated URL
verification, as proposed by Sun et al. [20], with verification-based warnings.
The automation handled the tasks of reading, analyzing, and evaluating the
URL, reducing the need for higher-order thinking from the user. Warnings were
displayed only if the verification failed, aiming to increase the perceived rele-
vance of the information. Four distinct warning designs (Fig. 1) were tested: two
opinionated vs. two neutral. Each opinionated design either promoted “proceed”
or “abort,” enabling the assessment of the influence of visual cues on the user’s
decision. Additionally, two neutral choice designs were included, identical to the
opinionated warnings except for neutral visual cues. This allowed us to compare
the effects of the opinionated designs with those that provided neutral choices.
The neutral choice designs differed only in the order of the options to control for
potential ordering effects.

To give participants a mental context for their interaction with our mock-
ups, we created a fictional scenario in which participants were asked to imagine
they had registered with a digital service of their healthcare provider and then
received an email claiming that the service had been compromised. We chose the
healthcare context because we assumed that the data at risk—medical data—
would be perceived as particularly sensitive, increasing motivation to protect
it.

When designing the fictional phishing e-mail, we used a common technique:
suggesting a threat and offering a solution. Subsequently, the email informed the
recipient that there had been a security incident at the online service of their
healthcare provider, and their medical data was at risk. We advised them to
change their password immediately to protect their data and provided a link
directly in the e-mail. This e-mail was shown to participants at the beginning of
the scenario, creating a narrative context for the following interactive task.

In the interactive mock-up of a login page (Fig.2), we used the username
from the fictional scenario. The page was prefilled in the login form. We applied
phishing indicators by showing an “http” instead of an “https” and using the
fictional domain “francisrnedicalcenter.com” in which the “m” (in “medical”) had
deliberately been replaced by “rn” (“r” and “n”). Using “incorrect and typejacked
URLs” is a common technique [2].

3.1 Study Protocol

The study can be divided into three phases (Fig. 3):

Phase 1: After reading through information about the study and acknowledg-
ment of it through consent, participants commenced the study. First, they rated
their stress level using the questionnaire’s stress scale. They were then randomly
assigned to either a stress-induction group or a control group that proceeded
directly to the next phase.
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L] L]
<« C  httpyfrancisrnedicalcenter.com/login Phg oy
Francis Medical Center

Username | jaysmith

Password | Enter you password

Fig. 2. Login page used in the interactive task. Note the subtle phishing indicators in
the URL, such as http and “francisrnedicalcenter.”

Scenario Login Page 2FA {mockup) Main

Study -
: Initial Stress ' 12 Stress :
Information Q { i Reandamised Inducement Introduction (mockup) with Fl;aens:‘l:rzmsed Questionnaire

and Consent

Phase 1 Phase 2 Phase 3

Fig. 3. Study protocol.

Phase 2: Participants were introduced to a phishing scenario and shown a fake
email. They then interacted with a mock login page containing subtle phishing
cues (e.g., fake domain, HTTP instead of HTTPS). After entering provided
credentials, they scanned a QR code to access a 2FA mock-up, which prompted
them to verify the URL by taking a photo. Regardless of their attempt, one of
four warning messages was displayed (Fig. 1) in which they chose to proceed or
abort.

Phase 3: After the task, participants completed questionnaires. Responses to
questionnaires were mandatory, except for demographic questions and an open-
ended response in which we asked participants to explain their decision rationale.

3.2 Data Collection

Participants were gathered using convenience sampling via the “sample-size”
sub-Reddit (https://www.reddit.com/r/SampleSize/), which has been used for
academic research purposes before (e.g., [16]). Additionally, family, friends, col-
leagues, peers, and their respective networks were utilized. Participants had to
be 18+ and fluent in English. No compensation was provided. Participants were
required to provide informed consent before taking part in the study.

A total of N = 94 valid responses were collected in the study. The partici-
pants completed the study in 6:24 min on average. n = 42 participants identified
as male (44.7%), n = 34 as female (36.2%), and the rest preferred not to dis-
close their gender. No participants selected “non-binary.” The majority (54.3%)
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was between 25 and 34 years old, followed by the age group 35 to 44 years old
(30.9%).

3.3 Measurements

This study examined one dependent variable—likelihood to proceed—and five
independent variables: stress, attention, elaboration, involvement, and 2FA fre-
quency. Gender and age were also recorded for descriptive analysis. All question-
naires are presented in the Appendix 6.

1. Likelihood to Proceed: Decision to abort or proceed with login (binary:
yes/no),

2. Stress: Measured using the 5-item State-Trait Anxiety Inventory (STAI) [28],
focusing on acute stress in the given situation,

3. Attention: Adaptation of the 5-item Mindfulness Attention Awareness Scale
(MAAS) [18] to measure situational rather than long-term attention,

4. Elaboration: Adaptation of the Message Elaboration Measure (MEM) [14] to
suit concise warnings, ensuring relevance to security messages.

5. Involvement: The 9-item version involvement scale was used [19],

6. 2FA Frequency: Frequency of usage was measured on a 5-point scale ranging
from “never” to “every day,”

7. Decision-Making Questions: Additional decision-making questions (5-point
Likert scale) were asked to gain deeper insights into user behaviors.

4 Results
4.1 Effect of the Stress Inducement

To test the effect of stress inducement, an independent t-test compared the
change in stress levels between induced and non-induced groups. The test showed
no significant difference, t(84) = —0.57, p = 0.57, failing to reject the null hypoth-
esis. Thus, no evidence supports the effect of stress inducement.

Since neither stressor nor initial stress level were part of the theoretical model
and only served to assess inducement effects, they were excluded from the final
regression model. A preliminary logistic regression confirmed their insignificance
(p = 0.960, p = 0.671, respectively).

4.2 Logistic Regression

Due to the binary nature of the outcome variable, logistic regression was
used. Categorical variables were recoded with dummy variables for the warn-
ing designs, using the opinionated design as the reference category.

The regression model included all variables from the theoretical model (stress,
attention, involvement, 2FA frequency) apart from elaboration (the scale’s relia-
bility was below the required threshold, and we decided to remove it from further
analysis) and the likelihood to proceed as the dependent variable. It also included
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the warning design treatment and the new construct “confidence in the decision
made” as independent variables.

For 2FA frequency, sample sizes for “up to once a month” (n = 11) and
“up to once a week” (n = 14) were small, leading to an uneven distribution.
Given the theoretical framework and the small sample size, these two groups
were combined into “up to once a week or less,” reducing the dummy variables
from three to two and increasing the minimum sample size to 25.

Testing Assumptions. Logistic regression assumptions include independence
of observations, linearity of the logit, and a minimum sample size of 400, with the
smaller outcome group having at least 20 participants. For categorical variables,
most cell frequencies should be greater than 5, with no complete or semi-complete
separation. For continuous variables, no complete separation should occur, and
multicollinearity should be absent [8].

In this study, observations were independent. The overall sample size of 94
was below the recommended 400, but the smaller outcome group (36 participants
who proceeded) met the 20-participant threshold. For design, all cell frequencies
exceeded 5, and 2FA frequency met the required thresholds.

The Box-Tidwell procedure tested linearity, revealing stress as the only
variable with potential nonlinear effects. Adding its interaction term slightly
improved the model fit (x2(1) = 4.25,p = .039, Nagelkerke R? from .557 to
.593), but the interaction term itself was not significant (p = .053) and showed
high multicollinearity (r(92) = .99,p < .001). Therefore, no interaction terms
were added.

No multicollinearity was found between independent variables. It should be
noted that due to the small sample size, results should be interpreted with cau-
tion.

Results Logistic Regression. The logistic regression analysis results showed
that the overall model was significant with x2(9) = 49.58,p < .001, and Nagelk-
erke R? = .557. 84% of the predictions were correct for a cut value of .5.

The independent variables “involvement” and “confidence in the decision
made” were significant, both having a negative impact on the likelihood to pro-
ceed. Higher involvement and higher confidence each reduced the likelihood to
proceed.

Two of the dummy variables were also significant, both having a positive
impact on the likelihood to proceed. These were the “opinionated design prompt-
ing users to abort” and the “neutral design with confirm on the left and abort on
the right.” Participants were more likely to proceed when presented with these
designs than when the opinionated design prompted users to proceed with the
login (benchmark category).

Regarding the “frequencies of proceed and abort” across the designs, most
participants aborted the login when presented with the opinionated design
prompting users to proceed, with 19 aborting and only seven proceeding. In
contrast, when the opinionated design prompted users to abort, 15 participants
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aborted, and 12 proceeded. For the neutral designs, 13 participants aborted, and
six proceeded when the “abort” was on the left and “confirm” on the right, while
11 participants aborted and 11 proceeded when the “confirm” was on the left
and “abort” on the right (Table. 1).

Table 1. Variables in the Logistic Regression Equation

B S.E. [Wald |dfsig Exp(B)
stress during the interactive task .075 |.567 |.018 |1 |.894/1.078
attention 481 1439 [1.202 |1 |.273[1.617
involvement -1.450(.414 [12.2821 |.000[.235
confidence in the decision made -1.300/.534 |5.930 |1 |.015/.273
neutral design: “confirm” left, “abort” right|1.790 |.890 |4.049 |1 |.044/5.992
neutral design: “abort” left, “confirm” right/1.061 [.965 [1.209 |1 |.272(2.888
opinionated design prompting to abort 1.873 |.885 4.478 |1 |.034/6.511
2FA frequency up to once a day -1.142.761 (2.254 |1 .133].319
2FA frequency up to once a week or less |1.667 |.874 3.640 |1 |.056/5.295
Constant 7.155 |2.729/6.874 |1 .009/1281.132

4.3 Qualitative Findings

After the interactive task, participants could optionally provide a reason for their
decision to abort or proceed with the login.

Seventeen participants either did not answer or gave non-answers, and four
responses were unclear. We read through the short responses to the open-ended
questions and identified the main reasons provided by the remaining participants
as follows.

— Seven participants proceeded, stating that the scenario was not real or had
no consequences (e.g., “It’s a survey” or “Doesn’t matter”).

— Fifteen participants aborted, stating the warning message indicated the web-
site was fake or advised against proceeding (e.g., “The warning reminds me
the website is fake”).

— Twenty-six participants mentioned the website being fake, with 23 aborting
and three proceeding.

— Five participants cited the warning without further detail, with four aborting
and one proceeding. The participant who proceeded and one who aborted
had seen the opinionated design prompting users to proceed.

— Ten participants referenced a risk or safety concern, with nine aborting and
one proceeding.

— Four participants proceeded, citing task-related reasons (e.g., self-initiated
authentication or goal achievement).
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— Four participants proceeded without specific reasons, expressing indifference
(e.g., “Should be fine”).

— Two participants cited trust as the reason, with both proceeding to login.
One trusted the website because it was sent by a friend (e.g., “I believe she
won’t cheat me”).

5 Discussion

The ENISA Threat Landscape 2024 report highlights phishing as a prevalent
and profitable form of social engineering, primarily exploiting human behaviors
and cognitive biases [6]. It emphasizes the need to understand factors influenc-
ing user susceptibility and potential mitigation strategies, particularly regarding
2FA, an area not previously explored in research. Our study aimed to address
this gap by investigating psychological factors and a UX-based mitigation app-
roach. Our findings partially align with the Integrated Information Processing
Model proposed by Vishwanath et al. [24]. Specifically, we strongly support the
role of involvement, echoing previous studies that identified involvement as a key
factor reducing phishing susceptibility. However, our findings on attention differ
from those of Vishwanath et al., who identified attention as significantly protec-
tive against phishing attacks. In our study, attention showed no significant direct
impact when controlling for other factors, possibly because the automation in
our 2FA design reduced cognitive demands traditionally placed on users during
authentication. Additionally, contrary to previous literature suggesting stress
negatively impacts security-related decision-making [21], our results showed no
significant stress effect. Lastly, our inability to reliably assess elaboration high-
lights methodological gaps concerning existing measurement scales, such as the
Message Elaboration Measure [14], suggesting further adaptation is necessary
for concise security warnings.

The first research question (RQ1) examined how psychological factors
(stress, attention, elaboration, and involvement) affect users’ decisions to pro-
ceed or abort logging into a suspicious website [21,24]. Of these factors, involve-
ment significantly reduced the likelihood to proceed, consistent with previous
research [24]. Confidence in decision-making also negatively affected the like-
lihood to proceed. Stress did not significantly impact the decision, potentially
due to low stress induction [21]. Attention showed a significant negative effect
only in univariate analyses, aligning partially with theoretical predictions [24].
The limited role of attention might reflect the automation of URL verification
in our 2FA design. Elaboration was difficult to assess directly, but participants’
qualitative feedback indicated active elaboration processes, supported by their
frequent references to warning content or recognizing the fake website.

The second research question (RQ2) investigated the potential effect of 2FA
usage frequency on the likelihood to proceed [3,24]. Although our logistic regres-
sion results showed no direct impact, univariate tests suggested low 2FA fre-
quency (up to once a week) increased susceptibility, while moderate usage (once
a week to once a day) reduced it. This aligns with theoretical expectations that
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very low or high frequencies might increase susceptibility, either due to insuffi-
cient familiarity or desensitization, respectively [3]. Given that participants inter-
acted with the experimental 2FA only once, habituation or load effects were likely
minimal. Thus, future research should explore frequency effects longitudinally
across multiple interactions.

The third research question (RQ3) investigated the effect of opinionated
design on user decisions [7,9,10]. Our findings challenge prior assumptions: par-
ticipants presented with an opinionated design prompting login continuation
were paradoxically more likely to abort, contrary to findings from Felt et al. [7].
Additionally, opinionated designs prompting aborting were less effective than
neutral designs. These unexpected outcomes indicate that effectiveness may be
context-dependent, suggesting a nuanced interplay of design opinionatedness
and psychological factors, such as involvement and decision confidence [10]. Low
stress levels might have moderated susceptibility to opinionated designs, empha-
sizing the importance of considering contextual stress factors in design evalua-
tions [21].

Opinionated designs can be considered a form of dark patterns, as they asym-
metrically make it difficult for users to act against the promoted choice. They
combine dark patterns of “hidden information” and “aesthetic manipulation” [9],
leading to visually obscured important information. While Luguri & Strahile-
vitz [9] found these strategies effective, our study did not replicate these effects,
implying that in the context of 2FA, people might be less susceptible to heuristics
and cognitive biases, and instead use rational, in an economic sense, delibera-
tions while making decisions. It is possible that participants would act differently
if presented with risk-based authentication warnings. Wei et al. [26] investigated
such warnings in the context of changing passwords, and found that presentation
of risk levels could positively affect interactions with warnings. However, they
also showed that 46% of users disregard warnings, suspecting that they are the
actual phishing attempts. To some extent, a similar effect might have had place
in our study, hence the unexpected results.

Theoretical frameworks for decision-making, such as that proposed by Lof-
gren & Nordblom [10], argue that involvement and attention mitigate the impact
of opinionated designs. Their study found security concerns influenced decisions,
but external involvement factors, such as task completion, may have led partic-
ipants to proceed despite the abort prompt. In phishing scenarios, this involve-
ment may take precedence, diminishing the effectiveness of opinionated designs.

Additionally, low stress levels in our study may have reduced susceptibil-
ity to opinionated designs. The 2FA implementation aimed to reduce attention
and elaboration while increasing involvement and lowering stress. Despite its
complexity, roughly 40% of participants referenced the warning message con-
tent explicitly, suggesting participants evaluated the message beyond its visual
presentation.

Overall, our study contributes to the existing body of knowledge by val-
idating certain factors identified in prior phishing susceptibility models (e.g.,
involvement), challenging others (e.g., attention, opinionated design), and high-
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lighting the need for context-specific adaptation of theoretical frameworks. These
direct comparisons illustrate critical nuances in phishing susceptibility within the
2FA context, advocating for tailored security design approaches based on robust
psychological insights.

5.1 Practical Implications

Our study contributes to understanding phishing susceptibility and mitigation
strategies, particularly within the context of 2FA. The findings have practi-
cal implications for both the design of usable 2FA apps and broader efforts to
enhance user security.

The results suggest that increasing user confidence in their decisions could
help mitigate phishing susceptibility. 2FA implementations should, therefore,
aim to bolster users’ confidence, potentially by supporting information-seeking
behavior. Furthermore, promoting user involvement may also reduce susceptibil-
ity, as users who feel more engaged with security processes are less likely to fall for
phishing attacks. Situation-aware approaches, such as verification-based warn-
ings, could increase perceived relevance and minimize habituation effects, which
may otherwise diminish the effectiveness of security measures [24]. In addition
to directly reducing susceptibility, fostering involvement could encourage users
to seek more information, reinforcing the importance of supporting information-
seeking behavior [4]. This suggests that combining these approaches—confidence-
building and increased involvement—could be particularly effective in protecting
users from phishing attacks.

On the other hand, relying solely on opinionated design to influence user deci-
sions may not be effective, as it could backfire or even be perceived negatively
by users [7]. Users may prioritize the phishing narrative over security consid-
erations in phishing scenarios, making opinionated designs less effective. Thus,
alternative design strategies should be prioritized, and any use of opinionated
design should be tested for its actual impact on user behavior.

Finally, the study suggests that the frequency of 2FA use and the degree of
user involvement can influence susceptibility. Overuse or underuse of 2FA can
increase susceptibility, and finding an optimal balance is crucial. The study also
points to the potential for habituation effects across various 2FA implementa-
tions or even different software products, highlighting the need for a coordinated
effort across the industry to mitigate these risks.

5.2 Scientific Contributions

In terms of scientific contributions, we extend existing research by applying it to
the 2FA context, offering a new model of phishing susceptibility and mitigation
tailored to this area. The findings support the idea that involvement can reduce
susceptibility, aligning with previous research on phishing at other stages, such
as email [24]. Additionally, confidence in decision-making emerged as a potential
new factor influencing phishing susceptibility, warranting further exploration.
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Moreover, our study raises questions about the applicability of existing scales,
such as the Message Elaboration Measure [15], to the 2FA context. Addition-
ally, our results suggest that opinionated designs may not always influence user
decisions as anticipated, and factors like user involvement might alter their effec-
tiveness, indicating the need for further investigation into the interplay between
design and user engagement in phishing prevention.

5.3 Limitations and Future Research

The study has several limitations that must be considered. First, participants
were recruited through convenience sampling, which limits the generalizability
of the results. Despite efforts to diversify recruitment by using Reddit, the low
engagement from this platform resulted in a small sample size. This also hindered
the mitigation of network-based biases, which was one of the study’s objectives.

The stress inducement method did not significantly affect participants’ stress
levels. While it was based on previous research [1], the timed concentration test
may not have been an appropriate stress inducer. The test was modified to avoid
participant frustration, potentially making it too easy or short to evoke the
desired response. While the ethical considerations were met by avoiding undue
distress, the limited effectiveness of the stress inducement calls into question its
role in this study.

The study relied on self-reported data, which introduces biases such as social
desirability, and participants may report higher involvement than actually exhib-
ited. A lab-based study could have incorporated more objective measures, such
as physiological monitoring or eye tracking, to improve data accuracy.

Lastly, participants knew the scenario was fictional, which may have lowered
the perceived threat and influenced their decisions. Still, a substantial portion of
participants showed engagement with the task, demonstrating a reasonable level
of self-efficacy and awareness. Ethical considerations led to choosing a fictional
setup, as using a real phishing scenario would have posed significant risks to
participants’ well-being.

Considering the small sample size, the fictional scenario, and other limitations
mentioned above, further research is needed to validate the findings, particularly
regarding the potential influence of decision confidence on the likelihood to pro-
ceed and the balance between low and high 2FA frequency. Moreover, the newly
introduced measure for decision confidence, which showed promising results in
exploratory factor analysis, must be further validated.

While the model proposed in this study was informed by prior research, it
has not been explored in the 2FA context before. The lack of significance in some
susceptibility factors may be due to unaccounted interrelations in the model or
suggest that the treatment had a mitigating effect on these factors. Similarly, the
absence of significant findings for the opinionated design could be attributed to
the combined effectiveness of other aspects of the treatment, such as automation
and design principles. Future research should investigate the interplay of these
factors and treatment components, examining their individual contributions to
phishing susceptibility and mitigation. This could enhance our understanding of
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how to better protect users from phishing threats and design more usable 2FA
solutions.

6 Conclusions

2FA was introduced to enhance security across systems [17]. However, phish-
ing attacks have already circumvented existing 2FA implementations, notably
through AitM techniques [5]. The increasing accessibility of Phishing as a Ser-
vice allows even low-skilled attackers to exploit these vulnerabilities, thereby
raising the likelihood of such attacks [5].

In an AitM attack, the 2FA service remains the final line of defense, serving as
the only legitimate connection for users after they are redirected to a fraudulent
website. This stage is crucial for intervention, and mitigating user susceptibility
at this point could play a significant role in preventing substantial harm.

Our exploratory study sought to investigate factors influencing user suscepti-
bility to such attacks and examine potential usable mitigation strategies within
the context of 2FA. To our knowledge, this specific angle has not been previ-
ously investigated. The study focused on a user experience (UX)-driven miti-
gation approach for AitM attacks, combining automated URL verification and
verification-based warnings. The results indicate that opinionated design might
unexpectedly affect decisions around 2FA logins. Further, user engagement and
confidence in decisions around authentication might significantly affect phishing
susceptibility.

Although our findings are limited by a small sample size and convenience
sampling, the results may offer preliminary insights for researchers and practi-
tioners regarding key factors and potential mitigation strategies. Further research
is necessary to validate and expand upon these findings.
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Appendix A

Full Questionnaires

Initial Stress

Based on the 5-item version of the state component of the State-Trait Anxiety
Inventory (STAI) ([28])

5-point Likert items: ‘1 — Not at all, 2 — Slightly, 3 — Moderately, 4 — Very, 5
— Extremely’

How are you feeling right now at this moment?
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1. I feel upset.

2. I feel frightened.
3. I feel nervous.
4. T am jittery.

5. I feel confused.

Open Question After the Interactive Task

For participants who chose to abort the login:
You chose to abort the login. How did you come to this decision?
For participants who chose to proceed with the login:
You chose to confirm the login. How did you come to this decision?

Confidence in the Decision Made

5-point Likert items: ‘1 4AS Strongly disagree, 2 4AS Disagree, 3 4AS Undecided,
4 4AS Agree, 5 aAS Strongly agree’

Regarding that decision, how much do you agree with the following state-
ments?

1. I was confident in my decision.

2. If I were to come across a similar situation again, I would make the same
decision again.

3. I would make the same choice in a real-life situation.

4. 1 found it difficult to make the decision.

5. I did not think much about the decision.

6. I had an easy time making the decision.

7. I think it was the right decision to make.

Stress During the Interactive Task

Based on 5-item version of state component of State-Trait Anxiety Inventory
(STAD) ( [28])

5-point Likert items: ‘1 4AS Not at all, 2 aAS Slightly, 3 4AS Moderately, 4
aAS Very, 5 4AS Extremely’

How were you feeling during the interactive task?

1. T felt upset.

2. I felt frightened.

3. I felt nervous.

4. I was jittery.

5. I felt confused.
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Attention

Adapted from 5-item version of the Mindful Awareness Attention Scale (MAAS)
(as cited in [18])

5-point Likert items: ‘1 4AS Strongly disagree, 2 4AS Disagree, 3 4AS Unde-
cided, 4 a4AS Agree, 5 4AS Strongly agree’

How much do you agree with the following statements?

During the interactive task,

1. it seemed I was “running on automatic”, without much awareness of what
I was doing.

2. I rushed through the activities without being really attentive to them.

3. I got so focused on the goal I wanted to achieve that I lost touch with
what I was doing right in the moment to get there.

4. T did the task automatically, without being aware of what I was doing.

5. I found myself doing things without paying attention.

Elaboration

Adapted from Message Elaboration Measure ( [14])
5-point Likert items: ‘1 4AS Strongly disagree, 2 AAS Disagree, 3 4AS Unde-
cided, 4 4AS Agree, 5 4AS Strongly agree’
How much do you agree with the following statements?
When presented with the warning on my phone I was
. attempting to analyze the statements of the message
. not very attentive to the implications
. deep in thought about the message
. unconcerned with the implications
. extending a good deal of cognitive effort
. distracted by other thoughts not related to the message
. not really exerting my mind
. doing my best to think about what was written
9. reflecting on the implications made
10. resting my mind
11. searching my mind in response to the implications
12. taking it easy

00 O Ui W N+

2FA Frequency

How often do you usually use an app (such as Google Authenticator,
Microsoft Authenticator, BankID) to confirm logins in your daily life?
1. Never
2. Up to once a month
3. Up to once a week
4. Up to once a day
5. Up to several times a day
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Involvement

Based on Involvement Scale ( [19])

5-point semantic differential items, with 1 on the left side and 5 on the right
side. Some items were reverse-scored.

To me, logging in securely is

important unimportant
boring interesting
relevant irrelevant

exciting unexciting

means nothing means a lot to me
appealing unappealing
fascinating mundane
worthless valuable

involving uninvolving

not needed needed

Gender

What gender do you identify yourself as?
1. Female
2. Male
3. Non-binary
4. Prefer not to say

Age Group

How old are you?
1. 18-24 years old
. 25-34 years old
. 35-44 years old
. 45-54 years old
. 55—64 years old
. 65 years or older

S O W N
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Abstract. Despite the availability and advancement of privacy solu-
tions, including Privacy Enhancing Technologies (PETs), a gap remains
between individuals motivated to protect their online privacy and their
actual adoption of PETs. While research has identified a range of discrete
factors influencing PET adoption, these insights lack cohesion, limiting
their practical applicability. Instead, we interviewed 16 domain experts
from Western democratic countries, synthesising fragmented findings to
establish strategies for effectively supporting individuals throughout the
entire PET adoption process. Grounded in the Security and Privacy
Acceptance Framework (SPAF), our study focused on three key areas:
motivating action, raising awareness, and aligning adoption pathways
with users’ needs and abilities. Based on our qualitative analysis, we iden-
tified a set of 21 recommendations in five categories to be utilised when
assisting individuals in their decision-making and adoption of PETs. Our
findings emphasise practical recommendations, such as understanding
privacy concerns, leveraging risk awareness, offering personalised recom-
mendations, supporting Uptake and maintaining engagement. By com-
bining expert insights with literature findings, our study informs the
design of strategies and software assistants that support individuals in
the pre-adoption phase and promote the adoption of PET.

Keywords: Usable Privacy - Privacy Enhancing Technologies -
Privacy Tools Adoption + Privacy Preserving Technology Presentation

1 Introduction

A variety of privacy-preserving solutions, including Privacy-Enhancing Tech-
nologies (PETS), are available to help individuals safeguard personal data and
mitigate privacy risks. For example, Virtual Private Networks (VPNs) are avail-
able across platforms to secure internet traffic. At the same time, tracker-
blocking extensions can be integrated into web browsers to limit online tracking.
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Despite the abundance of these tools, their adoption rate remains strikingly
low, even among individuals who express significant concerns about their pri-
vacy [7,44,45,56,60,72,90]. For instance, in a study involving 257 participants,
more than 80% expressed privacy concerns, yet only 6% had installed privacy-
preserving applications on their devices [7]. A more recent study [56] conducted
in 2021 confirmed that the complexity of implementation and the vast available
tools pose challenges in effective adoption. Further explanation among privacy
researchers for the low adoption, including usability challenges, lack of awareness,
perceived complexity, or general uncertainty [2,4,7,29,81].

To address this current state, we argue that for users who already exhibit a
baseline level of concern or motivation to enhance privacy, such as in [7], a critical
next step lies in understanding how to present PETs to them. This involves sup-
porting individuals in navigating known barriers and facilitating more informed
and confident decision-making. While existing studies describe available PETSs
in various domains [6,21,25,42,57| and highlight the different factors involved
in PETs adoption [2,10,12,29,78], they offer limited guidance on supporting
individuals throughout the journey of understanding risks and mitigation tools
specifically in conjunction with individuals’ unique needs, concerns, and abilities.
As a result, a comprehensive guideline to better present PETS to individuals to
enhance the experience and chance of adoption is missing.

To bridge this gap, we focus on the factors and strategies necessary to
present PETs in a manner that supports individuals in adopting them. In this
study, we hence address the following research question: RQ: What strategies
and approaches do experts recommend for presenting PETs to individuals in
order to support them throughout the adoption process? To this end, we lever-
age the expertise of 16 international domain experts in semi-structured inter-
views, examining how they engage with people to understand their privacy
challenges and subsequently offering PETs to them. This approach enables us
to uncover experts’ knowledge on themes such as educating individuals about
PETs, supporting informed decision-making, and providing tailored recommen-
dations aligned with users’ concerns and abilities. Our findings contribute valu-
able insights for developing a set of recommendations designed to be used for
assisting individuals in the process of improving their online privacy practices.
Given the scarcity of privacy experts, also acknowledge by themselves (e.g.,
Expert 5 stated: “We serve maybe between a dozen and 20 people. There are
millions more [...] So, yeah, something that’s like an online tool would be really
useful”), we further investigate the potential of a software solution. An online
software assistant to support individuals in enhancing their privacy by leverag-
ing expert insights to evaluate its feasibility and inform its design. This work
contributes the following:

— We conducted 16 interviews with domain experts, primarily from Western
democratic countries, to explore recommendations for supporting individuals
in PET adoption. Guided by the Security and Privacy Acceptance Framework
(SPAF), the interviews focused on motivation, ability, and awareness. Then,
experts discussed a software solution to support users before adoption.
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— Our analysis identified five categories with 21 expert-driven recommenda-
tions to help individuals enhance their privacy. For instance, the Under-
stand category involves learning about users and introducing privacy con-
cepts, while Streamline options includes Personalise and Analyse behaviour
(aligning advice with habits). We also outline experts’ views on key features,
benefits (e.g., reachability), and challenges (e.g., maintenance) of a potential
software assistant, acknowledging expert support for all users is unrealistic.

— We contextualised our findings within the literature, especially SPAF, then
outlined future directions like user evaluation, potential of a software assis-
tance, and beyond a online assistance.

This paper is structured as: Sect.2 reviews related work; Sect.3 details
methodology; results appear in Sect. 4; discussion in Sect.5; and conclusion in
Sect. 6.

2 Related Work and Background

This section reviews related work that shaped our study. We cover adoption chal-
lenges (Sect.2.1), user behaviour in privacy adoption (Sect.2.2), and proposed
privacy assistance to support individuals (Sect. 2.3).

2.1 Obstacles in Adopting PETs

Despite the availability of PETS, only a minority leverages them and engages in
protecting their privacy, despite their concerns expressed in numerous studies
[44,45,72,90]. The prominent explanation for the non-adoption is their lack of
usability [2,7,29,48]. Also, a more multi-faceted approach is identified in [2,29,
78], suggesting additional factors behind the non-adoption. Examples include
citizens’ personality traits, privacy concerns, or knowledge. These factors have
already been investigated in various attempts to predict individuals’ intentions of
use, adoption or acceptance of specific PETs [9,10,12,14,15,18,38-40,46,54,63]
or PETs in general [52]. Moreover, context is known to be a salient factor in
privacy-related decisions [3,5,13,30,53,65-67,83,87,97] and in the adoption of
different technologies [20,74,98]. A study on VPN apps examined the impact of
various attributes (e.g., rating, price, downloads) on citizens’ decisions [84].

Users Informing Themselves. In contrast, our work focuses on the user
experience before adoption, specifically, the stage where individuals must first
inform themselves and choose among options. Even when users are aware of
tools [86], misconceptions about their protection remain [91]. Prior studies also
highlight the need for better communication about tool capabilities [24,86],
underscoring that the state-of-the-art falls short in supporting informed privacy
decisions. A recent study (2024) [82] evaluated 69 PET-promoting websites and
found that they included only about one-third of the influential factors identi-
fied in academic literature, revealing a disconnect between providers and best
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practices on how to support users in making informed privacy decisions. While
both their work and ours aim to support PET adoption, they focus on assessing
websites, whereas we engage experts to generate actionable recommendations
for guiding individuals through the full privacy improvement process. Similarly,
Redmiles et al. (2020) [77] found online privacy advice lacked prioritisation and
practicality. In contrast, our expert-informed recommendations provide struc-
tured support across all stages of privacy decision-making.

2.2 User Behaviour in Privacy Adoption

Due to the mentioned obstacles and shortcomings, motivated users may even be
discouraged from protecting their online privacy. Uncertainty about what to do
and encountering multiple barriers increase the risk of inaction [71]. Understand-
ing why users fail to adopt privacy solutions, despite valuing privacy, requires
examining behavioural models. The Fogg Behaviour Model (FBM) [33] explains
behaviour as driven by three factors: motivation, ability, and triggers, which
interact to enable or hinder actions across various domains.

The applicability of FBM in the context of privacy and security has been
questioned by SPAF model [28] (2022), which argues that privacy behaviours dif-
fer due to their unique characteristics: (1) Preventive nature: privacy actions
aim to prevent future risks, which often lack immediate impact, reducing urgency.
(2) Secondary priority: privacy-related behaviours are often considered sec-
ondary tasks, as first noted in 2004 [31] and overshadowed by more immedi-
ate tasks. (3) Abstract mechanisms: privacy solutions are complex to aver-
age users, leading to confusion and mistrust, further reducing the likelihood of
adoption. To address these, SPAF redefines factors by replacing FBM’s trig-
gers with awareness, emphasising users’ understanding of risks and available
protections. SPAF suggests awareness triggers action by helping users recognise
threats. SPAF emphasises the importance of educating users about potential
privacy risks and solutions, thereby helping to bridge the gap between privacy
intentions and privacy behaviours.

Building on SPAF’s core factors (motivation, awareness, and ability), we
structured our interview questions to explore expert perspectives on support-
ing individuals in these areas. Considering the recency and comprehensiveness
of SPAF, we were unable to find any other comparable alternative. Our study
extends beyond SPAF by examining the specific strategies experts employ, pro-
viding deeper insight into their practical application. To our knowledge, this is
the first study to capture expert-driven approaches for bridging the gap between
privacy motivation and behaviour.

2.3 Assisting Users in Privacy Adoption

Ultimately, our goal is to propose a solution that informs citizens in a usable
way, reducing barriers for individuals seeking to protect their online privacy but
who lack confidence in doing so [11]. While [92] introduces a tool aimed at rec-
ommending PETs based on expert and user input, it lacks a comprehensive,
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Table 1. Recommendations for Presenting PETs to Individuals: Literature Insights

Theme Sub-theme Description

Technology Description  |Explaining how the PET functions in a clear and user-friendly manner [10,14,73,78|
Presentation
Effectiveness Showing PETS’ adoption privacy impact and their accuracy in addressing
threats [12,32,54]
Coverage Clarifying what the PET protects and its limitations to avoid
misconceptions [41,56,78,91|

Simplicity Highlighting ease of use and straightforward adoption steps (if applicable) [10]

Internet Speed Addressing potential effects of PETSs on internet speed [84]
Connection
Stability Demonstrating PETS’ impact on internet reliability [84]
Social and Emotion Motivating by telling stories, presenting fictional future or creating personal
Emotional relevance [28,63,75]

Interpersonal Encouraging adoption by peers, and families [12,28,29,79]

User feedback Displaying user reviews and ratings for credibility [84]

Trust Provider Providing clear details on provider [39]
Product Showing trustworthiness via evidence or certifications [12]
General Language Using clear, accessible, and non-technical language [85]
Price Facilitating adoption by free versions or trials [84]

Design and Offering interactive user-friendly interfaces [64]
interaction

Accessibility  |[Following guidelines to support users with disabilities [82]

interactive approach to guide individuals through the full privacy improvement
process. Additionally, it does not sufficiently tailor recommendations to individ-
ual needs and contexts. This underscores the need for a more holistic solution
that supports users at every stage, from understanding options to making pri-
vacy decisions aligned with their personal concerns. The development of these
strategies or software assistants will extend the existing literature on privacy
assistants, though our focus is distinct. Prior work largely centers on helping
users with tasks such as (1) selecting appropriate audiences for content shared
on social networks [51,96], (2) managing access to profile attributes [26,35,36],
(3) setting mobile app permissions [49,50,68,88,89,95|, and (4) controlling access
to Internet-of-Things resources [1,23,27,62,80,99|.

Recommendations. We reviewed the literature on supporting the adoption of
privacy. Although fragmented, it offered useful insights which we grouped into
six themes, summarised in Table 1 detailed as follows:

Technology Presentation covers how PETs should be described and
demonstrated to users. Clear explanations of functionality [10,14,73,78|, evi-
dence of effectiveness [12,32,54], and transparency about coverage and limita-
tions [41,56,78,91] help reduce misconceptions. Emphasising ease of adoption
and use further supports user acceptance [10]. Internet Connection addresses
performance-related concerns, as users often fear that PETs may reduce brows-
ing speed or stability [84]. Providing empirical evidence can help mitigate these
concerns and support adoption. Social and Emotional highlights the psy-
chological and social factors influencing PET adoption. Emotional strategies,
such as storytelling or future scenarios, help users connect personally to pri-
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vacy concerns|[28,63,75]. Peer and family discussions support adoption through
interpersonal diffusion [12,28,29,79], while user feedback, including reviews and
ratings, reinforces PET credibility [84|. Trust examines the perceived trust-
worthiness of the provider and the product. Users value transparency about
the provider’s affiliations and credibility [39], and trust is further strength-
ened through security certifications, expert reviews, and third-party endorse-
ments [12]. General covers cross-cutting factors that support PET adoption.
Using clear, non-technical language improves comprehension and approachabil-
ity [85]. Pricing models such as free or trial versions can reduce entry barri-
ers [84]. Usability and interaction design should ensure intuitive navigation and
minimise cognitive load [64], fostering informed decision-making. Lastly, ensuring
accessibility for users with physical or cognitive impairments promotes equitable
adoption [82].

3 Methodology

To bridge the gap between individuals motivated to enhance their privacy and
the available PETs, we aim to develop a comprehensive understanding of how
to present PETs to users and effectively guide them through the adoption pro-
cess. Our initial literature review, as discussed in Sect. 2.3, identified valuable
recommendations; however, these findings were fragmented and lacked a cohe-
sive perspective on the entire process. To map out the overall process before
engaging with end users, we argue that expert input was essential. Unlike user-
centred methods such as user interviews, which may be constrained by partici-
pants’ limited expertise and lack of a holistic view of the privacy domain, expert
perspectives support a broader, well-informed understanding of effective sup-
port mechanisms. Hence, we leveraged expert interviews, a widely used method
for obtaining in-depth insights [94]. We chose semi-structured interviews, which
balance structure and flexibility, allowing discussions to be guided by predefined
themes while enabling experts to provide unanticipated insights [16]. Alternative
expert-driven methods, such as focus groups, can risk group dynamics influencing
individual opinions [47], while surveys may lack the depth needed for qualitative
exploration. Therefore, following the approach applied in [29], we decided that
expert interviews were the most suitable method for this study. We conducted 16
semi-structured expert interviews, each lasting on average about 50 min (ranging
from 32 to 74 min). All interviews were held online in English via the BigBlue-
Button (BBB) video platform provided by our university, during the last quarter
of 2023 and the first quarter of 2024.

In the following, we outline the interview design (Sect.3.1), recruitment
and demographics (Sect.3.2), analysis process (Sect.3.3), study limitations
(Sect. 3.4), and ethical considerations (Sect. 3.5).
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3.1 Interview Design and Procedure

Interview Design. As outlined in Sect. 2.2, we drew upon the SPAF [28] to
design our interview themes. Our objective was to capture expert perspectives
on supporting individuals in the three key factors influencing privacy adoption:
motivation, ability, and awareness. We employed a scenario-based interview app-
roach to elicit expert perspectives on supporting individuals (see Appendix A).
Experts were asked to imagine a one-on-one consultation with a user seeking to
enhance their online privacy, thereby implying a baseline of concern and moti-
vation of the user. To focus on strategic guidance rather than specific tools, the
prompt avoided naming any PETs or privacy solutions, instead using an open-
ended scenario: “Imagine you want to support an internet user to improve online
privacy [...].” This encouraged high-level reflections on privacy adoption strate-
gies. Experts then shared recommendations for supporting user adoption. Given
the limited access to expert advice, we also explored the feasibility of a software
assistant, such as a website or app, as an alternative to direct expert guidance
to help users enhance their privacy. Experts assessed its potential benefits, chal-
lenges, and key features. Each section concluded with an open invitation for
additional thoughts to deepen understanding of their perspectives.

Procedure. Each interview began with a welcome, followed by an introduction
that outlined the interviewer’s background, study goals, and procedures for con-
fidentiality and consent. We then collected demographic data (see Appendix B)
and proceeded with the interview scenario and questions, concluding by asking
for referrals to other potential experts. A pilot interview was conducted to refine
the study, improving (a) question clarity and relevance, (b) structure and flow,
and (c) feasibility within the allocated time. Data from the pilot were excluded
from the final analysis, as they served solely to enhance the interview procedure.

3.2 Recruitment and Demographics

We recruited experts via multiple channels: (a) LinkedIn, (b) email invitations
through our research network, (c) outreach to recent authors in usable privacy,
and (d) promotion at a usable security and privacy conference. We used purpose-
ful sampling [69] to gain in-depth insights. Experts were defined as individuals
with at least two years of experience in privacy or security, following [29]. We
explicitly included younger experts to capture fresh and diverse perspectives.
We did not compensate expert interviewees as they often participate voluntar-
ily, driven by intrinsic motivation to advance knowledge or inform policy [§],
e.g. in [29], also as it minimises bias and enhances authenticity [70]. The final
sample size for this study was determined based on thematic saturation, defined
as the point at which no new themes or insights emerge from the data, as recom-
mended by Morse [61]. Although prior research suggests that qualitative studies
often achieve data saturation with approximately 12 interviews [34,37,93], we
extended our data collection to ensure saturation within the specific context of
our study. Ultimately, we conducted 16 expert interviews, a sample size aligned
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Table 2. Expert Participants Demographics

Country of Experience | User involvement

ID | Gender Age ey Degree Job title in field in work
El F (@) Germany PHD Research Assistant (@) O
E2 M @) Germany PHD Research Associate @) @)
E3 F @) Germany PHD Senior Researcher [ ] @)
E4 F O Germany Master Research Associate @) [J
E5 M O UK Master PhD Student O [
E6 M O Germany Master PhD Candidate @) [ ]
E7 M @] Austria PHD Professor [ ] @)
E8 M O Netherlands | PHD Postdoctoral Researcher [@) @)
E9 M O UK Master PhD Candidate O ®
E10 F O Germany Master PhD Candidate O [ ]
E11 F O Israel PHD Assistant Professor [ ] [ ]
E12 F O Canada PHD Associate Professor [J [J
E13 F O Sweden PHD |Associate Senior Lecturer [©] [©)
E14 F [ Sweden PHD Professor [J [
E15 F O Germany Master |Researcher/ Project Lead O O
E16 M O USA PHD Postdoctoral Assistant O O
Female=9/18-34 O =7| 8 countries [Ph.D.=10 2-5 years O =5 little O =3
Total| Male=7 35-49 O =8 Master=6 6-10 years © =6/ Medium O =5
50-64 @ =1 10 plus @ =5 Alot @ =8

with the recommendations of [29]. We tracked saturation during interviews and
found little new insight in the final three, indicating thematic saturation.

The demographic information of our participants can be found in Table 2. Our
sample comprised seven males and nine females from eight different countries.
While almost balanced, our sample reflects the observed higher proportion of
females working in usable privacy. As one expert mentioned, precisely five years
of experience, 75% of our sample had five or more years of experience in the field,
matching with [17,43]. Ten had a Ph.D. degree, and six had a Master’s degree.
Half reported having a high frequency of user interactions as part of their job,
five mentioned a medium frequency, and three reported little interaction. Experts
are referred to as “E” followed by their ID as follows.

3.3 Qualitative Analysis

We, two researchers (R1 and R2), transcribed all interviews using the auto-
matic transcript software, Amberscript. Then, we proofread and corrected the
transcribed results. To analyse the transcriptions, we conducted a qualitative
analysis of our data using inductive coding with MAXQDA software. We chose
this approach as the starting themes are generated based on the interview con-
tent, and this approach is more prone to discovering new insights and themes. We
followed established guidelines and common practices for coding semi-structured
interviews [19,55]. First, we segmented the transcribed audio recordings into the-
matic sections based on our interview themes. The primary researcher, R1 (the
principal investigator [19]), conducted the first phase of detailed coding using
open and in vivo coding techniques. During the iterative refinement process,
codes addressing similar topics were merged to enhance coherence, while codes
containing multiple distinct concepts were subdivided into separate codes to
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improve granularity. All codes were categorised into relevant thematic groups fol-
lowing this rigorous refinement. Then, both coders independently coded the first
five participants to test the codebook. Both coders were allowed to add, delete,
combine or separate codes. After several rounds, a codebook (see Appendix C)
consisting of 82 codes was finalised. R1 and R2 then independently coded
all transcripts. The coding results were compared using MAXQDA software
to identify areas of overlap and discrepancies. To analyse discrepancies, each
researcher reviewed codes assigned exclusively by the other coder. First round,
each researcher reviewed and validated the other researcher’s codes. Unaccept-
able cases were discussed in a collaborative meeting to reach an agreement.

We achieved an Inter-Rater Agreement (IRA) of 95.35% (Kappa = 0.96),
which reflects a high level of consistency between the two researchers. The lack
of full agreement stemmed from varying interpretations of individual statements.
Most of the remaining disagreements involved coding aspects that did not influ-
ence the final results. These disagreements typically occurred at the parent code
level rather than the final code layer. For example, in one case regarding moti-
vation, one researcher coded the entire response as motivation, while the other
identified part of the answer as tailoring down the options. Ultimately, both
coded this text segment with different parent codes, as Personalising. A smaller
subset of disagreements arose from varying interpretations. For instance, the
statement “Hotel websites would change the ordering of things depending on the
type of device you went there on. So if you go there on a Mac, they auto sorted.
So the more expensive ones are on the top” (quoted by E12) was coded as Reveal
data collection by one researcher and as Raise risk awareness by another, which
in these rare cases we continued with R1, the principal investigator. As noted
in prior studies, Kappa values alone can be contentious in complex analyses, as
they may not fully capture the depth and context of qualitative coding [19].

3.4 Limitations

This study has several limitations. While centred on expert views, adding user
insights would deepen real-world understanding. Future work should validate
findings through user studies. The study focused on motivated users, assuming
proactive engagement. Yet, society includes a broader range of users, includ-
ing those with little or no initial motivation to prioritise privacy [11]. We also
didn’t differentiate between solution types (e.g., simple vs. advanced PETs or
device settings), which future work should explore for deeper insights. The study
was conducted with experts from Western democracies, and findings should be
understood within this context. Privacy in oppressive regimes poses distinct
challenges, where tools like VPNs and Tor may be restricted. Research involv-
ing diverse cultural and geopolitical contexts [76] is needed for a more inclusive
view, especially in high-surveillance or low-literacy environments. Lastly, despite
efforts to recruit industry experts, most participants were from academia. While
this may limit industry perspectives, academic experts tend to offer structured,
context-rich insights that help form recommendations. The sample size (16 par-
ticipants) should be considered in interpreting the findings.
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3.5 Ethical Considerations

Our university Data Protection Officer (DPO) expressed a positive opinion on
the study. Participants were informed of the study’s purpose during recruitment
and signed a General Data Protection Regulation (GDPR) compliant consent
detailing data recording, processing, and storage. At each session, participants
were reminded of the study’s purpose, withdrawal rights, and confidentiality.
Names were later removed, and transcripts were stored in encrypted files.

4 Results

Here, we present key expert recommendations (Sect.4.1), note additional find-
ings beyond core themes (Sect. 4.2), and summarise results (Sect. 4.3).

4.1 Recommendations for Supporting Individuals

We structured experts’ opinions in themes identified during data analysis, result-
ing in five categories: (1) Understand, (2) Motivate, (3) Streamline options, (4)
Support adoption, and (5) Stay Connected. Each category encompasses multiple
recommendations, totalling 21, on how to assist individuals in improving their
privacy, summarised in Table 3. Then, experts’ opinions on a potential software
assisting individuals instead of an expert are presented.

Understand. Experts identified three key recommendations for effectively
developing an initial mutual understanding to help individuals improve their
privacy practices. The first recommendation, Know your audience, was empha-
sised by twelve experts. This involves understanding the users’ goals, current
online behaviours, and background knowledge. For example, E3 stated, “I think
my first move would be to understand what they know about online privacy. [...]
So I think the first thing is to ask the users about themselves”. An almost simi-
lar number of experts highlighted Provide context as the next recommendation,
which is explaining basic privacy knowledge and potential risks to individuals
to provide a context for the session. As E2 mentioned, “At first, I would need to
give them a broad understanding of problems in terms of privacy, going on, on
the internet”. This approach also allows the expert to gauge the user’s under-
standing and reactions to the provided information, enabling a more dynamic
approach during the session. By observing how users respond, the expert can
adapt their guidance to better align with the user’s specific needs, knowledge
gaps, or concerns, ensuring more effective support. The final recommendation,
Ezxplore practices, mentioned by five, assesses users’ current privacy practices.
As E9 noted, it’s key to know “What their current practices are, how can they be
improved, and where do they want to go with that?” Experts expanded on these
recommendations later; here, we include only points related to initial under-
standing and connection-building.

Motivate. In this category, we grouped the experts’ suggested approaches into
six key recommendations. Raise risk awareness is mentioned by all 16 experts,



Expert Strategies to Assist Laypeople

59

Table 3. Recommendations Set for Supporting Individuals in Improving Their Privacy

Categories Recommendations |Explanations Number of
Experts
Know your audi-]gaining an understanding of users’ needs, on- 12
ence line behaviours, and IT & privacy knowledge
Provide context explaining - fou.ndational privacy knowledge 11
and potential risks
Explore practices Examining users’ current privacy practices 5
Raise risk aware-|Highlighting personal and societal risks
ness through example incidents
Showcase simplicity | Showing easy installation and use (if appl.) 13
Describe  technol- | providing user-friendly explanation of how the 8
ogy privacy solution works
Reveal data collec-|presenting data being collected from potential 8
tion channels over time and activities
. . . preventing fear of threats and of workload
Avoid frightening needed for their privacy protection ®
Highlight benefits [Jillustrating the tangible changes and benefits 3
assessing users’ needs, concerns, privacy value,
Streamline Personalise preferences, socioeconomic situation, and age
options concerning IT skills
Key reviewing hardware (e.g., smart home) and
considerations for | Analyse behaviour [software usage (e.g., visiting websites, social 15
providing options media), and users’ current privacy solutions
Acknowledge o= considering users’ country, job, disability 6
cumstances
Propose usable op-Jto enable the user to complete the primary 5
tions task with acceptable quality
Offer product op- such as VPN products, while explaining .the
tions features, as opposed to the concept solution, 13
e.g., VPN, Private Browser
Ensure essentials crosschecking essential solutions and be-
haviours which are useful for the majority
Cooperate in adopting the privacy solution 9
Offer concept exPIaining the concept solution (e.-g.7 VPN,
solution Private B}rowser) rather .thanA specific prod- 7
ucts; provide product options if requested
sharing educational or news links, users can
Grant resources 12
learn more and stay connected
Share updates communicating new solutions and news 7
Follow up asking if users’ need further support 6
Share contact such as email or phone number 5

described as demonstrating the potential privacy risk impacts on both personal
and societal levels. This involves explaining potential cases of data misuse and
their possible impacts on individuals and society. E11 quoted: “Give them a pos-
sible example of what might happen”. For example, widespread location sharing
could serve the interests of data collectors over societal interests. In this regard,
E1 mentioned: “When people get that point of aha moment [...] You could see the
difference in the approach [...] So you can see that awareness really makes a dif-
ference”. Next, thirteen experts highlighted Showcase simplicity. This involves,
where applicable, demonstrating that adopting and using privacy solutions can
be straightforward. This would emphasise simplicity, help reduce users’ cogni-
tive load, and encourage engagement in privacy-protective behaviours. As E9
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mentioned “I think one of the big barriers to a lot of people using privacy tech-
nologies is either real difficulty or the perceived difficulty to it”. Eight experts
emphasised the importance of Describe technology, suggesting that explaining
how a PET works in a clear, user-friendly way can boost user involvement and
motivation to adopt it. This closely aligns with established recommendations in
the literature [10,14,73,78]. E14 mentioned, “Try to motivate and explain the
functionality. Yeah. I mean, in the user privacy community, it is also known
that the more functional explanations should be fine. And so, not explaining
the crypto details. So, it is not a structural explanation but rather a functional
explanation on a high level”. Similarly, Reveal data collection was highlighted
by eight experts. They noted that showing users how their personal data is col-
lected across different channels over time helps to raise awareness. E12 illustrated
this with a practical example of data collection and its personal impact, “Hotel
websites would change the ordering of things depending on the type of device
you went there on. So if you go there on a Mac, they auto sorted. So the more
expensive ones are on the top”. This means highlighting the data that can be
collected from users when they do not protect their privacy, prompting them to
take action. Also, Avoid frightening was recommended by six. E6 remarked, “
Generating fear gives the cause stopping through reasoning so they will not think
about it [...] What I want is that they start thinking about it”. A conceptual ten-
sion arises here: while enhancing users’ awareness of risks is widely advocated,
there is simultaneous concern about inducing fear. This raises the question of
how these two aims, informing without alarming, can be balanced within user
support strategies constructively? Highlight benefits were recommended by three
experts. Emphasising the benefits of adoption has also been validated by other
studies as a key motivator for individuals to enhance their privacy practices. For
example, [54] found that perceived effectiveness boosts PET adoption, highlight-
ing the value of showing how a PET addresses privacy concerns.

Streamline Options. Experts identified four key recommendations for tailor-
ing privacy options to individuals. All participants emphasised Personalise as a
key factor for refining PETS to be suggested, indicating that PET options should
be crafted based on an individual’s needs, goals, and privacy values rather than
general criteria. E6 noted, “Because if it’s not tailored to the specific case, to
the specific person, to the specific scenario of applications, it will just not work.”
Additionally, age was considered a factor in personalising, though most experts
agreed it is relevant only when it impacts IT skills, with particular attention
recommended for teenagers and the elderly. These groups may need more tai-
lored guidance, as teenagers often require support to develop privacy aware-
ness in their formative years, while elderly individuals may face challenges nav-
igating modern technologies. This means that age-specific interventions should
align with the user’s familiarity and comfort with digital platforms. Next, Anal-
yse behaviour, recommended by 15 experts, involves examining users’ online
activities, a task that can be complex. Experts suggested several approaches
to achieve this, including analysing hardware usage (e.g., smartwatches, smart
home devices), assessing software interactions (e.g., frequently visited websites
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or applications), and exploring current privacy practices. Additionally, Acknowl-
edge circumstances refers to accounting for factors such as a user’s country of
residence, job, or physical and mental disabilities, recommended by six experts
to take into account when assisting as it may influence privacy needs. Lastly,
Propose usable options was recommended by five experts. For instance, E6 high-
lighted the importance of offering solutions that are effective yet unobtrusive,
stating, “it needs to be an effective solution that does not impact the efficiency
of what they want to do.” Similarly, E5 emphasised the need for recommending
passive solutions, explaining that privacy tools should work seamlessly without
interrupting the user’s workflow by mentioning “.../ something that you kind of
use passively”. These underscore the importance of usability and simplicity in
privacy solutions.

Support Adoption. To support adopting privacy solutions in practice, 13
experts mentioned Offer product options. This means presenting users with a
selection of commercial products, such as recommending particular VPN prod-
ucts, rather than merely suggesting the type of solution needed. Experts high-
lighted that providing concrete product suggestions simplifies decision-making
and increases the likelihood of adoption, as users are less likely to face the bur-
den of independently researching and shortlisting suitable products. In 2022,
[73] demonstrates that when asked about known PETS, most lay public partici-
pants predominantly identified tools with different primary functionalities than
privacy protection, indicating a lack of awareness of available solutions, further
emphasising the need for providing users with a selection of products. Experts
emphasise the value of giving options to users as it is essential to provide flex-
ibility in decisions by offering various product options instead of prescribing a
single solution. E5 states, “I think if I can give more specific solutions [commer-
cial products/, that is probably best. [...] to help themselves a bit more and not just
use this one tool you give them. You know, it’s what’s that of saying, give a man
a fish head for a day. You teach him to fish; he will be fed for life. It’s basically
that for privacy”. E5 further likened this to the proverb about teaching a person
to fish, suggesting that privacy support should empower individuals to make
informed decisions while offering flexible solutions to suit their needs. Ensure
essentials, mentioned by nine experts, refers to cross-checking essential protec-
tion solutions and behaviours that are helpful for most people. Additionally, the
same number of experts recommend to Cooperate along with users for adopting
the selected solution. E8 quoted: “I would try to install it on the spot and show
how it works”. E5 also quoted: “We could just leave them with instructions, but
I think they do appreciate just a little bit of hand-holding”. Lastly, seven experts
mentioned Offer concept solution, which means suggesting the general type of
privacy technology (e.g., VPN or private browser) without endorsing specific
products. This stands in contrast to Offer product options, which entails pre-
senting concrete tool choices to users. Experts who supported both approaches
emphasised that the appropriate strategy should be guided by the individual’s
context, needs, and preferences. As E16 noted: “I think we should show both solu-
tions [product options and concept solution] to them. Or I would, depending it
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on the person”. This gives rise to an important question: What are the compar-
ative advantages and limitations of offering conceptual solutions versus specific
product options in effectively supporting users’ privacy-related decisions?

Stay Connected. As illustrated by E13, privacy protection often requires ongo-
ing support beyond a single session. The experts proposed different recommenda-
tions for staying connected. E13 quoted: “Obviously privacy is not something set
in stone. It’s dynamic. We change our privacy preferences over time. When I'm
20, I'm probably thinking about this construct differently when I'm using Face-
book than when I'm using Facebook when I'm 85. I'm already a different person.
So we would still need to have a way to convince the user that it’s worth spending
time on making those adjustments from time to time”. As a result, we identi-
fied four recommendations supporting this aspect. The first recommendation is
Grant resources, mentioned by 12 experts, which involves sharing educational
materials that enable users to stay informed independently. This means that
providing these resources makes individuals more likely to remain engaged with
privacy support over time and engage in further privacy-enhancing behaviours.
Additionally, Share updates, noted by seven experts, involves sending users peri-
odic updates as a direct way to maintain a connection. Six experts recommended
Follow up, checking in to reinforce engagement, for example, E2 noted: “I could
also ask them to report on how things [previous solutions| have worked out for
them”. Experts also suggested sharing contact info to ensure users can seek help
when needed. Finally, Share contact information, such as email address, was
suggested to ensure users can seek help when needed. E2 quoted: “I would offer
them to just contact me if any further questions arise”, and E5 said: “making
yourself quite approachable and available [for staying in contact]”.

Software Assistant. We categorised expert views on the potential of a software
assistant into key elements, benefits, and challenges.

Elements. Experts emphasised personalisation, recommendation, and aware-
ness as key elements. Ten experts mentioned a personalisation element for the
software that gathers users’ needs, preferences, online behaviour, and privacy
goals. E3 explained, “So just ask what the most important things people do
online and what they don’t do. So like online shopping, online banking, read-
ing, new social networking, and so this would be, I guess, also the first step in
this tool”. An equal number of experts mentioned a recommendation element for
the software that provides tailored suggestions based on the information gath-
ered through personalisation. Nine experts highlighted the importance of an
awareness element to educate users on privacy risks and mitigation strategies.
Additionally, four experts recommended incorporating interactive elements such
as gamification and multimedia to enhance engagement. E15 expressed, “I would
always go for gamification” while E7 suggested, “[utilising] video because peo-
ple don’t read web pages anymore”. Three experts suggested solution checklists;
two stressed prioritising them for effective user action. E6 noted, “Prioritisation
needs to depend on what is the most dangerous thing that can happen to them
right now”.



Expert Strategies to Assist Laypeople 63

Advantages. Experts identified the scalability and technological strengths as
key advantages. Half of the experts emphasised the software’s ability to reach
a broad audience simultaneously, provide immediate support, and operate inde-
pendently of geographical constraints as critical features. As E5 stated, “We
[experts] serve maybe between a dozen and 20 people. There are millions more.
It is not a local area. And probably a lot of them would appreciate this kind of
information. So, yeah, something that’s like an online tool would be really use-
ful”. E11 further noted, “/Njot everyone knows the experts [...] so people can just
reach out to that platform”. Additionally, six experts highlighted the technical
strengths of the software. They mentioned it could streamline privacy improve-
ment by linking users directly to relevant resources and solutions. E9 pointed
out, “[Users| be able to go at their own pace and learn what they want”. More-
over, the tool fosters a judgment-free environment, encouraging users to seek
assistance without fear of criticism. E10 remarked, “/MJaybe I need to find a way
to wisit porn websites without everyone knowing it. And I would probably shy
away from talking about that with my friends, but I can talk about that with the
software”. These features position the software assistance as an inclusive and
reachable alternative to expert consultations.

Challenges. Experts identified several challenges. Seven experts noted that
some individuals might not use it due to a preference for human interaction
or a lack of awareness of its existence. E8 remarked, “There are people who
would probably just not enjoy talking to the robot [assistant tool]”. Seven experts
emphasised the need for continuous maintenance to address evolving privacy
threats and mitigation strategies and incorporate user feedback, acknowledg-
ing the associated costs. E3 stated, “/T/he landscape of privacy-enhancing tools
changes quite a lot. And the question is, who is going to maintain the software
to be up to date?” Trust emerged as a concern, with six experts noting users
may doubt recommendations or fear privacy risks. Usability and technical barri-
ers were also raised, stressing the need for a user-friendly, stable, unbiased, and
accessible platform. These challenges highlight areas requiring attention.

4.2 Additional Findings

Although many privacy-preserving technologies are available [24] and the sce-
nario was intentionally open-ended, experts mainly mentioned widely available
PETs like VPNs, ad blockers, private search engines, privacy-focused browsers,
Tor, and encrypted communication tools. This implies their focus was on broad
strategies rather than specific tools. Additionally, although reported by one or
two experts, the following offers practical guidance on specific aspects.

Start with Simple Solutions: E3 stressed beginning with straightforward
and implementable solutions to boost confidence and reduce perceived difficulty.
Provide Manageable Options: E1 and E8 advised presenting users with a
limited, manageable set of solutions during each session. This prevents over-
whelming users and fosters a more focused adoption process. Leverage Peer
Support Networks: E11 emphasized the effectiveness of peer-to-peer support.
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A 2022 study [58] demonstrated this through an app aiding older adults with help
from friends, family, or community volunteers. Consider Caregiver Respon-
sibilities: E3 and E11 stressed that any privacy improvement strategies must
account for individuals’ responsibilities toward children or the elderly. Inte-
grate Gamification: E10 and E15 suggested incorporating gamification into
the adoption process. This approach could make the experience more engaging
by introducing elements of fun and achievement. Multi-Tool Approach: E14
underlined the necessity of informing users that maintaining privacy requires a
combination of tools and behaviour rather than relying on a single solution.

4.3 Summary

The analysis of the gathered information resulted in five categories of recommen-
dations. Among these recommendations, Raise risk awareness and Personalise
were highlighted by all experts, underscoring the critical importance of tailoring
privacy solutions to individual needs and effectively communicating potential
risks to drive engagement to encourage widespread adoption. Experts also sug-
gested that a software solution could effectively empower more individuals in
diverse locations at any time to enhance their privacy. However, they noted that
not being used, maintenance, and trust are challenges that must be addressed.

5 Discussion

This section compares findings (Sect.5.1) and outline future directions
(Sect. 5.2).

5.1 Comparing with Existing Works

By addressing our research question ( What strategies and approaches do experts
recommend for presenting PETs to individuals throughout the adoption pro-
cess?), our study offers actionable recommendations aligned with the three SPAF
factors [28], which guided our work (see Sect.2). For awareness and motiva-
tion, experts highlighted Raise risk awareness and Showcase simplicity as cen-
tral strategies. Regarding ability, Personalise and Analyse behaviour emerged
as key, underscoring the need to tailor solutions to individuals. These findings
demonstrate how SPAF principles can be operationalised through experts’ prac-
tical guidance. They also address gaps found in recent studies; for instance, the
analysis of 69 PET-promoting websites [82] showed most provided static, non-
personalised, one-way information. In contrast, our experts stressed the impor-
tance of tailored support based on user behaviour. As E9 noted, “It can’t just
be, here’s a bunch of tools [...] Obviously a lot of PETs aren’t one size fits all.”
Similarly, [77] identified a crisis in advice prioritisation, with users struggling to
make informed privacy choices. Our findings address this through expert-backed
strategies for streamlining options and supporting user decision-making. In sum,
our work builds on SPAF [28] and complements prior research [77,82] by offering
expert-driven measures to support individuals throughout the privacy adoption.



Expert Strategies to Assist Laypeople 65

Comparing with Literature Recommendations. The comparison between
expert insights and literature recommendations (outlined in Sect. 2.3) revealed
shared priorities and notable differences. Both emphasise simplicity, trust, and
clear explanations. However, experts offered a more comprehensive, process-
oriented approach beyond the initial presentation to include long-term engage-
ment. They stressed a structured progression: starting with understanding
users’ privacy knowledge and habits, and continuing with sustained support.
Notably, the Understand category, which encompasses warming up interactions
and assessing current practices, is largely absent from the literature. Experts
also introduced Awvoid frightening as a key to reducing user hesitation, another
overlooked aspect. While personalisation and behavioural analysis were seen as
essential by all experts, these were underrepresented in prior research. Experts
further noted that privacy adoption is an ongoing process, which the literature
seldom addresses. Literature-based insights remain valuable for PET presenta-
tions, offering guidance on elements such as provider details and user feedback,
although less emphasised by experts. Together, expert and literature insights
complement each other, supporting more effective, user-centred PET adoption
strategies.

5.2 Future Directions

User Evaluation. The next step is to test these recommendations in the lab
with diverse users differing in motivation, literacy, and privacy concerns. Pri-
vacy Software Assistance. Based on the scarcity of experts and insights from
this study, we see potential for a privacy software assistance, such as a website or
app, to provide support to a broad segment of society at any time and location.
By incorporating expert recommendations, the tool should be designed to cap-
ture users’ requirements and concerns, subsequently suggesting PETs, promoting
engagement and adoption. We advocate a user-centred design approach, start-
ing with understanding user behaviour, integrating expert insights, and refining
the tool through iterative development and usability testing. Beyond Software
Assistance. Beyond software assistants, expert recommendations can be imple-
mented through various channels and actors, such as privacy champions [59],
peer educators [22], social supporters [58], and partnerships with NGOs and
advocacy groups. They can be integrated into existing programs, supported by
open-access toolkits, and scaled through train-the-trainer models.

6 Conclusion

Our research contributes to addressing the ongoing challenge of bridging the gap
between individuals’ motivation to protect their privacy and the actual adoption
of PETs. Through interviews with 16 experts, we gained 21 actionable recom-
mendations on how individuals can be supported. The proposed recommenda-
tions highlight strategies, such as streamlining privacy options through tailored
suggestions and behavioural analysis, to facilitate PET adoption. This work
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provides a practical foundation for designing strategies and software to support
users, ultimately promoting greater adoption of PETs and enhanced privacy
outcomes.
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Appendix
Appendix A Interview Scenarios and Questions

Scenario: Imagine you want to support an internet user in improving their
online privacy in a one-on-one (online or in-person) session, like a consulting
session, or helping friends and family members who are not experts in this area.
These individuals come to you because of their interests, meaning they probably
have minimal motivation and IT skills. Take a moment to think of this imag-
inary session. Think of how you would, in general, organise such a session; we
are not focused on a specific product to be recommended, but on the process
you take. Overall Approach: - 1. What would be your main agenda for such
a session? - 2. How would you structure the session? Motivation, Awareness
and Ability - 1. To motivate users to take privacy solutions in practice, would
you have any specific strategy? (- Do you think showing what data is possibly
collected from users can play a motivational role for them? - Do you believe
telling the potential risk they are running by not protecting their privacy can
play a motivational role? - Would you explain these risks in personal impact,
societal impact, or both to increase motivation? - Do you think mentioning the
ease of usage for privacy solutions can be motivational?) - 2. How do you deter-
mine the most suitable privacy solutions to suggest to an individual from all
potential options? - 3. Would you think knowing about users can be beneficial
for you to provide better solutions? Why? (If yes, what would you like to know
about a user?) - 4. Would you rather try to give direct solutions (exact tool) or
explain the solutions on a general level? Why? - 5. Would you see benefits in
asking participants to install the solution immediately in the session? Why? -
6. What would you do to motivate the user to stay connected to you to receive
further privacy advice even after the session? - 7. Would you suggest any infor-
mation resources to individuals where they can learn more about online privacy
by themselves (e.g., websites, videos)? Software Assistant Tool Scenario.
Scenario: Instead of a one-to-one person session, imagine an online assistance
tool that aims to support individuals in improving privacy. Something like a
webpage or an application that people use to get out of the maze of massive
online information and have assistance in improving their online privacy. - 1. Do
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you see any specific advantages in having such a tool available for individuals?
Why? - 2. Do you see any specific disadvantages or risks in having such a tool?
Why? - 3. To enhance such an assistance tool’s efficacy in supporting individuals,
what, in your opinion, should be the ideal user interaction flow?

Appendix B Demographic Questions

What is the highest university degree you have achieved? - Which country are
you based in? - What is your current job or study title? - To what level does
your work or study involve citizens’ interaction with privacy or security? - How

long have you been in the privacy or security sector (work and study)? - How
do you describe your gender identity? - Which age group do you belong to?

Appendix C Codebook

Table 4 and Table 5 present the codebooks used for qualitative analysis.

Table 4. Codebook used for qualitative data analysis - software assistance

Them Code

Modules and Features|Information Resources — General checklist — Recommendation — Prioritising — Education and aware-
ness — Should be personalised — Redirect to a human — Chatbot, gamification, video and audio
Motivation — Example (current solutions) — Trust in the tool itself

Advantages Yes, such a tool helps — People access (scalable) — Time (scalable) — Location (scalable) — Link to
resources — Link to adoption — Broader recommendations — Judgment-free — Automatic audit

Disadvantages Usability, accessibility, technical — Quality of recommendations — People do not use it and are not
aware of it — Experts are more comfortable — Maintenance and reliability — Improvement potentials

Table 5. Codebook used for qualitative data analysis - main

Them Code

Overall Approach Emotion Consideration — Users’ current privacy strategies, tools — Receiving user concerns, needs and goals — Users’ current understanding
of privacy — Teaching the privacy basics to users — Learning about users’ online behaviour and devices — Giving risk awareness to the user
Explaining the technology solution) and its advantages to the user — Providing recommendation to user — General advice for

everybody — Answering u: questions — U argument for not taking action (adopting privacy solution)

Motivation Show users tangible changes and benefits (of adoption) — Prevent fear and frightening users — Easiness and complication of use — Impact level

(personal, society) — Show users tangible changes

Awareness User awareness (general) — Risk awareness - Showing users the data being collected from them (ways and possibilities) -~ Explain the technology
solution to users — Give users examples

Recommendation Job of the user - Disability of user ~ Manageable

Refining portion of solution for users — Physical location — Quality and usability of privacy solution - User’s current privacy practices — Personalising

Responsibility for children or the elderly — Age of user — Offering a general list of solutions —
behaviour — Start with an easy recommendation — IT knowledge of user — The software users

er concerns, questions and goals — User online
se — The hardware users use

Solutions Type Give users both concept and concrete solutions — Give users concrete options to choose — Depends on the user or situation (to give a direct
solution or just a concept) — Act (adopt the solution) with users right away (in the session) — Give the available options and features

Education Giving education resources to the user — Do not give education resources to the user — Depending on the user and if users want education
resources — Depending on education resources (types and characteristics)

Maintain Engagement Open questions at the end — Sharing the expert contact (expert must be approachable)
community base — Sharing privacy news — Expert follow up on user — Feedback sess
meeting — Give the user the reliability feeling

v of regular update — Enjoyable events and
sion privacy tasks - Fix a time for the next
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Abstract. The proliferation of Brain Computer Interfaces (BCIs),
which enable direct interaction with the human brain, poses significant
yet underexplored threats to privacy and data protection. These neu-
rotechnologies process neurodata, highly sensitive information with the
potential to reflect an individual’s mental state. This paper critically
examines the potential negative consequences of using BCls, considering
the neurodata lifecycle from acquisition to deletion. The analysis high-
lights the unique risks posed by neurodata processing, coming from the
difficulty individuals face in understanding and controlling the informa-
tion collected, its potential for linking or identification, and the ability to
decode and even modify inner mental states such as thoughts and emo-
tions. A comprehensive understanding of associated threats is crucial as
BCIs are deployed in diverse sectors, including healthcare, workplace,
education, entertainment, marketing, and safety. This paper proposes
a comprehensive and systematic threat model specifically designed to
identify privacy and data protection threats unique to BCIs. In addi-
tion, the paper discusses the produced threat model to offer practical
recommendations and point out possible safeguards, drawing on existing
data protection frameworks while also identifying critical gaps that need
to be addressed to ensure the responsible and compliant design, develop-
ment, deployment and use of BCIs and the adequate protection of data
subjects’ rights and freedoms. The analysis presented in this paper pro-
vides crucial insights for researchers, providers, policymakers, and the
public regarding the potential impacts of interfacing human brains and
the urgent need for robust safeguards.

Keywords: Brain Computer Interface + Neurotechnology *
Neurodata - Data protection - Privacy risk management - Threat model

1 Introduction

The landscape of human-computer interaction is rapidly evolving. Innovative
neurotechnologies and Brain-Computer Interfaces (BCIs) now offer new ways to
directly connect the human brain with devices [31], or even with other brains
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[32,37]. Driven by advances in cognitive science and engineering, these tools are
spreading across healthcare, workplace, education, entertainment, marketing,
and safety. While these domains offer great benefits, they also bring new risks,
especially regarding privacy and data protection [44,46].

Data processed by these neurotechnologies, often termed neurodata, consti-
tutes a distinct category of information derived from the structure, activity and
functioning of the brain [33]. Such data may reveal details about individuals’
cognitive states, emotions, intentions, and predispositions. Unlike conventional
personal data, neurodata possesses a direct connection to the individual’s mental
processes, raising questions about mental privacy, cognitive liberty, and mental
integrity. The ability to gather, decode, interpret, and even modify neural signals
in real time represents a significant development beyond traditional data pro-
cessing and may expose individuals’ thoughts and feelings to external scrutiny
and manipulation [22]. The sensitivity of neurodata highlights the necessity of
proactively identifying and addressing the impacts on data subjects’ rights and
freedoms.

This paper aims to contribute to this critical discussion by developing a
comprehensive threat model for BCIs and the processing of neurodata. The main
contributions of this paper are: 1) Analysing existing BCI application domains
to understand the lifecycle of neurodata, from its acquisition to its deletion, and
its potential data protection implications. 2) Proposing a comprehensive and
systematic threat model to identify privacy and data protection threats specific
to BCIs and neurodata processing. 3) Discussing the produced model to offer
practical recommendations, point out possible safeguards or identify gaps that
need to be worked on.

The rest of this paper is structured as follows. Section2 summarises the
legal and ethical frameworks for neurodata processing, related work on privacy-
preserving BCIs and privacy threat modelling, outlining the motivation for this
research. Section 3 provides a foundational understanding of neurodata and its
processing lifecycle, identifying the usual stages from collection to deletion.
Section4 presents our systematic threat model, derived using the LIINE4DU
methodology. Section 5 provides recommendations to foster responsible innova-
tion in neurotechnology while safeguarding fundamental rights. Section6 con-
cludes by summarising our key findings and emphasising the ongoing need for
vigilance and proactive measures.

2 Related Work and Motivation
2.1 On the Legal and Ethical Framework

Addressing the privacy of BCIs effectively requires a thorough understanding
of the existing legal and ethical landscape, as well as ongoing discussions sur-
rounding the need for specific regulations and principles for neurotechnology and
neurodata processing.

Neurodata is personal data (information relating to an identified or identifi-
able natural person, the data subject). Therefore, current data protection frame-
works, such as the General Data Protection Regulation (GDPR) and Convention
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108, are relevant to the processing of neurodata regardless of the technologies or
media chosen [43]. All their principles and requirements must be complied with
when processing neurodata under these or other equivalent regimes.

Numerous ethical considerations beyond these legal issues surround the
design, development, deployment and use of neurotechnology and the processing
of neurodata [5,6,12,44]. The first is autonomy and agency because neurotech-
nologies could influence or manipulate an individual’s thoughts, feelings, and
decisions, impacting their freedom and capacity to act. The second is discrimi-
nation and bias; biased algorithms could lead to discriminatory outcomes based
on neurodata, reinforcing existing societal inequalities or creating new forms of
neurodiscrimination. The third is societal impact: the widespread adoption of
neurotechnologies could have significant implications, including potential shifts
in our understanding of identity, consciousness, dignity, and what it means to
be human.

In response to the unique challenges posed by neurotechnology and neuro-
data processing, the concept of neurorights has emerged. Different foundations,
expert groups and regulatory frameworks have proposed several fundamental
neurorights [15,45], mainly: the right to mental privacy, the right to personal
identity, the right to free will, the right to equal access to mental augmentation
and the right to protection from algorithmic bias.

While the idea of codifying specific neurorights at the level of human rights
is gaining traction, a debate persists about whether new rights are necessary or
if existing human rights frameworks can be interpreted and adapted to address
these concerns. Some argue that existing rights, such as the right to privacy
(Articles 7 and 8 Charter of Fundamental Rights, CFR), freedom of thought
(Article 10 CFR), and the right to physical and mental integrity (Article 3
CFR), already provide a protective shield. The Council of Europe, for example,
suggests that a multi-level governance approach, including the interpretation and
application of the existing rights, might be a more productive approach [16].

2.2 On Brain Computer Interfaces’ Privacy

BClIs involve processing neurodata, such as electroencephalogram (EEG) signals,
which may reveal personal health or mental information. The lack of established
privacy standards in BCI technology further exacerbates the already mentioned
concerns, requiring research on security and privacy-preserving methods. Few
works are focusing on security [4,23] and, specifically, on privacy of BCIs [41].

Some of them present an offensive approach, proposing or analysing attacks
on BCI systems and applications [17,27,28]. Concerning the defensive approach,
recent proposals suggest adopting privacy-by-design frameworks and system-
engineering methodologies to systematically address privacy and security con-
cerns in BCIs [20].

Solutions such as secure multiparty computation (SMC) or data perturbation
have been proposed in previous research to protect EEG data by making it
identity-unlearnable while maintaining BCI functionality [2,28,29]. Federated
learning is also a promising approach, as it decentralises training and keeps data
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on the originating device. This method is feasible for motor imagery BCI tasks
[10]. Furthermore, privacy-preserving generative adversarial networks [7] and
deep compression learning techniques [24] can be used to reduce communication
costs and protect against reconstruction attacks by generating synthetic data
for training or transforming neural signals into irreversible hash values. Transfer
learning approaches [38] and privacy-preserving domain adaptation techniques,
such as the Augmentation-based Source-Free Adaptation [40], have also been
explored in previous research.

Finally, work devoted to analysing the public perception or attitude towards
the sensitivity of neurodata and its collection, such as [14] or [19], should be
mentioned. This kind of research highlights the broader societal and ethical
context that drives the need for technical mechanisms for privacy preservation
in BClIs such as those mentioned before.

2.3 On Privacy Threat Modelling

Threat modelling is a methodical approach aimed at identifying, analysing, and
communicating threats, and their potential countermeasures, while protecting
valuable assets. It provides an organised depiction of all the details that influ-
ence the safety, security or privacy of assets such as software applications, sys-
tems, networks or business operations [42]. While conventional threat modelling
focuses on safety and security issues, privacy or data protection threat modelling
specifically targets risks associated with the collection, recording, organisation,
structuring, storage, modification, retrieval, consultation, utilisation, disclosure
through transmission, dissemination, or other methods of making personal data
available, as well as alignment or combination, restriction, deletion, or destruc-
tion of personal data.

The most widely used privacy-specific threat modelling method is LINDDUN
[39]. It was designed to help identify and mitigate privacy threats in software
systems. LINDDUN follows the same principles as the well-known cybersecurity
threat modelling method STRIDE and tries to answer the same four questions:
What are we building? What can go wrong? What are we going to do about it?
Did we do a decent job?

While LINDDUN is a robust and mature framework for privacy threat mod-
elling (used in the past for BCI in [20]), it does not always directly map to
specific data protection principles and requirements. While it helps identify pri-
vacy threats, translating these into regulatory compliance measures can be chal-
lenging. This is the reason why the LIINE4DU framework has been recently
proposed, focusing on protecting rights and freedoms, as well as regulatory com-
pliance (concerning GDPR), and based on slightly different threat categories
[1,3].
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2.4 Motivation

The motivation to produce a privacy and data protection threat model for BCIs
is driven by the rapid advancements and increasing accessibility of neurotech-
nologies, which enable the collection and processing of neurodata.

Several factors contribute to the urgency of this research. Firstly, brain-
interface technologies have moved beyond clinical use and are entering main-
stream consumer markets as wearable devices [8]. These devices are capable of
collecting massive amounts of data directly from the brain, often effortlessly and
with high data density. Secondly, the processing and decoding of this raw neuro-
data are crucially dependent on Artificial Intelligence (AI) systems, which enable
the interpretation of brain activity to reveal insights into emotions, memories,
thoughts, and intentions [11]. And finally, as already discussed, neurodata pos-
sesses unique characteristics and sensitivities compared to traditional forms of
personal data [5,13,20,30]. The use of BCIs and neurodata processing can lead to
various harms, including compromised mental privacy through the aggregation
of data, the potential for unauthorised access and cyberattacks (“brainjacking”)
that could lead to data theft or manipulation of devices, and the risk of implicit
coercion or manipulation of individual behaviours, particularly in contexts with
power imbalances like the workplace or through consumer neuroenhancement
[26]. Furthermore, neurodata processing can inadvertently expose detailed per-
sonal information, even when collected for unrelated purposes, and may impact
an individual’s subjective experience and personal identity. The ability to decode
mental states, such as imagined images and words, further underscores the poten-
tial for extracting confidential brain data and its potential misuse.

This combination of widespread accessibility, vast data collection capabil-
ities, and powerful Al-driven processing creates a new reality with significant
challenges. The potential impacts underscore the critical need for research that
anticipates and models privacy threats specific to BCIs and neurodata process-
ing, informing the development of appropriate safeguards, technical standards,
or even regulations.

No previous work has produced a privacy and data protection threat model
tailored explicitly to BCI use cases, applying a combination of systematic threat
modelling and privacy engineering tools. Such a systematic threat modelling app-
roach, employing the proper methodologies is imperative because it provides a
structured process for identifying, understanding, and communicating potential
threats; it is essential for proactively designing privacy-preserving data process-
ing; it establishes actionable guidelines for the detection, evaluation and miti-
gation of specific risks; it is crucial for effective Data Protection Impact Assess-
ments (DPIAs) and it enables the development of tailored mitigation strate-
gies rather than generic solutions. In summary, it fosters a proactive approach
to privacy by anticipating and addressing potential issues before they become
significant problems. This systematic method is crucial, given the immaturity
of current practices, standardisation, and regulation, ensuring that BCIs are
designed, developed, deployed respecting fundamental rights and freedoms.
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3 Neurodata Lifecycle

Neurodata refers to data originating directly from the structure, activity and
functioning of the brain and the central nervous system. Neurodata is primar-
ily collected (but not exclusively) through neurotechnological devices including
Brain-Computer Interfaces (BCIs). BCIs collect and analyse information directly
from the brain, which often serves as a prerequisite for their operation.

A prominent method for collecting neurodata is Electroencephalography
(EEG), which records brain activity through electrodes capturing voltage fluc-
tuations caused by ionic current flows within neurons. Other brain imaging
techniques also contribute to the acquisition of neurodata such as Structural
Magnetic Resonance Imaging (MRI), Functional Magnetic Resonance Imag-
ing (fMRI), Magnetoencephalography (MEG) or Functional Near-Infrared Spec-
troscopy (fNIRS).

Local BCIs collecting neurodata with all these techniques can be non-invasive
(placed outside the body using glasses, visors, or headbands) or invasive (surgi-
cally implanted in the brain or near it). Remote BCIs, which are not in direct
contact with the person’s body but are located at a distance (so the person may
not be aware of their existence), are still an immature technology [25].

Once collected, whatever the type of technology used, raw neurodata under-
goes processing and analysis, often involving machine learning or Artificial Intel-
ligence (AI) systems. These systems can process the raw neurodata to generate
decoded neurodata, providing interpretations of the data subject’s cognitive,
affective, or conative state. This processing can involve identifying specific brain
activity patterns associated with different mental processes. Developing sophis-
ticated algorithms continuously enhances the decoding power of neurotechnolo-
gies, increasing the ability to interpret complex neural signals.

Previous work [9] has identified three different neurodata processing cate-
gories, focusing on their objectives and data flow. The first (category 1), pro-
cessing focused on gathering neurodata that provides direct knowledge or predic-
tions about the person’s physical health or fitness, problem-solving, reasoning,
decision-making, comprehension, memory retrieval, perception, language, emo-
tions, and other cognitive functions. The second (category 2), processing focused
on gathering neurodata that enables the control of an external application or
device. And the third (category 3), processing focused on gathering neurodata
that allows the subject’s stimulation or modulation, achieving closed-loop neu-
rofeedback. This means that signals from the brain are used to generate new
signals, which are then fed back to the brain.

Considering the above, the lifecycle of neurodata can be broadly outlined in
the following stages for all use cases and application domains:

1. Collection/Acquisition: The initial capture of neural signals from the brain
and neurodata using BCIs and neurotechnological devices (invasive, non-
invasive or remote in the future).

2. Processing/Analysis: Pre-processing, data management and applying algo-
rithms, often Al-powered, to interpret and decode the neurodata.
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3. Interpretation/Output Generation: The derivation of meaningful insights
(knowledge or predictions) about the individual’s mental state, intentions,
emotions, etc. or the generation of instructions, commands and cues, depend-
ing on the use case.

4. Application/Use: The utilisation of the interpreted neurodata. Knowledge
or predictions are displayed or visualised as individual or collective metrics,
reports, etc. through dashboards, interfaces or messaging applications (cate-
gory 1), instructions are communicated or sent to the controlled external arte-
facts (category 2) or training parameters are shared with the data subjects
as visual or audio cues or direct brain stimulation or modulation (category

5. Transmission/Storage: The transfer and storage of the collected raw neu-
rodata; generated knowledge, predictions, instructions, commands, cues or
intermediate and final results.

6. Deletion/Retention: The erasure of neurodata, including management deci-
sions concerning retention periods and deletion methods.

The increasing availability of direct-to-consumer BClIs further expands the
landscape of neurodata collection beyond clinical or research settings. Current
BCI architectures exhibit a spectrum in terms of where these stages are executed.
For example, considering consumer devices, at one extreme, the wearable com-
ponent focuses on recording or stimulating/modulating neural activity, and the
raw neurodata collected is transmitted, often wirelessly, directly to remote cloud
services for storage and processing. Cloud infrastructure offers significant storage
and computing capacity, which is usually necessary for computationally intensive
tasks such as decoding raw neurodata and generating outputs, frequently utilis-
ing AI systems for this processing. In this remote extreme, nearly all functions
beyond data capture are handled by cloud services. At the other extreme, while
computationally challenging for a purely wearable device, a substantial part of
the BCI functionality can be supported by a local device, such as a mobile
phone or personal computer, connected wirelessly or via a wired connection to
the wearable. In this scenario, the wearable captures data, and the local device
handles significant processing, data management, and user interaction. However,
the prevailing case is a hybrid model where the wearable BCI device records raw
neurodata and transmits it to a connected local device, such as a smartphone or
PC. This local device can handle initial processing, run companion applications
for user interface and control, and manage data. The local device sends data to
remote cloud services for more complex processing, analysis, long-term storage,
or features requiring more significant computational resources. In general, this
is the case considered in this paper because it is the most common nowadays

Understanding these stages, regardless of where they are executed, is essen-
tial for identifying potential weaknesses and developing a comprehensive threat
model that addresses the privacy and data protection implications of BCIs
and neurodata processing. The Data Flow Diagram (DFD) produced is derived
directly from these stages (Fig. 1). This knowledge allows us to answer the first
question asked when performing threat modelling, What are we building?



84 M. Beltran

E1
Data subject/User

\ —
. Knowledge or predictions
BCI Controlled device Intermediate and final

or application results

Metadata
P3 . Logs
Application/
Use (local or remote) - E4
B External User

83

P3
Application/
Use

Raw neurodata |
Metadata
Logs

PO
Collection/
Acquisition + Initial
Processing and
Analysis

(local or remote)

S1

DF1: Raw data

DF4:
Training
parameters

DF3:
Instructions

Raw neurodata
E2 Knowledge, predictions,
BCI manufacturer/ instructions
provider Intermediate and final
results
—= Metadata
Logs

P1
Processing/
Analysis

E3
Other providers (local or remote)
(cloud, Al, etc.)

DF2:
Knowledge or
predictions

S2

Fig. 1. Data Flow Diagram.

Entity E1 is the data subject using the BCI and, in some use cases, the
user of the outputs. Entity E2 is the BCI manufacturer or provider. E3 is any
other provider involved in processing, such as cloud, database, or Al providers.
E4 is any external user of the results, like a professor, supervisor, or physician,
who is not the data subject. Each entity has its own storage, local or remote.
Storage providers could be included as entities in the DFD, with new data flows.
However, these are omitted for simplicity based on our assumptions.

Three main processes that require computation map to stages in the neuro-
data processing lifecycle. P1 is the Processing/Analysis stage. P2 is the Inter-
pretation/Output Generation stage. P3 is the Application/Use stage. When the
output concerns physical health, fitness, or cognitive predictions, an external
user (E4) is usually involved. In contrast, if the processing controls an external
application or device, the data subject is usually the user. The same applies in
closed-loop neurofeedback cases. For this reason, P3 is duplicated in the DFD;
its execution and related data flows depend on the use case (data subject context
vs external user context).

To complement these stages, PO has been included in the DFD, concerning
the Collection/Acquisition stage and the initial processing and analysis opera-
tions performed locally, within the BCI itself.

As a result of the stages and processes outlined above, all data flows from
DF1 to DF4 have been identified in this research as essential when using BCIs.
The BCI collects data directly from the data subject’s brain in P0. This collected
data, which can be categorised as raw or primary neurodata (such as brain waves
and images), requires further processing to become usable. Raw neurodata (or
part of them) may be transmitted from the BCI after executing P0 to different
providers in DF1. DF2, DF3, and DF4 represent the transmission of outputs in
the different use case categories: generated knowledge or predictions in category
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1, instructions or commands in category 2 and neurostimulation or neuromodu-
lation cues in category 3.
The DFD has been produced considering the following assumptions:

1. The produced threat model is focused exclusively on the rights and freedoms
of the data subject.

2. All elements of the DFD that are the responsibility of the different enti-
ties are sufficiently protected against malicious insiders and cyberattacks (for
example, misleading stimuli attacks or adversarial attacks), as well as the
communications between them. There is a trusted boundary that groups the
essential elements for neurodata processing within E1 on the one hand (data
subject, BCI, controlled device or application, storage and local communica-
tion) and in E2, E3 and E4 on the other.

3. The processes within the DFD are appropriately implemented and perform
the function for which they are designed.

4. The elements appearing in the DFD cannot be impersonated.

In this way, threats related to security are not modelled (a different and com-
plementary modelling process would be needed), but are exclusively associated
with privacy and data protection.

4 Threats to Privacy and Data Protection

The DFD and the assumptions presented in the previous section have been
validated in different use cases and serve as a basis for following the LIINE4ADU
methodology [1] and answer the second question: What can go wrong?. The
objective is to identify the main privacy threats associated with BCIs and the
neurodata processing they enable.

This modelling approach has been tailored to the maturity level of the use
cases and their availability. Current use cases, such as monitoring fatigue in
assembly line workers, hands-free gaming, measuring sleep quality or assess-
ing attention in educational environments, have been modelled directly in a
lab, allowing for the precise mapping of actual neurodata acquisition, process-
ing, storage, and transfer using real devices like portable EEG headsets. On
the other hand, prototype use cases, which often involve clinical use cases (very
often involving invasive BCIs) and hypothetical BCI systems or envisioned future
applications, have been desk-modelled on paper, reflecting proposed architec-
tures and speculative data flows for broader or less-developed neurotechnology
scenarios. This distinction ensures a comprehensive and anticipative threat anal-
ysis across both tangible and emergent BCI applications. Furthermore, across
consumer and clinical devices and systems.

The rest of this section presents the threats elicited in each of the categories
established by the selected methodology, LIINE4DU: Linking, Identifying, Inac-
curacy, Non-repudiation, Exclusion, Detecting, Data breach, Deception, Data
disclosure and Unawareness and Unintervenability.
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4.1 Linking

This threat involves associating different data items or a data subject’s actions
to learn more about a data subject or group. It is the ability to determine if
two or more items are related without knowing the actual identity of the data
subject [1].

Even if individuals are not initially identified during neurodata collection/
acquisition, they can be linkable due to the unique nature of their neurodata,
their “brain fingerprint”. This allows for the association of different brain signal
recordings from the same data subject, given the unique pattern of a single
person’s brain structure, activity, and functioning. The more data is collected
(in terms of volume and variety) and the more detailed it is, the easier it is to
find unique patterns for linking.

The uniqueness allows individuals to be distinguished for various purposes,
such as profiling. Fine-grained raw data from a BCI can link particular data
items to specific individuals. Still, the riskiest scenario happens when this data
is related to the context (metadata in the form of shown stimuli, precise synchro-
nisation information, logs, etc.) because the information that can be extracted
from raw brain signals alone is limited. Patterns or inferences derived from neu-
rodata are more risky; they can be used to link data not intended to be linked,
such as Internet or video game activity or participation in social events, due to
the analysis of specific BCI responses.

In addition, combining different neurodata and performing inferences can
create a profile considered a “brain phenotype”, understood as the set of observ-
able or measurable characteristics of an individual’s brain, as reflected in their
neurodata. These phenotypes can provide insights, correct or incorrect, into cat-
egories or types of traits or factors that characterise an individual. Furthermore,
the same BCI response can establish a relationship between a group of people
(sharing knowledge, memories or emotions, etc.)

Therefore, brain fingerprints can serve as a unique identifier for a data sub-
ject, allowing items (such as brain recordings) to be linked to this individual.
In contrast, brain phenotypes or the analysis of specific BCI responses enable
all data subjects with certain characteristics to be associated with a particular
group.

E2, E3 and E4 may materialise this threat. In addition, any other entity could
also materialise this threat if storage elements are remote and consumed as a ser-
vice from an external provider, from the provider’s infrastructure, or after a data
breach (see the Data breach threat later in this section). The materialisation of
Linking threats can magnify the impact of other threats, such as Identifying or
Non-repudiation. Suppose different actions can be linked to the same data sub-
ject (by materialising Linking). In that case, the ability to match those actions
to an identity or to attribute them to that subject will be strengthened.
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4.2 Identifying

This threat involves learning a data subject’s identity directly (through the pro-
cessing of identifiable information or leaks, for example) or indirectly (through
deduction or inference, for example) [1].

As mentioned, neurodata is inherently linked to an individual and can be
a unique identifier. The current concept of anonymisation might not function
effectively for neurodata due to its unique connection to the individual. Even
if an individual is not identified during the collection/acquisition of neurodata,
they can be (re)identified later because brain waves are unique to each per-
son. This may compromise anonymity in different scenarios, for example, when
accessing products or services. What is considered anonymous today might not
be tomorrow due to technological development. Reidentification attacks have
become increasingly sophisticated, capitalising on progress in machine learning
and Al systems [18,35].

In summary, combining neurodata with other explicit data or metadata can
reveal an individual’s identity. This threat can be materialised by E2, E3, or E4
and by other entities accessing different storage elements in the DFD.

4.3 Inaccuracy

This threat involves using obsolete, incorrect, incomplete, biased, or low-quality
data, which may lead to erroneous decisions or actions, potentially causing incon-
venience or even harm to the data subject [1]. For example, due to misdiagnosis,
wrong instructions or commands or poorly calibrated modulation.

Neurodata, which is not verified or tested for completeness, consistency, time-
liness, validity, etc., is a source of inaccuracy in BCI applications. Neurodata is
complex and mixed, containing signals from multiple processes and activities at
different levels of detail. To make this information useful, decoding is required
to isolate each signal and associate it with a specific function or neural activity.
The reliability and accuracy of the sensors/actuators within the BCI, as well as
the translation algorithms, may pose a significant threat.

One of the primary concerns is brain plasticity, which refers to the brain’s
ability to adapt and change over time. These changes can impact the accuracy
of neurodata, making it obsolete. Brain structure changes over time, particularly
in individuals between 5 and 30 years of age, who are in a period of significant
brain plasticity. These age ranges overlap with those targeted by systems using
neurodata for learning and gaming, for example.

Uncertainties and measurement errors associated with specific data collection
methods in PO, especially those using non-invasive or innovative sensors, must
be considered. Consumer-grade neurotechnology devices are prone to signal arte-
facts that corrupt the signal and falsify results. These devices often record more
muscle artefacts than brain activation due to electrode placement over facial
muscles. Furthermore, non-invasive neurotechnologies, which are applied super-
ficially on the scalp, can only record and stimulate cortical regions, not deeper
brain areas. The brain signal, which is very weak (in the range of V), must pass
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through the scalp, dura mater, skin, and hair. During this passage, the electrical
signals from muscles, which are much stronger, can easily overlay and disturb
the delicate brain signals. The recorded data may be unreliable if these artefacts
and noise are not correctly filtered before executing P1, P2 or P3.

There are also concerns about how neurodata is analysed, interpreted and
used (P1, P2, P3). Data enrichment or analysis can lead to the derivation of sen-
sitive information that may not be accurate or reliable. Even with advances in
machine learning and AI, which can analyse large amounts of neurodata, decod-
ing relies on probabilistic, statistical algorithms that are not always effective
in real-world scenarios. The decoded neurodata and generated outputs might
be interpreted too broadly or speculatively, leading to inaccurate conclusions
about the individual. Interpretations of neurodata might lack sufficient contex-
tual understanding, leading to misrepresentations of the data subject’s mental
state or intentions.

Biased data or AI models used in neurodata processing can also result in
inaccurate outcomes. A system that fails to account for individual differences
can lead to inaccurate results. For example, using a dataset with predominantly
male subjects can result in biased outcomes for women.

There is a growing concern about the replicability of neuroscientific findings.
Lab results are not always applicable (accurate enough) in real-world condi-
tions. Brain patterns can change in response to environmental conditions or the
person’s mood at the time. What was accurate in one situation may not be
accurate in another. In addition, the absence of ground truth data (a set of ver-
ified, authoritative labels or measurements that serve as the reference standard
for computational methods) significantly impacts BCI applications’ accuracy by
introducing challenges in model training, validation, and bias detection.

Finally, it has to be considered that Inaccuracy threats might have irreversible
impacts in neuromodulation scenarios (DF4). Because neuromodulation directly
interacts with the brain’s plastic and dynamic nature, incorrect or unintended
writing to the brain (neurofeedback) can lead to profound and lasting changes.
Individuals undergoing brain stimulation or modulation have reported personal-
ity changes, increased impulsivity, apathy, distortions of self-representation, and
feelings of self-estrangement, with some even questioning their own identity and
decision-making capacity [21,34,36].

E2, E3 or E4 can materialise this threat. Concerning the entity with the
data controller role, Inaccuracy threats make it very difficult to comply with the
necessity principle, specifically, to pass the effectiveness test. This test needs to
demonstrate that the processing is essential and more effective than alternative,
less intrusive options.

4.4 Non-repudiation

This threat involves the ability to attribute a claim to the data subject (some-
thing they know, are or do) when this impacts their fundamental rights and
freedoms [1].
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Neurotechnology, particularly when combined with Al is becoming increas-
ingly capable of decoding information from neurodata, including thoughts, motor
intentions, mental states, feelings, semantic content, and perceptual content.
This ability to interpret neural signals means that what was once purely inter-
nal and inaccessible can be translated into processable and storable data. The
uniqueness and directness of the connection between neurodata and the individ-
ual it represents is highlighted as a novel characteristic. While the interpretation
models might have inaccuracies, the raw data comes directly from the data sub-
ject’s brain, potentially revealing information not even known to the individual
or outside their conscious control, including subconscious thoughts.

It allows the translation into data form of previously unrecordable aspects of
the individual, potentially giving insight into real-time brain processes related
to personality, mood, behaviours, thoughts, or feelings. The threat of non-
repudiation implies that the interpretation derived from this data, once recorded,
can be presented as evidence of a mental state or knowledge at a specific time
that the individual cannot convincingly deny. The raw data provides the source
for these inferences.

In summary, the combination of decodability, the direct link to internal states
(including subconscious ones), and the existence of a record based on this data
leads to the loss of plausible deniability. If neurodata can reveal what a person
is thinking, feeling, or perceiving, they might be unable to deny this informa-
tion later. This could lead to individuals being held accountable based on these
previously private, internal states. The potential for compelled testimony or use
in legal settings is a related concern.

It is essential to mention the combination of this threat with the Inaccuracy
one. If inaccurate inferences about an individual’s thoughts, intentions, or mental
states are made, these could be used to attribute actions or responsibilities to
them that do not align with their actual volition. The increasing use of Al in BCI
use cases introduces a principle of indeterminacy, making it difficult to determine
whether a behavioural output was genuinely performed by the user or influenced
by algorithmic components, with significant repercussions for legal and moral
responsibility, including in criminal law. For example, imagine a situation where
a person is held accountable for something that an inference says they did or
thought, even if the underlying data or its interpretation were flawed.

This threat can be materialised by E2, E3 or E4 and other entities accessing
different storage elements in the DFD.

4.5 Exclusion

This threat involves unintentionally or deliberately failing to adequately serve a
data subject, hindering their participation or involvement in physical or digital
life [1].

Data subjects should not be discriminated against based on the data collected
or processed with BCI. As neurotechnology and AI become capable of decoding
and interpreting neural information, this data can be used to make correla-
tions with certain personality traits of an individual or even for highly reliable
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biometric identification due to the uniqueness of a person’s brain activity. Dis-
crimination based on a person’s brain phenotype could arise, indicating features
such as a predisposition to dementia, mental health status, personality traits,
cognitive performance, intentions, or emotional states. Neurodata provides infor-
mation that might not be visible, allowing discrimination based on something
the individual has no control over, similar to concerns raised by genetic informa-
tion. Neurotechnology should not exacerbate or amplify pre-existing inequalities
or create new inequalities based on cognitive or other neurobiological features.

Using neurodata for profiling or predictive purposes in decision-making, espe-
cially in high-risk activities, poses significant risks. The potential use of neuro-
data to tailor experiences and to decide which content to serve or which ads to
show based on granular profiles may have severe implications. However, the use
of this method to predict criminal offences could directly question the right to the
presumption of innocence. These applications rely on creating profiles based on
neural characteristics, which opens the door to potential discrimination if these
profiles lead to adverse treatment. Impacts of this threat are more significant
when combined with Inaccuracy or Non-repudiation; they could contribute to
discrimination if individuals are held accountable for actions or states attributed
to them based on potentially biased interpretations of their neurodata, for exam-
ple.

Adopting the complementary approach, fair access to BCI could be consid-
ered a right (non-discrimination). The benefits of therapy or improvements to
sensory and mental capacity through neurotechnology should be equitable. Data
subjects should not be discriminated against in their access to these benefits on
any grounds such as sex, race, colour, ethnic or social origin, genetic features,
etc.

This threat can be materialised by E2, E3, or other entities accessing different
storage elements in the DFD, but mainly by E4, the entity that applies or uses
the generated outputs.

4.6 Detecting

This threat involves deducing the existence of data items or a data subject’s
actions through observation [1]. In this case, detectability is the ability to discern
whether an item of interest exists in the data subject’s brain.

While fully decoding the semantic content of thoughts is currently challeng-
ing and can be considered an unrealistic capability for current consumer tech-
nology, neurotechnology can reveal statistically significant correlations between
neurodata and mental states. Detectability focuses on this ability to discern the
presence of something, rather than necessarily the full content, such as thoughts,
memories, intentions, feelings or emotions, cognitive states and processes, spe-
cific knowledge, attitudes or reactions to stimuli (attention, philias, or phobias,
for example), arousal state (being awake, focused, or relaxed), etc.

The mere knowledge of the existence of these internal states or information,
even without full access to their content, can be highly sensitive. For example,
detecting the presence of patterns associated with particular emotional states,
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cognitive performance levels, or potential predispositions to neuropsychiatric dis-
orders is profoundly personal and can have significant consequences. Neurodata
can reveal information not even known to the individual or outside their con-
scious control. Again, the combination of this threat with Inaccuracy needs to be
considered, given that individuals face the risk of being misrepresented by their
own brain data without the means to effectively challenge or deny inferences
that are not truly themselves.

This threat can be materialised by E2, E3 or E4 and other entities accessing
different storage elements in the DFD.

4.7 Data Breach

This threat involves the destruction, loss, alteration, and unauthorised disclosure
of, or access to, personal data through mistakes, malicious insiders, or cyberat-
tacks [1].

Neurodata processing may involve many devices, infrastructures, and ser-
vices, and it can occur in various settings, including health, education, entertain-
ment, and the workplace, thereby increasing exposure to potential data breaches
and challenging the storage limitation principle. In such complex architectures,
neurodata might be retained longer than necessary for the specified purpose,
increasing the risk of potential misuse or breaches over time.

Massive neurodata databases created by the collection of neurodata pose a
significant risk. Various factors, including cyberattacks (due to the sensitivity of
the data, which makes them an attractive target), insider threats, and human
error, can lead to breaches. Despite its less BCl-specific nature, the impact of
materialising a Data breach threat is profoundly magnified when it involves
neurodata.

Breaching raw neurodata poses significant risks. Even if it is initially unin-
terpreted or the interpretation capabilities are limited at the time of the breach,
the raw data contains the potential for future decoding and interpretation.

Breaching processed, analysed, or interpreted neurodata, inferences drawn
from it, or outputs is arguably even more immediately harmful. This threat
refers to unauthorised disclosure or access to conclusions, predictions, or insights
derived from raw neural signal processing. Examples include information about
cognitive functions, mental health status, personality traits, intentions, emo-
tional states, potential predispositions to disorders, and reactions to stimuli. As
mentioned, this can lead to Linking, Identifying, Exclusion, and other threats.
And when combined with any form of Inaccuracy, it can result in significant
harm.

This threat can be materialised by any actor on any of the data flows, pro-
cesses or storage elements in the DFD.
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4.8 Deception

This threat involves intentionally attempting to influence, coerce or manipu-
late the data subject into making unintended, unwilling and potentially harmful
decisions, often against their best interests [1].

Neurodata processing can reveal a person’s most intimate thoughts, feel-
ings, and preferences. Others could exploit this data to deceive an individual.
Neurodata is unique to each individual and can be used to create extremely
personalised profiles. This feature can be exploited to target individuals with
highly effective deceptive techniques. Additionally, the complexity of BCI and
related technologies makes it more challenging for individuals to comprehend
the implications of neurodata processing. This lack of understanding can make
them more vulnerable to deception.

This threat could be materialised, for example, through the manipulation of
preferences, behaviours, or emotional responses. Neurodata processing may help
identify susceptibility to certain stimuli or messages. This capability raises con-
cerns about entities using these insights to tailor communications and potentially
alter behaviour or decisions subtly and unethically. In addition, insights derived
from neurodata about an individual’s predispositions or state could put those
with access to this data in a powerful position to manipulate people using dark,
deceptive, persuasive or addictive design patterns, using targeted strategies for
each individual.

BClI-based systems could predict and influence a data subject’s decisions
by processing neurodata. This capability challenges the concept of mental self-
determination and free will, a fundamental principle underlying other freedoms.
The use of neurotechnology can threaten personal identity and agency by mod-
ulating behaviours in unwanted or unconsented ways. There are concerns about
implicit coercion, especially in contexts such as the workplace, where refusing to
use a neural interface may lead to disadvantage.

Finally, neurofeedback systems could be designed to manipulate a person’s
brain activity towards desired outcomes. The opacity in technology development,
particularly the lack of transparency about what is being decoded and modified,
could allow systems to shape neural activity in non-transparent ways that benefit
the operator/user rather than the data subject.

This threat can be materialised, mainly by E2 (the BCI manufacturer or
provider) and E4 (applying or using the generated results).

4.9 Data Disclosure

This threat involves the excessive collection, storage, processing, or sharing/
transferring of personal data [1]. The uncertainties and complexity around BCI
and neurotechnologies make gathering more neurodata than necessary for a spe-
cific purpose, unjustified processing or uncontrolled sharing/transfer likely.

BCI can effortlessly collect large amounts of neurodata during PO, challeng-
ing compliance with the data minimisation principle. This may involve the con-
tinuous collection of data, often passively gathered during the ordinary use of



Interfacing Human Brains 93

BCIs. The data subject might not be aware that the device’s primary purpose is
not data collection, leading to information being gathered that individuals may
not realise they are sharing. Neurotechnology products record vast quantities
and varieties of neurodata, and the high data density of this information can
inadvertently expose detailed personal details even when collected for unrelated
purposes. The difficulty in pre-emptively filtering purpose-specific data from the
dynamic flow of neural signals means a large amount of redundant information
can be collected. This effortless and potentially unknown collection of large vol-
umes of highly personal data inherently increases the risk of this data being
disclosed in ways unintended by the data subject, infringing the principle of
fairness.

Neurodata can be generated subconsciously and often involuntarily. Due to
its involuntary nature, individuals may not have direct control over the infor-
mation disclosed by their neurodata, making them vulnerable to unintended
disclosure. Brain data is mostly elusive to conscious control and thus cannot
always be intentionally secluded. The inability of individuals to pre-emptively
control what specific information is collected from the dynamic flow of brain
signals exacerbates this vulnerability to unintended disclosure. For example, a
medical condition to an insurance company, an emotional state to an employer,
or an innovative idea to an employer.

Neurodata collected for one purpose may be used for another, unintendedly.
Or there might be incentives to repurpose data or share it with third parties.
Given the difficulty in filtering purpose-specific information during collection,
redundant data beyond the initial purpose may be gathered and used later.
The richness of neurodata and its potential for aggregation with other data
sources means that data collected for one seemingly innocuous purpose could
be combined or re-analysed to draw sensitive conclusions not intended by the
data subject when they agreed to data collection. This potential for secondary
use challenges the principle of purpose limitation, which is difficult to apply
effectively to the dynamic nature of neurodata.

All these threats can be materialised by E2, E3 or E4 and other entities
accessing different storage elements in the DFD.

4.10 Unawareness and Unintervenability

This threat involves insufficiently demonstrating compliance or informing,
involving, or empowering data subjects in the processing of their personal data
[1]. As mentioned before, due to BCI's intrinsic and involuntary nature, indi-
viduals may not realise the extent to which their data is being collected and
processed.

Neurodata could be collected in PO without the explicit and informed consent
of the data subject, particularly with the increasing prevalence of direct-to-
consumer neurotechnologies. This could happen through ambiguous terms of
service or a lack of clear information about data collection practices.

Individuals may be unable to manage their data (including data access rights
and preferences) or verify the accuracy of the information. BCI data, due to its
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complexity and difficulty in understanding, makes it challenging for individuals
to exercise their rights, such as access or rectification. Data subjects may be
unable to receive data about themselves in a commonly used machine-readable
format and to exercise their right to data portability. Individuals generally lack
the necessary technical means to process their raw BCI data.

Verifying the accuracy of neurodata is particularly challenging because it is
dynamic and relies on complex interpretation models, meaning that data that
is accurate in one context may not be accurate in another. Controllers may also
hold unconscious data that the individual is unaware of. Additionally, individuals
cannot object to how their data is used, and BCI-based systems do not provide
the required fine-grained control.

Furthermore, data subjects may not be able to revoke consent for the process-
ing. While individuals have the right to erasure and withdraw consent, controllers
might still retain or use derivatively linked data, including unconscious data that
the individual was unaware of. For neuromodulation applications (such as cogni-
tive enhancement), simply deleting data may not address the lasting changes or
consequences, suggesting a need for options to reverse or discontinue enhance-
ments to uphold autonomy.

Finally, the black-box nature of some Al algorithms can make it difficult for
data subjects and even controllers to understand how neurodata is being pro-
cessed and what inferences are being made, hindering transparency and account-
ability.

Specially concerning are the emerging “clone” or “resurrection” technologies,
creating avatars from an individual’s neurodata even after death, due to the
inherent inability of individuals to exercise actual control or provide ongoing
consent in these use cases, especially within the second group. The individual,
once deceased, is fundamentally unable to meaningfully exercise informational
self-determination over how their brain activity or mental states (cognitive, affec-
tive, conative, perceptual, sensory) are used to reconstruct their digital identity.
The mental states, memories, and personality traits reconstructed for the dig-
ital entity could be based on inferences and interpretations that the original
person could neither understand, verify, nor contest. The prospect of preserving
human memory on a storage device raises the question of whether the individual
ever truly understood or consented to the complete and potentially unforeseen
uses of such a comprehensive digital archive of their inner life. An individual
can be reduced to an instrument in the hands of others, even after death, with
their digital likeness being subject to manipulation or exploitation without their
consent.

All these threats can be materialised by E2, E3 or E4 and other entities
accessing different storage elements in the DFD.

5 Discussion

It is essential to remember that personal data processing in which the latter
threats of the acronym LIINE4DU (certain Data Breaches, Deception, Data
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Disclosure and Unawareness and Unintervenability) can be materialised directly,
entails breaches of the GDPR. After carrying out the threat modelling process,
we have drawn some relevant conclusions in this regard.

Vendors of consumer neurotechnology are frequently observed to make unsub-
stantiated or only loosely corroborated claims about their devices’ capabilities,
such as improving mental well-being, sleep or cognitive performance, creating
a significant discrepancy between what is promised and what is scientifically
demonstrated. In addition, the accuracy of consumer devices (non-invasive) is
often limited compared to medical devices (invasive), usually involving a trade-off
between data quality and factors such as physical appearance or price. However,
despite these technical limitations and questionable efficacy, the threats to data
protection and privacy associated with these devices remain significant, and in
some cases, are even exacerbated by the deception and unfairness inherent in
misleading marketing messages and design, as well as in predatory practices
that seek to collect more data to improve technology or propose new use cases.

The lack of transparency regarding how BCIs work contributes to a black-box
fallacy, making it difficult for data subjects to assess credibility and understand
neurodata processing. The inadequate regulatory framework for consumer neu-
rotechnologies, coupled with power imbalances and phenomena such as the pri-
vacy paradox, means that individuals may feel compelled to accept undesirable
terms and risks to access technology, leading to potential exploitation through
profiling, targeted marketing, or discrimination. The transfer of reputation from
validated medical neurotechnology to less-validated consumer devices further
obscures these risks.

Some BCI applications collect a tremendous amount of data for future uses,
even when device reliability is questioned now. Privacy policies can be vague,
unspecific, or inconsistent, failing to clearly state what data is collected, for what
purpose, and with whom it is shared, leaving data subjects unaware or unable to
intervene. Practices such as unnecessary data collection and processing beyond
stated purposes, or retaining data longer than needed, occur. Furthermore, due to
complicated processes, low vendor response rates, and deceptive design patterns,
individuals face significant difficulties in exercising their data rights, such as
accessing or deleting their data.

Existing legal systems, designed before the advent of consumer neurotech-
nology, face challenges in adequately addressing the unique nature of BCIs and
their implications for privacy and data protection. While human rights principles
and existing data protection laws provide a foundation to deal with the threats
identified in the previous section, there is debate about the adequacy of current
legislative tools. We propose different regulatory options here trying to answer
the third question within the threat modelling process, What are we going to do
about it?.

One approach is adapting existing general data protection laws to cover
neurotechnology and neurodata processing. In this sense, mandating Data Pro-
tection Impact Assessments (DPIAs) for neurodata processing can be consid-
ered necessary. This approach would consider neurodata processing high-risk by
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default, aligning with risk-based approaches that are very often recommended
for new technologies or processing activities. Furthermore, neurodata may be
considered a special category of sensitive data within frameworks such as the
GDPR (Article 9) or the Convention 108+ (Article 6).

Another policy option is creating a dedicated legal framework specifically
for BCIs and neurotechnologies, potentially referred to as a “Neurotechnologies
Act”. A specific law could enable a risk-based classification of neurotechnologies,
similar to the approach taken for AI within the European Union, with varying
levels of regulatory scrutiny based on risk levels (e.g., invasive vs. non-invasive,
consumer vs. medical use). This approach could include identifying unacceptable
risks or red lines for specific applications.

Consumer protection laws should also be examined as relevant existing legis-
lation. Adhering to existing technical standards for medical devices and poten-
tially adapting them for neurotechnology suggests a role for certification and
standardisation. Collaboration with standardisation bodies and private entities
to develop a consumer rights-oriented approach should also be considered.

Additionally, market surveillance is a relevant policy option, particularly in
the context of preventing the unchecked deployment of potentially harmful tech-
nologies. The EU AI Act serves as a model for regulating new technologies; it
already classifies specific Al-related systems as high-risk and will have impli-
cations for Al systems that process neurodata. The risk evaluation approach
under the AI Act, which currently focuses on technology-centred risk, could be
adapted to include a human-centred risk evaluation that considers the impact
of the entire ecosystem of technologies and the effects of long-term usage.

Beyond these general approaches around rights and freedoms, consumer pro-
tection, or market regulation, regulating the use of neurotechnology in partic-
ular domains, such as healthcare, work, education, entertainment, marketing,
or safety, may be essential. Allowed and prohibited uses for different contexts,
potentially linked to risk assessments, could be established by this kind of laws.

In addition to regulatory frameworks, responsible innovation and self-
regulation by private entities are essential components of the multi-level gov-
ernance of neurotechnology. Private sector actors are increasingly recognising
the importance of embedding ethical considerations and human rights princi-
ples into their design, development, deployment and use of BCIs and neurodata
processing. This includes adhering to professional standards, ensuring activities
respect privacy and dignity, and responding transparently to feedback. Initia-
tives are being undertaken to develop ethical guidelines for neurotechnology,
with a primary focus on high-risk applications. Recommendations include estab-
lishing standards and best practices for the technical, ethical, legal, and social
aspects, promoting market entry based on sufficient evidence of safety, quality,
and efficacy, and developing rigorous procedures for monitoring product safety
and security.

Technical standards are indispensable for the compliant and responsible
design, development, deployment and use of neurotechnologies, ensuring safety,
security, and privacy throughout their lifecycle. While general standards exist,
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the unique characteristics of neurotechnology (differentiating between invasive
and non-invasive, with the former being riskier at this point) highlight the need
for specific technical considerations around BCIs and other neurotechnologies.

Finally, a critical challenge is the concept of everlasting privacy, stemming
from the fact that raw neurodata collected today, even if seemingly benign, could
be subject to increasingly powerful decoding algorithms in the future, potentially
revealing intimate thoughts, intentions, or other mental states not currently
decodable. In this sense, the importance of privacy and data protection by design
and by default must be highlighted. In addition, the development and adoption
of privacy-enhancing technologies (PETs) and other technical solutions should
be explored to address specific privacy concerns related to the decoding of mental
states. Considered strategies may include techniques such as differential privacy,
federated learning, homomorphic encryption, secure multi-party computation,
and tools for selective filtering of neurodata.

6 Conclusions

The rapid rise of Brain-Computer Interfaces (BCIs) and other neurotechnologies
brings urgent privacy and data protection issues. BCIs enable direct brain-to-
digital system communication and the direct collection of neural activity. This
information is uniquely sensitive, potentially revealing thoughts, emotions, and
intentions, often unconsciously. As BCIs move beyond clinical applications into
healthcare, workplace, education, entertainment, marketing or safety, their use
will expand. This will grow neurodata processing, posing risks not addressed by
current regulations or technical safeguards.

This paper presents a systematic privacy threat model for BCIs and neuro-
data processing. The model has been developed using the LIINE4DU methodol-
ogy. It helps identify privacy threats across the BCI lifecycle, from acquisition to
deletion. Systematic analysis reveals the challenges of applying traditional data
protection concepts to current and future use cases. Concepts such as anonymity,
accuracy or control are hard to apply to the complex and dynamic nature of neu-
rodata processing.

Addressing threats from the model requires a multi-faceted approach. Efforts
should focus on evolving regulatory landscapes and ongoing research into organ-
isational and technical measures. Existing frameworks provide a starting point
but struggle with the uniqueness of neurodata processing. The legal frameworks
need to be updated. This may involve changing data protection, consumer, or
market laws. Alternatively, dedicated neurotechnology legislation may be needed.
Simultaneously, identified threats should guide the proposal of specific, action-
able organisational and technical measures. These measures should rely on core
principles such as data protection by design and by default. Ongoing research is
essential to guide these legal and technical developments and help create strong,
evidence-based safeguards.

Future research should expand the threat model at both ends. On one hand,
it should address Brain-to-Brain (BtB) interfaces. These new and sophisticated
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neurotechnologies enable direct brain-to-brain communication and support bidi-
rectional information flow. On the other hand, research should consider biosen-
sor technologies that do not directly interface with the brain. Examples include
eye-tracking, voice analysis, or skin conductance. Such biosensors can still infer
sensitive mental data, revealing thoughts, emotions or intentions and further
broadening the landscape of neurodata processing.
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Anonymization is widely regarded as a crucial tool for protecting privacy in an
era of big data processing. Theoretically, it serves as a means to mitigate risks
associated with the misuse of personal data by ensuring that individuals can no
longer be identified. In practice, however, anonymization remains an imprecise
science, often misunderstood and misapplied. Many datasets that are presented
as anonymized continue to pose significant re-identification risks due to improper
techniques or evolving technological capabilities. This gap between the intended
function of anonymization and its real-world implementation has led to growing
concerns about anonymity-washing —a phenomenon in which organizations claim
to have achieved strong privacy protections through anonymization while failing
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Abstract. Anonymization is a foundational principle of data privacy
regulation, yet its practical application remains riddled with ambigu-
ity and inconsistency. This paper introduces the concept of anonymity-
washing—the misrepresentation of the anonymity level of “sanitized”
personal data—as a critical privacy concern. While both legal and techni-
cal critiques of anonymization exist, they tend to address isolated aspects
of the problem. In contrast, this paper offers a comprehensive overview
of the conditions that enable anonymity-washing. It synthesizes frag-
mented legal interpretations, technical misunderstandings, and outdated
regulatory guidance and complements them with a systematic review
of national and international resources, including legal cases, data pro-
tection authority guidelines, and technical documentation. Our findings
reveal a lack of coherent support for practitioners, contributing to the
persistent misuse of pseudonymization and obsolete anonymization tech-
niques. We conclude by recommending targeted education, clearer tech-
nical guidance, and closer cooperation between regulators, researchers,
and industry to bridge the gap between legal norms and technical reality.
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to provide meaningful safeguards. Note that anonymity-washing is a specialized
form of privacy-washing® [21].

The General Data Protection Regulation (GDPR) establishes anonymiza-
tion as a mechanism through which personal data can be rendered outside the
scope of data protection laws. Recital 26 of the GDPR defines anonymization
as the process by which data is “rendered anonymous in such a manner that
the data subject is not or no longer identifiable.” However, the absence of clear,
practical guidance on how to achieve this standard has resulted in inconsistent
implementations and legal uncertainties. Many organizations either overestimate
the effectiveness of their anonymization processes or struggle to comply due
to conflicting regulatory interpretations. Additionally, courts have recognized
that anonymization is never absolute — what is considered anonymous? today
may become identifiable tomorrow as technology advances. Despite the impor-
tance of anonymization, the regulatory and educational landscape remains frag-
mented and inadequate. On one end of the spectrum, legal guidelines provide
high-level definitions and compliance requirements but lack technical specificity.
On the other end, academic research offers rigorous, mathematically grounded
approaches to anonymization that are often inaccessible to practitioners who
do not have advanced expertise in statistics or computer science. This discon-
nect has left engineers, data scientists, and policymakers without the necessary
tools to implement anonymization effectively. The result is widespread reliance
on outdated or insufficient methods—such as k-anonymity and l-diversity—that
have been repeatedly shown to fail against modern re-identification attacks [56].

Furthermore, anonymity-washing is exacerbated by inconsistent regulatory
interpretations across jurisdictions. The European Union has exercised signifi-
cant global influence on data privacy regulation, with many countries modelling
their laws after the GDPR. However, even within the EU, national data pro-
tection authorities and courts have issued conflicting opinions on what con-
stitutes effective anonymization, leading to uncertainty among organizations
attempting to comply. Beyond Europe, frameworks such as the United States’
de-identification standards under the Health Insurance Portability and Account-
ability Act (HIPAA) and the California Consumer Privacy Act (CCPA), Japan’s
Act on the Protection of Personal Information (APPI), and emerging guidelines
such as the Brazilian General Data Protection Law, the Lei Geral de Protecao de
Dados (LGPD), further demonstrate that approaches to anonymization lack uni-
formity at the international level, making cross-border data governance exceed-
ingly complex.

Another critical factor enabling anonymity-washing is the lack of accessi-
ble educational resources for practitioners. Engineers and software developers
responsible for implementing anonymization frequently lack adequate training
and rely on either high-level legal guidelines or complex, research-oriented papers

! a particularly timely research theme, see https://www.dagstuhl.de/en/seminars/

seminar-calendar /seminar-details/25112.
2 In this paper we use the word anonymous whenever we cite or reference a text that
has used the same expression.


https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112
https://www.dagstuhl.de/en/seminars/seminar-calendar/seminar-details/25112

104 S. Lestyan et al.

that do not offer practical guidance. Several regulatory bodies and experts have
called for clearer standards, including the European Data Protection Board
(EDPB), national data protection authorities (such as the National Commission
for Information Technology and Civil Liberties in France (CNIL) and the Federal
Commissioner for Data Protection and Freedom of Information (BfDI) in Ger-
many), and research institutions. Yet, despite these calls for action, practitioners
continue to report difficulties in accessing concrete, actionable information on
how to apply anonymization techniques effectively.

In light of these challenges, this paper argues that ambiguities in regula-
tory guidance, outdated technical approaches, and gaps in practitioner educa-
tion may lead to anonymity-washing. While prior works have addressed spe-
cific aspects of the problem—such as legal critiques of anonymization under
data protection law [18,79,84,89], technical limitations of anonymization tech-
niques [1,25,27,36,56,68], or even highlighting key misunderstandings [35]—
these contributions offer only a partial view of the broader landscape. In contrast,
our work provides a comprehensive analysis of the multiple, interrelated issues
underlying anonymity-washing. We expand on the existing literature by inte-
grating a wide range of sources, including legal cases, regulatory interpretations,
and technical guidelines, while offering a systematic critique of technical doc-
umentation. Furthermore, we provide an international perspective that, to our
knowledge, has not been previously compiled in a single work.

First, in Sect.2 we introduce the concept of anonymity-washing and situ-
ate it within the broader landscape of privacy discourse. In Sect. 3, we examine
the legal foundations and the regulatory ambiguity surrounding anonymization.
Next, Sect. 4 presents an overview and critique of technical guidelines and educa-
tional resources, highlighting the gaps practitioners face. Section 5 explores the
practical implications of anonymity-washing, including legal cases and implemen-
tation failures. Finally, Sect. 6 offers recommendations and concluding reflections
on how to address the risks of anonymity-washing through clearer guidance and
improved institutional coordination.

2 Contextual Elements
2.1 Anonymization Terminology

The anonymization landscape is complex, with multiple laws advocating for dif-
ferent requirements. But many points of contention stem from the terminology
surrounding the topic of anonymization. To begin, it is interesting to look at the
terminology developed by the International Organization for Standardization
(ISO), as it constitutes the main standard-setting body with international influ-
ence. Several ISO standards touch on the topic of data anonymization. These
global standards have recognized the importance of anonymization in various
contexts. ISO/IEC 29100:2024(en) establishing a common privacy terminology,
defines anonymization as a

“[A] process by which personally identifiable information (...) is irre-
versibly altered in such a way that o [data subject] (...) can no longer
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be identified directly or indirectly, either by the PII controller alone or in
collaboration with any other party.”

The same document defines pseudonymization as a

“[A] process applied to personally identifiable information (PII) (3.7)
which replaces identifying information with an alias.”

The other term, “de-identification”, is usually considered more neutral and
broader than anonymization, although sometimes conflated with the latter [20,
57]. Indeed, according to ISO, “de-identification” refers to

“[A] process of removing the association between a set of identifying
attributes (5.14) and the data subject (3.4).73.

It results that anonymization implies the highest degree of privacy, while the
more specific process of pseudonymization is a step below anonymization in terms
of re-identifiability. In contrast “de-identification” is the general term describ-
ing the process through which data is made confidential*. While some jurisdic-
tions mostly follow the ISO terminology, others, unfortunately, do not [2,91]. An
example is the fact that the term “de-identification” is not even used within the
EU’s GDPR, while several important US instruments, such as the HIPAA [93]
and the CCPA [19] use it in place of anonymization. In the same vein, Nige-
ria and Malawi’s Data Protection Acts do not use the term “anonymization”,
despite referring to both “de-identification” and “pseudonymization” in their
statutes [2]. In contrast, Japan’s Act on the Protection of Personal Information,
much like the EU, does not refer to de-identification. Finally, a cursory look at
the relevant literature in social science reveals that authors themselves appear
to have subscribed to different terminologies [20,56].

Beyond word choice, there seems to be no equivalence between the terms
when they are used to refer to data records that have undergone the appropri-
ate treatment to exempt data controllers and processors from their obligations
under data protection laws. That is to say, the tolerance level towards identifia-
bility tends to vary across jurisdictions [2]. Discrepancies sometimes exist within
a single legal system, as in the US, where re-identifiability tolerance may vary
depending on the nature of the data contained in a record, and the projected use
of the record [57]. In the EU, the situation is no less confusing, as “anonymiza-
tion” suffers from conflicting interpretations [36] (see details in Sect. 3).

Cmeares
These variations and inconsistencies make it difficult for practitioners to
understand and determine the required level of protection, hindering the
understanding and adequate application of anonymization techniques.

3 ISO/IEC 20889:2018(en) Privacy enhancing data de-identification terminology and
classification of techniques. See also, the more recent ISO/IEC 5207:2024(en) Infor-
mation technology — Data usage — Terminology and use cases.

4 Note that the technical terminology could be used slightly differently; here we are
discussing only the legal definitions.
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2.2 “Anonymity-Washing” as the Misrepresentation of Actual
Confidentiality Levels

Due to interpretative instability, the terms that compose the anonymization
terminology should not necessarily be taken at face value. Not only are practi-
tioners affected by the confusion in the terminology, but individuals are affected
as well, as they may put more trust in information processes than they should.
In order to better understand this effect, we must look at interpretations of
privacy-washing. In the course of an analysis on questionable data practices of
tech industry giants, Girucci gives the following definition [21]:

“The purposeful conflation of security with privacy, the disregarding of
more granular definitions of privacy (social vs. institutional privacy as
well as data types including explicit, implicit, aggregated, and inferred),
and a general reliance on offline privacy expectations that are no longer
applicable to online spaces.”.

Despite its provocative tone, the term privacy-washing is more than a mere
rhetorical device. Indeed, privacy-washing can accurately describe situations
where data privacy guarantees deviate from the standards to which the concerned
entities purportedly committed. Evidently, the concept of privacy-washing is
broad: it can cover a variety of subjects like cybersecurity and third-party data
sharing. This paper is focused on privacy-washing in the anonymization context
because deceptive privacy representations in this context are highly likely. In
fact, while the anonymization vocabulary taken at face value is unambiguous, it
does little to convey the actual fragility [79] of current anonymization methods:

“The way companies and the media talk about de-identified data mat-
ters, and data holders regqularly play fast and loose with the concept of
anonymity. The terms “anonymous” and “anonymization” simply over-
promise. They create expectations of near-perfection and lull people into a
false sense of security” [84].

Data controllers could be tempted to exploit the complexity within current
data privacy terminology to mislead data subjects regarding the safety and con-
fidentiality of their data, resulting in anonymity-washing. In essence, anonymity-
washing refers to situations involving the misrepresentation of anonymity lev-
els of a data record. Recently, the Federal Trade Commission (FTC), as the
main agency dealing with consumer protection in the US, dealt with anonymity-
washing cases. In a recent communication, the FTC warned that unwarranted
claims of anonymity could constitute deceptive consumer practices, reiterat-
ing that pseudonymous identifiers in the form of hashing do not constitute
anonymization, as some businesses have claimed:

“Companies should not act or claim as if hashing personal information
renders it anonymized. FTC staff will remain vigilant to ensure companies
are following the law and take action when the privacy claims they make
are deceptive”[55].
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Remark, how this highlights the manipulative aspect of anonymity-washing.?
In the EU, potential anonymity-washing cases have been scrutinized by data
protection authorities, and some practices have been challenged in Court. For
instance, the Italian Data Protection Authority (Garante) recently sanctioned
the Italian National Institute of Statistics for its failure to deploy the necessary
measures to avoid re-identification of the data it used for statistical analysis. In
its order, the Italian authority explained [58];

“Simply having organizational measures or ethical codes is not enough to
satisfy data protection principles.”

In this case, data controllers claimed to have upheld data protection principles
while the data subjects remained, in fact, easily re-identifiable from their data
records.

The question of intentionality behind deceitful anonymity statements
deserves a brief focus, as the term “washing” implies an intentional action, moti-
vated by a paucity of resources, time constraints, or uncertain goals regarding
projected uses of data records. Except that intention in this context can be
difficult to prove. Sometimes, anonymity-washing cases are so blatant that the
willingness to deceive leaves no doubt. Other times, anonymity-washing is harder
to prove and therefore appears incidental, giving the impression that data con-
trollers and/or processors are acting in good faith while deploying weaker solu-
tions. There is, of course, a risk of mischaracterization. Still, it may never be
possible to prove with a high degree of confidence that a data controller and/or
processor acted in good faith, since defendants are likely to claim to be acting
in good faith when notified, and in the course of legal proceedings.

e )

Anonymity-washing is a subset of privacy-washing, which refers to the
misrepresentation of the anonymity level of data. The phenomenon is
exacerbated by several factors, including unclear terminology.

3 Overview of Regulatory Guidance on Data
Anonymization

On 25 July 2024, the European Commission published its second report on
the implementation of the GDPR [45]. One of the key issues highlighted in
the report is the persistence of differing interpretations among national data
protection authorities, which undermines the uniform application of the GDPR.
This discrepancy gives rise to legal uncertainty; thus, businesses are confronted

5 It bears noting that the FTC’s view on hashing is consistent with the practices in
the EU, where hashing constitutes a method of pseudonymization that does not
suffice on its own, in making data records fall outside the GDPR’s scope, due to the
likelihood of privacy harms that may result from sharing the records.
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with divergent administrative requirements across different Member States. In
this regard, the Commission seeks to reiterate its request, previously made in
2020 [41], to support practitioners by providing clearer guidance and materials
to facilitate GDPR compliance. This issue is particularly pertinent in the context
of anonymity washing, as the Commission has reported in [42]:

“Some stakeholders also consider that certain data protection authorities
and the Board adopt interpretations that deviate from the risk-based app-
roach of the GDPR, [and] (...) mention as areas of concern: (i) the inter-
pretation of anonymization; (...)”. [As a result, the report] “underline[s]
the need for additional guidelines, in particular on anonymization and
pseudonymization (...)”".

3.1 EU Regulations

The abrogation of Directive 95/46/EC [39] (Data Protection Directive or DPD)
and the adoption of the GDPR did not affect anonymization. This is con-
firmed by the endorsement of the Working Party 29’s (WP29) Opinion 5/2014
on anonymization by the European Data Protection Board (EDPB), which
is still in the process of preparing an updated version [87]. In its Opinion
5/2014 on anonymization [5], WP29 recalls the ISO definition of anonymiza-
tion® and that the simple removal of identifiers from personal data does
not make the anonymization process irreversible. Account should be taken of
all“reasonable means” (including computational power and technological evolu-
tion) to re-identify anonymous data. These points are addressed by Recital 26
of the GDPR, stating that :

“Account should be taken of all the means reasonably likely to be used, such
as singling out, either by the controller or by another person, to identify
the natural person directly or indirectly. To ascertain whether means are
reasonably likely to be used to identify the natural person, account should be
taken of all objective factors, such as the costs of and the amount of time
required for identification, taking into consideration the available technol-
ogy at the time of the processing and technological developments.””

Before deciding on an anonymization method, an anonymization test must be
performed to evaluate the risks (singling-out, linkability, and inference). WP29
provides an assessment of the guarantees and shortcomings of each technique
from the two main families of anonymization (generalization and randomization)
based on these risks. However, several research papers have shown that the

% ISO 29100:2024.

" The previous directive 95/46/EC, which the WP29 Opinion 5/2014 referred to, was
not as detailed. It contained a general reference to reasonable means that are likely
to be used to re-identify the data (without including the notion of ’singling out’)
and relied on codes of conduct to encourage anonymization practices.
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analyses provided by WP29 have weak points, and they do not consider these
techniques valid [25,31,73,74,82,86]°.

More recent guidelines have been adopted by the EDPB on issues related to
data anonymization, but they do not contain additional advice. On 17 December
2024, the EDPB published guidelines on the anonymization of AI models [43].
It states that whenever models are trained on personal data, they cannot be
considered anonymous. The reason is that many studies on these models have
demonstrated their capacity to “regurgitate” part of their training datasets [§].
The EDPB stated that a model is considered anonymous only when, based on
appropriate documentation, personal data cannot be inferred either directly (by
statistical inference, including the probabilistic functioning of the model) or indi-
rectly (within a user’s prompt). If the risk of “regurgitation” of personal data
persists, a deeper analysis is needed®.

Sénéchal criticizes the lack of a threshold of the risk of “regurgitating” per-
sonal data and the lack of a distinction between the different AT models in these
guidelines in [92] (for example, the general-purpose Al models [46] and the ones
posing systemic risks. This is problematic since anonymization is difficult to
implement, especially with unstructured data [94] , which are essentially used to
train general-purpose Al models [95]. Additionally, the question of whether the
data can be separated from the model remains unanswered. It is also not known
whether the anonymization of the model implies that of the data it contains.

The EDPB also adopted on 16 January 2025, guidelines on pseudonymiza-
tion [44], in which it recalls the GDPR definition set out in article 4(5). The
Board stressed that, although pseudonymization secures data, whenever the re-
attribution of data to a natural person (by linking pseudonyms to additional
data) remains possible, the GDPR applies. It recalls that even if the original
data are deleted, pseudonymized data become anonymous only if all require-
ments are met. It is interesting to note that the guidelines do not provide fur-
ther information on anonymization requirements. This is regrettable for two
reasons: first, updated guidelines on anonymization have yet to be issued; and
second, as the Spanish Data Protection Authority has pointed out, confusion
between anonymization and pseudonymization remains a common misunder-
standing among data controllers [35].

8 For example, the k-anonymity technique does not prevent the risk of singling out,
contrary to the conclusions of WP29.

% The following aspects are required for verification: the source of the data, their
preparation and minimization, the training method, the analysis of the model, the
resistance of the model to cyber attacks, and the documentation provided.
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[ Take-away |
s 1 ] )
Guidelines on anonymization need to be updated (as they have not been
since 2014). The information provided by the EDPB on pseudonymization
and anonymization of AI models does not resolve the contradictions of its
previous guidelines and the practical difficulties controllers are confronted
with when implementing anonymization protocols in real life.

3.2 Anonymization Regimes Beyond the EU

The uncertainties resulting from the changing interpretation within the EU
undermine the so-called “Brussels effect”, when non-EU states take inspiration
from the EU’s laws for building their own legal regime. Data flows often involve
entities located in different jurisdictions, including non-EU countries [69,72].
Moreover, data protection laws usually have some extraterritorial effects, which
means that multiple regimes are sometimes applicable simultaneously. Hence, it
is vital to ensure that legal regimes on anonymization do not contradict each
other. Yet, a survey conducted by the OECD in 2019 found that

“uncertainty regarding legal privacy regimes” and “incompatibility of legal
regimes” topped the list of the main challenges to cross-border data
flows [78].

Anonymization guidelines are present in data protection regimes across the
globe. There are differences, however, in the approaches and the overall granular-
ity levels exhibited by the relevant frameworks. Notably, some data protection
regimes, such as in Japan [66] and the US [93], come with relatively detailed
guidance on how to achieve the expected levels of anonymization and how to
handle the data [7,81]. Concerning data transfer between the EU and the USA,
the previous Privacy Shield, which was adopted on the basis of the European
Commission’s decision that the USA’s level of personal data protection was
equivalent to that of the EU, [38], was replaced by a revised Privacy Frame-
work, after the EU Court of Justice overturned it [49] In contrast, other regu-
latory frameworks, such as in Brazil [16], are not particularly prescriptive and
require additional input. At the same time, several jurisdictions have initiated
efforts to modernize their approaches to data protection, including anonymiza-
tion. For example, Brazil’s national data protection authority, the ANDP, is set
to clarify what measures could be implemented to ensure anonymity in accor-
dance with its LGPD in the upcoming years [4]. A call for public participation
in that effect has been published in early 2024. In 2023, the Data Security Coun-
cil of India (DSCI) published a roadmap considering possible orientations for a
national data anonymization regime [29]. At the intra-state level, in Québec, the
Regulation respecting the anonymization of personal information was published
in 2024 [83]. The text is very prescriptive and seeks to clarify the distinction
between anonymity and pseudonymity, aligning with the EU’s view. In the EU,
the EDPB is expected to publish new guidelines on anonymization later this
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year. It is expected that the new guidelines will fix the inconsistencies intro-
duced by the WP29 Opinion 5/2014 on anonymization, thereby clarifying the
dominant approach at the EU level [36].

Anonymization is still a maturing field. Valuable guidelines on anonymization
are often released after the publication of the main body of law. Hence, recent
data protection laws such as China’s Personal Information Protection Law, or
India’s Digital Personal Data Protection Act, will need to be complemented with
guidelines on anonymization [72,88]. Furthermore, while precise anonymization
parameters are still not consistent across jurisdictions, the basic premises of
anonymization law remain the same; anonymization levels may vary, and so are
the obligations placed upon data handlers [72].

Whatever the approach, it seems that regulators are left with two choices:
either leaving enough leeway for data handlers to determine for themselves which
methods and policies would meet their expectations, or prescribing exactly
which technical and organizational measures would meet their expectations.
Both approaches have their merits and shortcomings. On the one hand, there
is an inherent limitation on the degree of granularity that can be achieved in
the law. Excessively precise regulations and guidelines may pose problems at
the implementation stage and may prove to be overly restrictive, as has already
been seen with the WP 29 Opinion 5/2014. The limited technical knowledge of
regulators may constrain the formulation of highly detailed guidelines anyway.
On the other hand, too much leeway could seriously undermine the purpose of
data protection laws by increasing the likelihood that poorly anonymized data
records will fall outside their scope.

sy

Anonymization laws seem to have been evolving independently, with dif-
fering requirements and definitions. Whether all the ambiguities will be
fixed and whether every actor will converge around the same interpreta-
tion remains to be seen.

4 Overview and Critique of Guidelines

4.1 Contradictory Guidelines and Uncertain Standards Within
the EU

Some authors consider that the EU Data Protection Law lacks a clear defini-
tion of anonymization [18]. Unlike pseudonymization, the GDPR fails to define
anonymization in its Article 4 titled “definitions”. The reason is that anonymiza-
tion and pseudonymization are considered in a binary way'?. Indeed, anonymized

19 https: / /techcrunch.com/2017/10/07 /how-anonymous- wifi- data- can-still- be-a-
privacy-risk/.
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data is excluded from the scope of the GDPR, while pseudonymized data is
entirely subject to it. This is unlike some legislation (such as in Japan), which
suggests a lighter regime for pseudonymized data while still imposing obligations
on anonymized data. The EU approach fails to acknowledge that there is always a
risk of re-identification with anonymisation, and that pseudonymized data may
require lighter protection than ’classic’ personal data. This is despite WP 29
acknowledging this risk. On this point, another Opinion of WP29 on the concept
of personal data issued in 2007 [6] clarified the difference between anonymiza-
tion and pseudonymization. Recalling ISO’s previous definitions, they explained
that anonymization protects privacy, while pseudonymization represents a tech-
nical, reversible process. Nevertheless, data can still be considered anonymous,
even when re-identification remains possible, but complementary measures to
prevent re-identification are implemented. This flexible approach was not sup-
ported in the Opinion 5/2014 on anonymization [5], which applies together with
the previous Opinion on the concept of personal data. In Opinion 5/2014, WP29
required the aggregation of data (into group statistics) and the destruction of
raw data (identifiers) to ensure correct anonymization. Nevertheless, the objec-
tive still remained to prove that the likelihood of re-identification was negligible.
On this point, the Commission’s guidelines [40] on the free flow of non-personal
data suggest that it is often difficult to assess the effectiveness of an anonymiza-
tion procedure. Indeed, besides many academic papers [1,3,30,31,56,74], even a
study commissioned by the European Parliament’s ITRE Committee has shown
that it is possible to re-identify supposedly anonymized data [48].

The risk of re-identifying anonymous data stems from the technical limi-
tations of anonymization and the lack of clear and realistic guidelines on the
subject. This suggests that re-identification is not only a consequence of poor
anonymization implementation.

Moreover, national DPAs disagree on how to implement anonymization.
The French DPA, CNIL, adopts the WP29’s approach to anonymization; other
national DPAs are more flexible. For example, the UK’s ICO (Information Com-
missioner’s Office), despite UK’s own data protection regulation being largely
similar to that of the EU, states that [60]:

“The DPA does not require anonymization to be completely risk free—
you must be able to mitigate the risk of identification until it is remote.
If the risk of identification is reasonably likely, the information should be
regarded as personal data— (...). Clearly, 100% anonymization is the
most desirable position, and in some cases, this is possible, but it is not
the test the DPA requires.”,

and Ireland’s DPC (Data Protection Commission) writes [34]:

“Organisations don’t have to be able to prove that it is impossible for any
data subject to be identified in order for an anonymization technique to
be considered successful. Rather, if it can be shown that it is unlikely that
a data subject will be identified given the circumstances of the individual
case and the state of technology, the data can be considered anonymous.”
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The CNIL’s guidelines on anonymization are of particular interest, as they estab-
lish a strict standard to determine whether data can be considered anonymous.
They assert that data is anonymous only when it is impossible to re-identify
the data subject. However, they recognise that when the risks of singling out,
linkability, and inference are not met, data can be deemed anonymous if a subse-
quent analysis indicates a negligible risk of re-identification [23]. Unfortunately,
the definition of what constitutes a negligible risk remains ambiguous, since
anonymization is a context-dependent process, depending on the nature of the
data and its intended use.

| Take-away |
-  Take-away 5

The lack of a clear, harmonized definition of anonymization across EU
legal texts and among national authorities aggravates the complexities
of anonymization and favors the confusion between pseudonymization
and anonymization. Although anonymization and pseudonymization rely
on similar techniques, they have different aims: anonymization aims to
conceal the data subject’s identity, whereas pseudonymization aims to
protect privacy by making re-identification more complex but not impos-
sible. Technical documents should help practitioners assess when to opt
for anonymization rather than pseudonymization. However, most of the
available technical guidance does not address this issue.

4.2 Technical Documents

While non-technical guidance often lacks the precision needed for implemen-
tation, technical documentation is not always more helpful. In several cases,
companies have claimed they could not find clear guidance on how to anonymize
data—a claim sometimes countered by DPAs pointing to existing documents [26].
However, our review shows that most guidelines are often hard to find (not avail-
able or ignored by DPAs) or not practically useful (entry-level). We reviewed the
websites of the five most active EU DPAs (France, Austria, Ireland, Germany,
and Italy). Most do not provide detailed technical materials:

— CNIL (France) offers introductory guides [22,23], repeating WP29 content,
and a clear (though potentially misleading) explanation of pseudonymiza-
tion [24].

— Garante (Italy) provides an overview [59] to implement the GDPR, and
mainly reiterates previous legal guidelines.

— BfDI (Germany) has policy papers and speeches [9,10,13,14], but limited
technical depth. [17] focuses on the importance of anonymization, [11] and [12]
discuss risks of other issues related to personal data.

— DSB (Austria) offers legal advice only.

— DPC (Ireland) stands out with well-structured and clear guidance [33,34] on
legal questions; however, it does not offer practical advice.
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Outside the EU, the UK’s ICO provides excellent guidance, including on
state-of-the-art methods like differential privacy and other PETs [61,62]. How-
ever, some examples are oversimplified or technically wrong!!

The UK Anonymization Network (UKAN) also offers practical tools, such as
a decision-making framework that uniquely addresses attacker modelling [37].
However, most chapters remain general (entry-level), in contrast to the refer-
enced DIS method that requires Master’s degree-level statistical knowledge.

The anonymization guide of Singapore’s PDPC [80] is accessible and educa-
tive, guides the reader from data discovery to risk measures, giving informative
examples; however, it is also entry-level and adds little beyond other existing
material.

Some statistical agencies provide additional resources. The National Institute
of Statistics and Economic Studies in France (INSEE) offers slides and working
papers [63,65], but most lack practical detail. A notable exception is Bergeat’s
work [70] comparing and explaining experiments done by two anonymization
software tools: pu-Argus and SDCMicro. It also gives plenty of citations, how-
ever, only to sources on statistics (no computer science references). It is aimed
at statisticians, and it could serve as a continuation to other introductory mate-
rials, but the reader who already has at least a Bachelor’s degree in mathematics
or statistics. Other guides, such as [64], focus on confidentiality rules within the
French statistical service rather than techniques. Statistical documents only men-
tion statistical tools and use a different language from that of computer scientists.
This could, unfortunately, result in ignoring some state-of-the-art methods, such
as differential privacy. A good example is the working paper [32] that details
the anonymization process applied to a large French administrative database
where the authors experimented with different methods including k-anonymity,
all-m anonymity, and l-diversity. They mention that they have tried to apply
DP; however, they abandoned the experiment due to a lack of expertise.

Academic papers are another option, but they often assume advanced sta-
tistical or mathematical knowledge (Master’s or PhD level), making them inac-
cessible to many practitioners. Moreover, choosing appropriate methods from
the literature is difficult without deep expertise, which may explain the frequent
use of outdated or misapplied techniques in practice [32,65,70,71]. Some expert-
written materials aimed at non-technical readers exist [75,76,96]; however, they
are rarely cited in public or institutional guidance.

Books. Books on anonymization tend to target either high-level management
(e.g. [28,77,85]) or technical researchers. Some, like [15], cover a broad range
of privacy topics but lack methods for evaluating anonymization quality. Jar-
mul’s work [67] offers a more hands-on perspective, including differential privacy
and privacy engineering workflows, making it useful for practitioners. Stallings’
book [90] is a strong general-purpose resource, well-suited for short training pro-
grams.

11 See the case study on differentially private mixed noise addition.
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[ Take-away |
e 1 )

Most technical anonymization resources are either too simplistic or too
involved, offering little practical use for professionals. Practical regula-
tory guidance is rare and often legalistic. This leaves practitioners with
a fragmented landscape, outdated methods, and an incentive to abandon
anonymization altogether. Bridging these gaps requires targeted, acces-
sible, and technically sound educational materials.

5 Inadequate Practices

EU case law lacks clarity with regard to anonymization practices. The most
relevant cases focus on clarifying the concept of personal data. However, the
interpretations provided help to assess what an anonymized dataset is not. More-
over, the Court’s application of Recital 26 to real cases provides valuable insight
into the question of whether data remain anonymous despite a residual risk of
re-identification. The following subsections focus on relevant case law concern-
ing the notion of personal data, the implications of which are important for
anonymization, and inadequate anonymization practices, demonstrating a lack
of awareness on the subject both at the institutional and organizational levels.
The final subsection also addresses the inadequate practices that arise from the
confusion between anonymization and pseudonymization. At least one example
is given for each subsection; they refer to the most representative and recent
cases, but these are not exhaustive of all the existing case law on the subject.

5.1 Case-Law on Personal Data

The General Court’s SRB vs EDPS decision is a good example of a decision
relating to personal data whose implications are also relevant for anonymiza-
tion [54]. SRB (Single Resolution Board) carried out an insolvency procedure
against Banco Popular. Within this procedure, some data were processed to
assess the eligibility of the participants for compensation. Each participant was
identifiable by means of an alphanumeric code generated randomly. The staff
processing these data only had access to these codes and not to the key identify-
ing them. The EDPS (European Data Protection Supervisor) considered these
data pseudonymized [47], but its decision was challenged before the General
Court. Using a risk-based approach, the General Court decided that the data
were anonymous. Indeed, according to Breyer’s Court of Justice case law [50],
the additional information (the key) needed to re-identify the data subjects
remained inaccessible to the processing staff. The fact that the staff could not
legally access the complementary data that would allow re-identification proved
enough to consider that no reasonable means existed to re-identify the data,
which thus remained non-personal [54].
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This example shows that the EU Court of justice’s (EUCJ) case law on
personal data builds upon its precedents rather than undergoing a radical evo-
lution. On this point, Breyer’s decision [50] was about the dynamic nature of IP
addresses. These TP addresses are subject to change with each connection. The
plaintiff initiated legal proceedings against the Republic of Germany for its prac-
tices concerning the storage and registration of these data. The Court of Justice
had to determine whether dynamic IP addresses should be considered personal
data for the service provider. The Court decided that the retention of all infor-
mation by a single individual was not a prerequisite for data being considered
as personal. This meant that a third party could retain such re-identifying infor-
mation, and that this circumstance did not affect the qualification of the data.
However, the Court acknowledged that an assessment was necessary to deter-
mine the reasonableness of combining this information, taking into account the
effort, time, and cost associated with the operation, as well as the accessibility of
this additional information (enabling user identification) to the service provider.
Given the legal restrictions on such access in Germany, the Court determined
that in the absence of legal means to obtain this information, the data in question
were not deemed personal. The doctrine posits that two fundamental elements
have been applied since the Breyer decision to ascertain the personal nature of
data. These are: (1) the distinguishability of the data, defined as the capacity of
the data points to identify an individual, and (2) the availability of additional
data to “situationally relevant entities” who are capable of associating these data
with a physical person [88].

The Scania decision perfectly [53] illustrates this methodology. In this case,
the Court was asked to determine the legal status of a vehicle identification num-
ber (VIN), a unique alphanumeric code assigned by manufacturers to identify
the proprietor of a vehicle. In its decision, the Court stated that the VIN can be
personal data for independent operators and vehicle manufacturers if the former
have the additional data that enable re-identification, and for the latter if they
make the VIN available. The availability of data is considered in conjunction
with the capacity of isolating owners of vehicles or all other people who have a
title on them. Some authors have suggested an evolution in the interpretation of
personal data, attributing this change to the Court’s categorization of indepen-
dent operators and manufacturers as “situationally relevant entities”, capable of
associating VIN with additional identifying information.

L )

The consistency of the Court’s jurisprudence on the concept of personal
data is paramount to contrast the phenomenon of anonymity-washing.
This is particularly crucial given the occurrence of poor anonymization
or privacy-protecting practices, which the EUCJ is entitled to sanction.
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5.2 Case-Law on Inadequate Practices

A relevant case law that sanctioned the European Commission [51] demonstrates
the importance of taking into account publicly available data to assess the risk of
re-identification. The applicant received European funding as a researcher. The
funds had been misappropriated, and the costs were ordered to be reimbursed.
The Commission published a press release summarizing the decision, without
mentioning the applicant’s direct identifiers to protect their privacy. However,
the researcher brought an action for the annulment of the press release, since
it contained identifiable data. The General Court dismissed it, and the appli-
cant appealed its decision to the EUCJ. The Court considered that “information
relating to the gender of a person who is the subject of a press release, that per-
son’s nationality, his or her father’s occupation, the amount of the grant for a
scientific project and the geographical location of the entity hosting that scientific
project, taken together, contain information that may allow the person who is the
subject of that press release to be identified, in particular by those working in the
same scientific field and familiar with that person’s professional background” and
goes on that this circumstance, “ does not allow the risk of identification of the
data subject to be regarded as insignificant.”. Although the judgment focuses
more on privacy protection than anonymization, it highlights the lack of under-
standing that simply deleting direct identifiers is insufficient to minimize the risk
of re-identification. This point is also relevant to anonymization.

Confusion about anonymization practices is also widespread among compa-
nies. A good example is the TAB Europe case-law [52]. The company established
a set of guidelines aimed at ensuring compliance with the GDPR concerning
the collection of browsing data via a TC String (a series of characters cod-
ing the user’s preferences). This string, which the company claimed to contain
anonymized data, could later be used by companies for commercial purposes.
The Court ruled that the TC String was a form of personal data, given its
capacity to allow individuals to be identified by associating it with additional
information (such as an IP address). Despite third parties retaining this addi-
tional information, IAB Europe was able to obtain it.

In this regard, the relationship between the EUCJ case-law, employing a risk-
based approach to assess the reasonable means likely to be used to re-identify the
data, and the WP 29 Opinion 5/2014 on anonymization appears complex [89].
On the one hand, discordance persists in the discourse of WP 29 between the
zero-risk approach (re-identification must be negligible if not impossible) and the
necessity for reasonableness, given that all anonymization techniques are consid-
ered imperfect [36]. On the other hand, the need to destroy raw data and to
aggregate them in order to achieve anonymization, as required by WP 29, is not
met by the case law of the EUCJ, which considers data to be anonymous even
if the original data are not deleted, the only relevant aspect being the impos-
sibility (legal rather than technical) to access the additional data that enable
re-identification. These contradictions contribute to privacy washing practices
by making it difficult to distinguish the company’s bad faith from its lack of
knowledge about anonymization methods, especially when data are processed



118 S. Lestyan et al.

for commercial purposes. In the case of IAB Europe, for example, the company
assumed that, due to the unavailability of additional information, TC String
contained anonymized data. This mistake is frequently observed among firms
that find it difficult to distinguish anonymization from pseudonymization and
anything in between. This assertion is supported by some decisions adopted by
the national DPAs.

5.3 Confusions Arising from the Difference Between Pseudo
and Anonymization

One of the most relevant decisions on anonymization dates to 5 September 2024,
namely the CEGEDIM SANTE case [206]. It perfectly illustrates the interactions
between the WP 29 guidelines on anonymization, the EUCJ’s case-law, and
the context-dependent nature of anonymization. Indeed, the nature of the data
(health data) and their use (creation of a health data repository) are not neu-
tral. CEGEDIM designs and sells secretarial software for the medical sector. The
company collected patient health data from doctors who agreed to participate in
creating a health data repository. These data were allegedly anonymized with k-
anonymity techniques. The decision was based on two key factors: (1) the WP29
test'?, which determines whether the data were anonymized, and (2) EUCJ case
law. However, the rapporteur isolated a 6-year-old patient with a medical con-
dition, which would suggest pseudonymization, unless re-identification is proved
to be “negligible” by “reasonable means”. On this point, the CNIL concluded
that the available data could be easily re-identified. However, the company con-
tended that there were few educational materials on anonymization and that
the guidelines lacked precision, rendering them unsuitable for legal certainty.
Despite CNIL’s rejection of the complaint, the WP 29 Guidelines on anonymiza-
tion are not updated concerning the current risks associated with k-anonymity.
Furthermore, the CNIL has not specified what constitutes a ‘negligible risk’. This
observation suggests that anonymity-washing may not be a deliberate practice.
[ Take-away |
-  Take-away .
Despite the consistency of the EUCJ case-law relating to personal data,
confusion is widespread at the institutional level and among firms as far as
the distinction between personal and non-personal data. Such confusion
originates from the difficulty in implementing anonymization, which is a
probabilistic and context-dependent process, and in distinguishing it from
pseudonymization and anything halfway between these two techniques.
This issue could enable unintentional anonymity-washing.

6 Discussion and Overture

The gap between regulatory guidance and technical solutions gives space to
anonymity-washing, whether intentional or unintentional. While frameworks

12 Linkability, re-identification, and inference.
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exist to support anonymization efforts, their inconsistent application, misinter-
pretation, and continued reliance on outdated methods — repeatedly shown to
be ineffective — often create a false sense of compliance and security. Several key
issues contribute to this phenomenon.

In Sect.3 we explain the lack of clear guidance to apply regulations and
definitions. Guidelines lack a clear definition of pseudonymization and omit a
definition of anonymization. This inconsistency can be a source of confusion and
anonymity-washing. Nevertheless, establishing a coherent terminology is not a
straightforward task, as personal data can be strongly situation-dependent, and
data can be used in numerous ways.

We have also shown that guidelines are often outdated or unreliable. It
has been shown that the anonymization techniques in the WP 29 Opinion 5/2014
on anonymization are no longer reliable, and relevant questions persist, given the
contradictory nature of the document. Consequently, guidelines on anonymiza-
tion remain to be updated, and the information provided by the EDPB on
pseudonymization and anonymization of the AI models does not address this
gap.

Next, we have seen that the differing interpretations of the regulations
among authorities compromise their uniform application, leading to legal uncer-
tainty for businesses and organisations. For example, some authorities, like the
CNIL, adopt a stringent approach, while others, like the ICO and the DPC, are
more flexible.

Furthermore, in Sect.5 we show that there is a lack of awareness among
practitioners. They often do not recognize that their data can constitute per-
sonal data, leading to a failure to implement privacy by design principles [11].
Such misconceptions could be eliminated by adequate training and guidance that
would give the right tools to practitioners and engineers to be able to compe-
tently assess their datasets and apply anonymization methods.

We believe that one crucial cause of this shortcoming is the lack of under-
standing of anonymization methods. Many practitioners, particularly those
without advanced mathematical skills, struggle to understand and apply fun-
damental privacy principles. The complexity of privacy-enhancing technologies
(PETs) creates an additional barrier, making it difficult for non-specialists to
implement effective anonymization (e.g.: [12,32,52]).

Another consequence of this educational deficiency is that organizations con-
tinue to rely on outdated anonymization methods, such as k-anonymity
and l-diversity, despite their well-documented vulnerabilities [56]. This reliance
stems from a lack of awareness regarding modern privacy-preserving techniques,
as well as limited resources for evaluating and adopting alternative approaches.

However, this lag between the state-of-the-art and the most popular, but
outdated tools is neither newfound nor unparalleled. There has always been
a collaboration gap between academia and industry that limits the trans-
fer of theoretical advancements into practice. Without structured mechanisms
to facilitate knowledge-sharing, industry professionals may not only struggle to
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integrate the latest research into their anonymization strategies but also com-
pletely ignore it.

6.1 Overture

To address these issues and mitigate the risks of anonymity-washing, we would
like to raise awareness among privacy experts and encourage them to facilitate
adoption by practitioners for practitioners. With this objective in mind, we sug-
gest the following actions:

In order to clarify the complexity of anonymization as a probabilistic and
context-dependent process we believe that one of the most important action to
take is to develop a comprehensive anonymization curriculum that could
be promoted and distributed by data protection authorities either in the form
of training programs offered or thorough and up-to-date educational resources,
such as books and hands-on exercises aided with structured guidance on fun-
damental privacy principles and their real-world applications. Key components
should include: (1) A clear explanation of privacy threats and their manifes-
tations in various datasets. (2) An overview of widely accepted privacy defini-
tions (besides k-anonymity and l-diversity, adding differential privacy and cryp-
tographic methods), including their advantages and drawbacks. (3) How these
techniques can defend against said privacy threats. (4) Techniques for evaluating
privacy technologies and applying them to real-world scenarios. (5) Strategies
for auditing privacy risks and implementing mitigation measures in large-scale
datasets. (6) Best practices for integrating privacy considerations into broader
software engineering projects. (7) Case studies illustrating data re-identification
and the consequences of inadequate privacy protections. (8) Adding hands-on
learning resources, such as Jupyter notebooks and real-world datasets.

Moreover, educational resources should be tailored to diverse audiences.
Given the varying levels of expertise among practitioners, privacy education
must be designed to accommodate both technical and non-technical profes-
sionals. It is also important to emphasize the use of state-of-the-art meth-
ods. Practitioners should be trained to critically assess privacy techniques and
understand the limitations of traditional methods in modern, large datasets.
To be sufficiently critical, we should also include adequate privacy risk assess-
ments based on attacker capabilities, data sensitivity, and intended data usage.
Finally, we believe that a curriculum of this depth can not be delivered with-
out enhancing the collaboration between academia and industry. We
acknowledge that finding a common language between academia and industry is
not always straightforward. It takes time and effort: joint initiatives, workshops,
and training programs should be encouraged to bridge the gap between theo-
retical advancements and practical implementation. By realizing these recom-
mendations, organizations and policymakers can move beyond superficial com-
pliance efforts and work toward fostering a robust, meaningful approach to data
privacy that will help reduce the prevalence of anonymity-washing and ensure
that anonymization practices align with contemporary privacy risks, industrial
demands, and capacities.
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We would like to emphasize that we are not suggesting procedural safeguards
or checklists, nor do we mean to imply that clear guidance alone can resolve the
complexities of anonymisation. Instead, we propose addressing the underlying
technical limitations and misunderstandings. Technical guidelines should not be
directed at policymakers, but rather at engineers, technical personnel, or even
social scientists who need to anonymise data themselves.

6.2 Future Work

As a support of the collaboration between academia and industry, we wish to
create a repository of guidelines and educational materials using the accumulated
knowledge that we have used to write this paper. We envision constructing a
proper website aided with instructions that would help practitioners navigate
and find the appropriate guideline, document, or educational resource to their
needs.

Furthermore, we conjecture that there is one more potential source of many
of the aforementioned problems, namely, the use of popular anonymization tools.
Thus, we have already started examining these existing tools; firstly, to corrob-
orate our conjecture, and secondly, to be able to properly include them in the
aforementioned website, equipping practitioners with the necessary understand-
ing and comparison of these products.
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Abstract. In mid-2025, the EU Commission proposed an amendment to
the GDPR that extends the derogation to not maintain a record of pro-
cessing activities under Article 30(5) to small and mid-cap organisations
in addition to SMEs, with the intended goal of reducing reporting obliga-
tions and based on the Draghi report’s recommendations for improving
competitiveness. In this article, I systematically show how this exemp-
tion does not provide any practical benefits as the information involved
must still be collected to assess whether the exemption applies and to
be maintained elsewhere to fulfil other GDPR obligations. I also high-
light how Article 30 records are a key requirement for oversight and
accountability, and that their absence will negatively affect the organ-
isation’s data governance and compliance practices, thereby increasing
risks and liability. I conclude with alternatives to mere ‘simplification’
based on responding to actual needs of organisations, taking advantage
of RegTech/eGov technologies with known success stories, and to avoid
diluting the GDPR as it risks damaging the future of EU’s digital poli-
cies. While the utility of this work is focused on short-term regulatory
activities, the arguments and potential solutions proposed here are infor-
mative for future rule-making efforts in the EU.

Keywords: GDPR - Rights - data governance

1 A ‘Simplified’ Introduction

The EU Commission has established competitiveness through “simpler, lighter,
and faster regulation” as a prominent key objective in its 2024—2029 work pro-
gram through the ‘Better Regulation’ agenda [6]. One of the measures the Com-
mission promised for achieving this is a 25% reduction in the reporting require-
ments for enterprises and administrations without undermining the objectives
of the relevant legislation [15], which was later increased to 35% for Small and
Medium Enterprises (SMEs) as a key group involved in advancing competitive-
ness, with the potential of achieving €37.5 billion in business savings [9]. The
Commission also published a report on “The future of EU competitiveness” [12]
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(also referred to as the Draghi report) that recommended the “mitigation mea-
sures” currently available to SMEs should also be applied to Small Mid-Cap
enterprises (SMCs) i.e. organisations which have grown past the SME criteria.
While the exact definition of SMCs is being legislatively established, the Draghi
report puts great emphasis on “simplifying rules” as a series of recommendations
(Part B, Section 2, Chapter 5) based on its findings that “EU regulations impose
a proportionally higher burden on SMEs and SMCs than on larger enterprises”.
It specifically criticises the General Data Protection Regulation (GDPR) [20] as
an example of a legislation that has caused “regulatory difficulties” to SMEs and
SMCs in comparison to larger companies.

With the Draghi report as its justification, the Commission published a pro-
posal on 21st May 2025 to amend the GDPR [16] with three changes: two regard-
ing the extension of existing codes of conduct and certification criterias to include
SMCs, and one extending the exception of Article 30(5), which currently covers
SMEs as organisations with less than 250 employees, to also apply to SMCs
as organisations with less than 750 employees. In the accompanying “legislative
and financial digital statement” section, the objectives and expected outcomes
outlined for the proposal include ‘growth and development’, (to) ‘reduce adminis-
trative burdens’, and ‘simplified or assisted reporting’. The same section outlines
there are no “lessons learned from similar experiences in the past”, which implies
this is a new measure with unknown effectiveness from past applications despite
this being at least the third such exercise following the proposals and reviews of
the Data Protection Directive and the GDPR.

Surprisingly, the section also fails to specify any “monitoring and reporting
rules”, despite such measures already existing for the GDPR, and the neces-
sity for such measures to be identified ahead of time to assess the suitability
of the proposal. This along with the lack of any identified risks, or an accom-
panying impact assessment, which in the Commission’s own definition of the
law-making process [6], is “carried out on initiatives expected to have significant
economic, social or environmental impacts”, raises questions as to whether the
proposal has been rushed without taking these important steps or the details
are not being shared in the interest of speeding through a political agenda. For
comparison, the impact assessment on the proposal for GDPR [14] specifically
lists experiences with Directive 95/46/EC (Data Protection Directive) [19] with
identified risks regarding fragmentation, and an evaluation schedule for 4 years
with specific instruments for the monitoring and reporting of its application. At
the time of writing this article, the amendment is being discussed as part of the
broader agenda under the Polish presidency of the EU Council, and the report
dated 2nd June 2025 lists the outcomes of a survey to identify challenges and
potential measures [1]. However, the Council, along with the Commission, also
seem to favour the amendment as no criticisms or limitations associated it were
identified in the report whereas the call for reducing reporting obligations and
favouring SMEs continues to be present, albeit with specific measures which I
have referenced in my arguments for solutions.
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In this article, I therefore analyse, prima facie, the proposed amendments
to the GDPR and whether they will indeed support the SMEs and SMCs
as intended in the Commission’s outlined objectives. I focus on the increased
exceptions for SMEs and SMCs under GDPR Article 30(5) regarding Records
of Processing Activities (ROPA), and demonstrate empirically how the excep-
tion appears beneficial as written and in conjunction with Recital 13, but is
effectively redundant in practice as the effort intended to be prevented is still
required to meet other GDPR obligations, and that by removing the obligation
to maintain documentation the Commission is promoting an organisational cul-
ture of weakened accountability, lack of oversight, and deviating from established
data governance principles risk compliance with other GDPR obligations. If the
intended impact is to ease the regulatory burdens for SMEs and SMCs, then this
proposal will, to put it plainly, ‘cut corners now and court problems later’.

2 Understanding GDPR Article 30

This section provides the necessary background required to understand the impli-
cations of the proposed amendments to GDPR Article 30(5) by describing its
obligations and requirements on organisations and supervisory authorities, why
it exists within the GDPR and its history of changes in the legislative process,
and finally the current state of its adoption and implementations by organisa-
tions.

2.1 The History of Article 30 in GDPR

The Data Protection Directive [19], predecessor of the GDPR [14,20], had in
its Article 18 the obligation to notify the supervisory authority regarding its
(specific) processing activities. The contents of the notification were described in
Article 19 and contained: controller name and contact, purposes of processing,
personal data categories, categories of recipients, international data transfers,
and security measures. Article 20 obliged the supervisory authority to assess
this information to determine whether this processing was “likely to present
specific risks to the rights and freedoms of data subjects”. While these obligations
were restricted to specific criteria set out by Member States (as is the structure
of Directives), the onus of assessments was set out to be on the supervisory
authorities.

When the proposal for the GDPR was published in 2012 [14], Article 28
revised this procedure as an obligation on the controller to maintain documen-
tation rather than to notify the supervisory authority. The justification for this
change was described in Article 22 as a shift to an accountability-based regulation
where the controller would identify “policies and implement appropriate mea-
sures to ensure and be able to demonstrate that the processing of personal data
is performed in compliance”. Thus, the GDPR represented a paradigm change in
the implementation of data protection in the EU by making the controller more
responsible (and thus more accountable), and expanding the scope of processing
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activities which must be documented. This aligned with an introduction of new
obligations and rights — such as transparency via notices, data portability, and
the data protection impact assessment, which relied on the controller having an
understanding of their processing and only consulting the supervisory author-
ity in cases where such processing represented a ‘high-risk’ to the rights and
freedoms of the data subject.

Following the revision of the GDPR draft through the trialogue negotiations,
the final published version in 2016 [20] contained the obligation to maintain
“records of processing activities” in Article 30, with a removal of the earlier jus-
tification in Article 22 as being redundant. The negotiation process also removed
the requirement for possible delegated and implementing acts which could have
seen a standardised or consistent implementation of ROPA based on Article 28
regarding “further specifying the criteria and requirements for the documenta-
tion” and that “the Commission may lay down standard forms for the docu-
mentation”. While this possibility still exists as the final version of the GDPR
does not prohibit these measures, there is no onus on the Commission to create
such an implementing act, and so far they have not proposed any such measure
either.

The negotiation process also introduced a derogation (an exemption to the
requirement) regarding maintaining a ROPA for organisations with less than 250
employees as a way to ease the ‘burden of obligation’ on SMEs. This was clari-
fied in Recital 13 along with a guidance note for Member States and supervisory
authorities to address ‘specific needs’ of SMEs when implementing the GDPR.
At the time, the negotiation which introduced this change emphasised the neces-
sity to distinguish between the impact of the GDPR on SMEs as compared to
larger organisations, and the intent of this derogation was to avoid ‘punishing’
the SMEs with additional work for which they may not have sufficient expertise
or resources. The guidance to the supervisory authorities regarding specific needs
also hints towards supporting the SMEs with compliance related knowledge and
activities. As a result, supervisory authorities have initiated specific campaigns,
guidance, and consultations targeted for the SMEs which go beyond the obli-
gations of the GPDR as a way to support and guide them towards effective
implementations [8,10] and also include targeted projects [4].

Following the publication of the GDPR in 2016, and its enforcement in 2018,
the Article 30 requirements received little attention compared to other obliga-
tions such as changes in privacy notices (Article 13 and 14), consent (Article
7 and 9), and data transfers (Article 49). However, the supervisory authorities
have emphasised the importance of maintaining proper documentation as a cor-
nerstone of good data governance practices [7] and for Data Protection Officers
(DPOs) as a key resource in their tasks to advice on and ensure compliance [3].
To this end, the supervisory authorities also published templates for organisa-
tions and DPOs to use, though these were done independently by each authority
rather than in co-ordination [34]. These templates were commonly in the form
of spreadsheets and went beyond the requirements of Article 30(1) by including
additional fields such as for legal basis and specific technical, organisational, and
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legal measures. In prior work [34], we analysed such templates and found that
though Article 30(1) refers to only 18 fields at most (see Table 1), some templates
contained as many as 32 fields and that there was a large variance in the fields
recommended by different authorities.

An informed explanation for this is that the authorities see the ROPA as a
key document in understanding the activities of the organisation, and thus rec-
ommend keeping it as detailed as possible where the additional details come from
a mixture of specific information required for other legal obligations as well as
best practices and recommendations from the authority’s own experience [7,11].
In either case, the exercise showed the key role the ROPA is envisioned to play
in the compliance process, and its importance as part of good data governance
practices as it directly supports the oversight process. As a consequence, commer-
cial compliance management software also provides specific features which take
the ROPA as defined in GDPR Article 30(1), and build over it to support the
organisation and the DPOs through specific mechanisms such as task manage-
ment, request tracking for information and activities, and producing reports and
documentations [34]. The Irish authority’s guidance note [11] explicitly reports
issues in maintaining a ROPA by some of their audited organisations, and that
the ROPA is likely to be requested as part of other obligations such as “ breach
notification management, complaint handling, inquiries, and investigations”.

2.2 Information to be Documented by Controllers and Processors

Article 30 of the GDPR is titled “Records of processing activities” (ROPA)
and is placed within Chapter IV “Controller and Processor” Section 1 “General
Obligations”. It contains Article 30(1) that specifies information requirements
for controllers and Article 30(2) that specifies them for processors. It thus forms
a core obligation for controllers and processors to maintain oversight of their pro-
cessing activities by documenting them as a ‘record’ that is then updated and
maintained over time and used by stakeholders such as the legal teams, DPOs,
and supervisory authorities to understand and investigate the processing activ-
ities of the organisation. Authorities have also called it a ‘living document’ [11]
that reflects the activities of the organisation. Given that Article 30(3) requires
this information be maintained in an electronic/digital form and Article 30(4)
requires this information to be produced on request by a supervisory author-
ity, authorities have acknowledged the possibility of keeping this information in
a database or similar information system for larger organisations, and that a
‘simple spreadsheet’ could be sufficient for smaller organisations [11].

Taken together, this results in an obligation for the controller or processor
to identify the necessary information and put it in a digital document as the
ROPA that is then ready to be submitted to an authority at any given time. It
is also possible to fulfil this obligation by having this information be present in
a system where the ROPA can be exported on demand. Such use of information
management systems also opens up the possibility for the ROPA information to
be reused elsewhere and avoid duplication while also facilitating its collection and
management — these form key points in my later arguments about the realities of
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the ROPA obligation and the necessity of its information. For now, it is sufficient
to understand that the GDPR does not necessitate the ROPA to be a manually
laborious process — only that the information specified must be maintained in a
form that can be produced when needed. Here, good practice dictates identifying
overlaps and repetitions between this and other compliance-related information
and using this knowledge to reduce the burden of regulations.

To demonstrate this, I outline the specific information to be maintained by
a controller in Table 1 where each information field is assigned an ID so it can
be referenced and compared later with other information required for GDPR
compliance, and the clause represents its origin clause in GDPR Article 30. For
practicality, I distinguish between ‘static fields’, such as the name and contact
details which rarely change and can thus be specified as common information for
all activities, from ‘dynamic fields’ such as the purposes and personal data which
will are defined for each activity. Some of the dynamic fields include conditional
information dependent on whether there is an international transfer to a third
country or an international organisation where the information will only be rel-
evant when such transfers are taking place. However, it is an implied necessity
and generally good practice to acknowledge that no transfers are taking place —
which is reflected in field C13 to distinguish this case from situations where it is
unknown whether such transfers exist as the value of the field being empty or
null would be ambiguous to interpret.

The table also provides the information to be maintained by a processor,
which when compared to a controller’s ROPA, is an effective subset and can be
considered as being strictly static as all information must be produced ahead of
time to complete the data processing agreement between the controller and the
processor. This information can also be part of the communicated instructions
from the controller to the processor without which the processor is not autho-
rised to process the data (Article 4(8) and Article 28(3a)). It is possible that
the processor may have activities that are not explicitly mentioned in the agree-
ment e.g., additional or specific security measures or when the recipient country
changes due to the nature of cloud services — however the general category of
this information is unlikely to change from the controller’s perspective and due
to the obligation on the processor to follow the controller’s instructions (Article
28(3)).

From this, we understand two important implications of maintaining a ROPA
— for processors the information is largely static, while for controllers some infor-
mation is static and most of it is dynamic. The obligation to maintain and ensure
the ROPA is up to date thus resides primarily on these dynamic fields and mostly
on the role of the controller. While the duty to maintain the ROPA is the respon-
sibility of the organisation as a whole, in practice this falls under the tasks of
the DPO by virtue of their involvement in understanding and advising on pro-
cessing activities (Article 39). However, the appointment of the DPO is only
necessary in specific cases (Article 37(1)) which are based on the nature of pro-
cessing activities and being public organisations rather than the classification of
the organisation as a SME or on number of employees. This means not all organ-
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Table 1. Information to be maintained by Controllers and Processors as per the obli-
gation in GDPR Article 30 regarding Records of Processing Activities

1D ‘Clause ‘Information

Controller ROPA

Static fields — these rarely change

C1 [30-1a |Controller name
C2 [30-1a |Controller contact
C3 [30-1a |Joint Controller name
C4 30-1a |Joint Controller contact
C5 |30-1a |Controller representative name
C6 [30-1a |Controller representative contact
C7 [30-1a |DPO name
C8 [30-1a |DPO contact
Dynamic fields — these are per processing activity
C9 [30-1b |Purposes of processing
C10[30-1c |Categories of data subject
C11/30-1c |Categories of personal data
C12/30-1d |Categories of recipients
C13/30-1e |If data is transferred to a third country or international organisation
C14/30-1e |Third Country or International Organisation as Recipient
C15/30-1e |Legal Basis for transfer
C16/30-1e |Safeguards for transfer if legal basis is from Art.49-1
C17]30-1f |Time limits for erasure of data categories
C1830-1g |Technical and organisational safeguards (e.g., security)
Processor ROPA
P1 |A30-2a|Processor Identity & Contact
P2 |A30-2a Controller Identity & Contact
P3 |A30-2b|Categories of Processing
P4 |A30-2¢|Third Country or International Organisation Recipient
P5 |A30-2c Legal Basis for transfer
P6 |A30-2c|Safeguards for transfer if legal basis is from Art.49-1
P7 |A30-2d|Technical and Organisational safeguards (e.g., security)

isations will have a DPO, and thus the duty to create and maintain a ROPA
requires assigning this task to someone — typically alongside fulfilment of other
GDPR obligations such as drafting privacy notices and managing rights.
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2.3 Exemptions for SMEs

Article 30(5) of the GDPR lists exemptions, as derogations, to the obligation
to maintain a ROPA for controllers based on four criteria (identifiers added to
reference the exception later): E1 — Size of organisation is less than 250 peo-
ple, E2 — Risk to rights and freedoms of data subjects has low likelihood®!, E3
— Processing is occasional, and E4 — Processing does not include Special cate-
gories of personal data from Article 9(1) and 10. In order to be exempted, E1
must always apply and at least one of E2, E3, or E4 must apply. In the case of
E2-E4, the exemption only applies for the specific processing activity and does
not extend to all other activities i.e. if one activity is occasional and another is
not, the ROPA would still be required for the non-occasional activity. Further,
in order to assess whether the exemption applies, E1 is not dependant on the
processing activity and is unlikely to change — it is thus a ‘static’ exemption.
In comparison, E2-E4 must be assessed for each activity and are thus ‘dynamic’
exemptions. Thus, though SMEs are, per se, intended to be exempt from the
obligation to have a ROPA, they must assess and qualify each exemption indi-
vidually. To assess whether a E2-F4 dynamic exemption applies, the SME must
have specific information at hand, which I illustrate through Table 2 based on
information fields to be maintained in a ROPA.

Table 2. Mapping involvement of information fields in a ROPA (from Tablel) for
assessing exemptions to maintain a ROPA under GDPR Article 30(5)

=
2

ID |Information E3E4

C9 |Purposes of processing
C10|Categories of data subject Y*
C11|Categories of personal data

C12/Categories of recipients

C13|Transfer to third country or international organisation
C14/Transfer Recipient

C15|Legal Basis for transfer

C16/|Article 49(1) safeguards for transfer

C17 Time limits for data erasure Y*

KKK KKK K KKK

C18|Technical and organisational measures

In the table, the exemption E3 relies on the definition of processing (Article
4(2)) which includes both storage and erasure, E4 relies on assessing whether

! The wording of Article 30(5) is “unless the processing it carries out is likely to result
in a risk” which I have interpreted as meaning the derogation applies when such
risk is ‘unlikely’ i.e. has a sufficiently low likelihood, which is distinct from ‘does not
exist” which would have required the phrasing to be “will not result in a risk”.
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the category of personal data falls under Article 9(1) or Article 10 special cate-
gories and which potentially also requires knowledge about the category of data
subjects as a potential source for this information e.g., as patients in hospital
or as users of a health tracking app. In comparison E2 requires an assessment
of whether the processing will create a risk to the rights and freedoms of data
subjects. While the wording of Article 30(5) phrases this as “likely to result in a
risk”, I have rephrased it as “risk with low likelihood” to align with the termi-
nology and outcome values used in typical risk/impact assessments. To ascertain
whether such a risk exists, what its potential impact will be, and whether this
has a low likelihood requires, apriori, specific information about the process-
ing activity. Taking Article 35(1) and 35(3) regarding Data Protection Impact
Assessments (DPIA) as guidelines for what information should be included, and
mapping this to the information in Article 30(1), there is a large overlap between
the two (also see Table4).

To illustrate the validity of this finding, consider the following examples. If
the purpose of processing is to determine access to a service or to make a decision,
the outcome could qualify as a significant effect, thus making the knowledge of
the purpose of processing a pre-requisite for the assessment of risk to rights and
freedoms. Similarly, the category of data subjects could include vulnerabilities
and power dynamics, the category of personal data could involve sensitive and
special categories, the existence of recipients and international transfers requires
assessments of safeguards due to change in responsibility between entities, and
the existence (or lack of) technical and organisational measures can have a direct
contributing effect on raising risks as well as not mitigating their impacts. These
examples directly follow the reasoning in the guidelines for determining whether
processing is likely to result in a high risk through a DPIA, which have been
endorsed by the European Data Protection Board (EDPB) [2], and thus have a
binding effect regarding the GDPR. As the assessment of ‘risks’ includes those
that are ‘high-risk’, the requirements from the guidelines and the application of
a DPIA necessity procedure in determination of impacts to rights and freedoms
stands the test of interpreting one GDPR obligation’s requirements from another.
Further, case law also has an effect on reducing the scope of derogations, for
example, CJEU Case 184 /20 expanded the criteria for Article 9 special categories
to also include the ‘possibility’ to infer it from non-special categories, which
requires eliminating such possibilities before the exemption in Article 30(5) can
be used.

As this shows, the information required to assess the exemption in Article
30(5) is in effect closely, if not completely, overlapping with the information
requirements from Article 30(1) and at least with Article 35(1), whereas the
intent was to avoid having to maintain this information in the first place! In
later sections, I reiterate this in the inverse i.e. where having a ROPA facilitates
DPIAs and other obligations based on the information overlap between their
obligations. However, it is important to note that even if the obligation to assess
whether a DPIA is required as per Article 35(1) requires the same information
as a ROPA, the DPIA necessity assessment is carried out before the processing
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activity takes place, whereas a ROPA is only an obligation for activities that
are actively being carried out. This means the information will have existed
before Article 30(1) or Article 30(5) would be triggered. This is surprising as the
exemption to Article 30(1) was added to reduce the ‘burden’ of obligation, but it
seems as if it is instead increasing it by requiring the information that it is trying
to avoid to be documented to still be collected and used, but by not having it
put in a common ‘record’ it must either be collected from other documentation
or be re-identified — both of which are more burdensome than having it ready in
the first place.

This theme of information overlap between the assessment of exemptions and
the ROPA itself, as well as the existence of some, if not all, information involved
before the ROPA is required to be maintained are the key issues that I highlight
in my later discussions surrounding the efficacy of such exemptions and the dif-
ference between their intended and actual effects. I also revisit the information
assessment to underline the importance of ROPA in ensuring the principle of
accountability. These conflicting patterns between information required in some
obligations, but which are then subject to derogations in others, raises the ques-
tion that if this information is already known before and during determining
the application of an exemption, for what good reason should an organisation
not maintain it, especially when that information has uses beyond the exempted
documentation? At the same time, by knowing that this information is missing
or is incomplete through a ROPA provides a convenient signal for managing
compliance as it can lead to potential liability through inadequacy or failure of
other obligations.

3 ROPA as the Foundation of Accountability Principle

In the previous section, I discussed how the information involved in maintaining a
ROPA is also relevant to other obligations, with an example of Article 35 DPIAs.
In this section, I expand upon that discussion by first showing how the informa-
tion in a ROPA is directly linked to the implementation of the accountability
principle in GDPR Article 5(2), and then for other obligations in the GDPR
regarding rights, security and data breach management, risk and impact assess-
ments, and management of controller-processor relationships. Through these, 1
show that the information present in a ROPA not only forms a core part of over-
sight and accountability exercises, but that the only tangible effect of the Article
30(5) exemption is a specific ROPA document not being created even though
the information in that document still exists as it is collected and maintained in
other forms. Based on this, I argue that the lack of a ROPA is harmful to the
organisations data and legal governance practices.

The ROPA acts as a key artefact for implementing and assessing the account-
ability principle that is mentioned but not further elaborated upon in GDPR
Article 5(2), but is acknowledged as such in authoritative guidelines [1,3,7,11]
and in research [25,34], where even if it is difficult to maintain it is still recom-
mended as a key practice [11,25]. As Article 5(2) only requires that the con-
troller “demonstrate compliance” with the other principles specified in Article
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5(1), the information required to assess compliance for these Article 5(1) prin-
ciples forms the pre-requisite for compliance with the accountability principle
in Article 5(2). In turn, the principles outlined in Article 5(1) are connected to
specific obligations and provisions in other articles of the GDPR, such as the
principle of lawfulness to Article 6(1) in general and to Article 49(1) regarding
international data transfers. This is supported by the statement from Article 29
Working Party Opinion 3/2010 on the principle of accountability [1] which states
“procedures to ensure proper identification of all data processing operations and
maintenance of an inventory of data processing operations” (pt.41), and by the
EDPB endorsed Guidelines on DPOs [3] which states “In any event, the record
required to be kept under Article 30 should also be seen as a tool allowing the
controller and the supervisory authority, upon request, to have an overview of all
the personal data processing activities an organisation is carrying out. It is thus
a prerequisite for compliance, and as such, an effective accountability measure.”

Table 3. Mapping involvement of information fields in a ROPA (from Table1) for
GDPR Article 5(2) for accountability principle and GDPR Articles 12-22 for rights

ID |Information A5 Al3 Al4d Al15 |A16/A17 |A18 |A19A20A21 A22
C1-8|Controller Identity |5-1a, 5-2 |13-1a, 13-1b|14-1a, 14-1b

C9 |Purposes 5-1a, 5-1b|13-1c 14-1c 15-1a(16 |17-1a 21-1-3, 21-6/22-1
C10 |Data Subjects 5-la 22-1
C11 |Personal Data 5-1a, 5-1c¢|13 14-1d 15-1b 17-1a 20-1

C12 Recipients 5-la 13-1e 14-1e 15-1c 18 19

C13 Data Transfer 5-1f 13-1f 14-1f 15-2

C14 |Transfer Recipient |5-1f 13-1f 14-1f 15-2 19

C15 |Transfer Legal Basis |5-1f 13-1f 14-1f 15-2

C16 |Transfer Safeguard |5-1f 13-1f 14-1f 15-2

C17 |[Erasure limits 5-la, 5-le(13-2a 14-2a 15-1d! 17-1e(18-1b

C18 |Tech/Org safeguards|5-1d, 5-1f 22-3

Table3 shows a mapping from the information in a ROPA (from Article
30(1)) to Article 5 as well as Articles 13-22 regarding rights. It shows how
compliance with Article 5(1) involves virtually all the information fields in a
ROPA. For the principle of lawfulness in 5(1a), the determination of a valid
legal basis requires consideration of the purpose, personal data, and data subjects
involved as these have implications regarding the use of specific legal bases in
Articles 6(1) and 9(2) such as contract (e.g., for service), legitimate interests
(e.g., the balancing test), and consent (e.g., for special categories). Similarly, the
principle of transparency is aligned with the requirements for privacy notices
outlined as rights in Article 13 and 14, and where this information must be
made available proactively to the data subject as compared to the right of access
outlined in Article 15.

This information overlap also exists between ROPA and other rights for
rectification (Article 16), erasure (Article 17), restriction of processing (Article
18 and 19), data portability (Article 20), and objection (Article 21). For the
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right to not be subjected to automated decision making (Article 22), the right
does not directly relate to any particular ROPA field, however, an assessment
of whether this right applies requires information on whether the processing
“produces legal effects ... or similarly significantly affects” for the data subject,
which in turn requires an assessment of at least the purposes and data subjects
involved. Additionally, the implementation of derogations described in Article
22(4) requires information regarding the technical and organisational measures
used to safeguard the rights and freedoms of the data subjects.

GDPR requires controllers to implement these rights via specific procedures
for communicating about their existence to the data subject (Article 12(1)), and
for facilitating their exercise (Article 12(2)), where these procedures and the
accompanying information must be prepared ahead of time rather than upon
request. For example, Article 13 and 14 are commonly implemented as privacy
notices posted on a website, and for the implementation of Articles 15-21, the
existence of an information management system that keeps track of exercised
requests and can accurately find associated data is a key requirement. In order
to implement these rights, therefore, the associated information is required before
they can be actively deployed, and as Table 3 shows, this information has a high
overlap with ROPA fields from Article 30(1). Thus, the ROPA also forms an
essential foundational document for preparing the exercise of rights, and can act
as the input and as a ‘litmus test’ for their implementations.

Table 4. Mapping involvement of information fields in a ROPA (from Table1) for
GDPR Articles 25-35 regarding controller obligations

ID |Information A25 A26 |A32 |A33 A34 A35
C1-8|Controller Identity A26-1 A33-1b A34-2 A35-1, A35-Ta, A35-Th
C9 |Purposes A25-1, A25-2/A26-1 A32-1 A35-1, A35-Ta
C10 Data Subjects A25-1 A26-1]A32-1/A33-1a A34-2 A35-1, A35-Ta
C11 [Personal Data A25-1, A25-2/A26-1A32-1A33-1a A34-2 A35-1

C12 [Recipients A26-1A32-1 A35-1

C13 |Data Transfer A32-1 A35-1

C14 |Transfer Recipient A32-1 A35-1

C15 |Transfer Legal Basis A32-1 A35-1

C16 |Transfer Safeguard A32-1 A35-1

C17 |Erasure limits A25-2 A26-1

C18 |Tech/Org safeguards/A25-1, A25-2/A26-1 A33-1d, A33-5/A34-2, A34-3a/A35-7d

The information maintained in a ROPA is also a foundation for other key
obligations associated with the role of the controller. Table4 shows how the
ROPA has a large overlap with obligations regarding data protection by design
and by default (Article 25), security (Article 32), data breach management (Arti-
cles 33 and 34), and conducting a DPTA (Article 35). In the case of a DPIA,
the ROPA information is required in both stages where first the necessity to
conduct a DPIA is assessed (Article 35(1)) and then a DPIA is conducted to
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identify risks and impacts. And in the case of joint-controllers as outlined in
Article 26, the information in a ROPA has an overlap in the determination of
the allocation of responsibilities as it requires that all parties first understand
the context and nature of processing.

4 Debating the Utility of Proposed Article 30(5) Dilution

These findings that show the ROPA information is involved in most other obliga-
tions should not come as a surprise as the ROPA is effectively a core summary of
the processing activities undertaken under the responsibilities of the controller.
This aspect has been acknowledged and further emphasised in the guidances
issued by supervisory authorities, and is also further elaborated upon in the
context of the ROPA being an essential companion to the tasks of the DPO.
From this, it is an inescapable conclusion that the ROPA, and its obligation in
Article 30, is a key mechanism in the intent of the GDPR to foster accountabil-
ity as a foundational principle, and that the oversight of processing activities
through their documentation is a key first step in this process.

Though the GDPR already contains an exemption for SMEs, the realities
of the ROPA dictate that this information is already required to be identified,
and that the only ‘relief’ given to SMEs is from maintaining it. However, by not
maintaining it, the organisations are also now not prepared to implement the
other obligations where the same information applies, and thus risk additional
work later as the information is not readily documented, and so the resulting
lack of oversight could lead to liabilities and courting problems later. I term this
the Catch-30 problem where the exemption intended to reduce the workload of
SMEs in theory instead risks resulting increasing work in this manner. Since it
is not possible to determine whether a derogation applies without analysing its
requirements, and since it is also not advisable to have information involved in
other obligations to not be maintained due to derogations in Article 30(5), I
highlight the futility of the exemption as thus only being useful in marginally
small amounts by comparison. By proposing the GDPR Article 30(5) derogation
be extended to even more organisations, the benefits remain small, but the risk
of organisations not being prepared grows larger without any real benefit.

The fallout from this will also extend beyond the organisations themselves
as supervisory authorities rely on the organisations to provide them information
on their processing activities. Currently, they rely on ROPA as the first step in
understanding the activities of the organisation, and a badly maintained ROPA
is an immediate symptom of bad governance practices within the organisation
or an intentional misdirection from the organisation, either of which raise alarms
regarding their GDPR compliance [29]. By removing the requirement for ROPA
from more organisations, the investigating process is likely to take more time as
authorities have to request information and organisations have to expend time
and effort to prepare it, and there is likely to be a back-and-forth exchange of
information in this process which further expends time and resources. Addition-
ally, the existing decisions and case law regarding GDPR also underscore how
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the Article 30 obligations are inherently tied to compliance issues with other
Articles [5].

To date, there is only one instance (as far as I could find) where a fine
was issued solely for a violation involving a ROPA?2, and where other decisions
referencing the Article 30 provisions are accompanied by violations of other
articles — which as I have highlighted earlier share information with the ROPA
requirements. Article 30(1) and 30(2) issues and violations are thus not the
cause, but are symptoms of other underlying and manifested problems, and that
by identifying information as being missing, incorrect, or incomplete, the ROPA
is a key indicator that it is highly likely there is also something wrong with the
other obligations.

Still somewhat surprisingly, GDPR authorities have seemingly assented to
the Commissions’s proposed ‘simplification’ measure, at least in the form of
“preliminary support” through their collective response under the EDPB and
as a joint letter with the European Data Protection Supervisor (EDPS) [13,17].
In this, the EDPS notes that the proposal does not affect the core principles
of the GDPR, whereas the findings of this article show that the simplifica-
tion does affect the accountability principle by significantly reducing the abil-
ity of the organisation to understand its own processing activities due to the
absence of a well-maintained record. In its statement, the EDPB Chair acknowl-
edges the importance of ROPA, that the existing derogation “did not always
achieve its goal”, and that the proposed simplification provides flexibility to
SMEs and SMCs. However, they have also highlighted the gaps in assessment
of this proposal’s intended impacts by asking the Commission “to better eval-
uate the impact on the organisation subject to this change, to assess whether
the draft proposal ensure a proportionate and fair balance between the protec-
tion of personal data and the interests of organisations”. I make particular note
of this phrasing in their argument: “that this would not affect the obligation
of controllers and processors to comply with other GDPR obligations”, as my
argument in this article is that this does affect other compliance activities based
on the analysis and evidence of information and effort involved in maintaining
a ROPA being not an isolated obligation, but a common foundation for other
obligations in the GDPR. Instead, by opting not to maintain a ROPA, the organ-
isation will also be opting to disregard good data governance practices, and will
likely create risks and liabilities in implementation of other obligations. Thus,
both the EDPS and the EDPB should also revise their positions on the validity
of the proposal.

To conclude, the Commission’s current proposal should be revised due to its
lack of practical usefulness and the high probability that it encourages practices
that risk liability and compliance for the organisations it intends to support and
promote. It is in effect a limited dilution of the GDPR, as it reduces the obli-
gations for a specific group of organisations. The justification for this is absent
from the proposal, there has been no impact assessment conducted regarding

2 Case EXP20220092 by the AEPD (Spain) regarding non-provision of ROPA under
Article 30(4).
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validity of measures, and further — and most importantly — I question whether
it will actually lead to the intended outcomes.

5 Potential Alternatives

In the previous sections, my emphasis was on highlighting that the current pro-
posal to increase the dilution of ROPA maintaining obligations to include both
SMEs and SMCs will not have the intended effect. However, it is important to
acknowledge the context of the Commission’s proposal as being grounded in the
findings of the Draghi report with the objective to ensure the competitiveness
of the EU economy by supporting the SMEs and SMCs as key stakeholders. 1
therefore explore potential avenues where such support can be materialised and
the intended effects can be achieved without damaging the legacy of the GDPR
or risk its further domino effect into dilution of other regulations.

5.1 Distinguish Personal Data Processing as a Business Model

The GDPR applies indiscriminately to all organisations that process personal
data. However, some of these organisations operate within existing highly reg-
ulated environments (e.g., pharmacies) where the requirements of the GDPR
are miniscule in comparison to the sectorial requirements and documentation
involved. Here, the personal data involved is not as an end to itself, but a part of
their operations and service provision. It is only when this personal data is used
beyond these core activities in a direct way, such as for profiling and advertising,
that it becomes an issue and requires more scrutiny.

The Commission’s proposal to expand the scope of codes of conducts and
certifications to SMCs should also take into account these sectorial ‘patterns of
commonalities” and develop effective frameworks through which SMEs and SMCs
can be assured of their GDPR compliance practices. In this manner, the focus
will always be on the irregularities and the activities that fall outside the ‘known’
spheres of compliance, and thus promote regulatory learnings and requirements
for further regulations like the AT Act [27]. Taking such a measure will provide
support and assurance to the many SMEs and SMCs who are subjected to the
GDPR because they involve personal data in the course of activities such as HR
or typical customer and marketing activities, for which common resources can be
collectively developed and provided at the EU rather than Member State levels
both as a way to pool resources and to avoid fragmentation.

5.2 Ensuring Compliance Solutions Are Compliant

The GDPR led to the practice of organisations utilising external platforms
and services to manage their compliance (referred to as Compliance Manage-
ment Platforms or CMPs), where such CMPs promise fully compliant solutions
that the SMEs and SMCs perceive as being a quick way to meet their obli-
gations. However, such organisations often do not act in the best interests of
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their clients and act like liabilities in disguise. For example, ‘common market
practices’ adopted based on compliance claims have been shown to be severely
problematic regarding consent management and other functionalities [28,35]. By
not addressing these issues of real-world power dynamics, and instead focusing on
simplification, organisations will continue to pretend they are compliant under
a mistaken or a wilfully ignorant perspective. To remedy this, the Commission’s
proposals to revitalise the use of codes of conduct as per GDPR Article 40 and
certifications as per Article 42 should also focus on the tools and vendors used by
SMEs and SMCs to achieve compliance and to avoid misleading and bad compli-
ance practices. In essence, SMEs and SMCs should be able to ‘trust’ compliance
solutions and their providers.

5.3 Harmonise Compliance Measures

The Draghi report also makes a case for the competitiveness of the EU being
reliant on the advent of Al technologies, and for which SMEs and SMCs require
regulatory support rather then obstructions. This is not a call for deregula-
tion as the goal of regulations should be to balance the economic needs with
the social well-being founded through rights and freedoms. Instead, the current
process of drafting individual regulations with unique compliance mechanisms,
which then requires SMEs and SMCs to discover how and where they might
be subject to each specific regulation and how to comply with them in differ-
ent and overlapping forms. This is a key cause of concern as SMEs and SMCs
do not have adequate resources that larger organisations do, but also because
lawmaking and standards processes rarely focus on SMEs and SMCs beyond
derogations like the GDPR does. In addition, established larger organisations
have a stronger economic position to risk compliance violations whereas SMEs
and SMCs may prefer to be cautious rather than risk getting fined due to their
economic constraints.

Take the example of a newly formed SME/SMC that focuses on Al technolo-
gies using personal data — it must not only take in to account the GDPR, but
also now the AI Act, and where these are not designed to be ‘complied with’
together despite being ‘authored’ by the same governance system. Though the
AT Act references GDPR as being applicable regarding processing of personal
data, it does not go beyond this ‘simple’ acknowledgement. This means organisa-
tions and authorities face a common burden of figuring out how to comply with
the Al Act and how to reuse GDPR compliance to avoid duplication of efforts.
The drafting of the laws does not facilitate this process, and the fragmentation
of rules across EU/EEA Member States further complicates it. Our prior work
[33] shows how DPIA requirements are so fragmented across Member States that
there is no clarity or certainty on its complementary status with the FRIA in
AT Act Article 27(4), and that the GDPR’s roles of controller and processor are
not accounted for in the AI Act despite there being a significant scope of Al
systems processing personal data somewhere along their lifecycle and high-risk
AT systems dominantly involving such processing.



Questionable Efficacy of Diluting GDPR Article 30(5) 143

It is highly expected that organisations that already address the GDPR are
also interested in using Al technologies and will thus have to consider the AT Act.
If instead, the AI Act was written in a way that would offer such organisations
a natural progression from their existing processes and obligations to include
AT, it would have been more useful than the current duplication of individ-
ual and national efforts on this topic. In particular, GDPR authorities must now
expend considerable time and resources to understand and provide guidance and
resources based on combining the GDPR, with the AT Act. This interpretation is
supported by the current Council agenda under the Polish presidency as concern-
ing multiple reporting obligations across different regulations, fragmentation in
implementations and enforcements across Member States, and suggested making
interoperability a part of the impact assessment in the lawmaking process [9)].

Another example of streamlining — the ISO JTC1/SC27 group recently initi-
ated a project to revise the existing ISO/IEC TS 27560:2023 standard for consent
records and receipts [23] to cover all legal bases [24] as the information involved
in processing based on consent and other legal bases under the GDPR has a large
effective overlap based on GDPR, Article 30 (a point also emphasised earlier in
this article). Our previous work also shows how this approach allows integrated
solutions for GDPR and Data Governance Act [32]. This means organisations
should prioritise identifying the core information regardless of the legal basis
or regulation used, and that the further specific legal or sectorial requirements
should then be implemented additionally. This provides a single consistent set
of information for organisations to manage, and is much easier and convenient
than having to maintain several different records for different legal basis. This
is directly based on the findings of the GDPR’s Article 30 implementations in
Member States and the recommendations of the supervisory authorities through
their guidelines and templates [34]. We have also included an appendix in the
27560 draft that provides guidance on how Al technologies can be recorded in a
manner that then aligns with and simplifies process such as impact assessments
and determination of roles based on the utility of Article 30 for GDPR.

If the AT Act had been published in such a manner where it specifically and
directly updated the requirements of the GDPR where Al systems utilise per-
sonal data, SMEs and SMCs would have received a consistent and harmonised
set of requirements to maintain records in the same document and format with
some information coming from the GDPR and some from the AI Act. At the
same time, the GDPR would have benefitted from the Al Act’s comprehensive
coverage of ‘automated’ systems, particularly in context of Article 22 and the
right to object to decision-making, while also paving the way to regulate develop-
ment of recent rapid developments such as generative Al models and Al agents,
which also heavily involve personal data, by reusing the established Article 6
legal bases and the transparency, access, and objection rights outlined in Articles
12-23. Such harmonisations are necessary to reduce the ‘friction’ between reg-
ulations as GDPR/’s purpose limitations is intended to limit processing whereas
the AT Act’s also wants to stimulate AT development [9)].
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5.4 Utilise RegTech and eGov Technologies

The Data Protection Directive required the supervisory authorities to have a
system in place that would have accepted notifications from controllers contain-
ing information which corresponded to the ROPA in GDPR. This system was
removed due to a perceived burden on the authorities to implement and main-
tain this system, and to instead have organisations take on more responsibilities
and involve authorities only when concerned. I propose that this notification
system be re-introduced, especially for SMEs and SMCs. A common ‘compli-
ance platform’ is an excellent way to support maintaining documentation where
the system utilises advances in information management to avoid manual labo-
rious processes for both the organisation and the authority. Its feasibility, espe-
cially within economic constraints, can be studied from success stories like the
Jamaican Data Protection Act in 2020 [21,30] which required the assigned Com-
missioner to develop such a notification system for organisations to register their
activities. Since organisations under the GDPR are effectively required to pub-
licly publish information due to Articles 13 and 14, this is not an additional
burden as the same system can also assist in the creation of privacy notices
for these articles. Notably, the Jamaican implementation utilises common ‘pat-
terns’ or ‘use-cases’, such as HR, marketing, and account creation, identified
through a detailed consultation process. These allow the organisation to express
its intended activity with a guided and controlled vocabulary that is backed by
a machine-readable interoperable format (see below) to produce documentation
on both ends, thus benefiting the organisation and providing authorities with
audit-ready information without duplication of efforts.

Without such a ‘technologically effective’ solution, sustaining and succeeding
is difficult for the increasing amount of regulations and organisational processes,
especially for future visions such as Data Spaces. For this, I point to our efforts
in producing the Data Privacy Vocabulary (DPV) [31] which provides such a
resource in a way that takes into account the legislative and organisational ‘sep-
arations’ while still providing a consolidated and harmonised mechanism for
information representation and exchange. We engaged with the stakeholders of
the Jamaican Data Protection Act in this context, where the DPV’s taxonomies
were key to the implementation of the system, and where I believe the EU with
its vastly greater capacity for innovation and resource allocation can implement
this in an even more efficient manner. Such approaches are already used in the
eProcurement system® for EU public procurement, and are thus not out of place
in the EU’s legal toolkit. The recent call for tenders to support the AI Office
also explicitly involves producing software to aid the enforcement of the AI Act?.
And the EU Council also agrees with this approach by noting measures such as
a centralised glossary, harmonised and pre-filled templates, and targeted open
source ‘kits’ and ‘forms’ for SMEs [9].

3 https://docs.ted.europa.eu/epo-home/.
* AT Act: Technical Assistance for AI Safety https://ted.curopa.cu/en/notice/-/
detail /272332-2025.
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Bringing this to GDPR would allow benefits not just to the organisation, but
also to the enforcer. The submission of a ROPA to the authority via an eGov
or electronic information management system also allows the authority to iden-
tify areas of concern and produce targeted guidance in response to the specific
needs of SMEs and SMCs, and to proactively carry out impact assessments at
scale across sectors or for specific organisations based on a common methodol-
ogy. For SMEs and SMCs, this would be a boon as most of their current GDPR
implementations would thus be offloaded to automated software that is backed
by the authority, thereby reducing the effective reporting requirements and also
providing them with legal clarity and support as needed. The effort required to
produce such a system is not disproportionate to the benefits it will provide,
and can be offset by developing a common system across EU (which inciden-
tally will also help the one-stop-shop system), with registration fees as done in
Jamaica and in the UK, and through the fines collected under the GDPR. It
will also help streamline the rights exercise requests, assist in breach reporting,
and allow authorities to provide targeted support to struggling organisations at
scale. Sitra, which is an innovation fund based in Finland, recently published
an op-ed supporting such use of RegTech and emphasising its necessity in the
evolving technological landscape [26].

However, while these approaches promise efficiency and speed, they must
be explored with a critical perspective so to avoid mere compliance theatre as
the Commission and the authorities would still be relying on organisations to
be responsible, especially where high-risk applications do not incorporate the
underlying principles and intended effects [36]. These approaches also require
substantial effort in context of the limited budgets that the authorities have had
to work with since the onset of GDPR enforcement. Recent analysis into the
budgets and decision-making ability of GDPR authorities, however, shows that
budgetary conditions have improved [22]. The potential of this approach also
aligns well the Commission’s Horizon research programme, particularly under
Cluster 4 for use of data and AT technologies for compliance. This gives another
possibility for the feasibility of proposed approaches through fiscal co-ordination,
e.g., between the research programs and between authorities.

6 Concluding Remarks

The European Digital Rights group, comprised of NGOs, civil society organ-
isations, and experts recently published an open letter titled “Reopening the
GDPR is a threat to rights, accountability, and the future of EU digital policy”
[18]. As a signatory to this letter, I agree that the current proposal represents
an ‘opening’ of diluting amendments to the GDPR, despite the Commission
arguing otherwise, as it effectively demonstrates that: 1) the GDPR is open
to be changed; 2) the way to do this is through economic coercion focused on
the plight of the SMEs and SMCs; and that 3) this is how to weaken future
regulations. The GDPR represented a long, lengthy, and perilous process which
was subject to intense lobbying and derailment campaigns, but which ultimately
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prevailed, even if in a comparatively diluted form. Any change to this therefore
should be accompanied with a robust and thorough impact assessment, which is
entirely lacking in the current proposal. Instead, this work shows its question-
able efficacy and that the exemption seems alluring on paper but has no merit.
If accepted, the proposal will not reduce any of the actual work or information
involved, and thus provide no sustainable benefit to the SMEs and SMCs as it
only removes the requirement to maintain information in a specific document
but still requires that information be maintained elsewhere. Based on this, the
Commission should therefore revise the current proposal and for good measure
also carry out an assessment that shows the empirical validity of this and future
proposed measures. In this, it should also strive to identify other avenues to meet
its intended objectives that will assist in harmonising rather than undermining
the role and usefulness of GDPR compliance measures for other regulations such
as the AT Act.

During the period when this article was being finalised, the Danish pres-
idency also took over the presidency of the EU Council, and has authored a
non-public ‘non-paper’ which includes the this and other GDPR ‘simplification’
measures, and which is confirmed by the agenda for associated events®. While it
is difficult to predict the future of these measures, it is clear that there is signifi-
cant political manoeuvring around simplification at both national and EU levels
with planned meetings and proposals being expected for the rest of this year. As
such, the utility of the analysis and arguments presented in this paper may seem
limited in scope as they may not hold for future measures. However, the app-
roach taken in this paper to analyse the practical efficacy of measures based on
information involved and the arguments presented in favour of considering other
promising and broader solutions would still be valuable. In particular, future
regulatory activities such as the Data Union Strategy® will benefit from the
arguments regarding the harmonisation of compliance measures, utilising com-
mon machine-readable information formats, and learning from success stories
around the world.
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5 https://digital-strategy.ec.europa.eu/en/policies/strategy-data.
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Abstract. Practitioners building online services and tools often turn to
online forums such as Reddit, Law Stack Exchange, and Stack Overflow
for legal guidance to ensure compliance with the GDPR. The legal infor-
mation presented in these forums directly impacts present-day indus-
try practitioner’s decisions. Online forums can serve as gateways that,
depending on the accuracy and quality of the answers provided, may
either support or undermine the protection of privacy and data pro-
tection fundamental rights. However, there is a need for deeper inves-
tigation into practitioners’ decision-making processes and their under-
standing of legal compliance when seeking for legal information online.
Using GDPR’s “legitimate interests” legal ground for processing personal
data as a case study, we investigate how practitioners use online forums
to identify common areas of confusion in applying legitimate interests
in practice, and evaluate how legally sound online forum responses are.
Our analysis found that applying the legal basis of legitimate interest
is complex for practitioners, with important implications for how the
GDPR is implemented in practice. The legal analysis showed that crowd-
sourced legal information tends to be legally sound, though sometimes
incomplete. We outline recommendations to improve the quality of online
forums by ensuring that responses are more legally sound and compre-
hensive, enabling practitioners to apply legitimate interests effectively in
practice and uphold the GDPR.

Keywords: GDPR - Legitimate Interest + Online Forums - Legal
Information - Compliance

1 Introduction

The General Data Protection Regulation (GDPR) came into effect in May 2018
to protect EU users’ personal data [31]. However, it also brought challenges for
organizations who must translate abstract legal principles into specific technical
requirements to assure compliance [20,42,48,51,79].
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How then, do practitioners (anyone involved in applying the GDPR for
their respective organization, including developers, designers, business owners,
and others), particularly those without in-house legal support, navigate GDPR
obligations? While some official compliance guidance by regulatory authorities
exists, some practitioners, also referred to as posters in this paper!, may turn
to online forums to seek legal information. We use the term “legal information”?
to signify the legal case-related recommendations in a given post. Online forums
can provide scenario-specific, cost-free, and quick access to answers, and their
use by industry practitioners has been documented in other contexts [43,84,92].
Online forums can serve as gateways that, depending on the accuracy and qual-
ity of the answers provided, may either support or undermine the protection of
privacy and data rights through adherence to data protection regulations.

In this paper, we investigate online forums in the context of GDPR compli-
ance. We look at how practitioners seek legal information using the following
online forums — Reddit, Law Stack Exchange, and Stack Overflow — to be com-
pliant with the GDPR.

We explore online forums for the following reasons. First, developers tend to
primarily use online forums to support their privacy-related decisions [69,85].
Developers often struggle to meet legal requirements as they often lack privacy
and legal expertise [48,49|. Second, other tools to support their decision-making
processes, such as official and reliable guidance for developers, are largely lack-
ing [23,36]. These guides are not contextually-sensitive for developer’s projects,
thus they are left with industry-based sources [86] which, while might be practi-
cal, are typically unofficial, potentially biased, and not subject to rigorous legal or
regulatory review. Consequently, the legal information presented in these forums
directly impacts present-day industry practitioner’s decisions, given the preva-
lence of forums to aid developers [85]. With the development of Large-Language
Models (LLMs), a novel source to access online legal information has been intro-
duced into the software development process. This shift is reflected in trends,
such as Stack Overflow reporting a decline in user activity, which they attributed
to the rise of Al systems [25]. Third, more practitioners and users have started
using LLMs and other AT assistants for legal information seeking and use [7,25]
which are trained on online forum data [47]. Incorrect information present in
these forums will thus have even bigger consequences with the usage of these
new technologies [15]. Therefore, it is important that online forums provide cor-
rect legal information for current and potential future uses of legal information.

! Here, posters refer to the practitioners who are posting questions in online forums.
We also use the term practitioners when referring to the same users posting questions
too.

2 There is a difference between “legal information” and “legal advice.” When posters
refer to their concrete cases on Stack Overflow, they are provided with legal informa-
tion tuned to their context. Legal advice is instead given by a legal professional and
establishes an attorney-client relationship, which is not the case in online forums.
In this paper, we use the term “information” to signify the legal case-related recom-
mendations about a given post.



Turning to Online Forums for Legal Information 155

The GDPR offers an extensive data protection regime that yields thousands
of posts and responses when searched for in online forums. To make data analysis
more feasible, we decided to focus our investigation specifically on the questions
and responses that practitioners posed relating to “legitimate interests,” one
of the GDPR’s six legal grounds for collecting data. We focused on legitimate
interest because of its vague nature, yet is highly important due to its flexibility
and breadth, covering legal bases for data collection not currently mentioned by
the GDPR [41].

Legitimate interest is defined in Art. 6(1)(f) of the GDPR as the processing
that is necessary for the legitimate interests pursued by data controllers [77]
or third parties [31,34]. While consent is generally well-established and recog-
nized due to the proliferation of cookie banners, legitimate interest is not [55].
In this paper, we analyze online forum discussions relating to legitimate inter-
ests to understand what confusions practitioners may have in applying it, and
assumptions practitioners have about this legal basis.

The vague nature of legitimate interests has led to documented examples of
its misuse and non-compliance [41,55]. We hypothesize that one potential reason
for legitimate interest misuse lies in the difficulty of understanding it.

Contributions. Our paper presents two main contributions. First, through a
qualitative analysis of the questions in the online forums, we identified the main
challenges practitioners may face when applying the legitimate interest legal
basis “in the wild” by studying online forum posts. Second, our analysis of forum
answers offering legal information indicates that while information may seem
legally sound, there are precautions practitioners must take before relying on
these forums. In our paper, we offer recommendations for how online legal forum
posts could be formulated to ensure legally sound answers, therefore helping to
better protect users’ fundamental rights to privacy and data protection.

2 Background
2.1 Empirical Studies on the Legitimate Interest Legal Basis

Court cases have shown that many uses of legitimate interests are illegal when
used for targeted advertising purposes [22], supplemented by empirical studies
that have investigated the use of this legal basis. Matte et al. [60] found that
hundreds of advertisers relied on legitimate interests for purposes that should
instead rely on consent [60]. Kyi et al. found that in the context of cookie banners,
the use of legitimate interests are not transparent to users: very few websites
mentioned that they relied on legitimate interests, and of those which did, not
all allowed users to object thereto. Their user study revealed that users are not
fond of most legitimate interest-based purposes, such as personalized advertising,
and preferred sharing data for purposes which did not benefit companies and
advertisers [55].
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2.2 Importance of Online Forums for Software Development

Online forums are an important source of information for software develop-
ers [10,12,68]. Previous research has shown that Stack Overflow influences devel-
opers’ practices, such as code reuse from Stack Overflow posts [92], and impacts
developers’ productivity on GitHub [88]. However, they may also promote poor
practices such as reusing code, which has negative impacts on the security and
privacy of systems [43].

The number of GDPR-related Stack Overflow posts in recent years has
been increasing [85], which suggests that privacy and data protection are
becoming more important for developers [82]. The knowledge shared in online
forums can impact how developers abide to security and data protection obli-
gations [5,43,57,85]. Privacy-related discussions on Stack Overflow seem to be
connected to external events relevant to privacy, such as new privacy restric-
tions [57,82]. When such an event happens, developers often felt privacy restric-
tions required more efforts from them without many benefits [57].

Online Legal Compliance Information. The most common privacy-related
information that developers suggested on Stack Overflow refers to legal compli-
ance, as 38.7% of answers related to GDPR and California Consumer Privacy
Act (CCPA) compliance according to a study conducted by Tahaei et al. [84].
Developers found it difficult to translate legal requirements, which some saw
as full of “legalese,” into technical terms [14,45,78,80,83]. Developers frequently
asked about how to adhere to legal requirements that are imposed by various
platforms, such as different app stores. It was commonly advised for developers
to check that their company’s privacy policy was compliant, and to ask for user
consent [84].

Several online resources have emerged, aimed at helping industry practition-
ers, often developers, apply the GDPR. Some are from Data Protection Authori-
ties (DPAs), such as the French DPA’s “GDPR Developer’s Guide” [23] and Euro-
pean Data Protection Board’s “Data Protection Guide for Small Business” [36].
Other sources of online information derive from developers aimed at helping
fellow developers [4], and GDPR compliance guides from Consent Management
Platforms (CMPs), such as OneTrust [86].

3 Methods

As the topic of our analysis spans questions at the intersection of technology
and law, we collected data from three popular online forums that technology
practitioners may turn to for advice: Reddit, Law Stack Exchange, and Stack
Overflow. Our general approach was to collect and analyze this data to under-
stand the struggles and discussions practitioners are having online when it comes
to GDPR compliance, and to evaluate the legal soundness of the answers.

We split our qualitative analysis into two sections to investigate i) the pos-
sible elements of confusion about GDPR compliance, specifically focusing on
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legitimate interests (Sect.4), and ii) the legal soundness of online forum answers
(Sect. 5).

3.1 Data Collection

Reddit. We searched for posts and comments from industry practitioners contain-
ing the phrase “legitimate interest(s)” on September 27, 2024. We made requests
to the Reddit API to collect relevant data for our analysis, filtered results based
on the subreddit, and stored this data in a CSV file. Our scrape collected the
title of the post, URL (in case further analysis was needed), comments, the post’s
body text, subreddit name, upvotes for the post, age of the post, and word count.
We manually removed some posts from our dataset which were out of the scope
of this study (e.g., describing legitimate interests in offline contexts). Most of
our posts came from the r/GDPR and r/privacy subreddit due to the relevance
of these posts for our analysis.

Law Stack Exchange and Stack Overflow. Similar to Reddit, we searched for
posts and comments containing “legitimate interest(s)” on Stack Overflow and
Law Stack Exchange and used data from Stack Exchange’s public data dump
from May 2024. We paired the posts with their comments and answers, and
cleaned the data. We collected the title of the post, body text, URL, number of
views, upvotes, comments, age of the post, and word count of the post.

3.2 Dataset

In total, we collected 319 posts (not including comments and answers); 10 posts
were from Stack Overflow, 203 posts from Law Stack Exchange, and 106 from
Reddit, a sample size on par with previous qualitative papers analyzing online
forums in privacy-specific contexts [82,84] and those used in qualitative legal
research [58,90]. For the legal soundness analysis, we collected the answers to
questions from Law Stack Exchange which were marked by posters as “Accepted,”
which yielded 94 answers. We discuss the data analysis methods for our two-part
analysis in each respective section.

Ethical Considerations of Using Online Forum Data. Social media data
can be rich and allow researchers to understand social phenomena, but also
presents several ethical challenges [13]. A study using social media data was
preferred over other research methods, such as interviewing or surveying industry
practitioners, because: i) it would be difficult to gather industry participants
who would be willing to discuss their company’s data practices in a research
context, ii) this data is readily available for analysis, and iii) online forums allow
researchers to view how practitioners might navigate legal compliance “in the
wild”. A social media analysis would ensure a more targeted and scalable study
of what industry practitioners are discussing for technical implementations of
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legitimate interest. Reddit and Stack Exchange (including Stack Overflow) are
two commonly-used sources of data for academic research [40,74].

Due to the potential legal and ethical implications of these posts (such as
an employee or company getting into legal troubles), when quoting participants,
we did not mention usernames, and took precautions to paraphrase the posts.
Sometimes we engaged in ethical fabrication to maintain user anonymity when
posters mentioned specific scenarios that could possibly be identifiable [11,28,
59]. Although Stack Exchange prefers that researchers attribute posts [§8], due
to the potential legal and ethical implications, we paraphrased quotes and did
not link them to protect user identities.

4 Analysis 1: Practitioner Discussions and Inquiries

In this section we report on the qualitative analysis of the posts we collected from
the three forums. We investigated the practitioner roles seeking legal informa-
tion, and common points of discussion (or confusion) about applying legitimate
interests in practice.

Qualitative Analysis. We analyzed the content from the three forums and
conducted a thematic analysis to find underlying patterns within the dataset by
labeling important parts in the data (codes), and grouping these codes to form
themes [19]. To investigate what practitioners discuss in online forums, we had
two annotators analyse the collected posts. They first annotated a random set
of 15 posts together to discuss what to focus the analysis upon. They decided
to keep track of: i) the (perceived) role or industry of the poster, ii) the general
topic they were seeking information about, and iii) codes related to the poster’s
query. After this was established, the annotators coded the same random set of
15 posts to calculate the interrater reliability. The agreement rate was 85%, with
a Cohen’s k = 0.66, which indicates substantial agreement [61]. Due to the high
agreement, the annotators split the dataset, and annotated the remaining half
(107 posts) on their own. In total, 135 codes were identified from the dataset,
which fit into nine major themes. When describing our results only paraphrased
quotes are included, sometimes with ethically fabricated information to maintain
anonymity [59].

4.1 Results: Practitioner Discussions and Inquiries

Due to the qualitative nature of this analysis, we do not provide quantified num-
bers of how many posts came from which role, and instead use terminology that
has been used in previous qualitative research to describe relative frequencies
(see Fig.1) [30,46,55].
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A few Some About Most Almost
half all
0% 25% 45% 55% 75% 100%

Fig. 1. The terminology used to represent the frequency of themes in qualitative
research, related to inferred practitioner roles. This graphic was taken from [55]. Note:
This figure represents terminology used to describe the frequency of themes in qualita-
tive research. ‘A few’ refers to approximately 0 to 25%, ‘Some’ refers to approximately
25 to 45%, ‘About half’ refers to approximately 45 to 55%, ‘Most’ refers to approxi-
mately 55 to 75%, and ‘Almost all’ refers to 75 to 100%.

Several Practitioner Roles Are Involved in GDPR Compliance. Apply-
ing legitimate interests, and more broadly, the GDPR, is challenging for various
types of practitioners. Often, posters explicitly indicated their role. However,
other times we were able to infer their role based on the nature of the question.
For example, we assumed that technical questions were posed by a developer,
and client communication questions came from someone working within the mar-
keting domain. The majority of online GDPR compliance information tends to
target developers, but our analysis showed that other roles are involved, or have
an interest, in the application of legitimate interests, in line with recent work [81].

About half of the posts asked technical questions, therefore leading us to
believe these posters might be developers. There were some posts related to
marketing and some which seemed to come from business owners. Additionally,
a few posts were from other roles related to research, human resources, busi-
ness customers (employees of a business that posed questions about how their
business partner handles data), and other miscellaneous industries (e.g., event
planning, education, content creation, etc.).

GDPR Accountability is Difficult to Determine. Deciding on the roles
responsible for GDPR compliance is important for the concrete application of
legitimate interests, since the lawful application of this legal basis has been
doubted in previous research [41,55], therefore impacting the GDPR compliance
for that company. We found that practitioners often queried about who in their
company is responsible for GDPR compliance. Oftentimes, posters assumed it
was the role of the developer to be the “de facto” data protection officer for their
company, and some others believed it was the role of the owner of a given service.
The following quote reveals why developers are often given the responsibility:
“I'm a developer, not a lawyer, who is trying to comply with the GDPR and ePD
as best as I can for my company. If we had more money, I would hire a lawyer
to handle this for me, but we don’t so I'm in charge of this.” Discerning this role
clearly is crucial since compliance obligations and liability depend on their accu-
rate characterization (Recital 79 GDPR) [33,50]. Given the broad and flexible
nature of legitimate interest as a legal basis [41,52], it is especially important to
decide who is accountable for GDPR compliance within a team for ensuring the
proper application of this legal basis.
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Determining Accountability with Third Parties Involved is Challeng-
ing. In some cases, a poster mentioned that their service was not collecting any
data, but third parties were, and therefore were confused about whether they
(the first party service provider) would be accountable for GDPR data process-
ing across their whole data supply chain. As discussed in previous literature [53],
this problem reveals that practitioners are uncertain about who the data con-
troller and processors were, who is accountable for compliance, and about the
implications for joint controllership arrangements (as per Art. 26 GDPR).

GDPR Compliance Relies on the Compliance of Others. Posts referred
to scenarios where services relied on third party functionalities to function,
therefore becoming difficult for practitioners to keep track of what data is col-
lected and handled by each outsourced service. Some practitioners mentioned
using non-compliant tools which impacted the compliance of their own service.
Whether practitioners work alone, are part of a team, manage a development
team, or are a service provider carrying out development services for third par-
ties, it is essential to ensure that personal data processing are sufficiently pro-
tected throughout the life-cycle of the project (according to the data protection
by design principle (Art. 25 GDPR)). For example, a developer relied on Word-
Press to run their website; this same website used Google Fonts, which was
considered non-compliant by a German Regional Court [56], and therefore the
developer was held accountable for a third party tool’s processing and got fined.
Such decisions echo recent case law on data controllership between a first and
third party providers [64—66].

Choosing a Legal Basis for Data Processing Can Be Confusing. Sev-
eral posts aimed to clarify which legal basis practitioners should rely upon in
their particular scenario. Often, legitimate interest was compared with consent
(6(1)(a) GDPR), or contract necessity (6(1)(b)). In some cases, practitioners
wondered if they could rely on both legitimate interest and consent, using legit-
imate interest as a fallback for users who could reject consent. This strategy
might explain the prevalence of illegal cookie banners that use both consent and
legitimate interest for the same processing purposes, a practice observed in a
previous study [55] and commented on by the European Data Protection Board
(EDPB) [35].

The Legitimate Interest Legal Ground is Sometimes Preferred over
Other Legal Grounds. Our analysis revealed that applying legitimate interest
is an appealing legal ground for four many reasons.

First, this legal ground can be invoked as a last resource, such as when
companies are unable to obtain prior consent, or in situations where they believed
users would not consent, such as requesting users to consent to email marketing.
The following quote shows how this legal ground may be abused to collect more
data from users who did not consent: “Users who don’t consent to advertising are
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a problem because my app relies on ads, therefore I'll lose revenue if ads aren’t
displayed. Is there a way to make it required for users to consent? Otherwise
I won’t be able to offer my service anymore.” This observation supports legal
speculation that legitimate interests could potentially be abused as a loophole
to collect more data [41,52].

Second, legitimate interests might be used for the mere convenience of the
practitioner. For example, when a system is already collecting user data before
consent can be given, or when a user does not have access to a system to give con-
sent, applying the legitimate interest legal ground is more convenient compared
to asking for retroactive consent.

Third, legitimate interest may be used because other legal grounds for data
collection do not apply to their scenario. Our analysis revealed that there were
a variety of potential legitimate interest use cases practitioners posted about
which reveals the benefits of having a broad and flexible legal ground.

Fourth, many posts held the assumption that legitimate interest may be
applied to retain data in a scenario where users exercise the “Right to be For-
gotten” (Art. 17 GDPR). This has practical implications because controllers can
lose money if data is deleted, and some companies may face challenges locating
the user’s data upon an account deletion request, according to our analysis.

Questions from Practitioners Indicate Knowledge, but Also Misunder-
standings of the GDPR. Some practitioners mentioned some legal arguments
in their questions, and other cases revealed that practitioners already had previ-
ous experience with the GDPR, but could not get concrete granular information
needed for their particular situation. Various examples in our dataset demon-
strate that practitioners have a sincere intention to process personal data in a
compliant manner: “I’ve read the entire GDPR but I'm still confused.”

Trying to comply with the GDPR is made more difficult when it comes to
the legitimate interest legal ground, as these are more broad and flexible in their
application, with little guidance on how they should be used. While other legal
bases such as consent are well-established with the advent of cookie banners
and the general understanding that companies need to request user consent in
order to collect and process data, there is less knowledge about the legitimate
interest legal ground [55]. However, we find that developers (and those applying
the GDPR) were often confused by their own service’s data processing. The
examples below illustrate commons points of confusion.

Practitioners are Confused About Data Collection and Tracking. Some
practitioners were unsure of what data was being tracked, what data was stored
in which cookie(s), what happens to user data after it is collected, and what
data third parties have access to: “I'm using a third-party tool for the app I've
developed, but I don’t know which server users will be routed to, or what country
the server is in.”

Some practitioners were unsure about data collection implications in other
scenarios, such as the data collected if a user was registered or not, and what to
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do if they receive a user account deletion request. There was also some confu-
sion about what practitioners and organizations should do with user data, and
whether they could rely on legitimate interest to keep user data. This highlights
the difficulty of determining which legal basis and purpose should be applied to
certain data.

There are Some Misunderstandings Around Consent. Practitioners were
sometimes unable to tell if a user consented to data processing or not, and
mentioned that the law does not explain how to use consent, only how to get
consent. In fact, the most viewed posts in our sample referred to questions about
whether the purposes of certain tracking technologies were strictly necessary for
a service to work, and hence, whether they could be exempted from consent (as
per Art. 5(3) ePrivacy Directive).

However, the European Data Protection Board (EDPB) and DPA guidelines
explain with detail when trackers are to be considered essential for services to
function, and as such, exempted from consent [35,67,71]. Some posters faced
doubts about how consent impacts their data practices, such as what services
can be offered and what data should then be collected if users reject consent.

Previous work has shown that the legitimate interest ground is commonly
seen in cookie banners, being treated similarly to consent [55,60]. Therefore, the
challenges practitioners face in distinguishing whether users have provided valid
consent indicate that companies may struggle to manage and categorize the data
collected from users and align it with the appropriate legal basis.

Anonymization and Pseudonymization are Misunderstood. Oftentimes,
it was mentioned that true anonymization is difficult, and just because data is
hashed, it does not mean it can evade GDPR requirements. However, there
was discussion about whether anonymization and pseudonymization would be
sufficient to protect user’s personal data, and whether the GDPR applies to
anonymized and pseudonymized data: “I believe the GDPR wouldn’t apply if I
properly anonymize the data because it wouldn’t count as personal information.”

What Counts as Personal Data is Misunderstood. We found that most
held conflicting beliefs of what counted as personal data. Some believed that
data is not personal if it only identifies a device instead of an individual person,
while others correctly understood that the GDPR has a broad concept of what
counts as personal data and what is an identifiable person.

A few practitioners mentioned personal data as being anything from nick-
names and usernames, any demographic data, photos and videos of others, and
user emails. Data gathered from users, such as medical data and Google searches
could also count as personal data, according to some posts. These disagreements
and misunderstandings highlight how opaque and complex industry data prac-
tices can be for developers and service owners, and the potential consequences
for GDPR compliance that might occur when even those building the services
are unsure of data processing requirements.



Turning to Online Forums for Legal Information 163

5 Analysis 2: Legal Assessment of GDPR Compliance
Information in Online Forums

In this section we analyzed 94 accepted answers to the posts collected from
Law Stack Exchange. We use the term “poster” to refer to the practitioner who
originally posted a query, and “commentator” to the one providing an answer.

Dataset. We filtered our Law Stack Exchange dataset used in the first round
of analysis to include only posts that were marked by the original poster as
“Accepted” [39]. “Accepted answers” are answers where the original poster of
a question marked a certain answer as the one which most solved their prob-
lem [39]. We deliberately focused on these answers because other forum users
with similar use cases might assume they contain “correct” information to solve
their problems [82], and might act according to the answer(s) received. This
yielded 94 answers.

Annotation. One co-author, a legal scholar specialized in EU data protection
law and with over five years of experience, analyzed the answers.

The evaluation of the Accepted forum answers consisted upon the following
criteria: 1) Legal soundness: whether answers gave sound, partly sound, or not
sound legal information to the post’s question(s); and ii) Completeness: whether
answers gave complete or incomplete legal information to the question posted.

To analyze the legal soundness of the answers, it was necessary to resort
to legislation, judicial and regulatory decisions, and guidelines from the EDPB
or from DPAs to confirm whether the provenance of some arguments in the
given answers hold. As some questions included technical terminology, it was
necessary to further understand the background technical scenario to fully assess
the content of the answers.

5.1 Results: Legal Soundness

In our analysis, based on the information provided in the post, we found that
the majority (73.4%) out of 94 accepted answers were deemed to be legally
sound; 20.2% were partly legally sound, and only 6.4% were not legally sound.
Out of these 69 legally sound answers, 8.9% were incomplete, meaning they
were missing information that would be useful for practitioners to know when
applying legitimate interests.

We note that the majority of answers appeared legally sound due to the low
complexity of the questions, e.g., “Should the session end if users reject cook-
1es?”, “Do low-effort cookie banners comply with the GDPR?”, “Does tracking
IP addresses count as processing personal data?”, or “Will opting in users into
phone push notifications count as a GDPR violation?”. In these situations, legal
soundness would apply regardless of the poster’s jurisdiction or the type of orga-
nization they work at due to the general nature of these questions.
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Completeness. The Completeness of forum answers is due to the posts and
answers to these posts. Some posts contained several sub-questions or were very
broad, and some answers involved mentioning other legal sources and legal ter-
minology, which contributed to the legal Completeness of an answer.

It is Difficult to Comprehensively Answer Several Questions. Some
posters included several sub-questions in a single post, similar to: “Is this legal?
Do I have any say in it? Can I refuse to use this service? What other data
could they have access to?” In such cases, we observed that, even if the answer
appeared to be sound, some subquestions tended to remain unanswered.

General Questions Trigger General Answers. In response to very general
questions (“Do GDPR rules apply to my case?”), often several hypotheses were
raised, especially when the concrete purpose for processing personal data was
unclear: “It’s not likely I can provide a correct answer because it depends on what
you’re trying to achieve.” The answers then remained general even if a question
was edited several times with more factual information added by the poster.
The presence of such general answers might lead to poor compliance practices
because it is important to discern which GDPR rules the poster is concerned
about in order to avoid a catch-all response.

Answers Sometimes Include Citations of Legal Sources and National
Laws. GDPR legal provisions and even Recitals were convened in the answers.
Notably, excerpts from case law of the Court of Justice of the EU were
used (e.g., [2,3,64,65]), as well as guidelines from the EDPB (mostly on con-
sent [35,38,71] and behavioural targeting [70]), and several UK DPA guidelines.
When some posts questioned the applicability of certain national laws, answers
provided excerpts of the consulted legal provisions supporting their explanations.

However, in our sample, no regulatory decisions from DPAs were cited (which
include concrete cases that could inform several questions and answers closely
related to the posts), even if there exists a publicly available online repository
with relevant DPA decisions and more general GDPR insights that can be shared
across Europe [63].

The ePrivacy Directive is Rarely Cited. Some posters asked whether con-
sent was required for tracking technologies such as browser fingerprinting, third
party website resources (e.g., Google Fonts, embedding GitHub Gists, etc.), and
analytics. Answers mostly ignored the applicability of the ePD [87] to such cases,
potentially because of the incorrect conviction that only the presence of cookies
triggers the application of this directive [29]. The ePD was furthermore men-
tioned neither when some commentators said that Google Analytics could count
as a legitimate interest, nor in answers concerning assigning a unique ID to a
device for tracking location data.
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Answers Use Imprecise Legal Terminology. While most answers were gen-
erally legally sound, we noted imprecision in the adopted terminology. Examples
include the use of the term “personal identifiable information (PII)” from Amer-
ican data protection law instead of “personal data” used in the EU, references
to “permission to use the data” instead of “consent”, stating that “permission
must be clear and positive” to indicate unambiguous consent, or even inaccurate
explanations of the three-tiered balancing test [34] of the legitimate interest legal
basis.

Soundness. Here, we discuss common areas where commentators did not give
legally sound information.

Incorrect Legitimate Interest-Based Purposes are Sometimes Sug-
gested. Several commentators asserted that posters could use the legitimate
interest legal ground for purposes such as the use of Google Ads, online exam
proctoring, or personalized advertising.

While the legal basis of legitimate interest is open-ended (with a broad
and unspecific scope), several regulatory decisions and EDPB guidelines deter-
mined that personalized advertising purposes cannot rely on legitimate interest
grounds [1,6,32,34,60]. Moreover, some legal scholars argued that legitimate
interests should not be used as a ground to collect data by higher education
institutions for proctoring [44]. This reveals that there is a mismatch between
the legal field and some commentators’ conceptions of legitimate interests, which
may result in this legal ground being misused if posters were to follow this legal
information.

Legitimate Interests are Incorrectly Invoked under the “Right to be
Forgotten”. Several posters wanted to know if they could deny a request for
account deletion from their users under legitimate interests. They moreover won-
dered whether they could keep data based on legitimate interests in cases where
relevant data records could not be located. Answers related to these posts men-
tioned the right to erasure, but did not account for all the legal grounds for
this right to be exercised (under Article 17(1)), or its exceptions (prescribed in
Article 17(3) and Recital 65) that could be potentially applicable to override the
deletion request. We argue that incomplete answers about erasure obligations
are mostly due to the difficulty of operationalizing such grounds and exceptions
in practice [9].

Legitimate Interests are Invoked Without Considering a Balancing
Test. Several answers suggested that posters could deny data deletion requests
on the ground of “overriding legitimate grounds for the processing” (Article
17(1)(c)) and provided several concrete examples, such as keeping a revision
history in the interest of security, or storing a certificate after an account is
deleted. However, these suggestions did not duly indicate that the data controller
bears the burden of proof, meaning to demonstrate whether those recommended
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overriding legitimate grounds do indeed exist [18,54,72]. If a controller fails to
demonstrate the existence of overriding legitimate grounds, the data subject is
entitled to have their data deletion request executed.

Sound answers regarding this issue of the balancing test ought to account for
several factors [62]. Such factors include how compelling the legitimate interest
of the controller is; the nature and source of the legitimate interests; the degree
of impact on the interests, rights and freedoms of the data subjects; the nature
of the data; the way that data are being processed; the source and accessibility
of the data; the reasonable expectations of the data subject; the status of the
data controller and data subject as well as what safeguards are in place beyond
the minimum required by the GDPR.

Legitimate Interests are Incorrectly Invoked in the Context of Pub-
licly Awvailable Data. In response to posts asking about whether they can
use publicly available data for their commercial purposes, some commentators
asserted that scraping data publicly available on the web could be based on legit-
imate interests and it would suffice to disclose the practice in a privacy policy on
a relevant website, as per Article 14 GDPR. The reuse of publicly available online
data for commercial purposes requires user consent in most data processing sce-
narios [21,24,26,37]. The legitimate interest basis can only in theory justify reuse
of this data if the the three-tier test is fulfilled and most importantly, consid-
ers large-scale data collection, user’s reasonable expectations of their data being
reused , and inclusion of sensitive data, requirements that ultimately impede the
use of this legal grounding.

The answers also did not account for potential sensitive categories of data, nor
the obligation to directly and actively inform the involved data subjects about
their rights (e.g., to object to legitimate interests), the source of the scraped data,
as well as the mandatory information required by Article 14(1-3) GDPR [27,38].
Yet, some answers acknowledged that the public nature of the scraped data
might be factored in the legitimate interest test: “The data subject making this
info public is a factor in the legitimate interest balancing test, but it depends on
how you use the data and if they can expect their data to be used this way.”

Consent Requirements are Interpreted Incorrectly. Some answers did
not regard the legal requirements for consent requests [35], in particular the
prior, unambiguous and revocable requirements. One commentator assured that
“An email with an opt-out function should be compliant” as it offers a way to
withdraw consent that is as easy as it is to give consent (as per Article 7(3),
Recital 42 GDPR). The legal requirement for an unambiguous consent request
was not always clearly explained, despite several EDPB guidelines clarifying that
consent should be given by a clear affirmative action from users (Article 4(11),
Recital 32) [76] and as such, silence, inactivity, or other assumptions of related
passive actions are illegal. Lastly, it is not always understood what the “strict
necessity exemption” of Article 5(3) ePD entails and which purposes should be
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considered essential and necessary to provide a service explicitly requested by a
user.

The Contract Necessity Legal Basis is Generally not Mentioned. As
mentioned in Sect. 2, contract necessity is a lawful basis for processing personal
data “necessary for the performance of a contract” in which the data subject
is involved in (Article 6(1)(b), (Recital 65)) [17]. However, even if an implicit
contractual relationship was mentioned in the main question of the post, this
legal basis was mostly not discussed in the answers, and instead posters were
encouraged to rely on consent or legitimate interest as a legal basis.

The Concept of Personal Data is Not Always Properly Understood.
Understanding the concepts of “personal data” and “processing” is essential for
the compliant development of any application reliant upon user data, and the
GDPR applies to any data that is identifiable. Therefore, misunderstanding what
personal data is can result in incorrect applications of the GDPR. However,
we observed that some answers provided an incorrect definition or erroneous
examples of applications of the concept of personal data, as per Article 4(1). For
instance, some answers did not consider online identifiers, like IP addresses, as
potentially identifiable data [2,16]: “It’s personal data if they’re a registered user
and you can identify the data subject, but if they aren’t registered and you only
collect their IP address, it’s not personal data”.

6 Discussion

We analyzed 319 online forum posts from practitioners who asked questions
relating to the legitimate interest legal basis, along with 94 accepted answers.
We discuss the implications of our results regarding the application of the legal
ground of legitimate interests and GDPR compliance.

Posters are Motivated to Comply but Still Need Guidance in Apply-
ing Legitimate Interests in Practical Settings. Those who do not care
about compliance or are malicious in their compliance are unlikely to seek legal
information in the first place. However, of those who did post a question, it does
not seem like most posters are actively trying to circumvent the law based on
the amount of posts seeking legal information, and the amount of views posts
had. Rather, our analysis suggests there is a wide range of potential areas of
confusion and doubt amongst practitioners, therefore showing that practition-
ers require more guidance when applying legitimate interests and the GDPR in
practice.

Several Factors Increase the Chances of Non-compliance. Our findings
suggest that non-compliance is often due to various factors. First, practitioners
may misunderstand the complex legal language and open-textured concepts (like
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strict necessity or balancing test, and the multitude of stipulations in the GDPR
and the ePD). Second, there is a lack of legal training amongst practitioners in
charge of developing services that require GDPR compliance. Third, the reliance
on third-party tools which are not always GDPR-compliant creates a domino
effect of non-compliance for services using these tools. Lastly, it is difficult to
find reliable information online; some posters mentioned seeing contradicting
information, or not finding information specific to their scenario. All combined,
these issues make GDPR compliance a difficult feat, thereby potentially resulting
in privacy implications for end-users of a service.

Legal Compliance is a Multi-stakeholder Issue. Our study shows that
posters asking about the GDPR potentially come from a variety of roles, such as
developers, marketers, business owners, human resources, etc. We consider it to
be important that DPAs, the EDPB, and other relevant organizations provide
more concrete guidelines and recommendations tailored to practitioners, while
considering different roles. It should be more clear when one is a data controller,
processor or within a joint controller relationship.

There are Several Potential Legitimate Interest Use Cases. Our analysis
showed the breadth of potential cases under which legitimate interest may apply,
but also highlighted how legitimate interests can potentially be misused and
abused by practitioners, especially in situations where consent is difficult to
obtain. Often, legitimate interests were shown to be a preferred legal ground,
and commentators did not often mention other legal bases posters could use, nor
did they mention the proper provisions needed to invoke legitimate interests.

Time and Investment from Commentators Might give Credibility. In
our analysis, most Accepted answers were considered as legally sound based on
the information provided. Comprehensive answers (with case law notes, excerpts
of guidelines, and references to national laws) denote time and attention from
commentators. Unlike Stack Overflow, which can be used in job applications to
display one’s technical knowledge and abilities [91], those answering Law Stack
Exchange questions did not generally specify if they had a legal background,
nor was it clear what the incentive is for commentators to participate and give
thorough answers for free.

Dedicated Resources Exist but are Not Referred to in Forums. Online
forums may be preferred by practitioners to find legal information because of
the granularity of questions and answers which relate to applying the GDPR
for a specific scenario. The legal sources that were cited in the answers do not
mention already-available online resources for developers mentioned in Sect. 2.2,
but instead referred to DPA guidelines. The granularity of concrete scenarios that
developers face seem to have inspired the creation of the French Data Protection
Authority’s (CNIL) developer guide [23], which is an example of how the law
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can be operationalized to more concrete settings. Interestingly, this resource was
not mentioned in posts or comments we analyzed.

6.1 Implications for Legal Compliance

Online Forums have an Implicit Role in Data Protection. Based on
the number of posts relating to GDPR questions, and the number of views and
comments under these posts, it suggests that some practitioners are turning
to these forums to find information that is most applicable to their specific
scenario to better comply with the GDPR. Therefore, this indicates that there
is a strong case for considering the role of online forums for GDPR compliance.
Therefore, DPAs could provide more applicable scenario-based guidance and
specific technical requirements so that practitioners can better understand how
to properly apply the GDPR in practical contexts.

Resorting to these forums may indicate a lack of legal resources for smaller
and medium-sized companies who in turn might not have in-house legal depart-
ment at their disposal to discuss GDPR compliance issues. We posit that the
status and the social responsibility of online legal forums merit attention, and
call for discussions on the features that should be added or removed to make
the sourced information more helpful, accurate, complete, and shaped to the
practitioners’ needs.

Based on our findings, we present several suggestions for how to better design
online legal forums to help practitioners apply and understand the GDPR. cor-
rectly. Forums could include, for example: i) practical resources to assist prac-
titioners in setting up law-abiding services according to their sector of activ-
ity, especially addressing scenarios where GDPR legal provisions are vague and
use open textured concepts, ii) frequently asked questions (FAQs) on the legal
bases and purposes used, iii) a large typology of examples of data that could be
considered personal, and iv) implementable scenarios (per sector), v) reconcile
contradictions between posts on the same topic vi) regular check ups of answers
to consider possible updates of legislation and new DPA guidelines.

Disclaimers of Incomplete or Incorrect Answers. It is difficult to establish
the legal expertise of those answering the posts; some mentioned having legal
expertise in their profile pages (sometimes with a link to their personal webpage,
or using a nickname which is also used on other social media), while the majority
did not refer to their profession. Even though some more straightforward answers
were sound (to the point of citing legal sources) and recommended examples of
best practices, commentators usually included disclaimers that posters should
get legal information from a lawyer for a rigorous determination of their case.
Even if a given answer is not correct, a practitioner is not in a position
to hold a commentator liable when incorporating such legal information into
their services/products. Law Stack Exchange itself states that it “is for edu-
cational purposes only and is not a substitute for individualized information
from a qualified legal practitioner. Communications on Law Stack Exchange are
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not privileged communications and do not create an attorney-client relation-
ship” [73]. Such a disclaimer might exonerate the forum and commentators from
any legal responsibility regarding the answers given, though this might not be
sufficiently understandable nor visible for users seeking legal information and
receiving detailed feedback. Therefore, these forums may act as a filter to help
posters discern the level of legal complexity and whether there is a need to get
help from a lawyer, and the level of risk they are taking if they do not consult
with one.

6.2 Guidelines Towards Writing Forum Posts for Legally-Sound
Answers

GDPR compliance relies on the efforts of several stakeholders. As such, those
involved in GDPR compliance for an organization are in charge of a large and
important task that requires not only understanding legal documents and the
requirements for compliance, but also applying the law into practice.

Our results suggest that there are several areas of confusion practitioners
may have about applying legitimate interests into practice, and there are several
ways that legal compliance can go wrong if given incorrect advice on a forum. It
is also possible that in the near future, more practitioners and users may start
turning to AI chatbots for legal information [7], which are also trained on online
forum data [47,75].

Therefore, it is important that online forums provide correct legal information
for current and future uses of this information for legal compliance. Our analysis
found that most commentators take time and care in crafting their responses, but
legal soundness is also reliant on other factors, such as a poster’s jurisdiction,
practices and industry. In this section, we present three recommendations to
ensure that posters can receive responses that are as legally sound as possible,
which online legal forums could include in their rules and guidelines for posters.

First, posters should include the jurisdiction of their organization, and the
jurisdiction of their user base. The jurisdiction should specify the country at
stake, since different European Member States may have different national law
specifications. Second, posters should also mention i) the industry their orga-
nization is involved in, especially if it deals with sensitive data, such as health
information, so that posters know of special safeguards they need to adopt with
users’ data, ii) processing purposes, and iii) their concrete role within data pro-
cessing activities. Third, commentators should provide a disclaimer about the
limitations of the concrete answer and add the fact that the dedicated legal
information should neither bind the poster nor be construed or interpreted as
legal advice.

6.3 Limitations

Doubts of Generalizable Results to Other Forums and Legal Bases.
The first limitation is that of generalizability. Since we only checked the accepted
answers on Law Stack Exchange relating to the legitimate interest legal basis,
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we are not sure how generalizable our results are to other forums or legal bases.
Additionally, we have a sample bias as we only analyzed online forums, therefore
it is possible that compliance with GDPR’s legitimate interests might be more
straightforward for more practitioners.

Our Legal Analysis of Answers is Limited to Information Provided.
The legal analysis in Sect.5 was merely confined to the facts and bounded to
the scenarios described by the poster, and to the interpretation sustained by the
commentator. Accordingly, legal ambiguities within these answers were observed
due to the limited knowledge and context circumscribed by each post, such as
the type of organization posters work at, whether posters were actually data
controllers (processors, sub-processors, or none), the accuracy of the processing
purposes mentioned, the nature and sensitivity of the data collected, the exact
way data is processed, the source and accessibility of the data, or the concrete
jurisdiction or national law the poster refers to, among other circumstances.

As such, our analysis on the correctness and completeness of the answers is
thus limited and constrained to the reported posted facts and interpretations
given by the commentators. Therefore, we acknowledge that there is a margin of
doubt while labeling answers as “legally sound”, “not legally sound” or “incom-
plete”. We emphasize that only a judicial assessment that requires more specific
fact-finding of each respective question and answer could render a final appraisal
of such analysis and provide definitive certainty.

Due to these limitations, we therefore proposed guidelines in Sect.6.2 for
framing legal compliance questions in our Discussion section to ensure more
legally sound responses to posters’ questions in the future.

Future Directions. Based on the observed usage of online forums for legal
information in our study, we can foresee LLMs being used in the future for
quick legal compliance information. Using crowdsourced data for legal compli-
ance information, whether from online forums or LLMs, can have a wide range of
legal and ethical implications which are yet to be explored [89]. To mitigate the
risks that come with using crowdsourced data for legal compliance information,
more measures must be taken to ensure that high-quality, legally-sound informa-
tion is being shared in online forums and LLMs. As such, we believe future work
in this space could investigate how practitioners use LLMs for legal information,
and further discuss the ethical and legal challenges and protections available for
users of these services.

As GDPR compliance involved several stakeholders not only limited to those
in law, but also those in tech, we suggest more collaborations between human-
computer interaction researchers and the legal community to better understand
the human factors of legal compliance and create solutions for practitioners
involved.
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7 Conclusion

In this paper, we investigated the practical challenges of legal compliance for
practitioners by analyzing posts and answers from online forums (Reddit, Stack
Overflow, and Law Stack Exchange), using legitimate interest as a case study.
Our two-part analysis indicated that: i) finding out how to be compliant is
difficult mostly for small and medium-sized companies, ii) practitioners seek
information for their specific scenarios, and iii) legal compliance information
from Accepted Law Stack Exchange answers are generally legally sound, but
sometimes incomplete, with the mentioned limitations of our analysis.

We believe that legitimate interests are prone to being misused due to the
broad and flexible nature, leading practitioners to misunderstand their concrete
applications. In light of this, the human-computer interaction and legal commu-
nities should consider the role of online forums in the data protection landscape,
and pay more attention to the human factors of legal compliance to give more
actionable and scenario-specific guidelines to foster data protection by design
and by default.
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Abstract. According to the European General Data Protection Regu-
lation (GDPR), a Data Protection Impact Assessment (DPIA) is manda-
tory for all ongoing and planned processing of personal data if said pro-
cessing is likely to affect the privacy and data protection rights and
freedoms of the data subjects. However, upon examining the real-world
implementation of this requirement, various approaches emerged, result-
ing in a heterogeneous landscape of DPIA processes.

In this paper, we present the results of a survey that investigated the
state of adoption of DPIA process methodologies in real-world organi-
sations. Our survey reveals that handwritten DPIA reports and ad-hoc
methods continue to dominate the DPIA landscape in Europe. Moreover,
according to our data, processes involving multiple stakeholders are often
not adequately assessed in terms of DPIA-related risks.

Keywords: DPIA - data protection impact assessment + privacy
impact assessment - GDPR

1 Introduction

New digital technologies are emerging at an increasing rate, and data processing
is becoming increasingly important for their effectiveness. To manage resources
for these processes, data sharing and the utilisation of external services, such as
cloud services, are also expanding. This introduces various data protection risks
that have to be addressed. An essential tool in assessing these challenges is a data
protection impact assessment (DPIA), introduced as a mandatory requirement
by the General Data Protection Regulation (GDPR) [1].

But how are DPIA processes implemented in practice? Published DPIA
results are hard to find, and the available results are mostly limited to the
DPIA report, which does not provide detailed insights into how the DPTA was
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conducted. To gain information about the DPIA process itself, several guide-
lines, templates, and DPIA tools are available online. However, they are often
very generic and do not adequately address an organisation’s specific issues. This
applies particularly to organisations engaged in data sharing or that are part of
a large data ecosystem.

ENISA identified the risks stemming from the specific constellations of actors,
such as unknowingly sharing sub-processors, in a data space as a major chal-
lenge [2]. The Big Data Value Association also recognised a lack of frameworks
for addressing legal issues and proper risk evaluation in data sharing within
data spaces [3]. Similarly, the Spanish supervisory authority AEPD stated that
“the DPIA and the solutions that manage the limitations and risks to rights
and freedoms must emerge from a common effort” [4, p. 69]. Recital 95 of the
GDPR [1] further clarifies that processors should assist the controller during a
DPIA. DPIA procedures, therefore, require special attention to address these
challenges adequately. However, “the task of supporting a holistic DPIA with
multiple data controllers and data intermediaries is a non-trivial one” [2, p. 13],
and the aspect of a joint DPIA involving several different stakeholders with
shared responsibility has not been explored yet by existing models [5]. This
leads to the following research questions:

e RQ1: What are the current practices of the DPIA process in general?
e RQ2: What are the current challenges of the DPIA process?
¢ RQ3: How do current DPIA processes address external influences?

To answer these questions, we conducted an anonymous user survey asking
about DPIA practices in organisations. The results of this survey are presented
and discussed below in the following structure: We introduce the concept of
DPIA in Sect.2, followed by a review of related work in the field in Sect. 3.
Afterwards, we introduce the methodology used for the survey in Sect.4, fol-
lowed by the presentation of the results in Sect. 5. The results are analysed and
discussed in the context of different perspectives in Sect.6 before summarising
our findings and giving an outlook on future work in Sect. 7.

2 Background

The GDPR introduced DPIAs as a mandatory requirement for Data Controllers
(DC) before implementing or updating IT systems and processes under cer-
tain conditions. To be precise, the GDPR states that a DPIA must be carried
out “where a type of processing in particular using new technologies, and tak-
ing into account the nature, scope, context and purposes of the processing, is
likely to result in a high risk to the rights and freedoms of natural persons” [1,
Art. 35(1)]. To address these risks, a DPIA aims to cover the data flows and
consequences of data processing as thoroughly as possible and to evaluate them
objectively according to uniform criteria so that typical sources of risk can be
countered with adequate technical and organisational measures. A short paper
of the Datenschutzkonferenz of the German data protection authorities defines
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the DPIA as “a specific tool for describing, assessing and mitigating risks to the
rights and freedoms of natural persons in relation to the processing of personal
data” [6, p. 1]. The French data protection authority, the Commission Nationale
de I'Informatique et des Libertés (CNIL), describes the DPIA as a tool for a DC
to “build and demonstrate the implementation of privacy protection principles so
that data subjects retain control over their personal data” |7, p. 4]. Furthermore,
a DPTA aims to provide transparency to the public and policymakers, enabling
an informed discussion about risks [8].

A key characteristic of the DPIA is its cyclic nature. The GDPR requires
that the DPIA process be reviewed after a change to the risks of the processing
(Art. 35(11), GDPR). The GDPR does not define an inherent methodology or
process flow. However, researchers and data protection authorities have proposed
various DPTA methodologies and models (see Sect.3). A fundamental resource
for these models is the guidelines on conducting a DPIA [9] released by the
Article 29 Working Party, the predecessor of the European Data Protection
Board (EDPB). These guidelines clarify basic principles, such as the execution
threshold at which a DPIA becomes mandatory, also known as DPIA screening
or threshold analysis, and the involvement of stakeholders. While they do not
provide a methodology for these steps, they introduce a generic, iterative process
for the execution of the DPIA following the threshold analysis, consisting of seven
steps:

Description of the envisaged processing
Assessment of the necessity and proportionality
Measures already envisaged

Assessment of the risks to the rights and freedoms
Measures envisaged to address the risks
Documentation

Monitoring and review

NS otE N e

Another approach to structuring the DPIA is to divide it into different phases.
Martin et al. [10] structure the DPIA in five stages. Phase I, initiation of the
DPIA, covers the threshold analysis. Next, the DPIA will be prepared in Phase
II. This includes the process description, identification of Data Subjects (DSs)
and stakeholders, and forming the DPIA team. Phase III describes the execu-
tion of the DPIA, beginning with the risk assessment and concluding with the
documentation of the results in the DPIA report. Afterwards, Phase IV will
implement the DPIA by testing the mitigation measures and demonstrating
compliance, before the process enters the final Phase V, the periodic review of
the DPIA.

While both approaches mostly follow the same procedure, they emphasise
different steps. The procedure and overlap of the two approaches are illustrated
in Fig. 1.
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Fig. 1. Overlap of DPIA methodologies as defined by the EDPB/Article 29 Working
Party [9] (left) and Martin et al. [10] (right)
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3 Related Work

Following the introduction of the GDPR, various European data protection
authorities, including the UK’s Information Commissioner’s Office (ICO) [11],
the Spanish AEPD [12], and the French CNIL [13], developed text-based DPTA
templates for quick adaptation by data controllers (DCs). Notably, CNIL also
released a software tool and knowledge base [14], which explains essential notions
of a DPIA to increase its ease of use. While not designed for DPIAs, the second
version of the ISO/TEC 29134:2023 guidelines for privacy impact assessment [15]
is a common reference.

In one of the first models for a DPIA, Bieker et al. introduced a three-
phase process consisting of a preparation, evaluation, and report and safequards
stage [16]. A cornerstone of the evaluation stage in this approach is the identifi-
cation of privacy protection goals, first introduced by Hansen et al. [17]. These
protection goals expand the traditional information security goals of confiden-
tiality, integrity, and availability with the privacy-focused goals of unlinkability,
transparency, and intervenability. The privacy protection goals served as a fun-
damental resource in the approach introduced by Martin et al. [10] in Sect. 2 as
well.
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Later, Gonscherowski et al. did an exemplary execution of a DPIA in a
mobility use case, utilising the principle introduced by Bieker et al. [18]. Haag et
al. focused on explaining the process to medical staff, providing examples and a
checklist while not including a concrete template [19]. An example of a template
for a DPIA report can be found in the work of Kloza et al., which includes
detailed input fields for legal, practical, and organisational considerations [20].

A review of common DPIA methodologies in practice by Nagele et al. high-
lights the improper application of DPIAs, lacklustre execution of the process, as
well as a lack of common standards and guidelines [5]. Demetzou argues that the
concept of ‘high risk’ is not legally qualified under the GDPR, leading to deficien-
cies during the threshold analysis [21]. A study assessing the implementation pro-
cess of a DPTA in twelve companies further highlights the substantial resources
required for a thorough DPTA. It identifies communication issues between tech-
nical, organisational, and legal professionals, as well as possible complications
arising from an individual’s role within the company [22]. A case study based
on the approach by Martin et al. [10], running twelve tests in SMEs, acknowl-
edges the potential of DPIAs as an instrument to support decision-makers and
developers [22]. However, the tests also highlighted challenges in communica-~
tion between DPIA team members, the resources required by the process, and
potential conflicts with the business’s interests. Further, a literature review by
Wairimu et al. found that PTA methodologies, including DPIA methodologies,
often lack evaluation and validation [23].

Georgiadis and Poels [24] conducted a literature review to develop a DPTA
methodology tailored toward big data analytics. They conclude that, currently,
no methodology exists that addresses all the requirements and privacy risks
in the big data analytics sector. According to them, an ample list of provided
privacy controls in a PTA process might be a bigger risk than an aid, highlighting
the need for section-specific solutions [25]. This can also be seen in the differences
in the methodology for healthcare information systems developed by Todde et
al. [26], the guidelines for federated identity management models [27] and digital
identity management in general [28], or the domain-specific refinements added to
the LINDDUN privacy threat framework [29]. A different perspective on DPIAs
is to see it as a tool to protect the interests of weak and underrepresented groups
of individuals, for which current DPIA practices do not meet the norm [30].

As demonstrated by the approaches presented above, there is no uniform
method for conducting a DPTA. While some small-scale case studies and insights
into the DPIA procedures employed by organisations exist, an overview of best
practices and common challenges with the DPIA process is hard to obtain.

The issue of a compositional DPIA involving data processing operations span-
ning multiple stakeholders has not been studied extensively. Horak et al. explored
a DPIA for a cybersecurity data-sharing platform but have not looked at the joint
execution of a DPIA. De and Le Métayer developed a privacy risk assessment
methodology focusing on reusability [31]. A semantic specification for DPIAs
by Pandit [32] is a crucial step towards creating machine-readable and shared
DPIAs. However, the expression of principles and controls remains challenging.
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Overall, existing DPIA approaches still lack several important properties
required in collaborative processing scenarios: a formalised vocabulary to stan-
dardise results, means for accurate threshold analysis, a lack of reusability, pro-
cedures for risk assessment and measure selection, and means for multiple actors
to work on the same DPIA process.

4 Methodology

As outlined in the research questions, this paper aims to gain a deeper under-
standing of organisations’ current DPIA practices and the challenges they face,
particularly regarding the federated constellations of actors within the regulatory
European data ecosystem.

Section 3 highlights that there currently is no established standard process
for DPIAs. Instead, various guidelines exist for both general and sector-specific
use cases. Furthermore, these guidelines offer guidance and a sequence for the
process, but do not provide detailed instructions on how to implement the com-
ponents of the DPIA. As an internal process, there is no way to gain insight into
these details except through the DPIA report, which is rarely made publicly
available. The first step to understand the current state of DPIAs is therefore
to learn about the general trends common in DPIA processes. For this reason,
we conducted an anonymous, quantitative survey targeting professionals from
diverse backgrounds who participated in a DPIA to learn about the structure of
their DPIAs.

Responses were collected between March 6 and April 1, 2025, via Nettskjema,
a web-based survey tool developed by the University of Oslo!. Potential respon-
dents were contacted via email and social media platforms, including LinkedIn,
to solicit their responses. The email invitations leveraged professional associa-
tions and the network of experts in the field. The survey was conducted per
the ethical guidelines of the University of Oslo and assessed by the Norwegian
Agency for Shared Services in Education and Research? for compliant use of per-
sonal data. In total, 30 responses were submitted, with one submission discarded
because it provided contradictory answers.

The survey questions were primarily designed to learn about the structure
and resources common in DPIA processes, while considering the deficiencies
outlined in Sect.3. The questions were primarily multiple-choice, with options
for ‘I don’t know’ and ‘Other’ to allow respondents to add more or less detail
as needed. As the survey was anonymous, it first collected general information
about the respondents’ experience with DPIAs, the organisation in which they
conducted the DPIA, and the regularity with which DPIAs occurred. These
questions aimed to gauge the respondents’ perspective and their familiarity with
the DPIA as a process. The following questions then address the contents of the
DPIA in the respondents’ organisation. The goal was to determine if an unofficial
standard could be identified by inquiring about the methods used in different

! https://nettskjema.no.
2 https://sikt.no/.
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phases of the DPIA. For this purpose, questions regarding the composition of the
DPIA team, the tools used, threshold analysis, risk assessment, and identification
of measures to mitigate the risk were included. The next section of questions
focused on the compositional aspects, addressing the inclusion of third parties
during different stages of the DPIA. The final questions requested details about
the DPIA report and its overall result, including the quality and challenges faced
during the entire process. For the challenges, only three answers were allowed to
assert that a priority can be derived.
The complete questionnaire and results are available on github?.

5 Results

In the following section, we present the aggregated results of the survey
responses. To increase readability, the percentages will be rounded to the next
integer. The total number of responses considered in the results is 29. The results
are grouped into seven different categories: (1) general information about the
respondent and their organisation, (2) general structure of the DPIA, (3) thresh-
old analysis, (4) risk assessment and identification of measures, (5) third-party
cooperation, (6) DPIA result, and (7) challenges in the DPIA process.

5.1 General Information

While the survey was anonymous, some basic information about the participant
and their organisation was collected to provide some context to the answers.

Concerning information about the respondents, they were asked about the
roles they typically fulfil during a DPIA and their experience with the pro-
cess. The majority of respondents, 38%, are Data Protection Officers (DPOs).
The next largest group are legal advisors with 14%, followed by project lead-
ers, specialists in relation to the use case of the process to be assessed by the
DPIA, IT experts, and external DPIA experts with 10% each. Further, a man-
ager and chief privacy officer participated. The relevance of DPIAs, even before
the GDPR came into force, is evident in the respondents’ experiences. 38% work
with DPIAs for seven to nine years already, with 7% having ten or more years
of experience. 38% of participants started working with DPIAs shortly after the
GDPR entered into force, having three to six years of experience. There were
also some newcomers, with 14% having one to two years of experience and one
respondent working with DPIAs for less than a year.

Regarding the organisations the respondents are part of, 45% of organisations
work in commercial services, such as e-commerce, banking, or software develop-
ment, while 34% work in public services and 21% in education and research.
Roughly a third of these organisations are SMEs, with 21% having between 50
and 250 employees, 10% having ten to 50, and one organisation employing less
than ten persons. Consequently, the rest are large organisations with 62% having
1000 or more employees and one organisation having between 251 and 999.

3 https://github.com/Hinnaaak/DPIA _User_Survey.


https://github.com/Hinnaaak/DPIA_User_Survey

A Survey of DPIA Practices in Organisations 185

Conducting a DPIA does not appear to be a one-time thing for most organ-
isations, with only one having conducted a single DPIA in the last five years.
7% conducted two to four, 24% five to ten, 28% eleven to 25, and 34% more
than that. One respondent did not know how many DPIAs their organisation
had done in the last 5 years. If we take a look at only the last year instead, we
get 14% with one DPIA, 34% with two to four, 31% with five to ten, 7% with
eleven to 25, and 14% with more than that.

5.2 General Structure of DPIAs

The first step in understanding the structure of DPIA processes in organisations
is to know who carries out the DPIA. To provide an example of the composi-
tion of a DPIA team, we can take a look at the UK’s ICO. They recommend
including the business area or project leader, DPO, information security staff,
data processors, and legal advisors, as well as other relevant experts [33]. Fur-
thermore, the views of the affected individuals or their representatives should
also be consulted.

Project leader
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External DP [0
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Other
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Fig. 2. Roles included in the DPIA process (n = 29)

The answers received do not necessarily follow these recommendations by the
British supervisory authority, as 45% responded that their DPTA team consists
of only two to four people. 34% reported a size of five to seven, roughly matching
the ICO’s recommendation. 14% invest more human resources, reporting teams
of size eight to ten, while 7% go even bigger, working with ten or more people.
Regarding the distinct types of people involved in the DPIA process, as illus-
trated in Fig. 2, we observe that the responses align with the recommendations
in some areas, while deviating in others. Specialists for the use case, IT-experts,
and DPOs are found in more than four-fifths of DPIA teams, and the project
leaders and legal experts participate in roughly 60%. However, the roles often
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located outside the organisation are not represented with the same frequency.
Representatives of individuals and external processors are only included in 17%
and 14% of the responses. External DPIA experts are also reported in only 14%
of cases, indicating a low usage of external DPIA services.

Text template

Guidelines
DPIA software -1
External DPIA service

Risk framework

Other 2
0 5 10 15 20 25

Fig. 3. Tools and aids used for a DPIA (n = 29)

Figure 3 illustrates the tools and aids utilised during the DPIA process,
thereby confirming this assumption. No respondent stated that they use an
external DPIA service in their organisation. Do keep in mind, however, that
10% reported themself as an external DPIA expert. Instead of external DPIA
services, 90% rely on text templates for their DPTA. Additionally, organisations
rely on official guidelines (48%) and risk management frameworks (38%) to con-
duct their DPTAs. While a variety of commercial DPIA software can be found
online, only two respondents reported using DPIA software, and one stated they
use Al. When asked for the specific tools they use, the majority responded with
a self-developed solution (55%) or a self-developed template derived from a tem-
plate or guideline (10%). 17% instead use a provided template directly. These
templates originate from various sources, including governments and munici-
palities, supervisory authorities, and sector-specific shared resources, such as
templates for hospitals.

5.3 Threshold Analysis

Négele et al. critiqued that DPIAs are often conducted for processes that do
not require a complete DPIA [5]. The question arises how the threshold anal-
ysis for DPIA looks in practice. According to the answers we received, 45% of
respondents follow up with a complete DPIA on roughly a quarter of processes
screened. 24% each report half and three-thirds of processes respectively, while
7% conduct a complete DPIA for every process.

The factors used to arrive at the conclusion are shown in Fig.4. The 7%
that follow up on every screening can be seen here as well. The most prominent
factor, however, is the checklist with 86%. Following a checklist for processing
activities that are likely to result in a high risk to individuals during the threshold
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analysis can also be found in many guidelines, such as those released by the
EDPB [9]. Guidelines in general impact the outcome of the screening for 76% of
organisations. Going away from tools used in the threshold analysis, discussion
within the DPIA teams is the most frequent factor with 55%, while the decision is
left to the DPO in 45% of cases. Rarely (10%), external consultants are brought
in to provide an additional perspective.

Checklist

Guidelines

Discussion
DPO decides
DPIA for every process -

External consulting -
Other

0 5 10 15 20 25

Fig. 4. Factors used to decide if a complete DPIA is mandatory (n = 29)

5.4 Risk Assessment and Measures

Risk assessments can be highly complex and are therefore hard to accurately
gauge with a quantitative survey approach. Instead, we asked for the tools and
aids used to identify both risks and measures. The most prominent methods to
identify risks (see Fig.5) are risk management frameworks, internal lists of risks,
and internal consulting, which are utilised by roughly two-thirds of respondents
each. Further, internally utilised methods include discussions (55%) and threat
modelling (38%). Further, 31% use other DPIAs as reference. While it is not
clear if these DPIAs are internal or external, based on the responses in Sect.
5.6, we can assume that these are more often internal. External risk guidelines
are used in approximately one-third of cases, with the ‘Other’ response being
similar to an external guideline. Online searches (21%) and external consulting
(17%) are other sparsely used examples of getting information from outside.

If we compare the methods to identify measures for the risks (see Fig.6) to
these numbers, established technical and organisational measures and an internal
list of measures are prominent as well, with 72% each. Discussions were stated
the same number of times, increasing their relevance by 17% in comparison
to the risk identification. Organisations from the public sector and research and
education are especially fond of discussions, with three-thirds using them for risk
and 94% for measure identification. Guidelines (48%) and other DPIAs (41%)
increase in relevance as well, while online searches (14%) get used slightly less.
Internal consulting, on the other hand, is used only 38% instead, while external
consulting received the same number of responses as before.
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Fig. 5. Tools and aids used to identify risks (n = 29)
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Fig. 6. Tools and aids used to identify measures (n = 29)

5.5 Third-Party Cooperation

The answers in Sect. 5.2 have shown that DPs are rarely included in the DPIA
teams. That does not mean they are not considered during the DPIA. 86% stated
that they request information from external DPs where they are involved in the
processing activities, and 69% further request a list of risks and measures from
them. To provide some additional information, Fig. 7 illustrates the parts of the
DPIA where the third party is involved. The organisations do the screening
exclusively by themselves, and only receive external input for the DPIA report
in 10% of cases. Rougly a third of the time, third parties are involved during the
process description (38%) and evaluation (31%). The aspects where organisations
communicate with their collaborators the most are the risk assessment (48%)
and identification of measures (45%). While 34% of respondents stated they do
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not include third parties during any stage of the DPIA, 60% of them still request
information from them where they are involved in the processing.

Threshold analysis

Process description

Identify risks ]

Identify measures \

Evaluation

Documentation |

None |
0 5 10 15 20 25

Fig. 7. Where representatives from third parties are involved (n = 29)

Besides DPs there is also the case of joint controllership, which can be tricky
to address in a DPIA as it is not clear how the shared responsibility impacts
the requirements for the DPIA process. From the 38% of respondents that were
involved in a DPIA for processing activities with joint controllership, 40% stated
they have agreements in place to distribute the responsibility between the par-
ties, while 20% hold discussions between the two parties to address this issue.
Another 20% decide depending on the circumstances, giving the main respon-
sibility to the controller with more control over the processing or the one with
more resources and expertise. One respondent’s organisation resolves the shared
responsibility by allowing each controller to conduct their own DPIA.

5.6 DPIA Results

While the GPDR demands a report to document the results of the DPIA, the
format is not strictly defined. 69% of respondents document the DPIA result in
text form only, while the rest additionally provide it in a structured data format.

As shown in Sect. 5.4, other DPIA results can be a valuable resource during
the identification of risks and measures in a DPIA. The existence of a DPIA for
a comparable processing activity might further relieve an organisation from the
requirement to conduct a DPIA. Hence, sharing DPIA results can be advanta-
geous. However, only 7% make their DPIA results publicly available and 41%
share them with external stakeholders on request. Sharing results is more popu-
lar in larger organisations. 11% of respondents from organisations with 1000 or
more employees reported about publishing their results, and 56% share results
on request.

Another important aspect of the DPIA is its cyclical nature, requiring regular
review and reevaluation of the DPIA results. Figure8 shows when respondents
review a DPTA. One common trigger for a review is the time passed. 55% report
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they review a DPIA after a specified time frame of once per year or more often,
while 17% have a time frame of less than once per year. Another trigger is
changes to either the process (59%) or the information system (52%). A security
breach leads to a review of DPIAs in 24% of cases, while 7% report that they
do not review their DPIAs at all.

Once per year or more

Less than once per year [T

Change to process

Change to system

Security breach |

Never -
I don’t know {1
=

Other

o
ot

10 15 20 25

Fig. 8. When DPIAs are reviewed (n = 29)

Finally, the respondents were asked about their confidence in the DPTA result
(see Fig.9). Overall, participants appear to think that their DPTA process yields
a somewhat satisfactory result, with no one reporting an inferior outcome and
only one respondent categorising their DPIAs as poor. 38% report their results
as acceptable, and the majority thinks their work is good (34%) or very good
(24%).

5.7 Challenges

While the questions above primarily aimed to identify common patterns during
the DPIA process, we were also interested in what the respondents identified as

Very good

Good

Acceptable

Poor /1

Very poor

0 2 4 6 8 10 12

Fig. 9. Confidence in the result of the DPIA (n = 29)
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the most significant challenges they faced during the DPIA process. Up to three
challenges could be given. The responses are displayed in Fig. 10.

The two biggest challenges stated were the complexity of data processing
activities (79%) and lack of time (59%). Overall, organisations struggle with
different types of deficiencies, with a lack of budget (14%), expertise (24%),
and adequate DPIA tools (24%) all receiving some attention. The identifica-
tion of risks and measures was also highlighted as problem areas in 17% and
28% of responses, respectively. Unclear legal requirements are seen as a major
issue by 14% of participants. Finally, one respondent complained about a lack
of knowledge from third parties, and another one criticised the overall culture
surrounding DPIAs, leading to a tedious and conservative DPIA process.

Lack of time

Lack of budget T

Lack of expertise [
Lack of DPIA tools [
Unclear legal requirements -
Identifying risks T
Identifying measures

Complexity of data processing

Other =3
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Fig. 10. Biggest challenges during a DPIA (n = 29)

6 Analysis and Discussion
6.1 Reusability of DPIAs

Given the substantial resources invested in the DPIA process, reusing the results
or parts of them is desirable. When a process is sufficiently similar, a previous
DPIA can even completely exempt the DC from the requirement for a DPTA.

Almost all respondents report that their organisation conducts multiple
DPIAs per year. While using other DPIAs to identify both risks (31%) and
measures (42%) is common, it is not a standard procedure. Apart from internal
sources, the DPIA results of other organisations can also be used as a refer-
ence. This is especially important for types of processing that the organisation
has no previous experience with. With only 7% of respondents sharing their
DPIA results publicly and 41% sharing them on request only, which requires
information about the existence of this DPIA, obtaining external references is
challenging.
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The specific combinations of types of processing and data used, an organ-
isation’s information system, and other relevant criteria influence the risks,
measures, and general outcomes of a DPIA. Considering the size of the Euro-
pean data ecosystem, the correlations between these criteria are most likely not
unique. Other DPIA results can therefore be a valuable tool for improving the
quality of results and alleviating a lack of time and expertise. Further research
should examine how DPIA results can be made publicly available, e.g., in the
form of an open repository, without creating more risks or disclosing confidential
information of the organisations.

6.2 Cooperation and Compositional Aspects

While external processors become involved at various stages of the DPIA pro-
cess (see Fig.7), Fig. 2 illustrates that they are rarely part of the DPTA team.
As most organisations request information from involved processors, an organ-
isation judging the external party’s contributions to the DPIA as irrelevant or
unimportant is unlikely. However, with a lack of time and budget being prevalent
challenges, and the DC having full responsibility for the DPIA, getting people
not contracted to your organisation permanently involved can be difficult.

With external parties only sparsely getting involved, if at all, during the
actual DPIA process, the question arises as to what information is being
requested from them, especially in terms of completeness and comprehensibility.
An issue that has recently been raised by ENISA [2] is risks stemming from
the composition of actors involved in a processing activity. Addressing these
risks requires communication and insights into the information systems from
all parties involved. Whether the level of collaboration that is expressed by the
respondents’ answers is sufficient to meet these criteria is doubtful.

The biggest challenge during DPIAs, according to the participants, is the
complexity of processing activities. The most effective approach for a DPTA pro-
cess to handle this complexity is likely an improvement of the process description.
The hardest parts of a process to describe for a DPIA team are probably those
that are not located within their own information system. However, only 38% of
respondents involve third parties during the process description.

Overall, more information is needed about the exact forms and contents
of communication between collaborating parties during a DPIA. The impact
of other existing legal mechanisms between the parties, such as data process-
ing agreements, also warrants attention. Additionally, the inconsistent involve-
ment of third parties warrants an investigation into how DPIA processes can be
designed to facilitate external participation more effectively.

6.3 Review of DPIAs

As shown in Fig. 8, there are various triggers for a DPIA review. With changes
to the process at 59% being the most prominent reason, a consistent pattern
for when a DPIA gets reviewed is hard to spot across organisations. The GDPR
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demands a review of the DPIA “at least when there is a change of the risk repre-
sented by processing operations” [1, Art. 35(11)]. Complementary, the guidelines
by the EDPB [9] recommend reviewing periodically, after a change to the leg-
islation, or a change to the processing operations. Especially changes to the
process might incur changes to the risks, as consequences are hard to estimate
beforehand. This strict interpretation would make a revision of the DPTA manda-
tory after a change to the process, and thus 41% of respondents would be non-
compliant. You can argue the same way for organisations that do not engage in
periodic reviews. The question arises, why does the review process appear to be
lacklustre? This issue requires further investigation into the approach taken by
organisations. It can be assumed that stricter guidelines and a clearer definition
of when a change to the risks occurs are needed. For which changes to the pro-
cesses do changes to the risk apply as well, and how do other triggers, such as
changes to the system or a security breach, correlate with it?

Data spaces, as an emerging data ecosystem, face additional challenges
regarding a DPIA review due to changes in the process. The external parties
involved in data sharing for a process can change dynamically within a data
space. These dynamically changing third parties all have their own local risks
and might introduce new compositional risks. These risks would need to be
shared and assessed each time, highlighting the need for automating the review
of these changes to the process.

6.4 Experience with DPIAs

The majority of respondents have multiple years of experience with DPIA pro-
cesses. Their familiarity with the procedure might diminish the impact of some
challenges and issues on the process. The respondents stated that the complex-
ity of processing activities is the biggest challenge. This leads to the assumption
that this issue might be systematic rather than stemming from a lack of exper-
tise. The four respondents with 1 to 2 years of DPIA experience all stated a lack
of time as a major challenge. Three of them also criticised the existing DPIA
tools. Although the sample size is small, a learning curve can be assumed, as
familiarity with the process and tools is expected to improve efficiency and con-
sequently reduce the time required for a DPIA. However, the reason for stating
a lack of tools as a challenge can also stem from an insufficient quality of the
tools. Interestingly, the one respondent with less than a year of experience did
not provide either a lack of time or tools as one of the three biggest challenges,
further warranting additional research in the influence of experience on the DPTA
process.

6.5 DPIA Culture

At the level of organisation conducting DPIA Processes, awareness of privacy
and security issues related to the handling of large amounts of data is crucial
for data protection practices [34]. The potential of DPIA, therefore, lies not
only in its use as a technical or legal instrument but also in its ability to foster
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a culture of data protection within organisations. The data protection culture
addressed here encompasses internal awareness and sensitivity to data handling,
as well as the development and implementation of principles, rules, and roles
within the organisation [35,36]. The involvement of third parties, particularly
in identifying risks, can be considered supportive, but there is also a risk of
compromising internal sensitivity to organisation-centred risks (see Fig.7). It
is also important for an organisation to be aware of the specific types of data
involved in the DPIA and what their materiality means for the handling of that
data. At the individual level within organisations, skills in handling data appear
to be crucial for the DPIA process.

A culture of data protection can be seen as a significant factor in the effec-
tiveness of the DPIA as it creates a framework within organisations in which the
responsible handling of data is embedded as a value in data protection practice,
thereby going beyond the fulfilment of legal requirements. This culture becomes
visible when data protection is understood in practice as an integral part of
corporate strategy, supported by organisational measures, and prioritised. As
Fig. 5 shows, the organisational framework for a DPIA appears to be uncertain
at present. In addition to procedural challenges such as the complexity of data
processing, the factors of time, expertise, budget, and a systemic approach are
considered particularly challenging organisational parameters.

6.6 Interaction Between the DPIA and Other Legislation

A relevant aspect outside the survey’s scope is the interaction between the DPTA
and legislation other than the GDPR. The impact of other current and poten-
tially future legislation must be considered in the design of DPIA processes.

Kelemen and Hohmann [37] have demonstrated similarities between the
DPIA and the obligations for risk assessment related to services and systems
used by very large online platforms under the Digital Services Act [38]. Another
novel piece of legislation is the AT Act [39], which introduces the Fundamental
Rights Impact Assessment (FRIA) for high-risk artificial intelligence systems.
The requirements for FRIA and DPIA overlap on multiple occasions, and the
automation and reusability aspects of the DPIA could serve as an extension
to the FRIA [40]. Initial approaches to a framework for identifying synergies
between DPIAs and FRIAs have already been discussed [41]. Further, a tool that
reuses DPIA results in FRIAs has been introduced [42]. While these approaches
focus on how DPIAs can be used to supplement a FRIA, the question of how
the FRIA and other legislation might impact the DPIA process remains.

As we advance, interactions with the risk assessment obligations under other
legislation must be examined more closely. Matching requirements and proce-
dures between the different risk assessment frameworks is potentially symbiotic.
This can simplify the complexity stemming from the various legal requirements
and complement both results.
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6.7 Limitations

This research is subject to some limitations. First, the design of questions can
introduce some bias. Most questions were either single or multiple-choice ques-
tions with pre-defined options. While we attempted to make these options as
comprehensive as possible and included an Other option, it cannot be ruled out
that respondents may have omitted some niche practices because they were not
included in these options.

Since the survey was anonymous, the possibility of malicious answers or mul-
tiple submissions exists. We decided to accept this risk because there is no real
incentive to manipulate the results.

Another issue is the sample size and difficulties in reaching possible respon-
dents. The target audience is specific, and while many people may have been
consulted for a DPIA in the past, they don’t necessarily feel sufficiently involved
with DPIAs to respond to the call for participation. Additionally, we did not
find any DPIA-specific communities. This increased the reliance on networks and
communities related to the broader field of privacy, data protection, and GDPR
compliance. This might have introduced another bias in the results, as these
participants are likely more involved with the topic than the average member of
an organisation. Further, the small sample size made it challenging to identify
correlations between the group of respondents.

Lastly, the survey’s quantitative design means that the insights into the
respondents’ DPIA process are rather superficial. While we can draw meaningful
conclusions about general trends and challenges regarding DPIA procedures in
organisations, we did not obtain information about how a specific step of the
DPIA is executed or what DPIA results look like. Further research is needed to
address this gap and enable us to develop improvements for the DPIA process.
Expert interviews, participating in a DPIA process, and collecting DPIA results
from various sources may be reasonable next steps to address this issue.

7 Conclusions and Future Research Directions

As can be seen from our survey results, the implementation of data protection
impact assessments remains somewhat heterogeneous in the European landscape,
with a tendency to implement ad-hoc rather than formalised DPIA processes.
Most survey respondents confirmed the utilisation of non-standardised DPIA
methodologies, or the use of existing methods at the level of guidelines rather
than a formal approach or tool. Individual, hand-written text documents make
up the majority of DPIA reports, inspired by templates published by data pro-
tection authorities or domain-specific organisations.

Our survey also revealed that while third parties (external processors) are
often requested to provide information about their data processing approaches
and DPIA risk inputs, they are typically not actively involved in the DPIA
process itself. The biggest challenge here lies in the complexity of data processing,
which often renders a comprehensive DPIA process—covering all stakeholders
and risk sources—unfeasible in terms of time and resources.
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Based on our analysis of the survey results, it would be worthwhile to analyse
different approaches to standardisation, formalisation, and (semi-)automation of
the DPIA process to reduce efforts and improve quality, comparability and inter-
operability. We further plan to identify different DPIA cultures and the socio-
technical factors that determine the DPIA process. Finally, we will develop a
generic DPIA process repository that can serve as a template library for ongo-
ing DPIA processes.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.

Appendix

Questions and answer options of the survey:

1. How many years of experience do you have in DPIAs or privacy impact
assessments in general? None; Less than a year; 1-2 years; 3—6 years; 7-9 years;
10 or more years

2. Which role do you primarily have during a DPTA? Project leader; Specialist
(In relation to the use case of the process the DPIA is conducted for); IT-
Expert (e.g. cybersecurity or sys-admin); Data Protection Officer; Legal advisor;
External Data Processor representative; External DPIA expert; Representative
of the affected individuals (e.g. works council); Other

3. Which sector does your organisation belong to? Commercial Services (e.g.
e-commerce, banking, insurance, software development or consulting); Public
Services (e.g. healthcare, public transport, law enforcement); Manufacturing;
Agriculture, Food, Forestry, and Mining; Education and Research (commercial
or public); Other

4. How many employees does your organisation have? 1-9; 10-50; 50-250;
251-999; 1000 or more

5. How many DPIAs did your organisation conduct in the last 5 years? 0; 1;
2-4; 5-10; 11-25; 25 or more; I don’t know

6. How many DPIAs does your organisation on average conduct in a year?
0; 1; 2—4; 5-10; 11-25; More than 25; I don’t know

7. How many people are on average involved in the DPIA Team in your
organisation, including externals? 1; 2-4; 5-7; 8-10; More than 10; I don’t know

8. Which roles are included in the DPIA process? Project leader; Specialist
(In relation to the use case of the process the DPIA is conducted for); IT-
Expert (e.g. cybersecurity or sys-admin); Data Protection Officer; Legal advisor;
External Data Processor representative; External DPIA expert; Representative
of the affected individuals (e.g. works council); Other

9. Which tools or aids do you typically use for a DPIA? Text template;
(Official) guidelines; DPIA software; External DPIA service; Risk management
framework; I don’t know; Other

10. Please give the name of the tools or aids you use (free text response)
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11. After conducting the threshold analysis, which fraction of processes
require a complete DPIA? None; Roughly 50

12. How do you decide a complete DPIA is mandatory when evaluating
processing activities? Checklist; (Official) guidelines; Discussion with the DPIA
team; The DPO decides; We do a DPIA for every process; External consulting;
I don’t know; Other

13. Which methods do you use to identify possible risks? Risk Frameworks;
Internal list of risks; External list of risks/guidelines; Online search; Threat mod-
eling; Discussion; Other DPIAs; Internal consulting; External consulting; I don’t
know; Other

14. Which methods do you use to identify measures to address the risks?
Established technical organisational measures; Internal list of measures; External
list of measures/guidelines; Online search; Discussion; Other DPIAs; Internal
consulting; External consulting; I don’t know; Other

15. In which parts of the DPIA process do you typically involve representa-
tives from third parties? Threshold analysis; Process description; Identify and
assess risks; Identify measures to mitigate risks; Evaluation of the DPIA; Docu-
mentation of results; I don’t know; None

16. Do you request information from external Data Processors where they
are involved in the Processing Activities? Yes; No; I don’t know

17. Do you request a list of risks and measures or a DPIA from external Data
Processors where they are involved in the Processing Activities? Yes; No; I don’t
know

18. Did you ever conduct a DPIA for processing activities with joint con-
trollership? Yes; No; I don’t know

19. In which form do you document the result of your DPTA? Text only (e.g.
PDF); Structured data format only (e.g. JSON or XML); Text and structured
data format; I don’t know; Other

20. Are DPIA results shared with external stakeholders? Yes, publicly avail-
able; Yes, shared upon request; No, internal use only; I don’t know

21. When do you review a completed DPIA? After a fixed period of time (1x
per year or more often); After a fixed period of time (Less than 1x per year);
After a change to the process; After a change to the information system (IT
architecture); After a security breach; Never; I don’t know; Other

22. How confident are you in the accuracy of the DPIA result on average?
Very Poor; Acceptable; Very Good

23. What are the biggest challenges you and your organisation face during a
DPIA? Lack of time; Lack of budget; Lack of expertise; Lack of adequate tools
for DPIAs; Unclear legal requirements; Difficulties identifying data protection
risks concerning the individual; Difficulties identifying adequate data protection
measures; Complexity of data processing activities; Other
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Abstract. This work introduces Information Inference Diagrams
(I2Ds), a modeling framework aiming to complement existing approaches
for privacy and security analysis of distributed systems. It is intended to
support established threat modeling processes. Our approach is designed
to be compatible with Data Flow Diagrams (DFDs), which form the basis
of many established techniques and tools. Unlike DFDs, I12Ds represent
information propagation, going beyond mere data flows to enable more
formal reasoning in threat modeling while remaining practical. They
define inference and sharing (flow) relations on information items to
model how information moves through a system. To this end, we provide
formal definitions for information items, entities, and flows. By intro-
ducing classes as a type system, our formal rules are both generic and
allow conformance to existing vocabularies. We demonstrate the applica-
bility of 12Ds through examples, that showcase their versatility in system
analysis.

1 Introduction

Security and privacy analyses often begin with a description of the target sys-
tem. These descriptions form the foundation for systematic analysis, enabling
tasks such as identifying risks associated with system elements or verifying com-
pliance with specific requirements. In particular, Data Flow Diagrams (DFDs)
have gained widespread adoption for practical threat modelling [18]. Techniques
such as STRIDE [14] and LINDUN [5] employ DFDs systematically and have
been extended for specialised scenarios and contexts [11,23]. Furthermore, these
methods have been integrated into tools for threat modelling [8,16,20].

While data-flow-centric approaches are productive for assessing privacy and
security, they often fail to address deeper, fundamental aspects of security and
© The Author(s) 2026
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Trust
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Request Client
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E Threat: Loss of Confidentiality
_+ Countermeasure: Encryption

Fig. 1. Data Flow Diagram of a typical web application (request-response scenario).

privacy: protecting data is often the means to an end; safeguarding the infor-
mation implicitly or explicitly derived from the data and its surrounding con-
text. Information, in this context, refers to the interpretation of data, which can
include unintended insights drawn from metadata, contextual factors, or back-
ground knowledge. Please note that this is a qualitative notion of information [15]
and not quantitative like entropy.

DFDs, while effective for visualizing data flows, are not designed to explic-
itly represent the information level of a system. This limitation makes it dif-
ficult to analyse how information propagates through a system or to evaluate
information access, especially in terms of contextual or background knowledge.
Practical analyses using DFDs often address these gaps only implicitly through
annotations or ad hoc interpretations. In Fig.1, we provide a simple example
illustrating some of the discussed problems. It depicts a DFD of a distributed
application delivering data to a user via a web app, with an annotated threat
and countermeasure: the response contains confidential user data at risk. This
annotation relies on additional, implicit knowledge. It is implied that data is con-
fidential, that data is included in the request (despite no explicit link between
the database and response), transmitted over an untrusted channel, and miti-
gated by encryption. It is also unclear, how adding encryption affects the system,
e.g., if new data flows are necessary to manage keys and identities, if new risks
like identifiability arise (as the mitigation is only indicated as an annotation).
Such knowledge is not visible because DFDs are not designed for structured rea-
soning. DFDs are popular partially because they abstract from these kinds of
details. However, given higher demands on precision and granularity of a threat
modelling process, it becomes necessary to facilitate such aspects within a data
flow model. It is also possible that only smaller critical parts of a system need
to be analysed in depth.

In this paper, we address these challenges by introducing Information Infer-
ence Diagrams (I2Ds), a novel methodology for reasoning about privacy and
security. I2Ds provide a structured representation of a system’s information
view, enabling a clearer understanding of how information propagates to facil-
itate the analysis of security and privacy properties. Our approach is designed
to complement existing methodologies, such as DFD-based threat modelling,
by bridging the gap between data-level and information-level analysis. 12Ds are
intended to fill the space between formal information flow analysis [13] and clas-
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sical threat modelling. They are intended to be used in DFD-based analysis to
enable detailed inspection.

To this end, I12Ds provide a framework for modelling the existence of informa-
tion items within a system, their propagation pathways, and the inferences that
can be drawn from them. This enables 12Ds to capture and analyse the impact
of successful attacks or architectural changes on the system. 12Ds are specifi-
cally designed to allow direct translation from DFDs, enabling integration with
established system modelling practices. They follow a modular approach, allow-
ing focused analysis on selected parts of a system while abstracting others. An
important property of I12Ds is their support for incremental model construction,
where additional information can be iteratively incorporated by the user. I12Ds
can be either constructed manually or automatically generated from existing
system descriptions. However, the automatic generation of 12Ds, which depends
heavily on the specific characteristics of the input model, is beyond the scope of
this paper.

The contributions of this paper can be summarised as follows. We introduce
Information Inference Diagrams (I12Ds) by providing definitions for all elements
and by explaining certain concepts making them versatile for complementing
existing DFD-based analysis endeavours. Furthermore, we demonstrate the util-
ity of 12Ds through illustrative examples, showcasing their effectiveness in iden-
tifying and mitigating security and privacy risks in various scenarios.

The remainder is structured as follows. In Sect. 2, we define 12Ds and their
foundational concepts. In Sect.3, we demonstrate their application through
examples. In Sect. 4, we discuss key challenges and design decisions. In Sect. 5, we
review related work and position 12Ds in context. Lastly, in Sect. 6, we conclude
and propose directions for future research.

2 Information Inference Diagrams

In this section, we introduce the foundations of 12Ds and their construction
principles. 12Ds are intended to complement DFD-based reasoning by switching
to information level relations. Therefore they can build on existing DFDs.

Figure2 shows an 12D for the scenario depicted in Fig.1. Independent of
their type, all nodes are represented as entities sharing information through
information flows. The trust boundary is also an entity containing sub-entities.
Each simple entity has an associated set of information items. Inference rules (R)
describe the inference relation over these items. Last, a normative requirement
rule (N) describes privacy and/or security requirements. In the following, we
define all these elements and provide syntax rules. We will refer back to the
example in the next section and also in Sect. 3, when all foundations have been
laid out.

2.1 Elements

At its core, an 12D represents entities and the information that is available to
them. Information can be available for an entity by definition. Information can
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become available to an entity by learning it from another entity (represented by
flows) or by inference.

12Ds contain descriptive and, optionally, normative declarations. Normative
declarations (N) express requirements that should hold. The descriptive part is
composed of three aspects:

First, the information available to different entities. Second, the flow of infor-
mation between entities. Third, inference rules (designated by R) which may be
automatically evaluated during the reasoning process.

Entities and Information Items. The core elements of an 12D are enti-
ties. Each entity e has an associated individual information item set Z(e) (it
“possesses” items). An information item is an object representing some fact.
For example: given some message different information items can be defined,
referring to aspects of the message itself, inferred properties of that message or
context of the message. One may for example define information items for the
content of a message or the length of the message. Regarding the security, one
can define an item referring to the inferred state of the message’s integrity. Sim-
ilarly, one may define an item representing the time the message was received.
An information item represents arbitrary knowledge or even capabilities for an
entity and we make no restrictions on that, enabling to express a variety of
security and privacy properties.

Z(e) is a fuzzy set, allowing to express uncertainty on information items.
Information items can be annotated with classes, meaning that they can be
annotated with additional class symbols assigning them to classes (e.g., an item
may be marked as “personal data” or “high clearance level”). We denote the set
of all information item classes by €/ and define an information item as a triple:

7:: (n’p?c)7

where n is a unique name (identifier), p € [0,1] is the degree of membership,
and O C ¢! is a set of item classes the item is assigned to. As a shorthand

notation, one can write n;” -~ where co,...,c, = C. If p = 1, the subscript
Server
< Request
UserData Web
Database > Server Client
Response
Client : {

Database : { Webserver : { UserData, Request,
UserData} Request, Response,
Response} UserData}
R : UserData, Request - Response; N: UserData ¢ untrusted

Response + UserData;

Fig. 2. A representation of the example system from the Introduction.



206 S. Rehms et al.

can be dropped yielding n-> " in the shorthand notation. Classes work like
annotations for elements, allowing to define group-based rules, which we intro-
duce later. C(i) denotes the projection of the classes of the item 4. In Fig. 2 the
information items for each entity are visible below the respective boxes repre-
senting the entities’ item sets (e.g. Database : {User Data}) — probabilities and
classes are not used.

€ is the set of all entities. An entity can be simple or complex, where £°
is the set of all simple entities and £¢ the set of all complex entities. A simple
entity is again a triple:

e=(n,1,C),

where n is a name, I is a set of information items (thus, Z(e) = I), and C C ¢
is a set of entity classes (€ refers to the set of all possible classes for entities).
A complex entity consists of a name, classes it belongs to, and child entities:

€Cc = (n) C’ E)7

where (n,C, E) is a tuple representing a complex entity. n is a name, E is a
non-empty set of sub-entities and C' a set of entity classes. The sub-entities may
be simple or complex, allowing nesting of entities. As F # &, the leaves of the
resulting logical tree are always simple entities. C'(e) designates the class set of an
entity e. The function Z(ec) for a complex entity returns the set of all information
items of it’s children by recursively folding all information items from its child
entities into the into the parent entity’s information set, using fuzzy set standard
union, selecting the highest probability. In essence, this creates the union of the
information sets of all leaf nodes in the hierarchy.

In I2Ds, the notion of an entity is very general. It may represent physical
components (e.g., a router), virtual components (e.g., an API endpoint), humans,
or physical and virtual channels. In Fig. 2 the entities are represented as boxes
(where the Server is a complex entity with two simple sub-entities). No classes
are used.

Flows. F represents the set of all flows. A flow can be simple or complex. In
Fig. 2 there are three simple flows without classes (the arrows). A simple flow
consists of an origin, a target, associated information, a name, and classes:

f = (n,o,zﬁ[,C)
The construction of complex flows is similar to entities:
fC = (n70at7CaF)a

where n designates the name of a flow. 0, € £% and o # ¢ designate the origin
and target of a flow which are always simple entities. C C ¢ designates classes
for flows, where € is the set of all flow classes. F is an ordered list of sub-flows.
I is a set of information items associated with a flow.
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Flow-associated items express that information available at the origin is
shared with the target. Let ¢ be any information item, a, b simple entities and f
a simple flow from a to b with associated information items Z(f), then:

1€Z(a), i € Z(f) = i€ Z(b).

Note, that a flow does not necessarily mean, that information is sent from
one entity to another; a flow rather represents that only if some information is
available at one entity this information is also available to the other. We allow
the wildcard symbol * as information item on a flow to express that the origin
entity shares all its information with a target entity.

Complex flows allow to specify the structure of information exchange and
can therefore be used to model protocol-like interactions (therefore the child-list
is ordered). Complex flows contain a list of possibly complex children flows. As
every flow has an origin and a target entity, complex flows logically also contain
associated entities, denoted by £(F'), where F' is a complex flow. These entities
can be “external” to the original flow, i.e., they are not required to be the origin
or target. Helper entities therefore can be introduced to describe complex flows.
In fact, complex flows can be seen like nested diagrams.

Rules. New information items have to be added to the information sets of
entities if inference rules in R apply (cf. Fig. 2). In the simplest form, these rules
follow the syntax

C
ao,al,...kp bo,bl,...

Here, p € [0, 1] is a probability, ag, a1, ... and by, by, . .. are finite lists of informa-
tion items, and C' C €¥ is a set of entity classes to which the rule is applicable.
An omitted class annotation implies that the rule is applicable to all entities. If
all information items ag, a1, ... are present in an entity set the rule applies, trig-
gering an addition of the items by, b1, ... with degree p to the respective entity
set (if p is omitted, then p = 1). Class-based rules can be written according to
this syntax:

c c oLy
co(x),c1(y), ... F bo, by, ... or co(x),e1(y), ... B ao y™, ..

where cg, c1,...,dg,dy, ... € €1 are item classes and x,y are variables (must not
be bound by an item name). The first rule schema conditionally adds items. The
second rule schema serves the purpose to conditionally rewrite classified items,
e.g. the rule c0(z),cl(y) F 2%, y% would apply to the item set {a®, b} and
generate the new items a% and b% .

It is important to prevent infinite recursion. This can be done by implicitly
marking the outcome by the generating rules and prohibit re-application.

Classes in rules can be negated (effectively yielding the complement set):
c(x),d(z) i applies if c € C(z) Ad ¢ C(x).

For class rules, one can use the variable x in the outcome, which can be useful,
e.g., to “rewrite classes”. For instance, if ¢ is a class, then the rule c(z) - 29
would add a new item with classes ¢, d to .
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A wildcard class *() can make a single-class-rule to be applied to multi-classed
items. For example, c(z), *(x) I j applies to an information item %, although
d is not explicitly mentioned in the rule. Using a class variable, indicated by the
wildcard *, allows to propagate the classes to the outcome: c(z), xv(x) F j*.

An arrow can be used to express replacement of items on all outgoing flows.
If 7 and j are information items, c is class and = a variable, then the two rules

. moo. mo .
1] or c(z) =7

express that all outgoing flows containing ¢ or c-classified items instead contain
j but only if j is available for the entity the rule is applied for (entities classified
m). Such rules can be used, to automate the expression of transformations of
items at intermediate stations (like pre-processing etc.). In Fig. 4 an example is
given how such a rule in combination with other inference rules can be used to
represent man-in-the-middle-like attacks.

Entity classification rules allow to automatically add items to information
sets of entities, add new flows or child-entities based on classification. If ¢ is an
entity class symbol, i an information item, F is an entity and f is a simple flow,
then one can use:

Ce) i or Ce) ke or Cle)-f

The first means that all entities of class ¢ possess i. The second means, that
if an entity is of class ¢, then it automatically has a child F, transforming the
parent entity into a complex one if it is not already one (note that we allow E
to be complex itself). The third means that a c-classified entity is part of a flow.
For flows we force that the respective entity is either the origin or target of the
flow. If the other entity does not exist, it is created. Note that the associated
information items are not required to be in the entities’ sets (cf. the definition
of flows above). Similarly, rules allow the automatic addition of nested entities
and flows.

One aspect to heed is, that automatic changes triggered by class rules may
add items to complex entities. This is problematic because complex entities
can be classified but do not possess their own information sets (only the leaf
entities). Therefore in such cases the triggered rules need to be resolved to add
the according elements to leaf elements.!

Normative Declarations. All aspects presented so far are purely descriptive,
as they focus solely on enabling the representation of a system. By introducing

! The alternative would be to differentiate between specific classes for simple and
complex entities. This, however, would also make a resolving step necessary, as the
class of a simple entity needs to be transformed into the class of a complex entity
when adding sub-entities. Our approach fits together with the concept of views
introduced further down. One may simply introduce an abstract “virtual storage”
leaf entity collecting items of higher levels.
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normative requirements, it becomes possible to evaluate whether any issues exist
within the current system model. This step is entirely optional.
Requirements follow the patterns:

a,b,...e E or a,b,...¢ E,

where a, b, ... are information items, and F is a simple or complex entity. One can
use a wildcard * to represent every entity and add exceptions using the usual set-
exclusion operator “\”. For example *\ F, G excludes entities F, G. Requirements
state that an entity shall or shall not have access to specific information items.
If E is a complex entity, this implies that the respective information item is/is
not present at any/at least one sub-entity (cf. the definition of views). Instead
of F, one can also use an entity class, effectively making it possible to declare
policies for sets of entities.

2.2 Transformations

Recall that models are inherently incomplete, which is why we focus on the
construction process of 12Ds. In this section, we describe how an 12D can be
further refined and specified through transformations. In this context we high-
light that a model is continuously built, while introducing changes to a model
(e.g., starting out from a model in a different “language” like DFDs and then
translated, effectively changing the model by adding additional details based on
the modelling method).

Transformations refer to any change of the model during the modelling pro-
cess. Many rules explained above can be understood as automatic transforma-
tions of the model. But during the modelling process, the user introduces also
manual changes according to the possibilities of the modelling method. This can
be understood as manual transformations, effectively creating new versions of
the model by adding additional knowledge.

Simple transformations include the addition of information items, the intro-
duction of simple entities and flows, the classification of existing elements, and
the creation of rules.

More elaborate transformations involve refining entities by adding sub-
entities or refining flows, both of which result in the creation of complex ele-
ments. When a simple entity is transformed into a complex entity through the
addition of nested sub-entities, incoming flows directed at the parent entity must
be rewritten to target specific child entities. This adjustment aligns with the def-
inition of flows, which do not permit complex entities as origin or target.

For the creation of a complex flow, we specifically introduce the concept of a
bisection. This manual transformation answers the question: how is the informa-
tion exchange mediated? A bisection introduces a mediating entity in between
two information sharing entities. This new entity represents the logical path
enabling the sharing of information. Depending on the scenario, the mediating
entity can be very general (e.g., an ISP) or very specific (e.g. a physical channel).
A bisection implies that the information set of the mediating entity contains all
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Fig. 3. Views on two entities (without information items). The tree representation next
to each entity shows the abstracted sub-tree. Colours indicate different possible views,
which may vary between entities.

information items belonging to the flows—otherwise it would not be mediating
the information.

The result of a bisection is a complex flow which can be specified further, e.g.,
by adding other entities or flows. For example, the ISP entity might be composed
of multiple routers; the physical channel might imply that other entities can
eavesdrop on it and therefore a new flow can be added. A bisection is used as
example in Fig. 4b.

Each transformation possibly triggers a cascade of changes and therefore an
iterated re-evaluation of rules is necessary.

2.3 Views

A view of a complex entity represents its abstraction at a specific depth of the
tree, reducing it to a simple entity. A complex entity aggregates the information
of its children using Z(e). Flows directed to the child entities are redirected to the
newly instantiated simple entity. Figure 3 illustrates this process: Nested boxes
represent entities and the colours represent possible views. Tree representations
next to each complex entity show abstracted components. Left to right depicts
three levels of abstraction, omitting specific information items.

Views serve two main purposes: First, they aim for complexity reduction by
abstraction. Second, they can be interpreted as inverted specification: Abstract-
ing a view hides the specification done for the respective element. Turning this
around allows us to state: simple elements can be understood as not yet specified,
emphasizing incompleteness of models.

Views of complex flows are not straightforward, as such flows may involve
multiple entities and additional sub-flows. A complex flow can be represented as
a simple flow by removing all sub-elements from the diagram’s representation.
Alternatively, each complex flow can be “deconstructed,” as a complex flow can
be interpreted as a named or classified section of the 12D.
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2.4 Schemata

All elements can be predefined in form of a schema before starting the construc-
tion of an I2D. Such schemata can support the analysis by ensuring adherence
to a specific vocabulary or by forcing the analysis to address particular require-
ments.

For instance, a schema may define protocol symbols and provide correspond-
ing inference rules for those protocols. The class TCP could be predefined
with inference rules such as TCP F fingerprinted_operating_system, or the
class TLS F authenticated. Another example could involve the classification of
information items and entities according to European GDPR properties (similar
to [6]). I2Ds in this sense can be used as kind of a meta-language.

2.5 Patterns

One may define patterns, which describe structural parts of I12Ds reoccurring in
modelling processes. They may refer to specific flow-entity-inference relations.
For example, one may find the (comparably simple) pattern “state-free process-
ing” in which an item ¢ flows to an entity where a rule ¢ F j is applied and j
flows out. As another example, consider a complex flow pattern “intercepting”,
in which a mediating entity learns all information along the flow (cf. bisection)
and shares it with another external entity. As a third example one can think of
a pattern “authentication” in which an integrity-classified item is derived from
a set including a secret.

A pattern can be understood as a partial predefined diagram where all ele-
ments, including inference rules, are represented by not-yet assigned variables
(not necessarily the case of classes).

One additional aspect here is, that one can also search an existing 12D for
patterns to look for certain properties in a system.

3 Application Examples

In this section, we provide application examples, illustrating how I2Ds can be
used for analysing systems. The main purpose is to highlight the use of different
properties and why they have been defined the way they are.

3.1 Example 1: Request/Response Scenario

Here, we refer back to the contrasting example from Fig. 1 and Fig. 2, showing a
possible representation of the DFD-based system description as 12D. The original
trust boundary is represented by a complex entity (e.g., a server running two
services). Note that this is an interpretation of the underspecified situation in
the original DFD. (We will address the topic of trust boundaries later in Sect. 4).
The database shares the item UserData with the web server through a flow. As
the item UserData is an element of the information set of the database, it is also
an element of the information set of the web server.
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Another flow represents the client request. In the original DFD, the
“Request” expresses that some data flows across the trust boundary. Here, the
item Request is an abstract item representing the information contained in the
request that is initiated by the client. The Request-item is an element of the
information set of the web server because of two facts: the flow, stating, that
the information is shared if it is present at the origin and the fact that it is
indeed present at the client (the client possesses the information of the Request
by definition).

The same holds to the response flow: in the 12D, the server shares the
Response item with the client only, if it is part of its information set. A rule
allows the server to infer a response from both the Request item and the User-
Data item from the database. I2Ds prompt to make such connections between
information items explicit. The flow applies and the UserData is available at the
client.

The annotated threat in the DFD is represented through a normative rule in
N (in green). The rule states that UserData must not be an element of any entity
classified as untrusted. This is the case so the rule is not violated. This rule is the
equivalent of a confidentiality requirement on a concrete item. Any confidentiality
requirement can be stated like that as it precisely encodes confidentiality: only
authorised parties get access to some information. We will address the relation
of protection goals and threats in I12Ds later in Sect. 4.

3.2 Example 2: Complex Analysis

The next example illustrates how our method can be used in different ways to
analyse a system. The example is a generic version of the first one, representing
a typical client-server relation (Fig.4a, where the entity “Server” is providing
content for a generic “Client” (see Fig.4b)). One can think of the server as an
abstracted view on the complex entity from the first example as we focus on
the relation to the client. The server holds the information item c¢ representing
some content. Through the flow (for simplicity we omit names for flows in this
example) the information item c is available for the client too.

Figure 4c presents a flow bisection in which the ISP is introduced as mediat-
ing entity. The complex parent flow is indicated by the dotted line. Mediating
entities need to know the mediated information (therefore c is in the newly intro-
duced information set of the ISP). Additionally, two class annotations are intro-
duced: sec for the content ¢ expressing that it is secret and u for the untrusted
ISP-entity. Therefore, the normative requirement states that sec-classified items
should not be available to u-classified entities.

Figure4d represents a transformation introducing a simple encryption to
prevent the rule violation. Multiple steps lead to the shown representation. First,
an item kC_priv is added to the information set of the client, representing a
private key. The first inference rule in R applies to the client and adds a public key
kC_pub to the information set of the client. A new flow is introduced, transferring
a public key of the client (kC_pub).
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(a) Content provided from server to client:

Server > Client
Server : {c} Client : {c}
(b) Bisected flow mediated by ISP:
.......... [cgec] S B e :
Server » |SpY > Client
Borwer 1oy T o {cm} ............................. o o)
N: sec ¢ u
(c) Simply encryption added to prevent content leak:
P kC_pub P kC_pub
Server A N 1spY A N Client
enc_c 4 enc_c 7
Server : {¢**°, kC_pub, ISP : {kC_pub, C : {kC_priv,
enc_c} enc_c} kEC_pub,

enc_c,c*}

R : kEC_privF kEC_pub; kC_pub,c**F enc_c; enc_c,kC_privl ¢®*¢ N: sec ¢ u

(d) Representation of a Man-in-the-Middle attack using class-based rules:

P LCPubspoof B LCothpub
Server hl _|ispatiacker| ™ N Client
Cenc,spoof g pene

Server : {c, ISP : {kCPbnot], Client : {kCP"™,

kcpub,spoof kariv,spoof kCP“b7

s
cenc,spoof} kcv‘lmb,spoof7 kcvpub,notl7
Cenc,spoof’ Cenc’ C}, Cenc’ C},

R:
@priv(z) F 2P @pub(z), ~notl(z) -z P, @pub(z), -notl(z) — gnothub,

@ notl(z), pub(z) att(llfker gPrivspoof | gpubsspoof, ®pub(z), *v(),c k"
attacker attacker

®notl(z),pub(z)  —  aroolfrub, @enc(z), spoof(z) + =z,
®enc(z), priv(z) - z;

Fig. 4. Development of a Server-Client relation.

ISP learns kC_pub and another flow adds it to the information set of the
server. The second rule applies, deriving the encrypted content, which is prop-
agated to the client. The last rule allows the inference of the content. The nor-
mative requirement is not violated.

Figure4 analyses how a man-in-the-middle attack can be represented. For
didactic purposes, we switch here to class-based rules. pub and priv mean that the
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item is of class public and private key material, enc that something is encrypted
and notl means that there is no integrity protection on the item. Other possibil-
ities for representing integrity are possible, e.g. by introducing an integrity infor-
mation atom which can be inferred from the private key. A spoof-class expresses
that something has been altered by an attacker-classified entity. kC-items refer
to client key material.

Rule () generates the public key from the private one. @) generates a public
key which is not integrity protected (the rule applies to kC?%?). ) uses a rewrite
arrow, ensuring that the not-integrity-protected key is sent. Rule @ generates
a spoofed public and private key — note that rule (D would not apply, as it
does not explicitly state notl as target class. (0) exemplifies the wildcard syntax:
an encrypted variant of any information atom with name ¢ can be inferred,
independent of its classes; the only additional requirement is that some other pub-
classified item is present. The rule applies at the ISP as well as the server, in both
cases generating c*"¢*P°°f and only for the ISP ¢°"¢. ) is a rewrite rule, ensuring
that an attacker entity (here the ISP) is indeed trying to replace unprotected
public keys with a spoofed version. (7) enables the attacker to generate the client-
decryptable version of the content. Lastly, 8 enables the client to regularly
decrypt by using its private key.

The whole attack could be represented in many other different and simpler
forms. We mainly want to show how class-based reasoning may operate.

4 Discussion

In this section, we discuss several design decisions as well as advantages and
limitations of our approach.

Translating DFDs to I2Ds. DFDs contain several specific aspects which are
not directly encoded in I2Ds. The different elements in a DFD can be interpreted
as encoding different states of data: for instance a database implies data at rest
while a process implies data in use. In our model, classes of entities and classes
of items can be used to represent such aspects. Additionally, data in transit can
also be modelled through the rewrite operator.

Trust boundaries are a specific aspect in DFDs of which several interpretation
are possible. From the point of a security analysis the significance lies in a hint
for the analyst to be especially careful with data flows crossing a trust boundary
as they originate from a lower trust environment, e.g. making an I/O validation
appropriate to prevent injection attacks. As seen in Fig. 2, a trust boundary can
simply be modelled as a complex entity; again, if necessary, one may use specific
classes for such special collections of entities. In 12Ds, one can also add according
normative requirements to ensure a check for specific validation inferences on
items from untrusted entities, e.g. a normative rule may be added that requires
an I/0 validation or escape item to be present.
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Reasoning During the Security Analysis Process. As stated above, we
want to provide a method which can be used, given a DFD, to enable struc-
tured reasoning. This can be especially viable, when mitigations are to be added
to a system, which often implies actually adding additional information to a
system—for example when adding cryptography, keys need to be managed. In
particular from a privacy perspective, it may be appropriate to reason exactly
what effects the additional information can have; e.g. if there are new privacy
relevant inference relations possible.

Additionally, our modelling method can be used to express specific circum-
stances of a system, e.g. in Fig. 4 a MitM attack. This is why we state that our
tool allows structured reasoning in the greater context of security analysis: the
elements of 12Ds allows to show exact information flow and inference conditions,
which lead to the realization of a threat, and hence to analyse the effects of
counter measures. The main features we consider relevant in this context are
explicit information binding to entities, including the information propagation
and the inference relation to understand where which information actually orig-
inated from.

As models are inherently incomplete, their core benefit lies in abstracting
unessential parts for a specific interest and accentuating important ones. The
challenge therefore lies in finding the relevant aspects. And while a system model
can theoretically be taken as a fixed structure, it is always created in a process —
and can hence also be understood as structured reasoning about system model
parts (a change implies the statement that the change is actually adding some-
thing relevant to the model). Given this perspective, we included specific ways to
transform I2Ds to support the search for aspects especially relevant to privacy
and security: the nesting of entities and flows and the bisection operation as
special complex flow constructor. These actions are intended to hint for privacy
and security specific questions like: How is it possible that an information item
is available at another entity? What are the components of a data-processing
entity and do they imply additional information and inference possibilities? Are
there more relevant subcomponents implying new flows?

Relation to Threat Modelling. One important facet is the relation of threats
and I2Ds. A requirement is not necessarily connected to a threat (depending on
the notion)—but every threat implies a requirement. Our modelling approach
intends to clearly differentiate between normative and descriptive aspects; this
forces the user to make the requirements behind threats explicit. In I12Ds, every
requirement has to be represented through element relations on items and enti-
ties (cf. the definition of normative declarations in Sect. 2). Most protection goals
can be represented like this if one understands an information item as a capabil-
ity of inference or the absence of possible inferences. For example, integrity can
be understood as the possibility to infer the state of integrity of something (e.g.
with a rule privKey, message - i_m).

Threat modelling approaches address the incompleteness problem by provid-
ing threat categories which could possibly apply. They are often very generic and
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still require a lot of additional knowledge. To solve the issue in practice, LIND-
DUN, for example, provides threat trees for privacy threat categories [5,19]. Such
threat trees can be understood as extending the catalogue of threats by specific
sub-catalogues of possible realizations. This helps during the modelling process
to look for specific kinds of problems, supporting (but not ensuring) complete-
ness. Such catalogues can also be used in our modelling method, sometimes this
might actually be recommendable. I2Ds are intended not to replace established
approaches in threat modelling but to complement the process. In 12Ds the user
is required to be more specific about the exact condition, how a threat may
manifest itself in relation to a requirement.

For instance, in LINDDUN, the threat of detection can be realized through
the sub-threat of observed communications. In our model it has to be clear which
entity might observe the traffic (which may be introduced through a bisection).
One can also add a possible information item “communication patterns”, an
appropriate inference rule and a requirement prohibiting this item at the medi-
ating entity.

Scalability. The modelling effort of 12Ds is higher in comparison to alternative
methods like DFDs. In the following section, we address two aspects in this
regard. Firstly, the additional modelling load is partially optional. Secondly, the
framework is designed to enable a streamlining of the modelling process, thus
reducing the overall load.

Concerning the first aspect: One can simply omit certain parts of an 12D
(obviously reducing the reasoning capabilities). For example, considering Fig. 2,
the inference relations could be removed, yielding a I2D that is closer to the
original DFD, but also lacks, e.g., the semantics capturing the relation between
the flows. Information encoded by a DFD (like the state of data in a process or
data store) can be removed or annotated through classes. Therefore, 12Ds actu-
ally allow some trade-off between adding context knowledge for the reasoning
process and according omission. In particular, the abstract nature of information
items and entities allows to generalize largely in parts of the model or to model
specific parts in more detail. In practice, it may be helpful to introduce stubs
for parts of a system to collect general unattributed information.

The second aspect assumes an ecosystem of semi-automated modelling tools
with a comprehensive database of schemata and patterns, providing pre-defined
components and inference relations, similar to existing threat modelling tools.
For example, regarding attacks, one can have predefined attack patterns for
certain types of entities or flows (analogous to the MitM-example provided here).

Limitations. We want to shortly address some limitations of our modelling
approach. All requirements have to be expressed in a specific way, which can
be challenging in some situations. For example, the problem of unawareness is
not straight forward. One solution may be to include it as a lack of integrity in
the mental model of the user. Availability is another problematic aspect, as it
requires some kind of time-dependency on information items, making it necessary
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to define all information items with logical time indices (one variable for each
logical time step).

This shows that 12Ds are not a silver bullet but help analysing specific prob-
lems. Every solution needs to strike a balance between generalization (at which
DFDs are very good) and specificity, making them applicable for more general
or specific situations (the latter is the case of 12Ds).

One notable design decision is that there is no deletion of information items,
making it hard to analyse a system in the sense of a data life cycle (as is required
e.g. in [17]. The rationale here is twofold. First, we want to avoid a system
process model or state machine to simplify modelling. Second, our approach
intends to address hard security and privacy properties in which the loss of
control over information is irreversible. As stated, our approach is not intended
to be a universal tool for privacy analysis but a complementing one. Still, it is
possible to express data deletion, if necessary, through classifying inference rules,
which is, however not intuitive.

5 Related Work

Several works propose automation-focused approaches to threat modelling [9, 21],
including knowledge base requirements [26]. These works focus on the general
threat elicitation.

In particular DFDs have been the subject of several works, addressing
drawbacks like formal foundations [10], lacking specific representation [22], and
automation [4]. Other works propose DFD extensions for special use cases like
privacy policy representation [2,11,23]. Specific DFD-enrichment for security
in applications through taint-tracking like techniques and accompanying code-
model compliance also has been proposed [24,25], mainly operating at code level
and therefore implying problems to generalize it to distributed systems. Refine-
ment and transformation similar to our ideas have been presented in [1].

From our view, the research evolution of DFDs suggests three shifts: 1. a
more information-centric focus, 2. formal foundation enabling automation and
logic checking, and 3. enrichment with additional information to enable the rep-
resentation of specific contexts. Our proposal supports these developments. It
underlines the relations and dependencies of information and possible inferences,
which is helpful for specific analysis tasks.

Other works focus on reasoning about security using security model lan-
guages, e.g., [7,12]). These approaches lack flexibility, as they require strict
adherence to predefined vocabularies. In contrast, our approach allows freely
specifiable schemata and can in this sense be understood as a kind of meta-
language. Our work tries to bridge the gap between threat modelling and more
formal analyses.

A similar idea to ours has been proposed by [3], which models data propaga-
tion in a system incorporating entity-bound information and probabilities. It also
differentiates between descriptive and normative declarations. A key difference is
that their approach uses entity-specific inference, requiring propagation, whereas
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our inference rules are, at least without further classes, global by default. This
is an intentional design decision to underline a security insight: no security by
obscurity — which means that any entity can infer if it has the respective infor-
mation. Additionally, their work uses states to allow an order of events, which
we do not do for conformance and simplicity purposes.

6 Conclusion

In this work, we introduced the theoretical foundations of Information Infer-
ence Diagrams (I2Ds). This framework enables modelling systems from an
information-level perspective, focusing on security and privacy analysis. Unlike
many established approaches centering on data, I2Ds provide a complementary
tool for practical threat analysis. By abstracting to the information level, our
approach enables to formally express security requirements as part of the model
through inference. We provided formal definitions and demonstrated the appli-
cation of I12Ds through illustrative examples.

For future work, we plan to implement an automatic reasoning engine,
develop subject-specific schemata, explore the potential of patterns (especially
for scalability) and integrate 12Ds into existing threat modelling tools, like
OWASP Threat Dragon.
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