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Series Editors’ Preface




Genevieve Liveley and Lizzie Coles-Kemp 

The aim of this series of short books is to provide the first dedicated platform from which to showcase leading-edge interdisciplinary research focused on sociotechnical cyber security. The series features research produced under the auspices of the UK’s Research Institute for Sociotechnical Cyber Security (RISCS) as well as specially commissioned works of interest to the national and international security communities. The books published as part of this series recognise that technology-centric approaches to cyber security aren’t enough on their own. They introduce the latest research and new ideas for transforming security thinking so that people are empowered to be the first and the last line of defence. They address the bigger sociotechnical approaches to cyber security – the cultural, psychological, and behavioural influences that make people act as they do in real world security scenarios.

In this volume, Understanding Digital Responsibilities, Lizzie Coles-Kemp and Mark Burdon introduce a novel way of rethinking responsibility in the digital environment. They offer practical approaches to consensus building around issues of responsibility, ownership, and enablement in areas of fragmented digital governance. They provide a richly illustrated roadmap for re-connecting responsibility with the effectiveness of security controls and, in so doing, provide a new way of thinking about more ethical approaches to sociotechnical cyber security.
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Part I Introducing Digital Responsibilities






ONE Why Digital Responsibilities?






Why focus on digital responsibilities?

Responsibility is a slippery concept that is difficult to pin down and yet an understanding of responsibilities, how they are allocated and who actions them is fundamental to a functioning society. As societies become increasingly digitalised, understanding how responsibilities are shaped and re-shaped through digital technology is vital if the benefits of digital technologies are to be realised. Digital technology redistributes responsibilities at speed and scale by enabling new and different modes of collaborative working, wealth generation and resource management. Think of messaging apps such as Signal and WhatsApp and how they enable social and work collaborations over time and space.Think of e-payment platforms and how they enable new forms of marketisation and income generation. These technologies are not used in isolation but are combined in formal and informal configurations to harness new ways of engaging and relating for political, social, business and administrative purposes.Just as such configurations shape and re-shape how we relate to each other, forming new collaborations and co-operations in the process, so too are the responsibilities that flow through these relationships. If such changes to responsibilities are not realised and established, then the effectiveness of responsible actions is limited. Our work sets out a framework that helps surface responsibilities in digitally mediated spaces and scaffolds conversations about how responsibilities might be realised, established and actioned.

The work originated from a digital responsibility fellowship supported by the UK’s Research Institute for Sociotechnical Cyber Security (RISCS). Lizzie Coles-Kemp was the RISCS digital responsibility fellow and theme lead between 2020 and 2023. The fellowship’s focus was to set out digital responsibility as a research area, elicit the relevance of digital responsibilities to effective information protection strategies and consult with academics and practitioners on the state of the art in understandings of digital responsibilities. The three case studies included in this book were funded as part of this RISCS fellowship. Lizzie then joined forces with Mark Burdon on the UK’s Discribe Hub+ project. Mark was a challenge fellow on this project that was funded by the Economic and Social Research Council. Together they developed the RISCS work on digital responsibility and combined it with Discribe’s work on legal and regulatory aspects of digital security by design.

We present that work as our new digital responsibilities framework in Chapter 2. We then explore the framework’s capabilities through the three case studies. We conclude by setting out a manifesto for ‘doing’ digital responsibility in pluralistic, multi-scalar, digital contexts. Issues of power, marketisation, technocratic control and human agency are never far from the surface in our work, as outlined in the book.



The book’s rationale

The book outlines a process of enabling collaboration and constructing consensus among the multiple and continuous parties involved in the realisation, establishment and actioning of digital responsibilities. Through a series of case studies, it highlights the dynamic nature of digital responsibility formation that involves multiple parties, with differing requirements and different capabilities. The framework thus recognises that the process of digital responsibility formation is conducted in a genuinely pluralistic environment that features groups and individuals with diverse needs, resources and values.

Our focus on the pluralistic nature of digital responsibilities is novel and important because it allows policy makers to better understand the challenges of governance in environments that are disrupted by digital technologies and infrastructures. The digital environment is pluralistic because it straddles separate sites of responsibility realisation and construction (such as the market, the state and the individual) and across different realms of technology engagement relevant to the establishment of digital responsibilities. In turn, these different sites and realms are governed through multiple plural perspectives – legal, regulatory, infrastructural, computational, etc. – to the extent that not one policy perspective is sufficient to understand the true complexity of digital responsibility formation.

The book is highly relevant to both policy and academic communities. It will allow policy makers to better understand the processes of realising, establishing and actioning responsibility for the digital realm. Governance strategies and policy development need to enable collaboration across separate groups to ensure a genuine consensus about the need and actioning of responsibilities in digital environments. The book outlines to policy makers, and indeed digital technology developers, how to think about policy implementation as an issue of responsibility. It provides a new conceptual understanding of responsibility in the digital realm and provides practical examples of policy fragmentation through three case studies developed by up-and-coming digital researchers from across the social sciences. These works highlight the challenges of actioning responsibility across different digital policies.

The work, by its nature, is multi-disciplinary and will be relevant to different academic disciplines: cybersecurity; policy sciences; law and regulation; digital media and infrastructure. On top of the case studies, the book also brings together several different responsibility concepts (including digital responsibility, legal responsibility, responsible research and innovation) to provide a robust and holistic frame to both better understand and effectively enact digital responsibility from a policy-making perspective.

Different disciplines have differing conceptual understandings and applications of responsibility. As such, it is not possible for the book to cover all dimensions of responsibility, particularly in relation to philosophical perspectives. Issues that are well trodden in the broad philosophical literature, such as moral responsibility or collective responsibility, have therefore not been explicitly covered in the book. They do, of course, feature in the areas of legal and digital responsibility but are done so implicitly, rather than explicitly.

We would like the book to equip policy makers worldwide, and UK policy makers particularly, to have policy discussions about fundamental areas of digital policy including digital identity, service and technology resilience, fraud and scam prevention, and personal data protection.



The book’s coverage

The book has three parts: (I) digital responsibility framework overview, (II) three case studies of policy challenges in digitally fragmented environments that surface responsibility issues and (III) a thematic conclusion that brings together the key findings of (I) and (II) to better understand the role of digital responsibilities in policy making.

In Part I, Chapter 2 lays out the main canons of literature in which our work is grounded. Chapter 2 explores academic understandings of responsibility across three frames: digital technology, law and the individual. We build on the extant literature to provide a new way of understanding the complex enmeshing of responsibility formation in digital environments. The process of realising, establishing and actioning responsibility for the digital realm needs to enable collaboration across separate groups to ensure a genuine consensus about the need and actioning of responsibilities. The chapter concludes by introducing our digital responsibility framework and setting out the high-level and operational process points involved in digital responsibility formation:



	Realising entails the realisation and construction of responsibility needs across the different parties involved in digital service delivery and policy development.


	Establishing regards the formulation and establishment of digital responsibility requirements, particularly through law or regulation.


	Actioning entails how established responsibilities are actioned or non-actioned by parties involved in digital policy implementation.


The digital responsibility framework represents a new way of conceptualising the development and actioning of responsibilities in the digital environment. It outlines the importance of understanding the relations between:



	Realising, establishing and actioning digital responsibilities in a policy context.


	The sites, realms and environments in which digital responsibilities are formed.


	The norms, requirements and values that underpin digital responsibility policy-based formation.


	Enabling collaboration and constructing consensus throughout the processes of digital responsibility formation to better understand and inform policy making.


We contend that aligning these relationships increases the likelihood of successful responsibility adoption which enables the better implementation of policy requirements for digital environments.

Part II of the book provides case studies of digital policy challenges, especially across fragmented regulatory spaces. The case studies highlight the relationships between realising, establishing and actioning responsibility and the necessary associations between different parties in responsibility generation. These relationships become more important in areas of fragmented regulatory spaces or governance.The case studies are three individual works that each highlight a digital policy challenge in the following policy areas:



	Development of UK online safety legislation and the fractious process of legislative debate (‘Digital Safety’) – Mark Burdon and Lizzie Coles-Kemp.


	Lack of much needed digital services for refugees and asylum seekers in the UK (‘Digital Migration’) – Evan Easton-Calabria.


	Provision of online targeted material to recognise and encourage Kurdish participation in the UK census (‘Digital Census’) – Iida Käyhkö.


Each case study depicts a snapshot in time. They each show the messiness, complexities and contradictions that challenge the implementation of any framework or policy. The case studies underline the situatedness of responsibility formation and how responsibilities are constructed through relationships and interactions.

As part of the writing process, we handed our draft writing to illustrator Chris Day. While academic writing often flattens or simplifies such complexities in a bid to communicate an argument, we have incorporated illustrations within the case study chapters to draw out some of these complexities. We go on to use illustrations in Chapters 6 and 7 to show how contextual complexities might interact with the framework that we set out. In this way, we hope to ground a concept as abstract as digital responsibility in the day-to-day spaces that stand to benefit from a more holistic approach to realising, establishing and actioning responsibilities in digitally mediated spaces and places.

In Chapter 3, Mark Burdon and Lizzie Coles-Kemp examine the complex and fractious Parliamentary debates involving the development of the Online Safety Act 2023 (‘OSA’). The Online Safety Bill 2021 was considered a landmark piece of prospective legislation in its attempt at establishing a new legislative framework for tackling harmful content online. To make the UK a safe digital space, the Bill sought to establish a new ‘duty of care’ upon online service providers towards their users, obligating them to take positive action to mitigate potentially harmful content. The proposed imposition of this wide-ranging reform was contentious and led to significant debate about the expected responsibilities of different parties. Chapter 3 highlights the digital policy challenge of tackling online harms as a prism to (a) identify how digital responsibility manifests within the different dimensions of private sector digital design, delivery and use and (b) examine the fractious policy debates to identify the responsibility contentions behind the debates. The chapter finds that a responsibility consensus across key parties was not fully realised which meant that legal responsibility was established through the implementation of the OSA which commanded responsible action discharged through technological means rather than it being a consensus driven exercise. The Parliamentary debates thus demonstrate distinct types of responsibility action at play, which were mostly negative, particularly from the private sector parties, in trying to avoid responsibility for online harms and safety.

In Chapter 4, Evan Easton-Calabria examines the roles of various levels of governance, from supra-national (the United Nations) to national (the UK Government) and local (London authorities, civil society organisations) regarding the provision of digital services for UK-based refugees or asylum seekers. The chapter explores several elements of digital responsibility by humanitarian and civil society organisations towards refugees. By the very definition, a refugee is no longer under the responsibility of their home country, but instead has a host state, the UNHCR as a ‘surrogate state’, or a resettlement country which legally ‘takes responsibility’ for them. In this light, responsibility in the refugee context is one inherently related to the breakdown of the state-citizen compact or in fact relates to the lack of fulfilment of a (new) state-citizen relationship. The chapter findings highlight refugee-serving organisations in the third sector as important actors filling gaps in state-led refugee assistance, and ones which either explicitly or de facto take responsibility for several aspects of digitally assisting refugees. In doing so, the case study also touches on the intersections between digital responsibility and humanitarian and civic responsibilities. The contexts explored illustrate that just as responsibility occurs in physical contexts, so does it manifest in digitally mediated contexts. In this case, the absorbed actions of civil society organisations provide digital services to refugees with fewer resources to take on such a task, especially during COVID-19 lockdowns.

In Chapter 5, Iida Käyhkö examines digital responsibility practices among London’s Kurdish community regarding the 2021 census. The chapter examines the creation of accessible and secure digital services for marginalised communities, particularly those who have a fraught relationship with the state. Käyhkö provides a window into the existing actions of responsibility among London’s growing Kurdish diaspora, and what these can tell policy makers about the concerns and challenges encountered in digital interactions with the state. Further, it looks at how digital services are engaged within a particular cultural setting, and why specific cultural environments must be considered in discussions on digital responsibility. The chapter finds that digital responsibility is shaped by specific cultural settings, and that practices of outreach and support may already exist in informal and semi-formal networks, unnoticed or unaided by local councils or central government. Actions taken by community organisers created a sense of trust and excitement around the 2021 census and created secure and accessible environments for community members to complete the census. The shouldering of digital responsibility is therefore not merely a question of providing expertise or assisters to marginalised communities, but rather of engaging with existing community networks from a perspective of civic responsibility.

Part III of the book synthesises the previous chapters to outline future digital policy implications. A ‘lessons learned’ approach is taken by applying our framework to case study findings to better understand digital responsibility issues.

In Chapter 6, we shed light on the lessons that can be learned when the framework is applied to the case study findings. Five lessons learned are put forward:



	Actions tell a lot about responsibility but not everything. Actions must be understood in the context of realising and establishing responsibility.


	Digital responsibilities are distributed across infrastructures, technologies and governance requirements.


	Responsibility lacunas – an absence of responsibility in certain circumstances – are features rather than bugs of digital responsibility formation and should be seen and supported as spaces for positive digital responsibility formation.


	Using forcing functions, such as legislation or security controls, does not guarantee the outcome of expected digital responsibility actions.


	Resource allocation and revenue generation effect digital responsibility formation at all levels.


Finally, in Chapter 7, we conclude the book by contending that digital responsibilities should be considered in five ways which provides policy makers with a better responsibility-based understanding of the consensus building requirements necessary for implementing policy in fragmented digital environments. These five ways are:



	Understanding the digital is about real relationships.


	Understanding digital impact at scale.


	Understanding that we can’t have speed and responsibility.


	Understanding responsibility frameworks differently.


	Understanding that digital responsibility is pluralistic.


Chapter 7 therefore squares the circle and builds on everything that has passed before it. We put forward several different arguments for why digital responsibilities should be understood differently, beginning with the contention that to understand digital responsibility means to truly acknowledge and understand the real relationships involved in digital technology implementation and management.

All the case studies, to a certain extent, demonstrate that individuals can be understood, even by positive intention actors, as something less than an individual – a responsibilised cog of an infrastructural wheel. The Digital Migration and Digital Census case studies demonstrate clearly that even well-intentioned responsibility realisations and establishments require on-the-ground actions that are aimed to meet the needs of the individual. We then contend that it is important to understand the impact and scale of digital technology implementation which helps to explain why individuals become cogs, especially in institutional structures of automation predicated on a hybrid mix of public service delivery and private sector profit.The impact and scale of digital technology implementation leads to our third understanding. Put simply, responsibility generation, either individualised or through collaborative consensus, cannot be achieved at speed. A conundrum and tension visibly arises in the drive towards automation at scale and the increasing pathways of responsibilisation that cements individuals as cogs of infrastructural implementation. Both the state and private sector technology providers cannot shoehorn responsibility on to individuals, and expect them, at the same time, to be informed and consensual participants in digital service delivery. We therefore conclude our argument by contending that digital responsibility needs to be understood pluralistically.

When put together, these five understandings shed light on why digital responsibility is different and points to the distinct types of understandings and conversations that are required to better acknowledge the complexity of forming responsibility consensus in digital environments.



What we hope you’ll get out of the book

Our book sets out the importance of placing the issue of digital responsibility at the centre of policy making including policies about the digital and policies that rely on the digital for their implementation. Our case studies illustrate the implications of why it is important to consider responsibilities when implementing policies and the harms that can arise as a result. We propose a framework that is intended not to regulate responsibilities but to act as a prompt that scaffolds conversations about digital responsibilities in environments encompassing digital technologies that continually shape and re-shape the interactions upon which our societies are structured.

By using illustrations, we hope to provide a bridge from theory into practice, thereby providing inspiration for how to make the question of digital responsibility central to the design and implementation of public policy in contemporary, digitally mediated settings.



Figure 1.1:The limits of forcing functions

[image: A hammer nailing two ill-fitting pieces of wood, one placed on top of other. The top piece of wood says 'force' and the second 'responsibility?']





TWO Responsibility Frames and Digital Responsibilities Framework




The fact we have responsibilities is an axiomatic function of human society. It is unsurprising, then, that responsibility is embedded across different academic literature. Responsibility is considered from perspectives such as political responsibility, climate responsibility, civic responsibility, economic responsibility and organisational responsibility. Moreover, forms of legal and moral responsibility are generally accepted as an ascribable component of everyday life. As a member of a society, we have moral responsibilities as part of our daily functioning that responsible individuals who abide by the multitude of different legal and regulatory obligations are expected to follow. It is not surprising then, from an academic perspective, that responsibility ‘admits of a variety of uses’ (Fischer and Ravizza, 1998, p 2) and ‘all societies are systems of responsibilities’ (Barnes, 2000, p 8).

Yet despite its deeply embedded and diverse nature, theorising about responsibility is often grounded in an older model of what responsibility is and how it works. That model, akin to the outcome framework, outlined later in this chapter, understands responsibility as the imposition of external obligation on individuals that gives rise to rational and internal reflection about the consequences of actions. The most influential modern-day exponent of such theorising is the legal philosopher HLA Hart and his understanding of how legal responsibility emanates and permeates other disciplinary outlooks – to the extent that responsibility derived through backward-looking forms of ascription (a core building block of Hart’s theories) is considered the norm about how to understand responsibility, whether it be in legal or digital circumstances.

We contend in this book that understanding responsibility solely through processes such as blameworthiness does not fully account for the relational context that responsibilities emerge from. Traditional notions of what individuals are responsible for do not fully capture the plurality of environments and volume of relationships inherent to how responsibilities are formed. Responsibility formulation then is not a simple relationship of societal to individual outcome based on realised needs, established legal consequences and rational individual actions. Instead, responsibility formulation is constituted as a negotiated outcome involving consensus building across multiple parties who recognise the need for collaboration for the benefit of all parties.

Understanding responsibility is consequently not just about individual actions and whether actions are morally or legally sanctionable.A focus on actions only limits responsibility analyses to the individual and the cognitive abilities necessary to determine consequential outcomes. That framing is no longer sufficient because it does not entail considerations about how responsibilities are realised and established, which we contend are necessary preconditions to thinking about how responsibility is actioned. Digital technologies enable relationships between stakeholders such as between the citizen and government, between employer and employee, between service provider and service user to be negotiated and re-negotiated over time and space, thus attenuating the connections between realising and establishing responsibilities and actioning responsibilities.

Focusing solely on the end point of responsibility misses the importance of situating actions as part of a broader process of responsibility formulation which is linked to how responsibilities are realised and established. These considerations are more so in the digital environment where automation processes continue to disrupt and displace core relationships.

Building on these considerations, our work takes a cross-cutting exploration that examines how digital technology re-shapes our understanding of responsibility across different societal dimensions. We produce a framework that can be used to scaffold conversations about how digital technologies re-shape our understanding of responsibilities and to identify where responsibilities have either not been realised or established or where actions do not meet expectations. We believe such conversations are necessary for more effective awareness of responsibility formulations, especially for digital policy purposes.

The first half of Chapter 2 explores academic understandings of responsibility across three frames: digital technology, law and the individual. The framings are important because they provide the type of holistic coverage necessary to fully understand the complexity of realising, establishing and actioning responsibility. A core theme emerges across each frame entailing the tension between traditional theorising about responsibility with more contemporary notions. Disagreements about whether digital responsibilities are individually focused, or are collectively shared, are resonant in different approaches, such as digital civics or responsible research and innovation (RRI). Similar disagreements arise about whether there is or can ever be a responsibility gap, especially relating to autonomous machines, or whether a human will always need to be responsible. These assertions do, of course, have a deeply legal flavour which emanates in the distinctions between outcome and constitutive frameworks and the different understandings about how legal responsibility is established, either by ascription or by consensus. Both the digital and legal literature also have a position about the role of individuals. We therefore briefly cover individual responsibility to show the different framings of responsibilisation and response-ability, to further outline our understandings of traditional and contemporary approaches.

The second half of the chapter then overviews our digital responsibility framework with its focus on realising, establishing and actioning responsibility. We draw on constitutive approaches to show that responsibility should be considered a collaborative exercise that operates in plural and dynamic environments. Achieving consensus about the formulation and allocation of responsibilities is thus challenging, especially in the digital environment. For us, responsibility is socially constructed and involves how people, groups and societies work and interact with each other to contribute towards the fulfilment of a shared goal. Responsibility formulation then is relational. As Peter Cane rightly notes, responsibilities are as much about who we are responsible to as what we are responsible for. We also provide some brief snapshots of how the book’s case studies apply to our framework to foreground the deeper application of case study analysis taken in later chapters.



Responsibility frames

To better understand how digital technologies shape responsibilities, we explore responsibility through different frames relevant to the digital realm. We consider three core responsibility framings involving digital technology, law and individuals. We start with how responsibility is considered in the digital realm, including how responsibility is treated by different frameworks, including RRI. The focus on digital technology shows that responsibility is considered with constrained notions of the relationships involving digital technologies. We then draw on legal scholarship to extend the initial framing of digital realm responsibilities and situate them into the normative realm of obligation generation through law making. Our focus on law shows that there are foundationally separate ways that responsibility is treated in the legal realm. Finally, we consider how digital and legal framings impact upon the responsibilities expected of individuals, as users of digital technologies and as citizens of nation states governed by law. The description and application of the three frames therefore provide different responsibility perspectives and what it entails. We use these perspectives as a way of thinking about what different ideas of responsibility do, and what they do not do, as a basis for our framework formation, highlighted further later in this chapter.



Responsibility and digital technology

The idea of responsibilities related to digital technology is an expanding area of interest. In some literature, the use of responsibility as a guiding frame is contested and responsibility is often used interchangeably with other conceptual concerns, such as accountability, trustworthiness and privacy/security. Nevertheless, the different literature highlights an increased focus related to ethical concerns arising from the ubiquitous use of digital technologies. The focus on responsibility is quite often polar and tends to explore the ethical obligations that should be placed on ‘responsible’ designers of technology, at one end, and the responsibilities of technology users at the other. The latter are often treated as the referents, arbiters and/or victims of digital (ir)responsibility (Liyanaarachchi et al, 2021; Lobschat et al, 2021). Moreover, the literature tend to consider responsibility and digital technology through a panoply of specific issues rather than a holistic concept that deserves systematic investigation. Such issues include an extensive focus on responsible artificial intelligence (AI) (Lima and Cha, 2020), responsible design and innovation in digital technology (van de Poel and Sand, 2018) and corporate responsibility (Markus and Mentzer, 2014) of digital technology, often referred to as ‘corporate digital responsibility’ (Dorr, 2021).

Underpinning the focus on corporate responsibility are some core ideas that also permeate through other disciplinary considerations, most notably the tensions emanating from legal versus moral culpability (Lobschat et al, 2021), the assignment of blame and what should constitute blameworthiness (Lima and Cha, 2020). The need to think creatively about how new ethical frameworks could enhance responsible digital technology innovations is also a common feature (Elliott et al, 2021). We note later that the foci on culpability and blameworthiness is a strong element of the legal literature, especially those authors that espouse more traditional notions of responsibility in law. There are limitations to these notions, as we highlight. Some further limitations pertinent to the digital technology literature are also worth noting.

First, considerations of corporate responsibility for digital technology are dominant, which leads to a certain perspective of where responsibility should lie. In other words, the designers of digital technology are solely responsible for their products. We raise this, not to argue for the protection of already over powerful corporations, but rather as a means of highlighting that responsibility considerations are dynamic and plural and thus require the unpacking of complementary concepts, such as obligations, duties and accountabilities which exist across a range of user and provider relationships and networks. For example, state-based digital services are now provided in partnership with corporate partners and other service providers, to the extent that an approach which only focuses on the responsibilities of the latter, especially through the limited focus of accountability based on service level agreements, does not fully capture the complexity of the multi-partner environment. A focus solely on private sector providers does not fully emphasise or encapsulate the civic aspects inherent in the provision of state-based digital services.

Digital civics explores how digital systems and technologies can better support community-centred forms of digital service provision and organisation (Vlachokyriakos et al, 2016). It consequently has a broader focus on responsibility that goes beyond corporate service delivery to consider broader societal values, such as democratic engagement through digital participation (Jensen et al, 2020a). Under a digital civics lens, citizen participation – facilitated by digital technology – enhances the possibility of creating new forms of service model (Le Dantec, 2016a). These new models seek to move service delivery from the purely transactional to consider more deeply the intrinsic relations that are both built through public service delivery (Le Dantec, 2016b; Fan and Fox, 2022) and upon which successful public service delivery is founded. For example, the implantation of public sector values in private sector service provision changes the focus of service users as a citizen-conceptualised activity rather than a consumer-conceptualised activity.

An example of this change in perspective can be seen in work relating to co-creation of services between citizens and service providers (Glick and Crivellaro, 2023). Doing so disrupts the set relationships of ‘citizen-as-consumer’, ‘government-as-data provider’ and private sector technology providers as an unquestioned efficiency benefit (Vlachokyriakos et al, 2016, p 1097). The digital civics literature views users primarily as citizens, who should be empowered to act as co-creators and active stakeholder participants in the design and delivery of digital public services (Boehner and DiSalvo, 2016). Digital civics approaches therefore aim to create more participatory platforms, to foster advocacy and move stakeholders towards dialogue and negotiated outcomes generated through consensus (Le Dantec, 2016a). Responsibility, in the digital civics model, thus needs to be considered broadly, as a foundationally relational model of digital service delivery that explicitly encompasses many, and at times conflicting, actor interests.

Digital civics, and its focus on relational services, highlights that responsibility does not exist solely on the part of developers of digital technology. Responsibilities for what happens in the digital realm should also be equally shouldered by service users and those assisting them (Coles-Kemp et al, 2022). The idea of ‘shouldering’ highlights the considerations of culpability and blameworthiness pertinent to corporate responsibility. Quite often the complexity of digital responsibility environments is often framed as familiar concerns involving security breaches, mishandling of data and other blameworthy trope-like failures. Responsibility in digital technology realms focuses on concerns relating to worst-case errors and catastrophes, thus emphasising the culpability and blameworthy characteristics of understanding responsibility as an issue solely of accountability. Highlighting digital responsibility from a civic viewpoint underscores the possibility of alternative practices and approaches to responsibility construction, including a more positive perspective of responsibility. 



Another alternative approach that has gained traction is RRI which has been defined as:a transparent, interactive process by which societal actors and innovators become mutually responsive to each other with a view to the (ethical) acceptability, sustainability and societal desirability of the innovation process and its marketable products (in order to allow a proper embedding of scientific and technological advances in our society). (Commission: Directorate-General for Research and Innovation and Schomberg, 2011, p 9)


RRI frames responsibility as a social or collective endeavour (Stilgoe et al, 2013). The RRI approach acknowledges, and brings together, the plethora of stakeholders involved in digital technology design. These include researchers, designers, businesses, policy makers and citizens, and RRI seeks to align the potentially disparate values, goals and outcomes of different stakeholders involved in technology innovation. RRI also presents a futures dimension to the idea of collective responsibility for technology innovation based on the collective stewardship of digital technology design (Stilgoe et al, 2013). RRI thus emphasises consensus through networks of value negotiation as an explicit form of collaborative activity.

The collective basis of RRI has heightened the important shift of responsibility focus from the designers of technology towards the actual use of the technology, thus recognising that responsibilities rarely fall on a single person or group. Instead, they are collectively shared. Nevertheless, RRI still has limits as it essentially defines responsibility through stakeholder roles and the expectations that those roles are fulfilled in broader relational contexts (Bellini, 2020) including within the life cycle of technology maintenance. We partly agree with these critiques. The aims of RRI are limited because the approach is focused on responsible actions related to a specific technology or technological innovation, whereas we see responsibility formation in a much broader sense, not simply grounded in a specific technology or technological innovation.

Another popular approach to responsibility and digital technology development is proposed by van de Poel. He highlights how responsibility is used in both a descriptive and normative fashion and unpacks five normative meanings of responsibility (van de Poel and Sand, 2018). A fundamental distinction is drawn between backward-looking and forward-looking forms of responsibility. Backward-looking responsibilities, like the focus on culpability and blameworthiness, typically refers to past actions and the potential attribution of blame or praise to ensure forms of remediation (van de Poel, 2011). Forward-looking responsibilities focus on the proactive steps that may be taken to ensure that certain outcomes, such as the avoidance of harm, occur to others. Again, we discuss similar features of responsibility in our discussion of legal responsibilities later. In a digital context, however, van de Poel is outlining that the increased feasibility for monitoring individual actions means that backward-looking forms of responsibility, based on culpability, are potentially easier to ascribe (van de Poel, 2011, p 47).

Lima and Cha (2020) have extended van de Poel’s capability categorisations of responsibility to include notions of authority. Set in the context of AI-assisted bail decision-making, Lima and Cha consider the issues of authority and power with six other varying notions of responsibility that can be ascribed to AI machines. They are: obligation, task, answerability, cause, blame/praise and liability. As we will see, the different categorisations relate strongly to the outcome framework of legal responsibility and its focus on backward-looking ascription. Similarly, Bellini (2020) consolidates the notion of responsibility into three distinct constructs that again relate heavily to the type of backward-looking ascription promoted by van de Poel: duty (being responsible for x); blame (being responsible to y for x) and acting independently (processing responsibilities for oneself, in relation to z).

These different approaches to digital responsibility highlight diverse locus for responsibility analyses. Responsibilities can be considered through responsible design, such as RRI, or through ‘responsible user behaviour by outlining the agency, capacity and duties of a user towards others’ (Bellini et al, 2020, p 564). Similar themes emerge in the legal literature with the distinction of being responsible for oneself and being responsible to others (Cane, 2002). These differences in approach highlight the shift in responsibility focus away from the designer to the use and the users of technology. Such considerations highlight that understanding responsibility in digital contexts means thinking beyond individual roles to consider the broader relational contexts that govern those roles and the digital technologies that operate within them.

The environments in which digital technology operates have become increasingly complex with the rapid expansion of AI and automation. These advancements have impacted upon debates about responsibility, especially regarding agency and accountability of potentially autonomous systems (Coeckelbergh, 2023; Dignum, 2019). A key concern has been the normative question of responsibility attribution for an autonomous system that causes harm (Coeckelbergh, 2020). Such situations significantly challenge responsibility analyses that seek to ascribe blameworthiness for causal actions. Responsibility has traditionally been ascribed to the operator or manufacturer of a machine. One way of viewing the dissonance between the scoping of responsibilities and the actioning of responsibilities is the ‘responsibility gap’, as outlined by Matthias (2004). Responsibility gaps could lead to no human being held responsible for an autonomous system causing harm which could threaten both the moral and legal fabric of modern society. Critics of Matthias’ thesis have questioned whether a responsibility gap will emanate and have further argued that even if it does, it will still be able to be reconciled, either legally or morally. Critiques contend that responsibility allocation is a dynamic and flexible process that can ‘effectively encompass emerging technological entities’ (Tigard, 2021, p 591), including those of a purported autonomous nature.

Questions regarding responsibility and AI have triggered a wave of cross-disciplinary debate in areas of the sciences, philosophy and ethics that has produced further ways of thinking about responsibility. Dignum (2020) alludes to the responsibilities placed on all stakeholders involved in the creation, design, procurement, adoption and use of AI systems. She puts forward a triadic framework for the application of ethical AI-by-design. Other commentators take a different perspective. Lima and Cha (2020) contend that responsible AI fails to accommodate the possibility of holding AI responsible itself. Coeckelbergh (2020, p 2052) also argues that AI technologies do not meet the traditional criteria for full moral agency and thus cannot be held responsible. By contrast, Gunkel suggests a potential framework of ‘hybrid responsibility’ which distributes responsibility ‘across a network of interacting human and machine components’ (2020, p 317). Given the multiplicity of positions that have recently developed, it is safe to conclude that the issue of responsibility allocation, especially in the AI context, will be in debate for some time to come.

The recent work into responsible AI highlights responsibility’s contested nature and demonstrates the need to consider responsibility holistically and from different disciplinary perspectives. One of our motivations in developing a digital responsibility framework is to identify the elements of responsibility in and through digital technology, not only as an object, but also as an action. Responsibility gaps, should they materialise, can then be identified and actions can be clearly articulated. We now ground this disputed digital technology literature in an older and equally contested literature, that of responsibility and law, which has similar themes to those already discussed regarding the role of normative rule-making and the obligatory expectations placed on individuals and society more broadly. Like its digital forebearer, the ideas of backward-looking blame and forward-looking norm generation are at the centre of key legal differences.



Responsibility and law

Traditionally, law ascribes responsibilities which we are bound to follow or risk sanctioning for non-compliance. Legal responsibility is thus engrained in everything we do. However, for something so axiomatic, understanding responsibility as a component concept of legal application is contested and falls largely into two broad camps: outcome-based responsibility frameworks and constitutively based frameworks. Both frameworks understand legal responsibilities in separate ways: outcome-based frameworks through consequences and constitutively based frameworks through relations. Understanding the differing frameworks are important because, as noted frequently earlier, the literature on responsibility and digital technology consider components of these frameworks tacitly. Before we get that far, we outline the traditional outcome-based understanding and the contemporary constitutively based frameworks of legal responsibility.

The outcome-based framework is highly individualised and focuses on the consequences of outcomes for individuals, and how individuals should think about responsibility in the form of consequences (Hart, 1949; Honore, 1999). Like some of the digital technology authors mentioned earlier, the framework is backward-looking by nature and seeks to historicise responsibility by allocating sanctions for blameworthy actions. The framework is largely retributive and seeks to establish responsibilities with reference to consequential threats (Hart, 2000). Scanlon (2000), for example, outlines two forms of moral and legal consequences that can arise. In the first form, responsibility is attributable in situations where a person can be morally assessed for the blameworthiness of their actions. Attributably, in this regard, can mean imposing moral blame based on previous actions. The second form, substantive responsibility, can lead to the imposition of legal sanctions based on the historical consequences of actions. Both forms apply consequences for past outcomes and the difference lies in the consequence to be implemented, either moral blame or legal sanction.

The historical notion of backward-looking blameworthiness is best captured by Hart’s (1949) seminal construction of the four different ways legal responsibility is ascribed. Role-responsibility regards the potential imposition of moral blame or legal sanction for a failure to perform duties relevant to a ‘distinctive place or office in a social organization’ that are ‘attached to provide for the welfare of others, or to advance in some specific way the aims and purposes of the organization’ (Hart, 1968, p 212). Hart thus signifies the important relationship between roles and the duties that arise from roles to other role holders and society at large. To behave responsibly, therefore, is to behave as a man (person) ‘would who took his (their) duties in this serious way’ (Hart, 1968, p 213). Causal-responsibility is attributed to any ‘causally efficacious’ factor that gives rise to harmful outcome from which liability-responsibility can be imposed through legal sanction (for example, imprisonment for criminal offences or civil penalty fines). Running through all three ways of legal responsibility ascription is capacity-responsibility which refers to the minimum capacity a person must have to be held legally or morally responsible for their actions.

Hart’s framework was significantly influential and shaped future discussion about legal responsibility particularly in the context of roles. His work also highlights the importance of individual free will as a key component of the outcome-based framework. How individuals respond to the given circumstances of their lives (luck), the choices they make and whether they have the intellectual capacity to make informed choices are all important determinants for responsibility allocation. Gardner (2003) argued that to assume ‘basic responsibility is to assert oneself as a rational being’ and to provide justifications and plausible excuses for previous conduct. Responsibility, for Gardner, in its basic sense, is therefore ‘exactly what it sounds like: response-ability, an ability to respond’ (2003, p 161). It is the ability to use reasons in determining actions, thoughts, choices and wants that defines individuals as rational beings, by being able to give an account of actions in relation to the consequences of outcomes (Gardner, 2003, p 164).

The outcome-based framework deems that individuals of free will and capacity are capable of, and therefore must, under law, take responsibility for their actions and the consequences thereof. Individuals have a responsibility to society to do so as ascribed by the societal application of legal rules. If the ascribed rules are not followed, then individuals must responsibly expect sanction for blameworthy acts. Honore (1999, pp 1–2), in one of the leading works on this framework, argued that ‘outcome responsibility means being responsible for the good and harm we bring about by what we do’. As such, ‘we live under a system by which a community allocates responsibility according to outcomes, and we are consequently forced to make bets on those outcomes’ (Honore, 1999, p 26). Responsibility ascription therefore takes place without the direct collaboration of individuals. Responsibility is ascribed to individuals by being part of society, and if they have capacity, they are responsible for sanction and blame that could arise from the consequences of previous acts.

The contemporary constitutively based model highlights that responsibility is constituted by individuals and groups collectively as part of the fulfilment of social practices. In that sense, it is critical of the core components of outcome-based legal responsibility. For example, Cane (2001) argues that outcome responsibility subsumes the richness of different forms of legal and moral responsibility into a sole assessment of outcomes that is not warranted given the breadth and depth of legal intent. As such, not all forms of legal and moral responsibility are concerned with the ownership of outcomes or the allocation of blame (Cane, 2002). Similarly, Dancohen (1992, p 961) criticises the free will paradigm of traditional models of legal responsibility because it ‘treats responsibility as a matter of what we choose to do’ rather than ‘as a matter of what and who we are.’

Not surprisingly then, the constitutively-based framework is less individualised and focuses on intrinsic social relationships as the basis for understanding legal responsibilities. Rather than focusing on consequences and outcomes, the framework sees responsibility establishment as a process of constant negotiation with other parties involved in social practices (Cane, 2002). The framework can be forward looking in nature and seeks to establish prospective realisations and actions of responsibility through legal norms that guide and promote positive acts. Unlike outcome-based considerations, ‘historic responsibility is not an end in itself.’ Instead, it ‘enforces, reinforces and underwrites prospective responsibility’ (Cane, 2002, p 35). Cane’s notion of prospective responsibility highlights the intrinsic relationship between backward-looking forms of legal accountability involving historic assessment of outcomes with the forward-looking prospects of law as a positive guide of future individual action. Legal responsibilities thus work historically and prospectively (Cane, 2002, pp 34–5).

The prospective nature of constitutively based frameworks means that responsibility realisation is not solely based on assessments of previous actions. Under these ideas, legal responsibility regards how individuals relate to other individuals and groups involved in social practices involving resources and the core objects of life (Kutz, 2004). The framework considers real-life situations in which responsibilities are formed through negotiations and focuses on the capabilities required to form responsibility consensus. Responsibility is inherently relational and attributions consider social, legal and moral relations between multiple parties involved in specific social contexts (Kutz, 2004, p 587; Cane, 2016). Legal responsibility is always relational, therefore, because at its core it revolves around a three-way relationship between agents, victims and the wider community (Cane, 2002, p 94). It is also functional because different responsibility practices, of which outcome-responsibility is but one, perform ‘different, though related, functions’ (Cane, 2002, p 103).

The relational and functional components of legal responsibility are inherently pluralistic which means that responsibility arises from negotiation instead of ascription (Dancohen, 1992). As such, rather than being detached from an ascribed responsibility process, the constitutively based framework outlines the active role that individuals play in responsibility establishment through constant negotiations in social practice fulfilment. Responsibility then is based on consensus-driven dialogue and thus the broader responsibility individuals have is also contextually different. It requires an understanding of what responsibilities are needed within specific social practice networks rather than a generalised sense of a responsibility to society. Fundamentally, then, ‘responsibility is a social practice and not the neutral registration of independent moral facts’ (Kutz, 2004, p 551). Legal responsibility is ‘mediated by the existence of widely shared social conventions’ (Dancohen, 1992, p 970) which means that ‘responsibility must be understood in terms of the ideals of agency and community that they reflect and effect regarding the attribution of responsibility’ (Kutz, 2004, p 551).

The importance of understanding the similarities and differences between the two frameworks becomes apparent when considering how the legal responsibility literature links to the digital technology literature. It helps to demonstrate the obligations and expectations placed on individuals and other parties involved in digital technology environments. There are diverging viewpoints on how responsibility is conceptualised in relation to digital systems and technologies. Equally, there are diverging viewpoints in law about the role and allocation of responsibility. There are also some explicit links. For example, Hart’s work has been particularly instrumental in contemporary interpretations and taxonomies of responsibility found in non-legal literature to help better understand the different aspects of responsibility in a digital context (Bellini et al, 2020; van de Poel and Sand, 2018). Unpacking responsibility in this way highlights the ways in which digitalisation fragments both our understanding and operationalisation of legal responsibility and offers further nuance about how responsibility is generated and operated in a digital context.We conclude this brief overview of different literature with how the diverse notions of responsibility that arise from digital and legal contexts impact upon individual users of digital services and technology.



Responsibility and individuals

Let’s recap before moving on to our final responsibility consideration. We have considered responsibilities that arise in relation to digital technologies. Different responsibility approaches have recently developed which seek to establish responsibilities that are mediated through technology and technological infrastructure, with a particular focus on design. Responsibility construction, in this sense, is inherently relational and relationships are constructed through digital means. Attempts to understand responsibility intertwine with similar concepts found in the legal discipline, namely, ascription of obligation especially regarding backward-looking considerations of blameworthiness and the establishment of forward-looking norm setting, where responsibilities are negotiated through social practices. Responsibilities in the digital realm focus on relations governed through technology and responsibilities in the legal realm govern through rules and norms that ascribe and guide.

The individual is the centre point of both considerations, whether they be constructed as ‘user’, ‘consumer’, ‘citizen’, ‘litigant’ or ‘accused’. As we argue later in the book, the infrastructural context of the digital realm is such that responsibility actioning is a shared activity that encompasses multiple parties. Consequently, it is no longer sufficient to think about responsibility from a purely individual sense, and the implication that individuals bear the primary focus of responsibility. Instead, it is more fitting to examine questions of responsibility collectively because they impact everyone (Ognjenovic, 2010, p 2).

The individual, as a construct and an entity, remains an intrinsic component of understanding responsibility. However, an overt focus on responsibility individualism, and the forms that it takes, does not provide a sufficient lens to consider the full richness of responsibilities in the digital realm. With that starting point, we go back to consider the roots of responsibility and explore what expectations there are on individuals to make moral choices for themselves and the societies surrounding them.

Like what we have already seen, there are contentions about the varieties of moral responsibility. It is clear, from the previous discussion, that even though responsibility in the digital and legal context is different, they both nevertheless draw on and have been foregrounded by notions of moral responsibility. For example, to use Cane’s differentiation of responsible for and responsible to, the historical focus of moral responsibility, with its emphasis on ‘moral agents’, has concentrated on the former. In other words, when should individuals be responsible for certain actions, especially involving culpability and blameworthy assessments? The basis of moral responsibility, much like the backward-looking approaches of the digital context and the outcome-based approach in law, seeks to ascribe responsibility for historic actions that are determined by the cognitive capabilities of a given individual. Responsibility for individual actions is thus a capacity assessment in which individuals can be held to moral account for their actions. Accountability is a concept that resonates across moral and legal plains with the difference between the two hinging on law’s structured institutional capacities to render individual account through enforceable legal rules. Moral sanctions, while carrying with them the prospect of similar societal turpitudes, do not have the same institutional characteristics or mechanisms of retribution and punishment (Cane, 2002).

Our fleeting interest in moral responsibility is used to show a nature of responsibility theory that pervades both the legal and digital which privileges personal account. Personal account regards the question of ‘what should I be responsible for?’ rather than ‘who should I be responsible to?’ It refers to how individuals are ascribed responsibilities for what they should be accountable for. We argue that responsibility in the digital realm is more complicated and there is a distinction between being held accountable and bearing responsibilities. We contend the latter involves negotiated possibilities and consensus formulation that is beyond the traditional processes of being held to account, either legally or morally. Both give rise to complex considerations and even more complex conversations.

For now, we show that being held to account as part of responsibility ascription highlights the degree to which personal responsibility is built within the relational contexts of other forms of responsibility. The degrees that other forms of responsibility are built on, and deem individuals responsible by being accountable, highlight the singular base from which responsibility is ascribed and why it is ascribed. A question persists at the heart of discussions about ascription, accountability and responsibility that regards who has the power to allocate responsibility and who benefits from the ascription of responsibility to hold account. These degrees and distinctions are explored through two different contemporary responsibility approaches: responsibilisation and response-ability.

Responsibilisation refers to the tectonic movements relating to the transition from the post-war liberal order to the neoliberal state. A key movement is the shift from government to governance (Rose, 2000) with its increased focus on decentralised authority resulting from privatisation of public services (Shamir, 2008). Decentralisation also seeps down to individuals with changing expectations about the capabilities of individuals to determine their own best interests and pursue them through rationalised goals and actions (Peeters, 2013). A core aim of the neoliberal state is to provide greater freedoms of choice for individuals as a core justification for privatised services. The monolithic delivery of essential government services is replaced by competitive private sector innovations, which means that citizens will be able to better match service delivery outcomes to their own needs. However, as a number of authors have highlighted, greater freedoms of choice paradoxically lead to new forms of control by making individuals responsible for choice management (Bogard, 2005; Castells, 2009; Davies, 2018; Deleuze, 1992). The benefit of increased freedom of choice thus comes with the overburdening of self-actualisation and self-management (Trnka and Trundle, 2014).

We see then a different form of personal responsibility from that of the moral actor to the governed individual. The latter is no long ascribed responsibility by being held to account for blameworthy actions. Instead, they are over divested with responsibilities for choice that require insuperable capabilities to fully realise those choices, including the incalculable risks that could arise from choice selection. A final point is also worth noting regarding the shift from singular service delivery through the state to multiple forms of service delivery via privatisation. Responsibilisation strategies that divest state responsibilities means that individuals become the target group for responsibility allocation, and if not, then new collectivities need to emerge (Trnka and Trundle, 2014). The dynamic nature of shifting responsibilities and new organisational emergences means that relational contexts increase in importance. However, responsibilisation has a bald view of this relational context as it stratifies responsibility to designated parties, most notably the individual. Response-ability approaches, on the other hand, have a different perspective about the complexity and importance of relationships, understood broadly and collectively.

At a surface level, it is possible to draw parallels between the individualised focus on moral responsibility and the collectivist orientations of individual outlooks considered by response-ability scholars, as they both, to a degree, regard the capabilities of individuals. Any surface level similarities are quickly countered because response-ability notions reject ‘the metaphysics of individualism’ and instead focus ‘collective knowing, being and doing’ (Bozalek and Zemblylas, 2023). Understanding the collective capabilities of individual entities requires responding with care because each component of life, including humans, cohabits and is intimate with each other. Being response-able regards responsive awareness to environs. Unlike the culpability assessments of backward-looking forms of ascription or the drowning of cognitive choice under responsibilisation, response-ability approaches focus on ontological entanglements with ‘the other’ rather than focusing on individual conscious intent (Bozalek and Zemblylas, 2023). Emergences of responsibleness are generated through the multi-directional relationships of social practices which requires a cultivation of attentiveness to noticing ‘the specificity of details in everyday practices’ (Bozalek and Zemblylas, 2023, p 65). Being responsible entails a range of different adjectival actions beyond rationality and cognitive capacity. They include: care, attention, openness, acceptance and responsiveness. Response-ability approaches then ‘emphasises how crucial cultivating the ability to respond and to allow the other to respond is for collective flourishing’ (Bozalek and Zemblylas, 2023, p 78).

In conclusion, the ideas presented in our brief tour of responsibility theories highlight diverse ways of thinking about responsibility. All aspects of responsibility analysis have at their core a construct of the individual, but as we have seen, that construct can be responsible in different ways and for different purposes. We have shown the transition of responsibility considerations based on individuals from self-management to self-capable to response-able which intersects with digital and legal literature. We now build on these ideas to present a new digital responsibilities framework that outlines the complexity of responsibility formation in digital realms.



Digital responsibilities framework

Building on the previous discussion, we now present our framework for better understanding the process of responsibility formation in the digital realm. The framework acknowledges that digital responsibilities are different to the non-digital world. The mediation impact of digital technology is such that it disrupts the relational contexts in which responsibilities emanate. In that regard, our framework is based on the forward-looking nature of responsibilities and draws more inspiration from the collective role of responsibility generation than backward-looking ascription. As you will see, for us, constructing digital responsibilities is a consensus building activity that involves the alignments of different actors, values and activities to provide successful digital implementation strategies. The idea of alignments and responsibilities is not new, as outlined in our coverage of RRI. However, rather than focus on responsibility as a component of specific technology design and use, we seek to scaffold conversations of responsibility in contexts where technologies are combined and re-combined by different and emerging parties to create many and varied digital capabilities.

Our framework is broader because it considers the capacities, capabilities and spaces where digital responsibilities form and as a result also captures the infrastructural consequences of digital implementation. The infrastructure, and the technology it enlivens, both connects and distances individuals concurrently (Acker, 2025). Understanding connection and distance therefore requires an understanding of governing spaces and the activities that take place within those spaces to better understand the relational context of responsibility formation. As alluded to already, our framework is distinctly relational, and we agree with the authors noted earlier that to understand responsibility formation is to understand relationships. How responsibilities are realised and actioned, principally through digital infrastructures and technologies, gives insight into how different actors – users, designers, regulators – relate to each other and could form consensus around responsibilities.

Our framework outlines a process of enabling collaboration and constructing consensus among the multiple and continuous parties involved in the realisation, establishment and actioning of digital responsibilities. The framework represents the dynamic nature of digital responsibility formation that involves multiple parties, with differing requirements and different capabilities. The framework thus recognises that the process of digital responsibility formation is conducted in a genuinely pluralistic environment that features groups and individuals with diverse needs, resources and values.

The digital environment is pluralistic because it straddles separate sites of responsibility realisation (for example, the market, the state and the individual) and across different realms of technology use relevant to the establishment of digital responsibilities. In turn, these different sites and realms are governed through multiple plural perspectives – legal, regulatory, infrastructural, computational, etc. – to the extent that not one perspective is sufficient to understand the true complexity of digital responsibility formation. A pluralistic kaleidoscope is required to view sufficiently the complex enmeshing of distinct perspective requirements, values and norms that are an intrinsic part of the parties/individuals involved in responsibility formation.

The process of realising, establishing and actioning responsibility for the digital realm thus needs to enable collaboration across separate groups to ensure a genuine consensus about the need and actioning of responsibilities. Figure 2.1 outlines the high-level operation of the framework.



Figure 2.1:Our digital responsibility framework

[image: The image summarises the description of the digital responsibilities framework in section 2.2. The framework is set out in three rows. The top row shows how the realising of responsibilities is carried out by markets, states and/or individuals. The second row shows that responsibilities are established within the site of realisation by institutions, infrastructures or individuals. The third row sets out the possible actions that might be taken once a digital responsibility is realised and established. Possible actions are: absorb, allocate, discharge, avoid, refuse. ]

The framework identifies three process points involved in digital responsibility formation:



	Realising entails the realisation and construction of responsibility needs across the different parties involved.


	Establishing regards the formulation and establishment of digital responsibility requirements.


	Actioning entails how established responsibilities are actioned or non-actioned.


Each process represents different requirements of responsibility formation and each one is governed by the aims of enabling collaboration and constructing consensus. As such, while each process is distinct from each other, they are nevertheless built upon values of collaboration and consensus construction that recognise the pluralistic nature of the digital environment. The framework thus seeks to sufficiently capture plural dynamism rather than present a linear flow process that results in a simple ‘input to output’ decision-making mechanism. As already noted, backward-looking forms of ascription simply do not match the conceptual complexity that we are calling for.

In our framework, some responsibility realisations may never come to full fruition, and some that are, may not become established or actioned. The framework therefore seeks to recognise the essential contests involved in digital responsibility formation that can impact upon each process, in diverse ways and at contrasting times. Again, we do this to highlight the multiplicities entailed in digital responsibilities and to acknowledge the genuine need for consensus building processes as part of the overall understanding of responsibility formation.

Each process component – realising, establishing and actioning – is now briefly outlined.



Realising responsibilities

As we set out at the start of Chapter 1, our work is grounded in the digital responsibility research programme sponsored by the UK’s Research Institute for Sociotechnical Cyber Security (RISCS). The programme’s initial review of the UK online harms debate surfaced two important dimensions of the digital responsibility debate: sites and realms. The term site refers to a constellation of institutions that share a similar set of digital responsibility considerations and concerns. Our initial analysis showed that responsibilities take the form of duties and obligations and are primarily implemented in one or more sites of responsibility. Our analysis further showed that in the digital setting, no one site of responsibility can ascribe and discharge digital responsibilities without the collaboration of the other sites of responsibility. At the same time, our review of the debates indicated that responsibility is discharged in two distinct areas of activity: (i) use of digital technology to create and curate digital content and (ii) design and development of technology. These areas of activity we term realms of digital responsibility. In each of these realms, we observed that security technologies are included within the digital design to ensure that the user of the technology discharges digital responsibilities.

The realisation of digital responsibility is conducted across different sites. Drawing inspiration from Dunn Cavelty and Egloff’s (2019) analytical framework used to identify the interplay between main areas of tension in cybersecurity policy, the initial review of the online harms debate set out the three key sites that shape responsibilities: the market, the state and the individual. These sites and the tensions between them have shaped the design of our digital responsibility framework.

Each site provides varied reasons, wants and capabilities involved in realising the need for new or updated digital responsibilities. Each site also provides different foci necessary to the responsibility realisation and construction process:



	The market represents the infrastructural and computational requirements of digital responsibility engagement which is now significantly in private and commercial hands, both in terms of operation and future development. It provides the means for realising the need for digital responsibility formation.


	The state represents the governance requirements of infrastructural existence and operation. The state, its body of regulators and law makers, establishes the governance framework in which digital responsibilities are realised and established. It provides the rules and guidance for realising the formation of digital responsibilities.


	The individual represents the consensus requirement necessary for realising and constructing digital responsibilities. The incorporation of the representative individual as part of the responsibility realisation process ensures that the means of the market and the rules of the state are designed for the needs of populace consensus. The individual provides the agreement for realising the construction of digital responsibilities.


The framework identifies that outcomes of realisation and construction will always be different and it is therefore representative of the differing plural interests at play across all sites. These different outcomes are called the ‘constellations of provision’. In some realisations, and constructions of those realisations, the interests of one site (for example, the state) may outweigh the others (for example, the market) and vice versa. Responsibility realisation thus involves consensus generation across all sites with the negotiated capacity to recognise and acquiesce to different interests for distinct reasons. However, there must be agreement to assist the effective establishment and actioning of digital responsibilities.



Establishing responsibilities

Once digital responsibilities are realised, we contend that the next process regards establishment of responsibility. It is here where digital responsibilities are formulated and established in realms related to technological and infrastructural use. Relational norms shape different dimensions of digital responsibility activation by different parties, in diverse ways. It is in these realms where institutional, infrastructural and individual responsibilities become established or not established. As such, even if the realisation of responsibility is identified and constructed, it does not automatically mean that it will be established. It will only be established through the processes of collaboration enablement and consensus construction identified in our framework.

The three case studies that make up the middle body of the book all demonstrate the importance of the establishment process but in separate ways. Chapter 3’s exploration of the debates that preceded the Online Safety Act shows that establishing responsibilities forcefully through ascription of legal rules resulted in a defined legislative outcome which did not receive the full support of all parties, most notably online service providers. Forceful establishment thus has its limitations, even when it is the ultimate force of state-based legislative development. Chapter 4’s coverage of asylum seeker digital needs shows the opposite. An international legal obligation was established upon state governments to provide digital access with broad consensus about its need and benefit for vulnerable persons seeking to live in a distant country. That consensus changed over time, however, to the extent that even though a responsibility was established and recognised by all, it was still not actioned. Finally, Chapter 5’s coverage of how Kurdish communities in London responded to the census, again shows an established responsibility through law that met differing levels of support from different actors. All three case studies highlight the significant role of legal and regulatory rule formation as part of establishing responsibility.

It is therefore important to understand the role that responsibility plays in legal application because it is crucial in how law establishes individual and collective understanding of responsibility actions through different frameworks, namely, the outcome-based and constitutively based frameworks. Each framework has processes that signify different responsibility outlooks for responsibilities that are established, understood and actioned involving law. Each framework also aims to produce different identity type individuals that will lead to several types of responsibility perceptions and actions. The outcome-based framework seeks to produce the rational individual, a person of free will who is able to make legal and moral choices based on ascribed obligations. Hence the framework’s focus is individualised and involves elements that regard individual and internal considerations regarding consequences of outcomes.

We consequently believe that identity formation is at the heart of establishing legal responsibilities. Understanding the role of legal responsibilities better identifies the role of law in the establishment of individual and collective identities. Establishing responsibilities thus has a bifocal effect akin to Cane’s differentiation of responsible for and responsible to. Legal rules establish responsibilities through ascriptive means. Legislation provides the framing for which blameworthiness can be identified, articulated and actioned. That track, as noted earlier, is well worn. Equally, however, legal rules also provide the frame for establishing governable identities; for example, a citizen or corporation that is compliant or non-compliant with the law. To do so requires individuals to understand who they are and how they interpret their role individually and in collectives. Individuals thus subsume external legal obligation internally to make rational choices about consequence. Identity formation is established internally within individuals (for example, consciousness) and externally in the context of broader societal expectations and governance. There is a relationship, then, between responsibilities, the expected fulfilment of responsibilities and the understanding of individual and collective identity formation in the realisation, establishment and actioning of responsibilities.

However, as outlined earlier, each framework has a different mode about how legal responsibility is established, especially from the perspective of internal identity construction. Under the outcome-based framework, individuals of free will and capacity take responsibility for their actions. Individuals have a responsibility to society to do so as ascribed by legal rules. That is why the outcome-based framework seeks to establish the rational individual – a person of free will who is able to follow legal responsibilities based on an understanding of established consequences, including the sanctions and blame that could flow. On the other hand, the constitutively based model highlights that responsibility is assembled by individuals and groups collectively as part of the fulfilment of social practices. The framework seeks to produce the intersubjective individual (Dancohen, 1992) – a person who accepts responsibility by understanding their relation to others during the fulfilment of social practices, and their role in the ongoing consensus-focused negotiations that take place across networks. The framework’s focus is on understanding responsibility formation as an ostensibly external process involving active interaction with social practices that generates the need for negotiated responsibility outputs.

A foundational difference thus exists between both frameworks. In the outcome-based framework, responsibility is established through law and the locus of analysis shifts to whether the ascribed legal rule has been complied with. Establishment, as seen through some of the case studies, can be forced but may not automatically lead to successful implementation. In the constitutively based framework, establishment is constructed with the individual being an active participant in their understanding of the responsibilities that emerge from active participation involving social practices, including law.

Both processes have similar characteristics that relate to internally generated understandings of responsibility and externalised responsibility actions. However, the ordering of internal and external processes is different across both frameworks. The outcome’s framework is unidirectional and that sees responsibility formation by individuals through law as a linear and set process of external and internal components. External law ascribes legal obligations and individuals subject to those obligations internalise them rationally. A consequential assessment is then made internally to ascribe with the obligations and to take responsibility for actions that then flow. Responsibility establishment is thus formed externally and understood internally.

The constitutive framework’s consideration of external and internal components is multi-directional and dynamic. An established legal obligation can still exist but instead of directly ascribing individual responsibility through an internal process, an individual’s understanding of responsibility is determined through their interaction with others in given social practices. Rather than a clearly delineated process of external to internal responsibility generation, the process of constitutively understanding responsibility combines both external and internal components together, at the same time. Responsibilities are therefore understood through active interaction with others, and understandings of external environments, rather than a purely internal process of rational free will. In that sense, establishing responsibilities is a relational act based on how individuals relate to each other across networks and infrastructures.

Identifying how responsibilities are established is therefore important because doing so shows that, like the process of realisation, responsibilities can be established in different ways, even when the process of responsibility establishment through law looks facially similar, as the three case studies identify. As noted earlier, each case study has a different type of established legal obligation that provides a range of responsibilities for different parties. However, how those responsibilities were understood were markedly different across the parties. Understanding responsibility establishment thus bridges responsibility realisations and foregrounds responsibility actions. We contend that understanding establishment as the realisation of responsibility consensus helps to better identify and understand the concomitant actioning of responsibility by individual actors in collaborative settings.



Actioning responsibilities

Unsurprisingly, the final process regards digital responsibilities that have been realised and established and now need to be actioned. The process represents different approaches to responsibility enactment which gives rise to different types of responsibility act which are conducted in the physical and virtual environments relevant to the actioning of established digital responsibilities.

We contend that responsibility acts work across a spectrum of positive and negative actions. Accordingly, our framework recognises that parties and individuals undertake some responsibility acts positively, some are begrudgingly undertaken and others are avoided or refused. As such, even if a digital responsibility has been realised and established, its enactment cannot be taken for granted as automatically flowing from realisation and establishment. There is still the continual requirement for collaboration and consensus that is necessary to enable positive responsibility actions. Equally, because digital responsibility formation is conducted in a pluralistic environment, there also must be collaboration and consensus across sites, realms and norms, and aided through legal, regulatory infrastructural and computational requirements.

Again, the case studies demonstrate the dynamic nature of these considerations. In each case study, there are established responsibilities through different forms of legal requirement, namely national legislation, international treaty obligations and domestic regulatory requirement. Nevertheless, how parties involved in each case study actioned their responsibilities differed markedly. Some parties, most notably the Kurdish civil sector groups in Chapter 5, were willing to take on extra responsibilities to ensure that potentially helpful legal obligations arising from the census’s implementation were better received and actioned across the Kurdish community in London. The same could also be said for civil society groups working with refugees and asylum seeker communities in Chapter 4. Equally, however, the opposite forms of action occurred, involving private sector online service providers in Chapter 3 and a host of national and local government organisations in Chapters 4 and 5. The case studies then demonstrate that the actioning of responsibility should never be taken for granted as either realised or established by all parties. One process can influence the other and that also regards the actioning of responsibility, especially in digital implementation strategies, when existing relationships can be displaced or disrupted through the advent of innovative technologies.

Our framework considers five types of non-exhaustive act that are identified on the positive to negative spectrum through the case studies. The individual or party responsibility actions are as follows:


	Absorb – in this situation, parties willingly take on responsibilities designated to them and potentially designated to others who may not have the will or capabilities to act sufficiently upon their established responsibilities. Absorption is the highest positive act as it seeks to fulfil the agreed consensus of the environment at potentially the expense of the individual party’s own benefit. A key act of absorption arising from the case studies is the actions of the various Kurdish civil society groups who absorbed extra education and training responsibilities to ensure new census requirements were better met.

	Allocate – in this situation, parties take on responsibilities designated to them, and to others, to identify and share those responsibilities across environments. The act of allocation recognises that a party is willing to take on responsibility, but rather than absorb it, and enact the responsibility itself, it designates to, or negotiates with, another party for actioning. Allocation is still a significantly positive act because to allocate is based on (a) ensuring the furthering of a responsibility act and (b) that furthering is based on collaboration and consensus. Again, the co-ordination of community response, and the sharing of resources in relation to positive responses, was a key similarity in the Kurdish and civil society actions outlined in Chapters 4 and 5.

	Discharge – refers to the baseline act of fulfilling or discharging a responsibility. The act of discharge sits in the middle of the spectrum because it can represent both positive and negative actions. A discharge can be positive because, as a base requirement, there is agreement to take on responsibility. It can also be a negative act in situations where some parties could clearly do more to undertake a responsibility; for example, it has the capabilities to absorb or to allocate, but it chooses not to and thus merely discharges, rather than extends, its minimum responsibility. A discharge is thus contextual and representative of the pluralistic environments of digital responsibility formation. An example of discharging behaviours arising from the case studies involves minimum level implementation strategies for asylum seeker digital services provided by local authorities. The same could be said of the local authority actions relating to the Kurdish community and the census.

	Avoid – refers to the negative act of avoiding a responsibility that has been realised and established as relevant to a party. Avoidance is a negative act because it is likely to result in a non-action which has been identified by parties in the responsibility environment as important for the party to undertake. As such, acts of avoidance start to impinge upon the collaboration and consensus requirements inherent to digital responsibility formation. The nature of avoidance is such that there is not a direct refusal to collaborate and negotiate with other parties. Rather, there is a singular focus to act in the best interest of the individual party over the needs and values of environmental collaboration and consensus. As Chapter 3 highlights, many of the contentions arising from the OSA’s fractious debates regarded online service provider attempts to avoid responsibility for the broader protection of digital environments.

	Refuse – a definitively negative act of refusing to take on a responsibility that has been realised, established and actioned by other parties flowing from collaboration and consensus. Refusal is an act that conflicts with the expectations of parties involved in environmental responsibility formation. It results in a negative effect across the environment, the sites and the realms of digital responsibility formation, because it directly goes against established norms, requirements and consensus. It also results in a defiantly negative outcome of dis-establishing responsibilities that have been willingly accepted by others in the responsibility environment. The case studies show that the impact of avoidance and refusal acts means that realised and established responsibilities eventually emanate on individuals through responsibilisation strategies. As such, even though none of the case studies specifically involved a refusal action, the extent that different parties tried to avoid responsibility had the same sort of impact upon individual citizens, namely, to try to make them responsible for someone else’s actions.




Conclusion

Our digital responsibility framework outlined previously represents a new way of conceptualising the development and actioning of responsibilities in the digital realm. It outlines the importance of understanding the relations between:



	Realising, establishing and actioning digital responsibilities.


	The sites, realms and environments in which digital responsibilities are formed.


	The norms, requirements and values that underpin digital responsibility formation.


	Enabling collaboration and constructing consensus throughout the processes of digital responsibility formation.


We contend that it is the alignment of these responsibilities that increases the likelihood of successful responsibility adoption. At the heart of our framework is the notion that responsibility is an essentially collaborative exercise that operates in plural and dynamic environments. In that sense, it draws strongly from the forward-looking basis of law’s constitutively based framework and sees the role of responsibility as ultimately a means to foster consensus. Being responsible then is not simply about being responsible for something, whether that arises from a moral or legal standpoint based on ascriptive means. Responsibilities, in that sense, do not simply arise through roles, causal effects or liabilities. Instead, the formation of responsibilities should be shared beginning with the acknowledgement that collaborations are essential to the better implementation of legal, regulatory, infrastructural and computational requirements for digital environments.We now move to the book’s case studies which outline three different implementation strategies relating to digital capabilities and the uncertain flow of responsibilities that then ensues from implementation. As noted in Chapter 1, each chapter has illustrations to highlight key points.





Part II Digital Policy Challenges






three Digital Safety Debates and Regulatory Environments






Introduction

The Online Safety Act 2023 (OSA) is a landmark piece of legislation that attempts to establish a new regulatory framework to make the UK ‘one of the safest places to be on the internet’ (Department for Digital, Culture, Media & Sport and Home Office, 2019). The OSA establishes a new ‘duty of care’ for digital service providers towards their users, obligating them to act against harmful content published on their sites/platforms and to provide appropriate protections for users, based on vulnerabilities. It is unsurprising that the OSA’s implementation was deemed controversial, especially by technology companies, given its wide-ranging regulatory requirements for digital service providers, such as social media platforms and other major technology companies. The significant regulatory change brought about by the OSA is captured by Nash and Felton who rightly contend that the Act has ‘tried to embrace an ambitious new model of regulation that could rebalance corporate conduct amongst the biggest technology platforms in favour of the public interest’ (2024, p 13).

Given the change required, it is unsurprising that tensions and contentions surfaced during the OSA’s pre-legislative development phases arising from the publication of an initial White Paper (Department for Digital, Culture, Media & Sport and Home Office, 2019) that formed the basis for both a draft Online Harms Bill in 2021 and then a final Online Safety Bill in 2022. Many of these tensions involved the issue of who will take responsibility for implementing the required regulatory measures, including efforts by key industry stakeholders to shape future legislative application in line with perceived interests and business models. The primary areas of contention centred around issues of content moderation, platform design (and algorithmic accountability) and the individual/collective harms that are created by these platforms and their content, as well as their effects upon society at large.

Many of these debates were captured in the more than twenty Joint Committee hearings where several key stakeholders (politicians, regulators, rights campaigners, researchers and technology companies) discussed these issues in-depth and allowed for the scope and expected impact of the Bill to be tested through expert witness testimonies. From these exchanges, the debates around the Online Safety Bill, and online harms in general, are interwoven with discussions around duties, obligations and the accountabilities of certain individuals/stakeholders.

This chapter examines the fractious debates entailed in the Bill’s passing. Core tensions are identified through a thematic analysis of the Bill’s hearings published in Hansard. Two specific areas of contentions are investigated: (1) age verification and (2) scam advertising. Examination of key testimony in these two contentious areas highlights different attempts by the state and industry to allocate and avoid responsibility. The analysis points to how digital responsibility is established and realised at state-level. It identifies how digital responsibility manifests within the different dimensions of digital product design, delivery and use by the private sector, including different responsibility contentions that underpin the debates. Doing so places a spotlight on the roles that the core technologies of authentication and access control play in forcing the actioning of digital responsibilities by both the end users of digital technologies and by technology providers.

The chapter finds that a responsibility consensus across key parties was not fully realised which meant that legal responsibility was established through the implementation of the OSA. Legislation was used to essentially command that responsibility was discharged through technological means. The Parliamentary debates thus demonstrate diverse types of responsibility action at play, which were mostly negative, particularly from the private sector parties, in trying to avoid responsibility for online harms and safety.



Background

The broader policy intention of the Online Safety Bill was to create an international benchmark and gold standard for online regulation of harmful content, at a time when it was becoming clear that harms were increasing and self-regulation was not working (Coe, 2022). The Bill was praised by some MPs for tackling concerns about the internet, increasingly perceived akin to a ‘Wild West online’ (BBC, 2021). The lack of content regulation had left users, and vulnerable persons in particular, open to abuse, violence and fraud. At the same time, digital service providers were seen as benefiting from the perceived Wild West, as it allowed them to operate without impunity and develop business models that placed profit over safety. That said, the Bill was not without its detractors, with some digital rights campaigners outlining concerns over the overarching governmental powers that could give rise to state-backed censorship (Burns, 2021a; Smith, 2020).

It is in this rather febrile atmosphere that the OSA began its legislative passage, which itself was protracted (McGlynn et al, 2024). Prior to the OSA, the UK Government held two rounds of public consultation in 2017 and 2019 which led to the development of the initial Online Harms Bill, and then the subsequent Online Safety Bill, in 2022, which eventually led to the OSA (Nash and Felton, 2024). The change in focus from harms to safety is significant as it belies a change in government policy about who should be responsible for the prevention of online harms and how it should be done (Nash, 2019). The change represents a shift from ex post allocation of responsibility based on harmful content to an ex-ante approach of safety. The new approach goes beyond solely harm-based content to consider the potential impacts of business models more broadly. The systems-based perspective at the heart of the OSA gives rise to significant responsibilities for digital service providers and allows the state great scrutiny powers to examine and shape business model development (Nash and Felton, 2024). Moreover, the OSA’s development also encountered troubled political waters that involved a backbench revolt and significant amendments proposed by the House of Lords which eventually shaped the OSA’s final construction (Nash and Felton, 2024).

Unsurprisingly, the nature of harm underpinning online harms was an area of contention. The Online Harms White Paper of 2019 covered a panoply of harmful online situations ranging from national security to individual harms. The breadth of potentially harmful situations meant that the basis of harm relevant to government actions was unclear. Imposing a duty of care relating to harmful situations online based on content, when the harm is manifest and unclear, was challenging (Woods, 2019). A different regulatory approach was required and the ‘starting point’ of harmful content was wrong (Perrin and Woods, 2018). Regulatory action should instead focus on the broader online environment created by service providers and what providers could do to make that environment safer. The environments created by online service providers were viewed as public spaces and needed to be regulated with the same expected duties (Leiser and Harbinja, 2020). The greater focus on the online environment through a systems-based approach was beneficial because it better aligned responsibilities (Nash and Felton, 2024). This type of public space governance means the online spaces provided by service providers are not seen as technologically neutral. Instead, providers can use these spaces to shape user activities and actions, including for the profit motives of the provider.

The increased regulatory focus on environments, including business models, could better outline the risks arising from the design of digital services. It would also better align provider responsibilities with potential individual harms to ensure providers were responsible for ameliorating risks, especially to vulnerable users. Online providers would therefore be made more accountable for the potentially harmful content posted on their services (McGlynn et al, 2024) which would lead to a more positive digital experience for everyone (Nash and Felton, 2024). Greater accountability would create clearer processes of control relating to flows of harmful content. Online service providers would therefore be responsible for the spaces that they govern and manage the hazards generated within their space, including from how business models are constructed (Price, 2021). Doing so places responsibility on online service providers to implement greater protective measures as part of their core business models and operations.



Figure 3.1:A new regulatory approach
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The new regulatory focus was based on health and safety regulation which had a much greater focus on business model design and the core idea that providers have a moral responsibility to consider potential harms that may arise to users and to actively mitigate against them (Bearitz and Schertel Mendes, 2023). The imposition of a statutory duty of care thus involved proactive management of defined risks arising from providers rather than a universal duty to not do harm (Woods, 2019). The regulatory duties required by different service providers were thus differentiated and reflected the risks arising from individual services and their degrees of scale that could extenuate harms for users (Tambini, 2019).The OSA identifies distinct types of service provider. Category 1 providers that entail high risk, high impact for users, such as pornographic services, have the highest obligations. Category 2 providers are high reach services, such as major search engines, or providers that entail higher risk in their function or operation, because a certain type of data is a core part of their business model. Accordingly, the duty of care imposed is differentiated because the first duty is based on provider and the second is based on content (Tambini, 2019). The types of legal responsibility that arise thus depend on the type of provider, their scale and content that is generated on their platform. That said, all providers have duties relating to the prevention and removal of illegal content and/or content that could be harmful to children. The child safety requirement gave rise to a greater focus on age verification which became one of the key contentions outlined in the bill passage debates.

The Bill thus established a duty to protect in different ways and for different types of provider audience. Three duties were initially proposed (Trengove et al, 2022) to: (1) protect all users from illegal content, (2) provide additional protective measures to keep children safe, if the service was likely to be used by children, and (3) protect all users from content that is harmful without being illegal, if the service was of sufficient reach and magnitude. The latter proved particularly controversial and was not included in the final draft of the OSA. Nevertheless, the OSA, as implemented, features a significant degree of the Bill’s components.

The OSA regulates providers by establishing systems-based responsibilities to ensure positive digital experiences, especially for children. Service providers, under these duties, ‘bear a preventative duty of care to users in the design and delivery of online services’ (Nash, 2019). The OSA imposes duties of care on both types of provider in relation to two broad types of duties: (1) to conduct risk assessments based on potentially harmful content and (2) to mitigate potential risks arising. Consequently, even though the OSA takes a broader environmental approach, it nonetheless still retains aspects of its initial focus on harmful content, except now as part of the broader imposition of duty-based statutory responsibilities. Risk assessment is thus a key part of the responsibilities expected. Risk assessments regarding illegal content are required by the OSA for service providers to factor in freedom of expression and privacy. Services provided for children have additional responsibilities for risk assessments, to protect users from harmful content (Nash, 2019). The OSA also has extra jurisdictional application that covers service providers with links to the UK, that has UK users as part of a target market and which can include a service with a significant number of users or a service available in the UK that may give rise to a material risk of significant harm to individuals in the UK (McGlynn et al, 2024).

Taking on board these points, the OSA requires regulatory input which is primarily provided by Ofcom. Ofcom is tasked under the OSA to provide guidance on risk assessments and devise codes of practice in relation to the application of duties. Compliance with Ofcom derived codes fulfils the OSA safety duties for regulated service providers (McGlynn et al, 2024). Ofcom can also monitor compliance with codes of practice and can enforce alternative measures to better meet Ofcom guidance, if a service provider is deemed to not be meeting expectations. Ofcom’s strongest powers regard investigation and enforcement where it can issue corrective orders and impose fines if a code breach is demonstrated. Ofcom can fine companies up to £18 million, or 10% of annual global turnover, whichever is higher (Coe, 2022). In that sense, even though the OSA is in effect a legislative command, it is nonetheless representative of a hybrid regulatory approach which blends elements of public and private governance (Bearitz and Schertel Mendes, 2023).

In summary, the OSA’s focus on online service providers’ design and operation reflects a greater focus on business model construction and application as a key cause and generator of harms. The Online Safety Bill gave rise to a new systems-based approach to online regulation of online harms that does not focus on the removal of a particular type of content per se. Regulatory response and compliance activity is more about a provider’s underpinning infrastructure and operations that gives rise to systemic issues which could have greater impact through amplification of content, especially through advertising-based business models. The key consideration that links to business model application is a direct recognition that certain types of business action are designed to influence user behaviour. Online service provider business models and their operation are not technologically neutral. The OSA pre-legislative journey recognised that they were designed to achieve a desired outcome and that outcome can have a negative and harmful impact on users and the broader societal environment. As such, the nature of harm that underpins the OSA’s application shifted from one that focused on individual harms to one that recognised the societal responsibilities that online providers should have to create and develop online spaces safely (Trengove et al, 2022). However, the shift to a broader and more abstract notion of harm generation, with its focus on environmental space and community dimension, means that the ascription of individual responsibility, including to service providers, is potentially more challenging, as outlined in the key debates leading up to the Bill’s passing.



Research approach

To identify the responsibility contentions that arose from fractious pre-legislative debates, we examined the four key stages and legislative components of the Bill. They were:


	The Online Harms White Paper – published by the UK Government in April 2019, the White Paper sets out the government’s initial proposals for the Bill (Department for Digital, Culture, Media & Sport and Home Office, 2019). Resulting from commitments made in the Internet Safety Strategy Green Paper (Department for Digital, Culture, Media & Sport, 2017), the White Paper also includes a public consultation.

	The draft Online Safety Bill – published by the UK Government in May 2021.

	We also draw on expert oral evidence provided during the Joint Committee on the Draft Online Safety Bill between September and November 2021 (referenced in the paper as ‘JC#’).

	The Online Safety Bill itself, which was published by the UK Government in March 2022.


Documents were coded thematically to identify underlying themes and issues relevant to responsibility actions and concomitant contentions. Our initial analysis of relevant documents highlighted two issues of contention arising from pre-legislative debates: age verification requirements and scam advertising.

We focused on these two debates in greater depth as they highlighted significant discussion and contention about the need for online service provider actions and responsibility for both concerns and ameliorative processes. Equally important, both concerns highlighted debate about how digital responsibility can manifest in private sector product design. We outline both concerns in more depth.



Debate#1 – age verification

One of the ‘landmark’ proposals from the Bill aimed to tackle underage access to pornography. Relied-upon research demonstrated that approximately 51% of children aged 11–13 had seen pornography (Department for Digital, Culture, Media & Sport, 2022). Children’s charities also expressed concerns about the damaging impact pornography can have on children’s health, behaviour, relationships and the risks associated with child abuse and exploitation (Barnardo’s, 2021). The Bill mandated all pornography websites, as well as platforms that publish and place pornographic material on their sites, to introduce age verification technologies and processes to access for users under the age of 18, replicating the policy direction relating to online gambling. The proposal was also in line with protections outlined in the Digital Economy Act 2017 and the Information Commissioner’s Office (ICO) Age Appropriate Design Code (2020) which is a code of practice for online platforms providing services relevant to children. Verification checks would not require a full identity check and, by ensuring such technologies are ‘secure, effective and privacy-preserving’ (Department for Digital, Culture, Media & Sport, 2022), they should not process/store any data that is not relevant for the purpose of age verification.

The Bill’s age verification proposals were largely welcomed, particularly by children’s rights groups, but they also sparked ancillary debates over the scope of the legislation and the powers it affords. For some, the proposal threatened ‘the integrity of the Internet’s architecture’ (Burns, 2021b) while others contended that the Bill’s scope did not go far enough. For example, children’s charity Barnardo’s warned that the Bill’s categorisation of online service providers could also ‘lead to a two-tier system that means children [could be] potentially able to access harmful content through these smaller sites’ (Barnardo’s, 2021).

The new focus on age verification, and the technological controls required to implement this, raised issues about the distribution of responsibility that led to fractious debate between private sector providers, government and civil society. The proposal was perceived as a shift of responsibility from the state to online service providers to provide age verification services as part of their core business model. The proposed new allocation of age verification responsibilities onto a new, emerging market was one that had been sought by civil society activists over previous years (Burns, 2021b). While this new form of responsibility allocation was set in train by the Bill, it was not absolute because ‘the onus will be on the companies themselves to decide how to comply with their new legal duty. The bill … is flexible to allow for innovation and the development and use of more effective technology in the future’ (Department for Digital, Culture, Media & Sport, 2022). Online service providers were therefore given leeway to select technological solutions appropriate to their circumstances including the impact on their overall business model. The delegation of technical solution to online service providers was criticised as it would allow providers to choose age verification controls that are more favourable to their business model and approach. The allocation of age verification responsibility and the degree it should be actioned by providers was a key element of this fractious debate.



Debate#2 – scam advertising

The Bill also proposed new solutions to tackle scam ads or online ad fraud that had become ‘endemic’ over the previous decade (Cookson, 2016). Ad fraud and scam ads grew dramatically during the COVID-19 pandemic, with digital marketers reporting billions of losses in 2020 alone. One of the key areas of criminal activity utilising ‘paid-for’ advertising business models involved targeted advertisements relating to deceptive products/financial schemes that involved well-known, trusted and reputable brands or individuals (Angeloni, 2022). Several studies demonstrated that UK consumers felt exposed and powerless in tackling scam ads and believed that online providers were not doing enough to support and protect them from harmful content online – a view that was shared by several expert witness testimonies during the online harms debate in Parliament (JC-1, JC-2, JC-3, JC-4, JC-9). Prior to the introduction of the Bill, the state appears to have taken on the burden of responsibility in this area, as the UK Advertising Standards Authority (ASA), the national advertising regulator, established its own Scam Ad Alert system. Introduced in 2020, the system provided a dedicated site/portal for UK consumers to report scam ads when spotted online, which would then lead to further cooperation with technology companies to take down scam ads (Advertising Standards Authority, 2020).



Figure 3.2:Multiple actors with responsibilities
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The building of scam ad mitigation into the Bill led to a fractious debate about the reallocation of responsibilities between the state, online service providers and individual citizens. The debate mirrored many others in the pre-legislative phase because it involved core issues of responsibility relating to actions required to mitigate harm. Ultimately, if the state or the private sector online service providers were unable or unwilling to block scam ads, then the consumer becomes the last line of defence for identifying and mitigating against harmful content – a requirement that would go against the core purpose of protecting individuals better against online harms that were difficult to detect by users. As such, allocating responsibility to end users would mean that individuals were deemed to have the capacity and capability to both identify and report scam ads, when there was a raft of evidence presented to the Committee that clearly indicated that was not the case. One of the key contentions arising from debate was that, despite the widespread harms scam ads cause, the business models deployed by the providers have paid-for advertisements at the core of service provision. Consequently, paid-for advertisements bring revenue to providers, whereas targeting harmful content, such as scam ads, is often regarded by providers as a regulatory cost. The Bill therefore sought to provide state influence by reallocating greater responsibilities to online service providers, while delegating a degree of latitude to preserve existing business models. The shifting responsibility for scam ad protection was reallocated from consumers to providers and it is this reallocation that gave rise to fractious debate and responsibility contention.



Findings

Our analysis of the pre-legislative debates revealed two core themes: (1) the responsibility contentions regarding the role of the state, online service providers and individuals regarding responsibility actions required to make the online space safer and (2) how digital responsibility manifests in private sector product design. Each theme is considered in greater detail next.



Responsibility contentions

The contentions that arise from the Bill debates analysis shows that there were different perspectives about which party bears responsibility for the implementation of technological systems to verify age of certain users and to prevent scam ads. The contentions are representative of the different responsibility actions required to implement solutions and the disagreements that flow regarding the allocation and discharge of responsibility. Responsibility contentions emerged in several thematic debates ranging from party willingness to absorb or avoid responsibility.

Throughout the debates, we identified situations where different parties were willing to accept or absorb responsibility for certain required actions and where the same or other parties sought to refuse or avoid responsibility for the technological implementation. As noted earlier, the debates highlight continuing attempts by the state and civil society groups for the Online Safety Bill to make providers more responsible for the publication of potentially harmful content on their platforms or for tackling online harms more broadly. The main legal vehicle for imposing greater responsibility through the Bill was the imposition of a general duty on providers to protect users from harmful content. Doing so would give rise to changing roles and relationships for state/regulator responsibilities and reducing the operational strategies of providers which placed greater responsibility for identifying and removing harmful content on individuals/consumers.



Figure 3.3:Putting profit first

[image: A picture of protesters holding two placards. The first placard says 'Profit before people!' and the second 'Profiteering from prejudice!']

A number of expert witnesses and MPs/Lords argued that tackling harmful content was not a priority for providers, and that they were effectively abdicating responsibility for the safety of their users, even in situations where content breached their own rules and guidelines. For example, Imran Ahmed, founder and CEO of the Center for Countering Digital Hate, suggested that companies have their own ‘playbook’ in avoiding responsibility and were thus ‘incapable of regulating themselves’ and ‘put profit before people’ (JC-1). When asked why a lot of companies don’t do more work to target/remove harmful content, Ahmed suggested that if they did, ‘they would have moral culpability’ (JC-1). That said, even though it was identified that providers avoided responsibility, it was often unclear where and how responsibilities should be located. A panel of regulatory representatives from key regulators involved in harmful content moderation (Financial Conduct Authority (FCA), ASA and Competitions and Marketing Authority (CMA)) provided evidence to MPs that it was not clear where regulator and provider responsibilities should be allocated. It was not surprising, therefore, that responsibility allocation was a contentious issue.

From the conflicts and tensions outlined so far, it is possible to identify a vacuum existing in the debates where several stakeholders were not entirely sure, or disagree, on where certain responsibilities should lie and with whom. These ‘responsibility gaps’ consisted of both legal considerations and societal/moralistic gaps, especially in relation to the actions of providers. In a legal/technical sense, contentions centred on the lack of regulation and corresponding security or safety controls that allowed providers to operate with relative impunity. On the latter point, one debate discussion noted how the Bill and online harms debate had highlighted a notable legislative gap for online content, especially in comparison to the way other media (such as TV or radio) are regulated (JC-9). For Clare Pelham, Chief Executive of the Epilepsy Society, the difference accentuated the isolation that many users experience online and how providers are ‘completely beyond the reach of the law’ (JC-4). Speaking to the claim that social media has become the ‘Wild West online’, these types of views demonstrate that there is little to zero accountability for online harm perpetrators operating on platforms nor the tech companies that allow perpetrators to function. In other words, everyone was in ‘[S]‌ome sort of badlands where there is no criminal law, no protection, no possibility of prosecution’ (JC-4).

There was also clear contention and a responsibility gap about the protection of users’ rights to freedom of expression and privacy in tackling harmful content online. This contention is of course not new and was a major consideration throughout the online harms debate. Concerns were raised about the Bill and the sweeping powers and responsibilities it gave to the state through Ofcom and the threat new regulatory powers posed to individual freedoms and rights, particularly in online spaces. The Joint Committee noted the Draft Bill ‘provides duties on providers (and Ofcom) to have regard to the importance of the right to freedom and expression and privacy in various ways’ (UK Parliament, 2022). While the Bill was supported by several organisations, particularly in the child protection community, several civil society organisations expressed major concerns about the Bill’s scope and reach. The Internet Society claimed that ‘the UK government was trying to legislate the impossible – a safe Internet without strong encryption – in the face of clear and consistent technical analysis saying that it cannot be done’ (Internet Society, 2021). Similarly, Silkie Carlo, Director of Big Brother Watch, expressed concern during her Joint Committee testimony about the overarching regulatory powers that are tantamount to ‘state-backed censorship of lawful communications’ (JC-12). During her testimony, Carlo was challenged on this point by the Chair of the Joint Committee, Damian Collins MP. Collins took a different tack. Rather than solely focusing on the issue of whether content was unlawful or not, such as content that glamorises self-harm or anorexia under the UK’s Equality Act, the more pertinent issue regarded ‘to what extent companies are responsible for the environment they create and the harm that it could do’ (JC-12). The role of the state and the protection of basic rights and freedoms was in itself unclear from a responsibility perspective.

Another key responsibility tension in the debates involved the notion of responsibilisation, whereby an individual (or group in society) is rendered responsible for a task or duty that previously would have been the role/responsibility of, say, the state or an associated institution.



Figure 3.4:The impact of responsibilisation on users
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In the context of the Bill and the wider online safety debate, responsibilisation is most contentious in relation to the expected role and responsibility of users. Responsibilisation contentions often surfaced in debates about incident reporting and the sense that citizens were being unduly relied on to report harms they encounter online. Individual users were thus being asked to bear the role of content moderation, reporting and policing that should be expected by both the state and providers (JC-9). To make individual users responsible for content moderation placed individuals in the situation of having the responsibility of monitoring, reporting and protecting themselves from scam ads knowingly or unknowingly facilitated by provider business models and systems.

Related to responsibilisation, the issue of improving user digital/media literacy was also a persistent contention. Enhancing digital literacy of users will provide stronger self-protection mechanisms and will provide better choice mechanisms for users to identify and to not engage in disseminating harmful content online. Educative responsibility is partly borne by the state as it has been ascribed to Ofcom, though it still needs to be acknowledged that while the state carries some responsibility it still requires a significant requirement by individual users to (a) engage with such education, but also (b) put their improved literacy into practice.



Digital responsibility manifestations in product design

Running adjacent to contests about responsibilities and their allocation to ensure for online safety was an increased focus by the state on the business models of online service providers. To a certain extent, the greater focus on provider business models is not surprising given the whole policy purpose of law reform involved a recognition that online spaces needed to be regulated differently. Unsurprisingly, then, Joint Committee debates highlighted separations and differences between digital content as a potential source of harm to consumers and the requirement for the design, management and implementation of technology to ameliorate and protect consumers from such harms.

Like individual actions based on responsibilisation, the role of content moderation regarding information that could constitute ‘harmful’ was often used to shape discussions and surface tensions about responsibility allocation. Principally, debates about this issue concerned the targeted removal or takedown of harmful content, which has traditionally been the responsibility of online service providers who are often criticised for not taking enough action. A contentious part of the Bill debates regarded whether the regulator, Ofcom, should have more power to mandate companies to identify and remove content it deems to be harmful. Thus, the shifting role of the state emanated through the Bill’s development. During Joint Committee witness testimonies, concerns were expressed about delegating too much implementation leeway to providers while other respondents believed that Parliament should set prescriptive requirements in legislation. The focus on potentially harmful content, and its management by providers, was therefore a specific source of consideration regarding product design. As noted earlier, the regulatory focus on product design as a core safety measure is one of the OSA’s key features and one of its most controversial as it involves a change in responsibility by the state involving willingness to influence and shape market forces.

An ancillary debate to content management also emerged about how provider technologies are designed, managed and implemented in different contexts relevant to harmful content and business models. Moving beyond issues around the scope and effectiveness of content moderation, such debates focused on the various systems, processes and design features that have led to the creation and amplification of harmful content and activity online. Algorithmic accountability and platform recommendation systems were key considerations, and how such systems were designed to create profit through advertising and by keeping consumers online through strategies to attract and retain cognitive attention. Again, the state’s willingness to consider this degree of involvement in shaping business model construction, and the actions that flow from core business operations, clearly signals a change in responsibility role and the actions required to mitigate broader, societal harms.



Figure 3.5:Pre-set responsibilities in business models
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Contentious debates focused on whether and what responsibilities should be placed on service provider designers to ensure that they are made more responsible and accountable for the design and functionality of their platforms and the harms they could potentially create. Consequently, many of the most fractious elements of the debate related to the business models of providers and the potentially corrosive relationship between harmful content, consumers and profit motives. The debates highlight the fluctuations involving the different realms in which digital responsibilities are formed, namely the market, the state, the regulator and the individual.

Debates about the broader social consequences of provider business models became a key backdrop in which the role of the state and consumer with that of the structure of the market and the digital infrastructure that gives rise to online service provision were often played out. A key focus regarded the perceived imbalance for monetisation and profit at the expense of the safety and security of consumers. Provider business models were perceived as the root cause for many problems as they present themselves as ‘free of charge’ when they were really ‘rooted in targeted advertising’ based on maximising attention (JC-4). The crux of the issue is that, although online service providers have the technologies and capability to deal with the takedown/removal of most harmful content on their platforms (and already did so to a relative extent), it is argued by many commentators that they took a lax approach to tackling such content. Doing so may impact upon profits either through potential loss of advertising revenue or human resources costs to implement an effective moderation system.

In the Joint Committee hearings, this view was shared by MPs, academics, technologists and experts from charities/campaign groups, who would often question what is stopping providers from doing more to tackle online harms and whether they were effectively ‘profiteering from prejudice’ (JC-2). Jimmy Wales (JC-6), the founder of Wikipedia, offered in his testimony a different business model that encompassed shared responsibilities across the platform. Under Wikipedia’s business model, it was all users’ responsibility to identify and remove misinformation. Content moderation was thus a shared responsibility of service provision and maintenance rather than a cost or threat to advertising-based business models. The juxtaposition of these two opposing business models reveals how content moderation responsibilities are realised and actioned to respond to online harms.

The criticism is well known to providers because it was previously used to highlight the lack of responsibility taken in relation to several key contentious activities involving potentially harmful content, including the proliferation of hate-speech, the live-streaming of terrorist content, algorithms promoting/linking to suicide content or the prevalence of scam ads that target vulnerable individuals. The Bill was consequently one of the first attempts to scrutinise and shape the dichotomy between provider made for profit business models and the safety of users. In doing so, the Bill would not only shape the business models of providers but also the responsibilities shaped the overarching digital market economy itself. Throughout the Bill development process, the question of whether providers would change their business models, and Parliament’s ability to make them do so, was consistently ventilated. The Bill, in that sense, could set a precedent and send a message that the state was ready to govern the construction and operation of business model application.

Nevertheless, scepticism remained, with some expert witnesses suggesting that the Bill should go further and make providers, and company executives of providers, criminally liable for harmful content not removed from their platforms. The imposition of criminal measures would ascribe ‘personal responsibility for senior managers in social media companies’ and ‘everything else will flow from it’ (JC-4).



Thinking about digital responsibility

Our analysis indicates that the establishment and actioning of digital responsibility should not be assumed as axiomatic. During the debates, a responsibility consensus across key parties was not fully realised which meant that legal responsibility was established through the implementation of the OSA which commanded responsible action discharged through largely technological means rather than it being a consensus driven exercise. The Parliamentary debates thus demonstrate diverse types of responsibility action at play, which were mostly negative, particularly from the private sector parties, in trying to avoid responsibility for online harms and safety.

The debate contentions highlight that the to and fro of responsibility allocation is not unidirectional. Even though the OSA seems to indicate that once legal responsibility is established, through a Bill successfully completing its pre-legislative process and becoming a statute, it nonetheless still provides online service providers with avenues of interpretive leeway. Unidirectional application is thus not absolute, at least not in this situation. On its face, the pre-legislative debate history of the OSA presents an example of governmental activity taken where the private sector was unwilling to take responsibility for actions to create a safer environment by effectively mitigating potential content harms. The history, in one sense, could be viewed through this singular lens as purely an outcome of state action against unwilling regulatee response. Doing so, however, does not tell the full story. Instead, we contend that digital responsibility is multi-directional. The establishment and actioning of deemed responsible outcomes flowed in diverse directions. Some predictably flows from a command structure, such as the attempts by the state and civil society groups to make the private sector more responsible for their business models. Equally, on its face, the predictable actions taken by online service providers to avoid responsibility being allocated to them means that certain actions, such as reporting harmful content, become individual user responsibilities supported through technical processes and increasing educational capabilities. In this sense, the state also imposes some degree of responsibility on users by expecting them to educate themselves as a form of protection, especially from scam ads.



Figure 3.6:The flow of responsibility is multi-directional
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However, the process of establishing responsibility, and the actions produced, is dynamic rather than static. Take, for example, the civil society criticism regarding the OSA’s potential for state-sponsored censorship. Consensus alignment takes place at various times, for example, when the state and civil society is aligned in critique of service provider business models. Yet, civil society and the state can be mis-aligned, such as regarding the need for protection of fundamental rights or censorship concerns. Equally, the state and service providers find consensus alignment at certain points of the ongoing debate, such as the imposition of criminal penalties for provider senior managers, even though the proposal was largely supported by civil society. Again, these differences can be viewed as the normal cut and thrust of pre-legislative debate in which differences can be attributed to different notions of issue importance. Through a digital responsibility lens, the alignments and mis-alignments point to the different points of consensus that are required and generated when responsibility allocation is under discussion. Understanding the location points of consensus and recognising the actions that flow from established positions of alignment and mis-alignment are consequently important.

Our analysis of the debates showed the establishment of the OSA’s differentiated duties of care, disrupted responsibility actions and expectations of which party should undertake desired regulatory actions. As noted earlier, even expert regulators with knowledge and experience of harms in the online sphere were concerned about where responsibilities could be located, including how state/provider responsibilities should be allocated. The situation is further complicated in an environment where the state attempts to impose responsibility, and the providers who would be imposed upon attempt to avoid responsibility by allocating actions and requirements to users. All of this shows that digital responsibility is transitory and flexible, which goes to explain why responsibility establishment and allocation of action are contentious issues.

The idea that responsibility establishment and actioning have a location consideration is important because it speaks to the importance of gaps, as highlighted earlier. The location of many debate contentions was the business model of service providers, the site where responsibility should be allocated and actioned but was not. Location is consequently important to consider because it highlights that responsibility is formed across locations and environments, which points to the multi-directional application of responsibility in the digital context.

In the OSA debates, the focus of business model contentions indicated that multiple parties thought regulation needed to be done differently and thus content moderation became the location focus of where regulatory activity needed to take place and the focus of responsibility allocation in terms of who should take reporting action, particularly the provider or user. The same could also be said regarding the regulatory gap and uncertain location involving the application of security controls. The imposition of controls was believed to be beyond the effective reach of law and responsibility establishment was therefore about the choice of appropriate technological measures which was best left to provider knowledge of needs. This also has much wider implications for the effectiveness of the security controls that form part of the digital design, for if the business model itself does not contain a framework that protects end users/consumers, then security controls will be less able to protect the end user/consumer. Unless the security goals for which controls are implemented are supported by an agreed distribution of responsibilities in the business model that promotes collaboration between the parties, the security controls will be limited in their effectiveness.



Figure 3.7:The sites of the state, the market and the individual
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The idea of location and gaps also has a different dimension in the responsibility context. Responsibility gaps indicate consensus mis-alignments where responsibility allocation or actions fall into a lacuna and no party is responsible. The gaps themselves are multifaceted and can cross different environmental boundaries, such as public/private or legal/moral, which further diffuses the location and allocation of responsibility. Similarly, as highlighted earlier, a responsibilisation gap signifies situations where the state has retreated from undertaking certain responsibilities, thus creating a gap that needs to be filled. The latter highlights the shifting role of the state, including in the OSA debates. The state retreated from the management of online spaces and left that activity to the market to establish responsibilities through individual terms of service. Yet, through the OSA, the state has returned to the construction of management expectations regarding safe online spaces and directly attempts to influence and shape market forces to create a safer environment by the prevention of harm. The OSA’s focus on a safe online environment creates changing roles that the state is willing to establish responsibility and changing actions to ensure that establishment is fulfilled. Again, responsibility flows multi-directionally as state establishment and re-establishment flows across different realms and the state creates new ways to augment existing responsibility actions, such as takedown notices. Finally, the debates highlight a desire for shared responsibility. We read this desire as a signal for consensus where a gap has emerged. Accordingly, content moderation is not just to the action of taking down harmful content and it is more about the agreement of all parties to monitor and regulate across the digital environment.



Conclusion

Our analysis demonstrates how digital responsibility is established and realised at state-level. It highlights the digital policy challenge of tackling online harms as a prism to (a) examine the fractious policy debates to identify the responsibility contentions behind the debates and (b) identify how digital responsibility manifests itself within the different dimensions of digital product design, delivery and use by the private sector. Our overview of the online harms debate concluded that the business model of tech companies (and its relationship to the wider market economy) has pre-set the conditions for responsibility in this context. In other words, responsibilities in the context of the online harms debate are very much dictated and led by the business model of online service providers. For example, when considering how certain technologies are designed, managed and implemented on platforms, the conditionality shaping digital responsibility (be it a ‘duty of care’ or the protection of freedom of speech) is intrinsically linked to the market and business model of the platform. A few different tensions and conflicts arose between stakeholders which highlights that establishing responsibilities, even through state commanded forms of legislative action, such as the OSA, will not in itself obviate the need for consensus among core stakeholders.
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Introduction

In this chapter, digital responsibilities are considered through an international lens, considering how the deployment of digital technologies by states shapes the nature of responsibility in the context of refugees and migration. This study therefore sits at the intersection of humanitarian responsibility and digital responsibility.



Figure 4.1:UN Global Compact
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When one thinks of responsibility and refugees, the obligation for states to host refugees, such as adherence to the 1951 Refugee Convention, might first come to mind. Indeed, the United Nations’ (UN) 2018 Global Compact on Refugees – the current global guiding document on refugees – laid out a vision for ‘more predictable and equitable burden and responsibility-sharing’ for refugee situations (United Nations, 2018). It sought to ‘operationalize the principle of burden and responsibility-sharing, to mobilize the international community as a whole, and to galvanize action for an improved response to refugee situations’ (United Nations, 2018, p III). This vision is laudable and important: over 122 million people are currently forcibly displaced (UNHCR, 2023). Less than 1% will ever be resettled to a third country and cross-country agreements for refugee resettlement are gaining traction and growing voter support (Vrânceanu et al, 2023). Such policies are dependent on a digital infrastructure that can administrate the cross-country movement and resettlement of refugees. This infrastructure brings with it new forms of responsibility that highlight the antecedents from how responsibility actions emerge, how they are mediated and mitigated by digital technologies.

While concerning itself with the notion of responsibility in refugee situations, this chapter narrows the focus to a similarly under-explored concept, that of digital responsibility. The issue of digital responsibility and refugees is scant in the academic literature, despite the growing focus on the importance of internet connectivity and digital administration in both transit and displacement since the 2015–16 so-called ‘European refugee crisis’. In this chapter, we sketch the literature that frames the discussion on digital responsibility and refugees and present two case studies that animate the themes in the literature, focusing on the digital responsibility of humanitarian agencies, namely the UN Refugee Agency in global displacement, and the work of refugee-serving civil society organisations supporting the digital inclusion of refugees in London during the COVID-19 pandemic. We close with a discussion of how the findings align with the book’s digital responsibility framework.



Background



Responsibility in the international refugee regime

While responsibility-sharing is commonly understood as the equitable sharing of both finances for refugee assistance and intake, and numbers of refugees resettled, in reality this is not practiced by States. Instead, the global norm of responsibility-sharing remains much more idealised than real, thereby precluding more nuanced discussions of what responsibility in refugee contexts actually entails. Both discussions and references to the notion of responsibility in the international refugee regime are complicated by the fact that the term ‘responsibility’ is rarely defined, with many texts simply relying on the assumption, based on the 1951 Refugee Convention, that States, either alone or collectively (Hurwitz, 2009), are legally responsible for taking care of them.



Figure 4.2:Unclear responsibilities
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However, a small body of academic literature focuses directly on responsibility and refugees. Much of this literature is policy-oriented rather than critical, focusing on how to increase responsibility-sharing by States rather than interrogating broader notions of responsibility itself. Martin et al (2018) focus, for example, on areas of responsibility-sharing including addressing underlying causes of displacement, efforts to find solutions, initiatives to enhance protection, and technical assistance and training for host countries and organisations. Taking a legal perspective, Dowd and McAdam (2017, p 867) explore the ‘two main methods of sharing responsibilities, namely the provision of financial and other assistance to host countries, and the admission of refugees’ as well as the principle of common but differentiated responsibilities, exploring how it might apply in international refugee law. In a similar vein, Ahmed (2018) poses the critical question of who should take responsibility for so-called ‘climate refugees’, using a model considering climate pollution, consumption, human development and other factors to suggest that Australia and the United States should take responsibility for 10% of climate refugees, followed by Canada and other countries. Furthermore, while there is limited understanding of the responsibilities related to refugees, there is even less about the need for digital needs and the responsibilities that flow.



Refugees and digital technologies

Since the large-scale arrival of Syrian refugees in Europe in 2015–16, myriad digital initiatives seeking to ‘include’ and facilitate everything from the transit to the integration of refugees have arisen. These developed in part out of a recognition that smartphones and connectivity were key tools for refugees in transit, helping them navigate, find safe places to sleep en route and access information about their destinations (Frouws et al, 2016; Gough and Gough, 2019). However, technology production is neither a neutral nor objective process but instead is shaped by geographies, ideologies, and multiple interests (Wahome and Graham, 2020). It then follows that the use and promotion of technology is similarly imbued with complexity. Despite the complexities inherent in digital service provision, refugees’ digital inclusion is predominantly presented by governments and humanitarian and development agencies as a human right and an emancipatory tool with the potential to increase access to skills and income (UNHCR, 2022a).



Figure 4.3:Digital assistance
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A growing body of literature has also critically explored refugees’ relationship to technology, as well as how humanitarian and development agencies act as mediators to digital inclusion. While not interrogating the notion of responsibility explicitly, Jacobsen and Sandvik (2018) explore UNHCR’s international protection efforts and in particular their efforts to use ‘accountability technologies’, namely results-based management, biometrics and cash-based interventions. They argue that ‘this configuration and use of accountability technologies contributes to the emergence of a particular understanding of international protection as a task best accomplished through improved techno-bureaucratic legibility and quantification practices’, focusing on the role of technology in both enabling and obscuring particular practices related to ‘accountability’ and ‘protection’ (Jacobsen and Sandvik, 2018, p 1509).

Udwan et al (2020) developed a case study of Syrians living in the Netherlands and their ‘digital resilience’, focusing on digital social support, digital health and digital identities. They noted that media and digital networks have been overlooked for their positive role in fostering resilience, later sharing an excerpt from one Syrian vlogger’s YouTube channel: ‘I am the virtual daughter, I am the virtual wife, I am the virtual friend. I am the virtual sister. I am the virtual sweetheart. … In my alienation, I hug my mobile phone at night. Every morning, I give that metallic phone a virtual kiss’ (Udwan et al, 2020, p 8). At the same time that they highlight how refugees employ technology in a variety of positive ways, they caution: ‘While we have emphasized several digital resilience tactics refugees mobilize for self-support, health, and identity management, we want to avoid our results being co-opted by governments to demonstrate their policies of no-policies and retraction of assistance are successful’ (Udwan et al, 2020, p 9).

These areas of facilitation include communication with the government, social connectedness, participation in educational programmes, and social inclusion (Krasnova et al, 2016). Digital technology is also used to create so-called ‘digital work’ projects for refugees, which often include integration as an aim. Alencar and Camargo (2023) describe a digital work initiative in Brazil that reflects the tensions between the aspirations and empowerment narratives that are woven across digital work and the barriers to access and the amplification of marginalisation that migrants can experience when undertaking work in the digital economy. AbuJarour et al (2017) posit that refugees encounter three major stakeholder groups within the bureaucratic and socio-economic structures of the asylum and resettlement process: (1) local government and public authorities, (2) local population and (3) businesses. In this view, digital technologies mediate or have the potential to increase engagement with these stakeholders.



Figure 4.4:One size does not fit all
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However, other works highlight the security implications of such engagement, with a predominant focus on border and migration management (Ajana, 2013; Latonero and Kift, 2018), data privacy and usage, biometrics (Jacobsen and Sandvik, 2018; Završnik, 2021) and the concept of digital identities. Simko et al (2018) explore computer security and privacy for newly resettled refugees in the United States, finding that ICTs such as email are important in integrating into new roles while barriers to digital security are also paramount, including a lack of language and technical skills, and cultural knowledge, that can lead to scams and other forms of digital exploitation. Other work explores, generally critically, the data-driven technologies of European border management such as EUROSUR, the European Border Surveillance Systems, and European-wide databases such as the Schengen Information System, finding that the erection of ‘digital borders’ and the ‘European digital fortress’ have – unsurprisingly – nefarious impacts on refugees and their rights (Topak, 2014).



Digital responsibilities and refugees

While rich and varied, much of this literature does not address the question of: Where does responsibility for refugees lie in these digital arenas?

The United Nations High Commissioner for Refugees (UNHCR) is mandated with the legal protection of refugees. While, at least on paper, host states are legally responsible for refugees, UNHCR has been called a ‘surrogate state’ (Deardorff Miller, 2017) and commonly steps in to support host states with functions such as asylum status determination and, through its implementing partners, everything from livelihoods to education. Increasingly since 2015, UNHCR has shown a heightened awareness of the importance of digital connectivity for refugees and some nascent efforts to connect refugees to digital work, complemented by a longer-term focus on biometric identification and other aspects of digital identity. Each of these arenas raises questions of how UNHCR addresses and indeed perceives its own digital responsibility towards refugees.

One of the most intriguing elements of digital responsibility in relation to UNHCR and refugees is the additional role of host states, as it is ultimately their policies and practices that define the legal and operational scope and context for humanitarian action. This extends to data management and other digital practices (Schoemaker et al, 2018). While UNHCR does offer support to connect refugees to the internet (expanded on in the following quote), it makes clear that digital inclusion is not solely its responsibility:



Identity in the 21st century is no longer just paper-based and centred on breeder documents, such as birth certificates and ID cards. With new technologies providing access to the internet, mobile phones and related services, to information, education, banking, and other economic opportunities, the concept and realities of identity broadens. States have the responsibility to provide for the digital inclusion and identity of their citizens and those living on their territory. UNHCR assists member states in ensuring that refugees and asylum seekers, stateless persons, and other forcibly displaced are – digitally speaking – not left behind. (UNHCR, 2022b) [emphasis added]


Despite this position, UNHCR has steadily increased its engagement with digital inclusion. Some of this early work was piloted through the UNHCR Innovation Unit, established in 2012 to experiment and problem-solve within the agency. Focusing at the time on areas called Innovation Labs, the unit emphasised self-reliance in addition to ICT, access to energy, data and communication, and field delivery. One of these projects was Community Technology Access (CTA) in Kenya’s Dadaab refugee camp (UNHCR, 2022c). This project has since expanded to both camps and urban areas and forms the practical basis for UNHCR’s focus on helping refugees access digital work – what UNHCR originally termed teleworking activities – and wider digital skills.

It is notable that UNHCR has been involved with digital data such as biometric data collection for much longer than other efforts such as digital work for refugees. It has, for instance, used identity technology such as iris-recognition technology since 2002, when it was first employed for Afghan refugees returning from Pakistan (Jacobsen and Sandvik, 2018). What has vastly expanded, as well, is UNHCR and other humanitarian and development actors’ focus on internet connectivity, which is often termed ‘digital inclusivity’ in policy documents and practitioner guidance. With this expansion has come a growing recognition of the risks and responsibility of acting as the mediator between refugees and internet connectivity, particularly in terms of actors such as the private sector that became collaborators (UNHCR, 2020a).

This more recent focus on digital responsibility – though rarely termed as such – largely comes from UNHCR’s Digital Inclusion Programme, part of the Innovation Unit which brings together projects providing internet connectivity to refugees (‘Connectivity for Refugees’) with efforts to help refugees be better listened to within UNHCR through digital technology (‘Communicating with Communities’) (UNHCR, 2022a, 2022d). These strands of work bring together responsibility in multiple ways, with UNHCR presenting internet connectivity as an important right for refugees, that itself as a surrogate state has the responsibility to safely provide, and communicating with refugees as a humanitarian imperative that technology can enable. One 2020 UNHCR policy document evokes the concept of digital responsibility along with clear areas for institutional reflection and learning:



Understanding how displaced communities find gateways to access the Internet, which factors influence and determine their choices, what UNHCR’ s mandate of protection means in a digital space, or the extent to which specific technologies or tools can reduce or exacerbate inequalities, will inform and shape future efforts in providing connectivity to refugees in a safe, adapted, and dignified manner. (UNHCR, 2020b) [emphasis added]


Alongside this, a strong focus on digital identity has emerged. In 2017, UNHCR High Commissioner Filippo Grandi stated his aim for every refugee to hold a unique digital identity, stating that, ‘This will enhance accountability and facilitate two-way communication between refugees and service providers’ (UNHCR, 2018a). This has been echoed elsewhere in UNHCR as well, such as by UNHCR’s Deputy Director of the Division of Programme Support and Management and backed up in programming: ‘It is not only logical to promote the digital inclusion of refugees; in the digital age, a digital identity for all is the only possible way to make sure that no one is left behind’ (UNHCR, 2017) [emphasis added].

This focus is intertwined with a rhetoric of empowerment for refugees. UNHCR posits that digital identity provides internet access, mobile phones and connected services, and that it is through this digital inclusion that ‘empowerment passes through’: ‘Access to jobs, income and remittances, online learning and web-based economic activities will make a difference in the lives of people we care for’ (UNHCR, 2017). There are a number of digital identity programmes used by UNHCR, including ProGres, PRIMES and SCOPE (UNHCR, 2018b). However, such programmes have been critiqued for not enabling refugees to access the services they need, and in the manner in which they need to access services (Ungar and Seymour, 2024). Moreover, such systems have been found to restrict interoperability with third-party tools and restrict choice as to how and when such identity systems are to be used.

Regarding data collection by humanitarian agencies more broadly, recent scholarship has identified key concerns including ‘organisational data responsibility’, defined as the ways different organisations understand (or don’t understand) privacy rights and data security practices (Latonero et al, 2019). The growing use of digital and mobile technologies in the humanitarian sector poses a variety of risks for recipients such as refugees, including unauthorised third-party access that can lead to both data exploitation and indeed actual harm for people who have been identified (International Committee of the Red Cross, 2024); the risks more broadly of ‘digital by default’ has led to calls for a people-centred security practice that helps users become active participants in security learning (Coles-Kemp et al, 2020).

While digital responsibility in theory lies with organisations collecting data, some research finds that digital literacy and understandings of security management is severely lacking in many NGOs, particularly smaller and more grassroots ones. As one study focusing on Italy explained, ‘The risks in the Italian situation stem from organizations that lack the knowledge to protect the information they collect or, if they possess that knowledge at the headquarters level, lack the ability to implement policy to those working locally’ (Latonero et al, 2019, p 37). These researchers gave the example of visiting the office of a refugee-serving agency that claimed beneficiary data was secure but which in fact had an unsecured Wi-Fi network and transmitted data via a website lacking basic security/encryption protocols (Latonero et al, 2019, p 37).

Although not commonly invoked in discussions on refugee assistance and protection, the concept of digital responsibility has the potential to be a useful tool as humanitarian organisations continue to grapple with when and how much data to collect, the need for digital literacy by both employees and refugees, how to improve accountability to affected populations through digital means, and how practices of protection and digital responsibility interrelate. If UNHCR and other humanitarian organisations are serious about protecting and upholding refugees’ rights and increasing digital inclusion, then centring discussions on digital responsibility – their own and that of States – is an important next step.



Research approach and methods

Drawing on semi-structured qualitative interviews, desk-based research and participant observation of monthly meetings of a London-based civil society network focused on digital exclusion, this case study focuses on the ‘in between’ and mediating role of digital access and exclusion by refugee-serving civil society organisations in London.



Figure 4.5:The COVID-19 context
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The case study was carried out in the second year of the COVID-19 pandemic when UK society had become widely regarded as a digital-first society where essential and statutory services had become digital-default and where the digital was the foregrounded mode of access for the majority of services. It captures a moment in time when responsibilities emerging from, mitigated with and distributed by digital technologies were a point of discussion in the public discourse. It was also a point at which digital responsibilities with and for minoritised and underserved communities became recognised as an issue of public importance (Coles-Kemp and Hall, 2023). One such community is that of refugees and asylum seekers.

According to UNHCR, as of mid-2021, over 135,000 refugees, 83,000 pending asylum cases and almost 4,000 stateless people were in the UK (UNHCR, 2022e). Even before the start of the pandemic the number of refugees and asylum seekers in poverty in the UK was rising. Research shows that they are less likely to receive vital public health information due to language barriers and digital exclusion; they are also part of a minority population more at risk of severe illness and death from the virus. Barriers to public health information contributed to outbreaks in hostel accommodations in the UK and chaotic government responses to them (Faulkner and Lee, 2022). Refugees are also more likely to suffer from depression and PTSD than the local population. These challenges have been linked to both ‘pre-migration experiences’ (such as war) and ‘post-migration conditions’, such as inadequate housing and difficulties with asylum procedures (Porter and Haslam, 2005). The disruption to necessary welfare and health services that were experienced by the local population had therefore an amplified impact on refugee groups, thus making access to digital services vital.

As this study shows, voluntary and third sector organisations are both providers of digital access for refugee groups as well as often neglected actors in terms of government recognition and funding for digital inclusion. Digital responsibility lies both within these organisations as well as within actors such as the UK Government, which must provide further support in the form of digital literacy for refugee-serving organisations, and funding for digital technologies for both refugee-serving organisations and refugees themselves. The following sections present key themes raised in interviews and literature and their links to digital responsibility as it is enacted within the UK context of refugee resettlement.



Findings

The findings reflect three main themes that relate to responsibility and the roles digital technology played during the initial phase of the COVID-19 pandemic for the refugee groups taking part in this study. The first theme reflects the tensions that relate to the operationalisation of digital access in a digitally enabled society. The second theme highlights the digital responsibilities that were conferred upon voluntary and third sector organisations serving refugee groups and some of the challenges experienced by those organisations in actioning those responsibilities. The third theme considers the importance of trust if digital responsibilities are to be successfully actioned. These findings combine to paint a more nuanced picture of what happens when a State initiates the actioning of digital responsibilities without ensuring that the necessary policy and technology infrastructure is in place for individuals and groups to complete the actioning of those responsibilities. The case study also illustrates how voluntary and third sector organisations step in to absorb and co-ordinate the actioning of digital responsibilities. Above all these findings combine to underscore how difficult it becomes for digital responsibilities to be effectively actioned without a coherent framework that foregrounds and operationalises digital responsibilities.



The right to internet?

Although internet is increasingly considered a public good, with some cities having city-wide free public internet access, the pandemic has shown that this is not by any means always the case. In London, public spaces, like libraries and organisations where refugees and asylum seekers have typically been able to receive a variety of assistance and services such as free Wi-Fi, were shut during the pandemic. To add to this burden, the near overnight shift of services online as well as the digitalisation of normal everyday bureaucracy created a double challenge. Asylum seekers in the UK are not allowed to work and at the time were provided only £37.75 per week by the government. While many of them were previously able to make use of libraries, shopping centres and other public spaces for internet, during the pandemic they were often forced to shoulder these costs alone.

As one member of the UK Red Cross asked, ‘Do you pay for phone data to speak to family or help your child access online classes? Or do you buy food?’ One informant explained that some asylum seekers he worked with previously accessed Wi-Fi through a local community centre; when it closed during the pandemic, the only way they could get Wi-Fi was through a nearby bank, often just by standing outside it. ‘Can you imagine?’ he asked, ‘Three or four young people standing outside of a bank for hours. This can seem suspicious, they may seem like they’re causing trouble and are gangsters. People will wonder: why are they loitering outside of a bank?’

Although in June 2020 the UK Home Office began providing internet access via SIM cards for asylum seekers in certain accommodations based on Public Health England advice, no smartphones were provided to those that lacked them. During long stretches of the pandemic, social mixing was not allowed, so asylum seekers couldn’t even go to each other’s rooms in hostel accommodation to use internet through a friend. These and other situations illustrate significant gaps in helping asylum seekers access not only public health information but other crucial services, as well as make desperately needed social contact with family and friends. Even refugees and asylum seekers who do have smartphones often have no contract due to its cost, so instead use ‘pay as you go’ data as their only access to internet. One informant explained,



In the past it might not have been so tricky to budget for data because you paid 5 pounds a month for it. But now it is 20, even 25 pounds. People are spending more than they expect. One lady I worked with used to spend 10 pounds per month but is now paying 35 pounds per week. Her language skills aren’t very good and she didn’t realise she could get a monthly package that would be cheaper.


Refugees and asylum seekers also may not be housed and thus deal with the added intersecting challenges of homelessness. One informant who volunteers with refugees and asylum seekers as well as homeless populations in London stated,



Parts of London look like camp site cities, areas completely covered with tents. In all these situations of homelessness you find a lot of immigrants and refugee populations. With the pandemic, homeless people are really struggling with access to services. For example, what happens when you don’t have credit on your phone? People assume others have technology, but that’s not the case. It has shocked me in terms of the discrimination people are facing.


The Department for Education’s schemes to increase children’s access to remote education during COVID-19 also extends to refugees and asylum seekers and includes increasing data allowances on mobile devices and providing 4G wireless routers. In this way, the responsibility for providing education was taken by the UK Government, with enabling digital access as the means to do so. However, there has been significant criticism that the scheme has not been extended far enough and that many were left out or under-served. Some informants also mentioned it being common for one family to share one device, such as a laptop, among themselves, with competing interests for school, job searches and social contact with family and friends leading to inadequate digital access.

And having some access to internet does not necessarily equate to having the right access. One organisation explained that several refugees they worked with were trying to gain job qualifications or get jobs but were stymied:



In some instances clients wanted to attend CECS, which is a qualification to work on a construction site, or SAI training (security warden training), but there was a barrier there – they were unable to attend as they needed a laptop with access to Wi-Fi because of the nature of the training. Others have been asked to attend a job interview with a laptop – but they didn’t have one so they couldn’t attend the interview at all!


Such examples illustrate the importance of accounting for restricted or lack of digital access through both increased flexibility and increased provision of necessary technological devices. The evident risk of not doing so is allowing already marginalised populations to be left further behind.



The digital responsibilities of refugee-serving organisations

The shift to remote service provision matters for many reasons. An obvious one is language barriers that can be exacerbated by a lack of in-person assistance. Importantly, the challenge of addressing language barriers remotely is not just one that refugees and asylum seekers must deal with, but those civil society organisations working to assist them. These organisations appear to have both taken on the responsibility to foster digital literacy for refugees as well as had this responsibility in some cases foisted on to them, as refugees increasingly called on them for help navigating UK bureaucracy as it digitised during the pandemic.



Figure 4.6:Assuming responsibilities
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Organisations described the initial challenge familiar to many of us of adapting to different technologies, such as launching zoom on a phone or downloading an app, but with the added struggle of explaining this to someone speaking a second, third or even fourth language. One organisation sought to overcome this by involving Arabic-speaking colleagues and using a tactic they referred to as ‘nudging’:



We initially wanted to tap into the existing tech and skills that clients had, there was no point in insisting on them using something they didn’t know how to use. But we did do some nudging. We asked them, why don’t you try to touch this button or try a video call instead of a voice one?


For refugees and asylum seekers themselves, a lack of language skills contributed to a fear of forms that either must be filled out on paper or are hard to access online without help. As one employee of a refugee-serving organisation explained, ‘At the beginning, everyone was asking about the office being closed and when it would open again. People wanted help with paper forms – they were used to coming with forms for school registration, GP application, provisional driver’s license, and so on.’ Whereas previously clients could come to organisations or even sessions at public libraries to receive help with this bureaucracy, once the pandemic started everything had to happen remotely.



Figure 4.7:Bureaucratic complexity
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Yet some refugees and asylum seekers don’t know how to write in English and might not have even gone to school in their home country. For these people, completing anything official or bureaucratic is overwhelming, and they need support for even so-called small undertakings like calling a water company to check about a bill. Many refugees, regardless of literacy, were also confused about changes to council benefits given changes in Universal Credit. This led to an increased reliance on help from organisations that refugees know and trust. One informant described a lengthy process of supporting a refugee who didn’t speak English to receive clarification about apparent rent arrears; as everything was remote, the employee’s colleague had to phone up the council with the client on the line, who had to confirm their identity and approve that someone else was allowed to speak on their behalf. It was only then that the actual issue could begin to be addressed.

There is also a broader issue which extends beyond refugees and asylum seekers: the possibility that some services cannot provide the same duty of care remotely as they can in person. This was mentioned in several interviews regarding social services like mental health support. There were concerns, for example, about the quality of mental health assessments over the phone, particularly for people for whom English is not their first language. This was brought up against a larger backdrop of declining services due to higher levels of demand, as well as the fact that only certain members of populations were accessing digital and remote services in the first place. As one employee of a charity working with refugees put it bluntly, ‘We only [virtually] see the clients that are reaching us. We don’t know about those who don’t call.’



Digital responsibility and challenges of trust

Many of the challenges mentioned previously feed into a less tangible yet incredibly important one: that of trusting and gaining trust remotely. Several organisations interviewed discussed a drop in client numbers during the pandemic attributable not only to a lack of information but also to a fear by many refugees and asylum seekers of providing personal data online or over the phone (for example, through intake forms) to unknown and thus personally un-vetted organisations. It also was hard for organisations themselves, that had to quickly adapt to new working arrangements while attempting to retain access to clients. As one organisational employee stated, ‘It was also a problem for us: how is this going to work? How are we going to communicate with these people and keep them involved in the project?’

Another employee of an organisation seeking to increase refugee employment explained,



When a potential client used to come to our office, they saw people working there and others getting help. It looks like a charity, it’s an actual physical environment – people can talk to someone with face-to-face contact. … When a potential client used to come to the office, they would figure out who they were dealing with, which increased their trust. So face-to-face is very important.


The shift to remote working, which meant that organisations in some cases could only communicate with refugees and asylum seekers over phones and text messages, was described as denying people the opportunity to have more natural human contact that fosters trust. While crucial for everyone, this is particularly important for forced migrants who often have a deep mistrust of institutions due to past experiences of violence and persecution and may also have significant language barriers that makes remote communication all the more daunting.



Thinking about digital responsibility

Throughout the pandemic, refugee-serving organisations in London took on digital responsibilities by supporting refugees with unforeseen tasks while also dealing with their own digital challenges, be it trying to run their own activities over Zoom or navigating new digital systems and databases for their work. In this way, charities and other civil society organisations, as well as individual volunteers, supporting refugees and asylum seekers in London and beyond played an enormous role in getting people the support they need. As one charity worker put it, ‘The third sector helped massively because we were inundated with requests for support.’

While the responsibilities for supporting refugees have been established in law, and there is consensus about the need, these findings suggest there is no consensus about how responsibilities should be actioned in a society that is digital by default. This case study reveals how established responsibilities are not discharged because the actions are refused or avoided. It therefore shows that even if a responsibility is realised and established there still needs to be consensus on what it means for an individual to be response-able to action the responsibility. The study shows that this disconnect is especially profound where there is no enforcement and significant existing barriers to accessing digital services to action the response.

Refugees and asylum seekers in London and in the UK faced digital exclusion as both one challenge among many during the COVID-19 pandemic as well as an exacerbating factor in other challenges. A lack of or limited access to internet due to reasons such as prohibitive costs, lack of devices and lack of digital literacy all contributed to this population struggling to access the services they need. Language barriers remain significant and heavily impact the ability for many to navigate online bureaucracy without external support.

The case study explored here raises several particular elements of digital responsibility by humanitarian and civil society organisations towards refugees. At the core of these considerations is the notion of responsibility itself in refugee situations. As overviewed in the introduction, by its very definition, a refugee is no longer under the responsibility of their home country, but instead has a host state, UNHCR as a ‘surrogate state’ (in displacement) or a resettlement country which legally ‘takes responsibility’ for them. In this light, a lack of responsibility in the refugee context is one inherently related to the breakdown of the state-citizen contract or in fact relates to the lack of fulfilment of the (new) state-citizen contract. This in turn highlights refugee-serving organisations in the third sector as important actors in refugee assistance, which either explicitly or de facto take responsibility for various aspects of helping refugees. The contexts explored here illustrate that just as this responsibility occurs ‘in real life’ so does it manifest digitally, as well.



Figure 4.8:Responsibilities in bridge building
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While more should be done to support refugee-serving and other civil society organisations in bridging the digital divide, many of the challenges refugees and asylum seekers have faced could in large part be overcome through the government either fulfilling or expanding its promises to provide devices and internet access to those that need them – in essence, by taking digital responsibility. In this context, digital responsibility means first and foremost taking concrete steps to enabling digital inclusion for refugees and asylum seekers, thereby inserting additional digital responsibilities before refugee resettlement responsibilities can be actioned. Some of the digital exclusion experienced by this population could also likely have been avoided through government functions and services remaining open and in-person with safety protocols in place, out of a recognition that there are certain segments of populations for whom digital services will never be a good option.

To mitigate the administrative barriers and challenges they experienced, many refugees and asylum seekers turned to the organisations they know and trust. In turn, these organisations supporting refugees and asylum seekers inserted themselves into the responsibilities related to the digital delivery of refugee support services in a bid to absorb these digital responsibilities for the greater good. As the study shows, refugee-serving organisations absorbed these responsibilities by spending significant amounts of time supporting their clients in ways often beyond their existing mandate – while also battling with their own organisational challenges of funding, remote work and an uncertain future. Examples include helping refugees navigate Universal Credit over phone sessions, filling out paper forms online, helping clients access online forms (all often while battling language barriers) and seeking to continue outreach and intake with a significantly digitally disadvantaged population. These refugee-serving organisations are from the voluntary and third sector, in contrast to being community responses or self-organising community networks. Such organisations are, as this study highlights, struggling with organisational insecurities related to funding, policy status and legal responsibilities.



Figure 4.9:A new framework
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Some of the situations and challenges shared raise concerns explored in the previous section about organisations’ ability to manage data privacy and security. It also builds on past research on UK civil society’s ability to manage data, which found that civil society organisations face barriers of limited time, funds and expertise to make use of data (Easton-Calabria and Allen, 2015). Although there have been calls to explore how ‘civil society can play a role in shaping the direction and application of technology in policy and development’, it is likely in reality that many organisations are struggling to cope, let alone lead, in the so-called digital turn. This is in large part because such organisations do not have a clearly identified position within a digital responsibility framework. However, this is in fact hard to know as civil society organisations are rarely included in efforts to measure digital progress in society (Lynn et al, 2022). The findings show that such organisations find themselves in a position of trying to enable minoritised groups to action responsibilities realised and established through an outcomes-based framework. In a bid to become recognised as legitimate partners in this framework, refugee-serving voluntary and third sector organisations try to enable responsibility actions using the same outcomes-based framework. However, the findings suggest that a constitutively based framework might be more effective when working with refugee groups so that they can both build trust and negotiate responsibility actions to take different cultural practices and viewpoints into account.

In contrast to other sectors such as the private sector, where attempts have been made to create frameworks of digital responsibility for practice, no guiding framework of digital responsibility appears to exist for humanitarians and others engaged in refugee assistance. Some work posits that poor data management practices regarding refugees should be addressed through institutional capacity-building, such as including funding for data management systems and trainings into host government support (Schoemaker et al, 2018). At the same time suggestions such as these place the onus of digital responsibility in terms of data security onto host governments, other recommendations focus on the role that UNHCR plays in collecting identity data, such as the creation of a ‘multi-stakeholder working group on interoperability chaired by UNHCR … to support a longer-term standards body focused on identity data’ (Schoemaker et al, 2018, p 3).

The case study findings indicate that, aside from the digital responsibilities of personal data management, there is little or no recognition by the entities that realise and establish responsibilities for the resettlement and care of refugees that digital-first or digital-by-default policies create additional (digital) responsibilities that need to be inserted into the responsibility framework set out in law for the care of refugees. Instead, there is a greater focus on digital technologies being used to reduce the costs of refugee care and regulate migratory movement, thereby focusing on a digital responsibility towards indigenous rather than displaced or mobile populations. Digital responsibilities related to the care of refugee groups are, in contrast, almost totally silent.



Conclusion

Several compelling overlaps emerge from both case studies and the wider research, although organisations examined differed in size and scope. First, refugee-serving organisations seem to feel a responsibility to promote the digital inclusion of refugees, even if this is not explicitly within their mandate. Instead, this work towards digital inclusion comes in part through their efforts to provide other services, be it language classes or helping refugees secure jobs. In this way, whether in a context of resettlement or of global displacement, the responsibility to provide access to and literacy of digital technologies often comes out of a wider responsibility to provide support, rights and protection to refugees.

Among other points, this reinforces the centrality of technology to the everyday lives of some – though not all – refugees and asylum seekers and clarifies the importance of further exploring digital responsibility. At the same time, organisations often lack the skills and knowledge to digitally protect refugees the way they intend to, which represents an important area of increased attention related to both digital and ‘in real life’ responsibility. We would therefore argue that at a minimum, humanitarian agencies should issue guidance for staff to follow data protection and privacy standards outlined by the International Committee of the Red Cross (ICRC) Handbook on Data Protection, which provides detailed information on a range of digital technologies including mobile messaging apps, blockchain and AI to ensure that both risks and good practices are clear (2024). This literacy should also extend to refugees. As one key informant summarised,



We need more participatory research and to show pathways where digital responsibility can really be implemented. This has to do with granting rights to refugees, such as partnering with actors to redesign pathways of asylum applications or digital asylum hearings. Refugees also need to understand that the digital identity they construct can affect the kind of opportunities and even the kinds of rights that are granted to them. Refugees need to understand how their data is being used. Humanitarian organisations – big and small – are responsible for organising data literacy and digital literacy practices towards refugees.


Second, some of this responsibility appears to come not only from organisations’ own ambits or expertise but due to a lack of responsibility taken by others – host states lacking data and privacy protection regulations, the UK Government not fulfilling its own promises for increasing digital inclusion, and so on. How differently might have the work of some of these organisations been if the UK Government had provided smartphones as well as SIM cards to those asylum seekers that needed them, for example, or provided more direct support to civil society organisations working to address these barriers for refugees and asylum seekers themselves? The UK Government must further acknowledge and address the fact that its lack of responsibility-taking is in essence the delegation of responsibility to others with fewer resources to take it on. But responsibilities must not be delegated unless the delegator ensures that the delegated responsibilities are capable of actually being actioned.

From the findings and analysis, a variety of recommendations arise from this case study, which include:



	More government support (responsibility-taking) to help organisations fostering digital inclusion for refugees and asylum seekers in the UK.


	The development of a framework of digital responsibility for refugee-serving organisations that is relevant in international humanitarian settings as well as in domestic resettlement contexts.


	Increased sharing of information with refugees on how their data is used, on the level of online and other surveillance that may exist along migration routes and in countries such as those within the EU or in the UK.


	Further research could explore what the concept of ‘refugee-centred digital responsibility’ might look like for refugee-serving organisations and host and resettlement states, which places the needs, skills and interests of refugees at the core of digital inclusion, rights and protection today and in the future.






FIVE The Digital Census and Kurdish Community Self-Organisation





Iida Käyhkö




Introduction

In this chapter digital responsibilities are examined through a local lens, considering how a digital deployment of a civic policy, in this case a population census, reveals how the state can take digital responsibilities for granted. It also shows how local actors are often required to step in and make it possible for individuals to action their civic responsibilities digitally. This is a study that can be framed as one situated at an intersection between digital responsibility and civic responsibility.



Figure 5.1:Digital census
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The study examines digital responsibility practices among London’s Kurdish community in relation to the UK’s 2021 census and provides input on creating accessible and secure digital services for marginalised communities, particularly those that have a fraught relationship with the state. It provides a window into the existing practices of responsibility among London’s growing Kurdish diaspora, and what these can tell policy makers about the concerns and challenges encountered in digital interactions with the state. Further, it looks at how digital services are engaged within a particular cultural setting, and why specific cultural environments must be considered in discussions on digital responsibility.

The study engaged with the largely Turkish-speaking North London Kurdish community, which settled in Hackney, Haringey and Enfield throughout the 1990s and 2000s. This is a multiply marginalised community experiencing housing and employment insecurities, the UK’s hostile environment towards migrants, as well as criminalisation due to political activity. For this study, interviews were carried out with community organisers who designed and implemented a self-organised outreach and support plan for the 2021 census. Further, the social media output from Kurdish organisations and community members was analysed.



Figure 5.2:The need for community response
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The study found that the idea of digital responsibility was shaped by specific cultural settings, and that practices of outreach and support may already exist in informal and semi-formal networks, unnoticed or unaided by local councils or central government. While the census of 2021 might have been expected to be met with suspicion among London’s Kurdish community, steps taken by community organisers created a sense of trust and excitement around it and provided secure and accessible environments for community members to fill in the census. The shouldering of digital responsibility is not merely a question of providing expertise or assisters to marginalised communities, but rather of engaging with existing community networks from a perspective of civic responsibility. By examining digital responsibility through a perspective of civic responsibility, this study urges a move towards an understanding of relational and communal challenges and resources in questions of digital responsibility, and the role of community self-organisation in providing both security and access.

The study begins with a brief outline of the context in which the research was carried out, focusing on the Kurdish community’s relationship with the British state and with census-taking. Following this, the study design is outlined. This is followed by methods and findings, before a discussion section and conclusions.



Background

The 2021 UK census was a digital-by-default census or a so-called ‘smart digital census’. This approach to gathering census data is regarded as having a number of advantages over a paper-based data collection approach. These advantages include (Younus et al, 2024): greater data accuracy, efficient and cost-effective data collection, reduction of data errors and a more comprehensive analysis of population trends and a more inclusive means of gathering data on these trends. Of particular interest for demographers are the trends in ethnicity. The 2021 census enabled further data gathering and analysis on the relationships between ethnicity and national identity in England and Wales. The design of the 2021 census included automated capacity to identity as ethnically Kurdish, and the use of a smart digital census enabled the first real-time data gathering on the demographics of the Kurdish diaspora in London.

The Kurds are the world’s largest stateless people, with a significant diaspora population outside of Kurdistan. The area of Kurdistan is divided between four states – Turkey, Syria, Iraq and Iran – with the largest Kurdish population living within the borders of Turkey (McDowall, 2021). Kurds have been the target of genocidal and assimilationist policies for several decades across these four nation states. The UK is host to a significant diaspora community which is politically active in grassroots community organising and lobbying over the political rights of Kurds within Kurdistan (Jongerden and Akkaya, 2018).

As is frequently noted in introductions to the Kurdish people, no reliable census data on the Kurdish, or indeed Alevi, population exists almost anywhere in the world, including the region of Kurdistan (Sirkeci, 2000; van Bruinessen, 2000). The four nation states occupying Kurdistan are not keen to encourage Kurdish nationalism or political activity through providing opportunities to identify as Kurdish; further, forced assimilation efforts across the region have not only denied the existence of the Kurdish people, but also succeeded in erasing the ethnic and cultural background of many families and communities (Sirkeci, 2000).

In Europe, Kurds are largely included in Turkish, Iranian, Iraqi or Syrian citizenship and ethnic categories, reflecting the diversity in linguistic, national and cultural identifiers among Kurds. In the UK, the only way to identify as Kurdish in the national identity, ethnicity or language portions in the censuses prior to 2021 was through the writing-in option. In addition, the Home Office does not collate data on the ethnic background of asylum seekers, only their country of origin (Demir, 2012). Consequently, the precise number of Kurdish people in the UK is not known. The majority of the Kurdish population of the UK is subsumed into the ‘Turkish’ citizenship category – reflecting the Kurds’ societal position as an ‘invisible’ minority population (Baser, 2011; Enneli et al, 2005). Kurdish community organisations emphasise that the lack of a straightforward way of identifying as Kurdish has led to many Kurds self-identifying according to the nationality they hold, rather than using the write-in option (van Wilgenburg, 2021).

Estimates from Kurdish community organisations regarding the number of Kurds living in the UK have ranged from 100,000 to 180,000 (Demir, 2012); these estimates, however, are not recent enough to reflect the arrival of significant numbers of Kurdish refugees from Syria following the civil war, nor those fleeing the escalation of anti-Kurdish political repression in Turkey in recent years. In the 2011 census in England and Wales, just under 50,000 people identified as Kurdish (ONS, 2011). A similar number of people stated their first language was Kurdish (Gopal and Matras, 2013). Both identifications were done through the write-in option.

This study was situated in the UK, with the Kurdish diaspora settled in London. This study built on an existing research relationship with the largely Turkish-speaking North London Kurdish community, which settled in Hackney, Haringey and Enfield throughout the 1990s and 2000s, with Dalston and Green Lanes as two local hubs of community centres and businesses (Wahlbeck, 1998). One of these community centres, in Haringey, is a central hub for Kurds across North London. Much of the community actively involved in the day-to-day activities of this community centre considers itself part of the broad Kurdistan Freedom Movement, which is a network of broadly left-wing civil society organisations which has its origins in the PKK (Partîya Karkeren Kurdistan, Kurdistan Worker’s Party). As the PKK is included in listings of terrorist organisations in the UK and in the European Union, the community experiences political repression and criminalisation in the form of arrests, raids and surveillance (Sentas, 2016). The British state’s relationship with NATO ally Turkey is seen by many in the community as a security concern: many active community members are political refugees fleeing repression, whose extradition the Turkish state continues to demand (Sentas, 2018).



Figure 5.3:Trust – a key challenge
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Further, London’s Kurdish population experiences insecurity and criminalisation on two other levels. First, as asylum seekers, refugees and migrants under the UK’s hostile environment policy, many among the community face bureaucratic challenges in accessing employment, housing and public services (Enneli et al, 2005). Racism and Islamophobia are common experiences, which further impact housing and employment opportunities as well as educational achievement (Jones, 2013). Second, Kurdish men and boys frequently face discriminatory policing and stop-and-search practices which specifically target young racialised men (Ali and Champion, 2021). These experiences contribute to a generalised sense of suspicion towards the state.



Research approach

The study was designed to examine what we can learn about digital responsibility from looking at how a community with severe mistrust of the state engages with the state’s data collection enterprise. The context for the study is the completion of the 2021 UK census that was designed as a digital-by-default activity. As part of the study, responsibilities for the following were considered: barriers to digital participation among London’s Kurdish community, the role existing community networks play in facilitating engagement with the census, and community mitigation of anxieties concerning the use of personal and sensitive data when facilitating interaction between the state and individuals.

In April 2021, at the tail end of the third COVID-19 lockdown across England and Wales, the Office for National Statistics commenced its once-a-decade flagship project in a new format: the first census in which the majority of data was collected online. As the census moved online for 2021, the possibility for assisted, ‘search-as-you-type’ write-in options provided a greater number of officially recognised options for national identity, ethnicity, language and religion. The ONS ran a public consultation on tick box provision for ethnic groups, with certain modifications made for 2021, and stated: ‘Write-in answers, online “search-as-you-type” functionality, together with provision of communications, community engagement, and advice and help from field force and contact centre staff, will ensure everyone can tell us how they wish to identify themselves’ (ONS, 2020).

Kurdish was included for the first time as a ‘search-as-you-type’ option for national identity, ethnicity and language, while Alevi was included for the first time as an option for religion. This had been lobbied for by a number of Kurdish and Alevi community organisations over the years and was celebrated widely as a crucial moment of recognition for the Kurdish diaspora community, with potential geopolitical repercussions (van Wilgenburg, 2021).

However, the COVID-19 pandemic hindered much of this work, as noted in a Parliamentary briefing paper: ‘The COVID-19 pandemic poses operational challenges to census-taking, with the potential to affect both the preparation phase (e.g. engaging with community groups), and the census itself (e.g. carrying out face-to-face work to support people to complete returns)’ (Barton and House of Commons Library, 2021).

Census information was provided to all households via post, with directions to responding online and an individual reference number included. Much of this correspondence emphasised the fines households might accrue by not responding to the census. To aid with non-digital census responses, field staff were sent to knock on doors across England and Wales. Many local services, libraries in particular, offered support in filling in the census (Barton and House of Commons Library, 2021).



Study design and methods

This study approached known community organisers with semi-structured interviews relating to their support and outreach efforts for the 2021 census, with the following interview questions:



	What were your concerns regarding the census of 2021 and the Kurdish community?


	What were the aims of the outreach and support work you helped carry out?


	What kinds of obstacles/concerns did people in the Kurdish community experience/express regarding the census? Were there positive aspects to it, too?


	What support did you receive for this outreach work from local government?


	How do you feel about state services increasingly moving to digital platforms? What impact do you think this will have on the Kurdish community in the UK?


Further, this study looked at social media content produced by members of the community to promote participation in the census.



Findings

The main findings focused on the role of community organisations in mediating the census requirements from the state and capability gaps and anxieties of members of the Kurdish diaspora. The first theme sets out the actions that the community organisations undertake to encourage and enable individuals to complete the census. The second theme sketches the main barriers to access for this particular group of census respondents. The third theme explores how the completion of the census keyed into the wider security concerns experienced by this participant group. The fourth and final theme reflects the disconnection between the establishment of the responsibility to complete the UK census, as set out in the instructions from the UK Government, and the avoidance of the responsibility – as perceived by the community organisers – by the local council to help individuals complete the census.



Support and outreach work



Figure 5.4:Types of outreach
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Community organisers at the Kurdish community centre in Haringey carried out an outreach and support project to help provide information on the census, as well as practical support in responding to the census. Outreach activities included:



	Creating social media content to be shared across different platforms, including on community WhatsApp groups.


	Running adverts in local North London newspapers to publicise available support.


	Providing short clips to be run on Kurdish TV channels available in the UK.


These outreach messages emphasised the importance of filling out the census, included some practical visual guidance on responding to the census and highlighted that, for the first time, the census included ‘Kurdish’ as an option for national identity, ethnicity and language and ‘Alevi’ for religion as ‘search-as-you-type’ options. Some of the activities undertaken were modelled on outreach efforts for previous censuses, and the familiarity of community organisers with other digital support efforts in the past; however, they noted that the provision of these ‘search-as-you-type’ options added to their sense of needing to provide support for filling in the census.



Figure 5.5:Targeted census support
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In addition, community organisers assisted in filling in the census over a six-week period at a community centre in Haringey. Every Sunday, as well as on one weekday night, four community members equipped with laptops would assist, translate and in many cases fill in the census for community members requiring assistance. The community organisers were from a younger generation of the community, all proficient in English and confident with their technological skills, but with no formal training in offering such services. However, as is common among children of migrants, many among this generation of Kurdish community members have been supporting their parents or families in relation to asylum claims, citizenship accession and other legal and/or bureaucratic processes from a young age (Fisher et al, 2016). Further, these community organisers were all well known in the community through their involvement in community organising. There was an expectation from the Kurdish community that they would make themselves available to support with census responses; this occurred within existing organisational and interpersonal relationships of trust and accountability.

Social media content produced by community organisers and members included videos of different lengths, as well as infographics featuring GIFs of box-ticking or writing in ‘Kurdish’ or ‘Alevi’. Much of this content was circulated widely across Instagram, Facebook and Twitter by organisational and individual accounts. This often-humorous content shares certain elements: explaining the significance of the census for local issues such as funding, or other state support for Kurds and Kurdish organisations; and just as frequently, emphasising the importance of making the UK’s Kurdish population count in questions of foreign policy. A video, produced by young members of the Kurdish community, which premiered on YouTube in March 2021, pokes gentle fun at Kurdish cultural stereotypes while providing accessible information about the census in Kurmancî Kurdish. In the video, a census field worker arrives at the door of a North London Kurdish household, is promptly invited in, with a lavish spread of tea and food provided. The video shows the census field worker asking questions about the inhabitants of the household, the work they do and their national identity, ethnicity, language and religion, with the mother stating that they are all Kurdish, speak Kurdish and belong to the Alevi faith. At the end of the video, the mother invites the census worker, at this point addressed as ‘sister’, to stay the night, in a portrait of Kurdish hospitality (Sinayic, 2021).



Inclusivity and access



Figure 5.6:Technology barriers to overcome
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Community organisers outlined three central concerns for the Kurdish and Turkish-speaking community in London regarding filling in the census: access to a computer, technological skills and English language proficiency. Interviewees also noted that many older members of the community are illiterate or not confident in their ability to read. While many people received some support from family members, often children of different ages, the support provided by the community centre was also key to being able to and confident in responding to the census. The community organisers emphasised that despite the outreach work, many of the community members who received assistance in responding to the census were visiting the centre for other reasons: language classes, cultural events or on social visits. “We would grab them as they came in”, one interviewee put it. The social nature of these interactions was emphasised by all interviewees: they described having tea together with community members while filling in the census or having community members offer dried fruit or homemade treats in thanks for the help they received.

Community organisers all emphasised the sense of excitement generated by the census:



[The census] created a huge excitement in the community, and a sense of belonging [because it] gave us the opportunity to declare who we are … I heard my mum’s neighbours talking about it, I heard aunties and uncles at weddings and funerals asking each other, “Have you filled it in yet?” (Interview 1)


This was also the main focus of informational social media content created by the community: emphasising the chance to identify as Kurdish and/or Alevi. All interviewees noted the sense of acceptance and belonging engendered by the inclusion of ‘search-as-you-type’ options, with many community members saying that seeing ‘Kurdish’ and ‘Alevi’ come up in the census form made them feel recognised by the state, and therefore more a part of British society. This was felt to be simultaneously a gesture of recognition and goodwill on behalf of the British state, and a demonstration of successful lobbying efforts by Kurdish and Alevi organisations:



[The census] gave a feeling of being part of the wider British community. A Christian country giving us the chance to declare who we are! People really feel that this was a chance to show the British state that we are here. (Interview 2)

I was excited to be part of the census. It was an opportunity to say, “I am a part of this community.”  (Interview 3)




Insecurities and concerns

On the other hand, community organisers noted that some members of the community were afraid of the possible consequences of identifying as Kurdish, Alevi or both: “Two or three families I helped [respond to the census] had this worry of declaring themselves Kurdish and Alevi. They were asking me, ‘Will this cause problems when we travel to Turkey?’ People are so worried about imprisonment and harassment” (Interview 1).

Specifically, this fear was related to the sharing of personal data with the Turkish state, and the possible negative consequences that might be encountered when travelling to Turkey to visit family, or consequences for family members living in Turkey. Interviewees pointed out that as political migrants, many community members have personal experience of persecution and repression due to their ethnicity or religion. Community members generally were not trusting, or feel inadequately informed, about who their personal information would be shared with. It is significant, however, that none of the community organisers spoke directly about questions of security, indicating that these were not a prominent element in their interactions with community members. When asked, they did note these fears over data sharing with the Turkish state. However, they were not able to recall specific phrases or facts they might have used to assuage these fears. Although the ONS census website included information on data confidentiality, this was not mentioned by any of the community organisers as having been a useful tool for them in communicating with community members. The provision of simple reassurance was enough. Similarly, most of the social media content shared by community organisers did not seek to explain the privacy and security of personal data provided in the census, nor the possible repercussions of not filling in the census, but maintained a focus on the more positive aspects of the census.

Many also felt a lack of trust in the British state and a lack of expectation of future inclusivity:



This is just the government collecting information for themselves. Our expectations of the British government are not matched. Just a census isn’t enough. (Interview 2)

A lot of people were asking, “What are you doing for Kurds now?” We had this option [of identifying as Kurdish/Alevi] on the census, but we still only have a write-in option on council forms. Nothing has been provided for the community. Why isn’t the government providing a GCSE in Kurdish, or including Alevism on the curriculum? (Interview 1)




Sharing of responsibility

This feeling of the census not being enough to mitigate lack of support for the Kurdish community was felt particularly by the community organisers interviewed; they had received no support from local councils in their outreach and support work. When asked about their expectations regarding the council, the interviewees varied in their responses: from expressing no expectations of help, to articulating disappointment – particularly that local councillors from a Kurdish and/or Alevi background were not at all involved. None of them, however, expressed a feeling of surprise over the lack of support. It is important to note that it is possible that other Kurdish and/or Alevi community organisations in London received support from local authorities, but that there was no such outreach for this particular community centre.

Interviewees noted that without greater resources for outreach and support work, they felt they ultimately only reached a limited part of London’s Kurdish community. They also emphasised future issues related to the British state’s relationship with the Kurdish diaspora community; one interviewee pointed out that the struggle to carry out adequate outreach and support work for digital service access will continue for at least the next two or three decades, “until everyone in the community is digitally capable”.

Finally, interviewees emphasised that in general, trust towards the state is minimal among much of the Kurdish community. They noted that many community members have been living and working in the UK for decades and have faced harassment by the police throughout. One interviewee characterised the British state as making few efforts to create bonds and warned: “In time, it will be impossible to come together.”



Thinking about digital responsibility

Three lessons on digital responsibility can be learnt from this case study of the census outreach and support work carried out by the Kurdish community in North London:


	Inclusivity is key to accessibility.

	Trust and a sense of security are important in mitigating security concerns.

	Community self-organisation can play an important yet invisible role in supported access.


First, all community organisers emphasised the significance of the recognition of Kurdish and Alevi identities in the 2021 census, and most of their outreach output emphasised this aspect of the census over all others. While it may have been expected that there would be hostility towards the census among a community that has a fraught relationship with the British state, this was not the case: the excitement and sense of belonging generated by the inclusivity of the census design far outstripped any concerns. There is a growing body of literature within digital civics, human computer interaction and critical security studies that focuses on describing difficulties of access among marginalised communities, and the many governmental, government-supported or grassroots efforts to facilitate access (Jensen et al, 2020a, 2020b; Talhouk et al, 2016). A growing body of literature emphasises the need for involving migrant communities in the design process to provide communities with secure and accessible digital services (Almohamed and Vyas, 2016; Fisher and Yafi, 2018).



Figure 5.7:Digital innovation needs inclusive responsibilities
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The importance of inclusivity – even small acts such as ‘search-as-you-type’ options – may generate an unexpectedly large sense of goodwill and even community mobilisation efforts. Significantly, the number of people identifying as ethnically Kurdish in the 2021 census almost doubled from the 2011 census, from slightly under 50,000 to over 90,000. Speculatively, one might surmise that the provision of the ‘search-as-you-type’ option, alongside community outreach both in person and online, together had some impact on this increase in numbers. Importantly, as this study shows, simply making the census digitally available did not make the census accessible. There was a clear disconnection between the realising and establishment of the responsibility of individuals and households to complete the census (as set out by the UK’s central government) and the ability of individuals to respond and carry out this responsibility. In order for actioning of the individual’s responsibility to take place, community organisations had to realise, establish and absorb the responsibility of making the census accessible to individuals. The findings also show that the excitement and sense of belonging generated by the inclusivity of the census design created the conditions under which community organisations were willing to insert themselves in this way. More must therefore be done to increase inclusivity across different spheres of digital services.

Second, this study highlights the significant role played by trust and a sense of security in responding to security concerns and underscores the significance of the relationship between responsibility and security. This relationship is no less important in the digital context and where the responsibility framework is outcomes-based the likelihood is that digital protections and legal compliance will be the security approach, and where the responsibility framework is constitutively based the likelihood is that relational support, consensus building and trust-building will be the security approach. While none of the community organisers were able to – or even aimed to – provide detailed information to community members on the security of personal data in the census, their trustworthiness and accountability, and the safe, familiar space they created for the outreach work, played an important role in allaying security concerns. The role of relational services and access provided by kin or community networks on which many marginalised users depend is frequently characterised by networks of trust, which often operate very differently from more formal supported access efforts (Chouhan et al, 2019; Cipolla and Manzini, 2009; Ruiu and Ragnedda, 2016; Selwyn et al, 2005).



Figure 5.8:Dispersed responsibilities
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This relational approach foregrounds the role of ontological security, of feeling a sense of security, in accessing digital services (Giddens, 1991; Roe, 2008). As noted by Coles-Kemp and Jensen (2019, p 181), it is ‘an individual’s senses of trust and confidence that enables and sustains effective access’ Marginalised people face heightened material and ontological insecurities in interacting with the state, often relating to asylum or residency claims (Jensen et al, 2020a). This study shows that it is not merely the provision of information that is central to reducing a sense of insecurity concerning digital services, but also the relationships, spaces and existing sense of trust that communities can offer. These relational services in turn provided the pathways through which responsibilities are actioned and in so doing, fostered a sense of positive security and enablement that reduced security anxieties. As the findings show, the choice of action could be tailored through the interactions between the community organisations and the individuals. The relational services also helped to establish a credibility of the civic and digital responsibilities that had been established around the delivery of the census.

Finally, this study shows the significance of community self-organisation – often unnoticed or unaided by local councils or central government – in providing access and a sense of security. The shouldering of digital responsibility as carried out by the Kurdish community organisers interviewed in this study does not relate to the frequently evoked themes of blame and culpability for designers, innovators and organisations within digital responsibility literature. For example, van de Poel and Sand (2018) discuss the problems of attributing responsibility in innovation, proposing that accountability processes must be able to confirm the ‘moral authorship’ of innovators, and that a virtue-responsibility approach should enable innovators to take on responsibilities actively and voluntarily. This approach – of having to create a sense of responsibility for when things go wrong, and to coerce, or preferably to convince actors to take it on – is an underlying theme across much of the digital responsibility literature (Lima and Cha, 2020; Markus and Mentzer, 2014). It does not, however, describe the central questions of digital responsibility explored in this study. Instead, the community organisations adopted a constitutive form of responsibility, which is forward-looking and largely uses social practices to negotiate and carry out responsibilities.



Figure 5.9:Real relationships and digital responsibilities
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The study also provides an alternative framing of responsibilisation – which is typically regarded as governments requiring individuals to take action to reduce their vulnerability to cybersecurity issues, or to access digital services (Renaud et al, 2018). In this instantiation of responsibilisation, Kurdish community organisers independently took on the responsibility of providing digital access to the census for community members: community organisers did not expect support from local councils or central government, but did express their disappointment at the lack of it. Specifically, they articulated a wish for help in their outreach efforts and publicising the support work they were offering. Importantly, they were happy to self-organise support. The move to insert themselves between the state and the individual shows that community organisations understand that you cannot have effective responsibilisation without ensuring that the individuals can action the responsibilities that are being conferred upon them. The provision of support by trusted members of the community in a shared cultural context and familiar space contributed to the access and sense of security felt by community members in relation to filling in the census. Therefore, it is crucial for local councils and central government to appreciate and understand existing relationships and community efforts in the realm of digital responsibility, and to support these on the terms of communities in question, especially about the agreement of all parties to monitor and regulate across the digital environment.



Conclusion

This study shines a light on the complexities of actioning digital responsibilities and highlights the disconnect that often exists between the civic responsibilities realised and established by governments and the realities of actioning those responsibilities by digital means. This study also reflects how responsibilities might be realised and established using an outcome-focused responsibility framework but are actioned using a constitutively based responsibility framework. The study also shows how through actioning digital responsibilities, responsibilities are often re-distributed and re-negotiated in order to enable individuals to make the required responses.

The problems of access and security faced by London’s Kurdish community are well understood by community members and organisers. The well-coordinated outreach and support efforts relating to the 2021 census reflect this. These problems range from ones commonly found among marginalised and migrant communities, to highly specific issues encountered by the Kurdish community. This study shows that the shouldering of digital responsibility is not merely a question of providing expertise or assisters to marginalised communities, but rather of engaging with existing community networks of trust and duty. By examining digital responsibility through a perspective of civic responsibility, this study urges a move towards an understanding of relational and communal challenges and resources in questions of digital responsibility, and the role of community self-organisation in shouldering a range of responsibilities regarding security and access. This study also indicates the need for further research on the differences and overlaps of formal and informal support, as well as the specific needs of different communities in accessing digital services.

Digital responsibility efforts should seek to build on already existing, everyday relationships between people and organisations to create shared parameters and practices of access, security, inclusion and responsibility. Leaving informal or semi-formal networks and communities already shouldering digital responsibilities unsupported and unacknowledged creates a sense of disconnection and resentment among communities, and disregards opportunities of developing shared responsibilities. A greater focus on inclusivity and collaboration with communities would increase the accessibility and security of digital services in particular for marginalised communities. Doing this design, outreach and support work on the terms of communities and with respect to existing networks and spaces of trust would be more likely to create a positive feedback loop of inclusion and shared responsibility. Supporting self-organisation efforts is a chance to create dignified, culturally sensitive digital inclusion in the future.





Part III Understanding Digital Responsibilities






SIX Lessons Learned






Introduction

We now bring the book to its substantive conclusion by considering what the previous chapters tell us about digital responsibilities and draw lessons that can be learned relevant to future digital policy making when our framework is applied. Applying the framework, the case studies can be understood as digital policy challenges in different ways:



	Chapter 3, Digital Safety, is a principal challenge of realising responsibility and specifically when responsibility is not realised, the state falls back on ascription of blame through the establishment of legal obligation and technological enforcement to achieve responsibility actions.


	Chapter 4, Digital Migration, is a challenge of establishing responsibility which does not create sufficient impetus for positive responsibility actions which then leaves vulnerable refugee communities looking to non-state for protection and digital support.


	Chapter 5, Digital Census, is a challenge of actioning responsibility to absorb the limited discharge of realised and established responsibilities by central and local government that created a lacuna which required civil society institutions and organisers to step in.


Five lessons can be adduced. First, even though all three case studies highlight responsibility actions, we argue that actions do not tell the full story about digital responsibilities. The actions are fragmented and must be understood in the context of realising and establishing responsibility. It is that context which helps to better situate and explain the actioning strategies across all case studies. Second, all case studies highlight the distributed nature of digital responsibilities including the distribution of responsibilities across infrastructural networks of digital technology that are governed by different legal and regulatory requirements. Responsibility distribution, then, is a key facet of each case study but also a key determinant factor in our focus on realising, establishing and actioning.

Third, the distributive nature of digital responsibilities also leads to lacunas across realising, establishing and actioning processes. Lacunas are absent spaces, devoid of responsibility allocation, which require actions to be taken by parties for digital technology implementation to take place. The lacunas that arise in the case studies are mostly at the actioning level where the positive actions of some parties obviate the attempts to avoid or refuse responsibilities by others. Responsibility lacunas are consequently important because they highlight the limits of both legal obligation and security technologies. Fourth, as the case studies show, the tried and tested response to legal and technical lacunas is force, either through legitimate state action in the establishment of legislative obligation or the use of security controls in digital technology. The case studies highlight the limits of legal and security forcing functions that essentially seek to bypass collaboration and consensus to achieve a responsibilisation outcome. Finally, we then consider the role that resource allocation by government and revenue generation by the private sector played in the case studies.

All of this leads to where we started our book with an overview of different responsibility frameworks. We contend that responsibility frameworks need to be understood differently, regardless of disciplinary orientation. Largely speaking, the traditional frameworks of responsibility are grounded in an older model of individuality that does not fully account for the multiplicities that arise from the digital context. As we show in our lessons learned discussion, ascription of legal rules and security controls will only go so far and therefore responsibility frameworks must be broader in their thinking about the need for consensus and collaboration. With that in mind, let’s consider in more depth what lessons can be learned, beginning with what the case studies tell us about responsibility actioning and why it is important to understand actions in the context of realising and establishing responsibility.



Actions tell us a lot about responsibility (but not everything)

Chapter 2 highlighted different responsibility frameworks from different literature. It outlined that responsibility is an amorphous concept with tendrils that run deep into moral philosophy, social and political science, technology development and law. The tendrils run so deep that responsibility considerations tend to surface through actions. It is unsurprising then that responsibility frameworks are action-based, whether they be the blameworthy ascriptions of traditional legal approaches or their contemporary applications in responsibility gap analyses. Even contemporary frameworks, such as RRI, are grounded in the broader governance of responsible acts around technology development. Actions are thus an important way to conceptualise and understand responsibility. The actioning of responsibility also has the advantage for scholars of being visible which means it can be determined and measured to ascertain whether an individual or party is responsible for their acts or accountable with their obligations.



Figure 6.1:Responsibility actions
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Actioning has an important role in our framework and we agree that a starting focus on responsibility actions is informative. Take, for example, the application of the case studies to the non-exhaustive list of responsibility actions that we proposed in Chapter 2. Doing so enables the seeing of responsibility in a clearer way that specifically acknowledges the possibility of both positive and negative acts.


	Absorb – the highest positive act as it seeks to fulfil the agreed consensus of the environment at potentially the expense of the individual party’s own benefit. Several acts of absorption are identifiable from the case studies, particularly relating to the Digital Migration and Digital Census chapters. Civil society organisations in both cases voluntarily absorbed the established responsibility of other parties to provide extra support for vulnerable communities. Chapter 4 highlighted the actions of underfunded refugee-serving organisations and their attempts to extend the use of their own technologies to individuals and refugee communities. COVID-19 lockdowns exacerbated digital disparities and further marginalised refugees who were already struggling with the costs of internet access, device ownership and English language digital literacy requirements. In many ways, as highlighted in the chapter, the need for digital inclusion strategies for refugees was realised and established in international governance. Yet it had to be absorbed by community groups even in a broader society that was increasingly presented by government as ‘digital-by-default’. Chapter 5 also highlighted the extraordinary acts of care enacted through the support and outreach work of Kurdish community groups. The absorption of responsibility by those groups extended from the training required to successfully operate a rather simple digital solution to creating a shared cultural experience that assisted to allay the security fears of the Kurdish community. Absorption then is double fronted. First, there is the willingness to be responsible for the implementation of a digital measure that is essentially beyond the party’s remit, but still within its capabilities. Second, and more importantly, there is the creation of a culturally safe environment to generate support and interest on the basis that it will carry longer-term benefits for the community. Both absorbing acts are way beyond the implementation strategies envisaged by the state.

	Allocate – in this situation, parties take on responsibilities designated to them, and to others, to identify and share those responsibilities across environments. In many ways, responsibility allocation is a classic act of government and a key method for allocating responsibility actions is by the implementation of law. Digital Safety’s coverage of the pre-legislative debates leading up to the OSA is a clear example. The allocation of new duty-based responsibilities to online service providers outlines the allocative role that traditionally government has played. Allocation, in this sense, was not based on the consensus requirements we called for in Chapter 2 and was ultimately forced upon perceived recalcitrant parties who were unlikely to bear responsibility for actions but were nonetheless best placed to implement. Equally, the co-ordination of community response, and the sharing of resources in relation to positive responses, was a key similarity in the Kurdish and civil society actions outlined in Chapters 4 and 5.

	Discharge – refers to the baseline act of fulfilling or discharging a responsibility. The act of discharge sits in the middle of the spectrum because it can represent both positive and negative acts. A discharge is thus contextual. An example of discharging behaviours arising from the case studies involves minimum level implementation strategies for refugee and asylum seeker digital services provided by local authorities. At times, these were bare minimum requirements in which it is questionable whether the established responsibilities were actually discharged. The same perhaps could be said about the provision of additional language capabilities in the census. The provision of a digital solution without the necessary support, training and community assurance required for implementation by the Kurdish community, could be viewed as a baseline discharge by the ONS.

	Avoid – refers to the negative act of avoiding a responsibility that has been realised and established as relevant to a party. Digital Safety highlighted that many of the contentions arising from the OSA’s fractious debates regarded online service provider attempts to avoid responsibility for the broader protection of digital environments. Consistent attempts to reframe problem construction as a matter of content moderation, in which individuals were better placed to respond, can be seen as an avoidance of engagement with the problems highlighted by all the other parties within the broader digital environment. Similarly, the actions of local authorities, and especially of central government, could be considered avoidance of responsibility in relation to the provision of digital services for refugees in Digital Migration.

	Refuse – a definitively negative act of refusing to take on a responsibility that has been realised, established and actioned by other parties flowing from collaboration and consensus. The case studies show that the impact of avoidance and refusal acts means that realised and established responsibilities eventually emanate on individuals through responsibilisation strategies. As such, even though none of the case studies specifically involved a refusal action, the extent that different parties tried to avoid responsibility had the same sort of impact upon individual citizens, namely, to try to make them responsible for someone else’s established actions. The attempts to make users responsible for content moderation by online service providers and the inaction of local authorities in both the Digital Migration and Digital Census case studies, led to the need for absorption and reallocation of responsibility actions.


Our focus on the actions arising from the case studies helps to better understand the dynamic nature of responsibility. An action in one context can give rise to the need for a different type of action in another. An avoidance of responsibility by one party gives rise to a corresponding need for absorption or reallocation by another. Responsibility then is diffuse, shifting and amorphous. It changes as the actors and parties in given environments respond differently over time. It is not surprising therefore that the varied academic attempts to understand responsibility begin with actions. However, as alluded to already, we contend that it is equally important to understand that responsibility does not end with actions. Focusing on responsibility as actioning does not conceptualise the true complexity of responsibility, especially in the digital realm. Actions alone do not tell the full story. They are fragments of realising and establishing responsibility and so it is important to take a step back and consider digital responsibilities beyond actions. Actions are a sensible and useful starting point but they do not explain the complete picture.

That is why our framework also gives weight and prominence to realising and establishing responsibilities. As the case studies show, how responsibility is realised and established, or not as in some case studies, can impact upon how responsibilities are actioned. Understanding responsibility as purely a process of ascriptive output does not encapsulate the broader collaboration and consensus requirements that realising and establishing processes speak to. Without those processes, responsibility allocation merely returns to the ascription of individual blameworthiness and the historicised projection of future obligation. All of which encourages an understanding of responsibility that is predicated on the use of forceful authority to ascribe obligation upon individuals whose ultimate role is to tacitly accept. We now contend that traditional model is made more challenging because of the distributive nature of responsibility in digital environments.



Distribution of responsibilities is inescapable

Our framework’s focus on realising, establishing and actioning also outlines the distributed nature of digital responsibility formation. The case studies highlight that the formation of responsibility does not take place at one specific site and is formed through different processes. There is a clear relationship between the top-down focus of established policy positions and ground-up actions across all three cases. For example, in the Digital Census case study, the originating act of realisation began when the ONS employed a drop-down list for different languages in the first digitally focused census. The use of the drop-down list would have been based on an established legal justification and actions were taken on the ground by Kurdish community groups to ensure its successful implementation across the diaspora. Similarly, the Digital Migration case study highlights that responsibilities were realised and established internationally which required actioning by central government and local authorities. As noted in the chapter, the actual actioning of responsibility, like the Digital Census chapter, was undertaken by civil society organisations. Equally, the Digital Safety case study highlighted the shifting movements of responsibility imposition through legislative development.



Figure 6.2:Distributed responsibilities
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Traditional legal models of responsibility are based on a rather unitary understanding of how responsibility is formed. Law is created, obligations are formed and individuals accept responsibility for legally bounded actions as a recognised social good for all. In one sense, this traditional model is still partly relevant to understanding the case studies through our framework. There are clear acts of forcible ascription, most notably in the Digital Safety case study. However, ascription alone does not tell the full responsibility story. The state’s ability to ascribe responsibility through legislative obligation is still, of course, a prime source of institutional authority. That has not changed, and we are not contending that it has. However, what has changed are the distributive capabilities of digital technology which now enable responsibilities to emerge through technological infrastructure. It is the infrastructure that allows responsibility to be formed and actioned across many different environments.

As we consider further, the pathways of digital responsibility formation are consequently pluralistic. Take the Digital Safety case study as an example. The formation of the OSA highlights the difficulties involved in establishing digital responsibilities. In one sense, it could also be argued that the realisation of responsibility was never fully accomplished because of the shifting nature of legal establishment. There is already a movement, or distribution of responsibility realisation, that shifts across different parties at contrasting times. The Bill’s life germinated from the Online Harms White Paper which had a multitude of harms that reached from national security to individual harms. The harms were so broad that necessary responsibility conversations were never fully realised, which helps to explain some of the difficulties arising for the Bill’s establishment. Moreover, the Bill also entailed a confusing mix of command and hybrid governance that obliged online service providers to act but also allowed providers significant leeway to implement enforced duties. There was both an imposition of control through ascription and forms of delegation deemed necessary for a digitally distributed environment.

The different regulatory strategies at play highlight another factor pertinent to distribution considerations. The legal models of ascription, propounded by Hart and others, have traditionally guided how responsibility in a legal sense should be understood. As noted already, it was understood in a unitary sense which was representative of the forms of centralised institutional authority that characterised public policy and service delivery in the last century. We noted in Chapter 2 the effect that privatisation strategies had on understandings of responsibility formation in the context of responsibilisation, namely, by making citizens responsible for their choices and part-operation of services. The effect of privatisation, which Hart could not have contemplated, ranged from the decaying of the dominant public institutions that form responsibilities (Parliament, agencies, regulators, etc.) to the process of shifting responsibilities to the private sector and individuals. All these developments were silently predicated on a functional distribution model that now attached a range of responsibilities to different parties through digital infrastructure. New digital opportunities – digital census, monitored regulation of digital spaces, meeting the digital needs of the most vulnerable – equally came with a set of responsibilities for implementation that were now dispersed over location and mediated through infrastructure.

Contemporary responsibility frameworks, such as RRI, better contemplate the possibilities of distribution but they nonetheless do so from a confined perspective, namely, the responsible implementation of a given technology innovation, by a given set of actors. Even digital civics, with its much broader critique of public service delivery, does not consider the full consequences of responsibility distribution. We contend that our framework starts to capture these complexities. The case studies highlight how responsibility is distributed across different sites and realms through the interaction of the market as a government service delivery mechanism, including the absence of that mechanism and the impact on users, both as consumers and citizens.

The case studies also highlight the distribution of responsibility through the different processes of realisation, establishment and action. Movement of responsibility formation is fluid between these processes and is distributed dynamically. Finally, the case studies also show how responsibility is distributed across time, as the collaborative and consensus building elements of realising, establishing and actioning play out across different temporal frames. When all these aspects are combined, they demonstrate that responsibility formation is distributed, which requires a much stronger focus on collaboration and consensus processes.



The importance of lacunas



Figure 6.3:Responsibility lacunas

[image: This picture shows a hole in the ground with a broken sign saying 'responsibility' with one half on one side of the hole, and the other on the other side. There is a sign to show that the hole represents a lacuna. There are five people stood around the hole looking in and discussing what they might do about the hole. ]

Chapter 2 highlighted a contested academic discussion about the existence and utility of responsibility gaps. To recap, there are two broad positions. The first, as espoused by Matthias and others, is that there is the potential for gaps of responsibility ascription in autonomous systems because there is no human decision maker that machine-based decisions can be ascribed to. In other words, the system has become so sophisticated that decisions are constructed in such a complex manner that they cannot be parsed to identify the causal relationship between output and human data inputs. It therefore becomes impossible to ascribe responsibility to an individual in these circumstances. The ‘responsibility gap’ argument is not universally supported. Critics outline that even in complex automated systems it is still possible to ensure that a human is always made responsible for the outcomes of a machine-based output. The responsibility gap can be filled and responsibility can always be attributed. Responsibility is therefore constructed to meet circumstances rather than an accepted consequence of machine intelligence.

There are clearly some distinctions between the book’s case studies and the type of digital infrastructure envisaged as part of the responsibility gap analysis. The case studies do not cover or examine the prospect of autonomous machines. In that sense, the digital component to our case studies is relatively low level, such as the use of online drop-down forms or basic digital support needs. The contentions involving digital safety do, however, speak to the socio-techno visions of autonomous machines. However, the focus of contention is not about the prospect of autonomous machine activity; rather, it is about the business models of online service providers and the appropriate role of the state in regulating those models. The business models are, of course, built to combat scale and are largely automated in their data collection and analysis processes. Nevertheless, they are not of the complexity contemplated in the gap analyses. We therefore do not use our book to contribute to the ongoing and broader debate about whether responsibility gaps do exist, and if so, what they tell us about responsibility in a digital context. However, that does not mean to say that the concept of gaps has no relevance to our overall argument.

We believe our case studies highlight responsibility lacunas rather than gaps. A lacuna is preferred because it speaks to the idea of an absent part that thus draws attention to something, rather than a gap that is required to be filled. It is the drawing of attention that becomes the important aspect of our analysis. We do not believe that responsibility lacunas are bugs of the system caused by the inability to assign responsibility to a given machine output. To follow the well-trodden logic, lacunas are a feature, rather than a bug, in the formation of digital responsibilities.

Disruptions caused by digital technology and infrastructural implementation will always cause lacunas. In part, this is due to the disruptive nature of novel technological application which will give rise to unexpected uses and unforeseen consequences. It is also due to the distributive nature of digital responsibility allocation as already outlined. Put simply, distributed responsibilities advance the prospects of lacunas emerging because there are going to be points of digital technology implementation where it is unclear how the technology will apply and who will be responsible for actioning. We consequently believe that a digital responsibilities framework must operate within this reality and accept that the dynamic nature of responsibility as realised, established and actioned means that formation will not always be readily visible. As noted in the previous section, actions can be seen as fragments of realisation and establishment and are thus, by nature, incomplete.

Lacunas are important because they highlight responsibility contentions that need collaborative processes to form consensus. Lacunas, in this regard, are a positive aspect of responsibility discourse that help to realise and establish responsibility. Take, for example, the lacunas arising from the case studies. Digital Census details the absence of an educational support process to augment the positive implementation of language drop-down lists. Seeing this absence purely as a responsibility gap does not fully encapsulate the uptick of positive actioning that flows from the Kurdish community. The absence of appropriate support mechanisms was not considered by that community as a space where no responsibilities exist. Instead, it was viewed as an opportunity to extend existing community bonds and to contribute to broader policy goals through census data provision that would lead to greater recognition both locally and nationally. Much like the types of non-exhaustive responsibility actions that we highlight in our framework, lacunas can have both positive and negative effects. In the Digital Census, and indeed the Digital Migration case study, the recognition of a lacuna led to positive actions. Even in the Digital Safety case study, the lacuna arising from the attempted avoidance of responsibility by online service providers also gave impetus to legislators to act positively.

We believe the identification and analysis of lacunas is important in understanding the formation of digital responsibilities. These are not spaces that should be feared by policy makers seeking to implement policy or service delivery outcomes through digital means, particularly involving third parties. In fact, we believe lacunas have the opposite effect. They highlight spaces of potential contention, spaces of unwanted responsibility by some parties that do not by default have to be filled by responsibilisation strategies that automatically bestow responsibility on individuals. Digital Census clearly shows the willingness of community activists to absorb responsibility for educational support where little to none was provided alongside the implementation of digital innovation, albeit straightforward. The case study also shows the distributed nature of digital responsibility formation which takes place across different physical and digital spaces. Formation took place in the code behind a website and the various public and private sites in North London.

Lacunas are an important part of understanding the digital landscape, and in particular, the connection points between the digital and physical in which responsibilities are actioned. These are also the places that show the limits of digital technology reach. Lacunas can provide valuable insights for policy implementers about how responsibilities are formed across potentially diffuse parties with diverse needs and goals. We contend then that lacunas give rise to the possibility of dialogue that promotes consensus and may therefore reduce the need for forceful actions, whether through technology or legal means. We now consider that point further in the context of forcing functions.



The limits of forcing functions

An under-discussed and under-researched area is the interaction between digital responsibilities and security technologies. In digital-first or digital-by-default societies, there is a reliance on security technologies to not only protect data, services and technology but to also implement or operationalise public and organisational policies. For example, consider welfare delivered as digital by default. Setting up an account on the digital welfare platform and using that account to access digital welfare services, make welfare claims and provide evidence of employment seeking, rely on technological security mechanisms. They can include: identification and authentication processes to verify that the claimant is who they claim to be; behavioural pattern monitoring that checks the verification of the claimant and validity checks against financial and open-source data to assess the likelihood of additional income. Traditional security mechanisms include identification and authentication, to ensure that authorised individuals can access services, data protection mechanisms to ensure confidentiality of data, and data integrity mechanisms, to ensure that data is not subject to unauthorised modifications. Even though these security functions can be extensive, as in the case of welfare monitoring, we nonetheless believe they are still limited in the context of digital responsibilities formation.



Figure 6.4:The limits of forcing functions
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In addition to these traditional mechanisms, we have seen the growth of behavioural security mechanisms that use a combination of machine learning and AI to assess the authenticity of service user actions, to verify the assertions and claims that an individual makes about their circumstances and to assess the risk that the individual user is a threat to the system or service. Cloud computing and the development of sensor technology has also meant that these security mechanisms can draw on geographical, motion and biometric data to augment security control decisions. This contemporary paradigm of technological security controls has encroached on many aspects of our lives that were once thought of as separate and private and therefore require a greater degree of both trust and consent to work. Without trust and consent, such security technologies become a type of forcing function to push through the goals of public and organisational policy. When security technologies are used as a forcing function, the likelihood of workarounds, control subversion and non-engagement increases and with it the effectiveness of the security technology decreases.

Realising, establishing and actioning digital responsibilities in a way that is transparent and that creates consensus is an important means of increasing trust in state actors and strengthening the effectiveness of security technologies. Reviewing our case studies, we can see that for security technologies to be used effectively to protect digital activity, and to enable individuals to safely access services, there needs to be consensus about where responsibilities lie and with whom. If consensus is not achieved, security technologies become less powerful because the duties and obligations necessary for them to be successfully deployed are absent. For example, in the case of age verification technology in Digital Safety, if no party recognises an obligation to ensure that such technologies are usable and accessible by all, individuals will be locked out of services and the technology will not be able to support the access control goal. Equally, if no party acknowledges that it has an obligation to respond to queries and potential errors in age verification, then the technology will not be able to support the access control. If no party ensures that age verification technology is deployed in a meaningful way, people will move to other, less controlled and potentially less visible, platforms leaving children more, rather than less, vulnerable to harmful content. Therefore, where there are lacunas, ambiguities and tensions in digital responsibility these should be proactively examined because such tensions can constrain the effectiveness of security controls and could thus inhibit successful digital policy implementation.

In some ways, the same could be said for the legal considerations outlined in the case studies. The pre-legislative development of the OSA highlights the difficulties involved in establishing digital responsibilities. In one sense, it could also be argued that the realisation of responsibility was never fully accomplished because of the shifting nature of legal establishment. The Bill’s life germinated from the Online Harms White Paper which had a multitude of harms. From there, several tensions were perhaps never fully realised which helps to explain some of the difficulties arising for the Bill’s establishment of responsibilities – for example, the transition of content harm to digital environmental protection that would have imposed new system-based positive duties on online service provider business models.

The development of the OSA, and indeed the other case studies, shows that even a strongly established piece of law does not necessarily lead to the successful implementation of the desired legislative outcome. This, of course, is well trodden ground in the public policy literature but we highlight it again now to outline the complex relationship between the attribution of state authority through the commanding of legislative obligation and the distributed nature of digital technology implementation. It is the uncertain combination of command and hybrid governance that can give rise to the type of responsibility lacuna we have already noted. In Digital Safety, it is the state that governs the shape and resolution of the absent part – to our mind the lack of consensus across all parties – with forceful authority. We acknowledge that this type of action is a constituent part of state authority. We are not defenders of the significant power that online service providers have amassed for themselves. Rather, we highlight this issue to acknowledge that use of law as a forcing function of legitimate state authority has limits due to the distributed nature of digital policy implementation. A better way of understanding the multifaceted contours of digital responsibilities is therefore required.

We believe that mapping digital responsibilities to show where there is discord as to where and how digital responsibilities should be ascribed and carried out is fundamental to the security analysis of a digital product and its use. Our case studies indicate that digital responsibility is defined at the intersection of: (i) the site where digital responsibilities are placed and (ii) the realm of activities that is underpinned by these responsibilities. The sites of digital responsibility (the state, the regulator, the market or the individual) are where obligations and duties are assigned. The environment’s digital responsibility – information; content production and management; and design, management and implementation of technology – are where digital responsibilities are carried out. Our case studies show that there is a tension between the state, the regulator and the technology companies (represented by the markets) as to where responsibilities for the deployment and use of digital technologies should lie. Responsibility is pushed away from these competing actors and towards the individual technology user who has the least power to push back on the obligations and duties they are ascribed. We suggest that much could be done to better map where digital responsibilities are sited and for what realm of environmental activity. Such mapping could be an extension to existing security practices already included in technology design processes, user walkthroughs and technology testing.



Resource allocation and revenue generation



Figure 6.5:Resources and business models
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Our final consideration is the one that is most contentious, but one that we believe is visible from the case studies. It regards the role of resource allocation and revenue generation and the impact they have on responsibility formation. Needless to say, this is deeply political territory and one that we take care in walking through. That said, we believe it is necessary to walk this path as it highlights the need to consider digital responsibility formation as a collaborative and consensual process that involves realising, establishing and actioning responsibility. It is this broader framework that better explains digital responsibilities and assists policy makers involved in digital policy implementation to better understand the complex contours of digital and physical environments, including the actors that govern those spaces and reside in them. Let’s start first with governmental resource allocation.

Digital Migration is the clearest example of the impact of limited resource allocation across the three case studies. Even though the importance of digital support for refugees is clearly realised at the supra-jurisdictional level, it remained to be established and actioned through the state at national and local levels. Formalised resource allocation strategies were lacking and were exacerbated further by the COVID-19 pandemic. The lockdowns strained every facet of UK society, particularly the most vulnerable, who were suddenly required to negotiate complex bureaucracies through purely online services. Much like Digital Census, the responsibility for providing online access and the skills necessary to complete online forms were absorbed by on-the-ground civil society organisations. Resource stretched charities were essentially forced to further take on the practical role of the ‘surrogate state’ due to the lack of actioning by local authorities and the lack of resource allocation by central government.

Digital Census does not describe the same degree of resource abandonment. There is no doubt that the inclusion of extended language possibilities in the online census was a positive active of resource allocation. It clearly generated excitement among the Kurdish community about the possibilities of being recognised as a part of UK society. We pointed out the limits of educational support which were willingly absorbed by community groups. The limits of resource allocation, in this sense, are more contested especially in the context of the Digital Migration case study. Base resources were allocated, unlike in Digital Migration, and it was the willing ground-up community response that provided the impetus for additional educational services.

Nevertheless, both case studies show the clear relationship between governmental resource allocation and responsibility realisation, establishment and actions. Even if a responsibility is realised and established it does not guarantee that sufficient resources will be allocated for responsibility actions. Going back to our framework, we can say that the discharge of baseline responsibilities through resource allocation required other parties to absorb responsibilities to provide more effective educational and support resources.

As we have noted elsewhere in the book, there is a strong connection between the implementation of digital technology with its distance from physical space and the need for physical, human connection to take responsibility for its use within that space. We do not see these absorption actions as the outcome of responsibilisation strategies, especially in relation to the Digital Census study. Rather, they are response-able outcomes that are guided by a deep understanding of the physical and social environments in which the technology is used, and indeed, from the deep sense of an individual’s ability to positively respond to a given situation. Again, we think this re-emphasises the need to better identify and understand lacunas because they are environments in which positive responsibility acts can be realised and actioned. Lacunas may then point to places of positive and beneficial resource allocation for all parties, including government.

Similar considerations appear to arise in the context of revenue generation by private sector actors. Our book has significantly covered the distributed nature of digital responsibility, not least through governance structures involving public and private sector actors. The clearest case study example is, of course, the online safety debates. The fractious nature of the debates can be read in several ways, most notably as the online service provider response to core business model construction and the revenue threats that it could impose.

Chapter 3 highlighted the responsibilisation issues that arose with the attempts by online service providers to make users more responsible for actions related to content moderation. Content moderation thus became a debate about a potential source of consumer harm pitted against the design, management and implementation of digitally safe spaces. The development of the latter, as Chapter 3 noted, would have a direct impact on the root cause of harms engendered as a core part of business models based on supposed free-of-charge services that enable on target advertising related to finely monitored user behaviour. It is at this point that online service provider attempts to avoid responsibility and re-allocate content moderation actions to users become more visible. Key is online service provider attempts to shift the realising of responsibility to discussions about content moderation as a user generated harm rather than a profit motive, business model consideration. It is this attempt to re-shape the pathway of law reform establishment that starts in earnest with the attempted responsibilisation of users as the appropriate point of content moderation. In doing so, the debate started to shift away from the broader structural implication of what online safety reforms were trying to achieve.

Our framework then allows a better understanding of the role of resource allocation and revenue generation in relation to responsibility formation. It is unsurprising that traditional frameworks for understanding legal responsibility, and to a lesser extent, even contemporary frameworks, largely fail to connect resource allocation with responsibility formation. The reason for this, which we note elsewhere in the book, is that ascribed responsibility through law is seen as a closed and unitary process. It is hopefully apparent by now that the interdisciplinary nature of our framework offers a unique perspective to digital responsibility that can consider the role of law in a broader setting than previously envisaged.

The same, we think, can be said for understanding the relationship between revenue generation by private sector parties and responsibility. The case studies show that marketisation of public services and obligations do not entail the eradication or reduction of responsibilities on policy makers or private sector service deliverers. Lacunas cannot simply be avoided by attempting to make users responsible for digital policy outcomes. Avoiding or refusing responsibility actions does not make responsibilities go away. Instead, it shifts them to other parties that may or may not be better placed or resourced to absorb or reallocate responsibilities. These lacunas will keep appearing as they are an unavoidable consequence of the pluralised nature of digital policy implementation. As such, we need a framework that allows conversation to openly develop, including the surfacing of profit motive discussions which are often tacitly baked into business model construction.

Our focus on sites and realms of responsibility realisation and establishment are important to understanding the formation of digital responsibilities. These are the spaces, whether formed or in lacuna state, in which negotiations take place. Realms determine the active stakeholders involved in consensus building and sites surface the many interests and values foregrounded by parties. Our key focus on expanding responsibility analysis to this breadth is to highlight the possibility of negotiated consensus. Non-resolution loops – for example, the situation where a lacuna is not resolved and thus responsibility actions remain unallocated – are expensive for all parties. Understanding responsibility in a broader sense could lead to the reduction of non-resolution loops and provide better implementation strategies for all parties by having clearer and more targeted discussions about realising, establishing and actioning responsibilities. Doing so reduces the need for technical, and indeed, legal, forcing functions as a means of ending non-resolution loops which become harder to impose on users as time moves on.



Conclusion

Chapter 6 outlines the lessons we think can be learned when our digital responsibility framework is considered against the book’s case studies. The framework is by necessity broad and we hope this analysis helps to explain why. It provides a necessarily encompassing picture of how responsibilities are realised, established and actioned that better explains the broader implications of digital policy implementation. Other responsibility frameworks tend to focus on actions alone, whereas we believe actions must be understood as attempts to realise responsibility and how those realisations are established. Our different responsibility processes also highlight the distributed nature of responsibility formation across technical, legal and social domains. Lacunas are an important way to understand responsibility distributions because they highlight points of absence in collaboration and consensus. These points of absence are often considered as gaps that need to be filled by forcing functions technical, legal or otherwise. We show that need not be the case.

All these considerations highlight the intrinsic link between resource allocation, revenue generation and responsibility formation, which again is central to understanding the breadth of our framework. Having outlined the lessons learned, we now conclude the book with five understandings to take away.





SEVEN Five Understandings






Introduction

We conclude this book with a concise summary of some of the understandings that our work generates and a discussion about how these understandings might lead to actions. Our work has emphasised that responsibilities in a digitally mediated environment are reciprocal and relational. It is also a form of responsibility that is multi-dimensional and pluralistic. Each case study shows some of the ways in which contemporary public policy often overlooks this form of responsibility, diminishing the effectiveness of the policy and making vulnerable those the policy seeks to benefit. Each case study also shows how technology is used to enforce responsible actions without recognising the multifaceted nature of digital responsibilities. Each case study illustrates how community actions do the relational and reflexive work necessary to realise and establish responsibilities and in so doing, reframe the use of technology to one of enabling responsibility actions. It is through these case studies that we see many of the ways that positive, enabling approaches to digital responsibilities are fundamental to a digitally democratic society.

These contentions are represented in a high-level view of our framework (see Figure 7.1) that highlights the bases of enabling collaboration and constructing consensus that are vital to understanding its relational components and aspects.



Figure 7.1:The relational aspects of our digital responsibilities framework
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Five understandings

Chapter 1 noted that the RISCS digital responsibility fellowship began with a series of consultations with academic and practitioner communities about what the term ‘digital responsibility’ meant to them and how the notion of responsibility is shaped by digital technology. The consultations yielded varied, and sometimes conflicted, responses. Nevertheless, a clearer picture of digital responsibilities emerged which eventually crystalised to form our framework. We now put forward five understandings to form the basis of a manifesto that seeks to make conversations about digital responsibilities central to the co-construction of digital policy interactions across time and space.



Understanding the digital is about real relationships

Responsibility can only ever be partially encoded in the design of digital technology and the formulation of law and regulation that frame its design and operation. Our case studies demonstrate that digital responsibilities are also formed through relationships and are negotiated consistently. A focus on relationships is necessary to realise, establish and action responsible use of digital technologies. However, frameworks that seek to encode responsibilities into digital artefacts by themselves, without considering the relationships involved in design and use, will not ensure responsible uses. It is acknowledging the relational dimension of digital responsibilities that enables implementation actions to be adjusted in line with the capabilities and resources of parties. Understanding digital policy implementation thus means identifying and accepting the complexity of digital and physical environments and the relationships that co-exist within them.



Understanding digital impact at scale

Digital technologies re-shape responsibilities in part through their ability to create impact at scale. At the click of a mouse, digital technologies can create impacts that are felt by many over both time and space. This can have the effect of disconnecting the realisation of digital responsibilities from their establishment and from their actioning. Potential dislocation over time and space is another reason why ascribing responsibility into digital technologies is insufficient because implementation impacts are constantly evolving. As the implementation of digital technologies are further honed for scalability and efficiency, potential impacts are further distributed and the allocation of responsibilities become more amorphous. The scale of potential digital impact means that digital responsibilities must be considered holistically, broadly and relationally to ensure that all relevant conversations are considered and enacted.



Understanding that we can’t have speed and responsibility

The implementation of digital technologies enables impact at speed, as well as scale. Responsibilities that cannot be encoded into digital technologies impede speed. This raises the especially important question of whether you can have both speed and digital responsibilities formation at the same time. Our case studies indicate that at some point, time and care must be taken by all actors involved in digital policy implementation to converse about which responsibilities should lie where. Our case studies also show that such conversations were largely regarded as a sink cost to be avoided by both policy makers and digital technology manufacturers. Our digital responsibility framework makes visible the conversational work required to generate consensus and acknowledges the efforts of different actors to take the time to have essential responsibility conversations. The conversations are essential to ensure that digital policy implementation is safe and more resilient, which require care, time and patience. Our work then suggests that speed and the processes of responsibility formation are not natural partners.



Understanding responsibility frameworks differently

In contemporary society, diverse groups will understand digital responsibilities in different ways. Hence our framework is a way of thinking about collective actions across different groups and is an intervention to change the conversation about digital responsibilities. The framework offers a means of scaffolding conversations about responsibility in a way that gives structure to a complex, and often contested, topic. From these conversations, groups can start to advocate for certain responsibilities to be actioned and create guidance on how to do it. Our framework is therefore as a means of framing conversations that brings together diverse understandings of digital responsibility rather than being based on the needs and perspectives of one group.

Our framework is developed from the viewpoint that responsibility lacunas will always exist. The temporal and scalar dimensions to digital responsibility are such that there will always be dislocations between realising, establishing and actioning digital responsibilities and these dislocations will give rise to absences and silences. At the same time, the power imbalances between the different stakeholders will also lead to dissensus on where responsibilities lie. Consequently, conversations about digital responsibilities will need to take place at the local as well as the distributed levels, and the framework is designed to support conversations at both scales. All of this means that digital responsibilities need to be considered differently to the traditional approaches of blameworthy ascriptions. Digital responsibilities require consensus, negotiation and collaboration processes which require us to rethink how responsibility has traditionally been conceptualised and ascribed.



Understanding that digital responsibility is pluralistic

Just as digital technologies support distinct types of practice, digital responsibilities can be enacted in many ways. This plurality requires that there be consensus about how digital responsibilities are enacted and about which responsibilities are realised and established. The realisation of digital responsibilities might emerge in one site but equally it could emerge in another. Similarly, establishment could be driven from one realm or equally another. Different actions take place using multiple actors in many different environments. The notion of digital responsibilities is thus deeply pluralistic because it’s inherently relational, distributed and fractal, because each of the three processes interact with each other across sites, realms and environments. Hence the need for the plural conversations outlined throughout the book.



Conclusion – understanding that it’s different now

In conclusion, we contend that these five understandings shed light on why digital responsibilities are different to the traditional conceptualisations of responsibility. They also make the case for why a relational response to digital responsibilities is needed. These understandings motivate our digital responsibilities framework and shape its intended use.

At the heart of our understandings is the need for multiple, plural and collaborative conversations that are spread over time and space to achieve consensus about digital technology implementation and use. Our understandings have developed over years of thinking and coalesced through writing in 2025. When we started our journey into digital responsibilities, we did not anticipate an unfolding world in which the recognition of plurality, the beneficial acknowledgement of collaboration and the acceptance of consensus as a core democratic function would all be under threat. Yet here we find ourselves.

We appear to be beginning a time where the state use of executive authority is starting to challenge the established democratic order of the second half of the 20th Century. We are also at a time where the power of the largest technology companies is concentrating and becoming increasingly implicated in the use of executive authority. The book’s case studies highlight the limits of forcing functions, whether they be in law, or built as security controls in technology. These limits only emanate from the diffuse values and needs of the different sites outlined in Chapter 2, namely, the state, the market and the individual. Responsibilities, including digital responsibilities, will always be contentious as long as the values and needs of the state and the market remain separate, even in societies governed by privatisation or marketisation policies. Should those values and needs be conjoined, then the ability to forcibly ascribe responsibilities on individuals through digital technologies, predicated on responsibilisation strategies, will increase manifestly.

We end our book then with this message.

The world is indeed different now to when we started this work. We started understanding digital responsibilities to better assist with the implementation of digital policy strategies so all parties could collaborate conversationally for the betterment of all. We still believe that it is essential to understand the varied and complex responsibilities that arise and which are distributed over time, location and space due to digital technology. The distributed nature of digital responsibility formation is itself a protection. Our digitally mediated worlds are expansive, messy and everywhere. Understanding digital responsibilities therefore becomes vital to better see the underlying benefits and dangers of digital-by-default societies, especially at a time when the foundations of governmental and technology architectures are changing rapidly. Going back to Peter Cane in Chapter 2, understanding who we are responsible to, as well as what we are responsible for, has never been more important than it is now, especially in the digital context. Truly understanding digital responsibilities, therefore, is as much grounded in the physical world as it is in the digital one.
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