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FOREWORD

One of the many challenges of Brexit has been the potentially negative impact of the UK’s withdrawal from the European Union in the field of security and criminal justice. Gemma Davies and Helena Carrapico have edited a rich, comprehensive and authoritative volume addressing the impact of Brexit on the field of police and judicial cooperation in criminal matters. A key strength of this volume is its focus not only on the structure and provisions of the Trade and Cooperation Agreement (TCA), but also, and predominantly, on the implementation of the TCA from an operational perspective. The editors ask a number of key questions in their introduction to the volume: How was cooperation under the TCA working? Was the reduced level of cooperation having an impact on criminal justice outcomes in the UK and EU? Have institutions been able to effectively mitigate the reduction in cooperation? Is there room to further strengthen or expand this cooperation to maintain public safety on both sides? The volume succeeds in providing insightful answers to these questions by bringing together scholars from different disciplines, including law, international relations and criminology.

The volume is structured in four main parts. In Part I, the volume editors provide a contextual and legal analysis of the evolution of the UK’s participation in EU police and judicial cooperation in criminal matters mechanisms before and after Brexit. They focus in detail on the background, context behind and content of the TCA. Part II of the book is devoted to police cooperation. It includes chapters on the UK post-Brexit position with regard to EU databases, including the Schengen Information System, with regard to Europol, and with regard to mechanisms enabling the collection and transfer of passenger name record (PNR) data. The impact of Brexit on UK policing is addressed directly. Part III examines the impact of Brexit on judicial cooperation in criminal matters, focusing in particular on extradition and the transfer of prisoners. Part IV of the volume contains a comprehensive analysis of the impact of Brexit on cooperation on various areas of crime, including terrorism, organised crime, human trafficking, migrant smuggling, counterfeiting, environmental crime and cybercrime.

In their concluding chapter, the editors evaluate the implementation of the TCA as being a success, due largely to the dedication of practitioners working in the field. They further highlight the opportunities offered for improvement in cooperation through the planned review of the TCA. At the same time, improvement in the UK’s position vis-à-vis the EU faces recurrent challenges arising from the position of the UK as a third country, including limited access to EU agencies, databases and cooperation mechanisms, requirements for meeting TCA benchmarks and evolving EU standards (notably in the field of data protection), and ultimately the reduced level of trust offered to the UK by the EU, as demonstrated recently by the CJEU ruling in Alchaster. The present volume is an indispensable guide to navigate the legal and operational challenges underpinning EU–UK cooperation in criminal matters, and is essential reading for academics, practitioners and policy makers in the field.

Valsamis Mitsilegas
Liverpool
25 January 2025
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PART I

UK–EU Police and Judicial Cooperation: From Ad Hoc Cooperation to the Trade and Cooperation Agreement




1

Introduction

GEMMA DAVIES AND HELENA CARRAPICO

In the years before the United Kingdom (UK) left the European Union (EU), a body of literature emerged that demonstrated the risks to public safety if cross-border cooperation in criminal matters between the UK and EU Member States were to be severed.1 This literature contributed to the fast-emerging field of ‘Brexit Studies’2 and fed in to parliamentary committee reports and parliamentary briefings.3 Concerns mainly focused on the potential loss of efficiency in cooperation, linked to reduced access to EU databases, instruments and mutual legal assistance. Questions were also raised regarding alignment with data protection, judicial oversight and human rights standards – which so often came up in the Trade and Cooperation Agreement (TCA)4 negotiations – as well as concerns over the UK’s diminished influence in shaping the direction of the Area of Freedom, Security and Justice. Overall, this literature lamented the changes to a relationship that was understood by most as having served the UK’s interests in police and judicial cooperation in criminal matters particularly well.5 The opt-in/opt-out framework, which was introduced with the Treaty of Amsterdam,6 was seen not only as well aligned with UK political priorities, but also as essential to addressing modern security challenges.

With only a week between the release of the final text of the TCA and the end of the transition period, there was little opportunity for debate, academic or political, on the text of Part Three of the Agreement. In the months that followed, academics and practitioners were able to offer preliminary commentary on the legal text7 and on the detail of the negotiations,8 while practitioners grappled with the implementation of the TCA’s numerous implications for policing and criminal justice.9 Whilst Part Three of the TCA provided welcome access to important mechanisms for sharing information, coordinating investigations and supporting prosecutions in cases with a cross-border dimension, there were significant changes to the relationship. Key instruments like the European Arrest Warrant (EAW) and the European Investigation Order (EIO), which previously enabled seamless extradition and evidence collection, were no longer available to the UK. Furthermore, the loss of access to critical databases, most notably the Second Generation Schengen Information System (SIS II), posed challenges for UK law enforcement’s ability to promptly access and exchange information on wanted individuals, missing persons and stolen goods across the EU. The operational impact of these losses remained unclear, however, and many questions lingered: How was cooperation under the TCA working? Was the reduced level of cooperation having an impact on criminal justice outcomes in the UK and EU? Have institutions been able to effectively mitigate the reduction in cooperation? And, importantly, is there room to further strengthen or expand this cooperation to maintain public safety on both sides?

This edited collection seeks to answer these pressing questions by examining them through a multidisciplinary lens. By drawing together perspectives from Law, International Relations and Criminology, the volume provides a comprehensive analysis of the legal, social and political challenges that Brexit has introduced, not only in the field of police and judicial cooperation, but also in criminal justice broadly. The aim of this volume, which gathers together some of the most important authors in this field, is to contribute to the existing literature by focusing on how the changes introduced by the TCA are being implemented in practice, how practitioners are experiencing these changes, and how implementation is affecting public safety, governance and the prevention of cross-border crime.

In Part I of the volume, the editors map UK–EU police and judicial cooperation, from the time of the Maastricht Treaty right through to the signing of the TCA. More specifically, chapter 2 analyses the UK’s selective participation throughout the development of a police and judicial cooperation framework within the Union from its inception until the 2014 opt-out decision, made possible by the Lisbon Treaty. It demonstrates how this history both foreshadowed Brexit and helps explain the eventual relationship that emerged in the TCA. Chapter 3 focuses on the negotiations leading to the Withdrawal Agreement and the Political Declaration. It highlights how the political landscape spilled over into the discussions on police and judicial cooperation. Chapter 4 further explores the political context to understanding the direction of travel taken by the TCA negotiations. The chapter maps the final text of Part Three of the TCA, which is then explored further in the rest of the volume.

Part II focuses on police cooperation under the TCA. In chapter 5, Marks maps the UK’s participation in EU law enforcement networks and considers the impact of shifting to third-country status and the consequent loss of strategic influence. The chapter sets out what is known about the UK’s changed status in many of the networks post-Brexit, and identifies trust-based interpersonal relationships as a key facilitator of cross-border police networks. The author argues that the role of networks in building trust-based relationships between transnational officers must not be overlooked and that interpersonal operational trust between criminal justice practitioners is essential. The UK must maximise its participation in law enforcement and criminal justice networks and not underestimate their importance in facilitating trust-based relationships. This is particularly important post-Brexit, as these relationships compensate for operational gaps created by reduced access to formal mechanisms and databases. In chapter 6, Pearson focuses on the impact of loss of access to the SIS II for UK policing, explaining why this created a risk to public safety. The UK took comprehensive action to address the loss of SIS II and the chapter assesses the effectiveness of these mitigation strategies to date. In Chapter 7, Fahey examines the provisions for the exchange of Passenger Name Records (PNRs) and provides legal analysis in light of the growing body of case law surrounding air passenger data. The chapter evidences the legalisation and institutional growth of PNR regulation and explores the actors and oversight provisions framing PNR in the TCA. Fahey concludes that, to date, the oversight mechanisms have indicated unimpressive effectiveness, with many layers of non-transparent and difficult-to-decipher governance. She concludes that PNR law has many shortcomings, which are not easily remedied or ameliorated by the TCA. In Chapter 8, Vavoula focuses on the development of centralised and decentralised information exchange systems – including those currently under development – by the EU, and on their future interoperability. She considers the extent to which the UK participated in these systems pre-Brexit, and examines the provisions in the TCA providing for access to DNA and fingerprints, criminal records and PNRs. Whilst the provisions appear largely similar to the existing EU rules, some discrepancies are argued to be problematic. The author highlights the ongoing importance of the UK’s maintenance of its data adequacy decision and demonstrates that the forthcoming reforms, which will expand the interoperability framework, will require amendment of the TCA and create opportunities that the UK will miss out on. In Chapter 9, Conway, Deane and Hayward consider the case of the post-Brexit Irish border in order to reveal the achievements and vulnerabilities of cooperation between the two police services on either side of it. The authors demonstrate that the challenges are acute. Not all are caused by Brexit: some others are new, forged in part by renewed criminal exploitations of pre-existing blind spots on the border. Recommendations aimed at strengthening cross-border policing across the island of Ireland focus on improving communication, training and liaison. In Chapter 10, Costantino and Cotroneo explore, from a practitioner’s perspective, the working and administrative arrangement signed between the UK’s National Crime Agency and Europol, as provided for in the TCA. They consider the strengths and limitations of the current arrangements. They argue that Brexit has led to a general increase in bureaucracy affecting the speed and effectiveness of police cooperation. Chapter 11, by Thomson, also provides a police practitioner’s view of Brexit. It maps law enforcement’s preparations for Brexit, which included the creation of the International Crime Coordination Centre and the National Extradition Unit. The author argues that the improvements in UK policing structures resulted in a significant increase in capacity, which can be seen as a positive outcome of Brexit.

Part III of the volume focuses on judicial cooperation and fundamental rights under the TCA. In chapter 12, Wade considers judicial cooperation between the UK and EU post-Brexit, focusing on the collaboration that is taking place via Eurojust. At first glance, the provisions evoke an impression of business as usual. However, on analysis, the TCA provides only for the aspects of cooperation the UK considers necessary, with little attention paid to defence rights passed under the Stockholm Programme. Wade analyses statistics revealing the UK’s engagement with Eurojust to date. Overall, there is clear evidence of UK practitioners working hard to maintain the criminal justice legacy of EU membership. However, the author questions how durable this cooperation can be, highlighting important gaps in the TCA that reveal a refusal to acknowledge the reality of the EU as a criminal justice governance polity. The extent to which the UK can ignore the European Public Prosecutors Office (EPPO), particularly if the proposal for a counterterrorism EPPO comes to fruition, is also considered. In chapter 13, Arnell considers the surrender/extradition provisions in the TCA and discusses whether these provisions will function effectively and efficiently, but also in a way that is fair and just. Extradition has always had competing purposes: the facilitation of criminal justice cooperation between jurisdictions and the protection of requested persons. Arnell argues that the rules under the TCA are notably less cooperative than those that existed under the EU Framework Decision establishing the EAW. He suggests that the TCA can be said to have moved the pendulum towards the protection of requested persons, at the expense of transnational criminal cooperation. In chapter 14, Ryan considers extradition between the UK and Ireland. This is an important focus, as the close historic and geographical connections between the jurisdictions mean that there is a high level of extradition ‘traffic’ between the two states. The chapter examines the differences between the EAW and an arrest warrant under the TCA. The issues of proportionality, delay, trial readiness, fundamental rights and abuse of process are also explored. In chapter 15, Wilson considers a noticeable omission from the TCA, namely, prisoner transfer provisions. Such provisions were initially sought by the UK but do not appear in the final text. The chapter addresses the complexity of including prisoner transfer within the scope of the TCA. In contrast, the author argues that a new EU–UK prisoner transfer cooperation arrangement could make use of common international obligations, so that transfer arrangements would be part of a suite of anti-discriminatory and rehabilitative measures. In chapter 16, Mallory considers the protection of human rights and fundamental freedoms under Part Three of the TCA. The chapter notes that the TCA binds the UK to human rights protection under the European Convention on Human Rights (ECHR), highlighting that both parties have committed to shared values of democracy, the rule of law and human rights. It also underlines, however, that there has been a track record on the side of UK politicians of questioning whether it would be in the UK’s interest to remain in the ECHR. If a UK government was to take action in that direction, the TCA includes extensive provisions that enable suspension or termination of the cooperation.

Part IV of the volume focuses on the impact of the TCA implementation on different forms of crime and insecurity. Authors in this section look more broadly at how the UK–EU relationship has impacted the fight against specific criminal threats. In chapter 17, MacKenzie and Kaunert consider the impact on the fight against terrorism, a field in which the UK was often at the forefront of efforts to strengthen European cooperation. To date, Brexit and the implementation of the TCA do not seem to have seriously affected either side’s ability to combat terrorism. However, the threat landscape is constantly evolving, and a key question will be whether perceptions of terrorism continue to be shared between London and other European capitals. Alignment is essential, as there appears to be little appetite in Brussels for much deeper engagement with the EU. The authors argue for a new EU–UK forum on terrorism to be created. In chapter 18, Irrera considers the impact of the TCA on the fight against organised crime. Similarly to MacKenzie and Kaunert, she also argues there is no clear framework for effectively addressing the multifaceted global and regional security challenges that the UK and EU face from organised crime. The TCA’s focus on police and judicial cooperation has been at the expense of policy coordination. In chapter 19, Farrand focuses on combating the dissemination of counterfeit goods. The author demonstrates the risks that the circulation of counterfeit goods presents to security, and argues that clearer rules on access to important tools such as the IP Enforcement Database of the EU’s Intellectual Property Office (EUIPO) would ensure that UK authorities have up-to-date knowledge regarding trends, transit routes and best practices regarding the combating of counterfeit goods. In chapter 20, Ventrella focuses on migrant smuggling by sea. She highlights that the TCA is thin on measures that would enhance cooperation on the smuggling of migrants. The impact of changes in migration law since 2022 are set out, and the author argues that an agreement with the EU on migration and asylum, going beyond the existing working agreement with Frontex and, as a minimum, establishing safe and legal routes to the UK and setting out fair rules on redistribution, is essential. In chapter 21, Brière and Weatherburn focus on the fight against human trafficking. Although the UK played a leading role in developing this field pre-Brexit, it was not singled out as an area for thematic cooperation. The impact of both withdrawal from the EU and the resulting shift in status at regional and global levels in anti-trafficking developments are analysed. The authors argue that while Brexit may have had, so far, a limited impact on EU–UK cooperation – thanks to the close pre-existing ties and mitigating measures – its main consequence might be a displacement of UK authorities’ focus in favour of wider international cooperation. In chapter 22, Piquet focuses on the fight against environmental crime. The chapter explores the unprecedented politicisation of environmental issues seen throughout Brexit negotiations. Post-Brexit, three main challenges are identified: legal framework divergence, loss of police and judicial cooperation, and risks to the specialised National Wildlife Crime Intelligence Unit now the UK is not subject to EU pressure to maintain it. In chapter 23, Farrand focuses on cybercrime. The chapter outlines the growing importance of bodies such as the European Cybercrime Centre (EC3) within Europol, the Computer Security Incident Response Team (CERT-EU), the European Union Agency for Cybersecurity (ENISA) and the European Defence Agency, and demonstrates the increased need for cooperation in the field. Although cybersecurity is a distinct area for thematic cooperation in Part Four of the TCA, Farrand concludes that there is a knock-on effect for police and judicial cooperation, given Part Four’s relatively few substantive and unambitious provisions dedicated to the topic. The risks presented by potential regulatory divergence are further explored. The author argues that the UK should rethink regulatory reforms that take it out of the ‘European privacy family’, as well as taking up the opportunities to engage with ENISA, CERT-EU and the Cooperation Group on the basis of mutual interest in combating cybercrime and ensuring cybersecurity.

In Part V, the editors, Davies and Carrapico, bring together the key findings of the book alongside the findings of their research commissioned by the Scottish Parliament in the context of the Scottish Parliament Information Centre (SPICe).10 The chapter summarises the key operational deficits caused by Brexit for police and judicial cooperation and their impact. It demonstrates that Brexit has led to impunity for serious crime, although quantifying and evidencing this impact remains challenging. Understanding the operational deficits caused by the implementation of the TCA is vital if we are to address issues in the future. On this basis, the chapter sets out the priorities for the future enhancement of the UK–EU relationship. Davies and Carrapico argue there is a need for a comprehensive and ambitious review of the TCA in 2026 to ameliorate current risks to public safety. The upcoming review of the TCA presents a valuable opportunity to assess the impact of its implementation, address issues within the Agreement’s scope and explore complementary agreements to tackle unresolved challenges. Looking even further down the road, the TCA needs to ensure it stands the test of time. In practice, it is not a living document, as it only captures important aspects of police and judicial cooperation as they existed in December 2020. The tools available under the TCA will soon become obsolete. Further development of the governance structures of the TCA is also needed to ensure greater transparency and accountability, and to guarantee that the TCA evolves in parallel with UK and EU domestic development.
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The UK’s Uneasy Participation in EU Police and Judicial Cooperation: The Road from Maastricht to Lisbon

GEMMA DAVIES AND HELENA CARRAPICO


I.Introduction

Although the roots of police and judicial cooperation stretch back to 1976 and the Trevi Group,1 it took until 1993 for cooperation in the field of criminal law to be formalised under the pillar structure. Whilst Member States recognised the need for police and judicial cooperation, they were hesitant to embrace the supranational machinery of the Community Pillar (the first pillar). The Second and Third Pillars gave the Member States an institutionalised forum in which to discuss these matters, without subjecting themselves to supranational controls. Mitsilegas describes a process of ‘gradual, contested evolution of EU criminal law’2 that eventually led to a transfer of competence from Member States to the Union level, culminating with the Lisbon Treaty in 2009.3 This chapter maps the United Kingdom’s (UK’s) participation throughout the development of a police and judicial cooperation framework within the Union from its inception until the 2014 opt-out decision, made possible by the Lisbon Treaty. As will be seen, the UK has been at times the driving force and at others the opposing force in the development of police and judicial cooperation. It is, in part, the UK’s uneasy participation in European Union (EU) criminal law that led to the development of a ‘variable geometry’4 that permitted states to have differing levels of association with the emerging Area of Freedom, Justice and Security (AFSJ).5 This history both foreshadows Brexit and is necessary to understand the eventual relationship that emerges in the Trade and Cooperation Agreement.6 The final section of the chapter maps the development of the external dimension to the AFSJ in police and judicial cooperation, and considers how this has further developed fertile ground from which the UK–EU relationship has emerged post-Brexit.



II.The Development of an Institutional Framework

Cooperation in criminal justice matters had long existed outside of the EU within the framework of the Council of Europe, but as new areas of transnational criminality developed, drivers towards cooperation within the Union increased.7 The emergence of the EU internal market, resulting in the abolition of internal borders and facilitating free movement of goods, services, people and capital, provided a driver towards increased institutional cooperation.8 The 1990 Schengen Implementing Convention included provisions primarily on immigration, asylum and border controls, but also on police cooperation.9 This included the establishment of the Schengen Information System (SIS). The stated driver was that the increased freedoms granted to citizens and businesses had to be balanced by increasing the powers of states and their apparatus to detect, investigate and prosecute crime. This Schengen ‘logic’10 has driven the subsequent development of EU criminal law and can still be seen in the decisions of the Court of Justice of the European Union (CJEU) when interpreting the operation of the European Arrest Warrant (EAW).11 It has also been argued, however, that the compensatory measures rationale12 does not fully explain or justify the restrictiveness of the policies subsequently adopted, and that the driving force behind the AFSJ has been security.13 Costello argues that ‘the lie that this system is required by the internal free market movement is revealed in relation to the UK and Ireland’s participation in a range of external border control measures without any commitment to the abolition of internal border controls’.14

A major criticism of the Maastricht Treaty15 was that, unlike foreign and security policy under the Second Pillar, the Third Pillar involved subjects that touched on fundamental human rights. It was therefore argued that the need for accountability in this policy field was much greater, requiring a full role for the European Parliament and review jurisdiction for the European Court of Justice. In the Treaty of Amsterdam, the Third Pillar areas of immigration, asylum, borders and civil law were ‘communitarised’, forming part of Title IV of the EC Treaty.16 The Third Pillar was renamed ‘provisions on police and judicial cooperation in criminal matters’.

The objective was to provide ‘citizens with a high level of safety within the AFSJ by developing common action among the Member States in the fields of police and judicial cooperation in criminal matters and by preventing and combatting racism and xenophobia’.17 The Treaty of Amsterdam provided express reference to the development of the Union as an ‘Area of Freedom, Security and Justice’. This was accompanied by the incorporation of the Schengen acquis into Community/Union law. The Treaty also endorsed the principle of mutual recognition, which ‘should become the cornerstone of judicial cooperation … in criminal matters within the Union’.18



III.The UK as a Driver Towards Cooperation

The late 1990s saw a shift to the principle of mutual recognition. Concern about the slow pace of integration post-Maastricht, coupled with Member States’ wariness of EU harmonisation, served as a catalyst for this shift. It was the UK, during its Presidency in 1998, that first suggested that mutual recognition might be the way forward.19 Jack Straw, then Home Secretary, argued for a situation ‘where each Member State recognises the validity of decisions of courts from other Member States in criminal matters with a minimum of procedure and formality’.20 It was not a new concept, having already been used to attain the internal market. This suggestion was endorsed by the European Council in the Tampere Programme, and by the Commission in 1999. Mutual recognition requires states to recognise other norms as equivalent to their own, but they accept because of the need to cooperate in the enforcement of another state’s systems of law. It was seen as a ‘shortcut’ that avoided the ‘more legally demanding and politically complicated method of harmonising criminal law systems’.21 Mutual recognition was underpinned by the high level of trust that existed between Member States and was argued to be a ‘panacea’ for lack of convergence in domestic law.22 The Framework Decision on the EAW was the first judicial cooperation instrument to implement the principle of mutual recognition of judicial decisions in criminal matters.23 European institutions, including the Court of Justice in these early years, were accused of viewing mutual recognition as requiring ‘blind’ trust as transplanted from the internal market.24 Criticisms of this approach and the risks it posed to fundamental rights quickly followed.25 Despite its early problems, and significant media criticism,26 the UK embraced the use of the EAW and its impact was profound.27 Sir Julian King, then European Commissioner responsible for security, estimated that the UK surrendered to other states a total of 8,000 wanted people and received 1,000 using the EAW between 2004 and 2017.28 The UK also embraced using EU mechanisms, databases and institutions to their operational fullest. The UK was said to use Europol more than any other EU country.29 For example, the UK was one of the biggest contributors to the Europol Information System and led on many European Multidisciplinary Platform Against Criminal Threats (EMPACT) projects.30 Evidence to the Home Affairs Committee confirmed that the UK had, at the time, 160,000 alerts on the Schengen Information System II (SIS II) platform31 and participated extensively in Joint Investigation Teams.32

The shift from a focus on military threats to a broader understanding of security hastened after the 9/11 attacks in 2001 in the USA, which led to stronger calls for a coordinated international response to terrorism in Europe.33 Although political integration was always viewed with caution by the UK (as discussed in more detail section IV), from an operational perspective, cooperation was viewed as highly desirable.34 The UK led, not only in driving mutual recognition, but also in the development of many EU tools and a broader model of intelligence-led policing:35 UK law enforcement embraced participation in the EU architecture as vital to the security of the UK.36 The inaugural Presidency of Eurojust was held by a UK prosecutor, Michael Kennedy, from 2002 to 2007, followed immediately by another UK prosecutor, Aled Williams, until 2012. The Directorship of Europol was held by UK civil servant Rob Wainright from 2009 until 2018 during a critical time of development, as it became a formal EU agency in 2010. Throughout this period, the ambitious Hague Programme was implemented. This foresaw law enforcement as being readily able to access and exchange evidence with colleagues around the Union.37 This was continued through implementation of the Swedish Initiative, which introduced the ‘Principle of Availability’.38 The UK also led from 2001 onwards in the development of the Data Retention Directive.39 During its Presidency of the European Council in 2005, using the political momentum that followed the 7/7 bombings, the Directive was pushed through. The UK Government was said to have used European momentum to secure the data retention regime that it wanted at home, where the domestic Parliament was resistant to far-reaching surveillance laws.40 Its efforts were, however, in vain, as the CJEU shortly afterwards annulled the Directive in the Digital Rights Ireland judgment, holding that the Directive ‘entailed an interference with the fundamental rights of practically the entire European population’.41



IV.The Lisbon Treaty – The Beginning of the End for UK Participation

The Lisbon Treaty, which came into force in December 2009, had a marked impact on the AFSJ. The previous three-pillar system was demolished and instead integrated into the main body of the Treaties under Title V of Part Three of the Treaty on the Functioning of the European Union as an area of shared competence revealing its centrality to EU policy.42 The ordinary legislative procedure was now to be the norm – which meant an end to Framework Decisions, replaced by Directives and Regulations within the competency of the CJEU. Member States could now refer a question of law to the Court under the preliminary rulings process. The Commission was empowered to bring enforcement proceedings if a state did not implement a measure or did so incorrectly.

These constitutional changes compounded fears that ever-increasing integration would undermine British sovereignty. In response to this, in 1997, the UK secured EU agreement to the right to choose whether to participate in any new EU legislation covering asylum and judicial cooperation in civil matters. In 2007, this right to ‘opt in’ was extended to cooperation in policing and criminal justice. During the negotiation, the UK had also insisted on inserting Article 10 of Protocol 36 to the EU Treaties. This permitted the UK Government a five-year ‘grace’ period to decide whether to be bound by the police and criminal justice and mutual recognition measures, which were adopted before the Treaty of Lisbon entered into force. By May 2014, the UK had to decide on whether to stay ‘in’ the Justice and Home Affairs (JHA) measures or to exercise its right to opt out. In the background, there was a growing swell of Conservative Euroscepticism, which resulted, amongst other things, in the UK’s passing of the European Union Act 2011 that stated any expansion of EU powers would require a UK referendum.

Although the opt-out was negotiated by the Labour Government, it was a Conservative Government that had to decide whether to make use of it. The then Prime Minister, David Cameron, was said to be under pressure to ‘repatriate criminal justice’, and it was rumoured that this opt-out might be offered as a less troublesome alternative to those calling for a referendum on ‘pulling out of Europe’.43 Of primary concern for the Conservative Government was the risk that the jurisdiction of the CJEU might result in ‘judicial activism’, which could undermine the UK’s common law systems and result in loss of national control. The House of Lords European Union Committee, however, found no evidence to support these concerns.44 The Government also stated that the opt-in negotiation should be used to secure reform to the EAW, which had been heavily criticised. The issue of the UK’s opt-in, and the EAW in particular, had become increasingly politicised. In several commentaries in the media, ‘the EAW was seen as emblematic of arguments about the EU more generally, divisions with the Conservative Party and the rising popularity of UKIP’.45 It was clear that mutual recognition, supposedly the answer to avoiding harmonisation, still had significant repercussions for UK criminal justice. Wieczorek has argued that the EU had emerged inevitably as a ‘primary policy actor’ over time, and could be seen pursuing a normative agenda in areas in which Member States were capable of acting on their own.46

On 24 July 2013, the UK notified the Council that it would make use of the blank opt-out option. This amounted to over 130 measures, although not all were still actively used. The UK began to negotiate back in to 35 measures, which it considered were in the ‘national interest’, by the end of 2013.47 The process depended on whether the measure was a Schengen or non-Schengen measure. For Schengen measures, whether the UK could re-participate was decided by a unanimous vote of the European Council.48 For non-Schengen measures, the decision lay with the Commission. If the UK was unhappy with the Commission’s decision, it could be referred to the Council and decided by Qualifying Majority Vote. Initially, some Member States said that the UK would have to opt back in to more measures, but in the end the UK was allowed to take the cherry-picking approach it wished.49

The operational imperative for continued participation in EU criminal law was clearly articulated. Theresa May, as Home Secretary, declared that EU measures were vital to ‘stop foreign criminals coming to Britain, deal with European fighters coming back from Syria, stop British criminals evading justice abroad, prevent foreign criminals evading justice by hiding here, and get foreign criminals out of our prisons’.50 The House of Lords European Union Committee argued that the Government’s decision not to rejoin a number of measures, including the European Judicial Network and implementing measures relating to Europol, risked substantive and reputation damage.51 McCartney highlighted that the degree of parliamentary involvement in the opt-out and opt-in decisions also resulted in significant debate around transparency and accountability.52 The UK Government held a debate in Parliament on the 35 opt-in measures only once it had already concluded negotiations with the EU institutions and Member States. Theresa May defended this position, stating it would be ‘a poor negotiating strategy to reveal one’s hand in public while a deal is still being done’.53 In the end, by opting out and then successfully opting in to the most important measures, the UK was able to reconcile the ‘sovereignty-effectiveness paradox’.54 It could say it had maintained sovereignty by opting out of the whole of the EU pre-Lisbon acquis, but that it had also taken on board operational concerns of practitioners and ensured national security was not compromised by participating in key measures.

The EU also now had explicit competence over criminal procedure on condition that it was necessary to facilitate mutual recognition of judgments and judicial decisions and police and judicial cooperation in criminal matters having a cross-border dimension. This was an unwelcome reverberation of mutual recognition from the UK’s perspective. It was argued that without approximation of procedural rights, human rights were subordinated to the efficiency of mutual recognition. The AFSJ is marked by its direct impact on individual rights. Whilst most other areas of the EU acquis provide rights to individuals, the EU’s increasing competence in criminal justice provided power to the state.

The second concession negotiated by the UK was Protocol 21 to the Lisbon Treaty.55 The latter provided the UK and Ireland with the right to opt in to subsequent provisions in the AFSJ, which included criminal law measures. The UK Government could now decide measure by measure what it would opt in to. The UK took a variable approach to whether it would opt in to post-Lisbon measures. Surprisingly, the UK participated in the European Investigation Order (EIO).56 This is an example of operational imperatives outweighing Euro-scepticism. The Home Secretary gave evidence that ‘When I looked at this issue of the European Investigation Order, there was one thing driving my thinking, which was a desire to ensure that we could give the police the powers that they need to catch criminals.’57 The decision to opt in to the EIO was a ‘recognition of the functional necessity of being “in the system” of EU-wide cooperation, which superseded political sovereignty concerns’.58

Controversially the UK did not opt into several defence procedural rights instruments. The suite of measures formed a ‘roadmap’ of rights designed to address concerns that mutual recognition and mutual trust were undermining fundamental rights.59 As an alternative, the UK tabled a non-legally binding resolution, which was eventually rejected.60 Whilst the UK opted in to the first measures on the rights of suspects and defendants in criminal procedure, it did not participate in others. These included, for example, the Directive on the right to access to a lawyer.61 This approach led to criticisms that the UK’s participation followed an ‘à la carte’ model, which had the potential to ‘de-legitimise’ police and judicial cooperation.62 The primary driver for non-participation was not that the instruments would result in unwanted domestic change, but that they would be open to the interpretation of their terms in the CJEU.63 The UK’s strategy was to opt in post-adoption only if the measure in its final form was considered acceptable. This was clear in the late adoption of the Directive on trafficking in human beings,64 where Damian Green stated the UK had opted in once it was ‘absolutely sure that the text would not change during those negotiations in a way that would be detrimental to the integrity of the UK’s criminal justice system’.65

Protocol 21 was negotiated partly because of the grave concerns the UK had about the EU’s plans to develop a European Public Prosecutors Office (EPPO). The body would be responsible for the investigation and prosecuting of crimes against the financial interest of the EU. In the end, the UK would not need Protocol 21 to opt out of the EPPO. Article 86 TFEU introduced an exception to the ordinary decision-making procedure when it proposed the establishment of the EPPO. Eurosceptics viewed the EPPO, first set out in the Corpus Juris Project in 1997, with alarm. Exceptionally, the UK Government was so concerned that it introduced a requirement for a referendum into UK law before the UK could specifically participate in the EPPO, via the European Union Act 2011.66 Spencer argues that the EPPO was rejected ‘not on the basis of what the proposal actually contains, but a conception of it that bears no relation to what was actually proposed; a distorted version propagated by the Eurosceptic press and then internalised by the Conservative party’.67 Mainstream newspapers ran with headlines such as ‘Alarm over Euro-wide justice plan’ and ‘Freedom’s flame flickers’.68 The People’s Pledge was a political campaign aiming to bring about a referendum on the UK’s membership of the EU. It argued in a blog that the EPPO would be the end of ‘Britain’s most ancient and hallowed liberties’, adding ‘Could there be a better reason to vote for withdrawal from the EU?’69



V.The Development of the EU’s External Dimension in Police and Judicial Cooperation

The rapid development of internal EU action in criminal matters has been accompanied by a strong emphasis on external action, particularly since the entry into force of the Treaty of Amsterdam.70 To fully understand the relationship negotiated between the UK and EU on the UK’s exit from the Union, it is important to consider how the EU has cultivated its external relationships and the way it has developed as an actor on the international stage. Strengthening borders within the AFSJ is perceived as one of the most obvious ways for the EU to deliver on its mandate to provide a ‘high level of security’, to be achieved through measures in the field of police and judicial cooperation.71 The shock of 9/11 brought another paradigm shift when terrorism was recognised as a key threat requiring ‘better coordination between EU external action and JHA policies’.72 This was followed in 2005 by the creation of Frontex, which has since rapidly grown. The expansions of the EU in 2004 and 2007 also required increased efforts to foster reform and increase capacity prior to accession. Attempts to foster judicial reforms in Central and Eastern European countries have resulted in a successful programme of ‘policy transfer’ through development of transnational networks that ‘socialise judicial staff’.73 For example, the EUROMED project aims to enhance capacity of the Southern Partner Countries to fight serious and organised crime and to strengthen strategic cooperation between national law enforcement authorities.74 Such projects are not limited to the EU’s immediate borders. For instance, the EU contributed to the anti-terrorism programmes of the Jakarta Centre for Law Enforcement and in supporting law enforcement and intelligence cooperation to fight cocaine trafficking from Latin America.75 The 2005 external AFSJ strategy acknowledges the growing importance of the external dimension, recognising that ‘internal and external aspects of EU security are intrinsically linked’.76 In shaping the fight against crime in other states, the EU has incrementally consolidated its role as a ‘global crime fighter’.77

From the early 2000s, the EU also launched itself as an international actor capable of negotiating agreements with third countries on behalf of Member States. The first to be agreed were the EU–US agreements on extradition and mutual legal assistance.78 These were followed by several negotiated Passenger Name Record (PNR) agreements with the US, Canada and Australia, to deal with conflict-of-laws issues arising after legislative changes were brought in following 9/11 to improve security. These agreements have been highly controversial and resulted in multiple challenges through the CJEU.79 Throughout this period the EU was criticised for allowing its own standards to be compromised in order to achieve its broader political aims of cooperation. The EU in these negotiations, on its own admission, opted for a more moderate and cooperative approach.80 The EU has also been involved in the development of transnational law through participation in international treaties.81 For example, in 2006 the EU reached an agreement with the International Criminal Court on cooperation and assistance.82 The EU also acceded to multiple UN instruments such as the UN Protocol to Prevent, Supress and Punish Trafficking in Persons in 2004 and in 2005 the UN Convention against Corruption.83 It has been a key actor in UN Security Council matters and in other international institutions, such as the Financial Action Task Force, leading to what is described as the ‘global production of norms in criminal matters’.84 This can be seen most recently during the negotiation of the Second Protocol to the Budapest Convention, where the EU sought to shape the treaty to ensure compatibility with EU law.85



VI.Conclusion

From intergovernmental cooperation, EU criminal law has grown to an established policy field at the core of the European project. The AFSJ plays an important role in ensuring the safety of people across Europe but has had contested impacts on fundamental rights. As a policy field, it has been one of the most difficult to develop. All Member States have battled with the contradictory pressures to address rising cross-border crime through removing barriers to cooperation whilst maintaining sovereignty and control over their own national criminal law and procedures.86 The development of the AFSJ has required concessions some states have been more easily able to make than others.

Tensions between sovereignty and operational need have been particularly present in the UK’s cooperation in the field. As we have seen, the UK has at time been the driver towards further integration, particularly on matters of practical cooperation, but also deeply mistrusting of losing sovereignty in the criminal sphere. The EU responded flexibly, allowing the UK to participate on a case-by-case basis post Lisbon, despite criticisms that this could undermine the legitimacy and coherence of the AFSJ. There is doubt over whether the UK’s pick-and-choose approach would have been sustainable in the long term.87 The UK trod a cautious path, mediating between the clear operational need for cooperation, voiced by senior practitioners and academics through parliamentary committees and the Eurosceptic backbenchers and popular press who ‘systematically misinformed’ the British public about the risks posed by integration in the field.88 This led to the ‘opt-in-opt-out’ saga, described by Yvette Cooper, then Shadow Home Secretary, as a ‘massive game of hokey-cokey’.89 The EPPO project and fears of a path towards a fully centralised European prosecutor, for example, were well articulated to the British public and undoubtedly contributed to the 2016 referendum and its outcome. This history also explains why, despite its ultimate exit from the Union, the UK continued to have a clear focus on preserving operational and practical cross-border cooperation to the greatest extent possible.90

At the same time, police and criminal justice in the AFSJ has developed a strong external dimension, leading to the EU’s emergence as an important actor on the international stage. Institutions such as Europol have embraced third-party cooperation as the EU developed its strategy to export its own police and judicial standards, with success. The response of the CJEU to external agreements in the field of police and judicial cooperation because of data protection and fundamental rights concerns has curtailed or slowed the Commission’s aspirations, but has also provided a justification for the further exporting of EU standards within international agreements. The EU’s increased willingness to extend operational cooperation to third states has provided fertile ground for cooperation with the UK. On the other hand, as will be seen throughout this volume, it means that UK action is, and will continue to be, dictated by the need to ensure alignment with EU data protection legislation and fundamental rights.
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From the Brexit Referendum to the Withdrawal Agreement

HELENA CARRAPICO AND GEMMA DAVIES


I.Introduction – The Political Context of the Brexit Referendum

Following a long track record of internal disagreements within the Conservative Party as to the ideal direction of the relationship between the United Kingdom (UK) and the European Union (EU), as well as the growing politicisation of the relationship in the media more widely, David Cameron promised, in 2013, to organise a referendum on the UK’s membership of the EU.1 This promise, which set the wheels in motion in a process that would eventually result in the UK’s leaving the EU, should be considered in its wider political context. Although criticism of the EU had been present in the UK’s political landscape since before the UK’s accession in 1973, it considerably accelerated from the late 1990s onwards, a period that was characterised by Conservative Party apprehensions about the significant EU policy and institutional expansion that accompanied the signing of the Maastricht and Amsterdam Treaties,2 as well as by the consolidation of strongly Eurosceptic fringe parties, such as UKIP and the BNP.3 When David Cameron assumed the leadership of the Conservative Party in 2005, he sought to put these concerns to rest4 by enacting several changes aimed at appeasing the Eurosceptic members of his Party. The 2013 referendum promise and its inclusion in the 2015 Conservative Party electoral manifesto are therefore part of a longer process of politicisation of the UK–EU relationship.

Following an unexpected 2015 electoral result that saw the Conservative Party win a majority of seats, the Government enacted its electoral promises by putting forward the legal basis for a consultative referendum through the European Union Referendum Act 2015.5 During this period, the Prime Minister also made use of his electoral mandate to renegotiate the UK’s membership of the EU,6 namely, by proposing to introduce (i) an emergency break, preventing EU citizens residing in the UK from claiming benefits for the first four years of residence, (ii) a red card system, aimed at further increasing EU subsidiarity, and (iii) guarantees that no EU competences would be introduced to realise an ‘ever-closer union’. Encouraged by the concessions obtained by the UK during the 2015/2016 renegotiation, David Cameron announced the referendum for the 23 June 2016, when he hoped the UK population would vote ‘Remain’.7

During the referendum campaign, key Eurosceptic politicians, supported by a panoply of pro-leave movements (such as Vote Leave, Leave.eu, and Grassroots Out), associated the EU with the UK’s lack of funding for public services, its increased number of immigrants, a reduced capacity to enact its own legislation and trade agreements, costs that outweighed its benefits and being out of sync with UK priorities.8 In the words of one of these movements, ‘the EU is undermining democracy, prosperity, and international cooperation. … It is hostile to the combination of world-class universities, technological innovation, and venture capital that is fundamental to technological innovation.’9 Pro-remain movements (including Britain Stronger in Europe, British Influence, and European Movement UK), on the other hand, attempted to highlight the important risks to the economy, to the trade relationship with the EU, and ultimately to the UK’s leadership role within the EU and beyond.10 These movements’ lack of strategy and difficulty in conveying the advantages of EU membership in accessible ways would, however, severely impact the referendum result.11

Bearing in mind both this background and chapter 2’s analysis of the historical development of UK–EU police and judicial cooperation in criminal matters, this chapter proposes to explore, first, how these topics were discussed during the referendum campaign and its immediate aftermath, followed by an analysis of the negotiations leading to the endorsement of the Withdrawal Agreement and of the Political Declaration. The chapter makes the argument that the referendum result led to considerable upheaval and polarisation within the UK political landscape, which partly spilled over into discussions on police and judicial cooperation. Despite initially harbouring optimistic visions for the future of the UK–EU relationship, successive rounds of negotiation ultimately led to a more limited approach by the UK Government, which is reflected in both the Withdrawal Agreement and the Political Declaration. The conclusion of the chapter examines the domestic challenges encountered in securing a successful vote on these two documents and transitioning to the negotiation of the future relationship.



II.Law Enforcement and Judicial Cooperation in the Referendum Campaign

Law enforcement and judicial cooperation topics were present during campaign discussions, although to a considerably more limited extent than other higher-profile subjects such as the economy or immigration.12 Leave proponents, such as Michael Gove and Dominik Raab, made the case that EU membership was weakening the UK’s border control capability, affecting the UK’s surveillance powers and threatening its security more generally.13 More specifically, free movement of EU citizens, and EU citizens themselves, were portrayed as a security risk to the UK: ‘It is now the EU and the Luxembourg Court that present the clear and present danger to our security. They put their ivory tower dogma of EU free movement ahead of the safety of our citizens.’14 Given the country’s perceived inability to control EU citizens entering and settling in the UK, this risk was based on speculation regarding free movement as facilitating the circulation of criminals and terrorists.15 Pro-Leave movements also made the case that the UK’s capacity to decide on the powers of law enforcement and intelligence agencies, as well as on extradition, was controlled by the Court of Justice of the European Union (CJEU) and hindered by the Charter of Fundamental Rights.16 Brexit, on the other hand, was presented as enabling the UK ‘to regain control of our borders, including far stronger powers over who we can deport, and [implement] proper preventative checks at the border’.17

Practitioners also expressed their views on the impact of Brexit for their work. One of the former Heads of MI6, Richard Dearlove, argued that the view that the UK would be less secure outside of the EU was not a credible one because the UK would still remain a leader in counter-terrorism, and in security more generally, and that the quality of cooperation with EU countries was not dependent on EU membership:


[T]he urgency of counter terrorist work, the quality of the EU’s expertise, the practical and moral imperatives that drive liaison exchanges and the shared revulsion when terrorist violence is unleashed on innocent citizens is what binds the UK into excellent intelligence and security relations with every individual EU member.18



Vote Leave also made use of other practitioners’ views, even if they were not originally related to Brexit, to further support their campaign. The case of Ron Noble, former Secretary-General of Interpol, is a particularly good example, with his views on Schengen being used to undermine trust in EU databases and instruments: the EU’s open borders are ‘like hanging a sign welcoming terrorists to Europe’.19

Remain proponents, such as Theresa May, on the other hand, made the case that the UK would be less safe if it left the EU.20 She emphasised the enhanced efficiency brought by these instruments in combating international crime and underscored the significant benefits the UK had derived from them. Drawing upon crime and law enforcement statistics, as well as historical cases such as the extraditions of Hussain Osman and Rachid Ramda, she contemplated the potential impact of withdrawing from EU instruments such as the European Arrest Warrant (EAW), the Schengen Information System II (SIS II) or the Passenger Name Record (PNR) Agreement. Echoing the arguments she had engaged with during the mass opt-out discussions of 2012/2014 in her role as Secretary of State for the Home Department (see chapter 2), she argued that addressing transnational threats necessitated more than merely closing borders; it demanded increased cooperation with EU partners. These arguments were also reflected in the Government’s Brexit campaign leaflet21 and widely circulated by the Britain Stronger in Europe movement,22 which added that leaving the EU would also have a detrimental effect on the UK’s security leadership in the EU, in particular on the capacity to influence the direction of the Area of Freedom, Security and Justice (AFSJ).

It was not only the political community that was divided over law enforcement and judicial cooperation matters, the practitioner community was equally split. Among the most vocal was the former Europol Director, Rob Wainwright, who responded to Richard Dearlove’s remarks by highlighting that UK law enforcement saw the advantages of working with Europol and with EU instruments on a daily basis.23 The former heads of MI6 and MI5, John Sawers and Jonathan Evans, joined him and added that ‘the reason we would be less safe is that we would be unable to take part in the decisions that frame the sharing of data, which is a crucial part of counter-terrorism and counter-cyber work that we do these days’.24

Reflecting the rest of the campaign, Remain arguments often attempted to highlight specialist knowledge, make use of statistics and make appeals to reason. While there is evidence suggesting that such discourse resonated positively within communities with particular security apprehensions (Bove et al, for example, discuss how these arguments played out in areas affected by terrorist violence25), the strategy of emphasising the advantages of European internal security and the potential risks associated with its diminution did not sway a significant proportion of the electorate. Instead, this segment tended to prioritise other more pressing concerns, prove more responsive to emotional appeals and overlook the immediate benefits of the EU.26 Conversely, the Leave campaign was particularly successful at creating a coherent dual romantic narrative,27 which it also applied to the law enforcement and judicial cooperation field. On the one hand, it framed Brexit in particularly positive and optimistic terms, projecting a nation-building vision, where the UK would be able to fulfil its perceived potential and become a world leader. Richard Dearlove’s views on the UK’s counter-terrorist capabilities and leadership potential are particularly representative of this narrative. On the other hand, the Leave campaign was successful at stirring up feelings of distrust and anger against the Establishment, in particular the EU Establishment, which was framed in negative terms, as being inefficient, overbearing, in crisis and threatening.28 The views expressed by Michael Gove and Dominik Raab on the security threat posed by free movement are particularly illustrative of the narrative’s duality. Ultimately, the coherence of the Leave campaign narrative, bolstered by sustained political and media disparagement of the EU, along with a call for immediate action against the perceived status of the UK within the EU, proved to be a winning strategy, as 52 per cent of the electorate voted to leave on the 23 June 2016.



III.The Aftermath of the Referendum

Following the Brexit vote, the UK entered a soul-searching, if not topsy turvy, phase. From June 2016 until the invocation of Article 50, the Government was focused on trying to understand how to interpret and implement the referendum result, and how to define its position ahead of upcoming negotiations with the EU.29 The result came as a surprise to most political actors, including the UK Government, and limited thought had in practice been given to the different political options involved in exiting the EU. This initial phase is marked by significant political uncertainty, evident not only in the resignation of Prime Minister David Cameron and his replacement by Theresa May, but also in the challenge of reaching a compromise on how to implement Brexit and develop a shared vision for the future UK–EU relationship. Not wishing to be perceived as supporting a Remain agenda and sensing the urgency in delivering on her referendum mandate, the new Prime Minister promised to rise to the challenge at ‘a time of great national change’,30 claiming that ‘Brexit means Brexit – and we’re going to make a success of it’. In her first key speech on the relationship with the EU, May prioritised developing an ambitious global vision for the UK after Brexit, as a ‘fully-independent, sovereign country’ that would be able to control its borders, make its own laws and create its own relationship with the EU without the need to follow pre-existing models.31

Despite considerable political impetus to move forward, little progress was made specifically in relation to law enforcement and judicial cooperation. In her Lancaster speech, in January 2017, the Prime Minister attempted to sketch the Government’s vision of the future relationship and its objectives for the negotiations.32 She announced that the UK would strive for the inclusion of law enforcement and judicial cooperation in criminal matters in the future UK–EU relationship, recognising the significance of cooperation within the current challenging security landscape. The shared interests and shared values of the UK and EU would be at the heart of the future partnership, which would be key to addressing crime and terrorism. In line with some of the principal concerns expressed during the referendum discussions, Theresa May also announced the Government’s intention to terminate free movement, thereby extending migratory controls to EU citizens, and to cease the jurisdiction of the CJEU, seen as encroaching upon the UK’s sovereignty. At this stage, however, little detail was provided as to what that law enforcement and judicial partnership would entail, and how it could be accomplished outside of the Court’s jurisdiction. As such, important questions regarding law enforcement and judicial cooperation remained unanswered at this stage, namely, what access the UK would be able to obtain to Europol or Eurojust if it rejected the Court’s jurisdiction, whether EU Member States would be willing to extradite suspects if the UK no longer had access to the EAW, or even what would happen to this area of cooperation if a deal could not be reached with the EU? This is despite the existence of important instances of reflection, including a thorough report by the House of Lords on the future law enforcement relationship.33

Bringing this initial phase to a close, Theresa May triggered Article 50 of the Treaty of Lisbon, on 29 March 2017, through a letter addressed to the European Council.34 The document laid out the UK’s broad priorities for its future relationship with the EU, namely a ‘deep and special partnership’ covering both economic and security cooperation. It clearly states that ‘in security terms, a failure to reach agreement would mean our cooperation in the fight against crime and terrorism would be weakened’. While the letter represents a significant historical milestone, formally commencing the countdown on the two-year negotiation window, its primary significance lies in reflecting domestic pressures within the UK, rather than indicating substantial progress in establishing a detailed negotiation position. In fact, over the nine months that had elapsed since the referendum, the UK Government had been preoccupied not only with delivering Brexit, but also with healing the deep rifts that had emerged within the Conservative Party and, more importantly, within the country itself.35 Confronted with the genuine prospect of a dis-United Kingdom, the Government sought to navigate a delicate balance between fulfilling its perceived Brexit mandate and mitigating tensions between Leave and Remain voters. Additionally, it aimed to prevent increased political conflict between the countries that voted to remain in the EU (Scotland and Northern Ireland) and those that did not (England and Wales). The potential for constitutional disruption was particularly visible following the Scottish Parliament’s symbolical vote to reject the triggering of Article 50.36 This difficult balancing act, coupled with limited reflection on the different Brexit modalities and their policy impact, drew repeated international criticism regarding the vagueness of the Government’s plans, as well as pressure to start negotiations.37



IV.The Divorce Negotiations – The Withdrawal Agreement

This phase of the Brexit negotiations presented itself as a particularly challenging one, given the objectives set by the UK Government and the two-year timeframe defined by Article 50 (which included not only the negotiation of an agreement but also its ratification). The Government hoped to settle on a specific negotiation position, secure a withdrawal agreement (also often referred to as the divorce agreement), obtain the support of Parliament for that agreement, define the parameters and legal format of the future UK–EU post-Brexit relationship, and launch a new foreign policy looking beyond the EU, aimed at framing Britain as truly global.38 As this section argues, during this phase, the UK Government’s stance on law enforcement and judicial cooperation in criminal matters began to crystallise, as this policy domain gained prominence within the withdrawal negotiations and the development of the Political Declaration. This development occurred, however, and as outlined in section III, against a backdrop of ongoing domestic and international pressures, which continued to increase throughout this phase.

The primary objective of the initial phase of negotiations, which commenced in June 2017, was to reach an agreement on the UK’s exit terms, ultimately named the Withdrawal Agreement.39 It was established with the EU that once broad exit terms were agreed, both negotiation teams would start a parallel process where they would start putting forward proposals for the future UK–EU relationship post-Brexit (which would in time become known as the second UK–EU agreement, the Trade and Cooperation Agreement (TCA)).40 The underlying purpose of the Withdrawal Agreement was to ensure that the UK’s exit would take place in an orderly manner, one that would create a transition period able to reduce political and legal uncertainty for citizens and businesses. Following on from the EU’s adoption of the Brexit negotiation procedures and guidelines,41 three main issues were positioned at the heart of the withdrawal negotiations: citizens’ rights (would EU citizens residing in the UK and UK citizens residing in the EU continue to have a right to remain and, if so, under what conditions?); the financial settlement (what financial commitments had the UK made to the EU as a Member State?); and the Northern Ireland border (how to ensure that the Good Friday Agreement would be respected and that no physical border would be built). In addition to these particularly pressing issues, other separation matters were identified, including Euratom, goods placed on the market before Brexit, on-going Union procedures and, more importantly for this volume, law enforcement and judicial cooperation in criminal matters.

On this last specific issue, both the UK and the EU aimed to clarify the expected outcome of ongoing procedures in police and judicial cooperation in criminal matters. These included the issuing of EAWs, mutual legal assistance requests, freezing or confiscation orders, and access to databases. Unlike the three main issues driving the Withdrawal Agreement negotiations, there was general consensus on both sides regarding the law enforcement and judicial cooperation one, namely on the idea that structured and formalised cooperation procedures ongoing at the time of withdrawal should be allowed to continue and eventually be completed. It was also quickly agreed that the CJEU would remain the competent body to oversee those procedures. Despite agreement on the broad principles, some details required lengthier negotiation.42 For instance, by December 2017 (after six rounds of negotiations), the precise list of instruments or procedures permitted to continue had not yet been finalised, nor had the duration for which they would be permitted to continue been determined. In addition, by the end of August 2018, it was still unclear what standards should be applied to personal data transmitted to the UK in the context of police investigations. The time taken to reach an agreement in law enforcement and judicial cooperation, however, was largely influenced by the prioritisation of other, more challenging issues (specifically, the Northern Ireland border), rather than by any significant difficulties encountered in negotiating this area. Any remaining disagreements in this field were finally settled by October 2018,43 with the remainder of the Withdrawal Agreement completed by 18 November 2018.

Where law enforcement and judicial cooperation in criminal matters was concerned, the text of the Agreement provided that ‘the elements of the Justice and Home Affairs policy will continue to apply to the United Kingdom during the transition period, and the UK will remain bound by EU acts applicable to it upon its withdrawal’.44 It warned, however, that at the end of the transition, the UK would be disconnected from all EU databases and networks, unless a new agreement provided otherwise. While this implied that the majority of the UK’s involvement in the AFSJ would persist unchanged until the end of the transition, certain exemptions underscored that, even before Brexit formally occurred, the UK–EU relationship was no longer business as usual. In other words, it involved the loss of the right to opt into entirely new AFSJ measures (under Protocols 19 and 21 to the Treaty of Lisbon) and Member States’ ability to refuse the extradition of their own nationals to the UK in the context of EAWs.45



V.The Divorce Negotiations – The Political Declaration

If the main objective of this phase of Brexit negotiations was for both parties to agree on a legal text that would enable the UK’s orderly withdrawal from the EU, the secondary objective was to start a conversation about what the UK–EU relationship could look like post-Brexit. The latter was to be summarised in a document, which would in time become known as the Political Declaration, and which would serve as a broad framework for the negotiation of the future relationship (the TCA negotiations). Having considered that sufficient progress had been achieved on the Withdrawal Agreement by December 2017, the EU proposed starting a parallel process where both parties would start discussing their visions for their post-Brexit relationship.46

Although the prioritisation of this policy field had already been established by the Prime Minister in her January 2017 speech on the UK’s negotiation objectives and in her letter triggering Article 50, a first comprehensive position would be published in September, two months after the EU released its own position on this topic. In ‘Security, law enforcement and criminal justice: a future partnership paper’,47 the UK Government expanded on its original idea that continued cooperation was key to ensuring the safety and security of both UK and EU citizens. Recognising that it would no longer be able to benefit from the AFSJ’s toolkit in the same way as Member States, the UK Government was, nonetheless, focused on negotiating a substantially more ambitious future agreement than the ones in force with third countries. As part of this ambition, it proposed that the post-Brexit relationship should prioritise (i) the facilitation of data-driven law enforcement (including accessing databases such as Prüm, ECRIS, PNR and the SIS II); (ii) provision of practical assistance to operations (through instruments such as the European Investigation Order, Joint Investigation Teams and the EAW); and (iii) access to EU law enforcement and judicial cooperation agencies (Europol and Eurojust). This future cooperation would not only be bespoke but would also not be subject to the direct jurisdiction of the CJEU, with a dispute resolution mechanism needing to be negotiated.

These ambitious objectives were subsequently echoed by the Prime Minister in landmark speeches, such as the September 2017 Florence speech and the February 2018 Munich speech. In the first, Theresa May struck an amicable tone, reiterating the UK’s unconditional commitment to European security in the face of shared threats, highlighting the shared values of liberty, democracy, human rights and the rule of law, and outlining the UK’s contribution to this area: ‘[T]he United Kingdom has outstanding capabilities … world class security, intelligence and law enforcement services.’48 In Munich, following several arduous negotiation rounds, her tone turned ominous as she sought to further defend the UK’s proposal for a creative and unique approach aimed at replicating most of the existing cooperation. The Prime Minister expanded on the UK’s contributions to the AFSJ in considerable detail, while also cautioning that failure to pursue a more ambitious agreement would amount to demagoguery, with ‘damaging real-world consequences for the security of all our people’.49 This was a warning that the UK Government would frequently reiterate, principally in its paper ‘The Future Relationship between the United Kingdom and the European Union’ (July 2018),50 where it responded to the EU’s view that the future relationship would always need to take into account the fact that the UK would become a third country outside of Schengen and could not enjoy the same benefits as Member States. It is clear from this document that the negotiation rounds had been challenging and that the UK had had to reconsider its original objective of replicating pre-Brexit access to law enforcement and judicial cooperation instruments. Instead, by the summer of 2018, the UK’s position had shifted towards prioritising the development of operational processes closely aligned with EU tools and databases. The Political Declaration was eventually agreed on 22 November 2018, shortly after the Withdrawal Agreement. The text reflects a more tempered vision of the UK–EU relationship, where the UK and the EU propose to continue comprehensive cooperation in law enforcement and judicial cooperation, but one that takes into account the UK’s future status as a non-Schengen third country.51 The Declaration foresees cooperation in three main areas: (i) data exchange; (ii) operational cooperation between authorities; and (iii) anti-money laundering and counterterrorism financing, making explicit reference to instruments such as PNR, Prüm, Europol, Eurojust and Joint Investigation Teams, and the creation of streamlined procedures for the surrender of suspected and convicted individuals. While these three areas broadly align with the UK’s original September 2017 proposal, the scope of cooperation is significantly constrained by the UK’s future status, restricting its access to several instruments and databases, including SIS II. Importantly, the Political Declaration also stipulates that cooperation in this field is contingent upon adherence to the European Convention on Human Rights,52 a notable point considering that the UK negotiation team initially requested its omission.53



VI.Conclusion – Moving on to the Negotiation of the Future Relationship?

With both the Withdrawal Agreement and the Political Declaration agreed by the UK and the EU, this phase of the Brexit negotiations ended with their endorsement by the European Council on 25 November 2018. After an unexpected and polarising referendum result, and amid a politically turbulent post-referendum period, negotiations were marked by a swift acknowledgement by both parties of the significance of law enforcement and judicial cooperation in criminal matters. This was also a phase marked by the continued commitment of the UK to the AFSJ, not only rhetorically but also in practice, with the Government making the decision to continue to opt in to numerous JHA initiatives.54 However, it was also characterised by a prolonged negotiation process regarding the details of withdrawal and the future relationship.

So what does Brexit mean in this policy area? Despite a degree of domestic contestation, the UK Government started negotiations on a particularly optimistic note, pushing for a transition period that would enable on-going procedures to be completed and for a future relationship that would replicate the kind of cooperation from which it had benefitted pre-Brexit. It soon realised, however, that its future non-Schengen third-country status was understood by the EU as an important limitation to the kind of cooperation that could take place post-Brexit. While the Withdrawal Agreement ensured that cooperation would largely remain unchanged during the transition phase, it also served as an indication of challenges ahead, with Member States gaining the ability to reject UK-issued EAW requests for their own nationals. Building on this, the Political Declaration has set the tone for the negotiation of the future relationship, clearly signalling that Brexit would significantly alter UK–EU law enforcement and judicial cooperation. While it offers the prospect of some access to EU databases, instruments and agencies, it excludes others, such as the SIS II and the EAW, in which the UK had expressed interest.

While the European Council’s endorsement of the Withdrawal Agreement and the Political Declaration was significant, it did not automatically lead to their entry into force. Both documents needed to be voted on by the UK Parliament, and the actual withdrawal had to take place. However, more than a year would pass before this occurred – a year marked by an escalation in domestic political conflict, stemming not only from the Opposition55 but also from Conservative Party members themselves. Although most of this conflict was related to the Northern Ireland arrangement, the law enforcement and judicial cooperation elements of the documents were also a target of criticism. Richard Dearlove, for example, tried to lobby for the rejection of Theresa May’s deal on national security grounds: ‘the prime minister’s Brexit deal would surrender the UK’s forces and intelligence services to EU control … it would damage the UK’s relationship with NATO, the US, and the leading Commonwealth security and intelligence partners’.56 As a result of this upheaval, MPs rejected both documents not just once but three times – in January and twice in March 2019 – in one of the largest defeats in Parliament’s history. This led to the Prime Minister’s stepping down and to the election of a new Conservative Party leader. Chapter 4 will examine how the UK Government addressed the lack of agreement to move forward with negotiations on the future relationship, as well as how this phase progressed and ultimately resulted in the TCA.
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The Trade and Cooperation Agreement – Preparation, Negotiation and Outcomes for Police and Judicial Cooperation in Criminal Matters

HELENA CARRAPICO AND GEMMA DAVIES


I.Introduction

The signing of the Withdrawal Agreement1 and of the Political Declaration2 by the United Kingdom (UK) and the European Union (EU) in November 2018 took place during yet another politically fraught period in the UK.3 As mentioned in chapter 3, the year that followed the signing of the documents was characterised by an escalation in domestic political tensions, fuelled equally by members of Opposition parties and by members of the Conservative Party. This internal conflict would reveal the existence of different UK approaches to the future relationship with the EU, including the future police and judicial cooperation relationship, and pave the way for a new UK Government, led by Boris Johnson. This chapter starts by discussing this relevant political context, which is key to understanding the direction of travel in the Trade and Cooperation Agreement4 (TCA) negotiations. It aims to discuss the impact of the governmental changes on UK negotiation positions, as well as the resulting strain on the UK–EU relationship, which grew increasingly tense over the course of the negotiations. Ultimately, the chapter analyses both the UK and EU negotiation positions on police and judicial cooperation, and presents the changes brought about by the TCA in this field. The latter serve as a basis for the detailed discussions in the remainder of this edited volume, which explore the issues that have emerged since the TCA began to be implemented.

In section II, the chapter explores the intensified preparations that were carried out for a ‘no-deal Brexit’ scenario, following the repeat rejection of the Withdrawal Agreement and Political Declaration. It highlights the assumed implications for police and judicial cooperation in criminal matters, as well as the mitigating plans that were put in place to address such implications. Section III then explores the political fallout from the repeated rejection, and the consequent changes both to the UK Government and to its approach to the negotiations. It highlights that the new Prime Minister, Boris Johnson, adopted a tougher stance, insisting on the renegotiation of the Withdrawal Agreement and threatening a ‘no-deal Brexit’, which eventually resulted in the approval of a revised agreement and allowed for the negotiations on the future relationship to start. Section IV analyses the specific negotiation of police and judicial cooperation, during which the UK sought to maintain access to law enforcement agencies and information systems, as well as to develop new mutual legal assistance and extradition mechanisms. The chapter points out that, unlike other policy areas, the new UK Government’s position on police and judicial cooperation was fairly well aligned with that of the previous Government, despite the changes in overall rhetoric. Section V is dedicated to the outcome of the negotiation for this policy field. It underlines that although the UK and the EU were able to secure an important level of cooperation, which respects the red lines of both parties, the relationship has, nevertheless, changed significantly. It is now a slimmed-down relationship, where the UK may have maintained some access to EU agencies, information-sharing systems and mutual legal assistance, but where its role and influence have now been considerably reduced.



II.The Pre-TCA Negotiations’ Context: The Fallout from the Withdrawal Agreement Rejections and the Acceleration of ‘No-deal’ Preparations

Debate and scrutiny of the Withdrawal Agreement and of the Political Declaration documents began in the UK Parliament on 9 January 2019, with concerns over the feasibility of the Agreement quickly intensifying. The points of contention, raised by both Remain and Leave Members of Parliament (MPs), primarily revolved around the uncertainty created by the Agreement and the accompanying Declaration. Remain MPs, particularly those in Opposition, viewed the negotiated outcome as falling far short of the level of cooperation the UK had previously enjoyed, with some still harbouring hopes of steering the process towards a second referendum.5 Leave MPs, on the other hand, perceived the Withdrawal Agreement and the Political Declaration as a betrayal of the 2016 referendum result, as the documents implied that Northern Ireland would partly be kept in the Single Market (this part of the Agreement is also known as the Irish backstop).6 The debate also covered police and judicial cooperation in considerable detail, with disagreements focusing on the extent to which the Withdrawal Agreement and the governmental red lines regarding the future UK–EU relationship were expected to impact on citizens’ safety and security.7 Despite the guarantees provided by Prime Minister Theresa May, which included letters of assurance from the EU institutions8 and from EU Member States, Parliament voted to reject the Withdrawal Agreement and the Political Declaration on 15 January 2019 (432 votes against, 202 votes for).

Following the rejection, Theresa May pursued further talks with the EU, which remained supportive of the Prime Minister’s efforts to ratify the negotiated documents but firmly stated that there would be no renegotiation.9 This support was provided in the form of further legal assurances10 (including a new legal instrument11 and a statement supplementing the Political Declaration12) clarifying that the backstop would only be a temporary measure and that negotiations on the future relationship would start as soon as the Agreement and the Declaration were ratified. However, these assurances again proved insufficient to dissuade MPs, and the UK Government suffered new defeats on 12 March 2019 (391 votes against, 242 for) and 29 March 2019 (344 votes against, 286 for). The unexpected results sent shockwaves through the UK and EU political landscapes, leading the UK Government to ask for repeated extensions to the Article 50 period13 and for the ‘no-deal Brexit’ scenario to gain prominence among possible future avenues.

Although preparations for a ‘no-deal’ scenario had been underway on both sides, especially since the summer of 2018, there was a noticeable increase in the pace of preparations following the repeated rejections of the negotiated agreement.14 Where police and judicial cooperation was concerned, ‘no deal’ planning clearly indicated that the UK and the EU would become entirely disconnected from each other in terms of access to information systems and databases, and that the UK would become reliant on Council of Europe and on United Nations Conventions, as well as on multilateral organisations, such as Interpol, in order to liaise with EU Member States.15 The EU Commission ensured that EU Member States had access to the necessary information in order to build contingency plans and fallback options. The UK also allocated substantial resources to expedite ongoing police investigations, and worked closely with partner countries to strengthen bilateral relations and understand the implications of Brexit from their institutional and legislative standpoints.16 For example, as part of its collaboration with Europol liaison officers, a document was drafted to specify how cooperation would operate with each partner EU Member State.17 Partner countries were advised to revise their Secure Information Exchange Network Application (SIENA) matrix to guarantee that the UK would still receive alerts usually designated for EU countries. Investigations already in progress were fast tracked, and priority cases were flagged.18 Efforts were made to resolve pending requests and warrants while uploading relevant information to the Interpol I-24/7 system in preparation for the potential loss of access to the Schengen Information System (SIS II). This was supported through the creation of the UK-wide International Crime Coordination Centre (ICCC),19 which offered training and resources, and through the secondment of officers. Established in September 2018, with temporary Brexit funding, the ICCC was intended to minimise Brexit’s impact on policing in the UK and has proved to be a valuable asset (see Pearson, chapter 6). Its primary focus was on identifying EU policing tools to which the UK was expected to lose access, creating contingency plans for each, and promoting awareness of the tools that would remain available post-Brexit. The ICCC also developed and delivered training for officers, established connections with EU partner agencies, enhanced the use of international tools within UK policing and established a 24/7 helpline (see Thomson, chapter 11). A major initiative of the ICCC was to train and expand the number of officers authorised to use the Interpol I-24/7 system as a substitute for SIS II. Furthermore, it developed an application for frontline officers, offering clear instructions on managing cases involving foreign nationals. The ICCC has since been merged into the National Crime Agency (NCA) and the United Kingdom International Crime Bureau (UKICB), and has been renamed the Joint International Crime Centre (JICC), currently operating as a fully funded unit with permanent personnel.



III.Negotiation Preparations – Different UK Administration, Different Priorities?

Faced with the EU’s refusal to renegotiate the Withdrawal Agreement, the failure to find a compromise with Opposition parties, a poor performance of the Conservative Party at the European Parliament elections and growing calls from her own party to stand down, Theresa May announced her resignation, effective from 7 June 2019.20 The resignation prompted a Conservative Party leadership contest, resulting in Boris Johnson’s achieving his leadership aspirations, being declared the new Prime Minister in July 2019.21 The election marked an important shift in the UK’s approach to its relationship with the EU, the Prime Minister adopting a considerably less cooperative stance regarding the ratification of the Withdrawal Agreement and Political Declaration.22

Boris Johnson resumed talks with the EU, highlighting that the negotiated deal in its current form would not gain approval by Parliament. He called for a renegotiation of the Withdrawal Agreement that would include the deletion of the Irish backstop, and made it clear that he was prepared to pursue a no-deal Brexit if the EU refused to revisit the Agreement.23 The weeks that followed were characterised by considerable conflict and paralysis, with both sides accusing each other of bad faith and ideological blindness. The situation was ultimately resolved through a UK proposal to replace the Irish backstop with a single regulatory zone covering the entire island of Ireland, thereby introducing regulatory checks between Great Britain and Northern Ireland. This proposal, which modified around 5 per cent of the Withdrawal Agreement, left the section on police and judicial cooperation unchanged. Although the European Commission was initially sceptical of the UK’s proposal, viewing it as an untested approach that could undermine the integrity of the Single Market and as lacking legal feasibility,24 bilateral discussions between the UK and the Republic of Ireland facilitated a compromise, ultimately leading to a revised Agreement. Securing domestic approval in the UK, however, proved to be more challenging, prompting the Prime Minister to call a General Election to gain the mandate he believed was necessary to pass the Withdrawal Agreement through Parliament. Following a Conservative Party’s decisive victory with a strong majority, the Withdrawal Agreement and Political Declaration were approved by the House of Commons (358 votes in favour and 234 against) on 20 December 2019. Upon ratification by both parties, the UK’s departure from the EU was made effective on 31 January 2020.

The UK’s exit from the EU, and the implementation of the Withdrawal Agreement, initiated a transition period (also referred to as ‘implementation period’ by the UK Government) during which the two parties agreed to negotiate their future relationship. The period, the end date of which was set as 31 December 2020, aimed to provide both parties with the necessary stability to explore different alternatives regarding the future relationship, by temporarily retaining numerous features of the UK’s membership. The Withdrawal Agreement foresaw keeping the UK as a member of the Single Market and of the Customs Union during that phase, as well as maintaining free movement, citizens’ rights, and most of Justice and Home Affairs’ cooperation. With regard to police and judicial cooperation, as outlined in chapter 3, although much of the relationship remained intact, it could no longer be treated as business as usual. The UK lost its right to opt in to new measures in the Area of Freedom, Security and Justice (AFSJ) (under Protocols 19 and 21 of the Treaty of Lisbon),25 and Member States also gained the ability to deny the extradition of their own nationals to the UK under the framework of the European Arrest Warrant (EAW).26

Negotiations on the future relationship started on 2 March 2020, following the Council of the European Union’s adoption of the negotiation mandate and of the European Commission’s negotiation directives.27 Given the unusually short length of the transition period (11 months from the date of exit), both parties agreed to meet every two to three weeks for negotiation rounds.28 Although UK–EU relations had been experiencing a significant degree of turbulence and politicisation for some years, the arrival of Boris Johnson in the UK Government, as mentioned above, represented an important rhetorical shift in the way the UK administration engaged with the EU, as well as a change in political priorities.29 Boris Johnson had established a history of vocal criticism towards the EU, in his roles both as a politician and a journalist, which became especially visible when he emerged as central figure within the Leave campaign.30 Not only had he recurrently discussed what he considered to be the ‘anti-democratic absurdities’ of the EU through a particularly populist rhetorical style,31 but he also often expressed British exceptionalist views, characterised by a British superiority stance and the expectation of special treatment from the EU.32 Johnson’s comments on May’s negotiated Withdrawal Agreement illustrate his views particularly well: ‘It is a humiliation. We look like a seven-stone weakling being comically bent out of shape by a 500lb gorilla. We have wrapped a suicide vest around our constitution and handed the detonator to Brussels.’33 It is therefore unsurprising that his views and political approach led to a tougher UK negotiation stance, efforts to backtrack on previously agreed commitments, a move away from regulatory alignment, a reduction in the scope of the envisioned UK–EU relationship, and a shift towards increased confrontation, diminished trust and heightened diplomatic tension.34 Under the Johnson Premiership, Brexit was understood as the ultimate priority of the Government and articulated through anti-EU rhetoric: hard exit was presented in a positive light and dissent was labelled as treason to the will of the British people.35

Overall, the intention to create a comprehensive relationship envisaged by Theresa May’s Government was replaced with the desire to pursue a much more slimmed-down partnership. Soon after stepping into No 10 Downing Street, Boris Johnson argued that the ‘proposed future relationship [contained in the Political Declaration] is not the goal of the current UK Government. The Government intends that the future relationship should be based on a Free Trade Agreement in which the UK takes control of its own regulatory affairs and trade policy.’36 In addition to the Free Trade Agreement, he proposed that additional international agreements be signed on a more ad hoc basis, namely on fisheries, internal security, aviation and civil nuclear cooperation. His justification was based on the understanding that a thicker relationship with the EU was not to the UK’s advantage from the perspective of the country’s sovereignty.37 This approach was defined as the ability of UK institutions to shape the country’s legal framework independently, ruling out any form of regulatory alignment, jurisdiction of the Court of Justice of the European Union (CJEU) or supranational oversight in any policy area. However, there appeared to be little consideration of the viability of such a strategy, both in terms of the EU’s negotiating stance with third countries and its willingness to make concessions, as well as the practical challenges of navigating a disentangled economic, social and security relationship on the basis of a Free Trade Agreement and supplementary ad hoc international agreements.



IV.The Negotiation of Police and Judicial Cooperation in Criminal Matters in the Context of the TCA

While this shift was notably reflected in the Government’s overall rhetoric towards the EU, it is interesting to observe that it was not as apparent within the negotiations on police and judicial cooperation. A closer analysis of negotiations in this field reveals that although there is a clear change in political tone towards a more aggressive stance – highlighting the UK’s central role in European internal security and need to achieve sovereignty in this area – as well as efforts to secure a separate agreement for this field, the broad objectives remained aligned with those identified by Theresa May’s Government in 2017.38 As outlined in chapter 3, Theresa May initially sought to replicate the UK’s pre-Brexit police and judicial cooperation framework as closely as possible. However, following discussions with the Commission on what the EU was ready to negotiate, she had then settled on a more limited bespoke toolkit that aimed at facilitating data-driven law enforcement, practical assistance to operations, access to EU law enforcement and judicial cooperation agencies, and border management cooperation. Boris Johnson’s Government aimed to pursue these same operational ambitions, highlighting that any future agreement would need to have its own proportionate governance system, with no role assigned to the CJEU.39 More specifically, the Government proposed to negotiate four key elements:


	Access to data:

	the exchange of criminal records, including equivalent access to the European Criminal Records Information System (ECRIS);

	the sharing of DNA, fingerprint and vehicle registration data through the Prüm database;

	access to PNR data; and

	real-time alerts on missing persons and objects, akin to SIS II.




	In terms of law enforcement cooperation, it sought to establish an operational partnership with Europol under a third-country arrangement, similar to that with the United States (US).

	For judicial cooperation in criminal matters, it aimed at creating a comparable agreement with Eurojust – aligned with that sought for Europol – developing a surrender system that would replace the EAW, introducing new mutual legal assistance mechanisms and enabling the transfer of prisoners.

	Additionally, the Government aimed to negotiate a separate agreement on asylum and migrant returns, which, although not part of police and judicial cooperation, would have a significant impact on police cooperation addressing illegal migration.



The EU, on the other hand, proposed a narrower form of cooperation, arguing that the UK was a non-Schengen country that should not ‘enjoy the same rights and facilities as a Member State’.40 If the EU recognised the importance of the shared security interests and geographical proximity of both parties, it also considered that the UK should not be allowed direct access to EU information systems (including SIS II), or take part in the management of EU agencies. The exchange of PNR data, DNA, fingerprint and vehicle registration data, as well as future cooperation with Europol and Eurojust, was presented as being open to negotiation, provided that access would be subject to strict data protection and oversight. The EU also proposed the streamlining of mutual legal assistance in criminal matters, including joint investigations and the exchange of criminal records – taking Council of Europe conventions as a basis. In addition, it suggested the creation of surrender procedures, on condition that Member States be allowed to declare that their own nationals would not be surrendered. Finally, the EU also expressed an interest in developing a single, more comprehensive agreement, as opposed to separate deals.

Analysing these two sets of proposals, we observe a willingness on both sides to develop a strong police and judicial cooperation relationship, albeit with some notable differences. Namely, the contrasting of the two sets of proposals reveals, on the one hand, a pragmatic interest on the side of the UK in negotiating an agreement that went beyond what other third countries had (in terms of access to data, databases and instruments) and, on the other hand, a more cautious EU approach in what it was willing to offer. First, regarding data exchange, there was a clear indication, from the EU, that the UK would not be allowed to access SIS II. This refusal was presented on both legal and political grounds: not only was there no legal route for a non-EU and non-Schengen country to access this database, but the European Parliament was also adamant that the UK had proved untrustworthy when dealing with SIS II data in the past.41 Second, regarding judicial cooperation, two important differences stand out, namely, the proposed replacement of the EAW with a more limited surrender mechanism and no possibility of prisoner exchange. Third, migration and asylum did not feature in the EU’s proposal, with the exception of references to a possible partnership with Europol to tackle organised immigration crime and to a dialogue on shared objectives to tackle irregular migration upstream, namely in third countries.

In addition to these significant differences, several challenges were expected to emerge over the course of negotiations, in particular regarding data adequacy and the risk of a UK exit from the European Convention on Human Rights (ECHR), both of which directly impacted the police and judicial cooperation policy area. Although UK discussions on a possible departure from the ECHR were not new and had never been acted on before,42 the EU considered that such a possibility – or any changes to domestic human rights law impacting the implementation of the Convention – could endanger any future cooperation with the UK. In order to minimise such possibility, the EU’s negotiation mandate clarified that a UK departure from the ECHR would automatically result in the termination of any future police and judicial cooperation, given the centrality of safeguarding human rights and fundamental freedoms, democratic principles and the rule of law in this field.43 The EU also proposed introducing an important element of conditionality in the future relationship, requiring a data adequacy decision from the Commission, to confirm that the UK would continue to offer the level of data protection necessary to exchange criminal justice data. The adequacy decision would therefore not only dictate the level of ambition of the future agreement but would also serve as a ground for the latter’s suspension.

Between March and December 2020, the UK and the EU met over the course of nine rounds of negotiations, all of which included police and judicial cooperation discussions.44 Although both parties departed from the objective to develop a strong relationship in this policy field, progress was painstakingly slow and punctuated by serious friction. As expected, alignment with fundamental and individual rights and data protection issues would re-emerge at regular intervals during the negotiations (see Mallory, chapter 16). The EU recurrently attributed the lack of progress in police and judicial cooperation to the UK’s refusal ‘to provide firm guarantees – rather than vague principles – on fundamental rights and individual freedoms’, as well as its insistence on ‘lowering current standards and deviating from agreed mechanisms of data protection’.45 Following the third round of negotiations, it would even accuse the UK of ‘asking the Union to ignore its own [data protection] law and the jurisprudence of the European Court of Justice on passenger data’.46 It was only with the fourth round of negotiations that constructive discussions were reported in this area, following the UK’s commitment to the ECHR. And even then, numerous questions remained as to how this commitment could be reflected, in practice, in the future agreement. This was particularly the case considering the UK’s expressed negotiation red lines, namely, the refusal to provide the CJEU with a role in protecting fundamental rights in the context of the future relationship.47

Whereas the UK’s negotiation statements were generally neutral in tone and avoided providing details as to the progress achieved on specific topics,48 the EU declarations were often more candid, providing a deeper insight into the mounting friction within the relationship. In particular, the EU would more than once accuse the UK of backtracking on the substance of the Political Declaration and on the ambition expressed in previous negotiations,49 as well as acting in bad faith,50 a view that culminated with the Commission’s opening an infringement procedure against the UK for breaching its obligations under the Withdrawal Agreement.51 Politicians in the UK, on the other hand, would also express their displeasure as to the EU’s negotiation stance, when addressing domestic audiences. Ten weeks prior to the transition period deadline, the UK Prime Minister declared that trade and security negotiations would not continue unless the EU was willing to fundamentally change its approach, and that the country should prepare itself for a no-deal scenario on 1 January 2021.52 This political tension would only start to dissipate with an increase in the intensity of negotiations from October onwards. Within two months, an agreement would be reached that included an important section on law enforcement and judicial cooperation in criminal matters, and which addressed the issues of fundamental rights and of data protection in a way that felt acceptable to both parties. Section V of this chapter summarises the outcome of the negotiations for this policy field, the implementation of which is then discussed in the remainder of the volume.



V.TCA Outcomes in Police and Judicial Cooperation in Criminal Matters – A Steady but Downgraded Cooperation

Following the conclusion of TCA negotiations at the end of December 2020, Part Three of the Agreement reassured policymakers and practitioners that the UK and the EU would maintain an important level of cooperation on law enforcement and criminal justice. While the Withdrawal Agreement ensured that ongoing investigations remained uninterrupted during the transition period, the TCA ended the uncertainty that professionals in the field had been facing regarding the future relationship. Part Three of the TCA consists of 13 titles that cover three main areas: (i) continued access, from a third-country perspective, to EU agencies and information-sharing systems; (ii) mutual legal assistance; and (iii) a mechanism for surrendering wanted individuals. While the TCA represents the most comprehensive and in-depth agreement the EU has with any non-Member State in the area of police and judicial cooperation, the current arrangements also reveal an important departure from the pre-Brexit relationship the UK enjoyed. In addition to reduced access to EU tools, information and agencies, new challenges have arisen, such as declining UK strategic and operational influence, as well as maintaining mutual trust among the various actors involved (see Marks, chapter 5; Conway, Deane and Hayward, chapter 9).53


A.Continued Access to EU Agencies and Information-sharing Systems

Titles V and VI of Part Three of the TCA allow UK authorities to maintain access to some EU agencies involved in police and judicial cooperation. While several agencies operate within the EU’s AFSJ, such as the European Union Drugs Agency and the European Union Agency for Law Enforcement Training (CEPOL), the TCA restricts the UK’s access to the two primary agencies in this field: Europol, the EU’s law enforcement cooperation agency; and Eurojust, the EU agency for criminal justice cooperation (see Wade, chapter 12).54 Titles V and VI are further supported by specific working arrangements with both agencies (see Cotroneo and Costantino, chapter 10).55 Despite this positive outcome, however, the UK no longer participates in Europol and Eurojust’s Management Boards or coordination structures, leaving it without any direct influence over the organisations’ future direction. In addition, UK officers can no longer be employed at Europol’s Operational and Analysis Centre. Officers who were in key roles, including strategic managers overseeing analysis projects, had to leave their posts when the UK exited the EU in 2021. The TCA has also had an impact on the UK’s capacity to conduct police investigations with Member States. While the UK can still participate in Joint Investigation Teams (JITs), UK agencies can not initiate a JIT. Additionally, participation in JIT meetings and in training opportunities for British police officers are no longer funded by the EU or EU agencies. Furthermore, the UK also now faces limitations in terms of accessing the Europol databases on which it previously relied. Any information request now needs to be submitted to Europol for consideration, as no direct access to the databases has been granted. Although the SIENA is still available for sensitive data exchange, the UK only receives messages marked ‘EU Restricted’ and is excluded from information labelled ‘EU Confidential’, which includes intelligence data.

With regard to other information systems, the TCA provides access to DNA, fingerprint and vehicle registration data, as well as to PNRs, and partial access to criminal convictions. No access to SIS II has been negotiated. More specifically, Title II of Part Three allows for the automated transfer of DNA, fingerprint and vehicle registration data between the UK and EU, similar to the Prüm framework. When a query matches data in another state’s database, further details can be requested through mutual legal assistance. The TCA ensures that the UK and EU Member States grant access to their data under the same conditions as for domestic authorities. Although vehicle registration data is foreseen, the UK has not yet signalled its readiness for the evaluation of this type of data. Under the TCA, countries are required to use a version of the European Vehicle and Driving Licence Information System (EUCARIS) to conduct automated searches of vehicle registration data, to which the UK currently does not have access. Interim cooperation was allowed until 30 June 2022, and since then the UK has reportedly been engaged in technical preparations to implement the vehicle registration data component of the Prüm system. Where Passenger Name Records (PNRs) are concerned, access to EU air travel departure data is provided for in Title III of Part Three, with rules largely mirroring the EU PNR Directive,56 but with one notable exception. The UK is now required to delete PNR data after passengers depart from the UK, unless objective evidence demonstrates that specific individuals pose a risk in relation to terrorism or serious crime (see Fahey, chapter 7).57 Regarding access to criminal convictions, the UK has lost access to ECRIS, although new provisions, in Title IX of Part Three, closely replicate its functions by facilitating the exchange of criminal conviction information. A notable difference from ECRIS is the extended reporting time, with monthly updates and a response window of 20 days, compared to ECRIS’s prompt communications and 10-day response. Finally, despite its critical importance, the UK lost access to SIS II at the end of the Brexit transition, leading to the deletion of approximately 40,000 alerts on dangerous criminals and wanted suspects by December 2020. Additionally, by the end of 2021, 5.7 million alerts generated by the UK were removed from this system (see Pearson, chapter 6). Although the UK joined SIS II relatively late, in 2015, and its use was limited to law enforcement, the system quickly became a key tool for UK policing. In 2019 alone, UK officers accessed SIS II 603 million times.58 It was considered crucial for officers to make informed decisions, such as custody-related matters, to maintain public safety. The UK is now relying on the Interpol I-24/7 system, which has more limited functionality (see Thomson, chapter 11). Related to the loss of access to the SIS II and the piecemeal access to the above-mentioned systems, it is also important to highlight that the TCA rests on information systems’ development as it stood in 2021, making it unable to adapt to recent changes to the systems or instruments. This is particularly the case as regards the EU’s current push towards interoperability between systems for information exchange (see Vavoula, chapter 8).



B.Mutual Legal Assistance and the Surrender Mechanism

The TCA has also had an impact on the scope for mutual legal assistance between the UK and the EU, and on the surrender of suspects. The UK is no longer able to participate in the EAW system,59 but, under Title VII of Part Three of the Agreement, it is subject to new surrender arrangements that retain many of the EAW’s features, such as time limits and grounds for mandatory refusal (see Arnell, chapter 13; Ryan, chapter 14). The key differences between the EAW and the TCA surrender arrangements include the introduction of proportionality as an overarching principle, and the addition of three new grounds for refusal: (i) political offences; (ii) nationality; and (iii) dual criminality.60 The TCA explicitly incorporates proportionality, allowing it to be assessed both when a warrant is issued and during its execution. If the provided information is insufficient to judge proportionality, the executing authority must request further details from the issuing state. The TCA also reintroduces the political offence exception in UK–EU surrender arrangements, though EU Member States can limit this exception to specific offences, like those outlined in the 1977 European Convention on the Suppression of Terrorism.61 Since the end of the transition period, 12 Member States have reinstated a limited political offence exception with the UK.62 Member States can also notify the UK that they will not extradite their own nationals. Ten Member States have already invoked this provision,63 exceeding UK Home Office expectations, and 13 others have set conditions for surrender, such as reciprocity or temporary surrender. The definition of ‘national’ has also been broadened. The Court of Justice’s Petruhhin ruling64 further impacts surrender arrangements by requiring Member States to prioritise EAWs over third-country requests for their nationals. In line with international extradition norms, the TCA also requires ‘dual criminality’, meaning the crime must be an offence in both the issuing and executing states. While the EAW previously assumed dual criminality for a list of offences, the TCA removes this assumption. Dual criminality now needs to be proved, unless both parties formally waive it (the UK has not made such a waiver), potentially resulting in more challenges based on dual criminality. Furthermore, post-Brexit, human rights considerations play a larger role in surrender decisions. Without the mutual trust previously inherent in EU cooperation, courts in Member States are more inclined to scrutinise the human rights implications of extraditing individuals to the UK, especially regarding prison conditions. Related to this specific point, it is also important to highlight that prisoner transfer between the two parties has not been included in the TCA (see Wilson, chapter 15).

Finally, before Brexit, the UK could issue a European Investigation Order (EIO), a legally binding request for other EU Member States to collect evidence or conduct investigative actions within a specified timeframe. However, with the entry into force of the TCA, this option is no longer available. The UK now relies on the 1959 European Convention on Mutual Assistance in Criminal Matters,65 alongside Title VII of the TCA, for cooperation with EU Member States.66 The TCA introduced a standardised form for mutual assistance requests, but it was only finalised in the first half of 2023.




VI.Conclusion

This chapter aimed to explore the complexities and outcomes of TCA negotiations, focusing on their impact on UK–EU police and judicial cooperation. The chapter highlighted the political context leading up to the TCA negotiations, starting with the repeated rejections of the Withdrawal Agreement and Political Declaration under Theresa May’s Government. It discussed how the rejections by the UK Parliament led to the acceleration of ‘no-deal’ Brexit preparations, particularly highlighting the potential impact on police and judicial cooperation. The chapter underlined that under a no-deal scenario, the UK claimed to have been ready to forgo its cooperation with the EU and replace it instead with bilateral relations with EU Member States, grounded on Council of Europe and United Nations conventions. The chapter then discussed how this phase of political turbulence paved the way for changes in the UK government and in the UK–EU relationship. The new Prime Minister’s tougher stance, including the threat of a ‘no-deal’ exit, eventually led to a revised Withdrawal Agreement, which, in turn, enabled its approval in Parliament. Despite the change in political leadership, and in approach towards the EU, the chapter noted that Boris Johnson’s Government’s approach to police and judicial cooperation was aligned with that of Theresa May’s Government. It continued to aim for a robust partnership while emphasising UK red lines, namely, respect for sovereignty and the independence of the UK legal system from the CJEU. The chapter then progressed to analysis of the specific negotiation process and positions, where it highlighted the UK’s desire for continued access to EU law enforcement agencies, to information databases and to mutual legal assistance, and contrasted it with the EU’s narrower offer of cooperation (which was based on concerns over the UK’s status as a non-Schengen country, as well as over fundamental rights and data protection). The text explicitly underlined the recurrent friction between the two parties and the difficulties in reaching an agreement. The final section of the chapter outlined the TCA’s outcomes for police and judicial cooperation, painting a picture of a workable but diminished framework for this policy field in the post-Brexit era.

This chapter completes Part I of this volume, dedicated to the historical, political and legal analysis of the evolution of the UK–EU police and judicial cooperation in criminal matters, starting from the roots of that cooperation in the 1970s up to the TCA’s entry into force in 2021. The following chapters of the volume explore the multiple legal and political challenges currently stemming from the implementation of the Agreement.
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The Importance of Trust-based Networks in Police and Judicial Cooperation
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I.Introduction

Within the European Union’s (EU’s) Area of Freedom, Security and Justice, there are many police and judicial cooperation networks that facilitate person-to-person contact between national law enforcement and prosecuting authorities. These networks take various forms: some are organised through formal EU institutions such as Europol or in support of formal systems such as the SIRENE network, which operates the Schengen Information System (SIS); others are focused on specific areas of work, such as cybercrime; or around strategically important locations; whilst others operate in a general cross-border context via a network of national contact points. Before Brexit, the United Kingdom (UK) participated fully in these networks.

Following Brexit, the UK has retained operational access to EU law enforcement networks through third-country agreements but has lost its strategic influence. Other networks have fallen away entirely, even though they pre-dated EU cooperation frameworks. The UK has left SIS and closed its SIRENE Bureau, relying instead on its Interpol National Central Bureau (NCB). To compensate, the UK has expanded its network of International Liaison Officers (ILOs) and Liaison Magistrates, who are placed in embassies on a bilateral basis. The UK has also centralised much of its international policing capabilities, launching the International Crime Coordination Centre (ICCC) and a National Extradition Unit in 2020 (see Thomson, chapter 11). Subsequently, in 2023, these resources were merged with the UK International Crime Bureau (UKICB) at the National Crime Agency (NCA), which acts as the Interpol NCB, hosts the UK’s Europol National Unit (ENU) and oversees the UK network of ILOs. This newly launched Joint International Crime Centre (JICC) creates a hub for much of the UK cross-border capability, which was previously distributed locally across all 43 police forces, a fragmentation that was particularly costly in the extradition field.1

This chapter sets out what is known about the UK’s changed status in many of the networks following Brexit and identifies trust-based interpersonal relationships as a key facilitator of cross-border police work. Transnational officers work in cross-border settings, whether as national contact points, bilateral ILOs or liaisons to EU justice institutions. These officers act as the ‘oil and glue’ that keep the wheels of transnational justice turning.2 The role of networks in building trust-based relationships between transnational officers must not be overlooked.

Interpersonal operational trust is closely related to, but distinct from, the principle of mutual trust. The principle of mutual trust between states as a prerequisite to mutual recognition has been a core focus of the EU’s agenda during the expansion of mechanisms for police and judicial cooperation in criminal matters. Mutual trust is based on normative considerations, such as proportionality, human rights protections and fair trial rights. This chapter focuses, instead, on the role of trust between criminal justice practitioners. Operational trust is more practical, based on mutual understanding and a good and predictable service between partners. This level of trust is central to effective day-to-day cooperation and should be a key concern when developing policy in this area.

Transnational officers are experts in bridging gaps between systems and fostering trust. Access to counterparts via networks and the opportunity to wield strategic influence so that priorities are aligned is key to their work. The impact of Brexit on the UK’s access to and participation in these networks is only partly understood and more research is needed. Other chapters in this volume demonstrate that Brexit has hampered police cooperation despite the existence of the Trade and Cooperation Agreement (TCA). This chapter emphasises the need for the UK to maximise its participation in law enforcement and criminal justice networks wherever possible and not underestimate their importance in facilitating trust-based relations. Particularly in the post-Brexit era, as the UK relies on these trust-based relationships to compensate for gaps created by reduced access to formal mechanisms and databases.



II.Building Operational Trust Through Transnational Networks

Scholars studying transnational policing have long observed that much cross-border cooperation takes place through informal channels and that, given the choice, officers prefer informal routes.3 Official mechanisms for cooperation, whether for criminal records checks, intelligence sharing, mutual legal assistance or evidence exchange, are notoriously slow and cumbersome.4 Although EU mechanisms, including the European Arrest Warrant (EAW) and the European Investigation Order (EIO), have increased the speed and reduced the complexity of some formal requests, a significant volume of police work falls outside of their scope. This is true within the EU and even more so outside of it.

Much of the literature assumes a self-evident distinction between formal and informal cooperation, but in reality no clear division exists. Rather, mechanisms and routes for cooperation sit on a spectrum. Sheptycki5 offers three distinctions for thinking about the formal–informal nexus: (i) ‘Formal practices’ with a capital ‘F’, which are time-consuming and often slow, such as evidence exchange via mutual legal assistance; (ii) ‘formal practices’ with a small ‘f’, which work faster than most formal routes but are still subject to some formal accountability within an organisation; and (iii) informal practices, which are not subject to any formal accountability.6

Whether a practice is subject to formal accountability offers one tool for placing it on the formal–informal spectrum. Another is to consider the formality required to initiate and respond to requests. Much work on informal cooperation stresses direct contact and reliance on personal relationships.7 This kind of cooperation might be initiated through a simple phone call with no formal requirements at all. At the most formal end of the scale, on the other hand, the institutionalised nature of arrangements is stressed.8 At its extreme, a request may require judicial approval, prescribed content and transmission through designated channels. In between these extremes lie systems for information exchange that do not require approval and place little restriction on the format of requests but provide a prescribed route, for example via national bureaux.

Although much work on transnational policing focuses on either end of this formal–informal scale, some scholars acknowledge that they are not mutually exclusive.9 Others suggest that informal cooperation persists even after formal institutions are created,10 and in some cases ‘informal EU practitioner forums’ have inspired and supported formal developments.11 It is unlikely that one will replace the other because ‘the two forms are complementary, both required to achieve success’12 and there is no bright line that divides them.

As discussed above, operational trust is a practical concern. From a public policy perspective, inter-organisational trust is seen ‘as the expectation that a cooperating partner will act in a predictable, reliable, and fair manner’;13 and for individual officers or prosecutors, trust is based on ‘expectations and predictions of future behaviour’ that allow them take a ‘leap of faith’ in conditions of uncertainty.14 Whilst the EU has identified trust as a key feature in police cooperation, it has not clearly identified what it means by trust or ‘who should be trusting whom, and why’.15 Referencing the sociological literature on trust, Block explores the relationship between trust and risk, noting that investing time and resources in cooperating or conveying information entails the risk that the partner will fail to fulfil their side of the bargain. They may fail to deliver a reciprocal commitment or deviate from mutually understood norms. A decision to cooperate despite this risk requires trust that the partner will not fall short. The more formal a mechanism, the less risk is involved, and the less personal trust is required to act.

However, trust is not just an act of reliance; it is a belief or feeling of confidence in so acting. Much of the literature conflates the act of cooperation with the feeling of trust, but truly understanding trust means identifying not only why actors cooperate but why they feel confident in doing so. This kind of trust is based on prior knowledge and mutual understanding,16 which is best developed through personal contact.17

As Walker suggests, ‘police officers can find solidarity, trust and empathy with foreign colleagues born of similar working conditions and priorities’.18 Other scholars speak of a transnational policing subculture, ‘a global civil society in the policing sector’19 that ‘provides the oil and glue of international law enforcement’.20 But differences in feelings of fraternity towards international colleagues are felt by nationally rooted officers cooperating transnationally, on the one hand, and those officers whose role is fundamentally transnational, on the other.21 It is key that those transnational officers and prosecutors, whose role is focused on bridging the gaps between national systems, are given sufficient opportunities to build trust with their counterparts.

The structure of transnational policing is ‘polycentric, fluid and complex’,22 where global and supranational infrastructure links the national and the local through legal frameworks, databases and networks, whether formal, informal or somewhere in between. Networks form a central part of the transnational policing infrastructure23 not just because they are operationally effective in supporting the execution of formal requests (or bypassing them when necessary), but because they provide opportunities for person-to-person contact that supports the development and maintenance of trust. Full participation in the governance structure of networks also allows states to align their priorities with others, which further improves cooperation.

The rest of this chapter draws on a 2017 pre-Brexit case study of police cooperation between the UK and other EU states in EAW cases.24 This snapshot of law enforcement cooperation demonstrates how much is at risk if UK access and influence in these networks are not sufficiently safeguarded. The EU has been a key driver in establishing networks,25 but it has not been the only influence. Sadly, as well as diminishing UK influence in EU networks, Brexit has led to the dissolution of the Cross Channel Intelligence Conference (CCIC), one of the first cross-border police networks established in the UK.



III.European Criminal Justice Cooperation Networks


A.Schengen, SIRENE and SIS-VIS

SIS is the EU’s largest security and border management database. It contains alerts on missing persons, vehicles, stolen identity documents and persons wanted for judicial purposes.26 Alerts can contain a wide range of data, from personal details to photographs or biometric information. The database is linked to police national computers and updates in real time across the Continent. Each Member State has a national SIRENE bureau that administers the national system. These bureaux are embedded in national police agencies and staffed by police officers, civilian police staff and immigration or border officials in some states. In the UK, the SIRENE bureau was part of the NCA’s UK International Crime Bureau (UKICB).27 Communication via SIS is standardised via a system of numbered alerts and forms that have specific purposes and prescribed content. Only SIRENE officers can send transnational communication via SIS, although other users, including local police and courts, can create and populate alerts for transmission by the Bureau.

Although staff in SIRENE bureaux usually communicate through the highly formalised database, they occasionally speak on the phone, and senior officers do meet in person. The Directorate General for Migration and Home Affairs (DG Home) is responsible for SIS and coordinates the SIS Working Groups. This includes the SIS-VIS group, an operational steering group that meets every six weeks and works on small- and large-scale system issues, from the addition of new vehicle codes to the wholesale redrafting of regulations. There is also a SIS-SIRENE group, which meets every six months. It acts as a strategic steering group, led by current Commission priorities, and chaired by the Member State that holds the EU presidency. Working group meetings give national bureaux members important opportunities to meet counterparts and to raise and resolve operational issues in a face-to-face forum.

The Directorate General for Migration and Home Affairs (DG Home) provides training to new SIRENE officers, and works with the European Agency for Law Enforcement Training (CEPOL) to provide ongoing training and development via short residential courses and webinars. These courses provide opportunities for national SIRENE officers to meet international counterparts and aid the development of mutual understanding, allowing officers to informally discuss their practices and better understand other systems.

The UK was disconnected from SIS in 2021 and now relies on Interpol as an alternative means for cross-border information exchange. The UK has actively encouraged EU states to enter all SIS alerts into Interpol systems, a process referred to as ‘double keying’.28 This is especially important in European extradition cases, as the UK has no sight of EAWs circulated via SIS. In some states, Interpol systems are operated by the same officers administering SIS. In other countries, the systems are not linked, and data cannot always be shared across platforms. Whilst many European states report complying with the UK’s request to double key, this is not universal, and it is difficult to monitor. It leaves the possibility of blind spots for UK law enforcement: a wanted person may enter or reside in the UK with impunity if a wanted notice has not been circulated via Interpol.

Interpol is an international agency with 194 Member States. Each country hosts an NCB: in the UK, the NCB is situated in the NCA’s UKICB, which previously hosted the SIRENE bureau. The Interpol network does give officers some opportunities to meet their international counterparts. A yearly general assembly includes all member states, and there are annual European conferences, regular Heads of Bureau meetings, working groups and steering groups. Member states regularly send officers on secondment to Interpol’s headquarters in Lyon to aid the development of national expertise. However, opportunities for operational officers to develop personal relationships are more frequent within the SIRENE network. The UK has therefore lost the operational capabilities of SIS (see Pearson, chapter 6) and its network value. The loss of the UK’s SIRENE Bureau deprives transnational officers in the UK of opportunities to come together with counterparts and form personal trust-based relationships that support the functioning of even the most formal of cooperation mechanisms.



B.Europol and Eurojust

Europol is the EU’s Agency for Law Enforcement Cooperation and Eurojust is the Agency for Criminal Justice Cooperation. They have complementary functions and work together, providing ‘support to national authorities during transnational criminal investigations’.29 For example, cross-border investigations beginning with Europol queries may progress to Joint Investigation Teams (JITs) established with the support of Eurojust. Both Agencies provide similar network capabilities for police and prosecutors respectively, via member country desks in their Netherlands-based headquarters. All EU Member States have country desks, staffed by seconded law enforcement professionals at Europol and prosecutors at Eurojust. Staff on national desks can liaise with their international counterparts directly, face-to-face in their offices, meeting spaces and canteens. Raising a specific query is as simple as walking down the corridor to the office of the relevant country.

At Eurojust, the National Members seconded to country desks form the College of Eurojust, which is responsible for the Agency’s operational work. There is no formal route for domestic prosecutors to raise queries with Eurojust, they can simply pick up the phone and speak to their National Member. It would not, however, be acceptable for domestic prosecutors to contact the National Member of another state, queries must be funnelled through their own country desk.30 A small number of non-EU states also have liaison prosecutors stationed at Eurojust Headquarters, who have the same face-to-face access to international counterparts, but they are not members of the College of Eurojust and cannot be appointed to the Executive Board to vote on organisational matters or wield managerial influence.

At Europol, each Member State has a liaison desk with seconded liaison officers from domestic law enforcement agencies. These liaison desks are not operationally controlled by Europol, which has its own growing workforce of analysts, specialists, database operators and operational support teams addressing an ever-expanding mandate.31 Rather, the liaison desks are employed by their nation-state and linked directly to their domestically situated ENU, which acts as a liaison between Europol and the domestic law enforcement agencies. In 2017, the UK liaison desk included staff seconded from the NCA, the Metropolitan Police, Regional Organised Crime Units and Police Scotland.

These Agencies sit somewhere in the middle of the formal/informal scale: there is some organisational accountability as requests are counted and reported in the agencies’ activity monitoring. At Europol there is some formality in making a request to the national desk, as requests should be routed through the domestic ENU, but there is nothing to stop a domestic officer from contacting a Europol liaison directly if they know them. There is less formality involved in contacting Eurojust; prosecutors can call or email directly. However, in both Agencies, requests must be routed through the national desk of the officer or prosecutor making the query. It is unacceptable to make enquiries direct to other country’s desks. Once a query is made, there is no formality in the discussions between country desks; officers and prosecutors can simply talk in person, by email or on the phone with no restrictions or formal requirements.

After Brexit, the UK and EU concluded third-country working agreements, under the terms permitted by the TCA, with both Europol and Eurojust. Retaining physical desks was of vital operational importance, and without the TCA, UK liaisons would have been forced to relocate to the British embassy in The Hague. The UK Liaison Bureau at Europol has continuing access to the secure email system and remains a multi-agency team, which has expanded since 2017 to include officers from eight domestic enforcement agencies, making it the second largest third-country desk after that of the United States. In many ways, cooperation with both Agencies has continued smoothly with little additional friction.32 The UK can still participate in JITs but cannot initiate one.

However, current arrangements mean that the UK has lost strategic influence. The UK no longer participates in the management and coordination structures of either body. The long-term implications of this loss of influence have yet to be felt. Additionally, UK officers can no longer be employed directly by Europol in its Operational and Analysis Centres: those in post had to leave when the UK left the EU in 2021. The working arrangements do allow invitations to be extended to UK representatives to associate with operational analysis projects in relevant cases. For example, UK officers are no longer employed by EC3, which provides operational support in cybercrime investigations, but UK liaison officers can still participate in the Joint Cybercrime Action Taskforce (J-CAT) analysis projects.

The UK should prioritise further developing the operational relationship with Europol by facilitating better use of the network by domestic law enforcement. Despite contributing a large volume of data to the Europol intelligence database,33 UK practitioners did not utilise the network capacity of these agencies to their fullest extent even before Brexit, often preferring alternative routes for requests.



C.Informal European Networks – EN-FAST and the EJN

Two key elements of European infrastructure for fugitive cases are the police and prosecutor networks established at a European level, which create person-to-person links via national contact points. The European Network of Fugitive Active Search Teams (EN-FAST), used by law enforcement, is dedicated solely to fugitive work, while the European Judicial Network (EJN), used by prosecutors, has a much broader remit, supporting cross-border cooperation more generally. Direct contact with counterparts through casework or conferences and training events is key to relationship and trust building in these highly informal structures.

Established in 2013 under a Memorandum of Association, EN-FAST links national police working in Fugitive Active Search Teams across the EU. The network is comprised of domestic police professionals actively engaged in fugitive and extradition work. Europol hosts the EN-FAST public-facing ‘most wanted’ platform and CEPOL collaborates with the network to provide training. EN-FAST teams deal mostly with high-profile, high-risk or extremely urgent fugitive cases, but they are not officially limited in their remit. Cooperation through EN-FAST is direct, informal and fast. The network is built on high levels of trust and personal relationships. Conferences are held regularly, and because staff turnover is low, contact points get to know each other personally over time. There is an expectation that queries and cases from EN-FAST partners will be prioritised and that the network will not be used for trivial or speculative matters.

Most EN-FAST contact points are operational police officers. Before Brexit, the UK’s EN-FAST contacts were non-operational officers situated in the UKICB. Some partners noted that the lack of an operational team in the UK, compounded by the fact that not all NCA staff have a police background, and that UK contacts changed more regularly than their partners, was a barrier to trust. Since UK extradition policing was centralised, the operational teams in the National Extradition Unit have taken on the EN-FAST role. It seems likely that this will improve operational cooperation and support trust building by providing better continuity in relationships.

For prosecutors, the EJN34 forms a network of national prosecutorial and judicial contact points working in roles related to international cooperation. The network has a small secretariat that is responsible for its functioning and continuity. Each state has a nominated corresponding member who plays a coordination role, disseminating information relating to the EJN, promoting training courses and liaising with the secretariat. Contact points provide practical support to professionals in other states, forwarding specific queries to the correct national authority, following up on delayed responses or advising on making successful requests. Contacts are listed on the EJN’s secure online platform, which also contains country-specific information on cooperation tools. The network hosts biannual meetings, allowing national members to meet international counterparts and build relationships. Although not all UK prosecutors use the EJN, those that do speak highly of it and appreciate opportunities for direct personal contact.35

EN-FAST and the EJN represent the most informal end of the spectrum in terms of cross-border cooperation. Although the EJN does compile European-level data on the volume of work that contact points handle, there are no oversight or accountability mechanisms for individual cases. There is no formality in contacting EJN contact points; a prosecutor can raise queries with overseas counterparts by email or phone.

Similarly, the EN-FAST network has no oversight mechanism or public data about the way in which the network is used or the volume of cases. The high levels of trust involved in the relationships create informal restrictions on how police utilise them. Contact points from the UK were clear they would only use the network for high-risk or urgent cases, and were at pains to provide a good service. Police within the network contact each other directly, by email, phone and even WhatsApp, often making contact via officers from other countries with whom they have established relationships. Making contact in this way gives an informal endorsement of the officer making a request, leveraging the trust built between others to lend to their own credibility. Direct person-to-person contact helps to quickly resolve or progress complex and urgent cases. Transnational officers are clear that positive experiences via informal channels help build trust, and they are aware that misusing these channels or failing to give good service could negatively impact the wider cooperative relationship.

The UK has retained operational access to the EJN and EN-FAST, but only through third-party or observer agreements. The UK continues to have access to EJN contact points, but it is unclear if UK prosecutors can participate in training and relationship-building events alongside those from EU Member States. With observer status in the EN-FAST network, the UK can access the network of contact points and cooperate on individual cases. But it is not clear how much strategic influence has been lost, whether the UK can form part of the core group that manages the network or what its position in the general assembly is. Moving forward, ensuring that operational officers and prosecutors are well-resourced to make the best use of, and provide the best service to, these networks should be a key priority. Practitioners should also be encouraged to participate in opportunities for face-to-face relationship building wherever possible.



D.European Networks Focused on Specific Areas of Work

The European Commission also funds, in whole or in part, several networks focused on specific areas of police work.36 These networks do not fall under the Europol structure, although Europol is often an associate member and some do use Europol systems. Covering a diverse range of policing priorities, these networks include Road Policing (Roadpol), Counter-Terrorism (ATLAS and EUHRSN), Water Policing (Aquapol), Rail Policing (Railpol), Law Enforcement Technology Services (ENLETS) and Airport Policing (Airpol). These networks link local and national police working on specific priorities and serve a diverse range of functions. Some networks operate single points-of-contact lists for operational purposes; many have working groups focused on strategic development and improving cross-border cooperation in their field. Some of these networks have capacity-building and training functions or facilitate the development of best-practice guidance and the rollout of new technologies.37

Very little is known about the specific operations of these networks or the way in which they are utilised by the UK. The UK’s status in these networks has probably shifted due to Brexit, but the result of that shift is unclear. Nevertheless, opportunities for direct and face-to-face contact afforded by membership of these networks are valuable for the development and maintenance of trust across a range of policing priorities. More research is needed to better understand the workings of these networks and the UK’s current position in them.




IV.Networks Associated with Strategically Important Locations

There are other common types of cross-border network besides those established at an EU level. Perhaps the earliest example of formally structured cross-border policing agreements are those associated with strategically important locations, particularly in border regions. These networks are often established in response to the relaxation of border controls, for example in the Benelux region in the 1960s or across the Franco-German Border in 1977.38 For the UK, the most significant of these networks has been the CCIC. Established in 1968, the annual conference brought together police personnel operating in the Channel region from the UK, France, Belgium and the Netherlands. A key network for the transnational exchange of criminal intelligence in the pre-digital age, this conference also operated as an early policy network, where officers who developed personal relationships laid the foundations for the transnational policing infrastructure for the Channel Tunnel. At the very first meeting, the Chief Constable of Kent Police clearly outlined his aim to ‘encourage closer personal relationships between officers in his Force and Belgian and French police officers stationed adjacent to the English Channel’.39

Even though the CCIC pre-dates the UK’s membership to the EEC, the Brexit vote in 2016 resulted in France’s withdrawal of its delegation from the conference and the CCIC has been disbanded.40 This loss of person-to-person networking for senior officers in the Channel Region is a blow to trust building and a clear example of how distrust at a political level can impact operational trust on the ground.41



V.Bilateral Networks

On a bilateral basis, the UK has a global network of ILOs based in British embassies across Europe and around the world. These officers form personal trust-based relationships with local law enforcement, especially those working in areas that are high-priority for the UK. These officers are well placed to get things done outside of the official channels in urgent and complex cases, and are experts in bridging the gaps between legal systems, helping UK police and those in their host state to shape requests so they can be actioned promptly. The ILOs report to the NCA and can be contacted through the JICC but also directly by local police officers; there is little to no formality involved in requesting their assistance, but their position is constrained by what is appropriate in the specific relationship and the relevant domestic law.

The UK’s ILO network is mirrored by the Foreign Law Enforcement Community (FLEC) network, comprised of foreign officers based in embassies in London. When viewed from this perspective, the foreign ILOs based in London themselves form a network that establishes personal, trust-based relationships with UK law enforcement and with each other. They get to know each other through consular events and in other social settings, as well as working together as the need arises.

The workload of an ILO will depend on the nature of the relationship between the UK and the host state. For example, there are ILOs in Spain whose work is almost exclusively dedicated to fugitive manhunts, whilst the ILO in Poland rarely dealt with an EAW case before Brexit. The strength of the ILO network relies on the personal relationships that officers build in their host state and on the lack of formality involved in making requests for information. This means that the need for trust and confidence is high, and the effectiveness of the relationship relies heavily on credibility and a good service.

The Crown Prosecution Service (CPS) also has a network of Liaison Prosecutors bilaterally placed in embassies around the world. Much like ILOs these Liaison Magistrates build specialist knowledge of their host legal system and help to shape and progress requests. The expansion of the Liaison Prosecutor network in Europe has been a key element of the CPS response to Brexit and the complications introduced by the reintroduction of the nationality bar in surrender cases under the TCA and the loss of the EIO (see Arnell, chapter 13). In 2017, the UK had liaison magistrates in Spain, France and Italy within the EU. At a minimum, this network has now expanded to include Romania, Portugal, Belgium, the Netherlands and Germany in response to Brexit.

These officers and prosecutors work in a semi-diplomatic context, representing their state from their embassy base, acutely aware that their job relies on goodwill and trust-based relationships to get things done. A key part of planning for Brexit was to expand and strengthen these bilateral relationships to respond to any complications that arose under whatever agreement was reached. One drawback of relying on these individual relations over the long term is that the continuity of relationships can be damaged as personnel change. Encouraging the sharing of local knowledge among transnational officers could help mitigate this risk, and wherever possible new ILOs should be placed concurrently with the officers they are to replace, to allow for in-depth and meaningful handover.



VI.Conclusion

Networks are vital operational and strategic tools. Cooperation relies on high levels of trust to work well, and strategic alignment can bring organisational priorities and resources into line with practitioners working on the ground. Networks across the spectrum, from formal to informal, provide vital forums to build institutional and personal trust. This trust is practical, based on prior and continued knowledge and repeated operational contact, which strengthens the ties that bind.42 Positive experiences of cooperation build goodwill, and opportunities to meet outside of operations create spaces to foster mutual understanding. Direct face-to-face contact is key to developing, maintaining and repairing trust, and these opportunities should be maximised.

Officers whose role is largely focused on transnational work are often part of networks such as EN-FAST or SIRENE working groups. They may also be ILOs. These officers explicitly see themselves as representatives of their state and understand their diplomatic role in developing mutual understanding and trust. There is evidence of a developing subculture of transnational policing (the norms, beliefs, attitudes and routines of this specific policing specialism), where officers, linked to international counterparts on a daily basis, work together in pursuit of shared occupational goals.43 It is this developing ‘transnational identity – based on the notion that a cop is a cop, and a criminal is a criminal, no matter what their respective national identities – that provides the oil and glue of contemporary international law enforcement’.44 These officers tend to be more understanding of practical problems with other Member States’ practices and are generally more conscious of the reputational risks associated with their own operational failures. They are also experts in building understanding and managing expectations within their own state, helping domestically situated officers to mould requests to fit the requirements of other systems. As the European Commission states, ‘the work of the networks is fundamental for the creation of trust among law enforcement officials and agencies, for energizing the channels of communication and cooperation and for conceiving a genuine EU law enforcement community’.45 As the UK has left the EU it has lost access to some of the most formal mechanisms for streamlined cooperation, including SIS and the SIRENE network, the EAW and the EIO. It remains an operational member of the EU criminal justice institutions and of the policing networks, but mostly as a third party, and has lost at least some strategic influence. At least one network that pre-dates UK membership of the EU has been negatively impacted by the Brexit vote. This has left the UK heavily reliant on bilateral cooperation and its ILO network to try to fill the gaps left by formal mechanisms.

Now that UK law enforcement find themselves as outsiders looking in on the EU community, it is imperative that access to trust-based networks is maintained, that this work is sufficiently resourced and that the impact of Brexit on UK influence is fully understood. Building and maintaining trust is more challenging from outside of the EU, and policymakers should be mindful that political mistrust can undercut operational trust in unexpected ways. Gaining a better understanding of the scope and value of low-visibility person-to-person contacts should be a key priority, and policies should be developed to ensure the continuity of trust in an ever-changing political landscape.
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Loss of Access to Schengen Information System II: UK Policing Perspectives

JERRY PEARSON


I.Introduction

Following the European Union (EU) exit referendum on 23 June 2016, the exact conditions of the United Kingdom’s (UK’s) withdrawal from the EU were negotiated against a tense backdrop of domestic instability, characterised by political division and public protest. During this period, the Brexit debate understandably dominated the media, with commentators frequently referring to the risks associated with any loss of access to the Schengen Information System (SIS II) by UK law enforcement agencies.1 A 2016 report from the House of Lords Home Affairs Sub-Committee reported that ‘Britain will be less safe after leaving the EU unless integral EU security arrangements and law enforcement databases are retained or adequately replaced’.2

The potential inability of British police officers to access the SIS and other law enforcement databases was signalled as a significant threat to public safety and representative of the need for a comprehensive post-exit security agreement between the UK and the EU. Given that few of the British public had heard of SIS II before the Brexit debate, it quickly entered public consciousness as an important policing tool that would leave us all less safe, if lost. This view was not exclusively held within the UK, as some politicians within the EU also publicly warned of the security threat represented by the UK’s future exclusion from law enforcement systems such as SIS II. In 2018, Horst Seehofer, the German Interior Minister, broke ranks with other EU politicians and declared that ‘it is obvious that the UK will no longer be a member of the union after its withdrawal but that must not lead to less security for our citizens’. Mr Seehofer went on to insist that the ‘full security partnership with the UK must encompass the entire EU security architecture’.3

Despite the numerous calls for the UK to retain access to SIS II after leaving the EU, the final settlement agreement confirmed that that access to the SIS II database would be lost following formal exit and at the conclusion of the agreed implementation period. Notwithstanding the many mutual operational benefits of continued UK access to SIS II, the EU ‘resolutely adhered to the view that access to the benefits of EU membership (such as SIS II) was restricted to members of the EU’.4 While this view may well have been politically motived and designed to maintain the integrity of the EU project, by 2018, reports of UK mismanagement of SIS II were beginning to circulate.5 On that basis, it is possible to speculate that the EU may have felt disinclined to make a special case for UK retention of SIS II, based on previous failures to rigidly adhere to the rules governing usage of the system by Member States.

What was also less readily understood by the public, was that British access to SIS II was still a relatively new development, and that UK law enforcement agencies were already working hard to mitigate the risks of a ‘no deal’ Brexit by ensuring that contingency arrangements were in place. It could be argued that the response of UK policing to the potential loss of access to EU policing tools such as SIS II was both comprehensive and decisive in nature. This chapter will assess the operational effectiveness of the UK response to that loss and will additionally examine and explore the operational features of SIS II and the ongoing consequences of its loss.



II.Background

The SIS was initially conceived in 1995 as an alert-based system, allowing law enforcement agencies across Europe to collaborate quickly and easily following the abolition of internal borders between some countries within the EU. It has been described as ‘one of the most important large-scale databases used for immigration and border controls in the European Union’.6 However, of equal if not greater importance than border control, was the ability of Member States to use SIS and other EU databases to conduct ‘real-time data sharing between law enforcement agencies’.7

In 2013, a second-generation version of the system (SIS II) was launched with a range of enhanced functionalities, such as the possibility of adding fingerprints and photographs to alerts. Policing agencies in the UK were not early adopters of the SIS databases, only connecting in 2015, a full 20 years after their first introduction. An alert entered in SIS by one country becomes available in real time in all other countries that use SIS. This helped to facilitate law enforcement, immigration and border control. As the UK had opted out of the common travel area called the Schengen Zone, the UK could only ever participate in the law enforcement aspects of SIS II.8

While SIS included only seven EU Member States as database users upon its initial launch in 1995, it steadily expanded to the extent that at the point of the UK’s exit from the EU in 2020, SIS II users included all EU Member States (other than Ireland and Cyprus) together with four other countries that were not EU Member States but were members of the Schengen Common Travel Zone. Since that time, Ireland has now become a SIS II user and plans are in place for Cyprus to join the system. During 2019 (which provided the last full year of statistics prior to Brexit), UK law enforcement agencies accessed SIS II a total of 571,697,394 times, making them the third largest user of the system behind only Spain and France.9 With 9 per cent of all SIS II transactions made by UK law enforcement agencies, British police forces were enthusiastic and important users of the system.

The huge number of SIS II transactions regularly undertaken by UK policing agencies can largely be explained by the database’s substantial integration with the Police National Computer (PNC). The practical consequence of this integration was to cause every person checked by police officers within the UK to be simultaneously checked against the SIS II database. In many cases, the police officer conducting the checks had not sought SIS II checks to be made, or was even aware that they had been conducted. However, the SIS II database did provide a safety net, which ensured that British police officers would be made aware of fugitives or missing persons, stolen property and vehicles, as well as important items of intelligence, should they relate to the inquiry being conducted. The National Police Chiefs’ Council (NPCC) took the view that access to SIS II was essential for mainstream policing, noting that


the ability to understand whether somebody is wanted in another country, whether they are missing, whether the vehicle they are driving is stolen and so on … is critical in allowing officers on the street to make decisions (for instance in relation to custody) to safeguard the welfare of people across the country.10



Despite the considerable benefits for both EU and UK policing agencies of access to a mutual intelligence-sharing mechanism like SIS II, access to the database was viewed by the EU as one of the blue-ribbon benefits of EU membership. To enjoy the benefits of membership (argued the EU), you had to be a full member, or an associate member, of the club. On that basis, the UK’s access to SIS II was removed following its exit from the EU, and at the conclusion of the transition period on 31 December 2020. Senior figures within UK policing subsequently confirmed that ‘the loss of SISII will have a major operational impact’ and cause forces to ‘circulate far fewer persons and objects’.11



III.Operational Consequences

The SIS II is an alert-based system that allows policing agencies to circulate the details of persons, vehicles, property and specific items of intelligence to colleagues in countries across Europe. Prior to the loss of access to SIS II, its operational benefits were openly acknowledged by senior officers within UK policing, who described it as ‘an absolute game-changer’,12 stating that ‘it allows our officers to immediately see in front of them if somebody is wanted, if there is stolen property or if somebody needs to be arrested and extradited’.13 In order to assess the impact of the loss of SIS II upon operational policing, we will examine in turn, the most widely used and useful alerts (or ‘articles’ as they are known within SIS II).


A.Wanted Persons

An Article 26 alert allows the circulation of fugitives from justice (wanted persons) who are suspected of having committed a crime and are being actively sought by a policing agency. The circulation of a wanted person on SIS II is invariably accompanied by the creation of a European Arrest Warrant (EAW), which allows the arrest, detention and speedy extradition of that person if located within another Member State’s jurisdiction. In practical terms, if a British police officer (pre-Brexit) had conducted a PNC check on a person, SIS II would have been checked simultaneously. If that person was circulated as wanted from any other SIS II-user country, the officer would have been able to immediately arrest and detain that person. The operational functionality afforded to officers by this feature is extremely useful when attempting to locate fugitives; and due to the integrated nature of the PNC and SIS II, creation of a wanted person domestically within the UK would automatically generate a Europe-wide SIS II Article 26 alert. Equally importantly, should British fugitives flee the UK and travel to Europe, a SIS II circulation could result in their detection and arrest. An example of this was provided in the case of a male wanted for the double murder of an elderly couple in the UK, whose vehicle was located at Dover. This led police to believe that the male had travelled to Europe; and following a SIS II circulation of the wanted person, the suspect was located in Luxembourg a few days later.14



B.Missing Persons

Additionally, SIS II allows the circulation of missing persons using an Article 32 alert, which can greatly assist policing agencies in tracing often vulnerable persons across Europe’s open internal borders. Given that human trafficking is an increasingly prevalent crime within Europe, circulations of this nature are an important feature of modern policing. A further useful application of this alert concerns cases of international child abduction, which make up the second largest category of missing children within the EU.15 These incidents often feature parents of different nationalities, where one parent attempts to travel to their home country with their child, often in contravention of court orders and the wishes of the other parent.



C.Sought for Judicial Purposes

Circulations under Article 34 tend to involve witnesses or suspects whose location is sought as part of an ongoing criminal investigation or judicial proceedings. Typically, a suspect in the early stages of an investigation might abscond before a police force has collated sufficient evidence to justify an arrest or initial interview. To properly proceed with the investigation, it might become necessary to speak with the suspect and an Article 34 alert would be created in an attempt to establish their location. Similarly witnesses who, having initially cooperated with an investigation, might subsequently disengage with the judicial process and abscond. Once again, an Article 34 alert would be the most appropriate method of attempting to determine their location.



D.Discrete Checks

Article 36 alerts are created by investigating agencies that wish to collate intelligence on the movements of organised criminals without making them aware of an ongoing policing interest in their activities. An example of how this might work in practical terms would be if the police in the Netherlands created an alert involving a Dutch drug dealer. Should this person then travel to southern Spain to arrange the importation of controlled drugs, an Article 36 alert would allow the requesting agency in the Netherlands to be supplied with information that might include travel details, hotel check-in information, vehicles, and details of travelling companions and other associates. All this information would be provided to the requesting agency, without the suspect’s awareness of any police interest in them or their movements. Clearly, alerts of this nature are extremely useful to investigating agencies when attempting to develop the intelligence picture around organised crime groups.



E.Vehicles

Circulations using Article 36(2) alerts are important in allowing police officers to quickly identify stolen vehicles that have been transported across international borders. The benefits of a system that can quickly identify vehicles stolen from anywhere within the EU are obvious, and are particularly useful within Continental Europe, given the nature of the border-free Schengen Area.



F.Objects

Article 38 alerts allow policing agencies to circulate details of lost or stolen objects in order that they might be subsequently located, if found elsewhere within the EU. These objects typically include items such as firearms or passports, and may also relate to items that are sought for evidential purposes.



G.Borders

The SIS II allows law enforcement agencies employed in border control duties to be able to determine immediately if alerts relating to a potential entrant to the country indicate that they represent a threat to the safety and security of the nation. With such clear operational benefits, the border represents another area where the loss of SIS II was keenly felt. Shellaker et al have shown that ‘the loss of the EAW and SIS II is significant, as police officers at UK borders will not be able to know if they are missing offenders’.16




IV.Mitigation Strategies

As early as 2017, the National Crime Agency (NCA) and the NPCC began planning for the potential loss of access to European policing tools following exit from the EU. Unusually, the police services of both Scotland and Northern Ireland agreed to collaborate with the NPCC to provide a UK-wide solution, which illustrates the gravity with which the situation was viewed by police leaders. A joint NPCC/NCA team of international policing experts was quickly formed to work on the project, and they were supported in their work by the Home Office.

Despite its huge operational value, due to various political and legal considerations, continued UK access to SIS II was quickly identified as one of the least likely EU policing tools to be retained. If SIS II access was indeed lost, the UK recognised that the Interpol I-24/7 database would be the only viable system of international circulations and alerts that would be available to UK officers. However, the wholescale adoption of I-24/7 as a replacement for SIS II was not without practical difficulties as several obstacles presented themselves. Although also an alert-based database system, the Interpol I-24/7 system lacks much of the functionality and ease of use associated with SIS II. This view was identified and publicly articulated by senior NPCC figures, who stated that ‘if we lost SIS II, we would rely on the Interpol database. The Interpol database has some capability that is similar. It does not have all the capability that SIS has’.17

A further significant issue was the lack of integration between the PNC and I-24/7. While the seamless integration of SIS II and the PNC had allowed officers to automatically check both UK and EU-wide systems simultaneously, this was not possible with I-24/7. Similarly, the creation of a wanted or missing person on PNC, which would automatically create the appropriate alert on SIS II, was not possible with I-24/7. In practical terms, the long-awaited introduction of a new version of the PNC meant that the UK Government was unwilling to commit significant funds to upgrade the existing IT architecture within PNC, to allow automatic integration with I-24/7. Although work to semi-automate some Interpol circulations was undertaken prior to Brexit, the IT solutions that were put in place were relatively primitive and failed to fully replace SIS II functionality. ‘Interpol is not linked to national systems and … it will be slower and lack the capability of SISII. Because of the differences between SISII and Interpol, forces will circulate far fewer persons and objects.’18

Prior to 2017, the Interpol I-24/7 system was chronically underused by UK police forces, which had quickly become reliant on SIS II as their principal tool for international circulations and alerts. Some forces had conducted little or no I-24/7 activity in recent years. In response, the NPCC established the International Crime Coordination Centre (ICCC) in March 2019, funded by the Home Office. The ICCC was established with a mandate to ‘support and advise UK policing to better use international instruments, especially through the UK’s withdrawal from the EU’.19

During 2019, one of the immediate priorities for the newly created ICCC was to address the persistent underuse of the Interpol I-24/7 system by police forces. As the main contingency system for loss of access to SIS II, the need was urgent to increase both the number of I-24/7 users and system transactions. In real terms at that time, some forces held very few I-24/7 user licences, and those that did exist were usually located within specialist units such as Force Intelligence Bureaux. The practical implications of this arrangement were that an officer requiring an urgent out-of-hours I-24/7 check on a suspect was unlikely to be able to obtain one. Using a comprehensive communication campaign during 2019, the ICCC began to make policing aware of the potential changes to operational capability that Brexit might bring. The ICCC network of regional ‘single points of contact’ (SPOCs) was then able to work with forces to significantly increase the number of trained I-24/7 users and to make sure that 24-hour coverage was provided to operational officers by ensuring that force control-room and custody staff were also trained to conduct I-24/7 checks. Ultimately, this work resulted in the issuing of around 6,000 additional I-24/7 user licences to staff within UK police forces and a significant increase in police usage of Interpol systems.20

A further challenge facing forces lay in the lack of integration between the PNC and the I-24/7 system. This resulted in the need for alerts and circulations, first, to have to be created on the PNC by operational officers, then for a form to be completed, containing the relevant details, which was forwarded to the NCA’s International Crime Bureau, where the information was checked, and finally for an alert or circulation to be created on I-24/7 by NCA staff. Unsurprisingly, this process was described as ‘clunky’ and ‘more bureaucratic, slower and complex’.21 Given these problems, the ICCC also began work to alleviate some of the more bureaucratic parts of the process, and subsequently had some success in partially automating alerts by using ‘smart forms’ that ended some of the double keying of data that was required under the existing system. However, senior police leaders were keen to point out to politicians that the loss of SIS II, and its replacement with Interpol alerts, was far from satisfactory.22

The Interpol I-24/7 system itself does have some similarities with SIS II in that they are both alert-based systems that can be used for the circulation of persons and objects. For example, the SIS II Article 32 Missing Persons alert is equivalent to an Interpol Yellow (Missing Persons) Notice. However, despite the considerable efforts of UK policing to ensure that the Interpol I-24/7 system provided a workable replacement for SIS II, a further issue existed that threatened to undermine operational capability. Following the loss of access to SIS II, British policing was heavily committed to ensuring that the Interpol system was used for all UK alerts and circulations. To be effective, this arrangement also depends upon a degree of reciprocity from police forces in each EU country. For I-24/7 to be a truly effective replacement for SIS II, the UK is dependent upon EU countries’ creating their alerts and circulations on both SIS II (to which they have full access) and I-24/7. Faced with the same double-keying issues as the UK, in many cases EU countries chose not to spend time and energy in populating I-24/7 as comprehensively as SIS II. To address this issue, the UK expended considerable effort in attempting to persuade EU policing agencies to increase their use of I-24/7 alerts and to encourage them to undertake this ‘double-keying process’.23

Despite these efforts, the operational consequence of this inconsistency of approach is that a European criminal who might be circulated as wanted throughout the EU on SIS II, could travel to the UK undetected, if not also circulated as wanted on an Interpol Red (Wanted Person) Notice. Invariably, this has caused a degree of ‘operational blindness’, which could mean that


British police officers are now unable to determine whether or not a foreign national might in fact be a dangerous offender that represents a threat to British communities. Of course, this highly unsatisfactory arrangement is a two-way street, and European policing agencies will be similarly unsighted on whether dangerous British offenders are at large in continental Europe.24



The final issue confronting UK police officers when seeking to replace SIS II with the I-24/7 system concerns the arrest of wanted persons. While the circulation of a wanted person using and Article 26 SIS II alert is inevitably accompanied by an EAW, which allows for that person’s immediate arrest, in UK law an Interpol Red Notice does not provide officers with the same power. On that basis, an officer checking a foreign national might (if indeed an Interpol check is requested) be informed that a Red Notice exists for that person and be told that they are a fugitive, wanted in another country. Unless the officer has grounds for an immediate arrest on suspicion of a crime committed in the UK, they would be obliged to allow that person to go on their way, as there is no mechanism in law for officers to arrest on a Red Notice unless in possession of a warrant issued by a British court. This was addressed prior to Brexit in legislation that introduced a power to arrest based on a Red Notice.25 However, the power of arrest associated with the new Extradition (Provisional Arrest) Act 2020 is limited and only applies to specified countries in which the UK has a high degree of judicial trust. These include EU members and countries such as Australia, Canada, New Zealand, Switzerland and the United States.26



V.Measuring the Loss of SIS II

Measurement of the true impact of the loss of SIS II is complicated by several factors, including a lack of empirical data and the disruptive effect of the Covid-19 pandemic restrictions on free movement. Crime statistics show that the police in England and Wales recorded a 13 per cent fall in total recorded crime between 2020 and 2021, while offences involving theft fell by 32 per cent, with a 10 per cent reduction in sexual offending.27 Therefore, it is unlikely that the true impact of the loss of European policing tools during the immediate post-EU exit period will ever be known. Consequently, we must look to the experiences of practitioners to add context to any discussion of the impact of the loss of SIS II.

Research conducted with police officers in the months following loss of access to SIS II illustrates some of the views of practitioners and the operational challenges they face. Shellaker et al report that, without access to SIS II, officers consistently described their inability to properly identify foreign criminals entering the country, with one officer stating ‘we now have individuals crossing the border, and we haven’t got a clue who they are: it’s ridiculous’.28 Further concerns were expressed about the inability of police officers to properly understand and control the threat represented by foreign national offenders once they have entered the country: ‘So, they could be in this country doing whatever they want, and we wouldn’t even know where they are.’29 These views are a powerful indicator of the levels of dissatisfaction felt by operational officers when questioned about post-Brexit reductions in operational capability.

More recent interviews conducted by Davies and Farrand-Carrapico have identified that although the UK introduced a power to arrest based on Red Notices circulated via I-24/7, in practice there is a reluctance to arrest on this basis, and officers prefer to wait until an Arrest Warrant issued under the Trade and Cooperation Agreement (TCA) (known as a TCA warrant) is certified by the UK Central Authority (UKCA). This can lead to delay or even loss of an opportunity to arrest a wanted person (see Davies and Carrapico, chapter 4). Although many states are double keying alerts onto I-24/7 as requested by the UK, a TCA warrant is issued only if there is a known connection to the UK. If a person is wanted by the UK, an alert will be issued, but as Member State police databases do not automatically link to I-24/7, this is much less likely to be picked up than if an EAW were to be circulated via SIS II.30 Although we have yet to know the statistical implications of these changes, for some time senior officers have acknowledged that there is a ‘significant loss of capability in terms of access to data, which is automated and integrated within our systems’.31

As well as the loss of access to previous SIS II capabilities, the UK is now forced to observe from the sidelines future enhancements to the SIS II operating platform. These involve making significantly increased amounts of biometric data available to law enforcement agencies, including photographs, fingerprints, palm prints and DNA. Developments such as these will enable EU countries to share more information than ever before, and enhance the capabilities of their law enforcement agencies to circulate preventative alerts aimed at protecting vulnerable persons and disrupting terrorist activity. The UK will not benefit from these developments.



VI.Potential Solutions

Law enforcement agencies in the UK remain hopeful that future revisions to Part Three of the TCA might yet be negotiated with the EU. A mechanism exists within the TCA that allows its provisions to be reviewed on a five-year basis,32 including those relating to law enforcement and security. There is no doubt that law enforcement professionals, within both the EU and the UK, would welcome reconsideration of UK access to SIS II:


Given the wider security environment, the strong shared interests in tackling what are largely shared threats, and the engagement of security and law enforcement professionals in finding ways to make the projected arrangements work, we must hope they will provide the basis for building cooperation in the future.33



However, the chances that the UK will quickly negotiate post-Brexit access to SIS II appear to be diminishing, with most commentators accepting that a further extended period of exclusion is likely.34

There is a recognition, within UK policing, that strengthening existing bilateral agreements with EU Member States might assist in bridging some of the operational gaps caused by the loss of SIS II. It is already the case that the TCA contains a ‘legal basis for exchanging security alerts bilaterally’.35 Police officers understand that close collaboration on matters related to transnational criminality is highly desirable and that strengthening bilateral working arrangements provides a quick win for the UK and the EU. The ICCC quickly identified, following its launch, that the foreign law enforcement community (FLEC) in London, which includes numerous EU police officers seconded to their various embassies, could prove useful. Mechanisms such as the FLEC and Europol (to which the UK retained access as a third country) are extremely useful in allowing UK officers to liaise and exchange information with EU agencies during dynamic crime and security investigations.36 The 2022 bilateral agreement between the UK and Portugal provides evidence of a willingness among some EU Member States to further develop the working relationship with the UK beyond the terms of the TCA.37 Agreements such as these provide some cause for optimism that future bilateral agreements with EU partners on the exchange of data and other information may well serve to further enhance operational capability.

The development of new technologies and data-sharing mechanisms with EU partners provides another opportunity to address the loss of access to SIS II. The UK has invested heavily in the development of a new IT system called the International Law Enforcement Alerts Platform (I-LEAP). The I-LEAP programme has two phases, the first of which is enhancement of functionality and connectivity between UK policing and Interpol IT systems. It is anticipated that I-LEAP will allow forces to automate the creation and circulation of alerts, and will go some way to addressing the ongoing lack of direct connectivity between UK systems and Interpol. By September 2024 a total of 46 UK police forces including those in Scotland, Northern Ireland, England and Wales had connected to Phase 1 of the I-LEAP system.38

The second phase of the I-LEAP project is an attempt to replicate much of the functionality of SIS II by concluding an EU-wide multilateral information-sharing agreement. It is anticipated that upon delivery of the project, the UK and EU countries will be able to share real-time alerts that have been described as ‘a return to a SIS II-type functionality’.39 The UK Government also intends to negotiate separate bilateral agreements with selected partner countries. It is likely that partner countries will include ‘5-Eyes’ partners such as Australia, New Zealand and Canada. However, despite the rosy optimism of senior officers, who have declared that ‘phase 2 of I-LEAP will be a real stride forward and will mean we are back to where we were in a position of SIS II’,40 it is unlikely that phase 2 of the I-LEAP programme will be delivered before 2027, and even this is optimistic as there is currently no buy-in from the EU.

Despite the clear operational difficulties for UK police officers represented by the loss of access to SIS II and other EU policing tools, some improvements have flowed from the Brexit process. The creation of the ICCC, using temporary Brexit funding from HM Treasury, was initially conceived as a no-deal Brexit mitigation measure. However, it has served to considerably raise the profile of both international criminality and the use of I-24/7 among frontline officers. Additional developments, such as the establishment of the National Extradition Unit and national programmes of training for frontline officers, helped to burnish the reputation of the ICCC. Subsequently, UK law enforcement recognised the value of a central unit dedicated to international enquiries that could act as a national resource to officers. In 2023, the functions of ICCC were absorbed into the NCA and re-launched as the Joint International Crime Centre (JICC). This change established the JICC as a fully funded unit with a permanent cadre of skilled staff able to develop interpersonal relationships with EU officers to aid international policing cooperation (see Thomson, chapter 11).



VII.Conclusion

While UK law enforcement agencies, supported by the Home Office, made considerable efforts to mitigate the operational risks represented by Brexit, there is no doubt that the loss of SIS II has caused a significant loss of capability. The creation of the ICCC, together with greater use of the Interpol I-24/7 system, has allowed policing to ‘make do and mend’ while attempting to develop longer-term solutions to bridge the SIS II capability gap. However, for frontline officers, ‘the practical consequence of this situation is that British police officers are now unable to determine’ in many cases ‘whether or not a foreign national might in fact be a dangerous offender that represents a threat to British communities’.41 Post-Brexit, the operational reality for officers is reliance on sub-optimal SIS II replacements while the UK remains locked out of a system that would mitigate risk to communities within both the UK and Continental Europe.

The future does hold the promise of significant improvements, and the delivery of Phase 1 of the I-LEAP system will greatly enhance the effectiveness of Interpol’s I-24/7 as an operational system within the UK. Phase 2 of I-LEAP may solve many of the operational problems caused by the loss of SIS II, but this will only happen with the agreement of the EU. Until that time, operational officers will continue to be confronted by risk and attempt to manage it using less sophisticated systems than those previously available. Ultimately, the inability of politicians to reach agreement on the UK’s continued access to SIS II has eroded the ability of police officers, in both the EU and the UK, to ensure the safety and security of their citizens.
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The EU–UK Trade and Cooperation Agreement Passenger Name Records Provisions: Framing the Effectiveness of Degrees of Legalisation and Institutionalisation

ELAINE FAHEY*


I.Introduction

The topic of Passenger Name Records (PNRs) constitutes one of the most long-term, evolving and consistently controversial areas of European Union (EU) law in the Area of Freedom, Security and Justice (AFSJ). It has resulted in several highly controversial international agreements, much litigation and a directive with extraordinary origins from the 9/11 era of law making.1 This chapter focuses upon its most recent and significant inclusion in a trade agreement with the UK, the EU–UK Trade and Cooperation Agreement (TCA).2 The law relating to PNRs is usually found externally in international agreements with third countries. The TCA is highly striking as a trade agreement, in which PNRs are found in a lengthy chapter. Several decades on since its introduction into EU law, PNR law shows no sign of abating. Most of all it has failed to quell concerns as to its evolution, increasingly normalising it into ordinary EU law – but largely following on from a series of controversial decisions of the Court of Justice of the EU (CJEU). The EU now has a range of transfer PNR agreements with many non-EU countries, with several under negotiation, and which continue to be complex to renegotiate and which evolve in line with case law. The AFSJ, which Article 3(2) of the Treaty on European Union sets out as an ‘area’, has been gradually ‘regularised’ over time as a legal and institutional space and has had a booming legislative agenda since the entry into force of the Treaty of Lisbon.3

Passeger Name Records embody many of the key characteristics of shifts in AFSJ law over time, evolving into a significant but also multifarious morass of law. Arguably the high-water mark of PNR law is constituted by the PNR chapter in the TCA, which provides for a range of new legal parameters for the treatment of PNRs in EU law, dominated by shifts in oversight provisions that are implemented in the TCA unlike in any other international PNRs agreement of the EU.

Increasingly, PNR law is also subject to judicial review.4 Most concerns and much litigation have centred heavily upon oversight. This is despite the proliferation of PNR law, first as external relations law then as internal EU law. The CJEU’s capacity to ameliorate its oversight elements has increasingly become critical, over the past number of years, from a human rights perspective, as will be outlined further in section III. As the EU AFSJ increasingly securitises and witnesses shifts in the use of PNR data stemming from borders and migration control, PNR law has evolved. Somewhat paradoxically and ironically, PNR law appears to be engaged in both deepening and widening its ostensible institutionalisation, evident in the TCA. Data transfer law has been heavily court-centric, but has also witnessed the CJEU’s prescribing detailed outcomes in the review of PNR law.5 It invites the question as to the place of oversight of these provisions and their broader place.

The law applying to PNRs seems to be evolving, with an increasing number of actors becoming involved in its governance. This has generated many controversies and challenges. This is particularly well embodied by the EU–UK TCA provisions on PNRs, where oversight becomes a key feature in the wake of Opinion 2/15, arguably as a form of institutionalisation, witnessed through turns towards deepening structures, more efforts to develop transparency, accountability and to embed actors as part of a range of processes.6 The law on PNRs arguably reflects other areas of the AFSJ in showing significant legalisation and institutionalisation tendencies. There are multiple agreements, instruments and rules in the form of legalisation. This shift is thus demonstrated in a morass of emerging law, particularly of instruments, actors and powers. In this regard, this shift may be said to provide evidence of legalisation, a legalisation that is paradoxical and ironic, where its proliferation is responsive yet also responding to multiple subjects and objects and pursuing more agendas, but not necessarily with fundamental rights and the rule of law in mind.

This chapter thus explores descriptively the recent evolution of PNR law in EU external relations law, evolving into a trade agreement, with a plethora of new actors and oversight provisions through the framing of this evolution as degrees of legalisation and institutionalisation. Oversight is a key means to examine these developments, as one of the most important legal issues arising in EU law for PNRs in this period. It considers legalisation in section II, situating PNRs as an evolution of the AFSJ through law initially, moving now in the TCA into a trade agreement. Section III, on institutionalisation, sets out the many actors involved in PNRs oversight, and section IV discusses the early outcomes of that oversight, which appear to indicate unimpressive effectiveness, despite the many layers of governance (which are also non-transparent and difficult to decipher). The chapter concludes, in section V, that PNRs law generally appears to have many shortcomings that are not easily remedied or ameliorated by the TCA, however significant their presence there might be.



II.On (Over)Legalisation?

The AFSJ was estimated to account for approximately 30 per cent of the EU’s legislative output just a few years ago.7 The AFSJ still suffers, despite this normalisation, from contradictions in practice.8 First, there is a reasonable amount of legislation but few Court decisions until recently. Second, it is also a highly complex area, with significantly more treaty law/protocols/decisions on the AFSJ than on legislative matters, not necessarily reflecting more law and policy but rather the incomplete nature of integration, differentiation practices and partial institutionalisation. Third, where there is case law with respect to the AFSJ, some of it is characterised as generating extraordinary levels of injustice, as opposed to the history of free-movement law as a provider of rights and redress. Yet, fourth, at the same time, much substantive AFSJ law making is now conducted using maximalist harmonisation and nearly always increasingly using external norms. More law making in substantive areas of policy beyond procedural rules has also coincided with a period characterised by a plethora of soft law instruments and instruments designed to evade judicial review, deployed to manage core aspects of AFSJ migration policy in times of crisis. In such times, there is an increasing number of soft law tools in EU external migration, used to enable flexibility, deploying management lexicon, principles and tools as a means to avoid or minimalise the need for ‘hard’ binding law (eg, codes, frameworks, compacts, action plans).

Part Three, Title III of the TCA expressly states that it deals with the transfer, use and processing of ‘passenger name record data’ gleaned from flights between the Union and the UK, and provided to the UK’s ‘competent authority’; it also establishes ‘specific safeguards’ governing the data’s use. All such data must be processed ‘strictly’ for the purposes of ‘preventing, detecting, investigating or prosecuting terrorism or serious crime’ or, in ‘exceptional cases’, where it is necessary ‘to protect the vital interests of any natural person’. The processing of PNR data has ‘become a widely used essential law enforcement tool, in the EU and beyond, to prevent and fight terrorism and other forms of serious crime, such as drugs-related offences, human trafficking, and child sexual exploitation’.9 It thus evinces a wide array of legal purposes, methods and actions to engage in the regulation of PNRs. It is significant that it has evolved as a legal subject area to this point.

The TCA represents a high-water mark of EU third-country engagement in the area of PNRs because, unlike any other agreement, it contains a PNR-dedicated chapter. Agreements on PNRs usually tend to be found within/alongside trade agreements with third countries or on foot thereof, as evidence of deepening justice and home affairs collaborations. The evolution of PNR law into a trade agreement might be understood to be esoteric for some reasons. For some, Part Three of the TCA – the section dealing with law enforcement and judicial cooperation in criminal matters – indicates a spectrum of continuity/discontinuity in cooperation from 1 January 2021 onwards.10 Although it constitutes an initial loss of operational efficiency and a diminution of formal British government influence over the strategic development of EU criminal justice law, institutions and operational priorities, it makes provision for ‘business as usual’ in PNR law as to general continuity for data sharing (biometric and vehicle data via the Prüm arrangements and criminal records), PNR screening and confiscation measures. Yet the placement of PNR law in a trade agreement, that is the TCA, labelled as a ‘cooperation’ agreement, is noticeable as a significant evolution of the legalisation of PNR law – and a very obvious form of less business as usual, marking significant change and legal form development.11 In this regard, the operational nature of the TCA is one genre of study, whereas the substantive locus of PNR law constitutes another.

The placement of PNRs provisions in a trade agreement in the TCA is argued here to be a very noticeable effort at institutionalisation and legalisation in the face of other-country rejection thereof. The UK as a leader in PNR developments has been a key driver of PNR law and innovations, which makes the TCA all the more remarkable. This is because the trajectory of PNRs appears to have soured somewhat, given lesser interest from other third countries perhaps, where PNR negotiations have been simply abandoned (ie with Japan).12 The view has been expressed in the United States (US) that the stringency of CJEU case law has reached its peak, subjecting countries like the US to standards not applicable within the EU itself. This situation makes the amelioration of EU–US PNRs difficult.13 The TCA arguably represents a significant legalisation of PNRs developments, and this is no surprise in an era where PNRs are used for multiple purposes arguably beyond their original design – in particular in border control.14

More broadly, however, the controversy surrounding PNR law continues unbated given the evolution of crisis law post-9/11, and is thus carried over into external relations more centrally.15 The entrenchment of crisis law making as to PNRs, first as external relations law, subsequently as internalised EU law in the form of a directive, has entailed its increasing legalisation, deepening securitisation in EU law and the controversial concept of the crisis in the AFSJ.16 The difficulty with the legalisation emerging then, reaching into the EU’s strongest competences externally in a trade agreement, controversially also is that it adds a veneer of respectability and legitimisation to the evolution of PNR law. This is because of the lack of direct effect of EU trade agreements (explicitly provided for in the TCA)17 and the lack of transparent reporting regimes surrounding the implementation of trade agreements, irrespective of their bureaucratisation.18 Thus the enhanced sophistication of the expression of the PNR provisions may provide evidence of the AFSJ as an area of law, but its proliferation of sources, instruments and outcomes is not per se something of consequence from a positive perspective. Even with more layers of oversight, legalisation does not in itself present a positive trajectory. Ironically, better governance and enhanced reporting, and more actors inside this new placement of PNR law, may simply indicate its over-legalisation, without any benefits whatsoever, and may thus follow the trajectory of much AFSJ law despite the PNR law’s placement in the TCA qua trade chapter.

Section III examines the TCA PNR actors; we will return to the early evaluation of the TCA in section IV.



III.On Institutionalisation

Table 7.1The Actors in PNR Oversight








	Actor

	  Article




	Competent authority

	543




	Passenger Information Units (PIU)

	543




	Specialised Committee on Law Enforcement and Judicial Cooperation (Specialised Committee)

	552




	Independent administrative body

	552




	Judicial review

	553, 544




	Partnership Council

	1.4h






There are many actors involved in the PNR TCA provisions. These actors, several new, several committee-like, form an important web of protections for citizens, but perhaps also a murky morass of entities that do not uniformly have citizens at the forefront.

A plethora of actors are provided for in the TCA, involved in tasks such as governance, supervision, communication, transfer, review and accountability that can broadly be said to relate to oversight. These include a competent authority, Passenger Information Units (PIUs), the Specialised Committee on Law Enforcement and Judicial Cooperation (‘the Specialised Committee’), independent reviews, a judicial review and the Partnership Council, which are variously provided for in Part Three, Title III TCA. This is in addition to the broader governance structure of the TCA.19 Whether they are cumulatively significant remains to be seen. Whether the TCA PNR provisions are compatible with the CJEU’s Opinion 1/15, particularly as to oversight, also remains to be seen.20

The concept of ‘competent authority’ is defined in Article 543 of the TCA. The phrase ‘UK competent authority’ means a UK authority competent for the prevention, detection, investigation or prosecution of terrorist offences or serious crime that has been notified to the European Commission in accordance with Article 7(3) of the Passenger Name Record Directive.21 The competent authority is pivotal to the operation of PNRs, including being responsible for receiving and processing PNR data under the TCA. Under Article 543(d), the PIUs serve as the competent authority for the Member States:


Passenger Information Units (‘PIUs’) means the Units established or designated by Member States that are responsible for receiving and processing PNR data.22



The competent authorities and PIUs, in turn, must ‘cooperate’ with one another, which provides a rare instance of bilateral institutional cooperation provided for under the TCA. A list of competent authorities is provided for in law.23

The main powers of the competent authority to use PNR data are set out in Article 544 of the TCA, entitled ‘Purposes of the use of PNR data’, which provides:


2. In exceptional cases, the [UK] competent authority may process PNR data where necessary to protect the vital interests of any natural person, such as:


	risk of death or serious injury; or

	a significant public health risk, in particular as identified under internationally recognised standards.





Under Article 551, it is provided that the governing principles of the competent authority, outlining automated processing of PNR data, entail that:


The [UK] competent authority shall ensure that any automated processing of PNR data is based on non-discriminatory, specific and reliable pre-established models and criteria ….



Article 552(3) on retention of PNR data finally provides for unmasking powers, to the effect that:


The [UK] competent authority may unmask PNR data only if it is necessary to carry out investigations for the purposes set out in Article 544. Such unmasked PNR data shall be accessible only to a limited number of specifically authorised officials.



The competent authority entity or concept is to be distinguished from the ‘independent administrative body’, as referred to in Articles 552(7), 552(11)(d), 552(12)(a) and 553 of the TCA, since the latter body has explicitly to be independent from the UK competent authority (UK PIU) and perform governance. This independence is necessary to ‘assess on a yearly basis the approach applied by the [UK] competent authority as regards the need to retain PNR data pursuant to paragraph 4’.24 It is also the only entity expressly mandated to ensure ‘oversight’ in relation to PNR data pursuant to Article 554.25 Thus, it ostensibly complies with the CJEU’s Opinion 1/15. The independent authority is required to supervise compliance with and enforcement of data protection. It is therefore a key actor of change in the TCA, marking a shift away from the EU–Canada PNR Agreement. This follows not only from the TCA but also from Article 36 of the Law Enforcement Directive (LED),26 as it requires the EU to monitor the compliance with the data protection conditions by third countries, including a periodic review to reassess the adequacy decision. Therefore, Article 525(3) of the TCA provides that the Specialised Committee will be responsible for overseeing the data protection rules applicable to the cooperation under Part Three.

Article 546(1)–(4) provide that the UK competent authority shall share data ‘upwards’ and ‘horizontally’ with Europol or Eurojust, or horizontally with the PIUs of the Member States ‘as soon as possible in specific cases where necessary to prevent, detect, investigate, or prosecute terrorism or serious crime’.27 However, pursuant to Article 546(6), the UK competent authority and the PIUs of the Member States are required to ensure that only the minimum amount of PNR data necessary is shared under paragraphs (1)–(4).

Beyond these bodies sits a Specialised Committee on Law Enforcement and Judicial Cooperation.28 Here, the TCA establishes a committee to assist the parties in their endeavour to reach a consensual solution and to foster their cooperation when allegations of breach of their duties under the TCA arise. The agenda and minutes of the Specialised Committee are online but do not clarify its membership in these documents. It has powers to take reports and thus provides for reporting and accountability.29 Article 552(12) of the TCA provides that the UK


shall provide to the Specialised Committee on Law Enforcement and Judicial Cooperation, nine months after the entry into force of this Agreement and again a year later if the interim period is extended for a further year:


	a report from the independent administrative body ….30





At the time of writing, the agenda and minutes of the Specialised Committee’s meetings reference ongoing reviews of a wide range of activity, yet consistently featuring PNR issues.31 There are few references to courts in the PNR provisions. The terms ‘court or independent administrative body’, as mentioned in Article 552(7), refer to and on their face comply with the requirements set out by the CJEU in Opinion 1/15 on the use and disclosure of PNRs. Opinion 1/15 found that such had to be ‘subject to prior review either by a court or by an independent administrative body’.32 However, courts play a much more limited role in just two instances. Articles 553 and 544 of the TCA reference the capacity of a court to conduct a prior review or compel oversight. For instance, the competent authority has to process data where compelled by a court. Yet, overall, there are few such instances. Thus, the term ‘independent body’ is, as a result, arguably highly confusing. The title overall puts more faith in an independent administrative body than in courts and other tribunals, since the court has only one review competence in Article 553(2). The independent administrative body has to be independent from the UK competent authority, as referred to in Article 552(7), which requires the body to conduct an assessment ‘on a yearly basis [of] the approach applied by the United Kingdom competent authority as regards the need to retain PNR data pursuant to paragraph 4’. Article 553 provides that the use of PNR data is subject to prior review by a court or independent administrative body based on a reasoned request by the UK competent authority, in those cases when the UK competent authority will use PNR data


retained in accordance with Article 552 for purposes other than security and border control checks, including any disclosure under Article 555 and Article 556, only where new circumstances based on objective grounds indicate that the PNR data of one or more passengers might make an effective contribution to the attainment of the purposes set out in Article 544.33



Article 552(7), in conjunction with Article 552(12)(a), also provides that the UK shall ensure that a domestic supervisory authority responsible for data protection will have the power to supervise compliance with and enforcement of data protection. The UK is required to inform the EU of implementation and compliance. On the face of it, these provisions operate as a series of multiple governances and accountability checks.

In addition to all the above, the TCA also establishes the Partnership Council – chaired by both the UK and EU – with overall responsibility to oversee the implementation, application and interpretation of the TCA. Article 7(1)(b) of Title Three on the Institutional Framework provides that it can make recommendations to the parties regarding the transfer of personal data in specific areas covered by this Agreement or any supplementing agreement. The Partnership Council also seeks to resolve any issues that may arise during the implementation of the TCA and can also delegate some of its powers to the Trade Partnership Specialised Committees. The Partnership Council can amend certain parts of the TCA, ‘provided that such amendments are necessary to correct errors, or to address omissions or other deficiencies’, and can take binding decisions regarding the implementation of the TCA.34 The function of the Partnership Council becomes significant directly and indirectly to oversight issues. Under the terms of Part Three of the TCA, the UK has been permitted to derogate from the obligation to delete all PNR data after individuals leave the UK if it applies additional safeguards designed to protect PNR data for an interim period. These additional safeguards reflect the CJEU’s Opinion 1/15 of 26 July of 2017 on the legality of the EU/Canada PNR Agreement and are listed in Part Three. The law enforcement agreement states that the UK has been allowed to derogate from this principle on the basis of ‘special circumstances’ that prevent the Government from ‘making the technical adjustments necessary to transform the PNR processing systems,’ which the UK operated while EU law applied ‘into the systems which would enable PNR data to be deleted’ in accordance with paragraph 4. These ‘special circumstances’ are not explained further.35 For instance, the PNR data of most travellers has to be deleted after their stay in the UK has ended, which is an important development in line with Opinion 1/15.36 However, the UK did not have to apply this particular provision for at least one year, and this derogation could be extended for another year if the Partnership Council agreed to it pursuant to Article 552(13) of the TCA. This has occurred twice under the Agreement, pursuant to two decisions of the Partnership Council at the time of writing, discussed next.37



IV.The Early Outcomes of Oversight in the TCA


A.On Process and Procedure

The PNR data of travellers who are not suspected of crimes and whose information is not needed for law enforcement purposes could thus be kept by the UK for another two years before the deletion obligation comes into force. The application of this provision has been reviewed.38 The scope for manoeuvre on such sensitive data is thus a matter of some concern, largely evading oversight, as it does. It has been argued that the EU should not be tied by any arbitrary deadline and consider the overall protection of data being transferred at every opportunity.39 However, this decision was taken early in the relationship, with swift application. The first meeting of the Specialised Committee on Law Enforcement and Judicial Cooperation took place on 19 October 2021, with minutes published only several months later, where, pursuant to Article 552 of the TCA, the UK report and assessment of Passenger Name Record Data was considered. The Specialised Committee noted that the opinion of the UK supervisory authority, included with the report of the independent administrative body (IAB) provided under Article 552(12) of the TCA, was based only on the information contained in the report of the IAB. The UK indicated that in view of the unique situation arising as a result of Covid-19, the UK supervisory authority was prepared to provide a note to complement its opinion in November, following a review of the operation of the interim period safeguards undertaken directly by the UK supervisory authority.40 It is difficult to see any legal provision for this ‘note’ or to evaluate its potential legal salience. Then, in the second decision of the TCA Partnership Council (Decision 2/2021), it agreed on the extension of the interim period on 21 December 2021.41 The EU position, taken on the Union’s behalf in the Partnership Council pursuant to Article 552(13) of the TCA, was to agree to extend the interim period during which the UK might derogate from the obligation to delete the PNR data of passengers after they depart from the United Kingdom by one year, until 31 December 2022, which was renewed again in 2022 until the end of 2023. The second Partnership Council decision extending this period until the end of 2023 was expressed conclusively and finitely as to its extension period.42

The House of Lords European Union Committee asked the Government to explain the ‘special circumstances’ that permitted the UK derogation under Part Three and it received a terse reply that


the phrase ‘special circumstances’ reflects the position the UK is in. Formerly, as a member state, we were cooperating under the PNR directive. As a third country, the EU is now required to treat us as a third country and therefore the CJEU opinion in respect of the EU–Canada Agreement applies to the UK in this respect. At the moment, our technical systems are not set up in a way that can fully comply with the requirements in the Agreement.43



It also asked the Minister to clarify the exact nature of the ‘independent administrative body’ that will annually police the UK’s adherence to standards in relation to PNR data retention. Minister Kevin Foster MP replied:


The National Border Targeting Centre’s independent compliance governance team, a functionally independent part of the UK’s passenger information unit, not involved in the operational use of PNR data, has been designated by the Home Secretary as the independent body to undertake this work.44



The depth of this independence remains to be seen and appears complex to evaluate. Thus far, non-governmental organisations (NGOs) remain concerned.45 Notably, on 22 February 2021, the European Data Protection Supervisor also issued a non-binding Opinion questioning the legality of aspects of these arrangements, including the use of the TCA as the sole legal basis for exchanging PNR data with the UK, and the potential three-year length of the derogation, points that appear important to consider.46 It is worth remarking that the previous derogations were granted on the basis that the UK would be complying and deleting such data as part of the EU position in the Council Decision.47 The Home Secretary further wrote in late 2023 to the House of Lords Justice and Home Affairs Committee undertaking as much, and a recent European Commission report on the implementation and application of the TCA in 2023 mentions only, without more, the successful operation of the provisions:


Implementation of the TCA in relation to law enforcement and judicial cooperation functioned smoothly … On the transfer of Passenger Name Record (PNR) data by air carriers to the UK for flights between the EU and the UK, in line with Article 552(15) of the TCA, the interim period expired on 31 December 2023. From 1 January 2024, the United Kingdom must delete a passenger’s PNR data …, unless a risk assessment indicates a need to retain such data ….48



Despite the phraseology and emphasis upon the mandatory nature of the obligation, there is no other detail provided as to compliance with it or enforcement.



B.Evaluating the TCA PNR Actors and Actions

There was scant information available at the time of writing as to how these decisions on the PNR derogation were arrived at and its implications. Their evaluation is thus more complex. The effectiveness of the Partnership Council, in particular, in securing effective oversight above and beyond the breath of the generous PNR provisions, generous to transfers more than oversight perhaps, has been a concern for many.49 Nonetheless, while all such issues are essentially moot in the face of the expiry of the derogation, the procedures expose the breadth and latitude granted to the UK as to data transfer in the area of PNRs, irrespective of the framing of the latitude. They also show the veneer of oversight operating here, through layers of actions, actors and procedures.

The vast range of oversight actors provides an example of the layers of institutionalised governance emerging. However, their effectiveness and the actual ‘reach’ of the layers of governance remains to be seen.50 Early analyses of the TCA are highly critical of the outcomes relative to the labyrinth of bodies and structures.51 The TCA has an additional later layer of annual reporting that remains the substantive difference, along with the putative layer of courts engaging in judicial review. The opaqueness of the layers of TCA PNR governance will arguably continue to be problematic.

The extensive range of data transfers taking place therein unifies academics, civil liberties groups and NGOs alike in their opposition thereto, not dissimilar to most PNR law, which attracts wide-ranging and reasonably unified condemnation of its existence.52 Notably, threats still existed at the time of writing on the part of the UK Government post-Brexit, to exit the Council of Europe European Convention on Human Rights and to allegedly ‘reform’ the General Data Protection Regulation in the Data Protection and Digital Information (No 2 Bill).53




V.Conclusions

The topic of PNRs constitutes one of the most long-term, evolving and consistently controversial areas of EU law in the AFSJ. It has resulted in several highly controversial international agreements, much litigation and a directive with extraordinary origins from the 9/11 era of law making. Passenger Name Record law has become a victim of a constant cycle of litigation. This is evident most recently in relation to the PNR Directive challenge, where the CJEU sought to rewrite Belgian law in Ligue des droits humains.54 Given the highly controversial nature of PNR law, its checks and balances have generated much concern. Various litigants, from the European Parliament to NGOs, have sought to litigate it. However, again paradoxically, a corpus of law has evolved from the CJEU that is not necessarily producing ameliorated outcomes. Legalisation and institutionalisation are argued here to be a core feature of PNR law embodying AFSJ, where it proliferates over a relatively short period of time. Whether it evolves to be an effective oversight system remains to be seen. The TCA provisions indicate a higher degree of legalisation of PNRs to date, which is important and worthwhile, particular in light of the significance of data in the TCA. Yet from a more specific perspective, PNR law shows an evolution here that is difficult to match when compared with other partners. There appear to be many shortcomings and challenges of PNR law generally that are not easily remedied or ameliorated by the TCA, however significant the TCA PNR provisions may be.





*Thanks to Ivanka Karaivanova for research assistance. Thanks also to the editors for helpful comments received. The chapter develops further arguments set out in the works cited in nn 1 and 2.
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The UK’s (Non-)Participation in Interoperable Centralised and Decentralised Systems for Information Exchange: Paying a Heavy Price for Brexit?

NIOVI VAVOULA


I.Introduction

The departure of the United Kingdom (UK) from the European Union (EU) created shockwaves around law enforcement authorities, whose work heavily relies on the processing of personal data to prevent, detect and investigate criminal offences. This involved both the UK authorities, which relied on their counterparts in other EU Member States (EUMS), and law enforcement authorities located in the EU, as the UK has had a pioneering role in law enforcement. This chapter aims to analyse the UK’s participation in centralised and decentralised information exchange mechanisms in the law enforcement context post-Brexit, and to highlight the exchange opportunities offered by the Trade and Cooperation Agreement (TCA) and what the UK is missing out on.

The chapter is structured as follows: section II provides a concise overview of the centralised and decentralised information exchange systems – operational and under development – in the EU Area of Freedom, Security and Justice (AFSJ), which concern police cooperation. Section III explains how variable geometry and the UK’s extended opt outs from the AFSJ led to somewhat fragmented – yet particularly important – participation in centralised exchange systems, namely the Schengen Information System (SIS), and various decentralised exchange mechanisms, such as Prüm, the European Criminal Record Information System (ECRIS) and Passenger Name Records (PNRs). Section IV examines the participation of the UK in centralised and decentralised mechanisms in the post-Brexit era, looking into the limits and opportunities offered by the TCA. In section V it is concluded that the TCA enables the continuation of data exchanges in relation to the Prüm, PNR and ECRIS mechanisms under provisions largely similar to the existing EU rules, although some discrepancies with the EU rules may be seen as problematic. At the same time, the loss of access to SIS has had a significant impact on the operation of UK law enforcement authorities, as the alternative avenue via Interpol does not allow for the same functionalities as SIS.



II.Centralised and Decentralised Information Exchange Systems: In a Nutshell

A central pillar of the development of EU criminal law has been the establishment of mechanisms aiming at facilitating the exchange and other forms of processing of personal data, particularly in the context of combating terrorism and serious crimes. These legislative initiatives have relied upon Article 87(2)(a) of the Treaty on the Functioning of the European Union (TFEU) and have been two-pronged.1 On one hand, emphasis has been placed on the establishment of EU-wide centralised information systems for law enforcement purposes. On the other hand, legal instruments have aimed at eliminating obstacles to the exchange of personal data among national law enforcement authorities through decentralised mechanisms of information exchange.

With regard to centralised databases, the most emblematic instrument is the Schengen Information System (SIS), a centralised IT system operational since 1995.2 The System has two branches, for immigration control3 and law enforcement, and registers alerts on various categories of persons and objects. With regard to its law enforcement branch, governed by Regulation 2018/1862,4 SIS stores alerts on persons wanted for arrest and extradition,5 missing persons or vulnerable persons who need to be prevented from travelling,6 persons sought to assist with a judicial procedure,7 persons or objects subject to discreet inquiry or specific checks,8 objects sought for the purpose of seizure or their use as evidence in criminal proceedings,9 unknown wanted persons10 and third-country nationals suspected of involvement in terrorist offences or other serious crimes (see Pearson, chapter 6).11

The System forms part of an elaborate network of IT systems that process personal data of third-country nationals.12 These systems are: the operational Visa Information System (VIS)13 and Eurodac,14 the forthcoming Entry/Exit System (EES),15 the European Travel Information and Authorisation System (ETIAS)16 and the European Criminal Record Information System for Third-Country Nationals (ECRIS-TCN).17 With the exceptions of Eurodac, which was set up to assist the Dublin system in determining the Member State responsible for examining an asylum application, and ECRIS-TCN, which has its origins in the decentralised ECRIS and is thus based on Article 82(1) TFEU, the rest of the systems form part of the Schengen acquis. Importantly, all these systems are accessible by law enforcement authorities, either for the fight against terrorism and serious crimes in accordance with specific conditions – that is the case for VIS, Eurodac, EES and ETIAS – or, in the case of ECRIS-TCN, for various purposes.18 These systems are to become interoperable by 2027, in accordance with Regulations 2019/81719 and 2019/818.20 This means that the different data will be combined and interconnected in novel ways to pursue various aims, such as to facilitate quick access to all systems simultaneously (European Search Portal – ESP), identify multiple identities (Multiple Identity Detector – MID) and streamline law enforcement access (Common Identity Repository – CIR).

As for decentralised systems, various legal instruments have aimed at promoting police cooperation through exchanges of personal data. This is notwithstanding the formidable challenges for legality and fundamental rights, due to the differences in the regulation of police authorities between EUMS, which are closely related to the position of the police in the criminal justice system and the domestic constitutional framework.21 In particular, mutual legal assistance has been pushed with a view to exchanging national criminal records, DNA files or fingerprint data. ECRIS facilitates the exchange of criminal records amongst national authorities by interconnecting national criminal records databases.22 Directive (EU) 2023/977 lays down the rules under which EUMS law enforcement authorities may exchange existing information and intelligence effectively and expeditiously for the purpose of conducting criminal investigations or criminal intelligence operations.23 Finally, the Prüm regime, first developed outside the EU framework but subsequently incorporated into EU law, regulates the exchange of DNA, fingerprint and vehicle registration data between EU law enforcement authorities.24 In March 2024, it was replaced by Prüm II, aimed at establishing a central router for exchanging biometric data, allowing automated searches of two new categories of data (facial images and police records), and including Europol and its databases in the Prüm system. In addition, through the router the latter will become part of the interoperability framework.25 The objective of creating Prüm II is to further automate the cross-border sharing of personal (and often highly sensitive) data: people’s faces, fingerprints and DNA data, vehicle registration data and police records. Europol will also be responsible for the development and technical management of a separate European Police Records Index System (EPRIS) – a central infrastructure that would be used to carry out automated searches of police records for those EUMS that decide to participate.

These initiatives are complemented by various other schemes co-opting the private sector in law enforcement. A major move to involve the private sector in cooperating with the state in the fight against crime has occurred in the field of anti-money laundering (AML), whereby dedicated Financial Information Units (FIUs) receive information on suspicious transactions by different entities in the private sector,26 the retention of metadata by telecommunications companies, and the transfer of air travellers’ data (PNR data) to national Passenger Information Units (PIUs) in accordance with the PNR Directive.27



III.The UK’s Participation in Large-scale IT Systems Pre-Brexit and Post-Brexit


A.Variable Geometry in the EU Area of Freedom, Security and Justice

The UK’s participation in the EU acquis in general and the AFSJ in particular has been underpinned by constitutional complexity, exemplified by extensive opt outs in the field of EU migration and criminal law since the Amsterdam Treaty.28 The sui generis position of the UK as a non-Schengen EU Member State signified that not all IT systems were accessible to British authorities, considering that many of these formed part of the Schengen acquis in which the UK did not participate. Furthermore, with the adoption of the Lisbon Treaty,29 the UK had the right not to participate in the whole of Title V TFEU, including criminal law matters. The block opt out also extended to legislation amending existing legal instruments that were binding upon the UK. Furthermore, Protocol No 36 on Transitional Provisions retained the pre-Lisbon limited powers of EU institutions regarding (former) third-pillar law for a transitional period of five years after the entry into force of the Lisbon Treaty.30 When the transitional period came to an end on 1 December 2014, the UK exercised that block opt out, but rejoined 35 (former) third-pillar measures in the area of police and judicial cooperation in criminal matters, this having been ‘thoroughly assessed’, ‘judged to be in the national interest’ and deemed ‘vital’.31 In between the Treaty of Lisbon and the UK’s departure from the EU, the UK opted to join a further 30 or more police and criminal justice measures, such as the PNR Directive.



B.Limited and Problematic Participation in Centralised Databases

With regard to SIS, the UK participated in its law enforcement branch between 2015 and 2020.32 Such participation was problematic, as the UK persistently breached the SIS rules.33 Internal documentation listed years of violations by British authorities, which were deemed to constitute ‘serious and immediate risks to the integrity and security of SIS data as well as for the data subjects’.34 The examples were numerous: the data copied was handed to border police even though some of the information was not only incorrect but also outdated, thus potentially meaning that innocent people visiting or living in the UK ran the risk of being flagged for violations they had never committed from data that was unlawfully copied and stored; the UK ignored alerts issued by other EUMS, to the extent that vehicles stolen in the territory of another Member State and located in the UK were not seized;35 and the UK made numerous full and partial copies of SIS, increasing the risk of data breaches.

In turn, as the UK participated in the Dublin system for the allocation of the Member State responsible for the examination of applications for international protection, it also operated Eurodac and could consult that system for law enforcement purposes. The UK was not connected to the VIS, and its efforts to be connected to VIS solely for law enforcement purposes were in vain; in Case C-481/08 UK v Council, the Court of Justice of the European Union (CJEU) opined that the UK could not have a pick-and-choose policy regarding legislative instruments implementing the Schengen acquis.36 The judgment clarified that the development of the common visa policy was the core objective, and any use of the database in the context of law enforcement must be treated as secondary and collateral. The CJEU took note of the specific conditions of law enforcement access that testify to its exceptional character. Thus, opening up VIS to criminal law agencies would go beyond the original purpose of the database, so it was necessary to specify rules and procedures to limit access. Moreover, the UK was equally excluded from the EES and ETIAS, which are also part of the Schengen acquis in which the UK did not participate. As for ECRIS-TCN, the UK had expressed its interest in participating, but following Brexit this was not possible.



C.Extensive Use of Decentralised Systems

The extended opt outs of the UK from criminal justice cooperation caused significant delays in the implementation of the Prüm regime into the UK legal order. The UK was able to exchange DNA data between June 2019 until December 202037 and fingerprint data between August and December 2020;38 it never put in place the cooperation system for vehicle registration data. Parliament wished to exclude biometric data held by UK authorities on individuals suspected of committing a criminal offence from Prüm searches, to only permit searches of data concerning recordable offences and to apply higher forensic science standards in the course of determining matches of DNA and fingerprint data. In June 2020, the then UK Government unilaterally decided to include suspects’ data in its automated biometric data exchanges within the shareable Prüm dataset for all of the EU.39 This move was seen as the UK’s offering an olive branch to the EU in light of the negotiations for their future relationship on security aspects.40 Furthermore, the UK benefited enormously from ECRIS; according to a Commission report, until 2019 the UK was the second most active user (after Germany) and was one of the EUMS requesting information considerably more often than it was requested to provide information.41 Finally, the UK took part in the PNR system,42 but in view of Brexit, the EU evaluation of the implementation of the PNR Directive, no specific information was provided as regards any implementation issues.43




IV.Post-Brexit

In the post-Brexit era, the UK has lost access to centralised systems, particularly SIS, as well as the possibility to participate in the interoperability components in the future; however, the TCA enables exchange of personal data broadly mirroring the PNR and ECRIS rules.


A.Losing Access to SIS

During the Brexit negotiations, it became clear quite early that continuation of benefitting from the wealth of personal data stored in the information systems, particularly with regard to SIS, was out of the question. British negotiators had sought to maintain access to SIS as part of a deal, following security-related concerns raised by police chiefs – after all, the UK was checking the system around 603 million times per year, thus making it a very significant pool of information.44 This was notwithstanding the UK’s stated negotiating position, seeking a future agreement on law enforcement cooperation between the UK and EU that provided ‘capabilities similar to those delivered by SIS’. Indeed, SIS contains around 86 million alerts and is searched more than 86 billion times per year.45 However, it has been legally impossible to offer access to any country not in the Schengen Area, including the UK. Therefore, enforcement officers can no longer immediately have access to real-time data about persons and objects of interest. To downplay the importance of this, the UK Government subsequently stressed that less than 0.5 per cent of SIS records relate to persons of interest to law enforcement, with most of them being immigration documents to which the UK never had access before Brexit.46 As a result, around 40,000 alerts on dangerous criminals and wanted suspects had to be deleted by the end of December 2020 when the UK left the EU. Similarly, 5.7 million alerts originating from the UK were deleted at the end of 2021.47

Losing access to SIS has meant that the UK now relies on the sharing of information with EUMS through the Interpol I-24/7 system, which contains around 90 million Notices and Diffusions. This is the primary mechanism, but alternatives exist, that is, the UK Liaison Bureau in Europol and via the National Crime Agency’s extensive network of International Liaison Officers. Assistant Chief Constable Ayling described this arrangement as falling ‘a long way short of the benefits provided by SIS’.48 Indeed, the effectiveness of the fall-back procedure depends on EUMS’ ‘double keying’ alerts, in both SIS and the Interpol system. Furthermore, EUMS must make a decision, in each case, about whether to use this process, and each Member State has its own operational procedures and legislation in respect of Interpol to determine at what point an alert may be circulated on Interpol systems. This creates uncertainty and concerns as to whether the UK is missing out on SIS alerts that are not uploaded on to the Interpol database. Officials were originally optimistic that UK law enforcement bodies would still get access to the data they needed, with the number of red notices coming through Interpol said to be broadly the same as previously received through SIS – or around 90 per cent.49 The most recent information on the effectiveness of the substitute solution is contradictory: whereas sources reveal that the Interpol system is working but it is considerably slower, and is therefore not being used as often to check on suspects’ credentials, the Home Office has insisted that the use of Interpol data is working well and that there is no risk to public safety.50 A key challenge in this respect affecting slowness is that the Interpol I-24/7 database provides data in a matter of hours, not seconds, therefore information to front-line officers is not provided in real time, as was the case with SIS, though work has been underway to increase the speed at which Interpol Notices are available to UK frontline law enforcement officers.51

The UK aspires to improve the exchange of alert data between the UK, EU and third countries, through the development of the International Law Enforcement Alert Platform (ILEAP).52 This will provide a single platform for UK law enforcement authorities to access and share alerts related to people, documents and objects with international partners on a reciprocal basis. It is to be implemented in two phases, whereby the first phase will deliver a direct and real-time connection to Interpol data; under the second phase, a longer-term goal is to provide reciprocal access to international alert data exchange with international partners, prioritising the EU. As such, ILEAP may be capable of replicating some of the functionality of SIS, subject to agreements with EU and international partners.53 Gaining access to EU datasets is at a very early stage and is not expected to be completed before 2027/2028.54 Partly, the timeline to implement the second phase of ILEAP is related to the emergence of an EU initiative to develop a framework for reciprocal access to security-related information for border guards in the EU and partner third countries to detect criminals and terrorists efficiently. Clearly, the proposal has been influenced by efforts to boost cooperation between the UK and the EU in the post-Brexit era, with the Home Office stating that it hopes to ‘engage and influence EU partners’ to ensure the Commission’s proposal ‘is aligned with UK requirements’.55 Reference to the inadequacies of how criminal justice data is currently shared via Interpol’s systems is also noted in the call for evidence.56 An EU-wide solution could offer reciprocal, direct and real-time access to security-related alerts between the UK and all EUMS, but so far it has been heavily criticised, as potentially disregarding EU data protection law, which is one of the most robust data protection frameworks worldwide.57 Of relevance to these initiatives is a Commission initiative for a framework for reciprocal access to security-related information for frontline officers between the EU and key third countries to counter shared security threats. The UK is likely to be one of these partners, allowing it to counterbalance the lack of access to SIS.58



B.UK Nationals: From EU Citizens Excluded from the Personal Scope of Databases to Third-Country Nationals whose Data are Processed in Interoperable Databases

Exiting the EU has signified that British nationals’ data will be checked against the information systems in question, as they have become third-country nationals. This concerns ETIAS, EES, VIS and ECRIS-TCN, and has the following consequences: regarding ETIAS, all UK nationals who wish to travel to the Schengen Area will be required to obtain a travel authorisation prior to their trip, thus their personal data will be stored in ETIAS. Similarly, EU nationals will be subject to equivalent requirements following the implementation of the UK Electronic Travel Authorisation Scheme. The latter was rolled out in October 2023 in respect of Qatari nationals, and in February 2024 it was expanded to nationals of Bahrain, Jordan, Kuwait, Oman, the United Arab Emirates and Saudi Arabia. However, the roll out will be further extended to nationals of the EU and North America by the end of 2024. Furthermore, as VIS will be used to store records of long-stay visa and residence permit applicants, UK nationals applying to any Schengen state for a longer visit will necessarily have their personal data stored and further processed therein. Moreover, as EES will monitor the entry and exit (place and time) of all short-stay travellers, irrespective of whether they need a visa or not, visa-free UK travellers’ data will be stored in EES too. This is important, because, as mentioned above, these systems will also operate on an ancillary basis as law enforcement tools; therefore, UK nationals’ data will be cross-checked for crime prevention or detection. Finally, personal data regarding the criminal records of British nationals who are convicted in an EU Member State, including dual nationals also holding the nationality of an EU Member State, will be stored in ECRIS-TCN.



C.Prüm

Whereas access to SIS has been discontinued, exchanges of data via decentralised systems have largely remained intact. Title II of Part Three of the TCA enables the continuation of Prüm-based cooperation by allowing automated transfers of DNA profiles, fingerprints and vehicle registration data through detailed provisions that replicate the EU’s current (Prüm I) rules.59 This means that there is no direct, real-time access to sensitive personal data (DNA and dactyloscopic data); rather, access is through a decentralised system that confirms a match (hit/no-hit). The querying state is merely informed whether the profile sought is available in the other states’ databases. In the case of a hit, further information may be obtained by contacting the state holding the data or initiating a request for mutual legal assistance. Furthermore, the TCA obliges the UK and EUMS to allow competent authorities of other states access to all categories of data available for search and comparison under the same conditions as those applicable to their domestic authorities. However, under Article 540 of the TCA, before any exchange of data can be carried out, the UK must submit an ex ante evaluation. Based on the evaluation report (and possibly a pilot run regarding vehicle data, an exchange that was not taking place before Brexit), the EU will decide the date on which personal data may be sent to the UK. This is confusing, given that the UK will have already been subject to an evaluation by means of which it will have already started exchanging DNA and dactyloscopic data. The provision provides that the UK and EUMS can only carry out exchanges based on the Prüm regime for nine months after entry into force of the TCA and the date an evaluation visit took place to extend exchanges.60 Indeed, since 30 June 2022, such exchanges have taken place, but not on vehicle registration data.61

The substantive reform of the Prüm framework in 2024 has necessitated a formal amendment to Title II of Part Three of the TCA if the UK wishes to continue its participation. The TCA anticipates such amendment if the EU laws underpinning Prüm cooperation (the Prüm I rules) are ‘substantially’ amended or are ‘in the process of being amended substantially’.62 The process requires the EU to notify the UK that it wishes to agree a formal amendment of the relevant TCA provisions via the governance structures established in the TCA (the Specialised Committee for Law Enforcement and Judicial Cooperation (‘the Specialised Committee’)). The notification will trigger an initial nine-month period of consultations, which could lead to the suspension of Prüm cooperation (in full or in part) if the EU and UK are unable to agree on a formal amendment of the TCA. The suspension could be extended for a further nine months while consultations continue. If there is still no agreement, cooperation will then cease. The Prüm reform raises several important issues from the perspective of constitutional law and the protection of human rights. First, whether it will be possible, if negotiations do not progress well, to retain the status quo, as currently set out in the TCA. The wording of Article 541 of the TCA suggests that the UK will either have to agree to the new arrangements, with possible tweaks, or lose the cooperation that it currently enjoys.63 This creates a situation whereby the UK, prior to Brexit, took part in the legislative process at EU level and could influence the adopted legislation, whereas in the post-Brexit era the UK has no such say. Second, Prüm II has been heavily criticised by the European Data Protection Supervisor (EDPS) and civil society actors as violating the rights to privacy and personal data protection, particularly by failing to demonstrate the necessity and proportionality of its measures, due to its vastly expanded categories of personal data. Unlawfully retained photos of millions of individuals who have never been charged with a crime, referred to as ‘custody images’, will likely be opened up to searches by police forces in EUMS.64 As a result, the UK might wish to make tweaks to Prüm II to ensure compatibility with human rights and not uncritically accept the EU reforms. Third, the inclusion of Europol and its databases within the revised Prüm framework would enable EUMS to check biometric data shared with Europol by third countries (such as the UK), and Europol to check the same data received from these third countries against EUMS national databases. Fifth, in the UK, the negotiation of international treaties remains a prerogative of the executive, and the formal role reserved for parliamentary scrutiny is close to non-existent. In practice, some limited parliamentary oversight has been granted in recent years, but it is entirely within the Government’s power to negotiate, sign and ratify treaties without informing Parliament of any the details beforehand.65 This means that Parliament’s views, including any concerns or criticisms, may be sidelined in this process for the sake of keeping up with the developments in the EU and maintaining access to EU-wide avenues of information exchange.



D.Passenger Name Records

Title III of Part Three of the TCA provides for continued UK access to PNR data for flights departing from the EU, and vice versa, under rules largely reflecting those of the EU PNR Directive and taking into account Opinion 1/15 of the CJEU regarding the draft EU–Canada PNR Agreement.66 Here, there are two key issues of interest. First, the TCA includes a temporary derogation of one year for the UK to make necessary technical adjustments for the deletion of PNR files upon passengers’ departure,67 in accordance with Article 552(4) of the TCA and in compliance with Opinion 1/15.68 The UK must report to the Specialised Committee after nine months, and if the technical issues persist, the Partnership Council may extend the interim period by another year, but this period must cease after three years.69 The interim period for the derogation ended in December 2023, the UK confirming that it was on track to transform its data-processing systems into systems that would enable PNR data to be deleted.70 However, before this date, PNR data of travellers whose information was not needed for law enforcement purposes could be kept by the UK before the deletion obligation came into force. In December 2023, the UK confirmed that it had completed the required technical adjustments to the UK’s PNR data systems; thus, as from 1 January 2024, the UK must comply with the retention regime as with all other TCA requirements. The Commission must continue monitoring the UK’s compliance with the PNR provisions in the context of the Specialised Committee, as established by the TCA. Second, the TCA allows the UK to use PNR for other purposes in ‘exceptional cases’ when it is ‘necessary to protect the vital interests of any person’. Those exceptional cases can concern either ‘a risk of death or serious injury’ or, more controversially, ‘a significant public health risk’, in particular as identified under internationally recognised standards.71 This was not foreseen in the UK legislation implementing the EU PNR Directive. According to the Commission, the use of PNR data does not contradict the prescriptions of the EU PNR Directive, as the provision applies only to the UK (not between Member States) in exceptional circumstances. Furthermore, similar agreements with third countries recognise that there may be exceptional circumstances where PNR data can be processed to protect the vital interests of any individual, such as a risk of death or serious injury or a significant public health risk, and the CJEU, in its Opinion 1/15 has already accepted the exceptional use of PNR for such purposes.72



E.European Criminal Record Information System

Title IX of Part Three of the TCA enables exchanges of information extracted from criminal records between the UK and EUMS to continue under rules close to the ECRIS legal framework. Its provisions supplement the relevant articles in the Council of Europe Mutual Legal Assistance (MLA) Convention and Protocols73 and take precedence over the MLA provisions in the TCA. Accordingly, central authorities are obliged to inform one another of convictions handed down against nationals of other states, at least once per month (‘as soon as possible’ under the ECRIS rules), while requests must be replied to within 20 working days (10 days under the ECRIS rules). As mentioned, the TCA does not provide for the exchange of criminal records information on third-country nationals – that would not be possible given the nature of ECRIS-TCN as a centralised database. Instead, the UK can access such information by making ‘bilateral requests’ to EUMS for data about third-country nationals.74 In practice, as EUMS continue to use ECRIS to cooperate with the UK, the UK has built its own infrastructure (UKRIS), compatible with ECRIS.75



F.How Will Future Interoperability Affect UK–EU Police Cooperation?

The forthcoming interoperability of large-scale IT systems for third-country nationals will mean that law enforcement authorities and Europol will have to comply with ‘streamlined’, simplified rules for law enforcement access to immigration data. This would have been relevant to the UK only in connection with Eurodac, to which it had access, as both SIS and ECRIS-TCN have a strong law enforcement dimension and therefore law enforcement access is not subject to the specific conditions under which data in Eurodac, VIS, EES and ETIAS may be consulted. Besides, SIS will not be connected to the Common Identity Repository, one of the interoperability components, due to its complex architecture, allowing EUMS to operate national copies of SIS. Therefore, at first sight one might argue that the UK would not have missed out on the implementation of interoperability. This would be a short-sighted viewpoint, considering that the interoperability components are only the beginning of a long process of making not only centralised information systems but also decentralised ones interoperable. This has already started materialising in the case of Prüm, through its connection with the central router, which will be interconnected with CIR. Furthermore, PNR data and a sub-set of it, Advanced Passenger Information (API) data, will also become part of the interoperability framework, as a router similar to that envisaged in Prüm II will be developed to facilitate the transfer of API data by the air carriers to national competent authorities not only for border-control purposes but for law enforcement as well.76 Therefore, the departure of the UK from the EU has significant implications for UK law enforcement authorities, as they miss out not only on the opportunities offered by an interoperability framework to speedily access relevant information stored in different systems and governed by different instruments, but importantly on the ability to quickly combine the information from these different sources. As for the interoperability of EU-wide IT systems, this does not hinder access of the UK to any decentralised systems under the TCA. Interoperability is merely a way to enable more efficient use of the data already stored in centralised or decentralised systems among EUMS, without affecting any transfers outside the EU. This is why Regulation (EU) 2024/982, regulating Prüm II, does not make any reference to the position of the UK.




V.Conclusion

This chapter aimed to examine the challenges arising from the UK’s participation (and non-participation) in centralised and decentralised mechanisms of exchange of law enforcement-related information in the post-Brexit era. The chapter highlighted that the TCA enables the continuation of access to Prüm, PNR and ECRIS mechanisms under provisions largely similar to the existing EU rules, although some discrepancies have raised eyebrows, particularly in relation to the EU–UK exchange of PNR data. Nevertheless, it must be recalled that the arrangements in Part Three of the TCA can be suspended or even terminated if the UK does not remain in step with changes to EU data protection law (eg, if the UK were to significantly repeal the Data Protection Act 2018), or if the UK is found to have breached fundamental rights when handling personal data. This is reflected in the use of a sunset clause in the EU adequacy decision according to which the validity of the adequacy is limited to 27 June 2025.77 Furthermore, it is clear that the loss of access to SIS is a gaping hole with a significant operational impact for both the EU and the UK. This is evidenced by the ongoing efforts to ensure mutual access to police databases for authorities in the EU and UK, but also beyond. Thus, Brexit has had a catalysing effect in reconfiguring the European security architecture. Importantly, the chapter demonstrated that the forthcoming reforms of the information exchange mechanisms, including through the implementation and expansion of the interoperability framework, will necessitate amendments to the TCA, with corresponding challenges about parliamentary scrutiny and the ability of the UK to significantly deviate from what its EU counterparts have already agreed at EU level (without its participation). Furthermore, initiatives such as interoperability of information exchange mechanisms, both centralised and decentralised, will create opportunities for EUMS on which the UK will miss out.
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Cross-border Policing Cooperation under UK–EU Agreements: Policing the Post-Brexit Irish Border
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I.Introduction

Cross-border police cooperation is challenging in and of itself,1 with a particular set of complex ‘logistic, legal, institutional, cultural and political problems’.2 Rules followed by the police services on either side of the border can vary significantly, for example around surveillance, electronic communications, exclusionary rules and when disclosure occurs. Differences can also exist in police roles and competencies in each jurisdiction. More broadly, state priorities and resources can also differ, leading to a mismatch in what can be committed to a cross-border policing investigation. Limitations encountered in sharing information and data between jurisdictions can mean that even the scale of a cross-border criminal operation may not be known.

Such complexities are all the greater in the case of a border that is both physically and politically at the core of historical contestation between two states. The 499km/310-mile border on the island of Ireland became a security frontier during the ‘Troubles’ for the last three decades of the twentieth century, with military and police forces seeking to monitor and control movement across it. The dismantling of the military watchtowers and checkpoints along the border, and the reopening of small roads that traversed it were seen as signs of the success of the 1998 Good Friday/Belfast Agreement that brought the Troubles to an end.3 When added to the ever-closer integration between the United Kingdom (UK) and Ireland through common European Union (EU) single market membership, there was a sense that the Irish border was fading in significance. However, this rapidly changed with the UK Government’s decision to leave the EU following the 2016 referendum.

The ‘unique circumstances on the island of Ireland’ that centre on the border were recognised by both the EU and the UK at the early stages of the Brexit process.4 The shared objective of ‘avoiding a hard border’ on the island translated from a core priority in the UK–EU withdrawal negotiations into a dedicated Protocol on Ireland/Northern Ireland in the Withdrawal Agreement (2019).5 As reflected in the subsequent controversy around it, the Protocol saw the EU’s external border for goods effectively move from the UK/Ireland land border to the Irish Sea. This avoided the need for additional border management mechanisms on the island, which had been seen as a potential security risk and target for paramilitary activity.6 However, it did not automatically provide for continuing the type of cooperation that had made the regions around the border as integrated as they had become under EU membership. Policing the Irish border after Brexit is largely conditioned by two things: the scope of the security dimensions of the Trade and Cooperation Agreement (and related decisions, eg on data adequacy); and the joint experience and practices for policing cooperation on the island built over time.7 This chapter considers the case of the post-Brexit Irish border in order to reveal the achievements and vulnerabilities of cooperation between the two police services on either side of the border. The challenges have been acute: some are the same as faced pre-Brexit (eg, operationally, resourcing disparities) but others are new, forged in part by renewed criminal exploitation of the ‘blind spots’ of the border and also by the uncertainty that comes from being subject to the outcome of high-level EU–UK negotiations far-removed from policing on the ground.



II.Police Cooperation on the Island before Brexit

There are two police services on the island of Ireland: An Garda Síochána (AGS) (‘The Guardians of the Peace’) for Ireland and the Police Service of Northern Ireland (PSNI), which was formed after the 1998 Agreement and the subsequent Patten Review of Policing in 1999. Both services have a shared history, emanating as they did in the 1920s from the one police force (the Royal Irish Constabulary). Today, the governance frameworks for policing differ between Ireland and Northern Ireland. The Irish Government has the final say in appointing and removing the Garda Commissioner, whereas in Northern Ireland the Chief Constable is accountable to the Northern Ireland Policing Board, its policing body. The Policing Board in Northern Ireland has greater functions and is differently composed, with political appointments accounting for 53 per cent of members. The PSNI and AGS also differ in the means of accountability mechanisms. Levels of accountability are different in each jurisdiction, and expectations of what can and ought to be done in both jurisdictions can differ greatly.8 The Police Ombudsman in Northern Ireland conducts all complaints investigations independently, while the head of the AGS security services is accountable to the minister.

Another key point of distinction is that in contrast to AGS, and unlike its Royal Ulster Constabulary (RUC) predecessor, the PSNI does not hold the national security portfolio for dealing with terrorist threats. Ireland’s national security agency is AGS, whereas the PSNI is supported by UK agencies such as MI5 and the National Crime Agency. This is a significant difference for police services whose cooperation has been made all the more necessary by the common difficulty of so-called ‘home-grown terrorism’. The ‘back-to-back’ existence of Northern Ireland and the Republic of Ireland for the first 50 years of the partition of Ireland was reflected in the lack of police cooperation too. Indeed, cross-border cooperation between the AGS and RUC was not formalised in any way until the 1980s, when the exigencies of the Troubles demanded it. During the 1970s and 1980s, security management of the border saw routine police and army checks on those crossing the border. At the height of the conflict, 10 per cent of AGS officers were stationed on the border, dealing both with the border itself and heightened terrorist activity in the area:9 the AGS were supported by the Irish Army; the RUC was also intensely present, supported by the British Army. With terrorists exploiting the border in the Troubles, as a means both of escape and of criminal profiteering, it became increasingly fortified.10 Security force efforts to restrict movement across the border – for example by blocking or destroying border roads – were deeply resented and at times physically resisted by locals.11

The exigencies of the Troubles, combined with a culture of mistrust of security and police forces, made the maintenance of police standards and accountability all the more difficult.12 It is no coincidence that many policing scandals and concerns that have arisen in Ireland have related to policing along the border. The Morris Tribunal addressed the extent of police corruption in Donegal, which included, among other things, planting ‘fake IRA bomb finds’ for reputational gain.13 The Smithwick Tribunal (2013) looked at the 1989 killing of two members of the RUC who had travelled to Dundalk for a meeting with Gardaí.14 The two men were killed by the Provisional IRA, but the Tribunal found there had been collusion between Gardaí and the IRA. And in 2014, whistleblower Maurice McCabe spoke out about poor standards in the Cavan-Monaghan division of the border counties.15 North of the border, the infamous Glennane group of loyalist terrorists and some rogue RUC officers operated along the border, engaging in sectarian shooting and bombing attacks on Catholics. A number of officers were caught by RUC colleagues, prosecuted and served long sentences for criminal offences, including murder.16 Such conditions within police divisions on both sides of the border undermined confidence in relations between AGS and the RUC/PSNI, impacting both personal and organisational relationships. Notwithstanding the temporary erosion of relationships in light of the Morris and Smithwick tribunal revelations, individuals in the PSNI and AGS worked to restore personal contacts between them, knowing it was essential for effective security delivery.17 Such contact is particularly important in the areas, such as those around the border, in which they work with deliberately low visibility, rendering them unsuitable for high-profile joint cooperative initiatives. Sustaining relations of trust between the police forces on either side of the border, as individual police officers, key to such contact, are promoted or retire, has been one challenge; so too has establishing good communication between those located in the border region and those in the respective headquarters in Dublin and Belfast.

Practical difficulties in policing cooperation across a sensitive security border can easily become political difficulties too. Historically, the Anglo-Irish Agreement of 1985 addressed issues of extradition, cross-border trials and evidence-taking; it also established a regular work programme between the two police forces (AGS and the then RUC) and an Intergovernmental Conference, to include the Ministers for Justice, the RUC Chief Constable and the Garda Commissioner. Later, its successor agreement, the 1998 Good Friday/Belfast Agreement, contained sections dedicated to policing and justice. The 175 recommendations of the subsequent report of the Independent Commission on Policing for Northern Ireland, ‘A New Beginning: Policing in Northern Ireland’, chaired by Chris Patten, recognised the need for cross-border police cooperation. It noted the existence of some excellent informal relations but very limited structured arrangements. To address this, Patten sought written protocols on all aspects of cooperation, working groups, long-term personnel exchanges, a liaison system, structured cooperation in training, effective communications supported by the necessary ICT infrastructure, and joint databases on cross-border issues as well as joint major incident teams. Described as a blueprint for democratic policing, the Commission heralded a new policing order in Northern Ireland and encouraged the Irish state to ensure that AGS were equally committed to human rights as the PSNI was intended to be.18

In 2002, the Intergovernmental Agreement on Police Cooperation was signed. It did not address several gaps in formal cooperation and coordination between AGS and the PSNI, such as hot pursuit across the border, surveillance and evidence/intelligence transfer. Notably, such areas of cross-border policing are increasingly challenging since Brexit.19 However, it did make several commitments and initiatives that remain important today in sustaining bilateral cooperation. This included regular rank-based meetings, occasional joint training initiatives, secondments, forensic service cooperation, and the development of protocols on sex offenders, disaster planning and sharing DNA evidence.20 Three cross-border police strategies have since been issued (in 2006, 2010 and 2016), but they are sets of intentions rather than clear strategies with measurable outputs. Nevertheless, they provide for a Joint Tasking and Coordination Group, Memoranda of Understanding (MOUs) on relevant issues, and a joint manual of guidance for cross-border investigations.21 In addition to these, there is an Annual Cross Border Organised Crime Seminar, and cross-border organised crime threat assessments are conducted and published on an annual basis.

The updated Cross Border Policing Strategy was published in 2016.22 It contained some imaginative recommendations, which reflected some of the unique opportunities to come from multilevel cooperation across a border. For instance, it urged a ‘twin town’ approach to address crime and security issues in neighbouring border urban areas alongside cooperation with local and regional government policing committees and local non-governmental organisations. Joint EU membership facilitated PSNI and AGS cross-border liaison in suburbs in areas like Muff23 and Killea, located on the border between County Donegal and County Londonderry. In more conventional ways, it also pointed to the importance of information and technology – two factors that continue to be returned to as essential in effective cross-border policing. For example, it encouraged AGS and the PSNI to identify ways to maximise the effectiveness of their information-sharing agreement relating to sex offenders. And it also recommended further means of enabling the use of automatic number plate recognition (ANPR) in the border region for detections and information sharing. In concrete terms, the Cross Border Policing Strategy led to the creation of the Joint Agency Task Force, which includes representatives from police, Customs and Revenue, the Criminal Assets Bureau in Ireland and the National Crime Agency in Northern Ireland. The Joint Agency Task Force has an Oversight Group and an Operations Coordination Group, and holds biannual meetings. The capacity of this Task Force, however, has been limited by the lack of a fully functioning legislative Assembly and Executive in Northern Ireland from February 2017–January 2020 and February 2022–February 2024.24

Despite such developments and reports, the state of police cooperation between AGS and the PSNI has never been subjected to substantial external scrutiny. Walsh conducted the primary review examining practice, methods and regulation of cross-border cooperation in 2011.25 This concluded that cooperation has been built, survived and flourished due to individuals and relationships, rather than on agreements and arrangements. There is no doubt that interpersonal, informal cross-border relationships are strong and essential.26 However, while informalism may be necessary for trust and engagement, good relationships do not permit the sharing of information if the law does not allow it. Moreover, as Walsh noted, informalism tends towards a lack of transparency, accountability, oversight and, thereby, legitimacy.27 This serves to underscore the importance of cooperation as it was enabled by common EU membership, which necessarily included formal structures and common legal standards (eg, around the General Data Protection Regulation).28 There were concerns that these would be severely undermined by Brexit.



III.The Challenges of Border-Related Criminal Activity

The primary concerns about the impact of Brexit on post-border policing related to two things: (i) increased opportunities for border-related criminal activity, exploiting the border to avoid detection, and differing operational procedures and investigative solutions across two jurisdictions (this section); and (ii) the diminution of the means of cooperation between UK police forces and their EU counterparts (see section IV). We will consider each of these in turn.

First, even after the 1998 Agreement and the decommissioning of terrorist weapons, the border remained a particular challenge for security, law and order on the island. The porous nature of the border enables criminals to evade detection and creates new opportunities for serious organised crime such as drug trafficking, human trafficking and smuggling, which finance the criminal activity of dissident terrorist groups and increasingly mobile organised crime gangs (MOCGs). Differences in currency and taxation on either side of the border are exploited as a means of financing paramilitary activity, for example through diesel laundering (removing the dye from lower-tax fuel intended for agricultural use only, then sold on at a profit) and contraband excise goods. A report by the British-Irish Parliamentary Assembly (BIPA) in 2015 found that some €350m were potentially lost to the two economies annually through fuel fraud.29 There was subsequently a targeted, coordinated effort between AGS and the PSNI to address this issue, and in 2016 it was reported that ‘a blitz on ex-IRA gangs and border criminals’ had ‘virtually wiped out’ the illegal activity.30 However, within a few years, police raids along the Irish border were uncovering multi-million fuel-laundering plants.31

Similarly, other criminal gangs exploit the relative remoteness of some parts of the border region for illegal waste disposal or the selling of counterfeit goods (see Farrand, chapter 19). Recognising that remote border areas are ‘very difficult environments to police’, the BIPA report commended the value of the Joint AGS–PSNI Task Forces such as the Fuel Fraud Enforcement Group and the Tobacco Enforcement Group, and good customs cooperation.32 Coordinated police responses are also essential to counter sophisticated criminal enterprises affiliated with dissident (ie anti-1998 Peace Agreement) paramilitary groups initially engaged in counterfeit cigarette- and alcohol-smuggling operation networks. These extended to Britain and continental Europe, and progressed later to paving the way for the subsequent distribution of cocaine and illegal narcotics. In and of itself, this shows the significance of the criminal exploitation of the excise border between Ireland and the UK, even when they were both in the EU.

After the UK’s EU exit, the first thing that made the difference was the unanticipated pandemic-related travel restrictions, which saw an increase in reporting of organised crime. During the pandemic, detection rates for burglary in Northern Ireland improved by 50 per cent on 2019, up from 10.6 per cent to 15.9 per cent.33 This was in part because travel restrictions imposed during lockdown hindered the activities of the MOCGs. In their absence, local thieves became more active, including targeting the vulnerable and elderly. Such criminals are more susceptible to effective traditional policing practices (eg, witness line ups, and forensics) than those in MOCGs, and more likely to be detected. Indeed, the noted increase in detection rates reflects the level of crime for which MOCGs are responsible, and the ability of the PSNI to solve burglaries when MOCGs are excluded.34 As such, the PSNI identifies and includes MOCG burglaries in the Service’s priority area of serious organised acquisitive crime.35 The gangs are mobile and transient; their activity across the border and in the border region adds a previously unknown level of complexity to the challenge of cross-border policing. MOCGs are also escalating their activity and sophistication.36 The 2018 Cross Border Organised Crime Threat Assessment by AGS and the PSNI stated:


The UK leaving the European Union has the potential to increase cross-border criminality. A number of Northern Ireland based MOCGs have the expertise to adapt and change, both to avoid detection by law enforcement partners and to exploit changes in profitability (including potential changes to trade agreements, etc). It is likely that they will attempt to profit from any of these changes.37



The prospect of hardening the border through Brexit brought its own, more direct concerns. The Cross Border Organised Crime Threat Assessment of 2018 identified specific risks relating to organised crime and drugs, human trafficking, criminal finances, agricultural crime, immigration crime, financial fraud (tobacco, fuel and alcohol) and firearms. Even though the Withdrawal Agreement meant that the Irish border remained open, and it is not a hard border for the movement of goods, it has become more profitable post-Brexit for criminal exploitation. This includes through smuggling (which can be affected by currency fluctuations) and through crime related to trafficking of migrants and exploitation.

The security context was also later complicated by the fact that loyalist paramilitaries responded to the unique arrangements for Northern Ireland under the Withdrawal Agreement (Protocol) by threatening to breach their ceasefires.38 In early 2021, the Loyalist Communities Council – on behalf of a number of loyalist paramilitary groups – said that they were temporarily withdrawing their support for the 1998 Agreement in protest at the Protocol.39 Loyalist paramilitary involvement in some scattered riots and organised protests at the Protocol continued into 2022 and 2023, with some political support. Their threats of unrest have been made in an attempt to bolster and prolong the Democratic Unionist Party’s opposition to the Protocol.40 Although most violent activity and displays of force exercised by loyalist paramilitary groups in recent years have remained intra-community, ‘new life’ has been breathed into loyalist paramilitary structures by fears that Northern Ireland’s place in the UK union is weakened by its unique post-Brexit arrangements.41



IV.The Effects of Brexit on Cooperation

The second concern around the impact of Brexit on cross-border policing came in relation to new difficulties for UK–EU policing cooperation. Davies noted the numerous bilateral police cooperation arrangements established between AGS and the PSNI (as set out in Section II) but that much of the cooperation relied, pre-Brexit, on EU processes and institutions.42 Both police forces have acknowledged that these arrangements improved their ability to respond to crime and criminality, particularly in tackling organised criminal gangs. The 2018 Cross Border Organised Crime Threat Assessment warned that the absence of UK access to the Schengen Information System (SIS) and the European Arrest Warrant (EAW),43 plus slower access to Joint Investigation Teams (JITs), could be seen by some organised criminals as creating opportunities to exploit, in the belief that their crimes would be less likely to be detected.

Furthermore, the context of EU membership enabled better police cooperation across borders as an EU-wide concern. The expansion of the EU and the Schengen borderless area increased the need for criminal justice cooperation and the sharing of personal data between Member States. In addition, the entry into force of the Lisbon Treaty in 2009 gave the EU greater power to adopt police and criminal justice measures.44 The Hague Programme45 on law enforcement information exchange introduced the concept of availability as the guiding principle for exchanging law enforcement information – a hallmark of EU police and criminal justice measures. The UK had benefited from a bespoke arrangement that allowed it to opt in on a case-by-case basis after adoption based on the final text. And thus, as an EU member after 2014, the UK opted in to over a hundred EU measures aimed at increasing security and criminal justice cooperation, such as the EAW.46 Shared access to EU Justice and Home Affairs databases was essential to effective transnational policing cooperation. After Brexit, the UK lost full access to many of these mechanisms (eg, only observer status in Europol and no access to the EAW). From September 2018 to August 2019, the PSNI issued 38 EAWs, 26 of which related to the Republic of Ireland and 12 to all other EU states. Ireland was the primary country of EAW traffic for the North. In part this is due to the nature of the Irish border, which makes it very easy for someone to run to the other side. With the post-Brexit reversion to extradition, there is greater risk of a political dimension to the decision making. It is easy to imagine, in the Irish context, that this could be problematic, especially as it relates to national security. In practice, nevertheless, the EAW was never a simple flawless process, and the present arrangements appear to be working.47

Post-Brexit, the UK still seeks access to a great deal of data for the purpose of criminal investigations. The 2021 decision of the EU on UK data adequacy saw the UK avoid the need to seek data adequacy decisions on a bilateral basis. While there is now greater uncertainty over access to crime and security databases for the UK, it seems that Ireland/Northern Ireland intelligence sharing has been quite unaffected by Brexit so far. For example, the exchange of Passenger Name Records (PNRs), biometric data, vehicle registration and dactyloscopic data functions well.48 Furthermore, the UK’s move from European Criminal Records Information Services (ECRIS) to UK-CRIS (United Kingdom Criminal Record Information System) appears to be facilitating the exchange of criminal record data. Interpol databases have also been utilised to mitigate loss of access to SIS.

While JITs are something Ireland has only recently engaged in, had Brexit not occurred it was foreseeable that these would increase in frequency, with benefits for both jurisdictions in criminal investigations. This opportunity is now limited post- Brexit as the UK cannot lead or initiate JITs and it is only be permitted to join as a third country. In other instances, both police services will have to revert to International Letters of Request (ILORs). This is bureaucratic, cumbersome and will unquestionably cause delays in cross-border investigations. This is frustrating for police, and upsetting for suspects, victims and witnesses.

As a consequence of the post-Brexit change towards asymmetry in access to information systems and measures for political cooperation, bilateral cooperation structures between UK and Irish crime agencies are becoming increasingly important. The many bilateral mechanisms previously noted continue to exist and function: the secondment of staff, the MOUs, the manual, the regular meetings, the Joint Agency Task Force. The live sharing of information between the PSNI and the Gardaí does not appear to be affected by the ending of the transition period. In July 2023, AGS shared intelligence about the PSNI data breach (when a police-issued laptop and documents identifying PSNI personnel were stolen from a car) with their counterparts in minutes when the data was found in dissident Irish republican hands.49 However, for the work that these interactions ultimately focus on – investigations and prosecutions – legal underpinning and authority for actions is required, especially where they may infringe rights.



V.Looking Ahead

The UK’s withdrawal from the EU on policing cooperation on the island of Ireland after Brexit has proved to be less damaging than it could have been; this is in part because of the securing of the Withdrawal Agreement (2019) and Trade and Cooperation Agreement (2020), and in part because of the strength of cooperation that already existed across the Irish border. Information gathering, knowledge transfer and intelligence sharing are essential to this cooperation.50 This includes secondments, exchange of intelligence, and cooperation on criminal investigations, international investigation liaison and counter-terrorism. However, cultural and procedural differences between the and the PSNI remain challenging. Part of this comes from the failure of both services to reflect the make-up of the societies they serve. One interviewee argued that recruiting more female officers and officers from new communities to AGS and the PSNI to reflect diversity on the island would benefit policing across the border and beyond.51 Related to this, we find that there is a ‘perfect storm’ impacting public confidence in policing on the border. Police morale is comparatively low in the PSNI, compounded by too few PSNI officers and budgetary limitations. A service gap between districts and senior management in both jurisdictions can hinder effective and timely policing, and reduce public confidence in the Service.

Recommendations from serving officers policing the border area and interviewed for this chapter align with the findings of more formal reviews of cross-border policing. Together these indicate that there are three main areas for further attention and potential for growth in cross-border policing cooperation. First, communication: contact on a personal level between police officers on either side of the border is key. There is a need to strengthen the processes and procedures around such contact, though, to ensure the integrity of these contacts and their sustainability beyond committed individual officers. The South Armagh Policing Review (2022) concentrated very much on the importance of frequent human contact and communication.52 For example, it recommended that all operational officers should have access to and monitor shared radio networks as a matter of standard practice, that routine daily telephone briefings should take place between supervisors from both policing jurisdictions, and that weekly cross-border ‘Pacesetter’ meetings should take place, chaired at Inspector level or above. Overarching all this was the recommendation for a cross-border external communications plan to be jointly developed, ‘focusing on daily policing activity and local community priorities’. The Review argued that such outward-facing communications should be ‘proactively sought at operational, tactical and strategic level’ in order to demonstrate joint working and thus enhance public awareness of and confidence in policing. The rationale for such proposed initiatives was to ‘ensure working relationships are developed and information sharing/situational awareness is increased’.

Second, training: regular joint major-incident training opportunities and coordinated training using Interpol standards as a shared benchmark would forge stronger cross-border policing coordination. Support for greater East/West and international training opportunities and secondments would further enhance representation. To focus on a particular problem: MOCG operations offer insights and add a new level of complexity to policing border crime; they also offer an opportunity for mutual learning. In 2017, the Europol Threat Assessment classed MOCGs as a ‘high threat’ crime priority.53 By this time, AGS had already launched Operation Thor – a multi-agency, integrated task force, with senior detectives from roads, policing and the Garda analyst service, the Criminal Assets Bureau and Forensic Science Ireland – to target known MOCG members and offenders. The Thor taskforce acknowledged the difference between opportunistic offenders and professional organised MOCGs. It sought to focus on crime prevention, crime control and protecting communities by means of diverse intelligence and community policing strategies.54 This included visible focused patrols at specific times of day, targeting burglary ‘hot-spots’, high-visibility check points to prevent ease of movement, strong crime prevention communications and reassurance with communities. The gangs are adept at forensics and policing them requires adaptive investigative techniques, surveillance and specialist training (in pursuit, for example). Thus, MOCGs have generated opportunities for knowledge transfer as well as institutional learning across and between the PSNI and AGS. For example, the PSNI could engage in a fact-finding mission with AGS to determine how Operation Thor has achieved sustained results.55

Third, liaison: there is still a lot of room for more formal mechanisms for cross-bordering policing cooperation. The South Armagh Policing Review recommended that a bilateral policing agreement should be explored with the Northern Ireland Department of Justice and Irish Department of Justice and Equality, with the aim of facilitating joint rather than parallel policing operations by the PSNI and AGS. It is also proposed that this agreement should enable cross-border pursuit and advanced pursuit training between policing jurisdictions in defined circumstances, within a timescale of between three to five years. The report recommends increased cross-border communication and collaboration, the development of a ‘command and control and pursuit prevention protocol’ and the introduction of a cross-border accountability mechanism at local level between both forces. The last of these could focus on day-to-day operational demand and outcomes with potential alignment to Policing and Community Safety Partnerships (NI) and Joint Policing Committee structures (Ireland). Indeed, more broadly, officers recommend amalgamating the best of both policing worlds, working to the AGS historical tradition of community relations and the PSNI college’s policing professionalism. Encouraging and, where necessary, financing working cross-border relationships is central to furthering effective and adaptive cross-border policing. Relationships need to be forged and maintained, with efforts to retain staff in border areas. Sustained relationships require building a framework for responsive rather than reactive policing. Ultimately, the intention should be to enable the police to deliver equality of experience so that people who live on the border are policed in the same way.56

There are some outstanding challenges, too. Some of these are in areas previously identified. The aforementioned Cross Border Policing Strategy of 2016, established to improve public safety, disrupt criminal activity and enhance policing capability of both police services on the island, contains some recommendations that remain unrealised, for example the existence of border liaison officers and more frequent joint major-incident planning. The South Armagh Policing Review recommended as a minimum that a formal agreement should enable cross-border hot pursuits between policing jurisdictions in the interests of community safety and policing effectiveness. It also recommended that a cross-border accountability mechanism should be established at local level with bi-annual reporting by the PSNI and AGS on joint cross-border performance priorities. Again, these have not been realised. Other challenges could not have been envisaged a decade ago but have become much more pressing in the post-Brexit environment. For example, in human rights. Unilateral threats to withdraw from the European Convention on Human Rights by the UK Government could lead to further pressure on security frameworks and governance structures on either side of the border. The NI Human Rights Commission recommends that strong human rights protections be built into any bilateral agreement on policing, security and criminal justice, and that the highest standards of victims’ rights and rights of accused persons be central to any future of cross-border cooperation.57

There is clearly a growing need to enhance and formalise routine cross-border policing collaboration on the island of Ireland. However, it is important to recognise that AGS and the PSNI have been able to navigate significant changes to the context in which they are working post-Brexit, in part as a result of the informal, personal relationships that have been built between them over time. The Irish border remains highly challenging to police and vulnerable to new forms of criminal exploitation. At the same time, it is an opportune space for innovative and close policing cooperation, even outside the common frameworks of the EU.





*Dr Vicky Conway tragically died before this chapter was completed. Her research on policing provides the spine of the essay and we are deeply grateful to the Conway family for permission to use – as Vicky had intended – some of her unpublished work in this chapter. Suaimhneas síoraí dá hanam.
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The EUROPOL–National Crime Agency Cooperation

CLARA COTRONEO AND FABRIZIO COSTANTINO


I.The EUROPOL–NCA Cooperation

Prior to exiting the European Union (EU), the United Kingdom (UK) had access to several mechanisms for police cooperation between Member States. To counterbalance its loss of full membership from mechanisms such as Europol, Eurojust and the European Arrest Warrant (EAW), as well as data exchange tools such as the SIS II1 and ECRIS,2 the UK Government and relevant agencies are likely to revert to bilateral/multilateral forms of cooperation with EU Member States.3

One of the main initiatives is the working and administrative arrangement (WAA) signed in September 2021 between the UK’s National Crime Agency (NCA) and Europol. This arrangement implements and complements the provisions of the Trade and Cooperation Agreement (TCA),4 by detailing the operational cooperation between the two entities. The objective of the arrangement is


to support and strengthen the action by the Member States of the European Union and the United Kingdom, as well as their mutual cooperation in preventing and combating serious crime, terrorism, and forms of crime which affect a common interest covered by a Union policy …, in particular through the exchange of information.5



The key components of this arrangement may be summarised as follows:


	organisation of regular meetings between Europol and representatives of the NCA to discuss cooperation-related issues and matters of common interest;

	secondment of UK/NCA liaison officer(s) to Europol headquarters and vice versa;

	establishment of rules for the exchange of personal data, as well as specific conditions for its collection, storage, processing and transfer (including onward transmission and assessment of the source of information);

	establishment of a secure communication line for the exchange of information;

	ability to participate in Europol analysis projects in order to take advantage of the agency’s coordination and analytical capabilities.





II.Strengths and Limitations of the Current Arrangements

Both the TCA and the WAA only came into force between the end of 2020 and 2021 and are currently in their third year of implementation. This timeline, combined with the fast-paced initiatives that EU and UK agencies are developing to step up international police cooperation, makes it difficult to fully assess how well the new arrangement is working. However, it is possible to identify a number of key strengths and challenges.

First, with the presence of 17 liaison officers (LOs) at Europol’s headquarters, the UK has the second largest representation of LOs seconded for a third country after the United States (US).6 Liaison officers support operational coordination and cooperation by facilitating the identification and exchange of crime-related data and criminal intelligence.7 This physical presence also facilitates collaboration and communication, thus enhancing mutual trust between Europol and the NCA.

Second, concerning the exchange of personal data, the WAA establishes several guarantees, as well as specific conditions for its collection, storage, processing and transfer, including transmission to third parties and the assessment of the information’s reliability. Article 14 of the WAA makes reference to a separate arrangement, to be signed between the Agencies, for the exchange of classified information.8 The arrangement also foresees the establishment of a secure communication channel for the exchange of information.9

Third, with respect to analytical intelligence, the WAA preserves the NCA’s ability to contribute to Europol’s strategic analysis products,10 contributing to the Agency’s operational planning and coordination. In this sense, the arrangement also foresees the participation of the NCA in analysis projects, taking advantage of the Agency’s coordination and analytical capabilities.

However, although the WAA foresees several channels to discuss issues pertaining to the TCA in the field of internal and transnational security,11 the UK no longer plays an official role in the governance and strategic direction of Europol. The UK’s withdrawal from Europol makes it more difficult to align its national efforts to European strategies.12 This is because the EU and UK crime priorities may not coincide, as there can be differences in emphasis and specific priorities based on specific circumstances, legal systems and policies. As a consequence, strategies for operational cooperation may need to be renegotiated.

Furthermore, channels such as Europol’s Secure Information Exchange Network Application (SIENA), widely used by the NCA prior to Brexit to exchange sensitive and restricted information, can now only be accessed to a limited extent.13 SIENA is used by EU and non-EU countries alike. The year before the WAA was signed (2021), a significant decrease (20 per cent) was registered in the number of SIENA messages that the UK had exchanged.14 After Brexit, the NCA’s access to SIENA has now changed from ‘EU Confidential’ to ‘EU Restricted’, meaning that the UK remains excluded from SIENA Confidential Information. Moreover, the NCA has also lost direct access to the Europol Information System (EIS), the Agency’s central criminal information and exchange database.



III.Short- to Mid-term Prospect

Although the working and administrative agreements between Europol and the NCA relieved some of the worries regarding the depth, effectiveness and efficiency of UK–EU cross-border policing and investigations, considerable obstacles to cooperation between the NCA and Europol still exist due to the loss of access to key systems and the lack of reliable replacements. Manual processes, bilateral relations and the development of alternative capabilities are currently filling many of the capability gaps caused by the loss of such mechanisms and technologies. One example is the I-LEAP programme15 to strengthen the UK’s access to the Interpol database. The ability of this arrangement to somehow mitigate the consequences of the UK’s disconnection from SIS II, however, rests on the goodwill of EU officers to double-key information on EU as well as the Interpol databases.

Indeed, Brexit has led to a general increase in bureaucracy between UK and the EU, affecting the speed and effectiveness of police cooperation.16 The loss of access to SIS II, EAW and EIO has further exacerbated this. As suggested by Shellaker et al, these issues can be solved by developing a ‘nodal police cooperation model’ to ensure that police officers in the UK and EU Member States can strengthen interconnectivity and share information in a more effective way, at the same time providing investigators with relevant materials.17





1The Schengen Information System (SIS) is the most widely used and largest information-sharing system for security and border management in Europe.

2The European Criminal Records Information System (ECRIS) was established as a decentralised IT database in order to improve the exchange of information on criminal records.

3Covington & Burling LLP, Cross-Border Criminal Cooperation in a Post-Brexit World (27 January 2021) available at www.lexology.com/library/detail.aspx?g=6a964051-a653-49af-ba9f-34f5c964df35 (last accessed 1 October 2024).

4European Union (30 April 2021), Trade and Cooperation Agreement between the European Union and the European Atomic Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of the other part [2021] OJ L149/10 available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2021.149.01.0010.01.ENG&toc=OJ%3AL%3A2021%3A149%3ATOC (last accessed 14 January 2024).

5Working and Administrative Arrangement establishing cooperative relations between the competent authorities of the UK and Europol (Article 1), available at www.europol.europa.eu/partners-collaboration/agreements/working-and-administrative-arrangement-establishing-cooperative-relations-between-competent-authorities-of-uk-and-europol#downloads (last accessed 1 October 2024).

6The US has the largest representation with 37 officers. See at www.europol.europa.eu/about-europol/statistics-data (last accessed 1 October 2024).

7Liaison officers cooperate with EUROPOL by identifying, requesting and transmitting data (including personal information and criminal data) relevant to ongoing criminal investigations.

8Specifically, it is mentioned that the exchange and protection of classified information will be possible only on condition that such separate cooperation arrangement is signed.

9Indeed, a framework for the protection of personal data was being implemented by the EU and the UK with regard to law enforcement. The EU’s Law Enforcement Directive (LED) lays out the guidelines for data processing by the police and other agencies when conducting criminal investigations, alongside its more well-known cousin, the General Data Protection Regulation (GDPR). In this sense, two adequacy decisions for the UK have been approved by the Commission, one for the LED and the other for the GDPR. The adequacy rulings also facilitate the implementation of the provisions concerning the sharing of personal information in the TCA and the WAA. See European Parliament and Council of the European Union (4 May 2016), Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA [2016] OJ L119/89; and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L119/1 (last accessed 14 January 2024).

10 These include the Serious and Organised Crime Threat Assessment (SOCTA), the Internet Organised Crime Threat Assessment (IOCTA) and the EU Terrorism Situation and Trend Report (TE-SAT), as well as early-warning notifications.

11 See footnote 5, Art 4(1) and (2).

12 The European Multidisciplinary Platform Against Criminal Threats (EMPACT) introduces the integrated approach to EU internal security. It is the key instrument through which the EU identifies and sets the priority crime threats in the EU. See at www.europol.europa.eu/crime-areas-and-statistics/empact. Before Brexit, the UK lead two EMPACT priorities, Trafficking in Human Beings and Excise Fraud and co-lead four other priorities. Through its leading role, the UK brought leadership experience in tackling these crime areas.

13 R Dickson and A Kramer, ‘The Changing Landscape of UK–EU Policing and Justice Cooperation’ (2020) 1 European Papers – A Journal on Law and Integration 479.

14 The definition of EU Classified Information (EUCI) is provided for in Art 2 of the Council Decision of 23 September 2013 on the security rules for protecting EU classified information (2013/488/EU), while Table 3.2.5 “Security” of the TCA restricts the UK from accessing EU Confidential information. See Council of the European Union (23 September 2013), Council Decision of 23 September 2013 on the security rules for protecting EU classified information [2013] OJ L274/1 available at https://eur-lex.europa.eu/eli/dec/2013/488/oj/eng (last accessed 14 January 2024). See also footnote 4.

15 UK Home Office (6 December 2024), International Law Enforcement Alerts Platform (I-LEAP) Programme Accounting Officer Assessment available at www.gov.uk/government/publications/home-office-major-programmes-accounting-officer-assessments/international-law-enforcement-alerts-platform-i-leap-programme. (last accessed 14 January 2024).

16 M Shellaker, S Tong and P Swallow, ‘UK–EU law enforcement cooperation post-Brexit: A UK law enforcement practitioner perspective’ (2023) 24(1) Criminology & Criminal Justice 841. See also P Swallow and S Tong, ‘The impact of Brexit on European police cooperation for British policing agencies’, Paper presented at the 22nd Annual Conference of the European Society of Criminology, 21–24 September 2022, Malaga, Spain.

17 Shellaker et al (n 16).
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The Impact of Brexit on UK Policing – A Practitioner’s View

CHRISTOPHER THOMSON

The creation of the International Crime Coordination Centre (ICCC) in March 2019 was intended to mitigate the impact of Brexit for policing in the United Kingdom (UK) by identifying those international policing tools to which the UK might lose access, together with a contingency or alternative system for each of them, and to raise awareness of and assist forces to access and use the tools that remained. The unit was staffed with a mix of seconded police officers, former officers with specialist experience, officers of the National Crime Agency (NCA) and contacts from Immigration Enforcement and the Crown Prosecution Service (CPS).

The ICCC included liaison officers corresponding to the 10 Regional Organised Crime Units (ROCUs) in England and Wales, with a slightly different arrangement for Police Scotland and the Police Service of Northern Ireland. These acted as ‘single points of contact’ (SPOCs) for forces working closely with intelligence bureaux, training departments and ROCUs.

The ICCC provided a 24/7 helpline, which has been maintained by the Joint International Crime Centre (JICC), and both SPOCs and officers on the specialist desks have provided advice in relation to thousands of operational inquiries to UK forces on a wide variety of international matters.

Prior to Brexit, most forces convened ‘gold’ groups, often including the relevant ICCC SPOC. Communications material was disseminated, and key messages were publicised by a variety of means to raise awareness of the systems available to check international subjects and conduct international inquiries.

Training was delivered to key staff in intelligence, specialist investigation, control-room and custody functions to increase the numbers of staff licensed to use the Interpol I-24/7 system – identified as the replacement for Schengen Information System II (SIS II) and used to conduct checks on foreign nationals and circulate relevant intelligence. Training was targeted more selectively at force intelligence officers and ROCU staff to increase numbers licensed to use the Europol SIENA application.

Staff were provided with a ‘checklist’ of basic inquiries to make when dealing with foreign nationals, and force custody suites received inputs and materials to try to ensure that these basic checks were done on all foreign nationals arrested or attending voluntarily. These included checks with Immigration Enforcement, a Criminal Records Office (ACRO) conviction check, a SIS II and I-24/7 check before Brexit, and an I-24/7 thereafter.

The ICCC developed an app for frontline officers providing simple guidance when faced with any situation with an international dimension, and SPOCs worked with individual forces to have this added to force mobile telephones and handheld devices, and to publicise it.

These measures were designed to ensure that any known risk relating to an individual had the best chance of being identified and effectively managed. Most forces were able to make significant improvements in the percentages of those checked, though relatively few were able to consistently demonstrate 100 per cent compliance.

The most foolproof methods involved some sort of automated function within the custody booking-in program, one it was impossible to bypass or ‘skip’. However, with 43 different forces, each using different versions of different systems, some relatively old, different financial pressures after 10 years of austerity and with different priorities for IT upgrades across all their computer functionalities, this was not really possible.

Communication campaigns were effective but required regular repetition to become firmly embedded in practice and compete with a myriad of other ‘key messages’ to which forces are obliged to subject their staff. This ‘priority and information overload’ was another difficult barrier to overcome completely.

Taken nationally, the awareness and compliance of forces in this area is in a much better place than in 2018. Many forces created roles for ‘International Liaison Officers’ (ILOs) as in-house contacts and advisors. Sometimes a single officer, sometimes two or three or occasionally in a small unit, these officers also worked closely with ICCC staff to improve awareness and performance in their organisation.

The ICCC developed an international module, ‘The Essentials for Senior Investigating Officers’, which was accredited by the College of Policing for inclusion in the national Senior Investigating Officer (SIO) ‘PIP 3’ course. This was delivered to every new SIO course from 2020, and staff have targeted SIOs trained before the introduction of the module to ensure they have had the opportunity to complete it. Similar inputs have been delivered to a wide variety of officers in specialist investigative roles. These inputs were delivered face to face or online during lockdown, and most SIOs are much better equipped now to deal with any crime or incident with international aspects.

The creation of the National Extradition Unit within the ICCC, since absorbed into the JICC, is another significant addition to the capability of policing in England and Wales, providing advice and support to forces, risk assessing all incoming requests, liaising with foreign law enforcement, and undertaking removals from and collections to England and Wales. Prior to this, experience and expertise were patchy and did not always guarantee consistency.

Establishing the Unit, occasionally supplanting officers in some forces, was not always easy and mechanisms to capture local knowledge of high-risk areas in which to carry out arrests had to be acquired, but the high level of commitment by officers in the Unit and in most forces ensured a positive outcome generally.

In the same way that policing needs to build familiarity, expertise and confidence in international inquiries, the CPS was probably in a similar situation, despite individual pockets of excellence. A relatively inexperienced prosecutor, approached by an officer to request the preparation of an international instrument, might express reluctance or advise the officer to try informal channels instead. Sometimes this might be the right advice, but certainly in the early days of the ICCC this was a fairly common gripe of front-line officers. Similarly, prosecutors might complain that officers did not understand the criteria before certain applications could be made, nor the proportionality in some cases.

We worked to improve mutual understanding of organisational needs. The CPS proved a willing partner, and in most regions, regular meetings were instituted involving CPS regional international leads or heads of special casework, ICCC SPOCs, force international and ROCU leads.

These meetings resolved problems, identified and arranged mutual training opportunities and agreed action needed. In northeast England, the CPS was very helpful in assisting in the preparation of outstanding European Arrest Warrants (EAWs) before the Brexit deadline, helping to jointly map and monitor current international applications of various kinds, and helping overcome live-time issues with operations or trials.

Initial fears had been articulated in terms of whether the UK would be ‘less safe’ after Brexit due to the loss of access to European Union (EU) systems and databases. International policing, however, involves much more than protecting UK citizens from ‘bad people’ travelling here from the EU. Threats come from all countries and take many forms, including from individuals previously unknown to any law enforcement agency anywhere in the world.

International policing can involve tracing and safeguarding vulnerable people who are missing, or who may have been trafficked across borders and who should be seen as victims and treated accordingly; it can involve liaising in relation to UK citizens who have been killed, seriously injured or have died abroad; it can involve tracing and bringing to justice suspects (including UK citizens) who have fled abroad and who themselves present risk to the countries to which they flee. It can involve circulation of DNA or fingerprints across jurisdictions to identify suspects or unidentified bodies, or investigating online criminality, such as fraud or the sexual exploitation of children, not only in terms of the online criminality but in trying to safeguard a child who may have been harmed on the other side of the world.

Serious and organised crime involving foreign nationals in the UK continue to present significant challenges. Much of this criminality is hidden, with intelligence being harder to obtain because of difficulties in language and culture, many victims being reluctant to speak and those involved being periodically moved on to other countries as part of the operating business model. Strategic and tactical assessments need to continue to improve, as do the efforts to embed improvements in practice and through improved technological applications in systems.

Brexit did impact the ability of UK policing to exchange information with the EU, most significantly through the loss of SIS II, the EAW and the European Investigation Order (EIO). The loss of SIS II remains the most significant, with the loss of both the EAW and EIO being largely mitigated by other processes contained in the UK–EU Trade and Cooperation Agreement.

The work of the ICCC, developing and delivering training, building relationships with partner agencies, increasing the use of international tools, basic custody checks, and the creation and provision of a 24/7 helpline, can be seen as ‘profit’ on the international balance sheet. In April 2023 it was announced that the JICC had been created by combining elements of the ICCC with the NCA UK International Crime Bureau (UKICB) to consolidate what had been developed since 2019 and ensure a firm financial footing for the future. In terms of UK policing’s capability vis-à-vis countries outside the EU, no losses were experienced, and the situation must be seen as improved.

Risk can never be eliminated, and it is difficult to ascribe values to concepts like public safety, but given the state of international capability in the UK prior to 2019, policing is generally better placed now.




PART III

Judicial Cooperation and Fundamental Rights under the Trade and Cooperation Agreement
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Judicial Cooperation between the UK and the EU in Criminal Matters Post-Brexit

MARIANNE L. WADE


I.Introduction

As Brexit negotiations between the United Kingdom (UK) Government and the European Union (EU) proved far tougher than the UK Leave campaign had indicated they could possibly be,1 the former remained adamant that a deal would be struck, citing the common interest in continuing security cooperation.2 Although this had been a policy area in which the UK (as a Member State) had strongly voiced disagreement3 with EU developments4 it was neither the subject of much debate during the run up to the UK referendum nor did it draw much attention as the UK prepared to leave the EU. Nevertheless, anyone familiar with the nuts and bolts of security cooperation will not have been surprised by the considerable provision made for criminal justice mechanisms in the Trade and Cooperation Agreement (TCA)5 regulating the relationship between the EU and UK post-Brexit. Unsurprisingly, because Continental European criminal justice systems are predominantly led by prosecutors, the TCA dedicates significant space to providing for judicial cooperation as part of security cooperation and ensuring a continuing basis for this area of work in the post-Brexit era.

Section II of this chapter sets out the relevant provisions of the TCA relating to judicial cooperation. The articles – at first glance – evoke an impression of business continuing as usual. Detailed provision is made to ensure that the ‘good’ of EU developments remains available. Section III reveals that the judicial cooperation provisions are framed strongly by how the UK might define this ‘good’, with no attention paid to mechanisms such as those produced under the Stockholm Programme and other developments one might view as signalling the direction of travel of the EU.6 It further reveals that even these mechanisms are often provided for in a ‘slimmed-down’ version. The context of these provisions is then examined to facilitate deeper comprehension of what the TCA means in reality, surveying also what is not included and the ‘good’ lost in this new, cooperative relationship.7 This analysis is augmented by a brief examination of the information available as to on-going work within this relationship. Above all, there appears to be an identifiable trend of UK practitioners working hard to maintain as much of the criminal justice ‘good’ of EU membership as possible. A clear consensus that there are enormous practical benefits worth salvaging is apparent. Just how far such efforts at the coalface of cross-border criminal justice can durably succeed is, however, thrown into question in section IV of this chapter. The gaps noted in the TCA appear to reveal a refusal to acknowledge the reality of the EU’s becoming a criminal justice governance level in its own right. Because the TCA appears to ignore such developments, the question of whether it forms a basis for durable EU–UK cooperation presents itself.



II.Judicial Cooperation as Foreseen by the TCA

In relation to judicial cooperation, the UK’s time in the EU was marked by the twin characteristics of principled opposition to integration beyond multilateral cooperation8 and strong support of, and participation in, institutions created within that framework.9 So, on the one hand the UK was a vocal critic of any attempt to drive integration along what it considered to be federalist lines. The UK was fundamentally opposed to any move that would allow the EU to become a criminal justice actor in its own right.10 Instead, the UK vision featured the EU as a forum implementing, modifying, supporting and augmenting Member State criminal justice mechanisms; a vehicle but never a driver.11 On the other hand, however, UK practitioners were active within institutions and keen users of mechanisms of cooperation provided by the EU (see chapter 2).

Given the strong ‘euro-sceptic’ stance of the UK, observers might reasonably have been surprised to find the UK so actively engaged in pan-European criminal justice activities and judicial cooperation in particular. The first President of the College of Eurojust (which has now become the European Union Agency for Criminal Justice Cooperation and is – undoubtedly – the heart of judicial cooperation within the EU) was a British prosecutor, and for many of the early years the UK was the national desk with the biggest caseload. United Kingdom practitioners used relevant mechanisms with enthusiasm. They did so with full support from the UK Government precisely because Eurojust, until 2019, was not an EU agency; it was an institution supporting judicial cooperation within the EU. Legally and structurally, however, this institution could be described as a mutation of transnational law/‘next-level’ multi-lateral cooperation. All national members of Eurojust remained practitioners within their own, national criminal justice systems, with powers explicitly provided to them by their domestic governments.12 Nevertheless, one could not walk the halls of Eurojust and fail to notice that this was a house of European cooperation,13 one powered by the willingness of the Member States (and the practitioners deployed by them) to make it so. From the UK perspective, however, Eurojust was decisively not a centralised European house but one built by its component countries.

It is this vision of judicial cooperation that can be found in the TCA. Judicial cooperation is presented in its component parts, harnessing the power of Eurojust, mutual legal assistance (MLA) and the portable version of the European Arrest Warrant (EAW). Part Three of the TCA appears very much to reflect the British understanding of judicial cooperation within the EU (of which it was an active Member State), and would have been palatable to the EU because it ensured the continued, smooth operation of what had become established European practice.

As anyone familiar with EU criminal justice activity would expect, police and judicial cooperation are addressed together in Part Three of the TCA. Provision is made, in concrete terms, relating to specific measures and particularly to the institutions that facilitate their practice. The overriding objective of both forms of cooperation is declared to be ‘the prevention, investigation, detection and prosecution of criminal offences’ (Article 522).

Provisions specifically recognised as judicial cooperation are to be found in Title VI of the Treaty, from Article 580 onwards. This section of the TCA identifies Eurojust as the heart of this cooperation and then details the legitimate substantive reach of judicial cooperation (‘combating serious crimes as referred to in Article 582’, which in turn states that ‘cooperation … relates to the forms of serious crime within the competence of Eurojust, as listed in Annex 42, including related criminal offences’). With reference to detailed provision in Annex 42, Article 582 of the TCA sets out the forms of crime for which judicial cooperation is permitted. These include the classic transnational crimes (terrorism, trafficking drugs and human beings, etc14), very serious crimes, those featured in relevant historic EU legislation (racism and xenophobia, ‘computer crimes’) and crimes under international law (ie genocide). Article 582(2) ensures that ‘wrap around’ competences are available to deal with related offences.

The beating heart of practical judicial cooperation within the EU is revealed and provided with a lifeline to continue with the UK in what follows. Provision is immediately made for a UK contact point for Eurojust and one specific for cooperation relating to domestic terrorism (Article 584 (1) and (2)). The UK’s history of having a busy national desk at Eurojust is reflected in the provision for a liaison magistrate with up to five assistants (Article 585(1) and (3)). Article 586 ensures reciprocity, allowing Eurojust to post a liaison magistrate to the UK.

Judicial cooperation between the UK and EU in the post-Brexit era profits significantly from the well-established practice of liaison magistrates working with and within Eurojust. From its inception, states that were and remain politically sceptical of – or divided over – stronger integration with the EU (such as Norway) have demonstrated a commitment to strong and effective, hands-on judicial cooperation via this mechanism (now also well-established with states from further afield15). Articles 587 and 588 of the TCA can thus fall back on modalities tried and tested at Eurojust, ensuring that a UK liaison magistrate can participate in meetings and non-personal data exchange. Although participation in operational meetings depends on the consent of the national members involved (Article 587(1)), this is unlikely to create any practical barriers, as Eurojust national members are well accustomed to working in this manner. The established institutional practice of cooperation within the EU means that legal norms representing highly pragmatic solutions reflect effective workable mechanism without requiring further, detailed provision.16

Articles 589 to 593 ensure that more sensitive data exchange is provided for in the manner one would expect in the EU and criminal justice context, whilst Articles 594 and 595 provide further indication of the TCA as slotting into a well-oiled machine in which trust is established. Details of working arrangements are simply made subject to agreements between Eurojust and the competent UK authority (Article 594), though all obligations placed upon Eurojust are – naturally – restricted to its existing competences (Article 595). Working Arrangements with the UK were signed in December 2021, setting out the practical and operational arrangements. The TCA emanates a sense of business as usual, being continued in this area with a clear sense of established trust and practices.

This tone also permeates the more detailed TCA provisions made to ensure the preservation – in as far as possible – of what is doubtlessly regarded as the main EU criminal justice advance. Title VII of the TCA is devoted to preserving the spirit of the EAW as a mechanism of cooperation with the UK, presenting the UK–EU relationship as a setting in which surrender (not extradition) continues to be the norm (see Arnell, chapter 13). The UK House of Lords has evaluated the result of the UK’s access to the EAW having been replaced by extradition arrangements as ‘largely mirror[ing] the surrender agreement agreed between the EU and Iceland and Norway’.17 So, the TCA represents a step backwards but not a complete loss of the benefits EU membership had brought to the UK in this context.

Title VIII of the Agreement is devoted to MLA in a similar – though considerably less detailed – manner. Articles 633 to 642 are clearly intended to ensure MLA advances are not lost to either party, though there is no ignoring the omission of more recent EU mechanisms, such as the European Investigation Order.18 Going forward, the Agreement seeks to ensure a robust foundation, to operate based on the 1959 Council of Europe Convention and protocols.19 These are overtly regulated as the cornerstone of judicial cooperation within, and for the UK going forward, with the EU. Wherever possible, however, traditional MLA is seemingly enhanced (Article 633 (1)), and thus Article 642 determines that joint investigation teams (JITs) – another key EU innovation and mechanism of criminal justice (and often prosecutorial, thus judicial) cooperation – within the EU can be formed, governed by EU law.

Furthermore, the TCA ensures that the existing framework for key activities can continue post-Brexit. Title IX regulates the exchange of criminal record information, Title X focuses on anti-money laundering and counterterrorist financing, and Title XI is dedicated to freezing and confiscation in considerable detail. Again, this regulation mirrors established legislation and practice, which criminal justice practitioners in the EU have become accustomed to have at their fingertips. It has become necessary, of course, in part because Brexit has caused those practitioners to lose access to EU and Schengen databases. As is no doubt viewed as desirable by all parties, the TCA ensures that as much of these mechanisms as possible remains available for UK practitioners, even as Brexit becomes a reality. That the TCA makes no mention of the Schengen Information System (SIS) is, however, the sharp reminder that such accommodation only goes so far. The UK fought, unsuccessfully, to retain this EU privilege, but this reality reflects the loss of access to a prized mechanism from an investigatory perspective (see Pearson, chapter 6).20 The SIS is resoundingly noticeable by its absence, and the TCA reflects the reality of the UK’s future as a third state, making provision to ensure the continuation of the mechanisms available to a non-Member State only (see Vavoula, chapter 8).21

Overall, the TCA can be seen as a concerted effort to sustain judicial cooperation to the greatest extent possible, despite the changes in the political landscape. It is clear that no party involved has any appetite for a reduction in security as a result of Brexit. Nevertheless, the difference between EU membership and third-country status will be clear to any reader of the Agreement familiar with mechanisms not mentioned. The EU has become a forum adept at extending the reach of both national criminal justice systems and their practitioners – not least via access to common databases. Whilst the TCA clearly demonstrates both parties to the Agreement seeking to preserve advances, in as far as the circumstances permit, those circumstances do have some very clear limits.

In relation to criminal justice cooperation more broadly, it is furthermore key to remember that it is institutional development within the EU that breathes (effective) life into the mechanisms the TCA does mention. The successes attributed to the EU have not been made on the pages of treaties alone. The latter constitute an essential basis, but it is the institutional framework of the EU that makes them the valued tools they are.22 Indeed, as is reflected in the text of the TCA, legislation often formalises the solutions developed by practice. Many key EU advances resulted from suggestions made by practitioners. Judicial cooperation would not have developed without the European Judicial Network,23 just as Europol would not have come into being were it not for the Police Chiefs Operational Task Force.24 Eurojust’s organisational structure – the corridors along which prosecutors can take a short walk to ask a (like-minded) colleague to follow up on an EAW or an MLA request, and (in the vast majority of cases25) the willingness of those colleagues to throw their prosecutorial (judicial) authority behind an insistence that their Member State colleagues (working in their domestic criminal justice system) must give effect to those mechanisms – is what makes the EU a place of particularly strong functional judicial cooperation. Transnational law has numerous legislative instruments supporting judicial cooperation but features no other judicial cooperation forum equivalent to that of the EU. The EU is the setting for the next step in the evolutionary development of such law because of its institutional framework and the (European) spirit of cooperation that shapes those institutions’ practice.26

The TCA can preserve some of the former by securing the UK’s continued access to Eurojust in particular, and can capture in words the mechanisms of how this cooperation has worked thus far. What happens to the latter, post-Brexit, is another matter, however, and one that remains to be seen.

The TCA is distinctly marked by a vision of what the UK perceives to be the ‘greatest hits’ of EU criminal justice cooperation. The Agreement resoundingly fails to include more recent developments, however, seemingly reflecting the status quo of criminal justice cooperation in the EU with which the UK was happy, and ignoring developments such as the EPPO. Development of this kind by the EU is, however, undeniably taking place under considerable pressure.27 In the near future, it seems likely the TCA will be tested not in relation to the things it regulates, but rather in relation to those left on one side. It is understandable that an Agreement drawn up under such time pressure ignored such topics.28 There is explosive material in the matters not mentioned.29 The question remains, however, how durable an agreement the TCA will prove to be in light of these omissions.



III.The TCA Vision in Context

Whilst a UK vision can influence the parameters of the TCA, the reality remains that the EPPO will increasingly feature in the reality of judicial cooperation across Europe. It may have been politically wise for the drafters of the TCA to (seemingly) ignore that fact in the short term; what it means for the medium and longer term is likely to become clear before all too long. Judicial cooperation should not and cannot be viewed devoid of political context (and direction of travel). Since the TCA was drafted, the EU has also, for example, appointed a Commission coordinator for anti-racism30 and tried to negotiate uncomfortable conflicts on rule-of-law issues (some of the latter going to the heart of judicial practice).31 The TCA makes light of such issues, seemingly clinging to a vision of the world in which the EU has but a minimal role in relation to them. The intricacies of the TCA primarily concern the aspects that the UK would have been eager to preserve. The EU accommodates these concerns to the extent possible, given that its negotiators would have been keenly aware that the benefits linked to EU membership should remain precisely as such.

That is not to say that the TCA is entirely silent on matters concerning the evolving nature of the EU (as a community of values). A keener eye will recognise that whilst overt emphasis was avoided, some drafters were clearly aware of the potential for conflict. The TCA requires the UK to remain a member of the European Convention on Human Rights (ECHR),32 and the need to ensure non-discriminatory practice is, for example, also explicitly mentioned.33 The TCA clearly appears to have been drawn up in a manner palatable to the UK Government, but it is not devoid of an indication of the broader political UK context, which is viewed as problematic from the EU’s perspective. There is clear desire by all parties to continue the successes of intra-EU cooperation and ensure they are still available to UK criminal justice practitioners, but this desire is not entirely unconditional on the EU’s part. Red lines – such as ECHR membership – are evident in the Agreement too (see Mallory, chapter 16).34

In some of the more detailed provisions of the TCA, the reality of the evolving EU is more subtly reflected, as the following example will demonstrate. United Kingdom practitioners expressed concern at losing access to EU mechanisms for good reason. Investigations and prosecutions are strongly aided by them because expertise has developed. But the institutional framing of this expertise within the EU (which strongly supported its development) is precisely what led to unease on the UK Government’s part. Brexit was heralded by objections to the expansion of institutional powers35 and an unwillingness to support the demands practitioners working, say, in Eurojust were making.36

Setting political arguments aside, it is important to consider why such calls emerged. The pragmatic and practice-driven demands that led to the creation, first, of the European Judicial Network and then Eurojust were assertions that criminal justice practitioners were disadvantaged in relation to criminals perpetrating offences utilising the four freedoms provided by the EU.37 Given that both Europol and Eurojust developed as demands grew for centralised processing of information and support in ensuring that criminal justice practitioners could prevent offender abuse of the four freedoms, it seems plausible that those institutions, in turn, developed a view of offender activity that enabled better understanding of any cross-border dimension to criminal activity. An overview not as readily available to practitioners working in national authorities. Once those EU-level practitioners – and others in equivalent positions – gained that overview, it seems reasonable that they would wish criminal justice practitioners ‘on the ground’ to be provided with – and respond to – that knowledge.38

In that scenario, of course, conflicts concerning sovereignty and subsidiarity are to be found.39 As it relates to criminal justice systems, this matter strikes at the core of national sovereignty as fervently portrayed by UK governments over the past decade. That is the background of Brexit.40 The needs of practitioners, which the UK Government was always keen to develop pragmatic solutions to meet, including at the EU level,41 triggered a development (demanding greater, centralised power) raising sensitive substantive issues of the highest order further down the line.

Given that it is the UK’s choice to prioritise principles – such as national sovereignty – over the advantages of EU membership, it is particularly interesting to note that even the TCA is – on occasion – deferential to the expertise developed at the EU level. Thus, it also features specialist provisions, such as that in Article 546 (relating to Passenger Name Records). That article prescribes a specific relationship between EU agencies and UK authorities when it comes to terrorism and serious crime, and it includes an obligation to comply with Europol and Eurojust requests. The TCA thus lends EU agencies authority – in limited cases – to direct UK criminal justice personnel. When addressing terrorism and serious crime, any alternative approach would likely make a principled mountain of a molehill: UK practitioners would likely assert that if counterparts within Europol or Eurojust submit a request for them to take actions aimed at combating terrorism or organised crime, it would be counter-intuitive (and indeed contrary to UK security interests) for them to disregard such a request. Such is the established trust in these EU mechanisms relating to these offences. The inclusion of such provisions in the TCA presumably also demonstrates a very pragmatic belief on the UK side that its criminal justice practitioners would always cooperate with such requests. Otherwise, surely the UK Government would not enter into an obligation of this kind? It is EU competence precisely of the sort it is seeking to escape.

Provisions of this kind can also be viewed as indicating that the strongly espoused principles of Brexit are not being upheld in practice and in the face of overriding interests. They are perhaps also indications of the reality of power relationships and expertise in the EU–UK relationship. Undoubtedly, they also hold the potential for conflicts, considering the circumstances that necessitated the creation of the TCA.42 Details of the TCA, however, reveal nuances, highlighting that ongoing UK involvement in EU criminal justice mechanisms is subject to conditions. As will be discussed in what follows, those appear likely to evolve.



IV.The Reality(ies) of Judicial Cooperation Post-Brexit

An examination of judicial cooperation post-Brexit at this point reveals that the UK approach appears to be bearing fruit. Business as usual is continuing. Practitioners have adapted and made every effort to ensure that they continue to utilise the mechanisms and practices they valued and the functioning of which they very much want to preserve.

The Eurojust website indicates that the EU–UK judicial cooperation is working in an effective fashion. The UK is naturally listed as a country that has a liaison magistrate rather than a national desk, but the statistics demonstrate that work is plentiful. While its caseload does not match the business of the early years (during which the UK was one of the few astonishingly active national desks, with the majority of other Member States very significantly less active43), it is not nearly as far below that level as one might expect for a country exiting such mechanisms (see Table 12.1).

Table 12.1Casework of the UK liaison magistrate to Eurojust

[image: image]

Source: www.eurojust.europa.eu/united-kingdom.

This look at UK–EU judicial cooperation confirms the situation reflected in the TCA, that is, that the practice of judicial cooperation very much requires the advances made within the EU to continue to apply to judicial cooperation with the UK going forward.

The latest Eurojust annual report conveys a clear picture of the UK as a key player in European judicial cooperation. Although the statistics indicate that 2021 was marked by a clear decrease in the number of new cases, coordination centres and JITs the UK in which is participating, the UK is recorded as initiating more coordination meetings than in the previous year.44 The UK is furthermore documented as having the highest participation in cases initiated by other desks (at 268 with 712 ongoing cases), alongside the most frequent participation in coordination meetings, JITs and action days (joint highest).45 The UK has 47 new cases initiated by a national desk, with a majority of those (41) being bilateral cases; it may be, then, that EU mechanisms are being utilised to create partnerships with specific Member States. Not surprisingly, perhaps, the UK’s liaison magistrate has the highest participation in Eurojust cases of any liaison magistrate for 202146 and 2022.47

The decline in the use of JITs is a topic that likely warrants examination. The UK was notably enthusiastic in employing JITs, and reportedly gained substantial benefits, as the EU funded the involvement of units in criminal justice systems that otherwise might not have had the financial means to take part in such investigations.48 It is not straightforward, however, to gain an overview of JIT use. The latest report by Eurojust and by the Network of National Experts on JITs only mentions that there are reports of delays in setting up JITs, due to uncertainties caused by Brexit.49

How trends in practice emerge is doubtlessly a matter that will be of great interest to all observers. It is clear that the TCA facilitates the continuation of work being done previously, albeit sometimes via less efficient means. The UK presence at Eurojust, however, is doubtlessly a crucial one: UK judicial cooperation with the EU remains very considerable indeed.



V.Future Prospects

The TCA can perhaps be viewed as reflecting the history of judicial cooperation in the EU. This was always marked by British desire for multilateral (as opposed to supra-national) mechanisms; an approach characterising the evolution of the EAW and Eurojust’s College structure for instance.50 Judicial cooperation within the EU is now, however, a strongly evolving beast, and its trajectory is part of the Brexit story that, in the end, necessitated the TCA. Consequently, examination of the broader context of judicial cooperation in and with the EU is important, in order to understand the TCA and reflect on how it may fare.

As indicated in section III, the EU currently finds itself at a number of decisive junctures. For a long time, discussions on criminal justice cooperation in the EU centred on its imbalanced nature and the need to provide appropriately for defence rights as police and prosecutorial judicial mechanisms evolved.51 With the end of the Stockholm Programme,52 demands were subdued (arguments over the demands being made on Member States’ budgets, and indeed principled/political conflicts spearheaded by the UK, had meant negotiations around the Stockholm Programme rights were draining), with a period of consolidation being foreseen.53 Nevertheless, issues that might have been addressed as part of a more robust defence rights discussion reared their head.

The EU now features a Commission coordinator for anti-racism,54 and discrimination within criminal justice has been a key concern in discussions55 surrounding the EU Anti-Racism Action Plan.56 Conflicts surrounding rule-of- law issues57 have dominated discussions around the European judiciary. The invasion of Ukraine immediately raised questions for the EU, including ones relating to the role judicial institutions and mechanisms should play regarding any response. On all of these fronts, the EU has been forced to decide what kind of Union it wants to be. For the purposes of this chapter, it appears reasonable to suggest that these discussions involve various efforts to shape the EU into the type of Union that the UK declined to be a part of. Assertions of a ‘Europe of values’ indicate a governance level with constitutional features, shifting relationships relating to sovereignty and the meaning of subsidiarity.

Brexit resulted, inter alia, from political opposition to impulses deepening and changing the nature of European integration. The UK Government tried first to redirect then to halt these.58 Whilst many British commentators, academics and practitioners doubtlessly felt, for example, that the EAW required counterbalancing defence rights provision (or that calls for Eurojust to be lent genuine powers were justified), those espousing principled objections to such developments (and what they represented more broadly) secured the backing of (a slim majority of) the UK electorate.59 Hence, the necessity for the TCA arose.

The context of judicial cooperation in – and therefore to some extent with – the EU remains the same, however. No longer working with the UK as an opposing Member State, judicial cooperation is evolving at pace. Eurojust is considerably enhanced, having gained the status of an EU agency.60 Its powers and profile are likely to be further enhanced by activities responding to crimes (under international law) committed in Ukraine and through working with the EPPO.

The declared nightmare of Brexiteers, the EPPO, now exists and is taking a muscular approach to its role in EU criminal justice.61 It is also empowered to join JITs.62 Its remit is currently confined to protecting the financial interests of the EU, but it is a player in judicial cooperation and a developing model of how things may work in the EU. As a third country, the UK is, of course, not subject to the rules of these agencies, but the question remains how it will fare in cooperation with institutions that have evolved in a direction the UK fundamentally opposed. The extent of UK-initiated activity within Eurojust may also be an indicator of the need for UK practitioners to work harder because of the advantages lost. Should that be the case, the provisions of the TCA may come to be viewed critically by those practitioners and anyone valuing their work (as law-and-order-oriented politicians, for example, are likely to) and come under considerable pressure fairly quickly.

It is important to recall that developments in criminal justice, including at the EU level, are also driven by incidents. A proposal for a counterterrorism EPPO was tabled in 201863 and (similarly to the EAW in September 2001) may, unfortunately, become of great relevance if events so determine. The question is how arguments insisting that the TCA must do64 will hold up in the face of any argument that, for example, more effective counterterrorism could be achieved via the EU’s integrative model. Any such position would be strengthened inordinately should British practitioners attest to the losses of Brexit as being in any way considerable. Only time will tell.

Criminal justice issues are also a powerful force. Western democracies are populated by citizens (taxpayers) willing to ‘invest’ above all in security and criminal justice, whilst demanding that the state leave them be on most other fronts.65 The four freedoms carry inherent risks (as illicit markets thrive alongside the legal economy), creating a need for a governance framework that aims to tackle these challenges effectively. The UK Government itself also has a significant history of seeking to harness the power of the EU in relation to terrorism, trafficking human beings, etc.66 The vision of the UK Government could be summarised as an ‘enhanced form of transnational law’. However, the TCA became a necessity because the UK Government could not convince enough fellow Member States that this iteration of the EU held more appeal than the distinct model (centred around harmonisation and intensified integration) that the EU embodies.

Other countries without the historical luxury of defendable, stable borders are seemingly less concerned with matters of principle when the prospect of more efficient security arrangements beckons. As described in section III, if Eurojust is, for example, enabled to gain an informational advantage, arguments against giving it authority to use that advantage become ever harder to justify. The EU is on a journey that features an organic integration of judicial cooperation and its evolution into something else. There are institutional (and human) pulls and pushes too – of course – but there is a linear development to be discerned in EU development, now also clearly visible in relation to judicial cooperation. The facts and figures demonstrate the UK as being centrally involved in the latter. It is difficult to imagine the demand for this abating, and so the provisions of the TCA look set to be tested. Thus far, UK practitioners have seemingly continued to validate their reputation for making things work in practice. How successful they can be in the longer term will likely be determined by the priority lent by other criminal justice systems to relations with the UK as a third state. And how the TCA fares will be subject to comparison with mechanisms evolving within the EU.

The UK is an island nation. Its history of judicial cooperation within the EU demonstrates a keenly felt need to build bridges to ensure that its criminal justice practitioners are not confined to their island. The TCA offers a landscape that attempts to maintain those bridges with older materials. As the structures on the European mainland – to which those bridges lead – change, it will certainly be interesting to see how those materials fare.67 The judicial landscape in the EU is already being shaped by actors not featured in the TCA – such as the EPPO – and that fact alone may be reason to doubt the Agreement’s durability.
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Extradition/Surrender under the Trade and Cooperation Agreement – The Shifting Cooperative–Protective Balance

PAUL ARNELL*


I.Introduction

Extradition between the United Kingdom (UK) and European Union (EU) Member States is now governed by Title VII of Part Three of the Trade and Cooperation Agreement 2020 (TCA).1 The TCA replaced the Framework Decision on the European Arrest Warrant 2002.2 The latter created a unique system of extradition with heightened cooperation well beyond orthodox treaty regimes, including the European Convention on Extradition 1957. The Framework Decision did so through reliance upon the principles of mutual trust and recognition.3 Following Brexit and the conclusion of the TCA, the important question for the UK and EU Member states is whether the new rules will function as effectively and efficiently. For accused and convicted persons subject to extradition, on the other hand, the most important question is whether the process will be fair and just, and pay due regard to their human rights. The answers to these questions are arguably mutually exclusive. This is because extradition has two competing purposes, the facilitation of criminal cooperation between jurisdictions and the protection of requested persons.4 States, with their desire for effective and efficient transnational criminal justice, generally favour the cooperative purpose. Requested persons align with the protective function. The challenge facing any system of extradition is to properly balance the two. Whilst quite similar, the rules under the TCA are notably less cooperative than those under the Framework Decision. In the context of the historical oscillations in the purposes of extradition, the TCA moves the pendulum towards the protection of requested persons at the expense of transnational criminal cooperation.5



II.Extradition and Surrender

Extradition is the formal process of transferring an accused or a convicted person from one jurisdiction to another. ‘Extradition’ and ‘surrender’ are related but not synonymous. Extradition is the orthodox term for the process, said to have first found its place in law in the French décret-loi of 19 February 1791.6 It has naturally evolved and developed over the centuries.7 A feature of this has been the variation in emphasis of the contradictory goals of enhanced cooperation and increased protection for requested persons. Without doubt, the most advanced example of a cooperative international system is that created by the Framework Decision. It is rightly termed a system of surrender, rather than extradition. ‘Surrender’ denotes a streamlined form of extradition that, inter alia, eschews judicial scrutiny of evidence and provides fewer protections to requested persons, being based on a high degree of trust between the parties.8 Illuminatively, the word ‘surrender’ is employed in the TCA. Whilst not inaccurate, it belies the fact that the process under the TCA is distinctly less cooperative than that under the Framework Decision.9



III.The Framework Decision on the EAW

To trace and appreciate the changes to the system of surrender with adoption of the TCA, the core features of the Framework Decision must be noted. Applying throughout the EU from 1 January 2004, it introduced a system of surrender.10 It was designed to make the transfer of accused and convicted persons more efficient and effective. The Framework Decision implemented the principles of mutual trust and mutual recognition of judicial decisions in criminal matters. This entailed the acceptance of a warrant without an inquiry into the facts or circumstances giving rise to it.11 Executive decision making was removed from the surrender process. The Framework Decision supplemented the traditional double-criminality requirement, that the act be criminal in the requested as well as the requesting territories, with a Framework List of offences. This obviated double criminality where the possible punishment in an accusation case was at least three years or where, in a conviction case, a sentence of at least four months had been imposed.12 Further, the Framework Decision did not admit the possibility of a Member State’s refusing to surrender its own nationals – a significant development for several civil law states.

Further significant features of the Framework Decision exist by virtue of their absence. No provision is made for them. These are a political offence exception and a proportionality and human rights bar. As regards the first, in the stead of an orthodox exception, political motivation and bias are mentioned in recital 12, which, inter alia, provides that nothing in the Framework Decision ‘may be interpreted as prohibiting refusal to surrender … when there are reasons to believe, on the basis of objective elements, that the said arrest warrant has been issued for the purpose of prosecuting or punishing a person on the grounds of his … political opinions’. This is not a political offence exception. Such a bar prevents extradition for offences of a political character. Also of relevance in this vein is the fact that the Framework List of offences includes sabotage and terrorism – offences that can have, or indeed necessarily have, a political element.

There is no principle of proportionality in the Framework Decision, which has been the focus of criticism.13 The third Commission Report on the EAW, dated 13 April 2011, noted that confidence in the application of EAWs had been undermined by their systematic use for the surrender of persons sought in respect of minor offences. It stated that there was general agreement among Member States that a proportionality requirement was necessary to prevent the issuing of warrants for offences that were not serious enough to justify the issuance and execution of an EAW.14 Bringing this issue to the fore was the practice of certain Member States to seek surrender for relatively minor offences, with Poland being notable here in doing so.15 To date, the terms of the Framework Decision have not been amended in this regard.

In line with the principles of mutual trust and recognition, there is no place for human rights as a ground for refusal of a surrender request within the text of the Framework Decision. They are mentioned in recitals 6(1) and 6(3). The EU Commission, in its first report on the operation of the EAW, stated ‘the Council did not intend to make the general condition of respect for fundamental human rights an explicit ground for refusal in event of infringement’.16 Notably, the Court of Justice of the European Union (CJEU) has come to accept the applicability of human rights in the execution of an EAW in certain limited circumstances. In Criminal Proceedings against Aranyosi,17 the Grand Chamber held that the execution of an EAW must be deferred where there is a real risk of inhuman or degrading treatment for the individual concerned because of conditions in the issuing state. If, after considering further information, including that provided by the issuing state, the risk could not be discounted, the executing authority must decide whether the surrender procedure should end.

Overall, it is clear that the Framework Decision created the most streamlined and administrative system of transfer of accused and convicted persons between states ever devised. A former Member of the European Parliament said that it had ‘delivered big improvements in the speed of extradition through the free movement of judicial decisions in place of traditional inter-governmental relations. This is important for the public interest in bringing criminals to justice and it is also important for victims.’18 On the other side of the coin, there have been criticisms about the lack of protections for requested persons. The important surrender-related questions during the Brexit negotiations were whether there would be an agreement (or instead a reversion by default to the European Convention on Extradition) and, if so, where on the cooperation–protection continuum that agreement would fall.



IV.Title VII of Part Three of the Trade and Cooperation Agreement 2020 – Surrender

The TCA was signed on 30 December 2020. It applied provisionally as of 1 January 2021 and entered into force on 1 May 2021. Persons arrested under an arrest warrant (AW) after 31 December 2021 are covered by the rules therein. Those rules are found in Title VII of Part Three of the TCA, ‘Law Enforcement and Judicial Cooperation in Criminal Matters’. They govern the surrender relations between the UK and EU Member States. The Agreement sought to ‘create a hybrid of the EAW and United Kingdom recent practice’.19 The Political Declaration setting out the Framework for the Future Relationship between the European Union and the United Kingdom of 19 October 2019 stated that the parties should agree ‘effective arrangements based on streamlined procedures and time limits enabling the United Kingdom and Member States to surrender suspected and convicted persons efficiently and expeditiously’.20 The surrender-related provisions of the TCA, then, were written ‘to provide a level of continuity’ between the EU and UK.21


A.Similarities with the EAW

There are considerable similarities between the surrender rules in the TCA and those in the Framework Decision. Article 596 of the TCA provides that the objective of Title VII is to ensure that extradition between the UK and EU Member States ‘is based on a mechanism of surrender’. As noted, that entails a streamlined form of extradition, which, inter alia, eschews political involvement and judicial scrutiny of evidence against the accused in the requested state.22 The TCA retains these aspects of the process in the sense that no provision is made for them – they are notable by way of their continued absence. As such, the arrest warrant system retains core features of the process intrinsic to its cooperative nature. A consequence of this is that the relatively short time limits that operated under the Framework Decision can be, and are, followed in the TCA. These are that, where the individual consents, surrender is to take place within 10 days, and in other cases the final decision should generally take place within a period of 60 days following the individual’s arrest.23

Illustrating the degree of similarity between Title VII of Part Three and the Framework Decision from a practical perspective is that the required content of a warrant under each is very similar. Article 8 of the Framework Decision and Article 606(1)(a)–(g) of the TCA are largely the same. Both require, in general terms, the identity and nationality of the requested person, details of the issuing authority, an arrest warrant, details of the nature and circumstances of the offence, the penalty imposed if a conviction warrant, and (if possible) other consequences of the offence. Annex 43 to the TCA contains the form required to be used by issuing authorities; again, this is akin to the form in the Annex to the Framework Decision. In this operational sense there is very little difference between the two warrants.

There is also a high degree of similarity between the mandatory and optional grounds for refusal of a surrender request in both the TCA and the Framework Decision. The mandatory grounds are identical, including an amnesty and non bis in idem. The optional grounds for refusal are also the same, although they have been consolidated in Article 601 of the TCA, having been found in different articles of the Framework Decision. Somewhat similarly, the general protections provided to requested persons are largely the same in both instruments, being found in Article 11 of the Framework Decision and Article 609 of the TCA. Amongst them are the right to be informed of the contents of the warrant and the provision of an interpreter. Note, though, that the TCA contains two additional protections – the right to consular services and the right to a lawyer in the issuing state. These are facets of the additional protection offered to requested persons under the TCA.24 They sit alongside other substantive protections that in toto mark a clear line between the Framework Decision and the TCA in the balance between cooperation and protection.



B.Differences from the EAW


i.An Explicit Proportionality Provision

The TCA contains a provision expressly referring to the principle of proportionality, in Article 597.25 It provides:


Cooperation through the arrest warrant shall be necessary and proportionate, taking into account the rights of the requested person and the interests of the victims, and having regard to the seriousness of the act, the likely penalty that would be imposed and the possibility of a State taking measures less coercive than the surrender of the requested person particularly with a view to avoiding unnecessarily long periods of pre-trial detention.26



In practice, proportionality can be considered at both the point of issuing an arrest warrant and at the point of its execution. Article 613, entitled ‘Surrender decision’, provides in paragraph (1) that the executing judicial authority shall decide whether the person is to be surrendered, inter alia, in accordance with the principle. Notably, Article 613(2) requires the executing authority to request further information from the issuing state where that provided to it is insufficient to allow it to decide on surrender.27 In other words, the executing state can ask the issuing state for information justifying the proportionality of the arrest warrant. Therefore, whilst there is not an explicit requirement upon the issuing state to undertake a proportionality assessment, Article 613(2) can act in that manner on an ex post facto basis.28 The inclusion of proportionality in the TCA formalises the Commission’s Handbook on the point and appears to provide greater protection to individuals subject to the process from disproportionate surrenders as between the UK and EU Member States. Note, though, in Bancia v Romania the English High Court held that the proportionality principle in Article 597 did not prescribe anything that the Article 8 ECHR balancing exercise would not deliver.29 In Dujka v Czech Republic, however, it was held that an extradition judge now has to consider how concern with proportionality in extradition has been enhanced following Brexit.30 Clearly, the position remains unsettled.



ii.Reintroduction of Nationality Bar by Certain Member States

Arguably the most significant change to the system of surrender under the TCA is that it admits the possibility of the reintroduction of a nationality bar. Article 603(1) provides that the execution of an arrest warrant may not be refused on the grounds that the requested person is a national of the executing state. Article 603(2) then provides, however, that the UK and the EU on the behalf of any Member State may notify the Specialised Committee on Law Enforcement and Judicial Cooperation (‘Specialised Committee’) that the state’s nationals will not be surrendered, or will be surrendered only under certain conditions. Where a state refuses to surrender an individual on the basis of her nationality then Article 603(3) provides that that country should consider instituting proceedings against the person. This is in line with the principle of extradite or prosecute, or aut dedere aut judicare. Nine Member States have notified the Specialised Committee that they will not extradite their nationals.31 Thirteen Member States have notified that the surrender of their nationals will take place only under certain conditions, mainly reciprocity or consent. Four Member States have intimated that they will not make a notification under Article 603(2). Accordingly, from a UK perspective, it will not be possible to secure individuals from some of the states that were its main partners under the Framework Decision, including Germany and France.32 As regards requests from EU Member States, the UK has not notified the Specialised Committee that it will not institute a nationality bar. This is in line with the UK’s traditional position of not considering nationality as germane in deciding upon extradition.33 There is no mention of reciprocity in Article 603. The UK will, assuming there are no other obstacles, surrender its nationals under the TCA to all Member States, including those who refuse to do so in converse circumstances.34

The difficulties arising from the nationality bar may be magnified in two ways. These are an expansive conception of who is considered a national for the purposes of the exception and the EU rules on discrimination based on nationality. As to the former, the Netherlands, for example, provided in its declaration under the Iceland/Norway agreement that the nationality bar can extend to third-country nationals within it who are in possession of a valid unlimited residence permit.35 Whilst no Member State to date has taken such an approach in its notification to the Specialised Committee, this may happen in future. As to the latter, in Criminal Proceedings against Petruhhin,36 the Grand Chamber of the CJEU held that the operation of the nationality bar as regards third states fell within the scope of non-discrimination on the grounds of nationality and the rules on free movement. This in essence meant that where a requested person was a national of one Member State and within another Member State that operated a nationality bar, that individual had to be offered to her state of nationality for prosecution prior to surrender.37 This has the possibility of extending the nationality bar to all EU nationals within the territory of those states who apply it. Even discounting these avenues for extending the nationality bar, there is no doubt that its reintroduction, as against the UK, provides protection from possible surrender to the UK to many millions of persons within the EU.



iii.Reintroduction of Political Offence Exception

Article 602 of the TCA introduces a political offence exception into UK–EU surrender, albeit in a roundabout way. An orthodox political offence exception permits requested states to refuse to extradite individuals they consider to be sought for offences of a political character. In this vein, Article 602(1) first provides that a warrant may not be refused on the grounds that the executing state regards the offence as a political offence, an offence connected to one or an offence inspired by political motives. Article 602(2), however, provides that the UK, or the EU acting on behalf of any of its Member States, may notify the Specialised Committee that the scope of this provision is limited to offences listed in Articles 1 and 2 of the European Convention on the Suppression of Terrorism 1977,38 offences of conspiracy or association to commit one of those offences and terrorism as defined in Annex 45 to the TCA. Twelve Member States have limited the scope of the exception in this way.39 They may, therefore, reinstitute a limited political offence exception in their surrender relations with the UK. The UK itself has not made such a notification. Article 603(3), however, provides that where an issuing party has made a notification under Article 602, the executing party may apply reciprocity. In other words where, say, Italy makes a request to the UK, it would be entitled to refuse surrender on the basis of it considering the offence as political but not falling under the definition of terrorism. In practice, Article 602 may provide protection from surrender in only a limited number of cases. Whilst Spain has not made a notification under Article 602, if it had, then the UK might well have been justified under the terms of the TCA to refuse to surrender Clara Ponsati, who was accused of sedition following her role in the referendum held in Catalonia in 2017.



iv.Reintroduction of Double/Dual Criminality

The TCA adopts an approach to double criminality akin to that under the Framework Decision List.40 Nevertheless, it requires notification to the Specialised Committee in order to be engaged. Double criminality applies, under Article 599(2), unless the UK and the EU on behalf of any of its Member States give notification that it will not. As of November 2022, 16 Member States and the UK had given such notification.41 Significantly, from a UK perspective, section 64(5) of the Extradition Act 2003, giving effect to the European Framework List, was repealed, and a similar provision referring to the Trade and Cooperation List has not been introduced in its stead. As UK law stands, then, double criminality has been reintroduced as between it and all EU Member States.42 It will need to be proved in every case that the conduct constituting the offence within the issuing state would also constitute an offence within one of the UK’s jurisdictions had it occurred there. Whilst a significant change in principle, it is doubtful that this will make much difference in practice.43 This is because the substantive criminal law in the UK and EU Member States is such that only very rarely would an individual be sought for something not criminal in the executing state. That noted, the UK’s failure to reintroduce a list system in its domestic law gives a degree of protection in exceptional cases to requested persons in the form of an orthodox double-criminality rule. It also appears set to increase challenges to extradition on the lack of double criminality, which will in turn lengthen the judicial process.



v.Enhanced Position of Human Rights

The TCA provides a greater degree of human rights protection to requested persons than the Framework Decision. There are two aspects to this enhanced protection, general and specific. Generally, Article 524 of the TCA provides, inter alia, that the cooperation governed under Part Three is based on the respect for the protection of fundamental human rights as set out in the ECHR and on the importance of giving effect to the rights and freedoms in that Convention domestically. Human rights are again referred to in Article 763(1), which provides, inter alia, ‘[t]he Parties shall continue to uphold the shared values and principles of democracy, the rule of law, and respect for human rights … [t]he Parties reaffirm their respect for the Universal Declaration of Human Rights and the international human rights treaties to which they are parties’. By Article 771, human rights are one of the essential elements of the UK–EU arrangement, and a serious and substantial failure to fulfil Article 763(1) entitles either party to terminate or suspend the TCA or any part of it, under Article 772.44 These general references to human rights, in a sense, fill the gap left by the absence of explicit provision on the principles of mutual trust and recognition.

Specifically, Article 604(c) makes express provision for the use of diplomatic assurances where there are substantial grounds for believing that there is a real risk to the fundamental rights of the requested person in the issuing state. This is the first time this elemental facet of extradition jurisprudence has been included in an extradition agreement.45 The test has its origins in the seminal European Court of Human Rights (ECtHR) case of Soering v UK.46 As noted in section III, the CJEU has adopted similar phraseology. A further assurance-related article with a human rights connection is Article 604(a). It concerns whole-life sentences and permits the executing state to require an assurance that, if imposed, such a punishment will be reviewed after 20 years or that the requesting state will encourage the application of measures of clemency. This relates to the vexed issue of the compatibility of whole-life sentences with Article 3 ECHR, something the ECtHR considered again in 2022 in Sanchez-Sanchez v UK.47 Overall, as to human rights, there is no doubt that the TCA refers to and relies upon them to a materially greater extent than the Framework Decision. By adopting and formalising the human rights jurisprudence and assurance-related practice that has developed over the past several decades, it has strengthened the protective aspect of the process from a human rights perspective.



vi.Little Change to the Extradition Act 2003

The TCA surrender provisions are a compromise by the UK and EU that has accommodated the positions of both parties as far as possible.48 This is natural. In this vein, it is notable that the TCA reflects two significant pre-existing provisions in the Extradition Act 2003, such that relatively little change to that legislation was required to accommodate its terms.49 First, an explicit reference to human rights has been found in the Extradition Act 2003 since it was enacted. From 1 January 2004, a judge considering an extradition from the UK had to consider whether it was compatible with ‘Convention Rights’, under section 21 for intra-EU surrenders.50 Illustrating the impact of Brexit upon the application of human rights is Ziembinski v Poland, where the uncertainty created by a person’s immigration status was a matter to be considered in an Article 8 ECHR balancing exercise.51 As to proportionality, the Extradition Act 2003 was amended in 2014 by the Anti-social Behaviour, Crime and Policing Act 2014 to include a proportionality bar. Section 21A obliges the extradition judge to decide whether the extradition would be disproportionate with reference to the seriousness of the conduct, the likely penalty imposed if the individual was convicted, and the possibility of the issuing authorities’ taking less coercive measures.52





V.Conclusion

A new era in criminal cooperation between the UK and the EU has begun. In the course of the Brexit negotiations, practitioners and commentators alike expressed concerns that the high level of partnership in matters of transnational criminal justice, including surrender, would be negatively affected. This has happened, but not to the degree that many feared. As regards surrender, what has happened has been a regression in degree of cooperation and, at the same time, an enhancement in the level of protection afforded to requested persons. This increased protection in the terms of the TCA is both real and reflective. It is real through the institution or reinstitution of protections, including the nationality bar, the political offence exception and an expanded proportionality bar. It is reflective in that proportionality and human rights were already present in UK extradition law prior to the conclusion of the TCA, and the CJEU had developed its jurisprudence to recognise, to an extent, the effect of human rights under the Framework Decision per se. The future of surrender practice under the TCA remains to be seen, but the terms of the Agreement itself should lead to a roughly equivalent level of cooperation, with the greatest single effect coming from the resurrected nationality bar. Of importance is the approach taken by the authorities and judiciaries in both parties. The early signs in this regard appear positive. In Kilgasts v Latvia, for example, the Northern Irish High Court considered several decisions of the CJEU in its reasoning, not out of compulsion but out of choice.53 It is to be hoped that good will on the part of the judicial and prosecuting authorities in the UK and across the EU will be maintained, such that the previous high level of cooperation will be maintained and requested persons will be treated fairly and justly.





*This chapter considers provisions of the Trade and Cooperation Agreement 2020 specific to surrender and notably distinct from the Framework Decision on the European Arrest Warrant 2002. It does not discuss more general changes affecting or possibly affecting the process, such as the jurisdiction of the Court of Justice of the European Union and dispute settlement and the loss of access to the Schengen Information System II (SIS II). These are covered elsewhere in this volume.
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26In Badea v Romania [2022] EWHC 1025 (Admin), the English High Court rejected arguments that proportionality in Art 597 of the TCA required a distinctive evaluation of ‘seriousness of the act’, and one broader than that required in an balance-sheet evaluation under Art 8 of the European Convention on Human Rights, ETS No 005, 1950 (ECHR). In other words, the terms of the TCA did not affect existing UK extradition law on proportionality.

27In addition to proportionality, the article requires the executing authority to seek information where required in addressing the mandatory and non-mandatory grounds of refusal, the political offence exception, a possible life sentence and human rights, and the content and form of the arrest warrant itself, under Arts 600–620, 604 and 606 respectively. Giving guidance on the operation of Art 613 is Kilgasts v Latvia (n 9) para 50.

28The UK and EU’s Joint Political Declaration on Title VII [Surrender] of Part Three provides, inter alia, that ‘[t]he principle of proportionality is relevant throughout the process leading to the surrender decision’: available at https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948105/EU-UK_Declarations_24.12.2020.pdf (last accessed 16 April 2024).

29Bancia v Romania [2023] EWHC 405 (Admin) [42].

30Dujka v Czech Republic [2023] EWHC 1842 (Admin) [22].

31Notification must be renewed every five years in order to remain applicable. Such renewal also applies to the other exemptions limiting surrender.

32In the calendar year 2021, the Member States where the greatest number of persons were arrested following UK requests were Spain (31), Romania (30), Ireland (24), Germany (12), Italy (12 and France (10). Of these, Germany and France have fully invoked the exception, Romania has done so conditionally, and Spain, Ireland and Italy have indicated that they do not intend to invoke the exception. See Notifications Made by the European Union to the UK under Part Three of the UK–EU Trade and Cooperation Agreement, at 12, available at https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1061828/2022-02-11_EU_Notifications_to_the_UK_-_FINAL_VERSION.pdf (last accessed 16 April 2024) (hereinafter ‘Notifications’). And for statistics, see www.nationalcrimeagency.gov.uk/what-we-do/how-we-work/providing-specialist-capabilities-for-law-enforcement/fugitives-and-international-crime/extradition-arrangements-with-eu-countries (last accessed 16 April 2024) (hereinafter ‘’Statistics’). Note that Poland originally notified the Specialised Committee that it would not extradite its nationals in an circumstances, however, on 26 July 2023 it partially withdrew that notification (2023/C 263/02) available at https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:22023X0726(01) (last accessed 16 April 2024). Poland will now extradite its nationals, inter alia, where the act referred to in the arrest warrant was committed outside the territory of Poland.

33A slight inroad to this has been the introduction of a forum bar to extradition into UK law. One of the matters to be considered by a judge in considering forum are the connections between the requested person and the UK. See P Arnell and G Davies, ‘The Forum Bar in UK Extradition Law – An Unnecessary Failure’ (2020) 84(2) The Journal of Criminal Law 142.

34The numbers are likely to be quite small. In 2020, 49 UK nationals were extradited or surrendered from the UK to a third country – see Statistics (n 33).

35As noted in R Davidson, ‘Everything is Different but Nothing has Changed: the New post-Brexit Extradition Arrangements between the UK and the EU’ (2021) 6 Criminal Law Review 437.

36Criminal Proceedings against Petruhhin [2017] QB 299.

37See M Bose, ‘Mutual Recognition, Extradition to Third Countries and Union Citizenship: Petruhhin’ (2017) 54(6) Common Market Law Review 1781. The rule was extended to EEA nationals by Criminal Proceedings against IN [2020] 1 WLR 4564, and to requests to serve a sentence (as opposed to be tried) in Proceedings Relating to Raugevicius [2019]2 CMLR 3.

38ETS No 090.

39Notifications (n 33) 11.

40The only difference being the addition of bribery as coming under corruption, in Art 599(5).

41Notifications (n 33) 11.

42As regards outgoing UK Extradition Arrest Warrants, s 142 of the Extradition Act 2003 has been amended to allow UK courts to certify a request that the conduct falls within the list within Art 599 of the TCA. This allows EU Member States to waive double criminality if they so wish.

43See JR Spencer, ‘The Sunny Uplands?’ (2021) 1 Arch Rev 10.

44Art 692(2) provides that Part Three shall cease to be in force upon the date that the UK or a Member State denounces the ECHR, or Protocols 1, 6 or 13 in the event of that happening.

45Grange (n 19) 221. In UK extradition practice, assurances are not uncommonly requested and relied upon.

46Soering v UK (1989) 11 EHRR 439. See generally as to human rights and extradition P Arnell, ‘The European Human Rights Influence upon UK Extradition – Myth Debunked’ (2013) 21 European Journal of Crime, Criminal law and Criminal Justice 317.

47Sanchez-Sanchez v UK App no 22852/20 (ECtHR, 3 November 2022) available at https://hudoc.echr.coe.int/eng?i=001-220484 (last accessed 16 April 2024). See P Arnell, ‘Extradition and the Regrettable Influence of Politics Upon Law the ECtHR Decision in Sanchez-Sanchez v UK’ Verfassungsblog (17 November 2022) available at https://verfassungsblog.de/extradition-and-the-regrettable-influence-of-politics-upon-law/ (last accessed 16 April 2024).

48From the EU’s perspective, the reintroduction of the nationality bar and the non-extension of the SIS II stand out as being non-negotiable.

49The primacy of the Extradition Act 2003 in governing extradition practice within the UK was emphasised in Polakowski v Westminster Magistrates’ Court [2021] EWHC 53 (Admin) [16]–[18]. It was stated, inter alia, ‘[t]he Trade and Cooperation Agreement (TCA) … is not part of UK domestic law save to the limited extent it is specifically incorporated by statute … any legal question involving rights or obligations said to be derived from EU law should now be approached in the first instance through the lens of domestic law’.

50Now found in s 21A. The rights being those incorporated into UK law by the Human Rights Act 1998 as of 2 October 2000, mirroring those found in Arts 2–12 and 14 ECHR, Arts 1–3 of the First Protocol and Arts 1–2 of the Sixth Protocol. Note, as of June 2004, reference to the Sixth Protocol was replaced by reference to the Thirteenth Protocol.

51Ziembinski v Poland [2022] EWHC 693 (Admin). In Jackson-Osumah v Spain [2022] EWHC 3505 (Admin), the High Court held that the ‘Brexit point’, that the individual may be refused re-entry into the UK following his extradition, was not such to affect the balancing exercise that found against him.

52The list of considerations within the proportionality provision of the TCA, noted in section IV.B.i, is greater than that found in s 21A of the 2003 Act.

53Kilgasts v Latvia (n 9) para 62.
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Extradition between the UK and Ireland Post-Brexit

ANDREA RYAN


I.Introduction

Extradition by Member States of the European Union (EU) has greatly improved since the implementation in 2004 of the European Arrest Warrant (EAW) system. This was particularly true between the United Kingdom (UK) and Ireland.1 The departure of the UK from the EU naturally meant it could no longer enjoy the benefit of this valuable instrument. The EAW system has been replaced by a new system of surrender between the UK and EU Member States, under the provisions in Part Three, Title VII of the Trade and Cooperation Agreement (TCA). The TCA arrest warrant (TCAW) has attempted to create as seamless a transition as possible. However, it remains the case that there are now two systems of surrender operating in the EU, the EAW and the TCAW. Due to the need to cooperate closely with the UK, Ireland has had to quickly adapt to both.

Unsurprisingly, given the close historic and geographic connections between the jurisdictions, a large number of surrender requests arise between Ireland and the UK.2 Currently, the UK remains the state with which Ireland has the greatest interaction. Under the EAW scheme, the largest number of requests to Ireland for surrender came from the UK, and the same is true for surrender requests issued by Ireland.3 There is no reason to suppose that this will change under the post-Brexit extradition process. This chapter will explore surrender in the unique context of the relationship between the UK and the Republic of Ireland. It will first examine the key differences between the EAW and TCAW schemes of surrender, highlighting the issue of proportionality and delay. The chapter will then turn to an analysis of the extradition/surrender practice between Ireland and the UK under the EAW and under the TCAW, discussing the issues of trial readiness, proportionality, fundamental rights and abuse of process. It will then examine how UK courts have approached requests for surrender to Ireland since the TCAW has been in force, and explore how the courts in Ireland have dealt with requests for surrender from the UK under the TCAW. Finally, the chapter will address some recent developments in Ireland, which are expected to have an impact on EAWs between Ireland and EU Member States. Given the UK and Ireland’s shared common law culture, however, these impacts are not likely to be reflected in surrender processes between Ireland and the UK.



II.Principal Differences between the EAW and TCAW Surrender Schemes

While much of the EAW scheme is mirrored in the TCAW, there are some differences. This has resulted in a disparity between the terms of the TCAW and Ireland’s domestic legislation. Article 597 of the TCA provides for an overarching principle of proportionality. It reads:


Cooperation through the arrest warrant shall be necessary and proportionate, taking into account the rights of the requested person and the interests of the victims, and having regard to the seriousness of the act, the likely penalty that would be imposed and the possibility of a State taking measures less coercive than the surrender of the requested person particularly with a view to avoiding unnecessarily long periods of pre-trial detention.



The inclusion of a proportionality requirement came at the insistence of the UK, which had inserted a proportionality requirement into the Extradition Act 2003 (section 21A) in 2014 because of criticisms that EAWs were being issued for very minor offences. The Act provides that a judge must decide whether the ‘extradition is proportionate’. Ireland has not provided for an explicit proportionality bar in its domestic law. Proportionality was, however, included in the EAW Handbook, and therefore has been the focus of some case law of the Court of Justice of the European Union (CJEU).

There is one other area where UK and Irish extradition law do not match: delay. This is provided for in section 14 of the UK Extradition Act 2003, which states that surrender is barred ‘by the passage of time if (and only if) it appears that it would be unjust or oppressive to extradite [a person] by reason of the passage of time’. There is no equivalent bar in the EAW Framework Decision, in the TCAW or in Irish legislation. Despite this, delay frequently features in the Irish cases by means of another route, namely, the common law doctrine of abuse of process.

Finally, there is one area where the UK and Ireland were both aligned but have recently diverged. The Irish original EAW Act and the UK’s extradition legislation contain provisions often referred to as ‘trial readiness’, though this terminology does not appear in either the EAW Framework Decision or the TCAW. Section 12A of the UK’s Extradition Act 2003 provides that surrender may be barred ‘by reason of absence of prosecution decision if … the competent authorities [in the requesting state] have not made a decision to charge or have not made a decision to try’. The equivalent provision was found in section 21A of the Irish European Arrest Warrant (EAW) Act 2003, which provided for refusal of surrender if the decision has not been made to charge the person and try him or her. Ireland has now abolished the requirement that a decision must have been made to charge and to try the requested person before surrender can be made.4 The legislation is in response to infringement proceedings taken against Ireland by the European Commission.5



III.The Extradition/Surrender Practice between Ireland and the UK under the EAW and the TCAW

Irish law prepared for surrender with the UK through the European Union European Arrest Warrant Act 2003 Amendment Regulations 2021.6 No major change has taken place as a result of implementing these Regulations; they simply add the words ‘Trade and Cooperation arrest warrant’ wherever the words ‘European arrest warrant’ appear in the EAW Act 2003. The rest of the Act remains as it was prior to Brexit.

In Ireland, the obligation to surrender and limited grounds for refusal are set out in the EAW Act 2003 and reflect the EAW Framework Decision. The provisions that have most frequently been raised in Irish courts when resisting a surrender on foot of an EAW are section 21A, which relates to trial readiness, and section 37, relating to the breach of the European Convention on Human Rights or the constitutional rights under section 37.1.b that would arise if surrender were ordered. Objections based on absence of correspondence (that the offence for which the surrender is sought does not correspond with an offence under Irish law) also frequently arise, but this generally does not succeed.7 Finally, abuse of process, although not a ground for refusal under the 2003 Act, is frequently relied on and has been successful in the Irish jurisdiction. This includes, as already noted, arguments relating to ‘passage of time’. This is despite the ruling of the European Court of Justice (ECJ) in Tupikas that ‘the execution of the European arrest warrant constitutes the rule and the refusal to execute is intended to be an exception which must be interpreted strictly’.8


A.Absence of Prosecution Decision

Turning first to the issue of the absence of a prosecution decision or trial readiness. In the UK, section 12A(1) of the Extradition Act 2003 provides that extradition


is barred by reason of absence of prosecution decision if (and only if)—


	it appears to the appropriate judge there are reasonable grounds for believing that—

	the competent authorities … have not made a decision to charge or have not made a decision to try (or have made neither of those decisions) …

	…; and




	those representing the category 1 territory do not prove that—

	the competent authorities … have made a decision to charge and a decision to try ….








The burden therefore rests with the requesting state to satisfy the court that such a decision has been made. Section 12A has been frequently litigated but is rarely successful. The courts have tended to read down the bar relying on a ‘cosmopolitan approach’. In Killoran v Investigative Judge, in the Antwerp Court of First Instance, Belgium,9 it was held sufficient to prove that a category 1 territory had decided to try a requested person with offences where the public prosecutor had signed a certificate stating that they had decided to try a requested person. This is despite the fact that this is not the person responsible for making a decision to try in Belgium. The court cited the case of Re Ismail10 and held that it should afford ‘a broad and generous interpretation so far as the text permit in order to facilitate extradition’.11

By contrast, in Ireland, section 21A of the EAW Act 2003 provided that ‘where a European arrest warrant is issued in respect of a person who has not been convicted of an offence specified therein, the High Court shall refuse to surrender the person if it is satisfied that a decision has not been made to charge the person with, and try him or her for, that offence in the issuing state’. However, the section contained a rebuttable presumption that a decision has been made to charge and to try. The presumption must therefore be rebutted by the person resisting surrender. It has arisen in a very wide number of cases, and in many has resulted in refusal to surrender. The leading case is Olsson.12 There, the Irish Supreme Court stressed that surrender should only be refused where the court is satisfied that no decision has been made to charge or try that person, and that would be so where there is no intention to try the requested person at the time the warrant is issued. However, it then clarified that the concept of ‘decision’ in section 21A should be understood in light of the ‘intention’ referred to in section 10 of the 2003 Act, and the ‘purpose’ referred to in Article 1 of the EAW Framework Decision. Section 10 reads:


Where a judicial authority in an issuing state duly issues a European arrest warrant in respect of a person—


	against whom that state intends to bring proceedings for the offence to which the European arrest warrant relates ….





and Article 1 of the EAW Framework Decision provides that warrants are issued ‘for the purposes of conducting a criminal prosecution or executing a sentence’. Section 21A should therefore be understood ‘for the purposes of conducting a criminal prosecution’. However, this has not always been the case, which has significantly contributed to delays in the execution of warrants, thereby defeating the EAW’s purpose of providing a timely and efficient extradition process. Once the requested person has produced his or her own evidence in the attempt to rebut the presumption, the court will generally seek further information from the issuing state. Section 21A arguments therefore take up a considerable amount of time, recurrently resulting in failure by Ireland to work within the strict deadlines set out in the EAW Framework Decision. While the Irish and UK courts insist on the ordering of surrender only where the intention to try the accused can be established – as opposed to surrender for the purpose of further investigation – that does not translate into a speedy trial following surrender. In Ireland, where a surrendered person is held in pre-trial detention, the trial will be held as soon as possible; defendants who are in custody take precedence. Nonetheless, the accused will generally wait for at least eight to 20 months before a trial commences.13 The recent high-profile trial of Gerard Hutch is particularly illustrative of this type of delay. Although he was surrendered by the Spanish authorities to Ireland in September 2021 and charged with murder, the trial did not commence until October 2022, with Mr Hutch being acquitted in April 2023.14



B.Proportionality

The objective of the TCAW, as set out in Article 596 of the TCA, is ‘to ensure that the extradition system is based on the mechanism of surrender pursuant to an arrest warrant in accordance with the terms of this Title’. Article 613 then underlines that the decision to surrender shall involve a consideration of the principle of proportionality.

In the UK, proportionality is set out in section 21A of the 2003 Extradition Act. Where the judge is required to proceed, the judge must decide whether (i) the extradition would be compatible with Convention rights and (ii) the extradition would be disproportionate. Section 21A goes on to list all the specified matters that the judge should consider in relation to proportionality, including the seriousness of the offence, the likely penalty and the possibility of less coercive measures.15 The proportionality assessment applies only to prosecution warrants – it does not cover ‘persons at large’, despite the fact that proportionality covers both accusation and conviction warrants in the TCAW.

In Ireland, where the issuing of a warrant is concerned, the High Court has stated that proportionality has to be assessed by the issuing state. In In the Matter of an Application Pursuant to s 33(1) of the European Arrest Warrant Act 2003, the Court stated that


the purpose of the proportionality test is … to assess whether the issue of the European arrest warrant is a justified measure in all the circumstances. There is a public interest in the prosecution of crime even, and sometimes especially, when that requires cross-border cooperation. The use of international arrest warrants may not be justified where their effects on the requested person (and the requested state) are disproportionate to the end to be achieved.16



This was a pre-Brexit decision and did not refer to proportionality as found in the TCAW.

Regarding proportionality in the execution of a warrant, the leading Irish case is that of Ostrowski, relating to surrender sought by Poland.17 The High Court found that surrender would represent a disproportionate interference with the respondent’s fundamental rights, particularly his right to liberty. The High Court, nonetheless, submitted a question to the Supreme Court on whether proportionality was a matter solely for consideration by the issuing judicial authority when deciding whether to issue the warrant, or whether the High Court would also be entitled to take proportionality into account when it is considering whether to surrender the respondent. The Chief Justice responded that the High Court need not consider possible sentences that might be awarded in the issuing state, nor whether the sentence is proportionate. Ostrowski therefore confirms that there is no role for the High Court to assess proportionality at the executing stage of the EAW. There is, for the moment, no known Irish case that has considered proportionality in relation to the UK.



C.Fundamental Rights

In relation to fundamental rights, in Ireland, a specific fundamental rights clause is contained in section 37 of the EAW Act 2003. In nearly all the cases where there is an objection to surrender, the section 37 rights have been pleaded. Objections have often relied on family rights, or on the applicant’s medical conditions. The cases have also considered delay.18 The detention conditions in the issuing state are also frequently raised, and there have been several cases regarding the rule of law, given the number of requests Ireland receives from Poland, where rule-of-law concerns have been rife.19

Usually, however, objections based on section 37 rights have proved to be unsuccessful. Section 4A of the 2003 Act provides that ‘it shall be presumed that the issuing state will comply with the requirements of the Framework Decision unless the contrary is shown’, and on that basis a person resisting surrender will have to satisfy the Court that the issuing state is in fact not complying with its requirements to respect fundamental rights in accordance with Article 1.3 of the Framework Decision. In Rettinger, the Supreme Court established that the burden rests on the respondent to adduce evidence that there are substantial grounds for believing that he or she would be at real risk of being exposed to a flagrant denial of justice. Therefore, it is the responsibility of the person resisting surrender to rebut the presumption.20 As mentioned above, family rights are frequently raised, but often are unsuccessful as an argument to resist surrender. These rights are generally raised through reliance on the constitutional right under section 37(1)(b) of the 2003 Act (now repealed) and under Article 8 ECHR. The leading case is JAT (No 2),21 on tax fraud, where the person successfully resisted surrender on Article 8 grounds on the basis of his medical condition, in addition to being the sole caregiver to his son who had substantial needs. The objection was also based on the delays involved in the case, which were attributable to both the issuing state (UK) and the Irish authorities.22 While the Supreme Court considered that health conditions and family circumstances ‘would never, in themselves, be remotely a ground for refusing surrender’, the avoidable delays and the knowledge on the part of both authorities of the health concerns made this case ‘exceptional’, although ‘even then close to the margin’.

In Vesartas,23 the Supreme Court dealt with the issue of breach of fundamental rights on grounds of delay. In this case, the person was a Lithuanian national who had been released on parole for conviction of various offences (a total of 43, committed when he was a juvenile under 18), and who had absconded to Ireland. The Supreme Court ordered the surrender, as it considered that ‘unless truly exceptional or egregious, delay will not alter the public interest’. It also added that the family circumstances must be ‘well outside the norm’, such as would make an order for surrender incompatible with the State’s obligations under Art 8 ECHR.

Finally, several Irish cases have related to the detention conditions that the person will face if surrendered. In support of his or her argument, the respondent would usually produce the evidence in the form of reports about that particular country, such as a Committee Against the Prevention of Torture report, and the Court will then follow up by seeking further information from the requesting state. Generally, these objections have been unsuccessful, as in the majority of cases, the Court has been satisfied that the situation has improved and has responded that the state in question measured up to ECHR standards of cell space.24 This has been notwithstanding that other poor detention conditions continue to prevail, especially those relating to prisoner safety and violence within specific prisons. There have also been successful objections on the basis of detention conditions, as illustrated by the Gheorghe case.25



D.Delay and Abuse of Process

In the UK Extradition Act 2003, under section 11 on bars to extradition, the judge must decide whether the person’s extradition is barred by reason of the passage of time. It will be so barred ‘if (and only if) it appears that it would be unjust or oppressive to extradite him by reason of the passage of time’.26

Unlike its UK counterpart, the Irish EAW Act 2003 contains no grounds for refusal on the basis of delay. Nonetheless, the latter frequently features in Irish cases by means of another route, namely, the shared common law doctrine of abuse of process. The doctrine is relied on as an objection to surrender most usually connected with either a delay in issuing the warrant or, as happened in Bedzarnek,27 a retransmission of an arrest warrant, where a surrender order had been previously granted by the High Court but had not in fact been effected by the issuing state. In Bedzarnek, the EAWs were issued in 2007 and 2009 respectively, for the purpose of prosecution for fraud offences, though it was noted the offences were ‘not at the most serious level of offending’. It was submitted by the defence that the surrender would amount to an abuse of process. The High Court had ordered the person’s surrender in 2012, but no surrender took place. Following correspondence with the Polish authorities, the suspect was released from prison once it became clear that Poland were unable to complete the surrender on the dates indicated by Ireland. No further action took place until 2019, when the EAW was retransmitted to Ireland. Relying on the Supreme Court decision in Vestartas28 regarding delay, the Court considered that the delay of seven years in effecting surrender ‘could not be justified’, and that there had been ‘an abject failure on the part of both the issuing and executing authorities to follow up on the Order for surrender with any degree of alacrity or expedition’.29 Relying on the CJEU case of Vilkas,30 it was argued by the State that ‘member states should persevere with attempts to surrender where the surrender was not effected due to circumstances beyond the control of the State, even where the requested person had been released,’ and that this was a retransmission as opposed to a fresh warrant. The Court concluded that the facts in the present case, taken cumulatively, were exceptional and constituted a rare case where surrender should be refused on grounds of abuse of process. The Court also doubted ‘that Vilkas is authority for the proposition that the issuing state and/or the executing state may permit a prolonged and inexcusable delay in effecting surrender to occur so that some 7 years later, the executing judicial authority is obliged in all circumstances to order surrender’. The Court therefore refused the application for surrender. A similar failure to complete a surrender order, granted in 2009, resulted in a refusal of surrender under a new warrant on grounds of abuse of process in Lach.31

The argument of abuse of process on grounds of delay is often linked with arguments relating to medical conditions of the requested person, or his or her position as carer. It was successful in the JAT and the Bailey cases32 on such combination of grounds, although, at the same time, the courts have also highlighted, as they did in Siklosi, that abuse of process is not a ground for refusal listed in the Framework Decision.33 Abuse of process has also appeared as an argument resisting surrender in an English case, Cotton v HC of Ireland.34 Here, the Court looked at hardship and oppression, however the Court rejected the argument finding that it would be up to the Irish authorities to consider the abuse of process in relation to the delay at the time of the trial.




IV.How have UK Courts Dealt with Requests for Surrender to Ireland Since the TCAW has been in Force?


A.How have UK Courts Dealt with Requests for Surrender to Ireland?

To date, there has been paucity of contested cases, with many of those coming through still being proceeded on EAWs, as opposed to the TCAWs. Nevertheless, the cases that have emerged under TCAWs indicate a confidence in the Irish courts and justice system.

In Bullman,35 the Court considered that ‘the Irish courts are more than capable of dealing with any proper concerns raised with regard to the fairness of proceeding’ and found there was ‘no basis to conclude that the care that would be afforded to Mr Bullman in an Irish prison would be any worse than the care he would receive while on remand at Wandsworth prison’. The Court was confident that ‘even allowing for the cumulative effect … the Republic of Ireland would be willing and able to provide appropriate medical care in these conditions’.36 In the case of Jess, surrender was resisted on the basis that extradition would be oppressive or unjust by reason of the Appellant’s health. Rejecting the argument, the Court concluded that there was no evidence that the Appellant would not receive appropriate medical care in prison in Ireland.37 In Duffy,38 the issuance of a surrender warrant seeking the return of Mr Duffy to Northern Ireland for breach of parole conditions was unsuccessfully challenged as amounting to an abuse of process, based on the delay of 10 years in bringing the application.

All these requests for surrender were granted. The case of BM39 constitutes an exception, characterised by a list of hardships that were set out, not dissimilar to that in the Irish case of JAT. In BM, the District Judge had granted the surrender but the High Court in England overturned the order, finding it was ‘one of those very rare cases’ in which, all things balanced, the surrender should be refused and the applicant discharged. A noteworthy feature of the UK case law is the level of trust placed in the courts of Ireland to administer justice. In a pre-TCA case, it was noted that ‘apart from the fact of the Republic of Ireland is a member of the European Union and an adherent to the European Convention on Human Rights, this court places a very high degree of trust in the competence and the sense of justice which operates in the Irish judiciary’.40



B.Surrender from Ireland to the UK under TCAWs

Initially, surrender to the UK was resisted on the basis that the Withdrawal Agreement was not binding on Ireland since it had not exercised its opt in under Protocol 21 to the Lisbon Treaty.41 The question went to the ECJ, which confirmed that both the Withdrawal Agreement and the TCA were binding on Ireland given their legal basis in the Lisbon Treaty.42 There is again a very small number of reported cases since the TCAW entered into force.43 The contested cases that have emerged to date have attempted to resist surrender, arguing lack of correspondence between offences sought under TCAWs and those contained under Irish law. In Casey, the court had no difficulty in establishing correspondence with the offence that was being sought under the TCAW, and similarly in Hull,44 Porter45 and Harty,46 the surrenders were ordered. So far, there does not appear to be any difficulty in establishing correspondence in requests under the TCAAWs, and Ireland has ordered the surrender in all cases.

Two cases have been reported where surrender was objected to on the ground that it would breach fundamental rights. In MJE v Knowles, the objection to surrender was based on the medical condition of the respondent in that he was ‘a vulnerable person who has been diagnosed with brain aneurysms which appear to be causing him profound cognitive issues’.47 The High Court nonetheless ordered the surrender following receipt of further psychological reports that did not support the contentions of the respondent. In MJE v Sean Walsh,48 surrender was ordered to Northern Ireland where the High Court found no basis for the grounds of objection alleging systematic or generalised deficiencies in the prison system of Northern Ireland relating to surveillance of his legal consultations. The Northern Irish Court of Appeal had found that legislation that would apply to the respondent if convicted was incompatible with Article 7 ECHR. The High Court, however, stressed that despite the departure of the UK from the EU, it still remained a member of the ECHR and, despite the finding of incompatibility, the legislation remained in force and the Northern Irish courts were permitted to apply it until it was amended, just as would be the case in the Republic. By contrast, in Sharples, the High Court initially refused surrender to Scotland, finding that there were valid concerns that Mr Sharples would face a ‘real and substantial risk of inhuman or degrading treatment’ due to his mental health; however, the surrender was later ordered following assurances given by the Scottish authorities that he would receive adequate health care.49




V.Recent Developments in Ireland

Infringement proceedings were commenced against Ireland by the European Commission in 2020 on the basis that Ireland had failed to comply with the mandatory time limits set out in the EAW Framework Decision, and that it had ‘provided additional grounds for refusal of the European arrest warrant which affect judicial cross-border cooperation in criminal matters’.50

The European Arrest Warrant (Amendment) Act 2024 was finally enacted in response to the infringement proceedings. Section 31 of the Amendment Act repeals a number of sections, targeting those under which Ireland had been refusing surrender, specifically section 21A of the EAW Act 2003, relating to the decision to charge and to try, and section 37(1)(b), relating to breach of constitutional rights. It leaves intact the ground for refusal based on breach of Convention rights under section 37(1)(a). Section 11 of the Act also inserts a new section (section 16A) into the 2003 Act to provide that failure to comply with the time periods shall not constitute grounds to refuse surrender.

Since the Act has come into force, therefore, the trial readiness argument has become unavailable, as has any possible argument relating to a potential breach of constitutional rights that the surrender would entail. Given the insertion of a clause clarifying that non-compliance with the time limits will not provide a ground for refusal of surrender, that may also foreclose any argument of abuse of process, since the latter argument has been for the most part connected with a delay factor in the case. Overall, the available grounds for persons resisting surrender from Ireland appear to be considerably reduced. Whereas under the EAW, persons sought would be subject to one and the same law, regardless of the Member State seeking them, there will be a different symmetry between the EU and the UK. Requests from Ireland to the UK will depend on the UK judge’s assessment of proportionality, and consideration of passage of time, whereas in requests from the UK to Ireland, the Irish court will no longer have to consider those issues. Ireland would also have to satisfy the UK that the Irish authorities have made a decision to charge and to try. That argument will not be available to a person trying to resist surrender to the UK, however, because the amending Act abolishes it, and no differentiation is made in the Act for the case of TCAAWs; the same applies to the delay amending provision.

Furthermore, the EAW scheme does not operate in a vacuum. The effectiveness of extradition between Ireland and the UK may also depend on the arrangements in relation to the sharing of information. Ireland has the benefit of the EU intelligence-sharing mechanisms, that is, ECRIS, Prüm, the Schengen alert system and Europol. Ireland has also signalled its intention to participate in the new proposal for a common platform, which will achieve interoperability of all these systems. Law enforcement authorities across the EU will have instant and easy access to the information, shared across all the Member States of the EU simultaneously. The SIS has been used extensively by the UK, but following withdrawal from the EU, the UK no longer has access to SIS II. In its place, the UK now needs to fall back on the Interpol system, which is not directly integrated with the UK’s police national computer, nor with those of EU Member States. It remains to be seen what effect this will have on the number of surrenders between Ireland and England.



VI.Conclusion

It is in the mutual interest of Ireland and of the UK to have a system of extradition that works efficiently. This is particularly important having regard to the shared border with Northern Ireland, ‘the ongoing necessity for prosecutions in respect of dissident subversive activity’,51 and organised crime involving participants from both sides of the border. Since the departure of the UK from the EU, Ireland remains the only Member State that operates a criminal process based on the common law tradition, unlike the other EU Member States, which adhere to a civil law system.52 When it comes to mutual assistance in cross-border crime, the shared legal tradition and culture that has always existed between the UK and Ireland may assist in the post-Brexit arrangements. It is clear that there is a strong mutual trust, as expressed by the English authorities referred to in section IV.

Given our shared legal tradition, difficulties that have arisen in EAW cases involving Irish and UK jurisdictions with their civil law counterparts in the EU should not arise. There have been numerous cases in Ireland where time is taken up through exercising the option under Article 15 of the EAW Framework Decision (seeking further information), in attempts by the Irish judiciary to gain an understanding of the criminal procedural process of these civil law systems, to reach a decision on surrender. Not only do the judges need to grapple with an understanding of the procedural processes at work, but they also invariably do this through reliance on translated materials, which are not always accurate.53 Whether the extradition process between Ireland and UK in the new post-Brexit landscape develops seamlessly remains to be seen. A clear advantage lies in our common heritage, both linguistic and legal.54
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Prisoner Transfer between the UK and EU27: A ‘Striking’ Omission from the Trade and Cooperation Agreement?

TIM J WILSON


I.Introduction

In 2020 the United Kingdom (UK) failed to achieve the following objective, that is,


effective and reciprocal arrangements to transfer prisoners between the UK and EU Member States, enabling prisoners to be moved closer to home and be rehabilitated in the community to which they will be released. These should build and improve on arrangements provided by the 1983 Council of Europe Convention on the Transfer of Sentenced Persons and its Protocols, and could include time limited processes.1



Governments in the UK appear to have always thought that international prisoner transfer (IPT) should be part of any negotiated post-Brexit cooperation agreement between the European Union (EU) and the UK. Losing access to the EU Prisoner Transfer Framework Decision (PTFD)2 was identified by Ministers at the beginning of 2019 as an adverse consequence of leaving the EU ‘without a “deal”’. ‘Falling back on the older Council of Europe [Prisoner Transfer] Convention’ (PTC3) would be ‘a less effective mechanism’ equated with a foreseeable decline in transfers.4

The omission of IPT from the Trade and Cooperation Agreement (TCA) was noted immediately as ‘striking’.5 Two (at the time of writing) changes of UK government later post-TCA, there is still the impression that the PTC is viewed as second best. Despite the desire for transfer arrangements that could be the ‘strongest and most effective’ alternative to the PTFD, the pattern of long-delayed UK transpositions of PTC protocols continues.6

Such views do not acknowledge the complexity – analysed in this chapter – of including IPT within the scope of TCA criminal justice cooperation. In 2020 there was insufficient time. Five years on, the obstacle of EU ‘Brexit fatigue’ to ‘exploiting’ or ‘expanding’ the TCA makes it harder to envisage additional cooperation measures soon.7 In addition, two 2023 UK TCA extradition failures8 demonstrated how deteriorating UK prison conditions might restrict judicial cooperation more than was probably anticipated when the TCA was signed. The same legal considerations could also block IPT-facilitated transfers to the UK and from the UK to Member States where prison conditions are at least as bad, if not worse.9

Development of IPT policy requires the management of tensions between the political economy of national criminal justice systems and the original rehabilitative aims of such arrangements. The academic literature on this subject suggests that generally the former has proved stronger. The weight of evidence and opinions highlighted in this chapter is consistent with that view. Nevertheless, the thrust of the argument in this chapter is that a new EU–UK prisoner transfer cooperation arrangement could introduce a more balanced outcome. This is premised on a radical change of approach: using common international obligations (the Bangkok Rules) so that such transfer arrangements would be part of a suite of anti-discriminatory and rehabilitative measures.

This chapter includes analysis of the distinctive legal and penological nature of IPT (section II); what (and why) the UK Government was seeking to achieve in 2020 (section III); the potential scope for common ground in any future negotiations about IPT (section IV); and the challenges that the EU and the UK would need to overcome (section V).



II.International Prisoner Transfer

International prisoner transfer is a distinct category of international cooperation distinguishable from extradition or surrender because the purpose is not chiefly to prevent impunity from trial or punishment. The stated primary purpose of the PTFD and equivalent arrangements in the United States (US) is penological: social rehabilitation or reintegration.10 The apparent simplicity of such terms in the legal instruments contrasts with the penological literature where their meaning is contested and variable.11 Legal and official texts on IPT place a traditional penological emphasis on programmes or institutions in supporting rehabilitative change. For foreign prisoners, ‘in practice, [social rehabilitation] can often be best achieved by transferring such individuals to their country of origin’.12 This allows complementary secondary objectives to be added: even if social rehabilitation is unlikely, for example to quote from a United Nations (UN) source, ‘it may be more humane for [prisoners] to serve their sentences in their home countries’.13

The power of the political economy of criminal justice to remodel IPT can be seen from the US precedent. International prisoner transter began in the late 1970s, when the US negotiated a series of bilateral treaties to repatriate US citizens serving sentences in poor or dangerous conditions. The US model today, however, is that of a wealthy sentencing state as a net exporter of prisoners to poorer executing states.14 The influence of the political economy of criminal justice is more transparent in other sentenced prisoner repatriation methods and temporary transfers. With the purchase of prison places in another jurisdiction to reduce prison overcrowding in the sentencing state, European countries are again following a US precedent (‘rent a cell principle’).15 Such bilateral arrangements differ legally and penologically from IPT because the transfer destination is not necessarily the country of nationality, residence or release, and such movements may simply be temporary reallocations from the sentencing state.16 The power of the political economy over repatriation policy is transparent, with ‘tough’ sentencing UK governments trading earlier release with voluntary repatriation under their Early Release Scheme (ERS).17 These UK governments use ERS to boast about being a net exporter of foreign prisoners (382 outward repatriations versus 102 inward in 2017/18),18 thus externalising economic migration and border-control failures.

A focus on political economy loses sight of an important instrumental distinction between IPT and other forms of repatriation: IPT is structured – through timely and detailed information sharing19 – to have a public protection dimension at the destination, such as inclusion on a sexual offenders register, or to protect a prisoner from a risk of serious harm in the sentencing state20 or for wider purposes, especially in international cooperation against corruption and organised crime. Prisoners who travel abroad to commit crime may be eager to be repatriated as early and unobtrusively as possible. Some may then return illicitly to the sentencing state at a time of their choosing,21 sometimes to participate in organised cross-border crime.22 It is unclear whether ERS is underpinned by any bilateral information exchanges. Even if that were the case, however, it would fall far short of the European-wide criminal justice and intelligence sharing that has been a major UK policy objective both before and after Brexit.

Legally, the PTFD complements the European Arrest Warrant (EAW), so that a sentence can be served without a transfer back to the sentencing state or when surrender for the execution of a sentence has been refused.23 An additional political dimension for Ireland and the UK is its importance since the Good Friday Agreement negotiations for cross-border and intra-community relationships.24



III.What the UK Government was Seeking to Achieve in 2020 and Why

In one respect it is perhaps surprising that UK governments have been so enthusiastic about the PTFD compared with the PTC: consistent with EU law generally and precursor Schengen rules,25 residency may trump nationality.26 This appears to have been outweighed by the prospect (indicated in the quotation at the start of this chapter) of quicker repatriation through mutual legal recognition (MLR). The PTFD also offers less legally ambiguous arrangements. The ‘limited grounds’ to refuse repatriation27 (including a simpler approach to double criminality28) was specifically cited in 2019 as a major advantage.29 There is less scope to alter custodial terms.30 Although the two states may, on a case-by-case basis, negotiate how to adapt a custodial term for part of the sentence to be served in the executing state, this may not result in a more severe penalty.31 Under the PTC, on the other hand, if the sentence is ‘by its nature or duration incompatible with the law of the administering state, or its law so requires’, the term may be altered judicially in the executing state to correspond to its own custodial tariffs. Under the Convention, the nature or duration of the sanction cannot exceed, as with the Framework Decision, the maximum equivalent sentence in the executing state, but significantly it cannot be bound by executing-state minima.32 Also, unlike the PTC, which is silent on matters such as conditional release, the executing state has sole discretion about how the sentence is to be served, including specifically the grounds for early or conditional release, although transposition may provide for taking into account the national law of the sentencing state when making such decisions.33

Finalised a little later than the weakening of the consensual principle (more accurately, ‘tripartite consent’: both states and the potential transferee34), under the Convention (1997 onwards) the non-consensual approach of the PTFD was described at the time as ‘contrary to the philosophy of reintegration’ and an indication that its purpose was to increase the number of repatriations.35 More recently, it has been argued that the non-consensual approach of PTFD and the related instrument for the supervision of probation measures and alternative sanction were ‘two steps back from their point of origin, the Council of Europe conventions’.36 The non-consensual principle, however, prevented potential discord between the Government and ultra-Brexiters at Westminster in 2020 over seeking to continue EU arrangements.37 Such an unequivocable right-wing consensus might help to neutralise or weaken criticism at Westminster of any future EU–UK IPT arrangement.

There was a marked decline in foreign prisoner repatriations to all countries from the UK at the height of the Covid-19 pandemic. Figure 15.138 indicates that total repatriations in 2022 were 40 per cent lower than pre-pandemic levels (3,079, compared with 5,128 in 2019); however, the trend established in 2014 for the repatriation of EU citizens to exceed non-EU repatriations continued.


Figure 15.1Foreign national ‘repatriations’ from the UK (including ERS and entry refusals), 2013 to 2022

[image: image]

Three points about the data in Figure 15.1 contextualises the UK’s Government’s anxiety about the impact of any fall in EU repatriations and its dependence on European destinations for maintaining its record of prisoner/ex-prisoner expulsions:


	Prisoner repatriation statistics chiefly reflect voluntary early custodial-term removals and deportations not PTFD/PTC prisoner transfers.39 In 2017/18, only 382 transfers (mainly to EU countries) were recorded compared with over 2,000 ERS repatriations (all countries).40

	Post-Brexit changes in deportation rules extended the default deportation regime to EU citizens.41 This was the culmination of a decrease in the threshold of seriousness of crimes that could trigger the deportation of an EU citizen that began in 2009 (when Labour was in power).42

	Four of the nationalities (Irish, Jamaican, Pakistani and Somalian) that make up over half of the foreign national population in English prisons43 are not matched by comparable repatriation rates.44



The cost of repatriation is estimated to be outweighed by savings made on the cost of holding a foreign offender45 or adding additional prison places (costed in 2023 at £0.5 million per place).46 During the PTFD transposition period, the National Audit Office (NAO) had questioned whether the transfer rate assumptions for such estimates (calculated at an average of 440 repatriations a year) were over-optimistic.47 The assumptions, however, appear to have been justified by the 357 EU transfers in 2017/18 even before PTFD transposition ended.48 Foreign prisoners certainly experience longer cumulative and, therefore, more expensive detention (remand, sentence, denial of open conditions and immigration detention while awaiting deportation) than their UK counterparts,49 though this may have been reduced to some extent since 2014 because appeals against deportation are no longer suspensive.50

Political scrutiny of the NAO report identified a potentially more substantial question: whether the time limits51 that distinguish PTFD from the PTC are achievable?52 There is some evidence of at least initial problems with document translation, interpreting the sentence and information exchange with agencies involved in physical transfer arrangements.53 There appears to be no information about whether these issues have been resolved, but they may well be comparatively easier to deal with (thereby less costly) than unblocking the causes of indeterminate immigration detention after a prisoner’s release date.54



IV.Common Starting Points for Negotiation?

Global imprisonment rates are never constant, but significant national, sub-regional and regional trends and comparative characteristics have been relatively stable for decades.

The UK has high imprisonment rates for a long-established democratic European state. For example, this was estimated to be 130 per 100,000 of the national population in October 2021 compared with the EU mean of 90 (within a range of 50–190). At that date, only nine EU Member States had a higher rate: the three Baltic states, Malta, the Czech Republic, Hungary, Poland, Romania and Slovakia. (This data can be seen in perspective through a comparison with the figures for the US and the Russian Federation, of respectively, 629 and 326.55)

This data suggests that politicians and officials from the EU and UK would initially approach IPT negotiations from a broadly similar place: overcrowded prisons, because of changes in sentencing law and practice that have increased minimum sentences and reduced judicial discretion over the type and duration of penalties. The latter trend reflects populist arguments that discretion excessively prioritises the offender’s needs for rehabilitation as opposed to retributive and incapacity requirements.56 Within the carceral systems that such policies have created, foreign national prisoners represent a significant cohort of the national prison population and have become a priority consideration for governments and prison administrations.57

There are significant variations, however, about how these issues play out among EU Member States. Lappi-Seppälä’s sub-regional classifications (using 2016 data) root foreign prisoner incarceration generally in older Member States. Also, this analysis showed how the British Isles had a smaller foreign prisoner population than Southeast Europe and the three Baltic states.58 Analysis (Table 15.159) of more recent data indicates that foreign incarceration is still a wealthier country issue.

Table 15.1 Proportion of foreign prisoners and degree of penal overcrowding among the wealthier European states




	 

	% foreign prisoners

	% overcrowding

	GDP per capita (000,000)




	
Luxembourg

Ireland

Norway

Denmark

Netherlands

Austria

Sweden

Finland

Germany

UK

 

France

Italy


	
73.7%

23.3%

27.0%

26.9%

23.1%

51.4%

22.1%

16.3%

27.0%

12.4%

(England & Wales)

25.0%

31.5%


	
77.5%

102.5%

80.7%

97.4%

90.6%

103.8%

105.0%

94.9%

77.6%

111.1%

(England & Wales)

122.8%

114.1%


	
$132.4

$114.6

$101.1

$068.8

$061.1

$056.8

$055.4

$054.4

$051.38

$046.4

 

$044.4

$036.8







Conversely, poorer states are impacted disproportionately by post-repatriation burdens. Based on data for only England and Wales, within the global (all countries and forms of repatriation) total, outward prisoner repatriations in 2021 were predominantly of citizens of three EU countries, Romania (25 per cent), Poland (10 per cent) and Lithuania (10 per cent), and aspirant member, Albania.60 Their citizens, together with Irish and Portuguese nationals, form a significant part of the overall foreign prisoner population.61

International rehabilitative/humanitarian obligations accepted by all EU Member States and the UK cut across such divisions. These stem from recognising how the disproportionate and discriminatory imprisonment of foreign prisoners has particularly serious consequences for foreign women prisoners (see Figure 15.262).

Figure 15.2The imprisonment of women in England and Wales


Hibiscus Initiatives (Hibiscus) and the Prison Reform Trust (PRT) reported in 2018 that:


	The level of incarceration had declined since 2013 when foreign national women represented 17.5% of all women received into prison (over 23% of those remanded), but they still accounted for over 12% of all female receptions (nearly 19% of those remanded).

	Support for foreign national women in prison, such as interpreting and immigration legal advice, was found to vary considerably and resettlement support was generally poor.

	Foreign national women were rarely considered for open prison (on 31 December 2017 there were only two in open prisons) and release on temporary licence (ROTL).

	Hibiscus case work identified 45 women as victims or potential victims of trafficking from February 2013 to March 2017, potentially unlawfully detained in prison despite the disclosure of their exploitation.








More timely and possibly more extensive IPT arrangements – where individual circumstances make such action appropriate – as part of the response to this discriminatory treatment would be consistent with UN standards and recommendations (the Bangkok Rules) for the treatment of detained women and girls.63 Rule 53.1 promotes the consideration of the transfer (subject to ‘informed consent’) of non-resident foreign national women prisoners to their home country, especially if they have children there, ‘as early as possible during their imprisonment’. The Rules link IPT to complementary non-carceral penalties, diversionary and bail policy reforms – summarised in Figure 15.3 – that could be supported in the principal destination countries through UK financial support for which there are precedents.64 The impact of such funding could be verifiable in cases where transfer is challenged and where successful transfers would increase the range of options available to UK courts in individual measures if PTFD were to be linked to the associated EU MLR financial penalties, probation and bail instruments.

Figure 15.3Bangkok Rules complementarity (i); policy reforms


The Bangkok Rules contain a commitment that UN Member States will implement a package of non-custodial measures for women prisoners, including:


	Providing gender specific diversionary measures, eg remand and sentencing alternatives to custody

	Requiring consideration of a woman’s background when contemplating a decision that would separate her from her background and family ties

	Giving courts the power to consider mitigating factors such as lack of criminal history and relative non-severity and nature of the criminal conduct, in the light of women’s caretaking responsibilities and typical backgrounds.



Rules 57–62.




The Bangkok Rules, in addition to requiring basic decency (including with security searches and how healthcare is delivered) also set minimum allocation and regime objectives, illustrated in Figure 15.4. Their comparative objectivity means that they would be directly justiciable, as can be seen from the (albeit limited) case law of the European Court of Human Rights (ECtHR)65 that is also relevant to proceedings in the Court of Justice of the European Union (CJEU).66

Figure 15.4Bangkok Rules complementarity (ii); custodial facilities and regime reforms



The Bangkok Rules also contain a commitment that UN Member States will implement custodial measures for women prisoners, including:


	Allocation to a prison close to home; where this is not possible, practical measures shall be taken to counterbalance the resulting disadvantages.

	Contact with children and families should be encouraged and facilitated.

	Age/gender-specific programmes and services, including women–s healthcare, should be accessible.

	Staff employed in women–s prisons should be trained to address the special social reintegration requirements of women prisoners and to manage safe and rehabilitative facilities.



Rules 4 and 53(i); 26; 38; 29 and 40




It is surely inconceivable that the Bangkok Rules – adopted unanimously by the UN General Assembly in 2010 – would not contextualise, at least for women prisoners, the objectives for any future EU–UK IPT negotiations. An IPT agreement reflecting these rules would also result in economic benefits for both the sentence and destination locations. For example, diversion from custody would reduce costs earlier (see, for example, the discriminatory remand rates in Figure 15.2) in criminal proceedings, and thereby contribute to greater aggregate savings and have a modest impact on prison overcrowding. Discrimination against male foreign citizens, however, would also need to cease to maximise the potential benefits.



V.Challenges if IPT Negotiations are Re-opened

The EU would be faced with at least three major issues in any attempt to add IPT to the scope of post-TCA criminal justice cooperation.

First, the highly disciplined and systematic EU approach to both Brexit treaty negotiations reflected how its negotiators succeeded in managing divergent Member State and EU institutional interests.67 The next phase of Brexit readjustment process may be less manageable and predictable.68 As noted in section IV, IPT cooperation would place a disproportionate burden on Romania, Poland, Lithuania, Ireland and Portugal as executing states. Any negotiations would need significant funding assurances.

Second, IPT as an element of anti-discriminatory/rehabilitative measures – as far as can be seen – has had a disappointing implementation history within the EU. Four major problems were anticipated by the Commission in 2011: exceptionally poor physical conditions in some states; inadequate information (all parties); budget-driven decisions; and different early release or remission arrangements that could materially extend carceral time. These were substantially confirmed in academic research published in 2018, which added concerns about inadequate specialist legal assistance to prisoners and ineffective judicial oversight.69 A little earlier, the EU Agency for Fundamental Rights (FRA) had identified significant differences in national transposition legislation about how the grounds for refusal might be interpreted and indications that quality of decision making would vary significantly.70 All of this research, however, took place during the transposition period and also pre-dates the Lisbon Treaty infringement powers and full jurisdiction of the CJEU over the Area of Freedom, Security and Justice (AFSJ) acquis.

Third, the PTFD is part of what was intended to be a package of coherent and complementary legislation aimed at reducing discriminatory pre-trial detention, as well as facilitating the social rehabilitation of prisoners through cross-border cooperation based on mutual legal recognition. This includes bail (the European Supervision Order) and probation or other alternative (ie non-custodial) sanctions in the country of nationality or residence.71 Logically, the objective behind the package – ensuring that the citizens and residents of other Member States are not treated more punitively than citizens and residents,72 is also associated73 with the Monetary Penalties Framework Decision.74 The problems here are that (i) this rehabilitative/anti-discriminatory policy area has been developed within the EU legal order through ad hoc decisions in a piecemeal manner,75 and (ii) the UK, as an EU Member State, had a record of ‘ultimately random’ cherry picking from the AFSJ acquis.76 In 2020, the UK sought to prolong this behaviour by cherry picking only PTFD from the anti-discriminatory/rehabilitative package.77 Such behaviour threatens the general development of the AFSJ acquis as ‘a coherent system with weights and counterweights’.78 Hence, the potential significance of the Bangkok Rules for helping to resolve both problems, by helpfully refocusing the EU side and blocking UK cherry picking in order to ensure that any IPT cooperation measures are part of a coherent and complementary anti-discriminatory and rehabilitative package that integrates EU and UK legal procedures and thereby complies with international obligations already accepted by all the parties from outside the EU legal order.

The UK would probably need to come to the negotiating table with solutions to four problems. First, under three (at the time of writing) Conservative Governments – and this could continue under a Brexit-timid Labour Administration – there have been repeated tensions between the continuation of high-priority criminal justice cooperation measures and the conditionality contained in the TCA through UK human rights compliance and data adequacy. Despite criticism of the European Convention on Human Rights (ECHR) and ECtHR, the Johnson Government in November 2022 fell back disingenuously on Articles 3 and 8 ECHR as domestically enforceable safeguards against erroneous repatriation decisions.79 This, however, did not acknowledge a Bill it had introduced earlier to weaken such protection, chiefly by limiting the interpretation of rights to a literal reading of the Convention text and requiring ‘a greater willingness by the domestic courts to decline to follow Strasbourg jurisprudence’.80

Second, since Brexit, as already noted, the UK has fully extended to EU citizens foreign prisoner treatment that sidesteps rehabilitative efforts, denies ‘second chances’ and seeks to achieve permanent exclusion through bans on re-entry.81 The PTFD, however, recognises both residency and nationality as the grounds within the EU legal order for determining the permissibility of repatriation and destination.82 Consistent with this dual test, the Commission argued in 2014 that acceptance or refusal of a transfer should be based on a case-by-case approach, with careful consideration of a potential transferee’s objections, and ultimately refusal should normally reflect a decision that transfer would ‘not be in the interest of the sentenced person’.83 Similarly, in 2021, Advocate General Bobek urged a strict reading of the PTFD to secure that any transfers maximise the prisoner’s chances of social rehabilitation, and that it should be particularly strict for a proposed non-consensual transfer. (Unfortunately, the request for a preliminary ruling was withdrawn before a ruling could be issued.84)

Third, the general challenge of ensuring that the PTFD operates, as originally envisaged as part of a coherent and complementary package of anti-discriminatory and rehabilitative measures, would require the UK to reverse some previous Member State and TCA opt-outs, principally: (i) access to assistance and legal aid when a potential transferee is consulted about repatriation, so that judicial scrutiny of contested repatriation can be as effective as possible; and (ii) by agreeing to IPT as part of a MLR package with pre-trial bail, monetary penalties and non-custodial disposals.

Fourth, the English High Court has clarified that the starting point for any analysis of the TCA is the relevant domestic legislation and not any unincorporated international agreement that was not part of UK domestic law. Hence, any IPT agreement and the UK transposition legislation would need to provide for how legal problems in individual cases could be resolved without bringing cooperation to a standstill. For example, a UK interpretation of ‘proportionate’ or ‘unnecessarily long periods of pre-trial detention’ that differs substantially from that applied by the CJEU or courts in EU Member States could ultimately undermine the effectiveness of the TCA extradition/surrender arrangements.85

Potential tensions over IPT can be seen from IZ,86 in which the CJEU ruled that whether measures other than carceral detention (eg, electronic tagging with a curfew) should count towards custody time served in the requesting state for EAW purposes should be determined by the law of the issuing state. This or very similar questions may easily arise when calculating release dates following repatriation. This problem is therefore a live issue, and its potential effect can be gauged from problems that arose from different conditional release arrangements in Ireland and the UK. After PTC enabled cooperation for almost two decades, three Irish cases arising from IPT interpretation issues between 2014 and 2016 stalled all inward transfers from the UK. This created immediate public-safety and security concerns following the immediate release of prisoners transferred to Ireland to serve lengthy sentences, including for plotting a bombing campaign (the ‘Slovak three’, arrested after a MI5 arms sting in Slovakia).87

The problems were resolved and the PTFD was transposed under new legislation,88 enacted some seven years after cooperation had stalled and two years after it had originally been introduced into the Oireachtas. As Irish politicians came to recognise, IPT can give rise to complex adaptation and interpretation issues:


There are no straightforward solutions to these difficulties, and the possibility of further legal challenge will, of course, arise. Legislation cannot account for every possible sentencing structure which might be in place in another state now and in the future. Accordingly, what the Bill sets out is a flexible mechanism to ensure that both the courts and the Minister have appropriate powers to deal with a range of scenarios.89



For the UK governments seeking to return to what they have regularly indicated is an ‘effective’ IPT model, the lesson from Ireland is that any EU–UK IPT arrangements need to provide for judicial flexibility and cross-jurisdictional dialogue. To make such a measure work, the UK domestic interpretation of the relevant legal principles would need to keep in step with the evolving EU legal order.

Such a significant political recalibration by the UK is conceivable in the future because it would reduce the instability of all criminal justice and security cooperation under the current TCA arrangements that hinge so abruptly at present on conditionality over ECHR compliance and data-adequacy decisions. It would also give the UK a place at a table where discussions might begin about cross-European reforms that, inter alia, could reduce the risk of failure of cross-jurisdictional detainee transfers because of poor prison conditions.



VI.Conclusion

The IPT omission from the TCA is not so striking after all. The analysis in this chapter suggests that TCA arrangements are unlikely to be quickly and easily extended to include an IPT measure. The initial omission is linked to cherry picking from the AFSJ acquis. It is unclear whether the UK is now willing to break this habit and seek closer and more comprehensive engagement with the development of MLR-facilitated cooperation. On the other hand, the UK ambition to negotiate a post-Brexit IPT arrangement is a matter of record, and the economic and penal management calculations that at least partly account for this are also clear.

Anything written about the eventual evolution of TCA cooperation only a few years on is bound to be speculative. The analysis in this chapter starts, however, with the identification of common ground between EU institutions, Member States and the UK over the scope for and desirability of IPT cooperation. It ends by suggesting how success over IPT might be achieved through an innovative change of approach inspired by the Bangkok Rules. Such an approach would foreground rehabilitative and humanitarian considerations. It would also – because of the multi-dimensional nature of IPT arrangements outlined at the beginning of this chapter – have significant economic, public safety and security benefits, while modestly reducing the risks to key elements – notably TCA extradition/EAW surrender – of MLR-based criminal justice cooperation that arise from abject prison conditions. Perhaps not achievable by the formal TCA review date of 2026, but what is suggested here is clearly something that would contribute significantly to a Labour ‘reset’ of UK–EU cooperation while being unequivocally consistent with the concerns and aspirations of their Conservative predecessors.
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Protection of Human Rights and Fundamental Freedoms

CONALL MALLORY*


I.Introduction

The United Kingdom’s (UK’s) exit from the European Union (EU) did not occur in a political vacuum. It was not an isolated event insulated from the surrounding political climate but rather the culmination of a lengthy process of antipathy from a section of the political class and public towards external influence within the British order. That hostility, particularly towards European authority, initiated the momentum towards a referendum and subsequently saw the ‘Leave’ vote over the line in June 2016. Drinking from the same pool of antipathy towards European influence has been a long-standing hostility amongst some, particularly in the Conservative Party, towards the European Convention on Human Rights 1950 (ECHR).1 It was thus unsurprising that in the aftermath of the EU referendum, the British Government set out to minimise binding international commitments during the negotiations which would form the Trade and Cooperation Agreement (TCA) with the EU.2 Continuing the mantra of ‘take back control’ would not be fulfilled if the UK initiated new pledges, binding itself ever deeper into international obligations.3

During TCA negotiations, the British side sought generic aspirational commitments instead of directly binding provisions that could impact the overall agreement if not fulfilled. Specifically, the UK sought to circumvent reference to how human rights would be operationalised domestically,4 and any specific grounds ‘for invoking any suspension or termination mechanism’.5 For its part, the EU’s negotiating mandate had sought an ongoing commitment to the ECHR as an essential element of the Agreement.6 Negotiators for the EU also sought to secure a provision on automatic termination on matters concerning law enforcement and judicial cooperation if the UK were to denounce the ECHR, and automatic suspension were it ‘to abrogate domestic law giving effect to the ECHR, thus making it impossible for individuals to invoke the rights under the ECHR before [British] courts’.7

This chapter maps the end point of these negotiations with a particular focus on Part Three of the TCA and the developments that have taken place over the initial operation of the Law Enforcement and Judicial Cooperation (LEJC) provisions. Section II sets out the legal provisions of the TCA that address the protection of human rights and fundamental freedoms. These provisions link both parties to their ongoing commitment to shared values of democracy, the rule of law and human rights. However, the real crux of the legal provisions boils down to the ability for either party to trigger a fast-track suspension or termination of the LEJC, were the other party to end their membership of the ECHR. Section III then charts the potential for breach on these grounds by focusing on the possibility of a UK Brexit from the ECHR. This section outlines how, despite the extensive anti-ECHR rhetoric in British political discourse, there have yet to be steps towards a formal exit from the Strasbourg-based system. Nonetheless, the chapter identifies how over the initial period of the LEJC’s operation, a fertile political space for ECHR exit has been cultivated. Section IV concludes by taking stock of the provisions in the LEJC against the backdrop of ongoing British rancour with the ECHR. It addresses the likely catalysts for further anti-ECHR sentiment, before drawing out the rhetorical power of the Part Three commitments in respect of the ongoing challenges.



II.Human Rights in the Trade and Cooperation Agreement

The commitment to the protection of human rights and fundamental freedoms is threaded throughout the TCA. This section fleshes out the power of this commitment within (A) the TCA as a whole, and (B) Part Three provisions regarding LEJC.


A.Human Rights in the Wider Agreement

Democracy, the rule of law and human rights protection are recognised in both the Preamble to the Treaty and Article 763 as the basis for cooperation within the TCA as a whole.8 There is a commitment to uphold these shared values, including reaffirming respect for the Universal Declaration of Human Rights and the international human rights treaties to which the parties are already members,9 and also a pledge to ‘promote such shared values and principles in international forums’.10 As the text does not directly stipulate ongoing membership of any particular human rights treaty (eg, the ECHR or the International Covenant on Civil and Political Rights 1966), the clause has an aspirational tone to it. And yet Article 771 identifies the commitment to democracy, the rule of law and human rights as an essential element of the entire Agreement.11

Designation as an ‘essential element’ provides legal teeth to the commitment. It allows for a party to terminate or suspend the Agreement in whole or in part if the other party is in breach. The standards for such a sanction are high. First, the failure in respect of the essential element must be ‘serious or substantial’ in nature.12 The parties define this as an occurrence whose ‘gravity and nature would have to be of an exceptional sort that threatens peace and security or that has international repercussions’.13 The implication of this is that domestic restrictions on rights, democracy and the rule of law – even of a pervasive nature – may not meet the threshold to trigger termination or suspension. A level of intervention that either destabilises the state or has an international dynamic appears to be required. Second, the sanction must be both proportionate and of a nature that ‘least disturb[s] the functioning of [the] Agreement’, suggesting that where breaches occur, priority will be given to options that suspend the Agreement.14 Given the breadth of the areas covered in the TCA, this is clearly a pragmatic way to ring-fence ongoing collaboration. Third, the process invoking the termination or suspension procedure begins with a request to the Partnership Council to meet with a view to the negotiation of a timely and mutually agreeable solution. Only after 30 days from the request to convene the Partnership Council, can the application for further action be triggered.15

The result is an aspiration clause with bite. One that leans heavily towards protecting ongoing cooperation between the parties to the Agreement, but from which departure or suspension remain possible ramifications for breach. One would be hard pressed to think of an example of a situation where either the UK or the EU would seek to enforce this aspect, and yet there remains considerable importance in embedding these shared values within the overall Agreement.

Beyond this overarching commitment, human rights standards are integrated into several specific provisions within the wider TCA.16 In respect of services and investment, parties are required to reject benefits to states that deny human rights protections.17 Particular business and human rights commitments are recognised in respect of trade and supply-chain management.18 Personal data obligations include provisions concerning the transfer of information that has been obtained in violation of human rights, or where it could be used ‘to request, hand down or execute a death penalty or any form of cruel or inhuman treatment’.19 Where fast-track extradition is requested, the executing judicial authority may require additional guarantees regarding the treatment of the individual where there is deemed to be a real risk that executing the request would give rise to a violation of fundamental rights.20 Similarly, where there is a request to freeze and confiscate assets, ‘the requested State shall, before it decides on the execution of the freezing or confiscation order, consult the requesting State and may require any necessary information to be provided’.21 Both of the last two provisions would not cease extradition or asset freezing respectively, but would impose on the state a communicative obligation to mitigate concerns of a fundamental rights violation. Beyond these measures, the real bulwark of human rights protection within the TCA lies in Part Three.



B.Human Rights in Part Three of the Trade and Cooperation Agreement

Like the wider Agreement, Part Three commences with a clause recognising the underlying shared values for cooperation. In this respect, law enforcement and judicial cooperation in criminal matters are premised in Article 524 on the parties’ ‘respect for democracy, the rule of law and the protection of fundamental rights and freedoms of individuals’. However, on this occasion, the text goes beyond merely generically stating that commitment pertains to ‘international human rights treaties’ to which they are party. Instead, it directly identifies the ‘European Convention on Human Rights, and … the importance of giving effect to the rights and freedoms in that Convention domestically’.22

The bite to this provision lies later in Article 692, which provides the process for termination of Part Three. It states that general termination can be notified at any time by either party and will take effect ‘on the first day of the ninth month following the date of notification’.23 And yet were the UK or a Member State to denounce the ECHR or Protocols 1 (relating to the right to property, education and free elections), 6 or 13 (both relating to the abolition of the death penalty) then a fast-track termination of Part Three could be operationalised.24 Part Three would cease to have effect from the date the denunciation of the ECHR became effective. Under the provisions of the ECHR, a party’s denunciation is effective six months after its notification to the Secretary General of the Council of Europe.25 To date, Greece is the only Contracting Party to exit the Convention in this manner, when it terminated its membership of the Council of Europe following a military coup d’état in 1967. The circumstances surrounding the coup, and subsequent draconian measures during military rule, were the subject of a complaint by a host of European states to the (now defunct) European Commission on Human Rights.26 In December 1969, following the leak of the Commission report that would find several violations and admonish the military rule, the Greek Foreign Ministry announced its withdrawal from the Council and thereby termination of its membership of the Convention.27

The six-month time period would appear to be the same for expulsion from the Council of Europe. Again, there is only one example of these circumstances in action, this time pertaining to the aggressive Russian invasion of Ukraine in February 2022.28 On 16 March 2022, the Committee of Ministers of the Council of Europe adopted a resolution terminating Russian membership of the organisation.29 A week later, the Committee passed a separate resolution in respect of Russian legal and financial obligations, in which it confirmed that Russian membership of the ECHR would cease on 16 September 2022.30 The implications of this are that, whether by denunciation or expulsion, the exit of the UK or a Member State from the ECHR could result in a simultaneous termination of the LEJC agreement.31 On notification of termination, a scramble would thereafter ensue through the Specialised Committee on Law Enforcement and Judicial Cooperation to decide how best to conclude cooperation with respect to the measures that had been in operation.32

Beyond the nuclear approach of termination, there is one further tether linking the parties to the Agreement to human rights standards. Article 693 of the TCA stipulates the grounds upon which a party can seek to have the Agreement suspended, whether in whole or in relation to isolated titles. Similar to the standards outlined above in respect of the TCA as a whole, the standard of circumstances required for suspension is high. It requires ‘serious and systemic deficiencies within one Party as regards the protection of fundamental rights or the principle of the rule of law’.33 The nomenclature is distinct from the standard of ‘gross and systematic’ violations, which is more regularly adopted by United Nations bodies.34 The deployment of the word ‘serious’ indicates that a certain order of magnitude will be required for the violation, and that minor breaches and infringements will not suffice.35 ‘Systematic’ will require the deficiencies to be deployed in an organised and deliberate way.36 Over time, the term ‘systematic’ has grown to refer to violations of rights that the international community see as being fundamental.37 Karimova has noted that when considering whether a practice is systematic, ‘the volume or scale of the violation seems to be relevant’.38 The use of the conjunctive ‘and’, instead of the disjunctive ‘or’, further elevates the standard by requiring that the presence of both deficiencies (serious and systematic) is at play.

In the event of such deficiencies, the party alleging the breach would be required to specify the circumstances on which the suspension is based. The significance and scale of the violation required to reach the level for potential suspension of Part Three make its operation less likely. It may be more foreseeable that partial suspension is triggered in respect of serious human rights concerns in one discrete area. More interesting, and perhaps plausible, would be an instance where one party took decisive action against the ECHR not by withdrawing, but through a total failure to implement judgments of the ECtHR in a specific area.

In sum, both the wider TCA and Part Three include sweeping general obligations towards human rights. Yet, due to the high threshold for infringement, the significance of these clauses lies more in their discursive value than in any legal enforceability. On the other hand, the direct tether that Part Three creates between membership of the ECHR and the ongoing collaboration in LEJC provides a sharp focus, with the possibility of immediate material ramifications for breach. The prescience of including this in the Agreement has been demonstrated on numerous occasions throughout the TCA’s early implementation.




III.The United Kingdom, ECHR and the TCA: Legally Committed but Politically Conflicted

Since coming into force, the principal threat to the ongoing operation of Part Three of the TCA has been the risk that the UK would give notice to leave the ECHR, pushing the EU to invoke Article 692 and terminate the ongoing operation of the LEJC agreement. It is perhaps odd, for a treaty that has been so recently agreed, that the most pressing question is whether one party is likely to seek termination or suspension on account of the other party’s breach of such an unambiguous component of it. Odder still that, in the party most likely to commit the breach, it would be the same political leadership that negotiated, drafted and signed the Agreement, to invoke that breach.39 And yet such is the nature of the UK’s inconsistent and sometimes paradoxical contemporary relationship with both European and international human-rights monitoring, and in particular with the European Court of Human Rights in Strasbourg.

In this section I contend that while the UK is likely to remain legally committed to the ECHR, particularly with the return of the Labour Party to power, a political space has now been firmly established that could see the UK exit the Convention system, thereby endangering the ongoing operation of Part Three of the TCA.


A.Brexit from the ECHR

Rather than being a recent development, antipathy from the UK towards the ECHR and its organs has been a regular feature since the Convention’s inception in 1950.40 The relationship has often been characterised by a dissonant belligerence on the British part. The UK played a significant role in drafting the treaty that enshrines the largely civil and political rights, and yet it was initially reticent to become a signatory, and would not accept the relevant protocol allowing for individual petitions until 1966.41 After losing a series of cases in the 1980s, the UK threatened to leave the system.42 This threat would re-emerge in the early 1990s after the Grand Chamber had found the UK in violation of the right to life when SAS agents killed IRA operatives in Gibraltar.43 Nonetheless, not only would the UK remain part of the Convention system, the New Labour constitutional reforms post-1997 saw most Convention rights brought within the domestic legal order with the enactment of the Human Rights Act (HRA) 1998.

The dominant theme, since the HRA 1998 was brought into force in October 2000, has been one of constitutional psychosis: official government policy has been fully supportive of membership of the ECHR, and yet politicians – from the backbenches to the office of the Prime Minister – have regularly raised the possibility, and often need, for the UK to leave the Convention system. While official government policy has therefore ensured ongoing membership of the ECHR, the discourse of political leaders has increasingly fortified a political space that pits the nation against the Convention system, often suggesting that it is only one step removed from exiting.

These dynamics have largely been driven from the British Conservative Party, but it is worth noting that the Labour Government that enacted the HRA 1998 did not always remain a steadfast supporter of it, nor of the UK’s membership of the Convention. There were early robust criticisms from both Prime Minister Tony Blair44 and Home Secretary David Blunkett.45 By the end of their time in office, the Labour Party was already heralding a supplementary British Bill of Rights and Responsibilities.46 As Hélène Tyrrell notes:


Although Labour never actually altered the HRA or the relationship with the ECHR, the party’s internal incoherence on the subject of human rights had set in motion a narrative that would gradually undermine public confidence in their legislative achievement and the rights that it protects.47



When the Conservative and Liberal Democrats entered into Coalition Government in 2010, reform of the HRA 1998 and membership of the Convention were firmly on the political agenda, and yet the official government policy remained unflinching in its support for the ECHR.48 A Commission on a UK Bill of Rights was launched in March 2011, with a remit to ‘investigate the creation of a UK Bill of Rights that incorporates and builds on all our obligations under the European Convention on Human Rights’.49 As Attorney-General, Dominic Grieve was a strong supporter of membership of the ECHR, warning that the UK would risk being seen as a ‘pariah state’ were it to leave the Convention system.50 As Deputy Prime Minister, Nick Clegg made it clear that there would be no exit from the ECHR while he was in government.51

The Conservative Government of 2015 was elected on a manifesto that pledged continuing commitment to the ECHR.52 And yet, as Prime Minister during the prisoner-voting scandal in 2015, David Cameron ratcheted up the tensions, indicating that he was committed to ‘breaking the link’ between British courts and the ECtHR.53 The inconsistency continued with the next Conservative leadership. In advance of the Brexit referendum in 2016, then Home Secretary Theresa May argued that the UK should be leaving the ECHR and not the EU,54 but as Prime Minister her party’s manifesto in a snap election of 2017 pledged again to ‘remain signatories to the European Convention on Human Rights for the duration of the next parliament’.55

The Brexit-induced necessity for attention elsewhere provided a brief respite from Conservative criticism of the Strasbourg system, and no mention was made of the ECHR in the 2019 manifesto. The Government instead focused on a programme of ‘updating the Human Rights Act 1998’.56 This wording was generously read by then Justice Minister, Dominic Raab, to mean the repeal of the HRA 1998 in its entirety and its replacement with a British Bill of Rights. Despite the constitutional upheaval this legislative change would have brought about, there remained official continuity around the position of the Convention. The reform was instigated with an Independent Review into the Human Rights Act in December 2020, premised on the UK remaining ‘a signatory to the Convention’.57 This position was echoed in the report findings,58 and although it was largely side-lined by the Government in its consideration of further steps towards a British Bill of Rights, official policy continued to be that the UK would remain a member of the Convention. Under parliamentary questioning in both the House of Commons and the House of Lords, this position endured unchanged.59

And yet simultaneously, the political discourse concerning ECHR membership became more febrile, particularly in the wake of the ECtHR’s interim order halting a flagship government policy of sending asylum seekers to Rwanda in June 2022.60 Representatives of then Prime Minister Boris Johnson responded by briefing that the Government was considering withdrawal from the ECHR.61 After he was deposed by his Cabinet, candidates to replace him as Prime Minister took to platforms giving similar indications towards an exit.62 One of the Convention’s most prominent critics, Suella Braverman, ran on an anti-ECHR agenda, and would continue to make threats to leave when (re)appointed as Home Secretary, railing that the ECHR was at-odds with ‘British values’.63 Dominic Raab was similarly antagonistic towards the Convention system, stating on multiple occasions that ‘we rule nothing out’ in respect of a UK exit,64 and yet also suggesting that there was no possibility of a UK exit in the short to medium term.65 Similar discontinuity in messaging came from the Prime Minister Rishi Sunak, whose office appeared to brief the Sunday Times that it was considering leaving the Convention, and yet within weeks he would make a parliamentary statement that the ‘UK is and will remain a member of the ECHR’.66

Dominic Raab’s resignation from office in the spring of 2023 heralded the demise of the Conservative Government’s plans to revamp domestic human rights legislation with a new British Bill of Rights. By the summer, the new Justice Minister, Alex Chalk, confirmed that the Bill had been pulled from the legislative agenda.67 This did not, however, quell the attacks on the ECHR, with further briefings relating to UK withdrawal continuing until the Conservative Party lost the General Election of 2024.68

The incoherence and discontinuity of the UK’s position towards remaining in the ECHR is but a mere glimpse of the puzzle of its wider relationship with the Strasbourg organs. Alice Donald has charted how, despite years of complaints of victimisation by British politicians, the UK is one of the best-performing states at the Court. Indeed, she gave evidence to the Joint Committee on Human Rights that between 1999 and 2017, ‘the UK “lost” fewer than one in 50 cases brought against it’.69 Given this reality, as well as the consistency of official government policy in favour of remaining party to the Convention, one might ask whether all the threats, briefings and criticism have any impact at all?

While the persistent anti-ECHR discourse has not yet led anywhere materially in terms of official policy, it would be overly complacent to consider it mere rhetoric, or to consider ECHR exit entirely off the table with a Labour Government in charge. The discourse of recent years has shaped a political space that makes Convention exit more than a distant possibility. As Ed Bates aptly notes, a ‘BrECHRit’ from the ECHR may have moved from a taboo to tenable.70 The more often that critics complain of the interference and illegitimacy of the ECHR, the more fertile an exit policy has become amongst the wider public. Through decades of misrepresentation of ECtHR judgments, confusion over its institutional position and the relationship with British courts, a space now exists where an exit policy could be a valuable manifesto pledge at a general election.71 It is not so many years since it was the EU that was being accused of making illegitimate inroads into UK sovereign decision making. At present, as with earlier periods in the UK–ECHR’s protracted history, exit seems to be a step further than a British government would want to go. Nonetheless, should the political winds change, even slightly, the foundations for exit have been laid.




IV.Taking Stock: A Belligerent Future?

So what, then, of the future relations, and the implications for Part Three of the TCA? Instead of exiting the ECHR, it looks more likely that the UK will remain a Member State for the foreseeable future, and yet that its relationship may intermittently relapse to echo the tensions that existed prior to the creation of the HRA 1998. While these tensions normally lie dormant, they are invoked on the occasions when the ECtHR holds the UK in violation of an aspect of the Convention. Given the raft of rights restricting legislation passed in recent years, the scene is set for a series of showdowns that could ratchet up that tension. For instance, the Overseas Operations Act 2021 and the Northern Ireland Troubles (Legacy and Reconciliation) Act 2023 both have highly dubious rights credentials and were directly criticised by the Council of Europe’s Commissioner for Human Rights.72 The compliance of actions relying on these texts with Articles 2 (right to life), 3 (freedom from torture) and 6 (right to a fair trial) of the ECHR is questionable. Elsewhere, there are questions over the compatibility of provisions within the Public Order Act 2023 and Articles 9 (freedom of conscience and religion), 10 (freedom of expression) and 11 (freedom of assembly) of the ECHR. It is entirely possible that cases arising from the application of such legislation could form the basis of a complaint to the ECtHR in the coming years.

Some collisions between the UK and Strasbourg Court have, however, been avoided in the wake of the Labour Party’s electorial success in 2024, not least the impact of the Illegal Migration Act (IMA) 2023. This Act, explicitly designed by the Conservative Government to deal with small-boat crossings in the English Channel, had included provisions that tested the boundaries of the UK’s compliance with the ECHR. Indeed, when the Bill was laid before Parliament, it did not carry the customary statement under section 19 of the HRA 1998 indicating the Government’s opinion that it was compatible with the Convention.73 It further included a provision that disapplied the section 3 interpretive obligation that judges are under from the HRA 1998, to read legislation in a manner that is compatible with the ECHR.74 It is section 3 that has served as a bulwark behind which domestic judges have sought to interpret British legislation in a Convention-compliant manner, thus negating the need for many applicants to bring cases to the ECtHR. There was then something of an inevitability in the IMA 2023’s not being read in a Convention-compliant manner, resulting in a greater number of complaints being brought to the ECtHR. And on reaching the Court, the IMA 2023 went further still, in containing a provision empowering government ministers to ignore interim-measure decisions from the ECtHR when certain criteria were met.75 As interim measures are binding on contracting parties to the ECHR, ministerial action under this provision would almost certainly have given rise to a breach of the Convention.76 On coming to power, the Labour Government swiftly passed Regulations amending the IMA 2023;77 and yet by not repealing the Act entirely, there remains a possibility that it may be resurrected by a future government.

Collectively, the legacy of of rights-dubious legislation passed in recent parliaments may pave the way towards a more fractious relationship between the UK and the ECHR system. While recent measures are unlikely to meet the definition of ‘serious and systematic deficiencies’ required to trigger the suspension provision under Part Three of the TCA, they present the likelihood that the UK will find itself embroiled in more frequent litigation at the ECtHR. In the instances where the UK loses, the criticism of the Strasbourg body will increase, continuing to fortify further the anti-ECHR political space that has been growing in recent years. As the cycle continues, the prospect of a UK exit, and subsequently an EU-led termination of Part Three of the TCA, may become more real.



V.Conclusion

The commitments under Part Three of the TCA are not the first international agreements to bind the UK Government to the ongoing protection of the ECHR. The Good Friday Agreement, an international treaty between the British and Irish Governments, cemented the position of the ECHR as both a safeguard and a starting basis for rights protection within Northern Ireland.78 In particular, the British Government committed to providing direct access to the courts for those seeking to enforce their Convention rights.79 Similar to the Good Friday Agreement, the measures that can be triggered through application of Article 692 serve as a powerful tool for those who are interested in differentiating political criticism from a material threat. Political criticism is certainly not harmless. It has the capacity to build a space wherein further agitation can ultimately lead to major political change. Criticism can normalise an otherwise controversial outcome. Where a policy is repeated uncritically, it may even seem inevitable that the harbingers of doom will be proved correct at some point. Nonetheless, political criticism is not material action, and what the commitments around the ECHR in Part Three do is weed out the rhetoric from the reality. Where a politician, whether from the backbenches or the Cabinet, suggests exit from the ECHR, the clear response is to ask them whether they are prepared to forgo the benefits the UK obtains from cooperation with the EU in respect of LEJC.





*My thanks go to the editors for their encouragement and many helpful comments. My thanks also to Colin Murray (Newcastle University) for his comments on a draft version of the chapter. Any errors remain my own.
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Two Steps Forward, One Step Back? Fighting Terrorism under the Trade and Cooperation Agreement

ALEX MACKENZIE AND CHRISTIAN KAUNERT


I.Introduction

The security concerns of Western states have changed significantly in the 20-plus years since 9/11. Al Qaeda-inspired terrorism was widely viewed as the foremost threat for much of the first decade of the twenty-first century, with Islamic State (IS) splitting from and eclipsing its parent group in the second decade. Both organisations are now shadows of what they were, and the United States (US) has lost interest in leading a ‘war on terror’, the long-term consequences of which have been globally disastrous. Today, the security agenda is more crowded given the recent Covid-19 pandemic, Russia’s ongoing war with Ukraine and destabilising activities abroad, economic and energy concerns, environmental challenges, China’s growing global role and friction with the US, and, most recently, a new crisis in the Middle East. Thus, terrorism is now merely one of several challenges facing states, with all the problems of competition for attention and resource allocation that follow.

Terrorist threats have evolved too. Twenty years ago, Western states were concerned about transnational jihadi groups, their affiliate and ‘freelancers’,1 whereas today there is most emphasis on individual or small-group radicalisation of various forms not limited to jihadism through the Internet and peer networks.2 The shift towards occasional attacks by individuals or small cells only sometimes known to security services suggests that many states have been relatively successful in combating jihadi terrorism. Yet such plots remain difficult to detect and prevent, as well as often being serious, rendering their neglect inadvisable.3

As a Member State of the European Union (EU) from 1973, the UK was frequently torn between European cooperation and concerns about sovereignty, despite terrorism often being high on its list of security priorities.4 Consequently, British governments swayed between these positions – leading at times, lagging or resisting at others. The period after 9/11 under Labour Prime Minister Tony Blair saw the UK play an active role in the EU, whereas David Cameron’s Conservative Party was noticeably more Eurosceptic and combative after 2010. By 2016, the UK had carved out a unique position in the EU, having arguably secured much of what it wanted, while avoiding several aspects deemed undesirable through its various opt ins and opt outs. What changed when the UK left the EU and the Trade and Cooperation Agreement (TCA) came into force?5

To date, Brexit and the TCA do not obviously seem to have seriously affected either side’s ability to combat terrorism, yet neither actor would publicly admit to new vulnerabilities in any case. The security components of the TCA are not insubstantial, but they are a significant downgrade for the UK compared to what it possessed as a Member State. Future developments will hinge on terrorist threats, British Euroscepticism and the UK’s ability to influence the EU. First, the threat landscape and whether perceptions of terrorism are shared between London and other European capitals is a significant issue. Without such alignment, there will likely be little impetus for enhancing cooperation, never mind tackling terrorism through similar means. Second, at the time of writing, the Conservative Government of Prime Minister Rishi Sunak, although noticeably less belligerent towards the EU than those of his two predecessors, includes many Brexiteers. Thus, on the British side, it is possible that any of political unwillingness, constitutional issues, regulatory divergence and loss of trust could obstruct the possibility of upgrading the EU–UK relationship in the future and may even lead to further downgrading.6 Future governments could navigate these issues and avert many problems, though. Third, the EU has moved on since the UK left the Union. Beyond recognising and engaging with the UK as an important – and generally aligned – regional power on its doorstep, there appears to be little appetite in Brussels for much deeper engagement. It remains to be seen whether the UK can persuade the EU both to re-engage and to make any changes palatable to all stakeholders.

We structure our discussion in three sections: the changing security landscape (section II); European counter-terrorism cooperation up to the TCA (section III); and how terrorism will be fought under the Agreement, especially given possible future developments (section IV).



II.The Changing Threat Landscape: Terrorism is More Diverse and One Challenge Among Many

Few European states have had a range of experiences of terrorism comparable to the UK, making tackling its many forms a long-term priority for the country. The British public have long regarded terrorism as a serious concern – more so than most other European states.7 By way of example, in 2018, 65 per cent of Britons feared a terrorist attack that year, whereas Italians polled at only 32 per cent and Poles at 20 per cent.8 While for the past two decades or more, jihadism has been the terrorist threat on which the EU has focused (including the UK as a Member State), we appear today to be facing myriad smaller challenges.9 Terrorism is also increasingly competing with other threats – far from its high agenda status back in 2001. Yet, for now at least, British and EU terrorist threat perceptions seem mostly aligned, although differences are possible in due course.

Terrorism is still considered high up the list of the UK’s security concerns. As can be seen in the 2021 Integrated Security Review, it ranks second beneath traditional military challenges.10 At the time of writing, the UK was undergoing a review of its counter-terrorism strategy (CONTEST), with Matt Jukes, the Head of Counter-Terrorism Policing, claiming that ‘today’s threat is dominated by increasingly fragmented ideologies, self-initiated terrorism, and the reach of hateful online ideologies into the lives of young people’.11 Britain’s security apparatus remains focused on jihadism above all, but the far right is viewed as the fastest growing threat. Between 2017 and 2021, MI5, the UK’s internal security service, claims to have thwarted 31 late-stage plots. Most of these were jihadist in nature, but a ‘growing number’ were planned by far-right terrorists.12 At the same time, in a recent review of the UK’s counter-extremism strategy, Prevent, there was a call for stronger emphasis on jihadism and less on the far right, although this is likely to do with disagreements in and around the then ruling Conservative Party about what are legitimate right-wing views.13

In the EU’s most recent major strategy document, the 2016 Global Strategy, terrorism was considered the second priority for external action.14 Yet with 27 Member States, there are unsurprising national differences. Even so, what concerns about terrorism exist at present appear to align with the UK’s assessments, going by the 2023 Terrorism Situation and Trend Report (TE-SAT), which is compiled and produced by Europol on an annual basis. Catherine De Bolle, the current Executive Director of Europol, asserts that Member States ‘continue to view jihadist terrorism as the prominent terrorist threat’, although there is concern about other forms, as well as radicalisation through the Internet. Furthermore, the Report documents 28 completed, failed or foiled attacks in the EU during 2022, with many types represented.15

Despite the fact that the threat landscape has been evolving and becoming more crowded since 2001, both the EU and UK have similar perceptions of terrorism today. Even so, the latter likely considers it higher up the list of priorities than is the case for many EU Member States. It is also possible that the UK worked hard to keep terrorism high on the agenda when it was an EU Member State. Consequently, the impetus for enhancing counterterrorism cooperation between the UK and EU seems lower than would have been the case several years ago. It is also entirely possible that the gap between the EU and UK will end up growing over time, which would render cooperation more difficult. There may be signs of dealignment already, even if only in terms of geographical focus. The EU is becoming more concerned about terrorism in the Sahel region of Africa – possibly indicating French influence.16 Shifting towards foreseeable future challenges that could affect one or both actors, Russia may be tempted to use proxies in Europe due to its poor performance in its war with Ukraine. Moscow has built ties with disruptive actors, noticeably those on the far right, over the last two decades.17 There have also been some concerning incidents in Northern Ireland in recent years, yet there are few signs of serious deterioration.18 Most recently, Hamas’ attack on Israel in October 2023 and the responses taken could contribute to terrorism in Europe. Finally, we cannot rule out a major shock in the future, as occurred on 9/11.



III.European Counterterrorism Cooperation: From Trevi to the TCA

European intergovernmental cooperation on terrorism has existed since at least the formation of the Trevi Group in the 1970s, at which time there were several serious outbreaks of terrorism across Europe.19 For example, the ‘Troubles’ and sectarian violence in Northern Ireland during the 1970s, and Italy’s ‘Years of Lead’ involving extremists of different kinds between the 1960s and 1980s. The UK is believed to have played a leading role in the creation of the Trevi Group, with then Foreign Secretary, James Callaghan, proposing in 1975 – and others agreeing to – the setting up of a special working group on terrorism.20 In the 1990s, however, as leftist groups disappeared after the end of the Cold War and Northern Ireland calmed significantly, opening the way for talks that culminated in the 1998 Good Friday Agreement, there appeared to be little impetus for enhancing European counterterrorism cooperation. But 9/11 provided a massive external shock that initiated a quest to enhance counterterrorism cooperation in Europe and beyond. Jihadi terrorism transformed the EU, with the introduction of several measures previously thought impossible, following major terrorist attacks.21 Significantly, this has meant that the EU’s value in internal security has grown markedly since 9/11, given that many responses to terrorism have utility for combating other challenges too, including organised crime.

At this point, it is important to broadly summarise what the UK possessed as a full EU Member State. This helps show what was lost with Brexit, as well as what the UK managed to maintain access to in the TCA that is pertinent to counterterrorism. First, there are the rights of all Member States, including full roles in the decision-making apparatus of the EU, as well as the agencies Europol and Eurojust. Member States often attempt to upload their problems and solutions to the EU level, and the UK was no exception.22 Second, some Member States negotiated various opt ins and opt outs. Particularly relevant here for the UK was that it had an opt in to Justice and Home Affairs (JHA) and an opt out from the Schengen Area. So, it had the ability to choose on a case-by-case basis the JHA measures in which it wanted to participate, which it obtained in the negotiations for the Treaty of Amsterdam in 1997.23 This is how it was previously able to influence the trajectory of the EU from within, select the measures in which it participated and was the only Member State not involved in the Schengen Area to have partial access to the accompanying database from 2015 (the Schengen Information System or SIS II). By 2016, the UK had carved out a unique position in the EU, accessing a lot of what it wanted from European integration, while avoiding a fair amount of that which it did not want.24 We now show how it got there, starting with 9/11.

After 9/11, the UK could be seen regularly pushing for more work at the European level. It was significant in the creation of the European Arrest Warrant (EAW);25 the EU’s counterterrorism strategy was agreed on during the UK’s Presidency in the second half of 2005 and resembled that country’s;26 it led on several measures, from the Data Retention Directive (2006) to the EU Passenger Name Record Directive (EU PNR (2016);27 and is considered to have reformed Europol under Rob Wainwright (Director from 2009 to 2018), among other contributions.28 Still, during David Cameron’s Conservative–Liberal Democrat Coalition (2010–15), the UK started to withdraw from JHA, primarily due to sovereignty concerns in the Conservative Party, exiting 130 JHA instruments and measures before rejoining 35 in 2014.29 Many of the measures that the UK opted back into were relevant to counterterrorism, including the EAW; the establishment of Europol and Eurojust and their databases, such as the European Criminal Records Information System (ECRIS); data protection when processing for police and judicial cooperation; and the establishment and use of SIS II.30

After the shock of the vote to leave in June 2016, there were many discussions in the UK as to what its objectives should be in negotiations with the EU. Ultimately, the UK under Prime Minister Boris Johnson opted for a more distant Brexit than his predecessor Theresa May had attempted to obtain, necessitating a significant reduction in cooperation. There is little, if anything, in the TCA that could be thought of as specifically designed for combating terrorism, beyond where financing of it is mentioned. Still, the relevant parts of the Agreement, for our purposes, can be found in Part Three, Titles I to XII. Cooperation that has been maintained includes exchanges of DNA, fingerprints and vehicle registration data (Prüm Convention);31 PNR data; operational data; cooperation with Europol; cooperation with Eurojust; surrender and arrest warrants; mutual assistance on criminal matters; exchange of criminal record information; and anti-money laundering and counter-terrorist financing.32 While the list may sound impressive, the UK experienced significant losses, including access to SIS II; full participation in Eurojust and Europol, such as access to their databases and decisions on future direction; the ability to shape policy and threat perceptions from within, and more.

To summarise, the UK has swayed between European cooperation, on the one hand, and concerns about national sovereignty, on the other, for decades. Even so, fairly consistently for the past 50 years at least, London has attempted to find ways to cooperate more deeply on counterterrorism with other European states as an issue of particular concern to it, albeit within certain parameters. 9/11 and subsequent attacks, combined with the pro-European Labour Government of Tony Blair, pushed the UK to become more active in the EU. By contrast, the Conservative Party after 2010 was strongly Eurosceptic in composition and reduced its involvement in EU JHA to a handpicked set of measures. Still, the UK had negotiated a unique – and perhaps even desirable – position for itself in the EU by 2016. In comparison, we can see that the TCA was a substantial downgrade as regards security cooperation in general and counter-terrorism in particular. Nevertheless, given the red lines on both sides, the result ‘arguably represents the best result that could have been achieved in the circumstances’, noticeably due to the UK’s insistence on the exclusion of the Court of Justice of the European Union.33



IV.Fighting Terrorism under the TCA and Beyond

This final section further investigates the TCA and its consequences, especially how the UK is planning to address the adverse effects of Brexit in the future. Furthermore, it considers the likelihood of enhancement of existing cooperation amidst foreseeable obstacles. It seems probable that Boris Johnson’s Government negotiated whatever could be done in the time available, believing that it would always be possible to build from this platform in the future. Rishi Sunak’s Government was mostly pro-Brexit, although more conciliatory towards the EU than those that preceded it. Indeed, the negotiation of the Windsor Framework in relation to Northern Ireland in February 2023 signalled a thaw in EU–UK relations.34 Several commentators have attempted to propose ways in which the UK might improve on the TCA, whether through a new ‘affiliate’ EU membership, an incremental approach or even the UK’s unilaterally adjusting to make existing mechanisms work better.35 However, some of these proposals look like ‘cakeism’, meaning that the EU would surely reject them were they to become official British objectives.36 Moreover, whereas the Northern Ireland Protocol impacted on an EU Member State (the Republic of Ireland), there is now far less appetite in Brussels to engage with the UK given that any talks will be mainly about improving the latter’s terms. The trade deal continues to be advantageous to the EU, and since the vote to leave in 2016, the UK has not always looked like a trustworthy partner but more like a country that adopted hardball tactics that did not reflect its inferior and now further-diminished status.37 We have already seen the UK attempting to cooperate with EU Member States bilaterally, and over 20 declarations have now been signed.38 However, such efforts will likely prove time-consuming and complicated. A further possibility is the creation of new fora for cooperation involving many Member States, as well as the EU, in the years to come.

The House of Lords Select Committee on the European Union appears to believe that there is only one way in which the TCA could – in a minor way – improve on what the UK possessed prior to Brexit. London spent the best part of a decade attempting to push other Member States to adopt an EU PNR instrument, albeit primarily because it agreed not to collect what was then intra-EU data until there was a European measure. In terms of importance, continued access to PNR data after Brexit was considered almost on par with SIS II.39 With the TCA, the UK is now a third state and might even have opportunities for extension of the uses of PNR data.40 Yet other problems complicate this, such as loss of interest in several Member States since agreement on EU PNR in 2016,41 the need for the UK to maintain data protection legislation that is considered ‘adequate’ by the EU, and the future issues of changing standards and agreements with other states where UK data might be shared.

Other aspects of cooperation have remained similar, such as those related to the Prüm Convention. This allows continued access to the DNA, fingerprint and vehicle registration data of the parties. However, the UK is sensitive to change here, in that it may not be able to influence in the ways that were possible previously.42

In most other areas, the UK has been downgraded. The greatest loss has long been considered SIS II, which allows real-time access to sensitive information.43 The access given to the UK in 2015 was viewed as a ‘game-changer’ by law enforcement authorities in the UK, granting them 66 million records with which to work.44 Yet the UK illegally made copies of the database in the years after 2016, much to the frustration of other EU actors.45 The need to obtain capabilities similar to SIS II in a future agreement was frequently stated by the British Government during 2020.46 After failing to do so in the TCA, London opted for use of Interpol’s I-24/7 system, although this ‘falls a long way short of the benefits provided by SIS II’.47 At the same time, the system is considered ‘sufficient’ and at least provides a ‘platform’.48 Two problems have especially been emphasised by authorities here: first, dependence on EU Member States’ ‘double keying’ records and data (ie once into SIS II and a second time into the I-24/7 system) and efforts to persuade them to do so; and, second, ensuring prompt availability of the data, which was not possible in real time but could be done in hours and perhaps be accelerated in the future.49 Building on this, the UK is in discussions with the EU about setting up an International Law Enforcement Alerts Platform (I-LEAP), with the objective of achieving reciprocal data exchange for law enforcement authorities. The UK hopes to be able to access EU systems by 2027 or 2028.50 Yet how the UK will attempt to persuade the EU to grant these permissions is unclear. A Commission proposal on the issue is expected at some point in the future, although this does not appear to have materialised by the time of writing.51 A similar story applies to ECRIS, where the UK has had to rebuild its infrastructure from the ground to share criminal records data, which was originally called ‘UKRIS’. Here, police authorities have experienced some complications that did not exist prior to the TCA.52

Cooperation with EU agencies, Europol and Eurojust, and the new extradition or ‘surrender’ provisions are also noticeably inferior than was the case prior to Brexit. When it comes to the agencies, the UK has secured arrangements comparable to other third states, such as the US and Canada, but there is the possibility for these relationships to develop further in the future. A major loss here is no longer being on the management boards of Europol and Eurojust, meaning that the UK will have great difficulty in influencing strategic decisions.53 On the issue of the new surrender arrangements, there seems to have been some replication of EAW arrangements, yet many EU Member States have invoked constitutional rules not to extradite their citizens to the UK, rendering agreement here imbalanced.54

Before moving on to foreseeable obstacles, it is worth addressing counter-terrorism financing. Given that this is a shared goal and that the UK was previously vocal in support of such measures, one might expect this to be relatively uncontroversial. Yet there are problems here, too, given that the UK exited an established framework and also the Brexiteer desire for innovation in the financial sector.55 London’s divergence could be seen as beginning in 2018, when it chose to opt out of the EU’s sixth Anti-Money Laundering and Countering the Financing of Terrorism (AML/CFT) Directive not because of substantive disagreement, but due to the British Government’s belief that it had already gone further.56 Crucial in EU AML/CFT efforts is data sharing between Member State Financial Intelligence Units (FIUs), and plans are afoot to enhance such ties.57 With Brexit, the relationships between the UK FIU and those of the EU Member States have changed because of the different regulatory environments. Although the TCA commits both sides to cooperation on AML/CFT, it says nothing about how information will continue to be shared. Clearly, the UK has now lost access to EU channels, such as the FIU.net network. So this means that new, untested mechanisms will need to be established or less formal cooperation will have to be relied on. There are some fallback options, such as the Warsaw Convention on Laundering, Seizure and Confiscation of the Proceeds from Crime and on the Financing of Terrorism and the Egmont Group, but these are as described – fallbacks.58 The UK’s lack of input into the EU and divergence between the two partners will almost inevitably lead to new gaps in the years to come, but will also complicate in other ways, including what constitutes admissible evidence, investigations and more.59

Mitsilegas and Guild posit constitutional issues, regulatory divergence and mutual trust, and benchmarks for collaboration as the current challenges facing British participation in police and criminal justice cooperation after Brexit.60 To this, we will add political will on both sides, which will change with governments. Historically, many Brexiteers were concerned about how British membership of the EU would affect the UK’s constitution, meaning that any new arrangements will inevitably face scrutiny of this kind in Westminster. We have also seen how being outside the EU limits what is possible when it comes to extradition or the new ‘surrender’ arrangements; after all, some states will not extradite their citizens to non-EU states.

Moving on to divergence, some in the UK are keen to take advantage of what are supposedly new-found post-Brexit freedoms, such as regarding artificial intelligence, but maintenance of data protection legislation deemed ‘adequate’ by Brussels remains necessary. If the UK fails in this, the EU could terminate data sharing for security purposes and more, which would be disastrous for the UK. On occasion, legislation will need updating. Indeed, the EU’s 1995 Data Protection Directive was viewed as being out of date given technological change and so was replaced by the General Data Protection Regulation in 2016.61 In this way, the UK could end up being a rule-taker.

Dealing now with mutual trust and benchmarks, the UK’s Human Rights Act 1998 gives effect to the European Convention on Human Rights (ECHR).62 This has long been criticised by a wing of the Conservative Party. May even advocated leaving the ECHR in the run up to the UK’s EU referendum.63 Such a move in the future, however, would place the UK in a difficult position given that the TCA is undergirded by continued participation in the ECHR.64 Thus, any efforts in this direction would provide yet another reason for the EU to terminate security cooperation with the UK. The Illegal Migration Act 2023 raised the prospect of the UK’s leaving the ECHR, and Home Secretary Suella Braverman refused to state whether it is compatible with the Convention.65 In the end, the UK looks bound to the EU if it wants cooperation to continue, never mind improve.

Finally, only by building on the positive momentum stemming from the recent Windsor Framework can a better relationship with the EU be forged in the future. This moves us on to political will. The British population appears to be slowly turning against Brexit; and in any event, there was never the hostility in the general population that some Brexiteers showed towards the EU. Consequently, we are likely to see more diplomatic politicians come to the fore in the UK in the short term. That probably bodes well for a desire to improve EU-UK relations. However, why should the EU adjust this asymmetrical deal? Although Brexit was painful and regrettable for many in Brussels, renegotiating the TCA is not currently a priority for the EU.66 It is keen to move on and face up to other serious global challenges, such as working with a cooperative US, facing down Russia and tackling climate change.



V.Conclusion – Two Steps Forward, One Step Back?

Terrorism has probably figured more highly on the UK’s security agenda than that of most other European states over the last five or more decades. Historically, the UK was often at the forefront of efforts to strengthen European counterterrorism cooperation. However, the EU was not seriously involved in the issue until the aftermath of 9/11 – an event that led to rapid and serious changes. Over the years, the EU’s abilities have been enhanced further, to the point that the Union is now a major component of not only European counterterrorism cooperation but internal security more generally. Despite the advantageous position that the UK held in the organisation, membership of the EU was a divisive issue in British society that ended up trumping other interests.

The TCA maintains a fair amount of EU–UK cooperation relevant to terrorism, although the UK’s access to the EU’s security ecosystem has overall been downgraded. Given the consistency of the UK’s commitment to combating terrorism with partners and the need to provide security for citizens, what can be done to address Brexit-related losses? As we show in this chapter, at present, London appears to be trying to compensate in different ways. It may be possible to partly address some vulnerabilities through new domestic measures, yet these cannot overcome major external obstacles. The UK thus needs to: first, sustain the improvement in ties across the Channel initiated by the Windsor Framework, above all with a focus on rebuilding trust given the damage done by Rishi Sunak’s predecessors; second, ensure that it has a way of keeping terrorism on the EU’s radar and maintain some kind of alignment on threats and solutions; and, third, ensure that it can improve on its current situation of slower access to less European data than it enjoyed previously. The optimal way to strengthen ties, enhance UK strategic and other influence, and build trust would appear to be to establish a new EU–UK forum that meets regularly, yet something similar was rebuffed by London in mid-2023 for fear of seeming too cosy with Brussels.67 This decision looked petty and based on concerns mainly within the Conservative Party, although nothing is preventing future governments from creating bodies to support stronger EU–UK cooperation. The UK might also want to try to find ways to obtain more influence in the EU agencies, although there are no precedents here. Clearly, there are already efforts afoot by the UK to set up new data-sharing platforms, which will be necessary, yet tough negotiations, imagination, persuasion and reciprocal benefits will be needed. These will never be allowed to confer on the UK the same benefits enjoyed by the Member States either. Finally, the UK will have to be cautious, transparent and communicative as to how it diverges from the EU in the future in several areas. Some Brexiteers hoped to leave the ECHR and have a ‘bonfire’ of regulations. Many of these objectives will likely never be realised because doing so would jeopardise the TCA. Yet, ultimately, what we are involved in here is finding ways to repair EU–UK relations as far as possible after Brexit. Without genuine attempts to do so, citizens on both sides will be the main losers. Short of a UK move to rejoin the EU, cooperation seems likely to improve only marginally in the foreseeable future, but what can the UK offer to persuade the EU even to engage, never mind to devote time and resources primarily for the benefit of the former? What will be the quid pro quo of any such negotiations? There is much for London to ponder.
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Fighting Organised Crime under the Trade and Cooperation Agreement

DANIELA IRRERA


I.Introduction

This chapter maps the evolving nature of the security landscape across Europe, and thus the need for the European Union (EU) and the United Kingdom (UK) to adapt their cooperation accordingly in the fight against organised crime. Although the Trade and Cooperation Agreement (TCA)1 represents a significant step in externalising the EU’s police and judicial cooperation framework, it lacks a clear framework for effectively addressing the multifaceted global and regional security challenges the UK and EU face from organised crime.

The chapter is divided into three main sections. Section II considers the development of organised crime policy as a matter of internal concern for the EU. Section III provides an overview of the key provisions relating to cross-border cooperation in the TCA, and demonstrates how this internalisation of organised crime policy has resulted in provisions that focus on police and judicial cooperation but are thin on policy coordination in the field of organised crime. Section IV assesses the main security threats, including organised crime, terrorism, insurgency and radicalisation. The interconnections between these threats and the extent to which organised crime can fund or support other security challenges are investigated. This highlights the need for much greater UK–EU cooperation than currently provided for. In section V, the chapter concludes by exploring the need for a broader policy framework to enhance cooperation in addressing these security threats. In particular, it is suggested that the existing provisions in the TCA may need to be amended or expanded to accommodate a more comprehensive approach to security, involving foreign and defence policies. This could involve creating new mechanisms for intelligence sharing, joint security operations and collaborative efforts to combat cross-border threats effectively.



II.The Development of EU Policy on Organised Crime


A.Organised Crime as a Global Security Threat

Organised crime poses a multifaceted threat to security on various levels, encompassing local, national and even global scales. The Westphalian nation-state has historically held a dominant position in the global political landscape. For centuries, it served as the primary actor, shaping foreign policy and influencing global decision making. This dominance persisted through the tumultuous periods between the two World Wars and into the Cold War era.2 However, the dynamics of international relations began to shift notably in the 1960s and 1970s. During this time, states began to acknowledge the emergence of new and diverse actors on the international stage. These actors, with their distinct requirements and demands, asserted themselves and sought inclusion in global affairs. The processes of globalisation played a significant role in fuelling the rise of these non-state actors. As the world became increasingly interconnected and interdependent, collective approaches to addressing global challenges became imperative. The traditional paradigm of state-centric decision making gave way to a more inclusive model that recognised the importance of involving various stakeholders in problem resolution. The globalisation of issues and problems presents a significant challenge to the traditional sovereignty of nation-states. In response, some states may find themselves compelled to retreat, either partially or substantially, from their sovereignty in favour of collaboration with non-state actors. This shift can facilitate the achievement of major goals and promote democratic principles and pluralism, particularly when working with positive non-state actors.

Positive non-state actors, such as non-governmental organisations, civil society organisations and advocacy groups, often contribute valuable expertise, resources and perspectives to address global challenges. Their involvement can enrich decision-making processes and enhance the effectiveness of initiatives aimed at promoting peace, development and human rights. However, the dynamics change when dealing with subversive non-state actors, such as criminal organisations, terrorist groups or paramilitaries. Unlike positive actors, these groups operate outside the bounds of law and morality. They may have territorial bases within states but transcend national borders, wielding significant influence on the global stage. Their actions, driven by illegal or subversive motives, pose serious threats to security, stability and the rule of law. Engaging with such non-state actors presents a complex dilemma. While dialogue and cooperation may be necessary to address underlying grievances and mitigate conflict, legitimising their activities risks undermining the integrity of national institutions and legal frameworks. The autonomy and clandestine nature of these groups make them inherently difficult to control or regulate through traditional means. In navigating this challenge, effective governance and international cooperation are vital in countering the negative influence of uncivil actors while fostering a conducive environment for constructive dialogue and collective action.3

One notable shift is the blurring of boundaries between internal and external threats. Traditional state-based conflicts have given way to complex civil conflicts that transcend national borders and involve a myriad of actors, including non-state groups, insurgent movements and criminal organisations. These conflicts are often fuelled by underlying grievances related to governance, economic inequality and identity politics, rather than conventional territorial disputes. The concept of security extends beyond the traditional military realm to encompass a broader range of threats, including terrorism, cyber attacks, transnational crime and environmental degradation. These non-traditional security challenges pose significant risks to global stability and require multifaceted responses that go beyond military solutions. Weak, collapsed or failed states have emerged as focal points of insecurity, serving as breeding grounds for extremism, organised crime and humanitarian crises. Institutional fragility, lack of rule of law, and economic underdevelopment exacerbate internal tensions and contribute to the proliferation of wars characterised by asymmetrical violence and protracted conflicts.4

The intertwining of organised crime groups with armed conflict poses a significant challenge to security that extends far beyond the traditional military dimension. In conflict zones characterised by deprivation and institutional weakness, organised crime thrives, exploiting the power vacuum and profiting from illicit activities such as drug trafficking, human trafficking and arms smuggling. These criminal networks often forge alliances with fighters, whether they are rebel groups, terrorist organisations or local paramilitaries, in order to further their own interests and expand their influence. By operating in the ‘grey zones’ of conflict where governance is weak and law enforcement is ineffective, they can manipulate and exploit the situation to their advantage.

These considerations can be complemented by empirical data provided by the criminality score, measured within The Global Organized Crime Index. This data provides a quantitative measure of criminal markets and actors, offering insights into the varying degrees of this nexus across different geographical areas.5 The definition of organised crime within the Index encompasses a range of illegal activities coordinated by groups or networks with the aim of obtaining financial or material benefits, either directly or indirectly. Organised crime can occur both within a single country’s borders and across international boundaries, reflecting its transnational nature and the interconnectedness of criminal operations on a global scale (see Figure 18.1).


Figure 18.1 The impact of criminality in various regions

[image: image]

Source: The Global Organized Crime Index 2021.6

The high impact of non-state armed conflict in certain regions correlates with elevated levels of criminality, as evidenced by the findings of the Index. Specifically, Asia demonstrates the highest overall levels of criminality, with a score of 5.30 out of 10, closely followed by Africa (5.17) and the Americas (5.06). However, the data underscores also that criminality can affect consolidated democracies like European countries. This impact may manifest in various ways, including serving as a traditional base for criminal activities or as a significant transit area for criminal operations. The challenges posed by criminality extend to both national states and regional and international institutions, presenting a dual-level threat. On one hand, criminality undermines the state’s capacity to ensure the security and safety of its citizens. On the other hand, it also hampers the ability of regional and international institutions to effectively manage and regulate cross-border flows of illicit activities.7

The consequences of this convergence between organised crime and armed conflict are profound. Not only does it fuel violence and instability, but it also undermines the efforts to establish peace and rebuild societies. Criminal groups undermine the rule of law, perpetuate corruption and erode trust in state institutions, making it difficult to achieve sustainable peace and development.



B.Tackling Organised Crime within the EU Context

In 2000, the European Council of Santa Maria de Feira outlined several priorities for Justice and Home Affairs (JHA) cooperation, indicative of a comprehensive approach to addressing various challenges, both within and beyond the EU’s borders. They included migration, terrorism, specific forms of crime and drug trafficking, as well as the development and consolidation of the rule of law in countries on the path to democracy. Justice and Home Affairs developed as a complex framework in which distinctive instruments are used to strengthen security across the EU. The development of cooperation mechanisms has sat alongside broader dialogue about the significance of organised crime as a serious threat. Organised crime offered a paradigmatic example of how the internal and external dimensions of JHA intersected and at times conflicted. Research on the internal dimensions of security within the EU focused on how competences and resources are distributed within the EU’s multi-level governance system, dealing with the allocation of responsibilities and the availability of resources.8 Assessments of how well EU institutions function in addressing JHA concerns, including organised crime, are important for understanding the EU’s effectiveness in tackling these challenges. The role of Member States in promoting and sustaining efficient cooperation in JHA has also been examined. Member States play a significant role in shaping EU policies and implementing measures, so their engagement is crucial for success. Studies have explained that the development of the JHA framework within the EU has been characterised as a slow and gradual process, due to the complexities of harmonising legal systems and policies across multiple Member States.9 The balance between the supranational dimension (EU-level decision making) and the intergovernmental one (Member States’ national sovereignty) has been a challenging aspect of JHA development. When it comes to the context of cooperation in criminal matters, measures relating to police and judicial cooperation, including those within the Schengen Agreement,10 have been introduced to strengthen law enforcement and tackle cross-border crime.11

The compromise on JHA as an independent pillar within the EU was solidified by the signing of the Maastricht Treaty in 1992.12 This marked a significant step in recognising the importance of addressing organised crime and other security threats as common interests for EU Member States. Its evolution towards the Area of Freedom, Security and Justice (AFSJ) and the recognition of organised crime as a serious threat reflects the ongoing commitment to ensuring the security and stability of the EU and its Member States. For example, the establishment of agencies like Europol and Eurojust, along with a formal definition of organised crime and a recognition of organised crime as a main priority during the completion of the Treaty of Amsterdam,13 marked a crucial phase in the development of European anti-organised crime policies and the evolution of JHA.14 Changes in the security landscape, due to the rise of globalisation and the interconnectedness of the global economy and society, have significantly influenced the JHA agenda, requiring better cooperation for tackling new security challenges, including transnational organised crime.

Whereas migration and terrorism have been particular drivers of the EU’s external dimension of JHA,15 organised crime has been a key driver for developing the internal dimension.16 The focus of organised crime policies within the EU was primarily to enhance cooperation among Member States, and to strengthen collaborative efforts to combat organised crime across EU borders, in relation to law enforcement agencies and the judicial system. In other words, such policies are designed and implemented with the primary goal of addressing organised crime within the EU and promoting internal security. They are not intended to be a set of norms or policies to be exported or applied outside the EU.17

Other studies, however, have illustrated how the internal and external dimensions of security cooperation can interact. These dimensions may coexist, coordinate or overlap, leading to diverse intersections that contribute to the complexity of security challenges and responses.18 Research also indicates that certain policy domains, including asylum, terrorism and organised crime, affect both internal and external dimensions. This is because the EU is involved in internal coordination as well as external relations with non-EU countries regarding these matters.19 This is particularly pertinent given that organised crime is often interconnected and intertwined with other security threats, such as terrorism, political violence and instability. The evolving nature of global security threats necessitates adapted tools and policies to address organised crime in a more comprehensive manner. While the Common Security and Defence Policy (CSDP) and the Common Foreign and Security Policy (CFSP) encompass elements of organised crime, these security issues were traditionally viewed as part of the JHA domain. The overlapping nature of various policies and practices reflects the current globalised landscape of security threats.20 The fact that one of the primary challenges to the JHA agenda comes from internal security developments is consistent with the expansion of the global actorness of the EU and its role as a security provider. Factors within a country or region can present challenges to the JHA policies and initiatives. These may encompass domestic security concerns, shifts in political or social dynamics, or emerging threats within the EU or a particular country. The intersection of organised crime with other subversive actors, such as terrorist groups, suggests that organised crime and terrorism are not entirely distinct but may share common elements or objectives. Dealing with this intersection requires adjusting security practices and coordinating policies to address both organised crime and terrorism effectively. More recently, visible linkages between organised crime and militant Islamist cells throughout Europe and its periphery have represented a growing concern for the internal and external dimensions of security. De-radicalisation policies, for example, deal with domestic contexts but also require cross-border coordination for tackling the sources and routes of the phenomenon that goes beyond the European territory.21 The complex and interconnected nature of security challenges is, therefore, urgently creating the need to adapt policies, practices and norms. Fighting against organised crime, both at the domestic and European level, has turned into a more multilayered and cross-sectoral effort. As will be discussed in the following sections, the TCA has not taken this into account.

Prior to Brexit, the fight against organised crime was a shared priority among EU Member States, including the UK. The EU developed various mechanisms and initiatives to address organised crime, in which the UK actively participated. The cooperation focused on legislative measures, law enforcement cooperation, information sharing, financial measures and cross-border cooperation. While the UK’s decision to leave the EU has led to changes in its relationship with EU law enforcement agencies and frameworks, efforts to combat organised crime remain a priority for both.




III.Cooperation on Organised Crime within the TCA

The TCA has been conceived as a comprehensive and complex treaty that addresses various aspects of trade and cooperation between the EU and the UK, which prevented some of the more serious negative implications of the UK’s exit from the EU. International agreements of significant magnitude often raise various legal issues and considerations. The TCA process of negotiating, drafting and implementing the Agreement has involved extensive legal work to address these issues. Legal experts, policymakers and diplomats have been committed to making the Agreement achieve the intended goals of ensuring a smooth departure, while respecting the legal and political realities of the parties involved.22 The EU mandate for negotiating the TCA initially included not only law enforcement and criminal justice, but also foreign policy, security and defence.23 In foreign policy and defence matters, joint efforts would require the EU and the UK to align their positions on various international issues, engage in diplomatic efforts together and strengthen security regarding shared security threats. Therefore, the EU’s security mandate for the TCA negotiations aimed for a broad and multifaceted partnership with the UK going beyond just law enforcement and judicial cooperation. Legal scholars have observed how certain aspects of the TCA create and consolidate a parallel legal framework that is not necessarily connected to EU legislation but instead builds upon international conventions.24 Cooperation in criminal matters, as set out in Part Three, is no exception. This framework is distinct from EU legislation and builds on international conventions, making the legal landscape complex, with elements of international, EU and national law all coming into play.

For instance, extradition arrangements and asset freezing and confiscation procedures between the EU and the UK are regulated by the stipulations outlined in the TCA concerning mutual legal assistance and the sharing of criminal record data. However, it is essential to note that these provisions are not standalone but are rooted in the Council of Europe Conventions established by individual Member States. These Conventions, often ratified with reservations, are typically implemented through national legislation. The EU also adopted several Framework Decisions and Directives in the areas covered by these Conventions, and Member States approved the necessary national legislation giving effect to EU measures. This complex landscape of international, EU and national norms is now supplemented by the provisions of the TCA.25

The loss of access to mechanisms such as the European Investigation Order and databases such as the Schengen Information System may result in a reduced level of support for UK police detectives and prosecutors. As shown in other chapters, this may affect their ability to collaborate with their EU counterparts in fighting serious and organised crime. Investigators will need to work on rebuilding mutual trust and confidence within the new arrangements. This suggests that the UK will need to carefully navigate its law enforcement relationships with EU partners under the new post-Brexit framework. Whilst loss of key cooperation mechanisms has been covered elsewhere in this volume,26 there are aspects of cooperation in the TCA that are particularly relevant for organised crime and worthy of discussion. The TCA does not deliver any significant changes in approach to Anti-Money Laundering (AML) and Counter Terrorism Financing (CTF) initiatives. The UK and EU states will continue to cooperate and coordinate on cross-border criminal investigations and proceedings relating to the freezing and confiscation of assets.27 The Agreement sets out detailed procedural requirements and criteria, standard formats and methods of delivery for such requests, and deadlines for compliance, which in substance are not materially different from those already in place.28

The TCA sets out additional commitments or obligations in certain areas such as climate change, weapons of mass destruction (WMDs), small arms and light weapons, serious crime and counterterrorism. Within these commitments, the text specifies that only the provisions relating to human rights, climate change and WMDs are designated as ‘essential elements’ of the partnership established by this Agreement.29 By so designating these issues, the Agreement emphasises their central role in the partnership and underscores the seriousness with which the parties view these matters. Defining certain issues within an agreement as ‘essential elements’ typically implies that they are subject to a special procedure or mechanism within the Agreement. This special procedure is put in place to ensure that these critical issues receive special attention, monitoring, enforcement and dispute resolution. The purpose of having a special procedure for essential elements is to ensure that these critical issues receive the necessary attention and resources to address them effectively. It helps prioritise and underscore the significance of these issues within the broader context of the Agreement, emphasising the commitment of the parties to addressing them comprehensively and with greater scrutiny. One significant consequence of designating an issue as an ‘essential element’ is that it can lead to fast-track termination or suspension of the entire Agreement or parts of it. This means that if any party to the Agreement fails to meet its commitments in relation to these essential elements, there may be expedited processes for acting.

Therefore, while there are various commitments in the Agreement, only a select few, designated as ‘essential elements’, have a special status with potentially more stringent consequences if they are not upheld by the parties involved in the Agreement. This is a common feature in international agreements and trade agreements to ensure that key issues are given heightened attention and enforcement mechanisms. The most relevant deficiency in the TCA is, therefore, the fact that the external dimension of security is not covered. Such a dimension, as already noted, is essential for tackling the globalisation of actions and alliances that organised crime groups can achieve, and for adapting quickly to changes in the security landscape: if no significant amendment is made to the Agreement in the long term, it will continue to represent a serious limitation on the TCA goals.



IV.Facing a Complex Security Landscape

The increasing influence of non-state actors in the security environment is a significant and complex trend that has transformed the dynamics of global and regional security. The concept of ‘New Wars’ has been a valuable framework for understanding these shifts and trends, particularly in the context of conflicts and security challenges that do not neatly align with traditional state-centric models. The ‘New Wars’ paradigm acknowledges that contemporary conflicts often involve non-state actors as primary actors or major players. These conflicts are characterised by factors such as blurred boundaries, hybrid warfare tactics, and a focus on identity, ethnicity and ideology. They differ from traditional inter-state wars in terms of their causes, actors and dynamics. This paradigm emphasises that security challenges and violence are not solely or even primarily dependent on states. Non-state actors, ranging from rebel groups and militias to transnational criminal organisations and terrorist networks, play a significant role in contemporary conflicts and security issues. These actors may challenge or weaken the authority and capacity of states. Non-state actors have a diverse impact on security environments. Some non-state actors aim to establish their own states, while others seek to disrupt the functioning of existing states. They can also be involved in criminal activities, terrorism and insurgency. The impact of non-state actors can vary from localised violence to global threats, making them a complex and dynamic element in the security landscape. Non-state actors often operate in ambiguous environments with blurred boundaries. They may use both conventional and subversive methods, and employ hybrid tactics that combine elements of military, political and informational warfare. This ambiguity makes it challenging for states and international actors to respond effectively. Addressing the influence of non-state actors involves not only military responses but also political, economic and diplomatic efforts to address the root causes of conflicts and to build resilient societies and institutions.

Within these debates, organised crime emerges as an evolving security threat, subject to change but also able to rapidly adapt to new circumstances. The United Nations Convention Against Transnational Organised Crime provides an internationally accepted definition of an organised criminal group, which refers to an act committed for given a period of time, for producing one or more serious crimes or offences to obtain, directly or indirectly, financial or other material benefits.30 This definition encompasses a broad range of criminal activities and actors, and it underscores the international community’s commitment to combating transnational organised crime. This definition does not focus on distinctions like corporate crime, blue-collar crime or white-collar crime, as these classifications are often less relevant when analysing and addressing organised crime groups, which may engage in a variety of illegal activities for financial gain. Organised crime groups have also been investigated with respect to security threats. They may have a clandestine component but can also appear more legitimised and supported by local communities because of the tangible benefits they can provide. In so doing, they are deeply political in their activities, and benefit from the state’s weakness and vulnerability. An analysis of their performance requires shifting the focus towards the use of violence and criminal tactics. The above-mentioned definitions have been employed for distinguishing terrorists from other non-state armed groups, such as paramilitary groups or private military companies employed by states for providing security services.31

Relations with terrorist groups have been investigated by scholars in the fields of criminology and international relations, in terms of the crime-terror nexus.32 The tripartite conceptualisation of the crime-terror nexus proposed by Paoli and Fijnaut provides a framework for understanding the various ways in which organised crime and terrorism may interact.33 This framework categorises these interactions into three types: interaction; transformation/imitation; and similarities, each with varying degrees of intensity. They argue that only the ‘heavier’ categories of the first type – regular collaboration, alliance formation and fusion – are rare and presuppose the simultaneous existence of organised crime and terrorist organisations in each place. Other types, such as transformation/imitation and similarities, may occur more frequently and can vary depending on factors such as the local context, the motivations of the groups involved and their respective performances. This conceptualisation offers a nuanced understanding of the diverse ways in which organised crime and terrorism may intersect, and emphasises that the nature of these interactions can vary significantly, from occasional cooperation to potential fusion.34

Other categorisation in the analysis of the crime-terror nexus introduces a more flexible and nuanced perspective by using the terms ‘cooperation’, ‘coexistence’ and ‘convergence’ to describe the different ways in which criminal and terrorist groups may interact. These categories recognise varying degrees and forms of interaction, making it a valuable framework for understanding the complex dynamics between these groups.35 Cooperation refers to the establishment of formal or established alliances between terrorist and criminal groups. This level of interaction implies a clear and often ongoing collaboration between the two entities. Coexistence describes a condition in which criminal and terrorist groups operate in the same areas or sectors but maintain their distinct identities. They may choose to remain separate entities unless a rational and functional need arises for occasional or temporary connections. Convergence refers to a situation in which both criminal and terrorist groups utilise their respective techniques and methods for practical purposes without necessarily forming a formal alliance or direct cooperation. This categorisation acknowledges the multifaceted nature of the crime-terror nexus, recognising that interactions can vary from formal cooperation to more informal and opportunistic convergence. The choice of which form of interaction to engage in depends on the specific circumstances, objectives and needs of the groups involved.36

The intersection between organised criminal networks and terrorism is indeed a complex and evolving phenomenon. It involves various forms of collaboration, exploitation and adaptation to meet operational requirements. Several significant transformations have occurred in the global system that have influenced the behaviour of subversive actors and the dynamics between terrorism and organised crime.37 Understanding these changes at the intersection of the two actors is vital for policymakers, law enforcement agencies and security experts. Effective counter-organised crime efforts need to be adaptive and comprehensive, recognising that these subversive actors may operate in more fluid and multifaceted ways in the contemporary global landscape. Additionally, regional context and the presence of other actors further complicate the analysis and response to these evolving security challenges.38 In the field of organised crime studies, perspectives are quite unpredictable. Democratic and economically developed areas of the global system are not safe from the threat. Evidently, the EU has tried to adapt to such changes. The development of JHA and the building up of a broader AFSJ have also intersected with foreign and defence policy, in a set of relations that have involved Member States and European institutions. The ongoing nature of this process within the EU complicates its translation into an agreement like the TCA, inevitably resulting in the loss of some important aspects.



V.Conclusions: The Need for a Broader Policy Framework

According to the official declarations made by political parties at the European Parliament level, the EU and UK remain essential partners in fighting terrorism and organised crime, in working for a stronger NATO, and in ensuring tariff-free, quota-free trade in line with the Withdrawal Agreement and the Protocol on Ireland and Northern Ireland. The TCA is fair and balanced, protecting EU interests and respecting EU rules and high standards. After Brexit, it is a promising step forward.

In reality, as pointed out by legal scholars, there are several deficiencies in the procedures and practices that will become more evident in the future. Fighting against organised crime should be a key priority for both parties. The provisions outlined in the TCA have mitigated some concerns regarding the ongoing efficiency and effectiveness of cross-border policing and investigations. However, with the loss of access to key systems and agencies and the absence of suitable substitutes, significant challenges persist. Much of the capability gaps left by the loss of such tools will be filled by manual processes and bilateral relationships, at least in the short-term. In the long-term and in the absence of political will to re-join EU platforms, it is likely that governments will need to invest even more in personnel and systems to bridge these gaps. Significantly, the fact that the Agreement fails to address the global dimension of the organised crime threat is a major gap.

By using a non-state actor approach, organised crime has been investigated, in this chapter, as a global security threat that has a dynamic and multifaceted nature. Organised crime is highly adaptable. Groups can quickly adjust their tactics, strategies and operations to exploit vulnerabilities in legal and regulatory systems. This adaptability allows them to stay one step ahead of law enforcement and security agencies. Criminal operations have expanded across national borders, making organised crime a transnational or global phenomenon. These criminal networks engage in a wide range of illicit activities, including drug trafficking, human trafficking, cybercrime, money laundering and more. Their global reach poses a challenge for individual states to combat effectively. Organised crime is often interconnected with other global security threats, such as terrorism, insurgency and the illegal arms trade. These criminal networks can provide financial support, resources and logistical support to other violent and non-state actors, making them important players in the broader security landscape. In addition to law enforcement efforts, addressing the root causes of organised crime, such as poverty, lack of economic opportunities and weak governance, is crucial for preventing the expansion of these criminal networks. A limitation in the scope of the UK’s post-Brexit relationship with the EU, particularly in areas related to foreign policy, external security and defence cooperation, was deliberate and clearly visible. This may have implications for how the two entities coordinate and respond to international challenges and crises in the future.
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Combating the Dissemination of Counterfeit Goods Post-Brexit: Intellectual Property, Information Sharing and Shared Insecurity

BENJAMIN FARRAND


I.Introduction

Writing about a topic intimately connected to borders in the context of relations between the European Union (EU) and the United Kingdom (UK) is not unlike trying to hit a fast-moving, unpredictable target. While previous versions of this chapter had been written in the context of the conflicts over the Northern Ireland Protocol, the EU and UK have now agreed the ‘Windsor Framework’,1 which serves as the basis of renewed cooperation in Northern Ireland. At this juncture, it can be seen as a positive step that may make security cooperation between the EU and UK easier to achieve, including in combating the sale and distribution of counterfeit goods, which is the focus of this chapter.

The sale of counterfeit goods, ‘fake’ goods seemingly identical (or at least indistinguishable) to those produced by legitimate commercial undertakings, is an ever-present problem for intellectual property right holders, and indeed the customs authorities tasked with identifying and seizing them at a border. The estimated value of the global supply of counterfeits has been calculated as approximately USD $464 billion annually as of 2019, or 2.5 per cent of world trade.2 Increasingly, individual consignments of parcels or packages shipped to end users is becoming a key means of transport for counterfeits, presenting a significant challenge for customs and police authorities, as well as a greater risk of harm for individuals knowingly or unknowingly purchasing these items. Key to combating the trade of these goods, and thereby the security risks they present, is effective cooperation and data exchange. However, the level of cooperation provided for under the Trade and Cooperation Agreement (TCA)3 is relatively thin, and in no small way significantly impacted by the working (or failure to function) of the Northern Ireland Protocol.4 With that in mind, how could better cooperation in this area, which intersects economic, national and personal security concerns, be achieved?

This chapter seeks to answer this question by considering the purpose of anti-counterfeiting initiatives and the extent to which they are covered by the existing EU–UK relationship. The chapter begins by providing an overview of what counterfeits are and the reason their dissemination constitutes a security threat. It examines the EU’s current approach to controlling counterfeits, namely through effective information sharing, coordination and identifying best practices, all facilitated by the European Union Intellectual Property Office (EUIPO) and its EU IP Enforcement Portal. It then considers the implications of the UK’s leaving the EU, and what provisions have been made for cooperation in this sector under the TCA. It goes on to discuss, however, that the key focus of anti-counterfeiting is based on border measures, which means that EU–UK cooperation is highly complicated by the Northern Ireland Protocol and conflicts over the security of this highly political border. It then concludes by considering what could be done to improve effective coordination, noting the positive first step that the provisional acceptance of the Windsor Framework represents. Should this effective partnership and ‘enhanced coordination’ on monitoring and enforcement at the border be implemented, this goes a significant way towards tackling the risks that individual packages of counterfeits will pass through Northern Ireland to the EU. However, the chapter will conclude by arguing that enhanced cooperation could be further facilitated by clearer rules on access to important tools such as the EUIPO’s IP Enforcement Database, as a means of ensuring that UK authorities have up-to-date knowledge regarding trends, transit routes and best practices regarding the combating of counterfeit goods.



II.Defining the Problem: What are Counterfeits, What Risks do they Present and How are they Tackled by the EU?

To understand the obligations concerning counterfeiting within the security-related part of the TCA, it is important to provide some brief context of its place in intellectual property law. In legal terms, counterfeiting concerns the direct infringement of trademarks. A trademark, the definition of which is harmonised through the World Trade Organization (WTO) Agreement on Trade Related Aspects of Intellectual Property Rights (TRIPS),5 can be ‘any sign, or any combination of signs, capable of distinguishing the goods or services of one undertaking from those of other undertakings’,6 which can include names, numbers, graphics and colours, or any combination of those elements. This infringement is one where there is an intentional imitation of goods marketed by a legitimate producer without their authorisation. The definition of counterfeit goods also comes from TRIPS, which states that the term refers to ‘any goods, including packaging, bearing without authorisation a trademark which is identical to the trademark validly registered in respect of such goods, or which cannot be distinguished in its essential aspects from such a trademark’.7

The EU, as a WTO member, has implemented the TRIPS definition of a trademark by way of a Directive8 and Regulation.9 These instruments share a common definition, found in Articles 3 and 4 of the Directive and Regulation respectively, stating that trademarks consist of ‘any signs, in particular words, including personal names, or designs, letters, numerals, colours, the shape of goods or of the packaging of goods, or sounds’, going beyond the minimal protections afforded under TRIPS. The definition of counterfeiting has also been harmonised at the EU level through a separate Regulation,10 which is broadly similar to that provided in TRIPS, aside from adding that goods will also be considered counterfeit where the trademark is not identical but is essentially indistinguishable in its essential aspects.11 This will also apply to supplementary material such as packaging, labels, stickers, brochures, etc.12 While there have been arguments that in certain luxury-good markets consumers are often aware that goods may be counterfeit (a Louis Vuitton bag being sold for €25 rather than €1,750, as a ‘bargain’ as opposed to a ‘fake’, is unlikely to fool any save the most credulous buyers),13 in many product markets the basis for counterfeiting is misrepresentation and the intentional deception of the target audience for financial gain.14

The sale and distribution of counterfeit goods is a complex threat that presents numerous harms. The first and most obvious is the harm to the producers and sellers of legitimate goods, whose business reputation will suffer if the infringing goods are of poor quality,15 and of course the economic harm caused to both right holders and purchasers of goods by parasitic trading (albeit with the proviso that the effective calculation of the scale of economic harm can often be very difficult to achieve).16 However, the potential harms with counterfeits go beyond the economic. Many types of counterfeits present real threats to human life and health, from the more well-known examples of physical harm caused by unsafe and toxic toys, or defective electronics, to counterfeit prescription medicines and illegal drugs, counterfeit foods, alcohol, tobacco and automobile parts.17 More recent evidence has also demonstrated the risk that counterfeit goods pose to the environment, such as through the use of damaging chemicals in the production process18 or through sale as agrochemicals.19 In terms of indirect harms, counterfeit goods are often sold or distributed by organised crime and terrorist organisations as a means of diversifying income streams20 or financing other activities.21 For this reason, counterfeit goods sit at a nexus of the EU’s internal market and security policies, and anti-counterfeiting initiatives are pursued in the context of the Area of Freedom, Security and Justice (AFSJ).22

These policies, it must be stated, are premised on counterfeiting’s being an issue of border control for the EU. This can be evidenced by the fact that the legal definition and control of counterfeits by the EU are provided in a Regulation on customs enforcement, as discussed above. Somewhat more concrete evidence can be found, however, in the reports produced by the OECD and EUIPO on counterfeiting trends. In 2019, according to the most recent data currently available, goods of Chinese provenance were responsible for approximately 55 per cent of seizures at the EU’s borders and represented approximately 67 per cent of the total value of seized imports.23 The vast majority of all counterfeits are produced outside the EU, and the organised crime groups involved in their production and distribution are predominantly based outside the EU, although the EUIPO and Europol note that this is changing to an extent as ‘agromafia’ becomes increasingly involved in food counterfeiting.24 The proportion of counterfeit goods originating outside the EU, combined with the extreme difficulties in seizing and destroying counterfeit goods in free circulation once available in the single market, means that efforts at addressing their sale and distribution focus predominantly on ensuring the effectiveness of the EU’s customs regime and the strength of its borders. This allows these goods to be seized and destroyed before they enter into free circulation.25

Furthermore, the increased use of the Internet to sell counterfeits has made it much easier to send counterfeit goods as individual consignments and small packages sent by air, rather than in large shipping containers, making identification and seizure harder.26 Small packages have been identified by customs authorities as the most problematic, accounting for the majority of seizures.27 While the value overall compared to large shipping containers is relatively small,28 this does not mean that the personal risk to individual consumers presented by these potentially harmful items is negligible. This has meant that intelligence-led operations, identification of best practices, and data sharing regarding product trends and shipping routes for counterfeits have become essential for effectively countering these threats. Bodies such as the EUIPO and its Observatory on Intellectual Property Infringements and Europol’s Intellectual Property Crime Coordinated Coalition (IPC3) have become focal points for this kind of information sharing.29 Of particular importance are three databases run by the Observatory: the Anti-Counterfeiting Intelligence Support Tool (ACIST), which provides information on counterfeits detained at Member State borders; the Anti-Counterfeiting Rapid Intelligence System (ACRIS), which provides information for EU-based companies on infringements taking place in third countries; and the Enforcement Database, which collects trend information, such as the goods most likely to be counterfeited, indications of how to identify counterfeits from their packaging, as well as other logistical information, including known shipping routes. As of 2022, these three databases were integrated into a single platform, known as the IP Enforcement Portal.30 Given that this is the approach to tackling counterfeits, then, what does this mean for continued UK–EU cooperation post-Brexit?



III.Anti-Counterfeiting Efforts and the Trade and Cooperation Agreement

Continued cooperation between the UK and EU on combating counterfeit sales should be considered as having obvious mutual benefits. As one author stated regarding the implementation of the TRIPS Agreement’s anti-counterfeiting provisions, ‘like corruption, commercial counterfeiting has no apologists and no redeeming features’.31 Anti-counterfeiting is not a wedge issue in the same way that issues such as (for example) farming subsidies or social welfare may be. It benefits businesses, which are afforded some protection from parasitic trading and damage to reputation. It benefits consumers, who are not misled, and potentially harmed, by fake goods. And it benefits states, which do not lose taxation revenue from counterfeit sales or suffer the security impacts of the use of counterfeit sales to finance organised crime or terrorism. Cooperation on this issue would therefore seem to be of clear interest to both parties to the TCA.

However, comparatively little is said on the topic of counterfeits when compared to other security concerns. Articles 236–244 of the TCA deal with the civil dimensions of trademark protection, including the registration of marks, what type of marks should be protected, etc, which is relatively simple to achieve given the broadly equivalent protections between the Trademark Directive and the UK Trade Marks Act 1994.32 Under the European Union (Withdrawal) Act 2018, there is a presumption that all EU law is retained unless specifically revoked under sections 2–7 of the legislation, and under the Retained EU Law (Revocation and Reform) Act 2023, no legislation pertaining to trademarks was subject to revocation under schedule 1. This is highly fortunate for continued cooperation, as under clause 1 of the originally proposed Retained EU Law Bill, all retained law would have been revoked unless a relevant national authority specifically specified retention (or assimilation, as referred to by clause 6) or implemented regulations to restate those laws before the end of 2023.33 As of February 2023, the Intellectual Property Office had identified over 80 pieces of legislation that would have been impacted by this sunset clause, including 11 directly related to trademarks.34 This would have resulted in significant divergences between EU and UK trademark law, which could have significant repercussions for continued cooperation, as will be discussed in section IV.

Regarding counterfeiting specifically, the only real reference in the TCA is contained as Article 271 on border measures, which states that the parties should adopt or maintain procedures under which right holders can have goods infringing their rights detained, which includes suspected counterfeits. Article 271(2) requires electronic systems to be put in place for the management by customs of the applications made and allows for right holders to receive information regarding the provenance of the goods if requested under Article 271(8). Article 271(13) provides for customs authorities to ‘maintain a regular dialogue and promote cooperation with the relevant stakeholders and with others involved in the enforcement of intellectual property rights’; and under Article 271(14), the Parties are required, as far as possible, to ‘share relevant information on trade in suspected goods affecting the other Party’.

Given the focus of anti-counterfeiting efforts on border measures,35 it is essential to consider the issue of Northern Ireland’s land border with the Republic of Ireland, and the role of the Northern Ireland Protocol36 on this issue. According to the revised Protocol, Northern Ireland remains part of the UK’s customs territory, with the effect that any agreements concluded between the UK and third countries allow Northern Ireland-produced goods the same status as goods produced in the rest of the UK.37 While no customs duties are to be payable on goods moved to Northern Ireland from another part of the UK, if those goods are considered ‘at risk’ of subsequently moving into the EU then customs duties will be payable.38 Whether goods are likely to be at risk is to be determined by a Joint Committee.39 Despite being part of the customs territory of the UK, Northern Ireland would nevertheless be subject to EU customs legislation,40 defined in the EU Customs Code41 as the Code itself and any supplementing and implementing legislation, the Common Customs Tariff, EU legislation on customs duty relief, and any relevant international agreements.42 A list in Annex 2 to the Protocol makes it clear that intellectual property rights protection is included, with Regulation 608/2013 on customs enforcement of intellectual property rights appearing under the intellectual property section.

Article 5(3) of the Protocol exists as an apparent contradiction at its heart as, for the purpose of trade in goods, Northern Ireland is both inside and outside the EU.43 Article 6(1) of the Protocol states that nothing it contains ‘shall prevent the United Kingdom from ensuring unfettered access for goods moving from Northern Ireland to other parts of the United Kingdom’s internal market’; and in Article 6(2) it is provided that as Northern Ireland is part of the UK’s internal market, ‘the Union and the United Kingdom shall use their best endeavours to facilitate the trade between Northern Ireland and other parts of the United Kingdom’. However, as the House of Lords noted in 2020, the Protocol ultimately requires a border between Great Britain and Northern Ireland, with adherence to the EU’s Customs Code necessitating the filing of exit summary declarations for goods entering Northern Ireland,44 and the Government’s having confirmed to the European Union Committee that checks would be required on at least some goods moving between Great Brain and Northern Ireland,45 with the end result that there appeared to be apparent incoherence between Article 5’s requirements concerning the EU’s Customs Code and the Article 6 guarantee of the integrity of the UK’s internal market.46 As we shall see in section IV, these inconsistencies have considerable impact upon the ability to control the movement of counterfeit goods.



IV.Moving Towards Cooperation? Post-Brexit UK–EU Relations, Anti-counterfeiting and Access to Information

The uneasy compromise the Northern Ireland Protocol represents was largely considered unsatisfactory by both the EU and the UK, and its internal contradictions create considerable tensions. For the EU, the Northern Ireland Protocol is highly unusual in its legal order and is not typical in how it engages with external actors.47 This is due in no small part to the fact that the Protocol is a response to the EU’s desire to ensure continued peace and stability, and respect for the Good Friday Agreement, by avoiding the establishment of a hard border between Northern Ireland and Ireland.48 In economic terms, the Protocol is not necessarily to the EU’s benefit, and necessitates considerable trust in the UK in order for it to have real effect. This trust has historically been in short supply.49 For the UK, and in particular certain highly Eurosceptic elements in the Conservatives and the Democratic Unionist Party (DUP), the Northern Ireland Protocol constitutes a ‘betrayal’ of the promises of Brexit,50 as well as a potential step toward Irish reunification and therefore a threat to the current structure of the UK.51 For this reason, its continued operation has been subject to frequent interventions, from the British Government under Boris Johnson, making repeated threats to make use of Article 16’s ‘emergency clause’ to allow it to unilaterally suspend the Protocol,52 to the proposed Northern Ireland Protocol Bill,53 which under clause 4 would see the UK unilaterally remove checks on ‘qualifying movement of UK or non-EU destinated goods’, which under clause 4(2) also disapplies Article 5(3) of and Annex 2 to the Protocol.

According to the House of Lords’ explanatory notes, the Government’s intention was that this would have allowed for the facilitation of its ‘green channel/red channel’ system, in which goods not intended for onward journey from Northern Ireland would move through a green channel without checks, whereas goods intended for onward travel into the EU would be in a red channel and subject to checks and payment of any customs duties required.54 Considerable work was undertaken by the UK Government under Prime Minister Rishi Sunak and the European Commission on breaking the impasse over the Northern Ireland Protocol, which in part would address some of the issues identified here. On 27 February 2023, Sunak and Commission President Ursula von der Leyen gave a joint statement announcing the agreement of a ‘Windsor Framework’55 for interpretation and application of the Protocol, intended to alleviate concerns regarding its functioning held by both parties. As a sign of goodwill, Sunak announced that this would result in a termination of the proposed Northern Ireland Protocol Bill, while von der Leyen confirmed that this also meant the end of pending legal action against the UK for the alleged breach of international law.56 Of direct relevance to the issues discussed in this chapter, the Framework establishes the UK’s desired green channel (now called a green lane) for goods destined for Northern Ireland, with a red lane for goods intended to continue to the EU under Article 1, which modifies Article 6(2) of the Protocol. Similarly, Article 5 modifies Article 5(2) of the Protocol, stating new conditions for when goods would not be considered ‘at risk’ of continuing to the EU. This has resulted in certain goods now bearing stamps indicating the goods are ‘NOT FOR EU’, in light of the Windsor Framework reforms.

The UK Government had hoped that new ‘smart’ technologies could be used to facilitate speedy and frictionless checks of these goods, with mobile inspections and improved scanning technologies being used to identify illicit goods.57 In 2021, news reports made clear that these technologies were far from ready to be implemented at the UK’s borders58 and, according to a leaked report from the Home Office, unlikely to be ready before 2030.59 The Commission had already expressed concerns in 2022 that the customs checks taking place in the North Sea were not fit for purpose,60 and as of October 2023, UK in a Changing Europe has indicated that concerns remain about how effectively a ‘green lane–red lane’ system can work,61 particularly given worries regarding the effectiveness of UK-based customs checks and the UK Government’s recent announcement of a fifth delay in implementing checks on goods entering from the EU.62 Of course, even if these systems were in place and functioned, counterfeits are illicit goods that are subject to attempts to hide their provenance and destination, bringing into question the effectiveness of the green channel–red channel system. While there is some research into the use of technologies, including blockchain, for the purpose of verifying the authenticity of goods,63 thereby reducing the risk that counterfeits will pass borders, such an approach is still in its infancy. It is not possible to determine at this stage whether the technology will be able to control counterfeit goods, meaning that border insecurity is not effectively addressed in the case of Ireland–Northern Ireland. This is proving highly problematic, with reports of attacks and threats of reprisals by loyalist paramilitaries on customs officials imposing checks at Northern Ireland ports,64 as well as concerns that this border is becoming a key smuggling route for counterfeit goods destined for the EU.65 Smuggling from Ireland to Northern Ireland and vice versa has traditionally been associated with the paramilitary groups operating along this border, reinforcing the association between counterfeit goods, organised crime and terror.66

So, what has changed with the Windsor Framework? Under Article 7, these ‘not at risk’ goods would constitute goods not intended for further processing in Northern Ireland, where they are brought into Northern Ireland by way of direct transport. They should not be subject to duty under the Common Customs Tariff,67 where intended for sale or end use by Northern Ireland consumers,68 or where sent in a parcel of a non-commercial nature by one private individual to another, or sent by a commercial operator for end use by a private individual.69 Under Article 7(3), a ‘package’ is to be considered a consignment of goods with a weight of less than 31.5kg, or a single item good with a weight of no more than 100kg coming from a commercial transaction. As a means of countering potentially illegal or illicit conduct, Articles 12 and 13 lay down conditions for authorised carriers, which entail their being established in the UK, not having in the past three years committed any serious infringement or repeated infringements regarding their commercial operations, and having firm control of their operations. Furthermore, authorised carriers are tasked with taking responsibility for the goods transferred, maintaining systems to record and share data regarding goods transfers, and reporting any potentially suspicious activity. The UK has indicated its intention to monitor its green-lane activities effectively, perhaps aware of the potential opportunity such a system offers to smugglers of counterfeit goods, issuing a Unilateral Declaration on market surveillance and enforcement,70 where it states that it will take measures to ensure ‘robust enforcement to ensure traders are not abusing these new internal UK trade arrangements to move goods into the European Union’.71

These measures will include building capability and capacity with relevant authorities; engaging in risk assessments and intelligence-led activities, including audits, inspections and spot-checks; using information and data gathering to identify emerging risks, including goods likely to move into the EU; and to share and receive information on the compliance of activities with market-surveillance and other competent authorities.72 Unilateral Declarations were published with a Recommendation73 that, under Article 1, provides for ‘enhanced cooperation’ between the EU and UK on market surveillance and enforcement. This could, according to the Recommendation, ‘encompass knowledge-sharing, information exchange, work with operators and joint activity where appropriate … to tackle illegal activity and smuggling … and ensure enforcement and surveillance activity is prioritised based on risk and intelligence’. As discussed in section II, the key to effective anti-counterfeit strategy is information exchange, and so this is a highly positive development. In terms of existing mechanisms of cooperation and data exchange, the UK does have a Working Arrangement with Europol,74 which under Article 566 of and Annex 41 to the TCA includes coordination on issues of counterfeiting and piracy. In comparison to the UK’s previous membership of Europol, however, the level of cooperation afforded under Working Arrangements is relatively low75 and does raise data protection concerns,76 particularly given the UK Government’s announcement that it intends to diverge from ‘overcautious, unclear EU-derived rules on how they can use people’s personal data’.77 Significant divergence, meaning that UK data protection laws are no longer deemed adequate by the EU, could then have repercussions for cooperation under these Working Arrangements, and so an immediate recommendation would be for the UK to think very carefully about divergence in data protection rules and seek to maintain its current adequacy position.

Cooperation with the EUIPO is much more difficult to guarantee. The EUIPO does not have the same mechanisms for allowing cooperation with third countries,78 and as a result of its withdrawal from the EU, the UK lost access to all the EUIPO databases.79 Right holders based in the UK will only be able to access the IP Enforcement Portal in order to register their trademarked goods so that EU-based customs authorities may use this information for the purposes of preventing goods crossing into the EU, but this does not extend to access for UK customs authorities in order to prevent goods entering the UK. Indeed, the Regulation establishing the EUIPO and EU Trademark mentioned in section II80 makes no allowance for the EUIPO’s cooperation with third countries, or for information exchange and access to the IP Enforcement Portal. Renewed and strengthened cooperation on this aspect of mutual security interest could be predicated on negotiations for a revised TCA, focusing on reforms to Regulation 2017/1001, to allow the EUIPO to have formal mechanisms of cooperation for IP enforcement, including data sharing on potential counterfeiting trends, routes and intelligence best practices. Allowing for this to occur would not only help protect the UK from goods potentially entering its market, but would also provide additional protection to the EU from illegal goods entering through Northern Ireland’s border with the Republic of Ireland.



V.Conclusions

The issue of counterfeiting is one that received little explicit attention in the TCA or the Withdrawal Agreement preceding it. Similarly, the somewhat incoherent substance of the Northern Ireland Protocol and the lack of effective cooperation arising from its contentious nature have served to make success of efforts aimed at preventing the spread of counterfeit goods difficult to achieve, rendered even more problematic given counterfeiting’s historic links to organised crime and terror in Northern Ireland. Prior to the announcements regarding the proposal for the Windsor Framework, with relations appearing highly acrimonious, recommendations for reform were very much centred on how to restore trust and improve cooperation. With the adoption of the Framework, however, there is as a good starting point for developing the type of enhanced cooperation committed to in the UK’s Unilateral Declaration on market surveillance and enforcement. However, enhanced cooperation in this field is only as effective as the information it is based upon – future reforms in this area should therefore focus on how best to facilitate that information sharing, and whether potential legal hurdles to the sharing of access to the EUIPO’s knowledge can be overcome in order to provide mutual benefit to both parties.
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Post-Brexit Legal Challenges in the Cooperation against Migrant Smuggling

MATILDE VENTRELLA


I.Introduction

This chapter focuses on the smuggling of migrants in the European Union (EU) and in the United Kingdom (UK), and on the possible cooperation in tackling this crime when perpetrated by sea, under the Trade and Cooperation Agreement (TCA).1 Section II sets out the EU’s policies and legislation on smuggling and migrants, and how these were implemented in the UK when it was a Member State. Section III then analyses the extremely thin measures in the TCA for cooperation on the smuggling of migrants, alongside the possibility for cooperation through other international treaties. Section IV analyses the British law on migration and the most recent developments adopted since 2022, including the now abandoned Rwanda deal and the case law of the European Court of Human Rights (ECtHR) and of the British courts on the deal. The same section focuses on UK laws post-Brexit, pertaining to the smuggling of migrants by boat. The chapter demonstrates how the recent increase in arrivals of undocumented migrants via small boats has led the UK to implement stringent migration laws, further solidifying the externalisation of migration. The chapter concludes that an agreement with the EU on migration and asylum, which as a minimum establishes safe and legal routes to the UK and sets out fair rules on redistribution, is essential.



II.The EU’s Legislation and Policy on the Smuggling of Migrants

The fight against the smuggling of migrants has reinforced policies on the externalisation of migration, which aim to keep migrants not only outside EU territory ‘but also outside the material scope of European law’.2 The Dublin Regulations have established rules on Member States’ responsibility towards asylum applicants. Initially, the responsibility was established by the 1997 Dublin Convention.3 The signatories of the Dublin Convention were the then 12 EU Member States. The Dublin Convention applied to the UK but not to the ‘European territories for whose external relations the United Kingdom is responsible unless a declaration to the contrary is made by the United Kingdom’.4 In 2003, the Dublin Convention was replaced by a Regulation (Dublin II),5 which contributed to establishing the Common European Asylum System (CEAS)6 based on the Tampere European Council 1999 objective, which was the establishment of a CEAS founded on respect for the principle of non-refoulement, in accordance with the 1951 Refugee Convention,7 ensuring that no individuals are sent back to places where they may be persecuted.8 The same provision stated that all Member States of the EU could be considered safe countries. The UK took part in the adoption and application of Dublin II.9 This legislation established the criteria to determine the Member State responsible for examining asylum seekers’ applications at the border.10 The specific parameters for determining the Member State responsible were set out in chapter 3 of the Regulation. In the case of families, for example, the Member State responsible should be determined ‘on the basis of the situation obtaining when the asylum seeker first lodged his application with a Member State’.11 The family situation should be taken into consideration so that the Member State responsible should be the State where family members reside as refugees or, if the decision is pending, the State where the family member has lodged their application.12 The impact was a transfer of responsibility from northern and western European Member States (the preferred destination for asylum seekers) to southern and eastern European Member States, which have less experience in dealing with high numbers of asylum seekers.13 The European Court of Human Rights (ECtHR) found that Greece acted in violation of Article 13 of the European Convention on Human Rights (ECHR)14 in conjunction with Article 3, because of deficiencies in the asylum procedures followed by the Greek authorities, with the consequent risk that the applicant would be transferred to Afghanistan without serious consideration of the merits of the asylum application or access to effective remedy.15 At the same time, the ECtHR sanctioned Belgium because it sent the applicant to Greece and exposed him to detention and living conditions in breach of Articles 3 and 13 ECHR due to the deficiencies of the Greek asylum procedure.

Dublin II was replaced with another Regulation in 2013 (Dublin III).16 The UK participated in the application and implementation of that Regulation.17 Dublin III states that when it is not possible to designate the Member State responsible, ‘the first Member State in which the application for international protection was lodged shall be responsible for examining it’.18 In light of the ECtHR case law, the provision added that if there are systemic deficiencies in the asylum procedures of the responsible State, the determining Member State shall continue to examine the application and the applicants should not be sent to the responsible Member State. The determining Member State becomes the responsible Member State even when no applicants can be sent to any Member State.

The EU and its Member States have given high priority to the return of irregular migrants to their countries of origin or residence. However, for such returns to occur, the EU must enter into readmission agreements. Yet the European Court of Auditors has reported that very few agreements on this matter have been concluded with third countries.19 The result is that, between 2015 and mid-2020, only one in three migrants ordered to leave the EU complied with the request, leading to a return rate of about 29 per cent.20 What is the fate of smuggled people if readmission agreements cannot be concluded? Many of them live in a state of hiding in the countries of destination with no rights, ‘barred from entering into contract relations’.21 Many of them are ‘accused of being “smugglers” themselves, and risk long periods of arbitrary detention, as well as exclusion from accessing asylum and other regularisation procedures’.22 They are also subject ‘to bullying practices of state authorities including dispersal policies, destruction of shelters, and the wilful destruction by state agents of tarpaulins and sleeping bags of migrants sleeping rough’.23 In addition, the ECtHR has emphasised that many undocumented migrants are vulnerable to human trafficking.24 The UK Government’s Retained EU Law Dashboard does not list the Dublin Regulation among the EU legal measures that will be repealed or retained.25



III.The EU–UK Trade and Cooperation Agreement and the Smuggling of Migrants

Before the UK left the EU, it chose to participate in both the Facilitation Directive and in the Framework Decision, which require states to impose criminal penalties on people who commit the crime of migrant smuggling.26 The terms of the Directive and Framework Decision are not replicated in the TCA, although at the point of exit the UK retained the implementing legislation from both measures. The TCA, however, does not include any provision on cooperation between the UK and the EU on asylum and migration matters.27 It is focused on police and judicial cooperation in criminal matters, following the Political Declaration set out by the UK and the EU in 2018 and amended in 2019.28 The Declaration is based on Article 50(2) of the Treaty on European Union29 and ‘provides for … the arrangements for the withdrawal of a departing Member State, taking account of the framework for its future relationship with the Union’.30 Future cooperation between the EU and the UK will be based on principles and values established by the ECHR, whilst the EU and its Member States will continue to be bound by the Charter of Fundamental Rights,31 which reaffirms the rights protected by the ECHR.32 The parties will cooperate to guarantee the safety of their respective citizens and for this purpose they ‘should establish a broad, comprehensive and balanced security partnership’.33 The partnership will also respect UK national sovereignty.34 In order to preserve the reciprocal safety and security, the parties ‘will provide for comprehensive, close, balanced and reciprocal law enforcement and judicial cooperation in criminal matters, with the view to delivering strong operational capabilities for the purposes of the prevention, investigation, detection and prosecution of criminal offences’.35 Operational cooperation between law enforcement authorities and judicial cooperation in criminal matters will be reinforced via Europol and Eurojust.36

In relation to irregular migration, the Declaration states that ‘[t]he Parties will cooperate to tackle illegal migration … whilst recognising the need to protect the most vulnerable’.37 This provision is very important as, in the Declaration, the parties aim to address irregular migration using a holistic approach, which includes the fight against crime and the protection of vulnerable migrants. This holistic approach is also confirmed in the other provisions included in the same part of the Declaration, which state that cooperation against irregular migration will include ‘operational cooperation with Europol to combat organised immigration crime’, ‘working with the European Border and Coastguard Agency to strengthen the Union’s external border’ and establishing a ‘dialogue on shared objectives and cooperation, including in third countries and international fora, to tackle illegal migration upstream’.38 Irregular migration and the smuggling of migrants should be addressed not only through criminal measures and cooperation in criminal matters, but also by taking into consideration the vulnerability of migrants by protecting their human rights. As Mitsilegas has emphasised, crimes committed against migrants should be considered crimes against humanity,39 given that migrants’ desperation to leave their countries of origin, combined with the absence of legal routes, results in individuals’ becoming vulnerable. Research has shown that tough policies ‘outsourced from EU areas (Croatia) to the EU neighbourhood put migrants, who become stranded in unknown transit terrains with little social connections, in a situation of violence and precarity’.40 Nevertheless, migrants do not seem to enjoy any protection, and they are completely in the hands of smugglers whom they see as their only hope to leave their countries of origin. Research has shown that migrants are prepared to accept very dangerous jobs around borders in order to be able to pay the costs of their journey; and if caught by border authorities, they will are highly likely to experience various forms of violence.41

Despite the Political Declaration’s proposal that the future UK–EU relationship should approach irregular migration and the crime of smuggling on the basis of a multi-faced approach, the TCA only contains provisions relating to cooperation on criminal matters. Article 599(5) specifically excludes the requirement of double criminality when the crimes of human trafficking and facilitation of unauthorised entry and residence have been committed.42 This perspective emphasises that migrants are people who do not deserve protection from prosecution. However, such judgement can only be established after an in-depth ‘individual status determination process’.43 Morris and Qureshi have suggested that in the UK, almost 70 per cent of people crossing the Channel by boat since 2018 would be granted asylum if their application were to be examined appropriately.44 As regards the EU, the United Nations High Commissioner for Refugees (UNHCR) has confirmed that although, among those coming from Africa to Europe by boat, there are migrants travelling for economic reasons, the most common countries of origin are ‘those affected by years of conflict and displacement, where human rights abuses are not uncommon, and some of the largest refugee and internal displacement crises due to conflict are in the East and Horn of Africa’.45 Despite this situation, no agreements have been concluded by the EU and the UK on asylum and migration because there has been a reduction in mutual trust between the EU and the UK since Brexit.46 It must be emphasised that in this area there had been UK disengagement even before Brexit, when, for example, the UK opted out from the recast of four asylum directives in 2011, because the Government was of the opinion that those directives did not give them any discretion in deciding the applicants who could be authorised to enter British territory, endangering the UK’s ability to reduce the number of asylum seekers, detect false claimants and control its external borders.47 Conversely, when it comes to cooperation against cross-border crimes, the UK has consistently played a crucial role48 and intends to maintain its significant involvement. This is demonstrated by the agreements that the UK has concluded with EU agencies.49 Before Brexit, an agreement between the EU and the UK that would include repressive measures against people smuggling was never considered as problematic. Since 2020, the principle of mutual trust has gained significant importance. For the UK to participate in police and judicial cooperation with the EU, it must uphold high standards in the protection of human rights. The EU has always accorded very high importance to mutual trust, which has been confirmed by the ruling of the Court of Justice of European Union (CJEU) that, in the name of mutual trust, national Constitutions can be set aside as it can be assumed that all EU Member States respect human rights in the same way.50 However, since the UK is no longer part of the Charter of Fundamental Rights, under Article 52(3) of which EU law is able to provide more extensive protection of human rights compared to the ECHR, the EU can no longer assume that the threshold for the protection of human rights will be high in the UK. Furthermore, the fact that the UK is adopting stringent laws on migration and asylum aggravates the situation, because lack of mutual trust may be caused by the fact that the UK may be proposing/ adopting laws incompatible with the ECHR and with the Charter. Lack of mutual trust caused by draconian legislation on asylum and migration can also endanger bilateral agreements, as EU Member States have to respect human rights as protected by the ECHR and by the Charter.

Recently, France and the UK have concluded a bilateral deal aimed at addressing small-boat crossings in the Channel that may be benefitting from the support of criminal organisations.51 The deal was agreed on 14 November 2022, but it lacks provisions that could facilitate the relocation of migrants upon disembarkation.52 The deal aims at preventing Channel crossings by focusing on smuggling. In the agreement, the Ministers of both countries ‘acknowledge that efforts cannot stop here and are committed to maintaining regular dialogue on what other innovative steps can be taken to address illegal migration at all levels’.53 However, they failed to take into consideration that a reduction in the number of legal routes tends to result in a higher number of migrants taking more dangerous journeys and ‘a need for emergency humanitarian assistance’.54 The UK also concluded a bilateral agreement with Greece in 2022.55 Its main purpose is the prevention of unlawful migration and the dismantling of migrant-smuggling networks. In terms of cooperation beyond criminal investigations, no further developments can be identified. The UK’s departure from the EU has left a vacuum in the protection of asylum seekers as the UK is no longer part of the CEAS or Eurodac.56 Eurodac is an information system that collects, transmits and compares fingerprints for the purpose of determining which EU Member State is responsible for examining an application for international protection lodged in a EU Member State by a third-country national or stateless person.57 Dublin III and the Eurodac database aim to prevent what is usually labelled ‘asylum shopping’, which refers to asylum seekers applying for refugee status in different EU Member States, as well as ‘refugees in orbit’, where no State takes responsibility for asylum claims.58 Through Dublin III and Eurodac, asylum seekers were distributed between EU Member States and the UK participated in the distribution. Now that the UK has left the CEAS, redistribution no longer takes place and the UK legislation has restricted access to legal routes. There is an emphasis in returning migrants to their countries of origin, rather than widening legal routes.

The EU and the UK should work together and try to find solutions by focusing on partnerships with third countries, opening legal routes, facilitating the return of migrants who have reached the UK unlawfully, seeking solutions that respect human rights, and at the same time improve the management of migration.59



IV.Undocumented Migrants in the UK Post-Brexit and Cooperation with the EU

Access to the UK has become very difficult for third-country nationals seeking asylum. The UK enacted the Nationality and Borders Act 2022. Part 3 of this Act focuses on immigration controls and on the fight against the smuggling of migrants. Section 40 of the Act creates two new offences of arriving in the UK without a valid entry clearance or electronic travel authorisation (ETA) where required, in addition to the existing offence of entering without leave.60 These offences cover all asylum claimants and refugees who arrive without the necessary entry clearance or ETA.61 Section 41 amends the facilitation offences in sections 25 and 25A of the Immigration Act 1971, raising the maximum penalty from 14 years’ to life imprisonment and removing the requirement of facilitation being ‘for gain’ in relation to section 25A. The Act distinguishes between legal and illegal migrants62 and asylum seekers belong to the latter category.

Furthermore, the Immigration Act 1971, section 28LA(1), as amended by section 45 of the Nationality and Borders Act 2022, expands current maritime enforcement powers enabling maritime enforcement action to take place outside of UK waters in order to detect, prevent, investigate and prosecute the illegal entry of migrants as well as its facilitation. It includes powers to require migrant vessels to leave UK waters as well as powers intending to support the disembarkation of non-compliant passengers in a non-UK Ports.63 An act is not considered to constitute assisting unlawful immigration if the act was done with the aim of assisting the migrant ‘at any time between the time when the assisted individual was first in danger or distress at sea, and the time when the assisted individual was delivered to a place of safety on land’.64 The vessels that can be subject to maritime enforcement actions are:


	a United Kingdom ship,

	a ship without nationality,

	a foreign ship,

	a ship registered under the law of a relevant territory ….65



and the enforcement powers can only be exercised ‘for the purpose of preventing, detecting, investigating or prosecuting a relevant offence’.66 This new offence was introduced because, since 2020, the assistance provided to unlawful migrants crossing the English Channel has increased.67 Criminal organisations have become more sophisticated, with smugglers ‘increasing the size of vessels used to facilitate illegal entry to the UK’.68 Therefore, the 2022 Act has strengthened the maritime enforcement powers by authorising investigation of the crime extraterritorially.

The 2022 Act has reinforced the externalisation of migration by widening the power of immigration officers beyond territorial waters. Migrants may not even be given the opportunity to report their smugglers, if they have committed crimes against them during their journeys, as their expulsion will be automatic if it is ascertained that they are unlawful. In addition, people entitled to asylum may not have the opportunity to claim it in the UK.

The Nationality and Borders Act was passed at the same time the UK was negotiating the UK–Rwanda treaty.69 This aimed to create a mechanism for relocating asylum seekers whose claims were not to be heard in the UK to Rwanda.70 Human Rights Watch described the deal between Rwanda and the UK as ‘cruel’ and added that ‘Rwanda’s appalling human rights record is well documented’.71 The UNHCR criticised the UK–Rwanda deal, as the Refugee Agency is against shifting asylum responsibilities to third countries.72 The UK–Rwanda deal has been described as ‘nothing other than mass deportation’.73 The ECtHR issued urgent interim relief in favour of an Iraqi national who travelled from Iraq to Turkey and then across Europe before reaching the UK by boat across the English Channel.74 Subsequently, he made an asylum claim in the UK, which was considered inadmissible, and was set to be relocated to Rwanda. The High Court refused to grant him an interim relief, an appeal was dismissed and the UK Supreme Court refused permission for an appeal. The ECtHR took into consideration the UNHCR report stating that asylum seekers transferred to Rwanda ‘will not have access to fair and efficient procedures for the determination of refugee status’.75 It also considered the High Court’s question, on whether Rwanda should be treated as a safe country, to be ‘irrational or based on insufficient enquiry’, and as giving ‘rise to “serious triable issues”’.76 Therefore, the ECtHR decided to grant an urgent interim relief on the basis of the fact that Rwanda could not guarantee and protect rights recognised by the ECHR, as Rwanda was not a State Party of the Convention and thus not legally bound by it. In addition, the interim relief was granted because of a mechanism allowing the return of the applicant to the UK ‘in the event of a successful merits challenge before the domestic courts’.77 Subsequently, the High Court dismissed the challenges against the UK Government but overturned the decision in each individual case, as asylum seekers were not given the opportunity to argue about the safety of Rwanda, were not permitted access to legal advice, and had only seven days to argue their case and five days to apply to the Court.78 The Court of Appeal, on the other hand, ruled by majority that the UK policy on Rwanda was unlawful because Rwanda was not a safe country and there was the real risk that the principle of non-refoulement could be breached.79 The Supreme Court agreed with the Court of Appeal, stating:


[W]e conclude that the Court of Appeal was correct to reverse the decision of the Divisional Court, and was entitled to find that there are substantial grounds for believing that the removal of the claimants to Rwanda would expose them to a real risk of ill-treatment by reason of refoulement. It was accordingly correct to hold that the Secretary of State’s policy is unlawful. The Secretary of State’s appeal is therefore dismissed.80



Following the Supreme Court’s ruling, the UK passed the Safety of Rwanda (Asylum and Immigration) Act 2024. The UK/Rwanda deal was replaced by a Treaty with the aim of preventing unlawful migration, as all migrants without the right to enter British territory were to be sent to Rwanda.81 The Act indicated the steps to be taken to consider Rwanda a safe country. For this purpose, s 1(3) of the Act stated that the Republic of Rwanda had agreed:


	not to send any persons removed from the UK to another country;

	to relocate individuals and return them to the UK following a request from the British Government;

	to improve ‘the system for the processing of protection claims by relocated individuals’;

	to treat relocated individuals equally, irrespective of the status that they are granted in the Republic of Rwanda;

	to provide legal assistance to individuals’ claims and appeals;

	to monitor independently that these provisions will be respected and ‘subject to a form of binding dispute settlement’.



Section 1(6) stated that the UK would act in compliance with the major international Conventions, including, amongst others, the Refugee Convention and the ECHR. However, the UNCHR stated that despite improvements introduced by the Act in relation to the establishment of a Treaty between the UK and Rwanda, there remained issues, as the asylum system did ‘not overcome continued procedural fairness and other protection gaps’ that could only be addressed by ‘long-term and fundamental engagement and changes in institutional culture’.82

Following the 2024 General Election, the Labour Government took the decision, in July, to cancel the Rwanda asylum scheme and repeal the 2024 Act, putting an end to any discussions on whether asylum seekers were to be sent there.83 No migrants were ever forcibly relocated to Rwanda under the policy, but a small number did relocate voluntarily. Denmark’s plan to transfer asylum seekers to Rwanda was also put on hold.84 Italy often refuses to allow rescued migrants to disembark, in a lengthy saga with the EU and its Member States that began in 2019.85 The Italian Government’s actions appear to be in violation of the law as, under international law, once migrants have been rescued, they have the right to be disembarked in a safe country, which, in this case, would be the country that conducted the rescue.86

As states impose stricter restrictions, criminal organisations are more likely to exploit migrants who are willing to take risks in pursuit of a better life.87 The UK is only targeting irregular migrants with restrictions. Parliament has also enacted the Illegal Immigration Act 2023, which establishes a duty for the Secretary of State to make arrangements to remove ‘certain persons who enter or arrive in the United Kingdom in breach of immigration control as soon as is reasonably practicable after their entry or arrival’.88 These restrictions have been adopted ‘to deter unlawful migration’.89 The title of the Act has negative connotations as it contributes to stereotyping all migrants who enter the UK irregularly, or who overstay, and presents them as deserving of punishment as criminals. However, further restricting access to British territory is likely to cause an increase in migrants trying to reach the UK irregularly, as it has been reported that increased maritime surveillance and the abolition of legal routes will not discourage people from trying to cross the Channel.90 With a reduction in the number of available legal routes for asylum, more people will try to cross the border by embarking on more dangerous journeys.91 Not only will they risk perishing along the way, they will also risk becoming victims of human trafficking. In September 2023, the Human Rights and Equalities Commission in Northern Ireland launched a legal challenge against the Act, as it neglects to protect the most vulnerable people, such as victims of human trafficking and children, and is therefore incompatible with the ECHR.92 In May 2024, a judge at Northern Ireland’s High Court ruled that parts of the Act should not apply in Northern Ireland because they were incompatible with the European Convention on Human Rights93 and caused a significant diminution of the rights enjoyed by asylum seekers residing in Northern Ireland under the terms of the Good Friday Agreement.94 As part of the EU Withdrawal Agreement, the UK Government is required to ensure that there is no diminution of certain human rights and equality protections contained within the Belfast (Good Friday) Agreement.95 Member States of the EU and the UK should cooperate to redistribute irregular migrants fairly and, where possible, give them the opportunity to legalise their status by granting them the right of residence if a claim can be made out.96 All EU Member States are considered safe countries by the Dublin Regulations (see section II of this chapter). Therefore, the UK and the EU should reach an agreement in order to redistribute asylum seekers and other migrants. The Confederation of British Industry has recently revealed that three-quarters of British companies have been impacted by labour shortages, which are threatening their ability to operate at full capacity.97 Lord Wolfson, a Conservative peer and a prominent Brexit advocate, affirmed that the Government should approach migration differently in order to attract more foreign workers into the UK to ease labour shortages.98 Legal routes could give many migrants the opportunity to travel regularly, gain a working visa, become employed and escape from a situation of vulnerability. The smuggling of migrants could be defeated by facilitating such policies, and the EU and the UK need to cooperate to achieve this result.



V.Conclusions

Migrant smuggling may only be defeated by effectively deterring migrants from reaching out to criminal organisations. Fighting the smuggling of migrants as a serious crime alone is currently not leading to its reduction. In fact, the adoption of a criminal justice approach simply means that smugglers are becoming ever more sophisticated. The Facilitation Directive and its implementation in the UK alongside the Dublin Regulations has created a hostile environment for migrants, which encourages undocumented migrants to seek out sophisticated networks to help them make their journeys. Only the Residence Permit Directive99 offers some protection to undocumented migrants and recognises their vulnerability. The EU has made return to country of origin a primary objective of its migration policies, as has the UK. However, the EU has only managed to conclude a small number of readmission agreements with third countries, which have had very limited success. In the five years leading up to Brexit, only one in three migrants ordered to leave the EU complied with the request, leading to a return rate from the EU to countries of origin of about 29 per cent. Problems in controlling migration and in the operation of the terms of the Dublin Agreement meant that the UK chose not to try to re-join the Dublin system post-Brexit. The TCA therefore contains no provisions on cooperation in asylum and immigration. There are only thin, non-binding commitments to ensure good management of migratory flows. One positive aspect of the TCA is that it has continued to facilitate cooperation with Europol and its European Migrant Smuggling Centre.

Post-Brexit, there are no longer safe and legal routes for asylum seekers, and the UK has experienced an unprecedented rise in arrivals by boat across the English Channel. Those wishing to be reunited with their families have no choice but to make the deadly journey. There is evidence that criminals have professionalised their activities. The UK and the EU need to work together to stamp out this practice. Post-Brexit there has a widening of the policy gap between the two. As the EU seeks to develop a new pact on migration and asylum aimed at addressing perceived imbalances in the Dublin Regulations, the UK has focused on creating a more hostile environment through the Nationality and Borders Act 2022 and the Illegal Migration Act 2023. Although the legislation is premised on there being safe and legal channels, ‘[t]here are no visa routes to enable people to claim asylum in the UK from overseas’.100 The UK’s agreement with Rwanda was heavily criticised as a breach of the UK’s international obligations. Although argued to be the UK’s answer to ‘taking back control of its borders’, it was deeply flawed, and there was no evidence that, even if it had become operational, it would have decreased the number of small-boat crossings.

The UK and the EU have deep economic, cultural, historical and political ties. The need for a comprehensive and balanced relationship has not diminished because of Brexit. Without an EU-wide agreement or bilateral agreements with neighbouring coastal states, the UK cannot remove individuals to EU Member States, leaving people in legal limbo and exposed to exploitation. Cooperation is in the interests of both the UK and EU, as both need to reduce the incentives to cross the English Channel on small boats. This cannot be done without creating safe and legal channels from the EU and a coherent policy on returns of third-country nationals. Such solutions will be much more stable if they respect the UK’s international obligations, including its commitment to protect human rights.

A way to achieve this objective is not to consider the arrival of smuggled migrants in Europe as an emergency that should be tackled by emergency measures. Agreements with third countries should rather concentrate on long-term policies that aim to prevent people from leaving their countries of origin and residence in the first place.
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Fighting Human Trafficking under the Trade and Cooperation Agreement
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I.Introduction

Trafficking in human beings is a transnational crime, often committed with the involvement of criminal groups operating beyond the reach of one national jurisdiction. As a result, cooperation across borders is vital to assuring effective investigation and prosecution of human traffickers.1 Yet, as highlighted by the Deputy Coordinator for Combating Human Trafficking of the Organization for Security and Cooperation in Europe, joint investigative efforts ‘are a gold standard and are systematically underused by countries’.2

The European Union (EU) and its Member States appear, in contrast, rather proactive in ensuring a high level of cooperation in trafficking cases. The EU has over the years developed an ‘ecosystem’ favourable to cooperation that can support the attainment of the globally recognised 4P framework of prevention, prosecution, protection and partnership.3 The Anti-Trafficking Coordinator embeds these objectives, defining the EU Strategy against trafficking.4 Next to general instruments and mechanisms applicable to other crimes, the EU has also adopted specific mechanisms, such as the Directive approximating the definition of the offence and the level of sanctions, and defining minimum rules on prevention and protection of trafficking victims.5 Trafficking in human beings has also always been among the priority areas identified for closer operational coordination since the launch of the EU policy cycle against serious and organised crime, also known as EMPACT.

Pre-Brexit, the United Kingdom (UK) had played a leading role in the development of the EU area of criminal justice,6 and was particularly active in cooperating with other EU Member States in combating trafficking, gaining invaluable expertise in the matter.7 With the UK’s withdrawal from the EU and the resulting shift in status at regional and global levels in anti-trafficking developments, it is important to consider the impact Brexit may have on operational cooperation in countering human trafficking. The Trade and Cooperation Agreement (TCA),8 combined with the Conventions developed within the Council of Europe, answered some concerns by maintaining certain highly appreciated mechanisms of cooperation. This is notably demonstrated by the UK’s continuous involvement in Joint Investigation Teams (JITs),9 pre-Brexit10 and post-Brexit,11 albeit on a different legal basis.12 Yet, despite such extensive cooperation, trafficking in human beings was not identified in the TCA as a field envisaged for closer thematic cooperation.13 Additionally, appraising the impact of Brexit and its consequences for operational cooperation in countering trafficking has not been particularly discussed in the literature,14 which is a gap that it is hoped this chapter will fill.

Whilst the TCA is a point of departure, many aspects may influence the EU–UK police cooperation in countering human trafficking. The post-Brexit political climate in the UK has led to an increased risk of human trafficking and modified trafficking patterns, as we will discuss in section II, requiring expanding cooperation with new partners more distant geographically than EU Member States. This does not cast aside the challenges faced – to maintain EU–UK operational cooperation, and in section III, we highlight three consequences of Brexit on counter-trafficking cooperation. We conclude by stressing that, while Brexit may so far have had a limited impact on the EU–UK cooperation thanks to the close pre-existing ties and mitigating measures, its main consequence might be a displacement of the UK authorities’ focus in favour of wider international cooperation, building upon their cooperation with the EU.



II.The Impact of the Post-Brexit Hostile Environment on Human Trafficking

Post-Brexit Britain has been politically marked by an increased emphasis on the notion of regaining sovereignty and control of national borders, leading to legal changes that further perpetuate the hostile immigration environment that pre-dated the UK’s departure from the EU.15 In this section, after describing such an environment, two significant changes to immigration law that are directly attributable to Brexit are analysed: first, the withdrawal of freedom of movement and its consequences for EU citizens living in the UK; and, second, the introduction of a points-based system for third-country nationals, also applicable to EU citizens post-Brexit. These two aspects have a direct (adverse) impact on the prevalence of the phenomenon in the UK, its patterns and ultimately on counter-trafficking police cooperation.


A.The Privileging of Immigration Enforcement Over Combating Human Trafficking

The pre-Brexit hostile immigration environment in the UK can be characterised by legislative measures requiring private actors, such as landlords and financial institutions, to carry out immigration ‘enforcement’ checks on third-country nationals.16 Employers were criminalised for employing workers who they had reasonable cause to believe were not permitted to work,17 and workers who were working without authorisation to do so faced the confiscation of their wages as proceeds of crime.18 Whilst these measures were likely to (further) exacerbate the vulnerability of those who were dependent on unscrupulous employers (traffickers) not just for work but also for accommodation,19 post-Brexit efforts to curb ‘illegal’ migration continue to take a toll on those who are the most in need of protection, and who, under international and regional law, are entitled to such support and assistance.

The hostile immigration environment has failed to reduce the unprecedented number of migrants seeking to enter the UK,20 often via unsafe routes and tragically, in some cases, leading to loss of life,21 exposing them to recruitment by organised criminal groups that would exploit them upon arrival in the UK. A lack of access to safe and legal migration routes particularly affects low-skilled migrants, as their vulnerability and risk of labour exploitation are increased. This is particularly the case where there is a shift towards illegal working in sectors characterised by a high demand for labour that may be fuelled by criminal networks who facilitate access to the job market and to the territory. Additionally, delays and deficiencies in the asylum system expose migrants to increased vulnerability upon their arrival in the UK, making them ideal targets for traffickers.22

Victims of trafficking face the risk of secondary victimisation, as the National Referral Mechanism has received unprecedented numbers of referrals from first-responder organisations. This leads to significant delays in potential victims’ receipt of conclusive grounds decisions and certainty as to the next steps in their recovery, rehabilitation and reintegration after their exploitation. Importantly, despite false claims in political discourse, the increased number of referrals is not due to abuse of the system, as demonstrated by acceptance rates above 80 per cent. However, assessment of victim status has been hampered by amendments introduced in January 2023 to the threshold for a ‘reasonable grounds’ decision, which has been followed by a reduction in referrals and an increase in negative reasonable grounds decisions.23 Of more urgent concern is the denial of access to protection and specialised support and assistance services for potential victims of modern slavery (including human trafficking). New provisions, introduced by the Immigration Act 2023, require the Secretary of State to disapply modern slavery protections to recognised victims where they have been found to arrive in the UK irregularly, and to order detention and deportation.24 The automatic disqualification of access to support and protection measures constitutes a violation of both the Council of Europe’s Convention on Action Against Trafficking in Human Beings and the European Convention on Human Rights,25 and represents significant backsliding as regards guaranteeing the access to support and assistance to which potential victims of exploitation are entitled.26

In that context, the legal implications of Brexit and the reality of trafficking in human beings in the UK is that the risk of exploitation and vulnerability to human trafficking, amongst European and third-country nationals alike, has undeniably been exacerbated by an increased precarity related to their migration status.



B.The Withdrawal of Freedom of Movement for EU Citizens

Pre-Brexit, EU citizens could benefit from the freedom of movement enshrined in Article 20 of the Treaty on the Functioning of the European Union (TFEU).27 It offered them legal access to the UK’s territory, as well as the possibility to stay for 90 days without registration and then secure a right of residence under conditions defined by EU law.28 It also guaranteed equal treatment of EU migrants working in the UK in relation to access to UK welfare benefits.29 The withdrawal of freedom of movement was progressively introduced, with a transition period that ran until 31 December 2020.30

Accepting that there have always been limitations to social and political rights associated with free movement,31 it is undeniable that the loss of rights protected under EU law greatly increases the insecurity and precarity of EU citizens who wish to remain in the UK post-Brexit. To date, the clearest example of this has been the way in which the application process for settled status and pre-settled status has been executed by the British authorities. Many EU citizens living in the UK had not completed the application process by the end of the transition period, leaving their long-term residence status uncertain, particularly affecting vulnerable persons.32 Despite the scrutiny of non-governmental organisations and Parliament,33 the backlog of cases still pending in 2023 has prolonged the uncertainty.34

With such uncertainty come many concerns related to increased vulnerability and EU citizens’ likelihood of becoming involved in informal or illegal structures, leading to an increased prevalence of sexual and labour exploitation.35 For example, EU migrant sex workers are left with no other option than to retreat further underground, given that a marked increase in arrests and deportations has been noted since the Brexit referendum in 2016.36 Where such uncertainty leads to exploitation and formal recognition of their status as victims of human trafficking, EU and EEA nationals who are not recognised by the UK authorities as having settled or pre-settled status are now worse off, as they can no longer rely on the rights protected under EU law, such as social benefits and access to local authority housing.37 With Brexit, an EEA national who is a victim of modern slavery but does not have settled or pre-settled status will now only be entitled to request discretionary leave to remain.38



C.The Introduction of a Points-based System

The situation of EU citizens was further impacted by the revision of the Immigration Rules in relation to work and student migration towards the end of 2020.39 Whilst it is contested that the revised work migration rules led to ‘few substantive changes to the old rules’,40 the revision has certainly had a significant impact on EU citizens. The points-based immigration system is now extended to include EU citizens as third-country nationals; and to be eligible for a visa, they must accumulate 70 points to be able to work in the UK, mandatory conditions requiring an offer of employment, at the required skill level, and the ability to speak English to a required standard.41

In the first instance, the eligibility criterion of the points-based system prevents EU citizens from receiving a visa if they are low-skilled, as they are excluded from the system, a point of concern for some due to the ‘increased risk of underpayment and exploitation’.42 Instead, the new Immigration Rules provide for concessions in only two sectors, namely, health and social care and agriculture. Outside of these sectors, EU citizens who may well satisfy two mandatory criteria of a job offer at a required skill level may face a further barrier if they do not speak English to a required level.43 All the criteria now erect a significant barrier to accessing the UK labour market; and even where exceptions apply, it does not mean that the composition of the EU labour force has been retained.

This is demonstrated by a dramatic drop in the number of EU workers coming to the UK, which has contributed to labour market shortages in certain sectors, including agriculture and health and care work.44 Recent trends indicate that sectors that would previously have had an EU workforce are now relying on third-country nationals from much further afield. For example, an increased number of construction workers now originate from Vietnam, whereas previously Romanian workers were prominent in this field.45 The impact of this shift towards a pool of workers who travel a greater distance for work is a greater reliance on intermediaries as recruiting agents or providers of labour. Concerns have been raised by industry experts that this global reach will lead to increased recruitment scams, whereby overseas recruitment agencies make false promises and charge high fees to workers, leading to an increased risk of workers arriving in debt.46

Restrictive immigration rules can fuel the trafficking industry, as it responds to a demand for low-skilled workers, and they can also place persons whose migration status is uncertain in a position of vulnerability, increasing their risk of being recruited by criminals operating transnationally. The evolution of trafficking patterns to and within the UK, partly due to the hostile migration environment and the loss of free movement for EU citizens, does not alter the fact that traffickers continue to operate across jurisdictions to recruit, transport and exploit their victims in different countries, including EU Member States and outside the EU. Counter-trafficking responses must take into account the need for coordinated investigations on a large scale47 and smooth police cooperation, which as result of Brexit, may present law enforcement authorities with some practical challenges.




III.The Practical Challenges Resulting from Brexit and their Mitigation

As the regime of police cooperation foreseen under the TCA, and its possible evolution, has already been commented upon in other contributions to this volume and in other publications,48 this section focuses on the practical challenges specific to police cooperation in the field of counter-trafficking, especially with a view to the added difficulties that have emerged in the post-Brexit context, as outlined in section II. In what follows, the objective is to ascertain whether the UK’s withdrawal from the EU and the resulting changes in the available modalities of police cooperation have had an impact on anti-trafficking efforts. We will discuss three points of attention: information exchange; legislative change; and informal cooperation.


A.New Arrangements to Support the Exchange of Information

The exchange of information is at the core of police cooperation and is crucial for the prevention, detection and investigation of criminal offences, especially those susceptible to having a cross-border dimension, such as human trafficking. The latter may often happen in a domestic manner, and 44 per cent of registered victims in the EU in 2021 came from the reporting country.49 Yet information exchange may help to detect victims transported from one country to another, or expose links with a perpetrator supervising and benefiting from their exploitation while living in a different country.

As noted at an early stage in the negotiations of the UK’s withdrawal, the loss of access to the Schengen Information System (SIS) was a concern. The system has been praised by law enforcement across the EU as being a very effective and efficient method of sharing information and alerts with limited procedural steps. The database contains not only alerts on suspects involved in, or perpetrators convicted for, trafficking offences, but also alerts on persons who are at risk of being trafficked (minors, vulnerable persons), sought (missing persons) or able to assist investigations (witnesses). These alerts are crucial for trafficking cases, notably considering the abuse of free movement by criminal groups to avoid detection.50 However, at the end of the transition period, the UK was ‘unplugged’ from SIS.

This did not mean that all methods and mechanisms to share information were lost, as the UK continues to have partial access to the Secure Information Exchange Network Application (SIENA), a protected communication platform open to law enforcement authorities within EU Member States and countries with which Europol has signed agreements or working arrangements, and the UK remains one of the biggest users of the platform.51

British authorities rapidly identified recourse to Interpol databases as an alternative to SIS,52 Despite assurances regarding the speed and efficiency of information exchange via Interpol, however, early reports and research demonstrate that it is a poor substitute. Interpol is reported as being slower, more clunky and as relying on more manual inputting than EU mechanisms. Law enforcement authorities located within the EU face more burdensome processing of the information as they have to place warrants and alerts on both SIS and Interpol databases.53 This process, referred to as ‘double keying’, appears to be mostly followed by law enforcement authorities from EU Member States, at least for the time being.54 In addition, the UK Government has been engaged in ‘boosting’ Interpol’s capacities,55 while the EU is negotiating a new cooperation agreement with the organisation, aiming notably at ensuring interoperability between some of the EU’s and Interpol’s databases, and opening access to Interpol’s databases to EU agencies.56 Yet the level and speed of exchange of information are not yet comparable to what was available before. The requirement for double keying may come with a pre-assessment of the potential cross-border dimension of the case,57 which is particularly problematic in cases of trafficking suspected of being (or treated as) purely domestic or as unlikely to present a cross-border dimension.

The consequences of Brexit are less perceptible with regard to the Prüm framework, allowing exchanges of information ‘through Member States granting each other access to their automated DNA analysis files, automated fingerprint identification systems and vehicle registration data’.58 Pre-Brexit, the UK adopted reforms to comply with the Council’s requests and obtained the right to join the Prüm framework.59 The TCA provided for the continued participation of the UK,60 allowing the EU and UK authorities to progress the connection of their respective databases. The added value of the UK’s participation in Prüm has been confirmed by practitioners not only in connection to counterterrorism and high-level serious organised crime, but also as regards crimes on a lesser scale,61 and participation in Prüm may be crucial in trafficking investigations, as DNA or fingerprints can constitute forensic evidence corroborating the victims’ testimonies.62 This is particularly important in the context of trafficking investigations that do not present a degree of seriousness requiring the mobilisation of advanced tools of cooperation. However, the EU is in the process of revising the Prüm framework, notably to update the technical operation of the system, integrate Europol as the holder of third-country-sourced biometric data, and add new categories of data, such as facial images.63 While in November 2023 negotiations were approaching their end, this forthcoming evolution may require an amendment of the TCA’s Title on Prüm (Article 541(1)) and reflects the ongoing evolution of the EU ‘ecosystem’, which may lead to a certain gap between the modalities of cooperation available to the UK and those applicable in the EU.



B.The Evolution of Counter-trafficking Legislation

Police cooperation in countering human trafficking may further be impacted by the evolution of the legal framework applicable to that offence. The UK and the EU are currently engaged, although at different stages, in a process of evaluation and modernisation of their respective legal frameworks. In the EU, in December 2022, the Commission proposed revising Directive 2011/36/EU on trafficking in human beings.64 Negotiations progressed quickly, as interinstitutional negotiations between the Council and the Parliament started in November 2023.65 At the same time, the UK has also been engaged in a process aiming at taking stock of the implementation of the Modern Slavery Act 2015.66 Such parallel processes may allow a certain level of convergence to be maintained between the applicable legislative frameworks, but they may also give rise to divergences.

First, the definitions of the purpose of exploitation, and the list of possible purposes identified by each legislator, present a similar evolution. The 2011 EU Directive had already expanded the list of the purposes of exploitation enshrined in previous EU instruments and international texts, and under Article 2(3) requires the Member States to criminalise these purposes as a minimum. Its evaluation pinpointed divergences among EU Member States,67 and led to the proposition that forced marriage and illegal adoption should be included in the list.68 The Council has supported such amendment, albeit with a slightly different formulation, and includes additional details in the Preamble to circumscribe the scope of the offence,69 while the Parliament has proposed several amendments further expanding the list to surrogacy for reproductive exploitation, exploitation of children in closed institutions, etc.70 In the UK, the Modern Slavery Act 2015 follows the list of purposes of exploitation enshrined in the Council of Europe’s Anti-Trafficking Convention and adds two other purposes, namely, securing services from children and securing services from vulnerable persons, that are sufficiently open to include all the purposes enshrined in the EU Directive.71 Yet similar reflections on the need to explicitly mention new rising forms of exploitation in the national legislation were echoed by experts, stressing the ‘value in considering the place of forced marriage and its intersection with trafficking and modern slavery’.72

Second, parallel evolutions can also be witnessed in relation to the criminalisation of clients buying services that are the object of exploitation with the knowledge that the person being exploited is a victim of trafficking. The EU Directive already mentioned this possibility but left a wide margin of discretionto the Member States, resulting in a very diverse legal landscape.73 The transposition of this provision in the UK demonstrates how equally divisive this issue is, with a diversity of legal regimes currently applicable in England and Wales, Northern Ireland and Scotland.74 The European Commission proposed a revision of the Directive’s provision, establishing an obligation for the Member States to criminalise such use of services.75 This proposal was not unanimously welcomed,76 and its sensitivity is reflected by the strong amendments proposed by both the Council77 and the Parliament.78 The final formulation of the text will have to be analysed, as legal divergences may have an impact on trafficking flows and patterns,79 as well as on police priorities and investigations. Furthermore, as the criminalisation of clients is a particularly sensitive issue for trafficking for the purpose of sexual exploitation, it has also an impact on trafficking for the purpose of labour exploitation, an area in which other EU legislative developments may further contribute to legislative discrepancies between the EU and the UK.

Lastly, further discrepancies may appear as the EU is engaged in a series of reforms in the field of social and labour laws that explicitly seek to reduce the risk of exploitation (including trafficking for the purpose of labour exploitation) of migrants who seek to access the EU labour market, and to ensure that Member States implement protection measures for those who are victims of exploitation.80 The former is a key objective of the recast Single Permit Directive 2011/98/EU81 and the latter is central to the assessment of the Employers’ Sanctions Directive 2009/52/EU.82 However, such legislative evolutions are still in their early days.



C.Informal Cooperation as a Safety Net

Operational cooperation often relies on informal mechanisms and networks, based on interpersonal contacts formed through common training, joint investigations, exchange of staff, etc. Mechanisms for cooperation in the EU, in which the UK often participated, offer additional occasions for law enforcement authorities to develop interpersonal contacts, in particular with units and services specialising in the countering of trafficking. The UK had also been engaged in a series of ad hoc bilateral forums of cooperation with some EU Member States,83 such as the Common Travel Area Forum, allowing Irish and British colleagues to develop ‘excellent cross-agency collaboration to tackle the trafficking of vulnerable people’.84

As a result, in the immediate post-Brexit context, British authorities could rely on long- and well-established interpersonal ties and a shared common history with their European counterparts to facilitate informal contacts.85 Some initiatives allow such informal contacts to be maintained. For example, the UK has established a Europol Liaison Bureau, in which the different police forces of the country are represented,86 thus facilitating direct and informal exchanges. Additionally, even though the UK can now only join a JIT at the invitation of an EU Member State, this evolution has not prevented the UK from remaining engaged in ongoing JITs.87 The UK also participated in Europe-wide coordinated actions days,88 including those set up in the context of EMPACT,89 recently turned into a permanent mechanism, in which third countries may participate in the operational implementation where appropriate, according to the identified threats and need.90

However, this has not prevented the appearance, post-Brexit, of new obstacles to informal cooperation. Staff mobility to new positions may contribute to the erosion of pre-existing informal networks and contacts. New administrative formalities have been reported, causing certain delays, notably for instruments substituting for European Arrest Warrants (EAWs) or European Investigation Orders (EIOs), transiting through different channels and/or requiring authorisations.91 Recent legislative developments may even lead to a certain gap between the modalities of cooperation available to the UK and those applicable in the EU. The adoption in May 2023 of a new EU Directive on the exchange of information between law enforcement authorities92 constitutes a relevant example. To facilitate direct exchange of information, it notably establishes a one-stop shop and time limits for processing and responding to requests (up to eight hours in case of urgent requests). The UK as a third country will not be able to benefit from these developments, potentially leading to a discrepancy in the modalities and speed of exchange of information, unless new arrangements are discussed under the TCA framework.

The obstacles and challenges discussed above could potentially be resolved through dialogue and negotiation of new arrangements. The TCA Specialised Committee on Law Enforcement and Judicial Cooperation could be a forum to address possible divergences and facilitate coordination between the UK and the EU; and the bilateral cooperation agreements between the UK and a Member State and/or the EU relevant agencies, possibilities foreseen under the TCA and EU law,93 could also help to mitigate the consequences of Brexit on police cooperation in countering trafficking.




IV.Conclusion

This chapter stressed how the UK’s efforts in seeking to maintain control of borders and tackle illegal migration constitute a false narrative. They may in fact have the opposite effect, by generating more opportunities for traffickers and criminal groups to engage in human trafficking and its closely related offence of human smuggling. Organised criminal groups conducting their activities across the UK and EU Member States remain active, justifying the need for sustained cooperation between the EU and the UK in countering trafficking.94 Against this backdrop, the consequences of Brexit on such cooperation are real but should not be overestimated, especially considering that the UK has established long-standing cooperation with the EU, its agencies and the EU Member States. The challenge, then, may rather be for the UK authorities to develop cooperation mechanisms with new countries of origin, informal ties and knowledge, as national authorities must seek cooperation with countries without knowing much about their legislation, regulation or even corruption risk. These evolutions do not undermine the need for cooperation with the EU, where EU Member States are facing similar challenges, notably in light of the war in Ukraine and the trafficking risks associated with the displacement of Ukrainian refugees.95

To compensate for the loss of access to EU information databases, and to access information from new countries of origin, the UK places an emphasis on boosting global operational cooperation, notably through the increasing use of Interpol databases. This is in line with the priorities of the EU, in terms both of countering human trafficking and of police cooperation more generally. The latest EU strategy on trafficking in human beings reiterates the importance of international cooperation,96 and the EU mobilises its foreign policy instruments and funding programmes to support specific counter-trafficking initiatives in countries of origin and transit. Additionally, the EU supports global operational cooperation, with its agencies being involved in worldwide coordinated investigations linked with EU operational plans;97 and the envisaged cooperation agreement between the EU and Interpol would also facilitate cooperation, potentially placing Europol as the single point of contact for cooperation with non-EU countries.

As for bilateral EU–UK counter-trafficking cooperation, even though EU citizens’ migration flows to the UK have reduced, such cooperation will remain a necessity, even if its modalities may evolve. It may shift to enhanced cooperation, for instance through the adoption of bilateral cooperation agreements reducing the formalities applicable between the UK and the specific EU Member States from which trafficking flows persist, and/or also investigating the activities of transnational organised criminal groups active in the UK. Counter-trafficking cooperation may also focus on knowledge exchange with EU Member States that have dealt with trafficking flows coming from countries such as Vietnam, now becoming predominant in the UK as countries of origin of trafficking victims. However, for both parties, a crucial element would be to ensure a level playing field, particularly with regard to the protection of victims’ rights and the prevention of trafficking.





*With special thanks to Colin Wards and Darryl Dixon for contributing their practical expertise and insights into the topics addressed in this chapter.
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A Green Brexit? Post-Brexit EU–UK Cooperation in the Fight against Environmental Crime

AGATHE PIQUET


I.Introduction

In July 2017, the then Secretary of State for the Department for Environment, Food and Rural Affairs, Michael Gove, made the promise of ‘delivering a Green Brexit’.1 This declared ambition was mostly a reaction to the growing fear among British society that Brexit would lead to some deregulation detrimental to the environment due to the United Kingdom’s (UK’s) leaving the European Union (EU) and its high environmental standards.2 While concerns were mostly expressed regarding the future of environmental issues in relation with agriculture, fisheries, food or industry, they also emerged in respect with the fight against environmental crime.

In its most restrictive and a minima definition,3 environmental crime covers any illegal activity that directly and seriously harms the environment, such as waste crime (eg, illegal trade in hazardous waste), wildlife crime (eg, illegal wildlife trade) and illegal resource extraction (eg, illegal logging, mining, fishing). Growing political attention is being paid to this form of crime at national and international levels, including at the EU one.4 Diverse EU legislative and operational tools at the crossroads of environmental policies and Justice and Home Affairs (JHA) have thus been developed over time to ensure that Member States are effectively protecting the environment through criminal investigations and prosecutions.

Following Brexit, some questioned whether the UK would maintain a strong alignment with the existing EU legislation and preserve its operational commitment with its European counterparts in the fight against environmental crime. The ‘Green Brexit’ promise made by the UK Government could have let one assume that the UK–EU cooperation on that issue would be only marginally impacted by the withdrawal from the EU. This expectation was reinforced by the political messages sent by the Government that Brexit would not affect internal security, as exemplified by the successive British ‘opt ins’ in EU judicial and police cooperation tools after the 2016 referendum, and the parallel attempt of British negotiators to preserve the status quo regarding the use and access to EU instruments, agencies and databases.5 Such cooperation appears even more valuable for the fight against environmental crime, predominantly framed as a transnational offence in its causes and consequences and as only efficiently dealt with through international exchanges of data and joint operations.6

However, at the same time, Brexit negotiations have led to some unprecedented politicisation of environmental issues with considerable uncertainty regarding the future of the EU acquis in UK legislation,7 and the UK is now a third country whose engagement in EU JHA has been reduced,8 as stipulated in Part Three of the Trade and Cooperation Agreement (TCA).9 Therefore, this chapter investigates the extent to which Brexit has impacted UK–EU cooperation in the fight against environmental crime despite the political statements about the continuity of previous coordination mechanisms and policies. Section II considers the EU legislative and operational frameworks and the pre-Brexit participation of the UK in these. Section III highlights how, echoing the strong concerns from civil society, UK officials attempted to maintain their presence in the existing EU arrangements and venues to preserve their cooperation with the EU and its Member States. Finally, in section IV this chapter tackles the limitations and difficulties UK–EU collaboration could face, and pays attention to three main challenges for the future relationship.



II.Environmental Crime, the EU and the UK

While acts that directly and seriously harm the environment are not new, they were defined as criminal offences by domestic and international laws only a few decades ago. In comparison, while the EU has been very active in the protection of the environment since the 1970s, it appears as a latecomer in the field of environmental crime in comparison with other international organisations, such as the United Nations or the Council of Europe.10

In 1998, the latter adopted a Convention on the protection of the environment through criminal law.11 Though innovative, as its objective was to criminalise acts causing or likely to cause environmental damage, the Convention never entered into force due to the insufficient number of national ratifications. Yet the discussions and intergovernmental negotiations created ‘greater political momentum for the proposal of a supranational criminal law instrument to counter environmental harm’.12 With the 1999 Erika oil spill, the political context became even more favourable for the European Commission to initiate legislative developments in the field. Reacting to this major environmental disaster, with more than 400 kilometres of French coastline being polluted by the wreckage of an oil tanker, the European Commission proposed in 2001 a Directive on the protection of the environment through criminal law.13 Although that text was withdrawn due to unprecedented institutional struggles with the Council on the appropriate legal basis,14 a similar Directive was nonetheless adopted in 2008. This 2008 Directive has become the primary EU instrument in the fight against environmental crime.15 The text aims to protect the environment by requiring Member States to approach specific breaches of EU environmental legislation through criminal law, that is, to ensure that these unlawful activities are criminal offences and that individuals perpetrating them are sanctioned by ‘effective, proportionate and dissuasive criminal penalties’.16 Even though the EU was not competent at that time to determine the type and the level of sanctions, the Directive still sought to approximate national criminal laws by setting minimum standards of environmental protection.

The EU acquis in that domain also includes the transposition of many major international texts, such as Regulation 3626/82 implementing the 1973 Convention on international trade in endangered species of wild fauna and flora (CITES);17 Directive 2005/35 integrating the international standards set by the 1973 Convention on the prevention of pollution from ships (MARPOL);18 or Regulation 1013/2006 implementing the 1989 Convention on the control of transboundary movements of hazardous wastes and their disposal (Basel Convention).19

Besides these legislative instruments, it is also worth paying attention to the diversity of ‘soft law’ tools developed by the European Commission over time to support the fight against environmental crime. One of them is the 2016 EU Action Plan against wildlife trafficking, with 32 measures to be jointly implemented by EU institutions and agencies and the Member States between 2016 and 2020.20 These 32 measures covered three main objectives: the prevention of wildlife trafficking; the enforcement of existing legislation; and the establishment of a more global approach by further engaging with source, transit and consumer countries. The European Commission has also funded various initiatives to improve the existing knowledge on environmental crime, to assess national and EU policies and activities, to facilitate the encounters between practitioners and to provide recommendations (eg, the European Union Action to Fight Environmental Crime (EFFACE) or the so-called AMBITUS project). The financial support of the European Commission in the creation and maintenance of the EU-TWIX database is of specific interest to illustrate the range of EU activities. Indeed, this database has been developed by Belgian Federal Police and the non-governmental organisation (NGO) TRAFFIC to boost the fight against illegal wildlife trade in Europe by facilitating cooperation and the exchange of information.21

Furthermore, the EU is funding collaborative initiatives, such as the Network for the Implementation and Enforcement of Environmental Law (IMPEL) that started its activities in 1992, the Environmental Crime Network (EnviCrimeNet) set up in 2011, the EU Forum of Judges for the Environment (EUFJE) and the European Network of Prosecutors for the Environment (ENPE), the last two both created in 2012. By respectively gathering regulators, law enforcement officers, judges or prosecutors, these networks aim to boost the exchange of information, experience and best practices in order to offer a common and better understanding of environmental crime and of how to fight it effectively, including at EU level.22

Interestingly, relevant EU agencies have also been participating in these initiatives.23 Both Europol and Eurojust are competent to deal with environmental crime, as made explicit by their respective Regulations.24 Over the last decade, the two agencies have increased their internal capacity and expanded their operations in this field, especially after environmental offences became a priority of the 2018–21 and 2022–25 EU multiannual cycles to tackle organised crime.

Within Europol, contrary to what exists for counterfeit crime, drug trafficking or migrant smuggling for instance, there is no specific unit dedicated to the fight against serious damages to the environment at the moment. Yet some officials are specialised in that topic, particularly within the Europol Analysis Project EnviCrime set up in 2017. Already in 2013, environmental offences had been identified by the agency as one of the ‘emerging threats, which require intensified monitoring’.25 Consequently, for more than 10 years now, Europol has produced analytical reports and sent early-warning notifications to national authorities on this subject. It also set up specific communities on that very topic within the Europol Platform for Experts, to disseminate knowledge on environmental crime and inform about how to fight it effectively. This EU agency also provides support to transnational and international investigations on wildlife crime, waste trafficking, marine pollution, etc through the coordination of the national seizures and exchanges, operational and strategic analysis, technical expertise and the deployment of experts on the spot.26 Furthermore, Europol facilitates the work undertaken by national authorities by liaising with a diversity of partners, including international organisations (eg, Interpol) and non-profit ones (eg, TRAFFIC, Wildlife Justice Commission). It is also collaborating with the EU networks mentioned above. For instance, Europol hosts the Secretariat of EnviCrimeNet, and together Europol and EnviCrimeNet launched the Intelligence Project on Environmental Crime (IPEC) in 2014 to improve knowledge of both green crime and green policing.

Similarly to Europol, Eurojust has over time acquired a degree of specialisation in environmental crime, and the contact point set up on that issue in 2014 has become a subgroup within Eurojust’s College. This institutional change reflects the growing prioritisation of serious damage to the environment within the agency since 2013, in reaction to the report produced that same year by Europol, and then in accordance with the EU multiannual cycles. That specialisation has not gone unnoticed by national authorities, which have used Eurojust intensively to facilitate coordination meetings and to support joint investigation teams. Over the past few years, Eurojust staff have therefore provided legal advice, resolved conflicts of jurisdiction, ensured the exchange of information and evidence, and helped national judicial authorities to coordinate their activities in many cases.27 In February 2023, for instance, the EU agency helped Italian and Germany authorities in setting up and funding a joint investigation team and coordinated a joint action leading to the arrest of 14 individuals suspected of illicit waste trafficking and 40 searches.28 Eurojust is also liaising with many different actors, including other EU agencies (Europol is often involved in Eurojust’s cases) and EU networks, such as ENPE and IMPEL, with which it has, for instance, organised joint conferences.

As a member of the EU, the UK had to comply with EU environmental requirements regarding environmental protection, and its domestic legislation has thus been intensively influenced by it. Directive 2008/99/EC is an interesting case study in that respect. As most of the environmental offences that Member States were required to criminalise were already legislated for in the UK before the Directive was adopted at EU level, no new national law resulted from this text, leading some scholars to analyse this process as an ‘informal transposition’29 through ‘very scattered pieces of legislation’.30

In addition, even though broadly speaking environmental crime was not among the top priorities of the UK Government nor of its law enforcement agencies,31 the country still acted as a driving force on some specific issues, particularly wildlife trafficking. For instance, in 2014 it organised a high-level international conference on illegal wildlife trade that led to the London Declaration with the proclaimed goal to end wildlife trafficking.32 It also funded various initiatives in that respect, including the EU-TWIX database, and attempted to strengthen EU action in that domain, suggesting, for instance, that the 2016 EU Action Plan on wildlife trafficking include provisions on the full and effective implementation of the CITES.33 British officials also engaged in cooperation with their European counterparts. They participated in different EU instruments, such as IMPEL, ENPE or EUFJE, of which the UK was a founding member.34 They also took an active part in Europol operations related to environmental offences, particularly once again on wildlife trafficking35 and animal abuse,36 and referred at least one environmental crime case to Eurojust.37 Taking into account these past developments during the UK’s membership, the withdrawal from the EU appeared to be a potential turning point for the future of the UK’s environmental protection and its cooperation with EU Member States and agencies.



III.Brexit – Green Opportunity or Green Threat?

The environment, just like JHA, was not particularly debated nor did it have any determining issues in the 2016 referendum, especially in comparison with the economy or migration. Nonetheless, both became more prominent during the Brexit process.

Environmental policies in the UK have been profoundly shaped by the period that witnessed the UK’s transition from the ‘Dirty Man of Europe’ in the 1970s, to a leading country on some green dossiers.38 Consequently, voices emerged, especially from civil society and NGOs, about the risk of weaker environmental standards now that the UK was able to diverge from EU norms, especially in reaction to the strong politicisation of EU ‘red tape’ and the attacks against EU environmental norms based on Eurosceptic and anti-environment narratives. In that respect, for example, in 2017, 13 environmental organisations (including WWF, Greenpeace, Client Earth) launched a manifesto for a ‘Greener UK’, asking the Government, inter alia, to maintain the benefits of existing EU environmental legislation.39

These concerns were extended to the topic of environmental crime, where they were coupled with and amplified by the voices of practitioners worried about losing access to EU tools, agencies and databases, and its detrimental effect on law enforcement and criminal justice.40 On that specific topic, a number of individual and collective actors publicly anticipated potential post-Brexit deregulation and, based on previous attempts to decriminalise low-level environmental offences,41 pushed the UK Government to preserve its alignment with the EU and to keep cooperating with it.42

The Government aimed to appease these concerns with the promise of a ‘Green Brexit’. Indeed, Brexiteers were keen to introduce Brexit as an unprecedented opportunity, a ‘once-in-a-lifetime-change’,43 to achieve higher environmental standards that could not be reached within the EU. While retaining direct EU environmental legislation and EU-derived measures in domestic law, in 2018 the Government published a 25-year Environment Plan,44 which included specific provisions on the political engagement to further prevent wildlife trade and waste crime.

At the same time, the Government tried to address public unease regarding internal security through the vision of a ‘Secure Brexit’ together with the ‘Take back control’ slogan, with the goal of enabling the UK to control who and what entered and exited its national territory. To achieve this goal, successive governments intended to maximise the UK’s access to EU cooperation mechanisms and instruments. That option was discarded by EU negotiators as the UK refused to accept the jurisdiction of the Court of Justice of the European Union since it was no longer a Member State of the EU.45 Nevertheless, the successive British opt ins to EU instruments before the start of the transition period, then Title V of the Withdrawal Agreement46 and finally Part Three of the TCA still enabled some cooperation and exchange of information between the UK and the EU, including through Europol and Eurojust. Though not the exact continuity that applied previously, this arrangement still reflects the shared interests of the UK and the EU to fight crime together, including serious damage to the environment.

Indeed, since the UK’s departure from the EU, British officials have taken part in several operations coordinated and supported by Europol to fight environmental crime. They contributed to the successive annual LAKE Operations, targeting glass-eel trafficking between 2019 and 2023,47 and participated in coordinated seizures of illegal pesticides with 28 other European countries.48 No specific data on Eurojust environmental crime cases involving the UK are publicly available. Nonetheless, the growing number of cases involving the EU agency, and the high number of new cases, coordination meetings and joint investigation teams in which the UK has been participating over the past few years,49 allow us to assume that British authorities have been party to several of them.

This seems even more plausible taking into account the continuation of British membership of several relevant EU instruments on that topic. Even though no longer a member of the EU, the UK is still participating in networks such as ENPE, EUFJE and IMPEL, and contributing to and funding the EU-TWIX database. Put together, this demonstrates a strong commitment from British authorities to keep exchanging and engaging with their European counterparts on a form of crime that is mainly framed as cross-border.

It should also be recalled that in addition to EU venues, British officials can exchange data and cooperate with European authorities at the international level. This includes Interpol, the international police organisation, the purpose of which is to connect police officers and enable them to work together. Following the loss of its direct access to Europol’s Information System or to the Schengen Information System (SIS II), the UK has identified Interpol’s I-24/7 database as a relevant alternative to mitigate the post-Brexit situation.50 The Interpol channel is of particular interest with regard to environmental crime, as the organisation has over time acquired a strong expertise in this regard and has developed new capacities, setting up working groups and dedicated committees as early as the 1990s.51 Interpol has also coordinated international investigations on that topic, the most important probably being the Thunder operations organised every year by Interpol and the World Customs Organisation as global crackdowns to enforce the CITES. The annual Thunder investigations have involved EU Member States and Europol, and the UK is still participating in these joint operations and even funding them, independently from its relations with the EU.52

Consequently, Brexit could be interpreted as having a limited impact on UK–EU cooperation in the fight against environmental crime in accordance with the promises made by British decision makers. Yet a more nuanced picture is needed in order to fully capture the implications of the withdrawal from the EU on this specific topic.



IV.Assessing the EU–UK Post-Brexit Cooperation

Beyond the apparent continuity, some potential changes in UK–EU cooperation can be anticipated due to three main factors.

The first one relates to the legal framework. The TCA and the retained environmental EU law for the time being limit the divergence between the UK and EU Member States, including on the definition and approach to environmental crime. Yet this situation could evolve in the coming years due to parallel legislative developments happening in the EU and in the UK.

On the EU side, as part of the EU Green Deal Agenda, a Directive on the protection of the environment through criminal law was adopted in April 2024, replacing the 2008 Directive.53 The new Directive brings changes to what is covered by ‘environmental’ crime, with new categories of offences added to the nine pre-existing ones (eg, illegal timber trade, illegal ship recycling, or serious breaches of EU chemicals legislation) that preceded Brexit. The 2024 Directive also requires more severe penalties for ‘qualified criminal offences’ to cover widespread and substantial damage caused to the environment, with an explicit reference to ‘ecocide’, a still very much debated notion at international level. Yet this crime does not exist in UK legislation, even though an ‘Ecocide Bill’ was introduced in the House of Lords in November 2023,54 while a similar proposal was lodged in the Scottish Parliament one year later.55 Furthermore, the 2024 Directive adds clarity to what constitutes an environmental offence, and to that end sets up some qualitative and quantitative thresholds that did not exist in the 2008 Directive, which was copy-pasted into UK law. Finally, the 2024 Directive introduces new provisions on minimum prison time and fine levels to dissuade such conduct effectively and to ensure approximation between national laws, elements that do not appear in the ‘zombified’56 version of EU legislation retained in UK legislation and that raise concerns about potential legal divergence between the EU and the UK.57

An additional challenge is that the divergence from EU definitions, standards and norms could increase further in the future, also due to a possible UK legislative evolution. While the initial decision to retain more than 1,000 EU environmental laws in domestic legislation was met with strong support from environmental groups and activists, recent discussions about the future of these rules and regulations have reactivated fears about post-Brexit environmental deterioration. During the debates about the Retained EU Law (Revocation and Reform) Bill, the commitment from the Government to retain those direct EU norms and EU-derived rules necessary to fulfil parallel international obligations could be interpreted as meaning that the environmental acquis would remain untouched.58 This argument was strengthened by the final decision of the Government in May 2023 not to remove any important component of the environmental legislation introduced by the EU.59 Nevertheless, some environmental groups and activists, such as Wildlife and Countryside Link,60 Client Earth61 or Greener UK,62 have expressed their concerns over possible future environmental deregulation based on past decisions of the Government to cut the budgets of environmental agencies and units (including the Department for Environment Food and Rural Affairs, National Parks and the National Wildlife Crime Unit of the Metropolitan Police), as well as governmental failures to comply with the Environment Act 2021 and the limited ambitions set by the Retained EU Law Bill.63 Although the position of the recently elected Labour Government leaves open the question of regulatory alignment with the EU, these signals have been interpreted as demonstrating political willingness to diverge from the EU acquis, probably in the longer term, which could hinder cooperation between UK and EU officials on issues such as the fight against environmental crime.

Indeed, while differences in terms of definitions and sanctions do not fully prevent international cooperation, they do tend to complicate any exchange of information, coordinating action or the setting up of joint investigations. As highlighted by Colantoni et al,


the absence of shared consensus on what constitutes an environmental crime, at least in the EU, is likely the greatest obstacle to the fight against such offenses … it prevents the alignment of enforcement strategies along common lines, the gathering of data and the establishment of standards – it is indeed rather complicated to consolidate information, if there is no mutual clarity among the sectors and players involved.64



The absence of a common definition also impacts operational cooperation, with, for instance, the use of advanced investigating techniques (eg, wiretapping) to fight environmental crime allowed in some countries and not in others, complicating joint operations and, at a later stage, national prosecutions.65

Second, UK–EU cooperation in the fight against environmental crime could suffer as a result of the current post-Brexit arrangements in the field of police and judicial cooperation, especially regarding Europol and Eurojust. While the UK has concluded a Working Arrangement with Europol and has posted a liaison prosecutor at Eurojust, by becoming a third country it lost some of the privileges reserved to EU Member States. As showed in section II, the current provisions have not made cooperation between UK and EU officials impossible, and the United States is a very relevant example of how a third country can contribute and benefit from the activities of EU agencies. Nevertheless, while it will be harder for British officials to preserve their influence and their operational engagement, and to maintain similar access to the data collected by their EU counterparts, now that they have left the EU, and this loss will not be fully mitigated by their participation in other venues.

On the one hand, the different European practitioner networks dedicated to environmental crime (IMPEL, EUFJE, ENPE) favour the sharing of information and experiences and facilitate the establishment of contacts and of trust that are key to most operational cooperation dimensions. These exchanges, however, remain strongly dependent upon individuals’ willingness due to these networks’ limited internal capacity. As a result, the exchange of operational data and the launch of joint investigations emerge as bi-products of these formats of cooperation rather than as part of their primary goal.

On the other hand, the access of British officials to Interpol has not been impacted by Brexit and appeared as a relevant alternative venue for the Home Office to engage in multilateral cooperation with EU Member States. This is why, in addition to UK officials’ now being strongly pushed to enter their data in Interpol databases, the Home Office is also encouraging the authorities of EU Member States to do the same in order for the UK to keep access to EU data in the name of shared interests. Yet this requires police officers of EU Member States to enter their data twice, once in EU databases and then in Interpol ones. Consequently, doubts have emerged as to the willingness and capacity of European law enforcement to duplicate efforts, as entering data has proved to be quite time-consuming for them and demands some familiarity with an additional information system, something already difficult to achieve with the Europol one.66 Such uncertainty could thus to some extent affect the multilateral engagement of the UK with EU Member States.

Third, international cooperation to fight environmental crime is facilitated when a specialist unit or service exists and has staff who have acquired the required expertise and have access to enough financial and technical resources to deal mainly or exclusively with serious damage to the environment. Such specialisation reflects the importance and priority granted to environmental crime at the political and organisational levels, and is key to implementing international, regional and national legislation. This is because dealing with green crimes requires extensive practical knowledge of the diversity of environmental offences and their detection, given that they are often at the crossroads of licit and illicit economies, difficult to identify and to prove, and require liaison with a multiplicity of interlocutors (environmental agencies, veterinary services, etc). Consequently, the existence of a service or unit devoted to this form of crime puts together the resources required to tackle environmental crime and acts as the principal or unique action and contact point for external partners, including international ones.67

Such specialisation already exists in several EU Member States (eg, in Spain, Italy, France) and is strongly supported by EU institutions. For example, it was highlighted as good practice in the final report on the mutual evaluations on environmental crime led by the Council between 2016 and 2019.68 In addition, Europol, Eurojust and the European Union Agency for Law Enforcement Training (CEPOL) also offer some training to national officials to support their specialisation and provide them with the expertise required to empower them and make them visible interlocutors for their European counterparts. Moreover, two articles in the 2024 Directive on environmental crime (Articles 17 and 18) now aim at ensuring that the relevant national competent authorities are trained, specialised and are granted the necessary human, financial, technical and technological resources to perform their activities by EU Member States.

The limited influence of EU soft power through recommendations, funding and training, and the legal divergence now that the UK has withdrawn from the EU have created uncertainty about the future of police specialisation on environmental crime, a political situation that is rendered more complicated given the difficult economic context faced by the UK. While there are no courts or tribunals specialising in environmental offences in the UK, some wildlife liaison officers or crime officers exist in certain police forces (Police Scotland, West Yorkshire Police, Police Service of Northern Ireland, etc). Further, the National Wildlife Crime Intelligence Unit (later the National Wildlife Crime Unit) was created in 2004 within the Metropolitan Police, to coordinate enforcement activity, collect intelligence and produce analytical reports. Although this unique Unit had limited human (fewer than 15 staff) and financial resources (less than £500,000 per year), its existence and funding were repeatedly put into question by the Government in the recent years, and the lack of public funding had to be partly compensated for by an NGO, World Animal Protection.69 However, in June 2024 the Metropolitan Police announced the cutting back of the National Wildlife Crime Unit as part of the ‘New Met for London plan’, and the disbandment of this small but well-respected unit was met with strong criticism from civil society and NGOs.70 Indeed, the closing down of this Unit could be detrimental to any future environmental law enforcement specialisation and hamper cooperation with EU national authorities, whose officers are encouraged to enhance their skills and knowledge in this area.

In conclusion, environmental crime was not one of the most salient issues during the referendum campaign, the negotiations of the Withdrawal Agreement or the negotiations regarding the TCA. Nonetheless, it is at the crossroads of two major concerns of citizens, the protection of the environment and that of internal security, with fears being expressed by civil society and practitioners about the future UK–EU arrangements and cooperation on that topic. The outcome of the negotiations, at first sight, suggests some degree of continuity, from both a legislative and an operational perspective. This is because, in addition to preserving the EU environmental acquis in domestic legislation, UK officials have been willing to maintain their past operational commitment within multilateral venues, notably within relevant EU agencies and professional networks, playing a key role in the fight against environmental crime. Nonetheless, current arrangements do not exactly replicate pre-Brexit instruments regarding data exchange and joint operations, and challenges could appear in the long run. This scenario will strongly depend on the priority granted to the preservation of the environment in the UK, to the political willingness to keep upgrading domestic legislation and dedicated structures, and to the capacity of the UK and the EU to avoid diverging from each other and hampering future cooperation.
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Cybercrime in the TCA: Reduced Cooperation in an Environment of Regulatory Divergence?

BENJAMIN FARRAND


I.Introduction

If there is one form of criminal activity that is not limited by physical proximity, borders or jurisdictions, it is cybercrime. Cybercrime is a considerable threat to the economy and well-being of individuals, as well as to the profitability of private business and security of critical infrastructures. From ransomware attacks against critical infrastructure in the United States (US), such as the Colonial Pipeline incident that left the East Coast with limited power supplies for a week until normal operations were restored,1 to the massive increases in identify theft, phishing and fraudulent text messages harming consumers in the United Kingdom (UK) during the Covid pandemic,2 cybercrime is a phenomenon that has significant implications for both the public and private sectors, individuals, companies and states. The purpose of this chapter is to explore how the EU regulates cybercrime, how relations between the EU and UK in tackling cybercrime have changed as a result of the UK’s withdrawal from the EU and revised cooperation under the Trade and Cooperation Agreement (TCA),3 and the potential pitfalls that continued cooperation faces.

In the discussion of cybercrime, it will also be necessary to briefly discuss cybersecurity. Cybercrime and cybersecurity are intertwined in such a way that speaking about one without the other is difficult, and even counterproductive. That there is no universally accepted definition of ‘cybercrime’ is acknowledged by numerous academics,4 which is also true of cybersecurity.5 However, what can be clearly stated is that cybercrime constitutes the offensive side of this relationship, with cybersecurity representing the defensive side that seeks to prevent or mitigate the consequences of cybercrime, such as in the case of ensuring resilience (cybersecurity) against attacks on information systems (cybercrime). Cybersecurity, as this chapter will discuss, must be incorporated into analysis to truly understand the impact on EU–UK cybercrime cooperation. This is perhaps unsurprising, given that scholarly and policy focus on these issues transcends disciplinary boundaries and legal jurisdictions, with all the complexities that arise as a result.6 In order to understand the place of cybercrime and cybersecurity in the TCA, this chapter will use the definitions arising from the EU’s policy initiatives in this field. This will be expanded upon in the next section, but cybercrime for the purpose of this chapter refers to ‘a broad range of different criminal activities where computers and information systems are involved either as a primary tool or a primary target’.7

This chapter is structured as follows: section II details the position on combating cybercrime and ensuring cybersecurity pre-Brexit, providing an overview of the relevant legislative frameworks, the nature of cooperation between Member States, and the fundamental role of bodies such as Europol and its European Cybercrime Centre, EC3; it details the ongoing cooperative efforts on joined-up cybersecurity and cybercrime initiatives, working with bodies such as the European Union Agency for Cybersecurity, ENISA.8 Section III considers the current threat landscape and emerging trends in cybercrime, which have necessitated greater levels of cooperation and information sharing, before considering the cooperation provided for under the TCA. The final substantive section of the paper (section IV) explores the problems for continued cooperation in this field, considering the impacts of reduced data sharing and strategic leadership, as well as the potential for increased regulatory divergence on issues such as human rights and data protection generally, through to substantive cybercrime laws specifically.



II.The EU Approach to Cybercrime and Cybersecurity in the Context of International Cooperation

Since the negotiations over the Cybercrime Convention began in the late 1990s,9 cooperation in combating cybercrime has been predicated on the understanding that it is largely a transnational and borderless phenomenon, often involving two or more jurisdictions.10 For this reason, much of the work in this field has been in harmonising to an extent the criminal laws of states at a minimal level so as to ensure that cross-border investigation, arrest and prosecution might be facilitated.11 The Cybercrime Convention was in essence a first step in this process, providing for states party to ensure that, at a minimum, attacks against information systems,12 acts of computer-facilitated fraud13 and certain forms of content14 (often considered the movement of traditional ‘offline’ crimes to the ‘online’ environment)15 were criminalised. The EU had already recognised the concerns raised by the potential for the Internet to be used for criminal purposes in the mid-1990s, with the European Council’s Tampere Conclusions in 1999 stating that action needed to be taken to tackle ‘high-tech crimes’ through the establishment of common definitions and sanctions.16

The EU began work on this process of minimal harmonisation, focused on common definitions and minimum sanctions, operating under the then-Third Pillar of Justice and Home Affairs (JHA), implementing Framework Decisions on attacks on information systems,17 on combating fraud and counterfeiting of non-cash means of payment,18 and on combating the sexual abuse and sexual exploitation of children and child pornography.19 Subsequent to the Cybercrime Convention Additional Protocol that focused on the criminalisation of acts of a racist and xenophobic nature committed through computer systems,20 the EU then implemented an additional Framework Decision criminalising hate speech in the form of racism and xenophobia.21 After the entry into force of the Treaty of Lisbon,22 the EU has developed criminal law competences that have allowed it to legislate in areas of identified concern,23 and the regulation of cybercrimes in the EU has expanded beyond these initial actions. This has included the transposition of Framework Decisions into updated and codified Directives on attacks against information systems,24 fraud and counterfeiting of means of non-cash payment,25 and on child sexual exploitation.26 Furthermore, the EU implemented a Directive on combating terrorism,27 which made clear at recital 10 that the glorification and justification of terrorism online should also be considered an offence, with Article 5 of the Directive stating that Member States should take necessary measures to ensure that public provocations to commit a terrorist offence, ‘whether online or offline’, should be punishable as criminal offences. This had the impact of expanding the types of content offence that the EU sought to harmonise in the field of cybercrime, developing a position as an international actor in cybercrime and cybersecurity policies,28 albeit one demonstrating significant difficulties in achieving a cohesive and coherent cybercrime approach.29

This was in fact a problem that the EU itself identified, and which the Commission made clear in a 2007 Communication.30 The EU identified effective cooperation across borders as essential in the fight against cybercrime, noting a lack of engagement between national authorities,31 which was seen as impeding speedy responses to cyberthreats. Europol was deemed as being central to the improvement of this coordination, with the establishment of the European Cybercrime Centre, or EC3, as a Europol unit in 2012.32 As the Communication stated, EC3 was to deal with cybercrimes committed by organised crime groups (including where they were engaging in online acts of fraud), where there was serious harm to individuals such as that inflicted by child sexual abuse and exploitation, or where cyberattacks were made against critical information systems of infrastructure within the EU.33 It would help to combat these forms of criminal activity through information pooling and sharing, concentrating expertise and thereby assisting in Member State capacity building, providing support to national cybercrime investigations and engaging with other relevant stakeholders, such as civil society, researchers, private sector investigators and external organisations like Interpol.34

The Joint Cybercrime Action Taskforce, or J-CAT, was quickly established by EC3, with an initial pilot beginning in September 2014. The Taskforce was initiated by Member States Austria, France, Germany, Italy, the Netherlands, Spain and the UK, working in cooperation with Canada and the US, as a means of coordinating international investigations by both developing strategies as well as coordinating operational responses.35 J-CAT has been considered to be an effective unit, particularly due to the agility and responsiveness facilitated by the semi-formalised network organisation and the ability to circumvent impediments imposed by strict legal or bureaucratic processes.36 Indeed, one potential indicator of its success as a cooperation mechanism is that, despite beginning as a six-month-long pilot project, J-CAT still exists a decade later, with an expanded membership.37 Europol has also formalised cooperation with other EU cyber-agencies,38 including ENISA, the EU’s cybersecurity agency;39 CERT-EU, the Computer Emergency Response Team for the EU institutions, bodies and agencies;40 and the European Defence Agency, intended to protect the Union from external threats by developing capabilities in the field of crisis management.41 This cooperation is centred on the understanding that ‘cybercrime’ and ‘cybersecurity’42 are not strictly delimited fields,43 but particularly when considering that attacks on information systems and computer-facilitated fraud are inextricably linked, and that the lines between ‘public’ and ‘private’, as well as ‘internal security’ and ‘external defence’, are inherently blurred when dealing with malicious cyber-activities.44 For this reason, the development of expertise and sharing of practices is provided for in Article 3 of the Memorandum of Understanding, in the form of information exchange, education and training, cyber-exercises, technical and strategic cooperation, as well as ‘any other areas identified as mutually important’. The tackling of cybercrime in the EU, then, has been predicated on effective cooperation across borders in an environment of minimal harmonisation. However, as will be discussed in section III, due to the highly uncertain threat landscape, there is a considerable desire on the part of the EU to go further in response to cyber-threats.



III.Cybercrime and the TCA: Reduced Cooperation in the Face of a Broader, More Varied Threat Landscape

The perception of an increasingly threatening digital environment and the blurring of the types of actors engaging in a widening range of offences occurring online have in turn led to a sense of vulnerability on the part of the EU in the context of its broader ‘poly-crisis’.45 In a Communication from 2016,46 written in the wake of Russia’s actions in Crimea and concerns over disinformation being propagated in the online ecosystem, the EU considered that the EU was vulnerable to hybrid threats, comprising


[t]he mixture of coercive and subversive activity, conventional and unconventional methods (ie diplomatic, military, economic, technological), which can be used in a coordinated manner by state or non-state actors to achieve specific objectives while remaining below the threshold of formally declared warfare.47



In this context, the EU considered that it required a strategic framework for EU initiatives on cybersecurity and cybercrime,48 which the von der Leyen Commission has sought to realise through its priority area ‘Promoting Our European Way of Life’.49 Cybercrime features prominently in the EU’s Security Union Strategy, with the Commission noting that ‘cyber-attacks and cybercrime continue to rise’50 and reiterating the increasingly complex threat landscape, with the blurring of boundaries between crimes committed by organised crime groups and malicious actions by foreign powers, as well as the blurring of lines between physical and digital spaces.51

So what are some of these threats? If we return to the three broad categories of attacks against information systems, online fraud and content offences, we have seen significant shifts in the threats posed since the adoption of the Cybercrime Convention, and particularly over the past five years. Attacks against information systems have become more sophisticated, ranging from attacks against infrastructure by states, such as those alleged to have been made by Russia in the context of its aggression against Ukraine, with knock-on effects on service provision in EU Member States,52 to ransomware attacks perpetrated by professional organised crime groups either directly for personal profit53 or as ‘cybercrime as a service’,54 in which the perpetrators do not choose the target themselves but instead operate as a service provider on behalf of a third party. Furthermore, attacks are made not only against the intended target but also upon different organisations in that target’s supply chain, allowing for multiple firms to be subject to ransom demands.55 These attacks, often demanding transfers of cryptocurrencies for the decryption of infected files, have been estimated as resulting in payments of over USD $400 million between 2019 and 2020, a year-on-year increase of 300 per cent.56 The increased move to remote/hybrid working and increased time spent online for both professional and personal reasons as a result of Covid-19 have also been pointed to by Europol as a reason behind the increased incidence of cybercrime.57

On the topic of cryptocurrencies, online fraud perpetuated through their use has continued to accelerate,58 with high-profile scams and losses becoming typical of cryptocurrency exchanges, in addition to their use in laundering proceeds of crime.59 Cryptocurrencies have also become a value-transfer medium of choice in facilitating other forms of fraud, such as investor fraud, business email compromise and CEO fraud,60 increasing substantially while fraud such as ‘card not present’ schemes have levelled off in comparison.61 They have also been identified by Europol as the main way in which financial transfers are made in the context of child sexual abuse material,62 the presence of which continues to increase on the Dark Web.63 For this particularly insidious and harmful type of content, successful identification of the sources, perpetrators and Dark Web networks is utterly dependent upon effective private-sector and police cooperation, expertise pooling and data exchange, as well as ensuring careful debriefing and counselling for investigators.64 Europol gives the example of the takedown of the Boystown sexual abuse website, which, it argues, was only possible as the result of cooperation within Europol, as well as externally with partners such as Australia, Canada and the US.65

It is somewhat unfortunate, then, that just when increased cooperation and collaboration are deemed essential in combating a vast array of different cyber threats, the UK has had to renegotiate its relationship with the EU agencies and institutions involved in combating cybercrime. In comparison to some other areas, however, the understanding that continued cooperation is imperative in combating cybercrime and ensuring cybersecurity appears to have had some influence in the shaping of the TCA. Title II of Part Four of the Agreement (which covers ‘thematic cooperation’) is dedicated to cybersecurity, with Article 703 stating:


The parties shall endeavour to establish a regular dialogue in order to exchange information about relevant policy developments, including in relation to international security, security of emerging technologies, internet governance, cybersecurity, cyber defence and cybercrime.



Furthermore, Article 704 encourages cooperation in areas of mutual interest, through sharing of best practices and other ‘cooperative practical actions’,66 and cooperation with each other in international venues both to strengthen global resilience to cyberthreats and to assist third countries in improving their effectiveness in fighting cybercrime.67 Similarly, the UK may upon invitation be permitted to cooperate voluntarily with CERT-EU upon approval by its Steering Board under Article 705, with the Cooperation Group established under the NIS Directive under Article 706 and with ENISA under Article 707. Cooperation Group engagement is based around information exchange, particularly around standards of best practice, security exercises, emergent risks and incidents, training and education, and research and development; whereas ENISA engagement is based upon invitations to participate in specific activities relating to capacity building, knowledge and information provision, and awareness raising.68 Interestingly, this engagement will be dependent upon a financial contribution and the drawing up of working arrangements by ENISA’s Management Board,69 with any exchange of information being considered purely voluntary.70 At the time of writing, there is no evidence indicating whether these forms of cooperation have been pursued by the UK.

Given the importance of cooperation in combating cybercrime, activity that transcends traditional boundaries and borders, the relatively few substantive (aspirational, even) provisions dedicated to the topic in the TCA appear to represent a significant reduction in cooperation at a time when these threats are becoming more present in the minds of policy makers. Along with other areas of Europol cooperation governed under the general provision of Article 522 of the TCA,71 operational engagement with Europol in the context of cybercrime72 is provided for under Article 564, with cooperation being limited to the exchange of information such as specialist knowledge, general situation reports, the results of strategic analysis, information on criminal investigation procedures, participation in training, and the provision of advice and support in individual criminal investigations.73 The UK has now concluded Working Arrangements for the cooperation of national authorities with Europol,74 and while some cooperation is better than none, it is nevertheless a significant reduction in comparison to what was available before.



IV.Problems for the Future and How to Prevent them?

As Arnell et al stated, ‘the high level and intricate nature of cooperation between EU Member States was lost to the UK. Its maintenance was impossible. … [yet] a somewhat reassuring degree of cooperation and information exchange subsists under the TCA’.75 That the UK can cooperate with Europol is positive, and the TCA provides for liaisons and points of contact, making that cooperation easier than would otherwise be the case.76 Similarly, the UK continues to participate in J-CAT in a similar manner to states such as the US, which is also positive, given the effectiveness of J-CAT identified in section II. Similarly, engagement with ENISA is rendered feasible by the TCA, if at a somewhat basic level at present, with potential benefits for operational engagement, should opportunities arise. The UK has always been more enthusiastic about cybercrime cooperation than cooperation in other fields: even when pursuing opt outs from a variety of JHA instruments, the UK nevertheless continued to participate in all activities relating to cybercrime and cybersecurity.77 However, at the level of strategy, a gap is more discernible, to the detriment of both the UK and EU. The UK, for example, has been a driver of an ‘intelligence-led policing’ approach to criminal investigations in Europe,78 and was highly influential in the EU’s strategic approach to cybercrime and cybersecurity.79 Indeed, UK representatives frequently held leadership positions in taskforces such as J-CAT, as well as leading on European Multidisciplinary Platforms Against Criminal Threats projects,80 meaning that while there have been significant losses for the UK as discussed, the EU also suffers as a result of reduced strategic leadership.

Potential regulatory divergence also presents possible risks for ongoing cooperation, or even for pursuing stronger links in the future. At the more general level, continued cooperation on security matters broadly is dependent upon respect for principles of democracy and the rule of law, as well as adherence to human rights laws.81 Should the UK announce an intention to withdraw from the European Convention on Human Rights, Article 692 of the TCA permits the EU to terminate all law enforcement and judicial cooperation with the UK. To this extent, the TCA is dependent on the UK’s continued participation in the European Convention,82 and while there is nothing to suggest at this point in time that the UK will withdraw from it, the previous Conservative Government implied that it would ‘consider’ it in response to backbench Conservative MPs urging it in order to take actions in the context of immigration that would otherwise be in breach of Convention obligations.83 While this is nevertheless unlikely to happen,84 should this change, continued cooperation would not be possible. With the election of the Labour Government in July 2024, at the time of writing, there is nothing to suggest that this withdrawal from the Convention is likely to take place.

Similarly, continued cooperation and data flows are dependent on the UK’s maintenance of its data protection adequacy position,85 which is subject to regular review by the EU.86 Europol cooperation is subject to strict requirements regarding the use of personal data,87 and should the UK no longer found to be ‘adequate’ in its data protection policies, it may find that it is no longer part of the ‘European privacy family’.88 It is worth noting that the previous UK Government had expressed a desire to move away from the EU’s ‘overly cautious’ data protection rules,89 which could present a significant hurdle for either continued or deepening cooperation. Mazzi et al have argued that the proposed changes will have negative impacts upon data subjects’ rights and harm prevention, and bring into question the regulatory and accountability dimensions of data protection law in the UK, which may in turn result in a potential loss of adequacy status.90 It would be recommended for this reason that the UK Government think carefully about its reforms to existing data protection rules, or risk potential suspension of police cooperation in this area. At the time of writing, the Labour Government has proposed a Data (Use and Access) Bill,91 which proposes modest reforms to existing data protection rules but does not relax existing controls over the use of personal data, meaning that the UK is currently unlikely to lose its adequacy status.

In terms of specific rules concerning cybercrime and cybersecurity, risks of divergence are also becoming greater. While the UK has implemented the Framework Decision on Racism and Xenophobia, as well as the Directives on attacks against information systems and child abuse online, questions arise as to whether Directive 2019/713 was incorporated into UK law. Under initial proposals for the Retained EU Law (Revocation and Reform) Bill, in clause 1, all retained EU law would have been revoked, unless a relevant national authority specifically specified retention (or assimilation, as referred to in clause 6) or implemented regulations to restate those laws before the end of 2023.92 However, with the provisions of the Retained EU Law (Revocation and Reform) Act 2023 being significantly watered down in this respect, with only legislation explicitly listed in schedule 1 being revoked, cybercrime legislation was not rolled back, although areas for divergence in the future remain. As discussed briefly in section II on cybersecurity, the EU has passed the new NIS2 Directive,93 as well as the EU Cybersecurity Act, neither of which was adopted in the UK, and both of which some commentators have suggested represent approaches that the UK may not see as being in its interests.94 The previous UK Government has proposed an update to its existing NIS Regulations,95 which, dependent upon their content, could also make cooperation with ENISA more difficult, should they represent a significant divergence. We are also seeing distinct divergences in the approach to the handling of illegal content in the EU and UK, with the EU’s adopting a distinct ‘regulated self-regulation’ approach under the Digital Services Act,96 in which service providers such as online platforms have retained existing immunity from liability provisions in exchange for judiciously moving to remove illegal content, with additional accountability and oversight mechanisms.97 In comparison, the UK has approved the Online Safety Act,98 which is much more prescriptive in terms of the obligations and forms of illegal content to be tackled, as well as the liabilities of both the platforms and their managers in the event that illegal content is not sufficiently handled.99 Should the substance of criminal laws significantly diverge, as well as the processes and procedures by which liability is imposed (or not) for private sector action, this may in turn make future cooperation difficult to realise.100



V.Conclusions

If there is one thing that this chapter has intended to demonstrate, it is that preventing cybercrime and ensuring cybersecurity are mutually reinforcing pillars of security more broadly, and fields of activity where cross-border cooperation, investigation and information sharing are essential. Since the late 1990s, states and the private sector have recognised cybercrime as constituting a transnational threat, in terms both of its origins and of its effects. Measures adopted by the EU have therefore focused on harmonising the substance of laws relating to cybercrime to make mutual assistance and cooperation possible, as well as providing for the establishment of agencies dedicated to effective intelligence and best-practice-led initiatives to provide for collective security. Europol’s EC3 and ENISA are two examples of agencies set up to provide for this cooperation and collaboration, of which the UK has historically been both a strategic driver and operational leader.

Brexit, however, has reduced the scope of cooperation afforded through Europol and ENISA, with considerable downsides for both the EU and the UK. While the TCA provides for what cooperation is possible for a third country with EU agencies, such as through Europol Working Arrangements and continued cooperation through J-CAT, it remains to be seen how effective cooperation will be in the future. The potential for significant regulatory divergences in the fields of human rights and data protection in the UK could impact upon the consideration of the UK as subscribing to fundamental principles of democracy and the rule of law, as well as meeting the adequacy standards for the protection of data subjects. Specific initiatives launched by the UK Government could bring both into question. Furthermore, in terms of cybercrime and security substance, there is the potential for increased divergence as a result of distinct approaches to issues such as platform liability currently being adopted by the UK and EU, which could make certain forms of operational cooperation more difficult to realise. However, compared to the risk that the Law Enforcement and Judicial Cooperation chapter of the TCA could be suspended altogether as the result of regulatory drift on the part of the UK, even these questions of cybercrime substance become secondary. In order to maintain collaborative links, it is suggested that the UK should rethink regulatory reforms that take it out of the ‘European privacy family’, as well as taking up the opportunities to engage with ENISA, CERT-EU and the Cooperation Group on the basis of mutual interests in combating cybercrime and ensuring cybersecurity.
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Understanding the Impact of Brexit on Police and Judicial Cooperation: Can Operational Deficits be Addressed in the Future?

GEMMA DAVIES AND HELENA CARRAPICO


I.Introduction

The risks to the public had the United Kingdom (UK) left the European Union (EU) without any ‘deal’, causing all police and judicial cooperation to come to an immediate halt at midnight on 31 December 2020, would have been catastrophic.1 The signing of the Trade and Cooperation Agreement (TCA)2 only weeks before the end of the transition period meant that Part Three prevented the worst of the ‘cliff-edge’ consequences.3 Early academic writings demonstrate that Part Three of the TCA has provided a good level of continuity in cooperation between the UK and EU.4 As analysed by different authors in this edited volume, the UK and EU continue to exchange criminal records, DNA, and fingerprint and air passenger data using almost identical rules and processes.5 The comprehensive provisions on surrender/extradition have ensured that the process remained very familiar to those used to working with the European Arrest Warrant (EAW) and required very little amendment to domestic legislation.6 Importantly, continued cooperation with Europol and Eurojust means that for most practitioners, their work has carried on seamlessly.7 Whilst a generous transition period was needed for the UK to transform its technical capabilities to conform with new rules in relation to exchange of information, almost all aspects of the TCA are now fully operational and working as envisaged by the drafters.8

Throughout this edited volume, the authors’ research has demonstrated that whilst the drafting of Part Three can be partly categorised as a political success story, the success of its implementation owes much to the dedication of practitioners working in the field. Numerous chapters repeatedly revealed the exceptional efforts made by practitioners and criminal justice organisations to ensure that strong working relationships continued.9 Overwhelmingly, the focus has been on continuing to work together to ‘get the job done’.10 Trust between practitioners, notwithstanding the fraught political relationship, has astoundingly remained high.11 This volume, however, also highlighted that, despite the apparent success of the TCA and its implementation, cooperation between the UK and the EU has undergone a ‘downgrade’ since Brexit. Section II of this chapter explores the nature and extent of this ‘downgrade’. We map the key operational deficits and their impact. Brexit has led, at its worst, to impunity for serious crime. We demonstrate why evidencing the risks subsequently created for the public is challenging. The impact of Brexit in this area is often hidden and ‘unknowable’. This does not mean that the impact is not real and that operational deficits should not be addressed wherever possible.

Understanding the impact of Part Three of the TCA is vital to addressing operational deficits. The TCA is due to be reviewed in 2026, and in section III of this chapter we set out what we believe the priorities should be for the future enhancement of the relationship between the UK and the EU. Section IV acknowledges the legal and political limitations surrounding the 2026 review. Overall, we hope that this edited volume has pointed at the need for a comprehensive and ambitious review to ameliorate current risks to public safety; a timid approach would be a missed opportunity to understand and address the operational deficits caused by Brexit.



II.Summary – TCA Implementation Challenges in Police and Judicial Cooperation


A.Information Sharing

Title II of Part Three of the TCA provides for the automated exchange of DNA and fingerprint and vehicle registration data, and the provisions closely replicate the Prüm rules.12 After a successful evaluation, the EU confirmed the UK was complying with most of the relevant TCA provisions.13 However, the UK has so far indicated that it is not ready to be evaluated regarding the exchange of vehicle registration data.14 This is not a Brexit loss, as the UK has never completed its technical preparations to build the vehicle registration data component of the Prüm system. Nevertheless, access to this part of Prüm can help police pursue foreign-registered vehicles of interest to law enforcement.15 There was a 24.9 per cent increase in the number of vehicles stolen across England and Wales in 2022.16 The UK National Vehicle Crime Intelligence Service, which manages three UK ports, identified £2.96 million worth of stolen vehicles in only the first nine months of 2021, destined primarily for Cyprus or Africa. This was a 112 per cent increase in comparison with the previous year.17 The UK should develop its technical capabilities so that it can be evaluated and begin to share vehicle registration data with EU Member States, as already provided for in the TCA, as soon as possible.

Access to passenger name records (PNRs) for air travel departing from the EU is also importantly provided for in Title III of Part Three of the TCA, with rules that largely reflect the EU PNR Directive, although without the same oversight mechanisms.18 However, there is one significant caveat. There is a new proviso that the UK must now delete PNR data of passengers after they depart the UK, unless objective evidence can be provided that certain passengers present a risk in terms of fighting terrorism and serious crime.19 The deleting of data is an operational disadvantage and makes it more difficult to cross-check the names of persons of interest and their associates against historical flight data.

The National Police Chiefs’ Council (NPCC) set out clearly the operational importance of access to the Second-Generation Schengen Information System (SIS II) in evidence to the House of Lords European Union Committee at an early stage of the Brexit negotiations:


It provides the ability to understand whether somebody is wanted in another country, whether they are missing, whether the vehicle they are driving is stolen and so on. It is critical in allowing officers on the street to make decisions (for instance in relation to custody) to safeguard the welfare of people across the country.20



Despite its importance, the UK lost access to SIS II. Around 40,000 alerts on dangerous criminals and wanted suspects had to be deleted at the end of December 2020. Similarly, 5.7 million alerts originating from the UK were deleted at the end of 2021.21 Early in the Brexit negotiations, law enforcement agencies accepted that they needed to mitigate against the loss of access to SIS II. The Interpol database I-24/7 was the only viable alternative system for circulating international alerts. There have been several problems with relying on I-24/7. First, it is not integrated into the police national computer (PNC). This means that, unlike with SIS II, there is no seamless integration. Both systems cannot be checked simultaneously. Similarly, alerts cannot automatically be circulated without separately putting them into both systems. This requires ‘double keying’ of information. Finally, there was, initially, a lack of I-24/7 licences and limited knowledge of the system.22 To prepare for the impact of losing SIS II, the NPCC established the International Crime Cooperation Centre (ICCC), which was funded by the Home Office, to support and advise UK officers to make better use of the available international instruments. An extra 6,000 I-24/7 licences were also purchased. The ICCC’s network of regional Single Point of Contacts (SPOCs) worked with forces across the UK to increase training on the use of international tools, including I-24/7, and provided 24-hour support. Force control rooms and custody staff were also trained to conduct I-24/7 checks.23 Since Brexit, alerts and circulations generated in the UK are now created on the PNC. A secondary form is then completed and sent to the National Crime Agency’s (NCA’s) UK International Crime Bureau, where it is subsequently uploaded to the I-24/7 system. In 2021, this process was partly automated, using smart forms to limit the issue of double keying. Processes have improved since December 2020, and the time delay between receiving information and ensuring it is available on the PNC is now down to hours.24 Overall, the UK’s attempts to mitigate the loss of SIS II may be categorised as successful. However, the systems for sharing alerts are still not automatic and simultaneous, as was the case before the UK left the EU.

The successful use of I-24/7 requires reciprocity from EU partners. The UK is dependent on the creation of alerts and circulations on both SIS II and I-24/7 by law enforcement in EU countries. The UK has spent time persuading EU agencies to ‘double key’.25 Many states have responded well, but others less so. If a state is not consistently engaging in double keying, the operational consequence is that a criminal wanted throughout the EU on an EAW could travel to the UK undetected, if this information has not been dually circulated on I-24/7 as a red (wanted) notice. The degree of operational blindness that has resulted is unknown, as it is difficult to ascertain whether the UK has missed vital information to which it would have had access pre-Brexit.26 The number of red notices coming through Interpol is said to be about 90 per cent of the number that were previously received through SIS II, and so it is hoped that the UK has been successful in persuading most EU Member States to use Interpol.27 It is nevertheless very challenging to demonstrate the impact of a negative.

To resolve the problem of double keying permanently, the UK has been developing the International Law Enforcement Alert Platform (I-LEAP). Once in operation, this will provide a single platform – accessible via handheld devices – for UK law enforcement to access both the PNC and Interpol data. Phase one allows direct and real-time connection to Interpol data, which includes facial images on subjects of interest associated with Interpol notices and diffusions.28 Successful roll outs are already underway. In phase two, the hope is to provide access to international partners, which will allow real-time sharing of alerts in the same way as SIS II does, but this technology is still in the early stage of development.29



B.Cooperation with EU Agencies

Although the UK used to take part in the activities of multiple EU agencies working in the broad field of police and judicial cooperation (such as the European Union Drugs Agency and the EUIPO),30 the TCA maintained access only to Europol and Eurojust.31 Whilst the TCA provided for continued cooperation with both these agencies, there has been a degree of adaptation on the UK side to working on the sidelines of these institutions. In particular, the UK no longer sits on their management committees and has lost strategic influence.32 In the case of Europol, UK officers cannot be employed in Europol’s Operational and Analysis Centre, which may lead to a loss of expertise in the long term for both the UK and the EU.33 The UK has also lost partial access to intelligence information available to only EU Member States via the secure messaging service SIENA.34 The UK can no longer initiate or lead a Joint Investigation Team (JIT).35 Overall, officers have reported that police cooperation continues to take place at a similar level as pre-Brexit, but that this cooperation is now more resource-intensive given the necessary investment in bilateral relations. Regarding Eurojust, the UK is represented by a Liaison Prosecutor, supported by a team of up to five assistants. Participation in Eurojust operational meetings depends on the approval of the national members involved, which has not posed any major challenges for the UK to date. Although statistics show a slight decrease in UK activity within Eurojust, this reduction has been minimal, and the 2020 and 2021 figures were likely impacted by the pandemic.36 In fact, the latest annual report shows an upwards trend in the number of coordination meetings initiated by the UK. Whilst overall cooperation with Europol and Eurojust has continued seamlessly for most practitioners, the long-term impact of loss of strategic influence, loss of expertise and loss of training opportunities may develop over time.



C.Mutual Legal Assistance

The UK no longer participates in the European Investigation Order. Police and judicial authorities must obtain assistance through a Council of Europe 1959 Convention with some supplementation.37 There is evidence that falling back on an outdated mutual legal assistance mechanism has made obtaining evidence more difficult post-Brexit, although further research is needed. Second, the domestic legislation of some EU Member States has created barriers to obtaining police-to-police cooperation, despite the signing of the TCA.38 Sharing information with the UK may now require the approval of a prosecutor in the requested state, which means exchanges are now slower and the likelihood of refusal is increased. It also means that investigations are more time- and resource-intensive for the police.39 The UK is attempting to mitigate this impact through bilateral negotiations with individual EU Member States.40 The UK has signed over 20 bilateral declarations with EU Member States since 2021, which make reference to enhancing police and judicial cooperation.41 For example, the UK is currently negotiating a law enforcement cooperation agreement with Belgium, which aims to improve cross-border surveillance, data collection and sharing, and to encourage UK and Belgian teams to tackle serious and organised crime jointly.42



D.Extradition

The UK can no longer extradite nationals from ten EU Member States and has limited ability to do so regarding three further states.43 This has led to impunity for serious offences.44 Dual criminality must be demonstrated in every surrender case, and some states have reintroduced a political offence exception.45 After Brexit, there has been an increase in appeals caused by legal uncertainty and an increase in requests for assurances.46 The Court of Justice of the European Union (CJEU) has made it clear that the UK no longer benefits from mutual trust.47

The Covid-19 pandemic significantly impacted extradition and has made it difficult to draw conclusions from comparison of data from before and after Brexit. There is no central record of the number of people the UK has been unable to obtain through surrender because of leaving the EAW.48 When the UK is unable to request surrender for a known offender, or surrender is refused, prosecutors may request a formal transfer of proceedings.49 The TCA provides that states in these circumstances are obliged to consider a domestic prosecution. There are no formal rules that govern transfer of proceedings in the TCA. In practice, transferring prosecutions has proved very difficult, and the authors of this volume are aware of no successful transfer of proceedings to date.50 There is also no mechanism in the TCA to replicate the suite of Framework Decisions that facilitated transfer of custodial sentence, pre-trial bail or probation supervision between EU Member States.51 Some Member States will surrender to the UK only temporarily and require nationals to be returned to serve their sentence. Without any rules governing the operation of temporary transfer, this process has been complex and time-consuming.

One of the most significant operational deficits caused by Brexit is the loss of the ability to circulate arrest warrants through SIS II. An EU Member State must now circulate an EAW through SIS II and, in addition, create a separate arrest warrant under the TCA (TCAAW), which it then circulates through Interpol’s I-24/7 database. If an EU Member State is not uploading wanted notices to I-24/7, as well as to SIS II, then the operational consequence is that a criminal wanted throughout the EU on an EAW could travel to the UK undetected. Furthermore, TCAAWs are certified by courts in EU Member States only if there is a clear connection to the UK. This is not as effective as circulation through SIS II and decreases the likelihood of detection and prosecution of fugitives.52 Demonstrating the significance of the impact is, however, difficult. Surrender figures are not yet a reliable mechanism for comparing post- and pre-Brexit surrender rates. If there are examples of dangerous individuals who would have been arrested on an EAW but have not been picked up under a TACAW, this is not in the public domain. Nevertheless, front-line officers have reported that the loss of the ability to circulate speculative warrants, as was possible with the EAW, has had a real impact on the number of people who have been identified and prosecuted.53




III.Enhancing Cooperation between the UK and the EU in the Future

The TCA captures essential elements of police and judicial cooperation and instruments as they existed in December 2020. It is, therefore, not a living document but rather a snapshot in time. As technology develops and new crime threats emerge, both the UK and the EU will continue to develop new tools and update existing ones. Neither side will benefit from any new developments in EU and UK criminal law, and their cooperation capabilities could quickly become left behind. Even the tools available under the TCA may become obsolete, as EU Regulations and Directives are amended or become redundant, and the UK may paradoxically find itself in a position of having to align with EU law that it had no say in developing.54 The UK will not benefit from any future developments within the EU without further amendment to the TCA. The UK Government should seek further development of the governance structures of the TCA to ensure greater transparency and accountability, as well as introducing political mechanisms that will enable the TCA to evolve in parallel with UK and EU domestic changes to police and judicial cooperation instruments over time.55 This would need to be accomplished in a way that avoids extracting parts of EU criminal law from the EU’s institutional framework.56


A.Information Sharing

Even as the TCA was being negotiated, new developments were already occurring. In 2019, the EU signed an agreement to create a new database containing the past convictions of third-country nationals, called ECRIS-TCN. Once operational, the database will enable EU law enforcement, prosecutors and judges to find information on previous convictions of non-EU nationals.57 The UK opted in to this measure whilst in the EU but exited before its implementation. The TCA, however, does not provide for access to ECRIS-TCN, as it is a centralised (rather than decentralised) database. The UK will be able to access such information only by making bilateral requests to Member States for data about third-country nationals. Making individual requests is resource-intensive and liable to result in blind spots. Access to ECRIS-TCN would be a significant operational benefit to the UK, and the UK should seek to negotiate access to the system so that UK law enforcement may have a complete picture of the criminal record of any third-country national who has spent time in the EU before entering the UK.58

The EU is also working towards a programme of interoperability of its large-scale IT systems.59 The EU plans to make currently decentralised systems centralised and interoperable.60 This process has already started for Prüm, which will connect to the centralised information systems. This will make the overall system more powerful and efficient, allowing authorities to consult multiple databases with ease. As Prüm II expands the categories of data exchange, it will be possible to share facial images, drivers’ licences and police records, which would create the most extensive biometric surveillance infrastructure in the world. The proposals were agreed in March 2024 with the aim of promoting security, but the provisions have been criticised as creating serious risks for citizens’ fundamental rights.61 The proposed Regulation also provides for the creation of a new architecture that allows for easier and faster exchange of data between Member States. Centralisation is also planned for other databases, such as PNR. If Prüm and PNR become centralised, amendments to the TCA may be required for the UK to continue to have access to fingerprints, DNA and air passenger data.62 The TCA foresees this and refers to future amendment. If Prüm is substantially amended, or ‘is in the process of being amended substantially’, the EU may notify the UK that it wishes to agree a formal amendment through the Specialised Committee for Law Enforcement and Judicial Cooperation. This notification will trigger a nine-month period of consultation, extendable for a further nine months, which could lead to suspension of cooperation if no agreement is reached.63 Access to DNA, fingerprints and PNRs is a vital resource for the UK, and it is important that discussions take place as early as possible. Discussions internal to the UK are also important, as biometrics is a devolved matter in Scotland, and a joint UK position would need to be agreed before negotiations with the EU commence.64

The EU is also planning to further develop SIS II, the largest data infrastructure supporting police cooperation and border controls in the EU.65 Soon additional biometric data, including photographs, fingerprints, palm prints and DNA, will be available to police in EU Member States. This expansion will assist in the circulation of preventative alerts aimed at protecting vulnerable persons and disrupting terrorist activity,66 from which the UK will not benefit. It is unlikely the UK will have access to SIS II in the near future, given the EU’s position that access to this system must be reserved for EU Member States only.67 However, one of the biggest impacts from the loss of SIS II is the inability to circulate arrest warrants to all EU Member States.68 There is no legal reason why Europol could not upload TACAWs to SIS II on behalf of the UK. This would mean that, if there was a risk that a wanted person had left the UK, a warrant could be issued to all EU Member States immediately. This proposal would mitigate the risk that law enforcement in EU Member States might not have equivalent access to Interpol’s I-24/7 as they do to SIS II.69 This is in keeping with the Political Declaration, which stated that


[t]he Parties should consider further arrangements appropriate to the United Kingdom’s future status for data exchange, such as exchange of information on wanted or missing persons and objects … with the view to delivering capabilities that, in so far as is technically and legally possible, and considered necessary and in both Parties’ interests, approximate those enabled by relevant Union Mechanisms.70



Another way of remedying the loss of capability created by the UK’s leaving SIS II would be for the EU to agree to connecting Member States to the I-LEAP platform.71 This could be a longer-term, stable solution to the problem. The Commission proposal in 2022 of a Regulation on a framework for reciprocal access to security-related information for front-line officers between the EU and third countries offers a legally stable way forward for the UK as a third country.72



B.Mutual Legal Assistance

Further research is needed to understand the impact of the loss of the European Investigation Order on evidence and information exchange between the UK and all 27 EU Member States. There are reports that evidence exchange is taking longer and police-to-police exchange of information faces greater legal barriers in some cases.73 As mentioned in section II.C, the UK and the EU are now operating under the provisions of the European Convention on Mutual Assistance in Criminal Matters, which was ratified in 1959, with limited supplementation. This treaty has long been recognised as being slow and out-of-date.74

The problems that law enforcement agencies have faced accessing electronic evidence (e-evidence) stored in a foreign jurisdiction are well documented.75 The EU and the Council of Europe have developed legal instruments designed to simplify access to e-evidence and, in some instances, grant law enforcement the authority to directly request information from Internet service providers in other countries, bypassing the formal mutual legal assistance process. There are two pieces of recent EU legislation that provide for this direct law enforcement–service provider access to e-evidence between EU countries.76 These provisions are referred to as the e-evidence package.77 Although the UK opted in to the EU’s e-evidence package before Brexit, this set of instruments is not provided for in the TCA. The UK should seek to negotiate an agreement on access to e-evidence now that the EU has finalised its own internal rules.78 The EU has already opened negotiations with the United States, which should pave the way for UK–EU cooperation in this area.79 This is particularly important, as the Council of Europe measure – the Second Protocol to the Budapest Convention – has significant limitations in its efficacy and reach.80



C.Cooperation with Europol

Whilst it was inevitable that the UK’s participation in Europol, as a third country, would be more limited than it was as a Member State, overall, cooperation with Europol is reported to be very good.81 Practitioners are, however, concerned about the impact of the inability of UK police officers to be employed within the Operational and Analysis Centre, and the lack of access to Europol training and funding.82 This negative impact is felt by both the UK and the EU, as both will feel the effect over time of the loss of expertise. Officers in the UK also report that the inability to initiate and lead JITs can cause delay and complexity. Concern has further been expressed about the UK’s reduced capacity to shape the direction of Europol, having been instrumental in its development over the years. These are all issues that could be considered as the UK and the EU continue to work towards operational cooperation between the NCA and Europol.83



D.Extradition

Due to the TCA’s introduction of the nationality bar and the loss of mutual recognition, there has been an increase in the number of individuals who are wanted in the UK, sometimes for serious offences, but who cannot be surrendered/extradited from the EU Member State in which they reside.84 As already mentioned, there is no formal agreement or set of rules governing the transfer of criminal proceedings and, to date, prosecutors have found this process challenging, with no case having yet been successfully transferred. The Commission has promised to ‘continue working on a common legal framework for the efficient transfer of criminal proceedings between Member States, to step up the fight against cross-border crime’.85 The UK and the EU should build on the EU’s internal rules on transfer of proceedings once agreed, and seek to negotiate a multilateral agreement on the transfer of criminal proceedings when extradition/surrender is not possible or refused.86 The EU has recognised that such rules could ‘make it possible to avoid impunity for the accused person’.87 Such impunity is currently occurring when extradition to the UK from an EU Member State is not possible on the ground of nationality, and therefore, a fortiori, an agreement between the UK and EU is needed.

Furthermore, the UK has yet to notify the Specialised Committee on Law Enforcement and Judicial Cooperation that, on the basis of reciprocity, the condition of dual criminality will not be applied to the offences listed in Article 599(5) of the TCA. Twelve EU countries have made such a notification, but to be effective this requires the reciprocity of the UK.88 The effect of the UK’s decision is that dual criminality must be established in all cases with all EU Member States.89 The impact of this decision needs to be understood and revisited, as stakeholders have revealed that it is causing unnecessary complexity and delay during extradition hearings.90

Finally, the TCA does not include provisions replacing the suite of Framework Decisions that facilitated the transfer of custodial sentences, pre-trial bail or probation supervision between Member States.91 Although the reasons for this exclusion remain unclear,92 the UK should seek to include the transfer of custodial sentences, pre-trial bail or probation supervision in future TCA reviews or, alternatively, negotiate bilateral agreements directly with Member States. Such agreements would assist in the rehabilitation of foreign offenders and would facilitate smoother temporary transfers of prisoners for the purposes of trial.93




IV.Review of the TCA in 2026 – What is Achievable?

The TCA foresees the possibility of a review every five years, with the first being scheduled for 2026, under Article 776. In addition, Part Three of the TCA contains its own review clause (Article 691), allowing for an earlier review of the Law Enforcement and Judicial Cooperation provisions, if both parties agree. The 2026 review is expected to be conducted by the Partnership Council or the Specialised Committees under it – specifically, the Law Enforcement and Judicial Cooperation Specialised Committee. Expected topics for the 2026 review include the operation of provisions regarding PNRs and the retention of notifications concerning surrender and extradition, as the current UK and EU Member States’ notifications are set to expire in 2026. Although there was some initial uncertainty regarding the exact scope of the upcoming review, the European Commission has clarified that it will not entail a complete revision of the TCA’s legal text. Instead, the focus will be on the practical implementation, interpretation and development of the provisions already contained in the Agreement. It also indicated that there is currently a lack of appetite to open TCA renegotiations, which it associated with current political priorities relating to the war in Ukraine and the conflict in the Middle East, as well as internal concerns over immigration and the rise of the far right.

The UK–EU relationship is neverthelesss evolving within a rapidly changing political landscape. The period following the 2016 Brexit Referendum was characterised by significant tensions in the relationship, which were particularly exacerbated by the negotiations of the Withdrawal Agreement and of the TCA. The discussion on the part of the UK Government regarding a possible departure from the European Convention on Human Rights, along with the proposals to replace the UK Human Rights Act 1998 with a Bill of Rights, and the Data Protection Act 2018 with the Data Protection and Digital Information Bill, further exacerbated these tensions. Under the Government led by Rishi Sunak, the relationship entered a more positive phase, marked by increased dialogue and a greater openness to closer cooperation. The former Prime Minister played an important role in de-escalating tensions by addressing post-Brexit issues through the signing of the Windsor Framework, a Memorandum of Understanding on financial services cooperation, and the UK’s re-entry into the Horizon and Copernicus research programs.

Building on these initiatives, the current UK Government has committed to strengthening ties with the EU, as highlighted during the Labour Party’s election campaign. While carefully navigating red lines related to the single market, customs union and free movement, the UK Government is actively pursuing negotiations to reduce trade barriers (sanitary and phytosanitary issues), secure mutual recognition of professional qualifications, expand touring opportunities for musicians, and establish a security and defence pact.94 Despite its assertions that current political priorities lie elsewhere, the EU appears fairly open to advancing discussions in various areas. However, the EU remains particularly cautious to avoid a Swiss-style relationship, where the UK might selectively engage in cooperation while disregarding broader commitments.

The EU is keen to ensure that existing agreements with the UK are fully implemented and adhered to. In this context, the European Commission has issued several requests for the UK to demonstrate its commitment to closer relations. These include fully implementing the Withdrawal Agreement – particularly concerning the rights of EU citizens residing in the UK – and properly enforcing the Windsor Framework, especially in certifying animal and plant products and establishing a pet-checking scheme at the border.95 Furthermore, the European Commission has signalled its readiness to refer the UK’s infringements related to the Withdrawal Agreement, specifically regarding the rights of EU citizens and their families, to the CJEU if swift corrective action is not taken. The Commission’s tough stance rests on the view that the change in UK Government has not translated to a real change in foreign policy towards the EU, as evidenced by the Prime Minister’s rejection of key EU priorities, such as a youth mobility scheme.96

Overall, it is foreseeable that some of the issues highlighted could be addressed during the upcoming 2026 review of the TCA. Regarding law enforcement and judicial cooperation issues falling outside the scope of the TCA review, the outlook is more complex. While the EU has shown some openness to closer cooperation, it has also made it clear that a change in the UK Government alone is not seen as a pivotal shift in UK–EU relations. Given the EU’s interest in ensuring the TCA functions effectively, the most pragmatic approach for the UK Government might be to work cooperatively and gradually with the EU, leveraging the existing TCA governance structures to highlight the growing number of issues arising from its implementation. This approach could open the door to emphasising the need to update Part Three of the Agreement to accommodate legislative and policy changes on both sides. Should cooperation between the UK and individual EU Member States begin to significantly exceed the framework of the TCA, this could also exert additional pressure to revise the Agreement.



V.Conclusions

Part Three of the TCA can be seen as a success both politically and operationally. Its implementation since January 2021 has generally been smooth and the most important aspects of cooperation continued, in many cases seamlessly. This does not mean that Brexit has not resulted in significant operational deficits. While it remains difficult to quantify the exact impact of these challenges on security, there is clear evidence that changes to the UK–EU relationship are affecting the efficiency of the UK’s criminal justice system and its ability to protect the public. Although some of these challenges may be difficult to overcome due to the UK’s status as a non-Schengen third country, others are within reach. For instance, while direct access to the SIS II may be unlikely in the near future, negotiating the circulation of TACCAWs on SIS II could ensure that individuals are apprehended anywhere in the EU, even if frontline officers do not have access to I-24/7. The upcoming review of the TCA therefore presents a valuable opportunity to assess the impact of its implementation, address issues within the Agreement’s scope and explore complementary agreements to tackle unresolved challenges. The key contribution of this book is to set out why a comprehensive and ambitious review of the TCA is needed to ameliorate current risks to public safety. We have shown that a conservative approach would be a missed opportunity to understand and address the operational deficits caused by Brexit.
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Hibiscus Initiatives (Hibiscus) and the Prison Reform Trust (PRT) reported in 2018 that:

The level of incarceration had declined since 2013 when foreign national women
represented 17.5% of all women received into prison (over 23% of those remanded),
but they still accounted for over 12% of all female receptions (nearly 19% of those
remanded).

Support for foreign national women in prison, such as interpreting and immigration

legal advice, was found to vary considerably and resettlement support was generally
poor.

Foreign national women were rarely considered for open prison (on 31 December 2017
there were only two in open prisons) and release on temporary licence (ROTL).
Hibiscus case work identified 45 women as victims or potential victims of trafticking
from February 2013 to March 2017, potentially unlawfully detained in prison despite
the disclosure of their exploitation.
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that would separate her from her background and family ties

« Giving courts the power to consider mitigating factors such as lack of criminal history
and relative non-severity and nature of the criminal conduct, in the light of women's
caretaking responsibilities and typical backgrounds.

Rules 57-62.
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The Bangkok Rules also contain a commitment that UN Member States will implement
custodial measures for women prisoners, including:

« Allocation to a prison close to home; where this is not possible, practical measures
shall be taken to counterbalance the resulting disadvantages.

+ Contact with children and families should be encouraged and facilitated.

+ Agelgender-specific programmes and services, including women's healthcare, should
be accessible.

+ Staff employed in women's prisons should be trained to address the special social
reintegration requirements of women prisoners and to manage safe and rehabilitative
facilities.

Rules 4 and 53(i); 26; 38; 29 and 40
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