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Introduction

dward Snowden burst into the public consciousness in June 2013

with a series of astonishing revelations about US surveillance
activities. The Snowden leaks, which have continued for more than
eighteen months, have confirmed that fears of all-encompassing
network surveillance and data capture that were envisioned as worst-
case scenarios more than a decade ago have become reality. With
scant debate or public awareness, surveillance agencies around the
world have become remarkably adept at capturing network commu-
nications at the very time that billions of people have come to rely on
the Internet as their primary tool for communication, social connec-
tion, and information gathering. As a result, the “open Internet” is a
far cry from what millions of users might have otherwise expected
or believed, with openness more aptly referencing their openly acces-
sible private communications.

Snowden’s primary focus has been centred on the United States.
However, the steady stream of documents have laid bare the notable
role of allied surveillance agencies, including the Communications
Security Establishment (CSE), Canada’s signals intelligence agency.
The Canadian-related leaks — including disclosures regarding sur-
veillance over millions of Internet downloads, airport wireless net-
works, spying on the Brazilian government, and the facilitation of
spying at the G8 and G20 meetings hosted in Toronto in 2010 —have
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unsurprisingly inspired some domestic discussion and increased
media coverage of privacy and surveillance issues.

Yet, despite increased public and media attention, the Snowden
leaks have thus far failed to generate sustained political debate in
Canada. Privacy issues, particularly lawful access and warrantless
disclosure of Internet and telecom subscriber information, emerged
as important issues in 2014 and forced the government to respond
to mounting concerns over the privacy protections afforded to
Canadians’ personal information. Moreover, the Supreme Court
of Canada issued the landmark R. v. Spencer decision in June 2014,
which removed any lingering doubt that Canadians have a reason-
able expectation of privacy in subscriber information.

While that decision may have led to changes in law enforcement
practices, and revelations about subscriber information requests
resulted in some uncomfortable questions in the House of Commons,
neither had any discernable impact on the broader legislative agenda.
Bill C-13, the government’s lawful access bill, received royal assent
months after the Spencer decision, with no significant amendments or
reforms incorporated into the bill in response to the decision. In fact,
the shocking attack on Parliament Hill in the fall of 2014, in which a
single gunman killed a Canadian soldier and then penetrated deep
into the Parliament buildings, only stiffened government resolve
for increased surveillance and police powers. By January 2015, the
government moved swiftly to introduce Bill C-51, the anti-terrorism
bill, which greatly expands information sharing between CSE, the
Canadian Security Intelligence Service (CSIS), and fifteen other gov-
ernment departments and agencies.’

Notwithstanding the somewhat muted initial political response
to the Snowden leaks in Canada, the issue of privacy and surveillance
seems certain to remain very much in the public eye. As politicians,
policy makers, and the broader public grapple with the long-term
implications of surveillance activities, this book aims to enhance
the public debate by providing a Canadian perspective on the legal
issues.

The nine contributions in the book are grouped into three parts:
understanding surveillance in Canada, legal issues, and prospects
for reform and accountability. Each contribution is briefly introduced
below, but two themes run throughout the book.

The first theme is secrecy. That secrecy is linked to surveil-
lance may seem unsurprising. However, secrecy now extends far
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beyond the specific surveillance programs or activities undertaken
by Canada’s surveillance agencies. For example, Canada’s network
architecture remains largely shrouded in secrecy, with the lack of
domestic Internet exchange points creating a network framework
that diverts considerable domestic traffic through the United States.
Moreover, Canada’s legal framework is often hidden behind minis-
terial authorizations that are not public, judicial decisions that are
secret or heavily redacted, and government legal opinions that are
privileged and confidential.

The second theme points to serious cracks in the Canadian
surveillance law framework. Contributors point to a myriad of prob-
lems with a legal framework that appears ill-equipped to address
modern-day communications networks and privacy expectations.
Several contributors raise concerns related to global networks, cross-
border information sharing, the legal treatment of metadata, and the
efficacy of current oversight mechanisms. As the fault lines become
larger, a robust public and political debate is needed. While there is
no shortage of potential changes —most authors offer their own rec-
ommendations — successfully transitioning toward a reform agenda
represents an enormous challenge for all concerned with privacy and
surveillance in Canada.

I am honoured to have served as editor (and to have contributed
my own work on why oversight alone will not address the privacy
problems associated with Canadian surveillance), but it should be
noted that contributors were granted total freedom to address any
aspect of the issue as they saw fit. There was no editorial attempt to
prescribe a particular outcome or perspective. Indeed, the contribu-
tors differ in their views of Canadian surveillance and the need (if
any) for reform. Moreover, while the contributions fit neatly within
three sections, each contribution stands on its own and can be read
independent of the others.

Part I: Understanding Surveillance

The book opens with two contributions that help unpack the reali-
ties of modern Canadian surveillance technologies and programs.
Andrew Clement and Jonathan Obar place the spotlight on Canada’s
Internet infrastructure, coining the term “boomerang routing” to call
attention to the fact that a significant portion of Canadian Internet
traffic transits through the United States, even when the sender and
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recipient are both located within Canada. The surveillance impli-
cation of boomerang routing is that Canadian data is more easily
accessed by US surveillance agencies.

For example, an examination of thousands of data routes origi-
nating in Canada revealed that nearly one-quarter transited through
the United States on their way to Canadian destinations. In every
instance, the US transit point was a city with a known National
Security Agency splitter that would allow for potential capture of the
Canadian transmission. In fact, Clement and Obar note that accessing
Canadian government websites, as well as major banks and other
financial institutions, often involves an exchange in the United States.

The Clement and Obar contribution persuasively argues that
the boomerang routing effect has major implications for privacy and
network sovereignty. The authors suggest that the solution does not
lie in legal reforms, but rather in the creation of a Canadian network
architecture that is more likely to retain domestic Internet traffic
within the country. They note that this will require the development
of new Canadian Internet exchange points, which will decrease the
costs of network exchange and make Canadian-based exchanges
more likely.

While Clement and Obar reveal the intricacies of Canada’s
Internet infrastructure and its implications for network surveillance,
Steve Hewitt focuses on the limits of network-based surveillance by
discussing the role of covert human intelligence sources in Canada.
Hewitt starts by arguing that surveillance does not affect all people
equally. Rather, “certain groups and individuals have long been
subjected to more intrusive surveillance and dramatic consequences
because of their ideology or race and ethnicity, or gender or sexual-
ity or religion or nationality or some combination of these factors.”

Hewitt notes that technology is often involved in increased
intrusive targeted surveillance, yet it would be a mistake to overlook
the role that human intelligence continues to play in such activities.
Hewitt’s concern stems from the likelihood that this form of surveil-
lance will be largely overlooked as politicians and the public grapple
with the post-Snowden environment and the urge to focus attention
on network-based surveillance.

Hewitt’s contribution offers an intriguing look back at the role
of human intelligence sources in Canada, which dates to the very
founding of the country. Even as technological surveillance emerged
as an increasingly important source of information, there remained a
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critical role for human intelligence sources. For example, Hewitt notes
the limitations of the effectiveness of technological surveillance, as
e-mails may be encrypted or coded messages used within network
communications. Indeed, he points to a 1996 US congressional report
that explicitly addressed the limitations of such surveillance:

They [technological surveillance] do not, however, provide suf-
ficient access to targets such as terrorists or drug dealers who
undertake their activities in secret or to the plans and intentions
of foreign governments that are deliberately concealed from
the outside world. Recruiting human sources — as difficult,
imperfect, and risky as it is — often provides the only means of
such access.?

While technology has evolved since 1996, Hewitt’s contribution
emphasizes the need for a more holistic perspective on surveillance
that broadly incorporates reforms such as warrant-based oversight.

Part Il: Legal Issues

Three contributors provide a legal lens on the Canadian privacy and
surveillance issues in a post-Snowden environment. Tamir Israel’s
contribution focuses on the foreign intelligence issues raised by a
networked environment that necessarily cuts across national borders.
Israel provides helpful context behind the legal frameworks that sup-
port signals intelligence activities, noting that the mandates extend
far beyond imminent and serious threats. Moreover, the current
frameworks offer limited oversight, with most legal interpretations
remaining secret.

Israel is critical of the broad powers granted to CSE, maintain-
ing that the agency is rarely forced to justify its decisions before
the courts. The scope of its powers juxtaposed with the lack of
public review is stunning: few judicial decisions, legally privileged
Department of Justice opinions, and ministerial authorizations that
only see the light of day in response to access to information requests.
Given the secrecy, Israel argues that assessing CSE’s conduct is excep-
tionally challenging.

Israel also links the legal challenges with CSE’s relationship
with foreign intelligence agencies, most notably the “Five Eyes” con-
sortium of Canada, the United States, the United Kingdom, Australia,
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and New Zealand. He notes that “while CSE cannot obligate its
Five Eyes partners to adopt Charter-compliant information gather-
ing activities, it can more effectively constrain its own intelligence
gathering and tasking of FVEY [Five Eyes] resources to reflect the
privacy of affected targets.”

Lisa Austin’s contribution builds on this analysis by focusing
on what she describes as “lawful illegality.” Her key insight is that
discussion of the legality of surveillance requires a careful analysis
of the systemic features of surveillance that place a strain on the
rule of law.

Austin provides three examples of how the legal surveillance
framework itself raises serious concerns. First, she identifies the
emphasis on secrecy, particularly in a national security context.
Echoing Israel’s concern with the lack of transparency associated
with CSE review, Austin notes that the secrecy of the legal frame-
work invariably leads to unilateral, rather than objective (and public),
interpretations of the law.

Austin also points to the legal concerns that arise through the
blurring of law enforcement, border control, and terrorism investiga-
tions. By creating legal reforms that apply in all contexts, it becomes
exceptionally difficult for the participants in the reform process to
effectively account for the implications of legislative proposals or
court decisions. The obvious example in this regard is the Canadian
government’s lawful access legislation, which is also the focus of
Christopher Parsons’s contribution in Part III.

While the complexity of domestic reforms hampers the legisla-
tive process, Austin also cites the international challenge posed by
surveillance activity that effortlessly cuts across national borders.
Her work builds on the Clement and Obar contribution by layering
the legal implications on top of the cross-border network architecture
that is the focal point of their analysis.

If Austin’s legal analysis raises troubling questions about the
broader implications of the legal surveillance framework, Craig
Forcese narrows the discussion by highlighting the issues arising
from CSE’s metadata program. Previously confined largely to techni-
cal experts, the Snowden revelations brought the collection and use
of metadata into the popular lexicon. The US metadata program has
attracted the lion’s share of debate, yet Forcese expertly chronicles
how Canada has also long maintained a metadata collection program
that raises similar legal concerns.
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Forcese’s contribution helpfully describes the growth of CSE’s
metadata program, drawing on documents obtained under the Access
to Information Act by Globe and Mail journalist Colin Freeze. Forcese
explores the program with a comprehensive legal review that draws
on statutory definitions, case law, and government documents.

His analysis makes it clear that there remains considerable legal
uncertainty regarding metadata collection, both with respect to the
CSE’s governing statute and under the Charter of Rights and Freedoms.
He concludes that changes to current practices are needed, including
increased use of ministerial authorizations and legislative reform
that provides judges with an oversight role over those authorizations.

Part lll: Reforms and Accountability

Having assessed the surveillance framework and the resulting legal
issues that arise in Canada, Part III turns to potential reforms and
developing more effective accountability mechanisms.

Kent Roach’s contribution points to gaps in accountability for
surveillance activities and discusses several potential remedies.
Drawing on his experience with the Arar and Air India Commissions,
he notes, “accountability is impossible to achieve if the information
is kept secret from those demanding accountability.”

Roach also highlights the shortcomings associated with legis-
lative and judicial accountability. In the aftermath of the Snowden
leaks, many commentators (including members of Parliament) have
emphasized the benefits of strengthened parliamentary review. Yet
Roach cautions that parliamentary reviews are often hamstrung by
limited access to secret information, while specialized courts run the
risk of being seen as too close to the government. As a result, those
reviews may do little to enhance public confidence.

While Roach does not reject parliamentary and judicial account-
ability mechanisms, he argues that the most effective mechanism
lies with the executive. In Canada, these mechanisms include the
role of retired judges as commissioners for the CSE who are granted
substantial public inquiry powers. Moreover, Roach cites the benefits
of whistle-blowing, which, though controversial, has repeatedly suc-
ceeded in placing surveillance issues on the public agenda.

Reg Whitaker provides an alternate perspective on account-
ability, drawing on the importance of Snowden and other whistle-
blowers to make the case that their work is better understood as
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“guerilla accountability” that arises in the absence of official forms
of accountability.

Whitaker emphasizes that the international dimension of the
surveillance activities hamstrings domestic review efforts, which are
typically limited in scope. The inability to effectively assess activi-
ties that involve multiple agencies in numerous countries renders
guerilla accountability increasingly important. Indeed, he concludes
with a statement that will strike some as obvious and others as
controversial:

unless [there are] truly radical revisions in how official account-
ability is allowed to operate, most importantly including the
expansion of its scope to the international dimension, it is cer-
tain that if the powerful spy agencies are to be held to account
and to operate under the rule of law, guerilla accountability will
remain a necessary part of the process.

My own contribution argues that while the instinctive response
to the Snowden leaks may be to focus on improved oversight and
accountability mechanisms, the bigger challenge will be to address
the substantive shortcomings of the current Canadian legal frame-
work. Indeed, improved oversight without addressing the limitations
within current law threatens to leave many of the core problems in
place. In short, watching the watchers is not enough.

Some of the areas of concern with the legal framework are
canvassed in detail in other chapters: the legal implications of meta-
data (Forcese), the jurisdictional blurring of surveillance activities
(Austin), and the routing of domestic data through the United States
(Clement and Obar). My contribution discusses those issues and
identifies several additional concerns, including the weakness of the
Canadian privacy law framework, the lack of legal protection found
in cross-border data transfer agreements, and the limited protections
afforded to Canadians once data is collected by US agencies.

I conclude that as Canadians learn more about the current
state of surveillance activities and technologies, there is a budding
recognition that current surveillance and privacy laws were crafted
for a much different world. The recent call for improved oversight
and accountability of Canada’s surveillance agencies is both under-
standable and long overdue. However, the bigger challenge will be to
address the substantive shortcomings of the current Canadian legal
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framework, as well as the limitations found in foreign frameworks
that have a direct impact on the privacy of Canadians.

Christopher Parsons illustrates the enormity of the reform
challenge by providing a case study of the legislative battles over
lawful access, a closely related issue. The Canadian policy debate
over lawful access extended over a decade, with many of the same
stakeholders, and security and privacy concerns that arise within
the surveillance discussion.

Parsons’s contribution traces back to the initial debates over
lawful access in 2001, highlighting the “meandering” policy envi-
ronment that saw the legislation and its justifications repeatedly
change over time. Parsons identifies several factors that are crucial
in influencing legislative outcomes, including government respon-
siveness (namely, minority governments), media coverage, and public
engagement.

The lawful access experience provides important lessons for
the debate over Canadian surveillance that lies ahead. The Snowden
revelations have succeeded in placing Canadian participation in
global surveillance activities on the public radar screen. As the
contributions in this book demonstrate, Canada’s active participa-
tion raises critical questions about the sovereignty of the Canadian
Internet, the adequacy of the surveillance legal framework, and a
myriad of possible reforms to address both legal and accountability
shortcomings. If the lawful access debate is any indication, address-
ing these issues will take many years, as Canadians grapple with
how best to strike the balance between privacy and security in a
post-Snowden environment.

Notes

1. See http://antiterrorlaw.ca/, a website written by Professors Forcese and
Roach that provides an exhaustive analysis of the far-reaching implica-
tions of Bill C-51.

2. “Preparing for the 21st Century,” http://www.gpoaccess.gov/int/report.
html, as quoted in Mark D. Villaverde, “Structuring the Prosecutor’s
Duty to Search the Intelligence Community for Brady Material,” Cornell
Law Review 88: 5 (2003): 1521.
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CHAPTER |

Canadian Internet “Boomerang”
Traffic and Mass NSA Surveillance:
Responding to Privacy and Network
Sovereignty Challenges'

Andrew Clement and Jonathan A. Obar

Introduction

he 2013 revelations of US National Security Agency (NSA)

surveillance programs that whistle-blower Edward Snowden’s
release of hitherto secret internal documents brought to public atten-
tion have sparked a storm of controversy.? Their breathtaking scope,
scale, and questionable legality have led many countries to urgently
assess the risks of NSA surveillance and to consider various actions
to better protect the privacy of their citizens as well as their national
sovereignty.

Given the large proportion of international Internet com-
munications routed through the United States> where foreigners’
data receives scant legal protection, a major focus of controversy is
the NSA’s mass (near total) Internet traffic interception capability.+
Besides the extraordinary technical prowess the United States is able
to deploy in the service of its perceived surveillance and security
needs, it also enjoys a strategic advantage in that a disproportionate
share of international data communications passes through it. This
is an advantage the NSA is well aware of, as noted in a presentation
deck for the top-secret PRISM program: “Much the world’s communi-
cations flow through the U.S. .. Your target’s communications could
easily be flowing into and through the U.S.” See Figure 1.5
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Figure 1: U.S. as World’s Telecommunications Backbone
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Well-founded suspicions about this surveillance potential have
been reported for years, but the Snowden revelations now strongly
reinforce the serious allegations of clandestine spying that author
James Bamford, retired AT&T technician Mark Klein and others
have raised.® Given Canada’s proximity to the United States and the
structure of the North American Internet, it isn’t just Canada’s inter-
national traffic that is subject to suspicionless, dragnet NSA surveil-
lance. Due to a phenomenon we term “boomerang routing”” — when
Internet traffic originating and terminating in the same country
transits another — a great deal of Canadian domestic Internet com-
munications boomerang through the United States and are subject
to NSA surveillance.®

This chapter examines the phenomenon of Canada-to-US-to-
Canada boomerang traffic, focusing specifically on the privacy and
related risks associated with NSA surveillance as well as the policy
implications and remedial responses. As public understanding of
how the Internet operates is generally inadequate for discussing the
policy dimensions of Internet backbone surveillance, we begin with
a brief overview of the technical aspects of Internet routing and then
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show how surveillance capabilities can be built into relatively few
“choke points” yet capture the great bulk of Internet traffic. In con-
tradistinction to the common metaphor of the Internet as a spaceless,
featureless “cloud,” we demonstrate that, with interception points in
under twenty major cities, the NSA is capable of intercepting a large
proportion of US Internet traffic. We turn then to Canadian Internet
routing patterns, showing that boomerang routing is commonplace,
that such routing exposes Canadians” data to NSA surveillance,
and that Internet users across Canada conducting a wide range of
everyday communications are subject to it. Even communications
between public institutions across the street from each other can be
routinely exposed to NSA interception. Both to collect data about
these Internet routing patterns and reveal its physical, geographic
characteristics, we draw on a research-based Internet analysis and
visualization tool known as IXmaps, developed to map Internet
exchange points and the traffic routed through them. The software
tool found at IXmaps.ca? aggregates crowd-sourced Internet users’
“traceroutes” and shows them where their personal traffic is likely
to have been intercepted by the NSA.

The next section considers the policy implications of Canadian
boomerang traffic, especially from the point of view of its privacy
risks. We also consider the economic inefficiencies and point to the
broader issue of the impairment of Canada’s network sovereignty.
The final major section offers possible remedies for the various nega-
tive aspects of boomerang routing. To reduce boomerang traffic, we
propose several ways for keeping domestic data within Canadian
networks and legal jurisdiction. Building public Internet exchange
points in Canada would contribute to keeping domestic traffic inside
national boundaries while promoting more efficient routing. To
mitigate the privacy and democratic governance risks in particular,
we advance ideas for greater transparency and accountability on
the part of telecommunications carriers and government agencies.
While recognizing the need to address the risks from mass surveil-
lance by Canadian state agencies as well as to develop stronger
international regimes for protecting privacy, freedom of expression,
and civil liberties online, we close by calling for a greater assertion
of Canadian network sovereignty within the norms of a free and
democratic society.
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NSA Interception of Canadian Internet Traffic

The almost weekly revelations from the Snowden trove of yet more
NSA surveillance programs contributes to the strong and accurate
impression that the NSA has largely succeeded in Director Keith
Alexander’s reported mission to “collect it all,”® and developed a
global, ubiquitous spying infrastructure capable of capturing the
details of nearly everyone’s electronic transactions. However, it is
hard for all but the most dedicated and technically sophisticated
observer to keep track of the various programs and their particular
characteristics. The details matter in terms of who is targeted, the
types of information collected, the relevant legal jurisdictions, the
parties implicated and the possible remedies. The PRISM program in
which the NSA has partnered with nine major Internet companies,
such as Google, Facebook, Twitter, Microsoft, and Apple, to obtain
“direct” access to stored personal data, is among the best known.™
However, the NSA programs that intercept Internet communications
in transit, while less well reported, are arguably the most significant
in terms of their potential impact because they can capture data from
all Internet users across a wide range of on-line activities. It is these
programs for capturing data “on the fly” that we examine in this
chapter. To understand them and their implications, it is helpful to
understand how Internet data is routed.

The Internet Is Not a Cloud: Routing Basics

Unlike the telephone system, which relies on establishing a continu-
ous dedicated circuit between the two ends of the communication
path, all Internet communication is based on packet switching. Every
e-mail message, voice conversation, video, image, web page, etc., is
broken into in a series of small data packets. Each packet consists
of two parts: a header, containing among other items, source and
destination IP addresses, much like the return and to addresses on
a conventional piece of mail; and a payload, containing the content.
Each packet “hops” from the originator through a succession of
routers, with each router examining the packet header to determine
the destination and then passing the packet to the next router in
the intended direction, again much like the conventional postal
service routes mail. At the destination, the packets are reassembled
into the original message. The response, whether it is a web page,
video, file transfer, etc., consists of another set of data packets, that
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individually hop their way through a succession of routers back to
the originator. These routers and the links between them constitute
the Internet backbone.

It is commonplace to refer to the Internet as a “cloud,” as a
seemingly boundaryless ethereal space in which physical location
of wires and equipment is largely irrelevant. While this metaphor
may be helpful in marketing Internet services, it does not well serve
understanding how the Internet actually works, especially in mat-
ters of public policy around state surveillance. In fact, Internet traffic
switching is mainly done by massive banks of routers crammed into
large anonymous buildings located in the downtown core of major
cities. These switching centres are linked by bundles of fibre optic
cables each capable of transmitting tens of billions of bits per second"
Mainly large telecommunication companies own these cables and
routers, and the policies they adopt for who can connect to their
networks and on what terms fundamentally determines how the
Internet operates. And gaining access to the routers and cables to
intercept the data packets streaming through them for surveillance
purposes typically requires obtaining the cooperation of these often
giant telecommunications enterprises.

NSA Internet Backbone Surveillance
The New York Times first reported the interception of US domestic
communications by the NSA in late 2005.% But it wasn’t until Mark
Klein, a recently retired AT&T technician, revealed the existence of a
secret “splitter” operation at 611 Folsom St. in San Francisco that the
scope and technical details of NSA surveillance came to public light.
Klein reported that AT&T had spliced fiber optic splitters into sixteen
“peering links” that connected its network with other major carri-
ers and Internet exchange points, directing an exact copy of all the
traffic passing through these links into a “secret room” on the sixth
floor, Room 641A. Here a deep packet inspection device, the Narus
STA 6400, analyzed all the packets passing by, providing “complete
visibility for all Internet applications,” according to its vendor."# In
other words, this operation enables the NSA to monitor not only who
is communicating with whom, but potentially the entire contents of
these communications as well.

Klein’s revelations provoked strong reaction by civil liberties
organizations, resulting in over forty court cases against US telecom
carriers and the federal government. These cases allege that the
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carriers illegally complied with multiple surveillance requests from
the NSA during the Bush administration to provide without warrants
specific information about US citizens."

The secrecy that pervades this topic makes it difficult to deter-
mine whether the NSA surveillance program is continuing or not,
but the recent reports strongly suggest that not only is it ongoing,
but is expanding during the Obama administration. James Bamford'’s
article in the March 2012 issue of Wired details the construction of
an enormous data centre in Bluffdale, Utah, capable of storing and
analyzing the complete record of interpersonal Internet traffic.’®
In July 2012, three whistle-blowers, William E. Binney, Thomas A.
Drake, and J. Kirk Wiebe, all former NSA employees, gave evidence
in the Electronic Frontier Foundation's (EFF's) (2012) lawsuit against
the government's mass surveillance program, Jewel v. NSA in sup-
port of the surveillance allegations. In particular, Binney, a former
NSA technical director, claims the then current program, known
as Stellar Wind, was capable of intercepting virtually all e-mail in
the United States and much else.”” The more recent revelations by
whistle-blower Edward Snowden further confirm the earlier claims
and identify this form of interception as part of the “Upstream” suite
of surveillance programs.

Given that the NSA’s Internet surveillance is ongoing but its
details still a closely guarded secret, how can we determine where it
is being conducted, and whose traffic is capable of being intercepted?
These are the central questions we now examine. We will focus our
investigation on AT&T, and the splitter installation at 611 Folsom
Street, as this is the best documented case and provides a model for
the interception of Internet traffic at other major Internet exchange
points in the United States and presumably by other major carriers.

Where Are the NSA Splitter Sites?

While we know of the NSA splitter site at 611 Folsom Street, what
about additional suspected sites? Based on his conversations and
meetings with other AT&T technical staff, Klein reported that simi-
lar installations were installed in five other locations — Seattle, San
Jose, Los Angeles, San Diego, and Atlanta.’® However, these six sites
would not be sufficient to comprehensively intercept US Internet
traffic, as there are other, more important routing centres that would
be much more attractive for interception purposes. Scott Marcus, a
former Federal Communications Commission expert, estimated that
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AT&T had fifteen to twenty splitter sites.”> However, he wasn't able
to identify any sites in particular without further specific evidence.
Presuming that the NSA’s goal was to be able to intercept the larg-
est proportion of US Internet traffic with the fewest possible sites (a
hypothesis well confirmed by the subsequent Snowden revelations),
we developed a rough schema for scoring cities based on how much
Internet traffic was likely to pass through them. Using only our
personal estimates of three determinants of Internet prominence,
with crude relative weightings — telecom infrastructure (10); city size
(population) (5); and geographic location in relation to other major
population centres and telecommunications traffic patterns (4) — we
developed an ordered ranking of the US cities most likely to host an
NSA splitter installation.?°

To test our hypothesis, and more generally provide a means
for Internet users to see where their data travelled and was pos-
sibly subject to surveillance, we developed the IXmaps software
system. Using a crowd-sourced approach, we invite geographically
scattered users to install a customized version of the common trace-
route program that populates our database.>* We add location data
for the routers encountered using a variety of standard geolocation
techniques and from this users can then selectively map their own
or others’ traceroutes via a Google Maps mash-up. In early 2015, the
database contained over 36,000 traceroutes contributed by more than
300 submitters from over 340 originating addresses (mainly in North
America) to in excess of 2,800 destination URLs. We examined all the
US-only routes in the IXmaps database, which numbered 4,200. Of
these, 4,068 passed through at least one of the 18 cities we identified
as the most likely sites for NSA splitter operations. In other words,
installing splitters in the major Internet exchange points in just these
cities would be sufficient for the NSA to intercept 97 percent of our
US only traceroutes! These are shown in Figure 2.

While this result does not prove that these cities actually
have NSA splitter operations, nor that the NSA has access to all the
Internet exchange points in them, it is powerful confirmation that
if the NSA installs splitters in relatively few strategic Internet choke
points, it would be technically feasible for it to intercept a very large
proportion of US Internet traffic. This high percentage helps justify
our claim that these cities are strongly suspected of hosting NSA war-
rantless surveillance facilities. It also vividly challenges the popular
image of the Internet as a “cloud.”
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Figure 2: 18 US Cities most likely to Host NSA Splitters>2
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Canadian Boomerang Routing

So far we have concentrated on showing how and where the NSA
can intercept Internet traffic within US borders, but how does this
relate to Canadian domestic traffic? One of our discoveries in the
IXmaps project is that a relatively large number of the traceroutes
in our database that originate in Canada and terminate in Canada
pass through the United States along the way. We refer to these as
boomerang routes because the transmissions often travel consider-
able distances away from the sender before arriving at a receiver who
is not nearly as far from the sender as the transmission path would
suggest. While this phenomenon is familiar to those in the Canadian
Internet routing business, its scale, causes, and implications are not
well known more widely.

For example, a particularly revealing example of boomerang
routing is depicted in Figure 3, showing a route that begins and
ends in Toronto, between the University of Toronto and the Ontario
government nearby, but passes through New York and Chicago. (The
shield icons indicate cities with suspected NSA splitter operations.)

In early 2015, the IXmaps database contained 9,233 traceroutes
that originated and terminated in Canada, and, of those, 2,049, or
22 percent, boomeranged through the United States. Nearly all of
these boomerang routes passed through at least one of the cities

Source: IXmaps
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Figure 3: A Canadian Boomerang Route Based in Toronto:
UofT <> OSAP

New Yor

ﬁi Chicago . A
Washington DC §

Source: IXmaps.ca/explore TR6896

we identified as containing NSA splitter operations. This pattern of
high likelihood of NSA interception of Canadian boomerang traffic
has been consistent over the several years we have tracked this phe-
nomenon.? Given their size and proximity to the Canadian border,
unsurprisingly the main US cities for boomerang routings are New
York, Chicago, and Seattle, but we also found boomerang routes
through many other US cities, including San Francisco, Los Angeles,
and even as far south as Miami.

In attempting to account for patterns of boomerang routing,
one might expect that it is largely a matter of geography. Given that
Internet backbone capacity is much greater south of the border, it
makes some sense to find routes between the West and East Coasts
or between Vancouver and Toronto that boomerang.

However, geography clearly does not account for the frequent
occurrence of routes that start and end in the same city but never-
theless transit the United States, such as the example above. In that
case, the endpoints are across the street (Queen’s Park Circle) from
each other, and pass through switching facilities at 151 Front Street
both to and from the United States. To help explain this curious phe-
nomenon we need to take account of the particular carriers involved.
In brief, carriers are selective about who they exchange traffic with
directly: the larger ones typically are reluctant to exchange traffic
with their smaller competitors and have an incentive to make it
difficult for them to reach destinations outside their immediate net-
works. As Internet expert William Norton describes in The Internet
Peering Playbook, dominant Internet carriers adopt this oligopolistic
strategy.>* One of the most visible illustrations of this is the fact that
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while many smaller Canadian ISPs offer the chance to peer openly
at public Internet exchange points, such as the Toronto Internet
Exchange (TorIX) housed in 151 Front Street, none of the major ISPs
(e.g., Bell, Rogers, Telus) do so.

One effect of these business practices is to force a considerable
amount of Canadian Internet traffic onto the networks of large US
carriers such as Cogent, Hurricane Electric, Level 3, as well as Tata
(Indian) and TeliaSonera (Swedish). These foreign carriers typically,
but not exclusively, meet the large Canadian carriers for data hand-
offs in the United States.?

IXmaps Boomerang Findings

The close correlation between boomerang routing and contractual
arrangements between ISPs around intercarrier routing means that
it touches all Canadian Internet users, regardless of where they are
located and which ISP they directly subscribe to. For the same reason,
it is also a factor in nearly every type of web-based transaction across
the full range of service organizations that Canadians rely on in their
everyday affairs. To illustrate this we draw on IXmaps examples of cit-
izens interacting online with their federal and provincial governments
as well as online banking and other everyday Internet transactions.

A citizen’s ability to communicate freely with government
and fellow citizens is central to the concept of democracy. This is
one reason that Canada’s Telecommunications Act of 1993 affirms that
Canadian telecommunications services play “an essential role in the
maintenance of Canada’s identity and sovereignty.”?”

We have documented numerous cases where those accessing
the websites of federal departments or agencies from within Canada
would have their personal data routed via the United States. Even
accessing the main Government of Canada site (canada.gc.ca) will
involve boomerang routing for significant numbers of Canadians.
Table 1 shows a sample of other examples, selected from the IXmaps
database. Figure 4 shows a map produced by IXmaps, displaying the
routes between users located in Canada and various federal govern-
ment sites. One can easily imagine scenarios in which a Canadian
would regard the information communicated to any one of these sites,
or even the fact of a visit when viewed in the light of other online
activities, highly sensitive and feel uncomfortable with this being
available to the NSA or any other national security agency. As we
will discuss more fully in the next section, unavoidable boomerang
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routing to government sites also calls into question the government’s
ability to protect the integrity of its communications with citizens and
undermines trust in vital governmental institutions.

Table 1: Selected Examples of Canadian Federal Department/
Agency/Office Websites Subject to Boomerang Routing

Federal Department/Agency/Office

Website

Canadian Air Transport Security Authority (CATSA)

www.catsa.gc.ca

Canadian Human Rights Tribunal

www.chrt-tedp.ge.ca

Canadian Judicial Council

WWW.cjc-ccm.ge.ca

Citizenship and Immigration Canada

cic.gc.ca

Health Canada

www.hc-sc.gc.ca

Office of the Communications Security Establishment
Commissioner

www.ocsec-beest.ge.ca

Office of the Information Commissioner of Canada

www.oic-ci.gc.ca

Office of the Prime Minister

www.pm.gc.ca

Office of the Privacy Commissioner of Canada

www.priv.gc.ca

Parliament of Canada

www.parl.gc.ca

Privy Council Office

Www.pco-bep.ge.ca

Figure 4: A Selection of Canadian Boomerang Routes that Target

Federal Government Sites
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We've documented similar patterns of boomerang routing with pro-
vincial governments across the country. As the example depicted in
Figure 3 illustrates, showing the route traffic follows between the
University of Toronto and the Ontario Government, this boomerang
pattern can even apply to Internet traffic between government insti-
tutions in the same province.

Table 2: Selected Examples of Commercial and other Websites

Subject to Boomerang Routing

Banks Website

Bank of Montreal bmo.com

CIBC cibc.com

Royal Bank rbcroyalbank.com
Scotiabank scotiabank.com
Toronto-Dominion td.com
Universities Website
Athabasca University athabasca.ca
Dalhousie University dal.ca

University of New Brunswick unb.ca

University of Windsor

uwindsor.ca

York University

yorku.ca

Other Organizations

Website

Action Re-Buts

actionrebuts.org

Bell Canada

bell.ca

CPP Investment Board

cppib.com

Centre for Women in Business

centreforwomeninbusiness.ca

Dr. Tax

drtax.ca

Montreal Planetarium

espacepourlavie.ca

National Ballet of Canada

national.ballet.ca

Ottawa Public Library

biblioottawalibrary.ca

Royal Astronomical Society of Canada

rasc.ca

The Toronto Sun

torontosun.com

Vancouver Economic Commission

vancouvereconomic.com

Commercial transactions over the Internet with Canadian businesses
will also be subject to boomerang routing depending on the particular
combination of ISPs at the customer and business ends of the commu-
nication. Banking, for instance, which is rightly treated to especially
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strong security measures, for many Canadians is routinely subject
to boomerang routing and the attendant dragnet NSA surveillance.
We have documented that for every one of the Big Five banks, which
dominate Canadian banking —BMO, CIBC, RBC, Scotiabank, and
TD — there will be some customers whose interactions from home
with their bank’s website may be subject to foreign surveillance.
Similarly, the IXmaps database contains traceroutes originating in
Canada and destined for a wide variety of Canadian universities and
colleges showing a similar pattern of US routing. Communication
with the sites of non-governmental organizations, commercial orga-
nizations, libraries, media outlets, and cultural organizations have all
shown evidence of boomerang routing. As Table 2 suggests, accessing
any website, no matter the content or the context, could result in a
boomerang route. A bank transaction, university research discussion,
donation to a cultural organization, non-profit or advocacy campaign,
tax software purchase, video view on a media outlet’s site, and even
library book check-out are all online activities that could involve a
boomerang transmission path and consequent NSA surveillance.

Third Country Boomerang Routing
It is also worth noting that much of Canadian international Internet
communications with countries other than the United States show
similar boomerang characteristics, in the sense that the traffic passes
through the United States, usually via a city where the NSA has split-
ter interception facilities. In this case, an obvious explanation is the
location of transoceanic fibre optic cables and their landing points. As
shown in the Telegeography’s Authoritative Submarine Cable Map,®
there are only two transatlantic fibre optic cables landing on Canada’s
East Coast (Hibernia Atlantic), compared with twelve landing in the
United States. There are no trans-Pacific fibre optic cables landing on
Canada’s West Coast, whereas thirteen land in the United States.??
So far we have argued that the highly concentrated character
of Internet interconnection has enabled the NSA to intercept nearly
all traffic within and passing through the United States. Due to geo-
graphic factors, but also to the business relations among Canadian
ISPs, a significant portion of Canadian domestic as well as third
country international Internet communication boomerangs through
the United States, and therefore is subject to mass NSA surveillance.
We turn now to consider the policy implications of these routing and
surveillance practices.

25



26

UNDERSTANDING SURVEILLANCE

Policy Issues with Boomerang Routing

The controversies over the NSA's surveillance activities provoked by
the Snowden revelations have focused on several recurring issues,
both within the United States and internationally. The threats to
personal privacy as well as other civil liberties and the challenges
to national sovereignty are the two we address most directly here.
Our emphasis on boomerang routing leads us also to consider the
policy issues around the economic implications for Canada, which,
while not immediately linked to state surveillance practices, promise
to be a crucial factor in the remedial responses we’ll discuss in the
following section.

Privacy

Personal privacy is the issue that springs immediately to mind when
discussing surveillance of any kind. However, we need to be cau-
tious about the often unquestioned assumption that all surveillance
represents an unavoidable threat to privacy, freedom of expression,
and other important civil liberties.

This chapter, drawing on surveillance studies perspectives°
views NSA interception not as an isolated occurrence, but as reflect-
ing a wider societal phenomenon, in which surveillance, “monitoring
people in order to regulate or govern their behaviour,”" is a central
organizing principle. Surveillance is often benign, even essential,
but is becoming so pervasive and inextricably connected to every-
day activities that we can characterize our contemporary Western
life as a surveillance society. At the same time, it is important to
recognize that notwithstanding its burgeoning extent and intensity,
surveillance and its effects are not uniform, affecting everybody,
everywhere in the similar ways.

Surveillance becomes a malign threat to civil liberties when it
is conducted in a way that violates the democratic norms that govern
potentially intrusive measures by the state. In Canada, the Supreme
Court articulated these norms in 1986 when it developed the now
widely recognized Oakes Test, based on R. v. Oakes3* Federal and pro-
vincial privacy commissioners have adapted and repeatedly applied
this case in privacy contexts, assessing four key criteria: Necessity,
Effectiveness, Minimality, and Proportionality. Suspicionless mass
interception of personal communications would appear to fail this
constitutional test on every count.
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What makes the NSA surveillance especially problematic from
a Canadian perspective is that foreigners’ data under US jurisdic-
tion is protected only through the definition of “foreign intelligence
information,” which is notoriously elastic. Notwithstanding Canada/
US data sharing agreements and opinions of the federal and Ontario
privacy commissioners prior to the Snowden revelations, there are
strong legal arguments for the view that the level of privacy protec-
tion of Canadians’ personal information in the United States is not
equivalent to that at home. Once the data flows beyond the border, it
no longer enjoys Canadian constitutional and other legal safeguards33
This means the NSA or other US agencies can legally intercept and
analyze it without warrants or other judicial oversight. Furthermore,
Canadians have no legal basis to challenge or remedy any abuses.

Network Sovereignty

When foreign governments or private actors play such central roles in
a nation’s critical communication infrastructure that they can conduct
with impunity mass surveillance of domestic Internet traffic, as the
NSA has the capability to do, it is not just privacy and other civil lib-
erties that are threatened — national sovereignty is also at stake. It is
useful in this context to employ the concept of “network sovereignty,”
which refers to an authoritative quality or process whereby an entity
or set of entities distinguishes the boundaries of a network and then
exercises a sovereign will or control within and at those boundaries.
The sovereign can control any number of the components specific to
the network, including its structural design, its evolution, develop-
ment, and operation, and the extent to which the network operates,
in whole or in part, and at what speed and capacity. Sovereignty can
also be measured in terms of the relative level of control over the flow
of content made possible by the network.

Though a new term, network sovereignty is far from a new
concept. Any controlling entity, from a feudal monarch to an elected
government, exercises a form of network sovereignty when it con-
structs any number of network systems ranging from transportation
(e.g., roads, railroads, highways), utilities (e.g., water, electric) to
communication (e.g., mail routes, telecommunication). As sovereigns,
they can decide where these networks go, who or what can travel on
them, and at what price.

The Canadian government exercises network sovereignty to
serve national purposes in a variety of contexts. The dozens of laws
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administered by Transport Canada3* represent one example of the
government’s attempt to control Canadian transportation networks.
For many years, network sovereignty has also been a focus of the
Canadian media and telecommunications industry. Even before
the Massey Commission of 1948 — which labelled the American
media system an imminent threat to the maintenance of Canadian
nationalism3> — the notion that Canadian communication companies
should remain in the hands of Canadians, and that those companies
should be devoted to the maintenance of a national culture, were set
as the primary goals of the Canadian communication system3® In
the 1920s, when US-based radio stations were sending their signals
well beyond the border, Canadian radio entrepreneur Graham Spry
visited the US National Broadcasting Company for the purpose of
studying their methods. While in New York, he learned of NBC’s
plan to “cover” Canada as “part of the North American radio orbit.”s
Speaking about the future of the Canadian broadcasting industry, he
remarked famously, “It is a choice between the State and the United
States.”?8 Indeed, the concern that the United States could “cover”
Canada in a grid of surveillance suggests that perhaps Spry’s words
are just as relevant now as they were almost one hundred years ago.

Following the long history of protectionist communication
policy, the Canadian Telecommunications Act of 1993, still in effect to
this day, already mandates Canadian Internet network sovereignty.
The connection between the national telecommunications system,
national sovereignty, and individual privacy is clear. The act states,
“telecommunications performs an essential role in the maintenance
of Canada’s identity and sovereignty.”? Among the various objec-
tives of the Canadian telecommunication system, the act stipulates
that the system is “to facilitate the orderly development throughout
Canada of a telecommunications system that serves to safeguard,
enrich and strengthen the social and economic fabric of Canada and
its regions.”*® Furthermore, the system has as a primary objective “to
contribute to the protection of the privacy of persons.”

The boomerang routing identified by the IXmaps project, and
the resulting threat of NSA surveillance, suggests that many of the
ISPs operating in Canada are at odds with the law by jeopardizing
both the sovereignty and privacy of Canadians mandated by the
Telecommunications Act.
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Technical and Economic Inefficiency

The widespread boomerang routing we have discussed here raises
serious policy issues not only for those concerned for Canadians’
privacy and sovereignty, but also for those seeking primarily to
advance the vitality of Canada’s Internet industry and infrastructure
more generally. In particular, the Canadian Internet Registration
Authority (CIRA), whose mission is to “foster the development of
.CA as a key public resource for all Canadians by providing stable,
secure and trusted domain name services, and by taking a leader-
ship role in shaping Canada’s Internet for the benefit of .CA domain
holders,”* is concerned that dependence on US routing of Canadian
Internet traffic is inefficient and impairs the ability of Canadian
Internet users to enjoy high quality Internet services. Well before
the Snowden revelations, the CIRA commissioned an expert study of
the Canadian Internet infrastructure, which compared all-Canadian
routings with those that transited the United States and found sig-
nificant inefficiencies with the latter. See Figure 5.

Figure 5: Boomerang Routing from an Efficiency Perspective

Canadian Canadian Canadian Canadian Canadian
Internet Intemet Service Internet Internet Service Intemnet
Customer Provider Exchange Provider Customer

us. U.s.
intermet Service Intemnet Long, slow, expensive path
Provider Exchange

Source: Woodcock & Edelman, 2012

The CIRA’s report concluded that

Canadian Internet access is heavily and unnecessarily depen-

dent upon foreign infrastructure, especially U.S. infrastructure.

This dependence imposes significant burdens on Canadian

Internet users:

— Service prices are higher...[and] network speed is slower
than would be the case if Canadian networks more densely
interconnected domestically
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— When data en route from one Canadian network to another
passes through other countries, the data is subject to exami-
nations by companies and government authorities in those
companies. Canadian data-protection laws are understood
not to protect data as it passes through other countries.4

Explicitly linking economic and civil liberties concerns over boom-
erang routing in this way opens up important possibilities for the
policy responses that we turn to next.

Policy Responses: Keeping Canadian Data within Canada

The most obvious way to keep Canadian data away from NSA
interception is by routing domestic Internet traffic through Canada.
While fully achieving this would be impractical, and clearly wouldn’t
address the problems of Canada’s own mass state surveillance (e.g.
Pugliese, 12 Oct 2009), much can be accomplished by taking the
first, relatively easy steps in this direction. This would involve a
combination of interrelated, infrastructural, administrative and legal
developments. We consider each of these policy measures in turn,
concluding with broader calls for a strong international regime of
protection for Internet freedom which includes changes in best prac-
tices that encourage greater transparency by telecom carriers about
their routing policies and practices that present surveillance risks.

Invest in Canadian Internet Infrastructure
Keeping Canadian domestic Internet communication within
Canadian jurisdiction, and subject to its constitutional and data
protection regimes will require the development of greater techni-
cal capacity to route traffic efficiently through domestic facilities.
These include, most notably, public Internet exchange points, where
all carriers can freely hand traffic off to each other, as well as the
high capacity fibre optic trunk lines that connect them. The former
are vital, as they enable the various local networks, such as retail
ISPs and institutional networks, to reach communicants on other
networks without having to depend on buying transit services from
foreign carriers.

The CIRA has taken the lead in this approach by acting as a
catalyst for the development of more Internet Exchange Points (IXPs)
across Canada. As noted above, it is pursuing this strategy to address
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economic and privacy issues. More specifically, CIRA’s report sum-
marizes the key benefits of this approach, including “reduc[ing]
networks operational costs,...increasing the amount of bandwidth
available to Canadian users,...reducing the risk of Canadian data
becoming subject to foreign laws and practices,...improving the
reliability of Internet access in Canada and its resilience to disaster
and attack.44

CIRA observes that Canada is far behind other countries in
developing IXPs, and that “IXPs typically cost less than s100,000 to
establish, and return on investment can be seen in as little as a few
days.#5 In 2012, the United States had eighty-five, whereas Canada
had just two — OttIX in Ottawa and TorIX in Toronto. CIRA subse-
quently mounted a program to promote Canadian public IXPs and,
by March 2015, had helped open three more — Montreal, Halifax, and
Calgary.4® A further five are identified as high-priority and fifteen
as medium-priority.

Opening up access to trans-Canadian Internet backbone capac-
ity, especially for linking these public IXPs, would also help avoid
boomerang routing. The topic of Internet capacity and congestion is
controversial and hampered by a lack of accurate public reporting
on infrastructural capabilities and performance, in part because this
information is treated as propriety competitive information.#” In con-
trast to the need for financial investment and physical construction
in the case of developing more IXPs, expanding effective long-haul
backbone capacity for avoiding US routing may be more a matter of
obtaining access rights to existing dark fibre than it is in laying more
of it.#8 Should public funds be required, these appear to be available
if there was a change in priorities. In sharp contrast to the many
hundreds of millions of dollars the federal government has, appro-
priately, invested in extending Internet services to rural and remote
areas over the past decade,* no comparable financial commitments
have been made to ensuring that Canada’s shared Internet backbone
well serves the public interest.

Another form of investment that would help protect privacy is
to enhance the security features of network infrastructure and opera-
tions to make mass suspicionless surveillance much more difficult.
Most prominent in cybersecurity discussions, especially following
the Snowden revelations, is to make end-to-end encryption a stan-
dard feature of Internet transmission. A substantive discussion of the
pros and cons of encryption as a remedy for surveillance is beyond
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the scope of this chapter, but a few observations are pertinent. As the
Snowden documents reveal, as well as the demonstrated ability of
Snowden himself to have escaped notice by the NSA when commu-
nicating with journalists, there are encryption tools, notably TAILS
and ToR, that when used properly do provide effective protection
against government spying. However, these techniques currently
demand a level of technical sophistication and discipline that are
well beyond the abilities of most people to use reliably and safely. It
would take years of concerted development work to ensure the wide
availability of a privacy protective communication infrastructure
secured through encryption.

While the development of reliable and easy to use encryption
techniques is highly valuable and even necessary, they alone would
not be sufficient to adequately address the threat of unfettered sur-
veillance by security agencies. The NSA and its Five Eyes partners
have proven to be adept in finding a variety of ways of defeating
security based on encryption — from gaining the cooperation of
large Internet service providers (e.g., Microsoft) simply to hand over
encryption keys, to breaking into the networks of reluctant vendors
to steal them in bulk (e.g., Gemalto), to weakening the encryption
standards themselves so messages can be cracked more easily. A
vivid example of this is the NSA’s BULLRUN program, a s$250-million-
per-year effort that sought to “insert vulnerabilities into commercial
encryption systems.”> In light of the inadequacies of encryption as
an effective security measure for population-wide communication,
at least in the foreseeable future, keeping data away from the major
sites of Internet interception would be a significant and worthwhile
achievement.

Public Procurement Policies to Give Greater Priority to All-Canadian
Routing and Privacy Protection

While developing additional Canadian Internet exchange points
and opening access to long-haul transmission capacity will make
it cheaper and easier for ISPs to keep Canadian data at home, these
measures alone will not guarantee that result, especially given the
oligopolistic character of Internet transit practices. The purchasing
power of public institutions, when deployed to further public interest
goals, offers another legitimate and potentially powerful means to
encourage domestic routing when contracting for Internet services.
Government procurement policies are already well-established and
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include various strictures designed to advance societal interests. In
particular, the federal government’s policy on contracting states the
intention to “support long-term industrial and regional development
and other appropriate national objectives.”>" An example of this in
relation to the local storage of data can be seen in the Canadian
government’s current development of a cloud computing strategy.
One of the proposed contract clauses, terms and conditions states
that “The Services Provider (the Contractor) must not store any non-
public, personal or sensitive data and information outside of Canada.
This includes backup data and disaster recovery locations” (p. 27).
It further considers the requirement “that all domestic data traffic
be routed exclusively through Canada.” (p. 8)5* In a similar vein, a
general procurement requirement that contractors providing Internet
routing services peer openly at Canadian Internet points would “re-
patriate” a significant portion of traffic that currently travels via the
United States. For example, if the Ontario government adopted this
procurement requirement, and insisted that its Toronto ISPs peered
openly at TorIX, we would not see the peculiar New York/Chicago
boomerang shown in Figure 3, just to cross Queen’s Park Circle. If
Canadian governments all peered openly at IXPs, it would provide a
potent example and incentive for others to follow suit. It would also
likely save money for the public purse, as well as for those interacting
with government over the Internet.

The policy measures considered so far, of pro-IXP infrastruc-
tural development and procurement requirements, promise a variety
of financial and other benefits, thereby helping align a diverse array
of actors potentially supportive of intra-Canadian domestic Internet
routing. To target more directly the privacy risks of boomerang rout-
ing, we turn to Canadian data protection law.

Insist on Comparable Levels of Privacy Protection for Canadian Data
Routed through Other Jurisdictions

Under existing Canada privacy laws, notably the Personal Information
Protection and Electronic Documents Act (PIPEDA), as well as various
public sector laws, there is already a requirement that when a data
custodian passes personal information to a third party, the custo-
dian must ensure that the data enjoys comparable or higher levels
of protection. The weaker legal protection Canadian data enjoys in
the United States, and the overwhelming evidence that the NSA has
largely unfettered access to foreigners’ data passing through the
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United States, strongly suggests that Canadian carriers that route
domestic Internet traffic via the United States or even simply hand
data over to US companies inside Canada for domestic delivery, are
not on the face of it in compliance with Canadian law. However,
this is not a well-recognized fact. Part of the difficulty is that, prior
to the Snowden revelations, some commissioners have ruled that
notwithstanding the broad and intrusive powers of the Patriot Act,
the fact of data falling under US jurisdiction, especially when con-
sidered in light of Canada/US data-sharing agreements, does not in
itself constitute a violation of the “comparability” standard, as the
service contracts might contain adequate protective provisions.’
While it is highly unlikely that such contracts are strong enough to
withstand the formidable powers of US security agencies, an in-depth
assessment would require examining the contractual provisions of
the third-party access in each case. This is effectively stymied by the
unwillingness of service providers to divulge these contracts, which
are typically covered by non-disclosure agreements.

This situation draws attention to the need for two important pri-
vacy policy initiatives: revisiting the issue of “comparable” protection
in light of the Snowden revelations, and requiring more proactive
disclosure by Internet service providers of the terms of data agree-
ments between contracting parties .4

Partly in response to ambiguities about the threats posed to
personal information in the wake of g/11 and the Patriot Act, two
provinces, Nova Scotia and British Columbia, updated their privacy
laws to explicitly require that public bodies ensure that the personal
information they hold is stored and accessed only in Canada.’> While
these laws help clarify the need for Canadians’ data to remain under
Canadian jurisdiction for protection, they appear premised on the
conventional database model of information handling, with its
emphasis on storage and access, and do not address the need for pro-
tection while in transit. This may be because at the time of enactment,
the possibility of interception on-the-fly and the NSA’s surveillance
operations using splitters at Internet gateways were not part of the
discussion. This suggests the need to include consideration of rout-
ing paths, along with storage location, when assessing privacy risks
and possible legal protections.

It is important to note that while the focus of this chapter
is on surveillance of Internet boomerang routing, reducing NSA
interception only addresses one of several layers of the current
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surveillance challenge facing Canadians. It is now well-documented
that Canada’s own signals intelligence agency, Communication
Security Establishment (CSE) is involved in a variety of domestic
surveillance activities® This includes the potential interception of
millions of Canadian Internet transmissions daily either via direct
capture of the transmissions themselves, or through relationships
developed with Internet carriers5” The Canadian government has
also been attempting for years to expand the surveillance capabilities
of federal agencies, and has recently been succeeding in the face of
strong public opposition.>® This domestic surveillance raises a host of
privacy and other civil liberties concerns that are addressed in other
parts of this book. Among them is the possibility that Canada/US
data-sharing agreements may allow the NSA to circumvent the cross-
border data routing debate entirely. But formidable as the challenges
are to achieving surveillance reform within Canada, it remains the
case that Canadians’ data enjoy much better legal protection at home,
with the prospects of protection from surveillance abroad much more
remote. Advancing Canadian network sovereignty within a demo-
cratic framework will contribute to a broader movement to protect
the privacy of Canadians from surveillance (foreign and domestic)
in all its forms.

Conclusion

This chapter has examined the threats to Canadians’ privacy, civil
liberties, and national sovereignty posed by mass NSA surveillance
of Canadian domestic Internet traffic. Drawing on IXmaps research
project findings, we have demonstrated that a significant portion
of this domestic Internet traffic transits the United States through
prominent “choke point” sites of Internet backbone routing and NSA
interception.

To address these threats, we propose an integrated set of policy
responses involving infrastructural development, public procure-
ment requirements, and stronger regulatory enforcement aimed
principally at keeping Canadian data home. In pursuit of this goal,
we propose

1. developing and promoting the use of Canadian public
Internet exchange points (IXPs), in keeping with CIRA’s ini-
tiative already underway;
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2. opening access to Canada’s long-haul Internet backbone,
especially to facilitate traffic between public IXPs;

3. requiring Internet service providers in contracts with public
bodies to include open peering at public Internet exchange
points where these are available;

4. re-examining, in light of the Snowden revelations, the issue
of comparable privacy protection for Canadians, personal
data when exposed to US jurisdiction;

5. requiring greater transparency and accountability on the part
of Canadian telecom carriers in terms of their internetwork
routing practices, long-haul carriage capacity and utilization,
and data-protection provisions in the contractual arrange-
ments with transit providers.

Pursuing these measures implicates a range of public policy actors:
Canadian Internet Registration Authority (1), Canadian Radio-
television and Telecommunications Commission (1, 2, 4, 5), Industry
Canada (1, 2), Privacy Commissioners (4, 5), and Treasury Board (3).

These measures are consistent with Canada’s history of nation
building through exercising and advancing network sovereignty
in the face of the longstanding challenge of living peacefully but
independently alongside the world’s only remaining super power.
We further argue that these measures are feasible and effective, even
necessary in significantly reducing the flows of Canada’s domestic
Internet traffic that transits the United States and is hence exposed
to NSA surveillance.

Of course these policy measures, even if adopted in full, are
far from sufficient in addressing the many other challenges of mass
state surveillance that Snowden has revealed. To begin with, they
do not tackle the NSA’s surveillance programs, such as PRISM, that
through partnerships with major online service providers popu-
lar with Canadians, notably Google, Facebook, Microsoft, Yahoo,
Twitter, and Apple, enable relatively direct access to troves of stored
personal data. Furthermore, by concentrating more domestic traffic
within Canada, they make more urgent the necessity of resolving the
thorny issues around Canada’s own suspicionless mass surveillance
program that others in this volume discuss in more detail® To secure
Canadian domestic Internet communications from unaccountable
state security agency intrusion, we need progress on both fronts, so
in this sense efforts would complement each other.
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Finally, whatever success is achieved in better protecting
domestic communications, there will remain a vital public interest
in ensuring safe, free, open and global Internet communication.
This will require developing a robust international regime for pro-
tecting online privacy, free expression, and the other civil liberties
that are the hallmark of democratic societies. Any efforts directed at
better securing such public interests on a national scale should not
interfere, but rather facilitate, achieving this transcendent goal. The
policy responses outlined above are designed to accomplish this.
Asserting national network sovereignty transparently and account-
ably in the pursuit of democratic ideals arguably provides one of the
best bases for achieving similar ideals at a global scale. Pursuing the
policy measures here can provide a valuable impetus in the global
Internet governance enterprise by raising awareness of the issues at
stake with boomerang routing, helping people understand better the
hitherto murky but vital routing activities at the core of the Internet,
and demonstrating that effective action can be taken to mitigate the
menace of mass Internet surveillance.
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CHAPTER II

Forgotten Surveillance:
Covert Human Intelligence Sources
in Canada in a Post-9/11 World

Steve Hewitt

Introduction

urveillance does not affect everyone equally. Since Edward

Snowden made his initial flight to Hong Kong with a treasure
trove of documents digitally stuffed in his computer, stories about the
surveillance reach of the modern technological state have abounded
and continue to appear on a regular basis. Some accounts focus
on generalized surveillance on a global scale; others are of par-
ticular interest to certain nations, as in the case of Canada and the
Communications Security Establishment (CSE) trial, which involved
the interception of Wi-Fi transmissions at a Canadian airport, or,
in the United Kingdom, the warrantless interception of the com-
munications of British citizens by Government Communications
Headquarters (GCHQ)." There is a clear fascination in the media with
the technology and the scale of the surveillance and the notion that
the risk is equivalent for all of us.

This discourse, however, obscures important points. First, the
notion of equality in the face of Big Brother’s perpetual gaze in a
“panoptic society” is, in several respects, ridiculous. While it is cer-
tainly true that all may see their communications intercepted, the
key point frequently forgotten in the frenzy of discussion is what
happens to the material collected. At this stage, the idea of equality
breaks down as notions of threat and deviance emerge.> A version of
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what sociologist David Lyon refers to as “social sorting” comes into
play? Specifically, Lyon argues that

the key practice here is that of producing coded categories
through which persons and groups of persons may be sorted
(Cayhan 2005; Lyon 2003b). If personal data can be extracted,
combined, and extrapolated in order to create profiles of poten-
tial consumers for targeted marketing purposes, then, by a
similar logic, such data can be similarly processed in order to
identify and isolate groups and persons that may be thought of
as potential perpetrators of “terrorist” acts. Such “social sort-
ing” has become a standard way of discriminating between
different persons and groups for the purposes of providing
differential treatment (whether this is encouraging certain
classes of consumer to believe that they are eligible for certain
exclusive benefits, for example, through club registration and
membership, or facilitating or restricting traffic flow though
airports by reference to watch lists and PNR [passenger name
record] data).4

To put it in more real-world terms, I as a white, Euro-Canadian,
middle-class male with slightly left-of-centre political views and
agnostic religious beliefs have, through privilege, little to fear from
blanket surveillance. Conversely, a change to one or several of those
characteristics, such as religious belief, and suddenly a convergence
can occur with the characteristics of a marginalized category that
has been mapped onto the notion of a “threat” by structures of
power. As a result, this shift can lead to far more intrusive surveil-
lance and direct consequences as opposed to simply the collection
of data. Accordingly, certain groups and individuals have long been
subjected to more intrusive surveillance, and dramatic consequences
as a result of that attention, because of their ideology, race, ethnicity,
gender, sexuality, religion, nationality, social class, or some combi-
nation of these variables> The phenomenon of such targeting is not
new, although arguably the scale is.

And although intrusive targeted surveillance can often involve
technology, it can also feature a technique that predates the type
of observation that is garnering the masses of media coverage in
the twenty-first century. It is what Jean-Paul Brodeur referred to as
“undercover policing,” in that it involves “policing operations which
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are covert and involve deception.”® It is human surveillance carried
out by “covert human intelligence sources” or CHIS. A CHIS could
be an undercover police officer or intelligence agent, or an informant
working on behalf of a state agency” The United Kingdom govern-
ment offers the following official definition of a CHIS:

A person is a CHIS if

a) he establishes or maintains a personal or other relationship
with a person for the covert purpose of facilitating the doing of
anything falling within paragraph b) or c);

b) he covertly uses such a relationship to obtain information or
to provide access to any information to another person; or

¢) he covertly discloses information obtained by the use of
such a relationship or as a consequence of the existence of such
a relationship.®

There are significant reasons why CHIS, particularly informants,
were crucial for countersubversion investigations in the Cold War
and remain critical for counterterrorism investigations in the “War
on Terror,” including in Canada. In parallel to the famous acronym
MICE that explains the motivations of those who spy (Money,
Ideology, Compromise/Coercion, Ego/Extortion), these CHIS can be
described through the acronym NERD.

N represents the nature of the target. Essentially, the more dif-
ferent the targets are from those tasked with spying on them, the
greater the need for the informant version of CHIS. This was true
during the Cold War when members of certain Eastern European
ethnic groups were targeted because of their involvement in far-left
radicalism, and intelligence agencies, whose agents often lacked
Slavic language skills, had to recruit numerous informants from
within the targeted communities. The lack of diversity within secu-
rity agencies has also applied to gender in the past. Into the early
1970s, the two main domestic intelligence agencies in Canada and
the United States, in part reflecting that policing and intelligence
work has been historically gendered male, still did not have female
agents or officers. Despite this limitation, they still managed to con-
duct detailed espionage against women'’s liberation groups, includ-
ing all-female gatherings, which could not have occurred without
the utilization of informants.” This point is even more relevant in
today’s increasingly multicultural world. Government agencies
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are not always diverse enough to have expertise in every language
and/or culture. Think of cities like London, New York, and Toronto,
which have citizens from every corner of the globe. It is for this rea-
son that the Federal Bureau of Investigation has become increasingly
reliant on informants for intelligence-related investigations, more
so than for normal criminal work, particularly as a starting point
into terrorism investigations.” In the United Kingdom, there has
been a drive to recruit more informants from among Muslim com-
munities because of the difficulties the police and MI5 have had in
penetrating them using their own members, which is in part down
to their own failures to reflect the makeup of the communities they
are targeting for surveillance.™

E stands for ease and effectiveness, which is why CHIS are
deployed. In democratic societies, it is often easier to employ infor-
mants or deploy undercover agents than to use forms of shadowing
involving technology. Both the scandal that erupted in December
2005, when the New York Times revealed that the administration of
President George W. Bush had been conducting warrantless commu-
nications interceptions, and the controversy in relation to Snowden,
lack a parallel with CHIS.”> No similar requirements exist for the
deployment of informants or undercover agents.”> The committee
of Senator Frank Church (Church Committee), which in the 1970s
investigated wrongdoings by American intelligence agencies, noted
this anomaly with respect to informants:

There is no specific determination made as to whether the sub-
stantial intrusion represented by informant coverage is justified
by the government's interest in obtaining information. There is
nothing that requires that a determination be made of whether
less intrusive means will adequately serve the government's
interest. There is also no requirement that the decisions of FBI
officials to use informants be reviewed by anyone outside the
Bureau. In short, intelligence informant coverage has not been
subject to the standards which govern the use of other intrusive
techniques such as wiretapping or other forms of electronic
surveillance.™

At the time, the only loosely enforced restrictions on intelligence
informants were internal ones included in the FBI's “Manual
of Instructions,” which it did not publicize, added the Church
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Committee.”> In the 1970s, the McDonald Commission revealed that
the Royal Canadian Mounted Police (RCMP) had specific guidelines
around keeping control of an informant in terms of avoiding illegal
activities that reflected a criminal justice model of policing and not
a security and intelligence type of investigation:

A paid informant may think he has a license to commit any
offence in order to feign the desired result. To combat this:

1. Do not leave him to his own devices.

2. Make him operate on strict instructions.

3. Atevery stage of the operation, set out his limits.

4. Tell him that any consideration he may get depends on
whether he follows instructions.

5. Tell him he has no license to violate the law, but let him
use all the stealth and inventiveness he can, provided he stays
within the limits you set out for him."

Currently, the Canadian government requires its main intelligence
agency, the Canadian Security Intelligence Service (CSIS), to get spe-
cial political permission, including retroactively, if necessary, when
the informant version of a CHIS is utilized against sensitive targets,
such as university campuses and churches and mosques, but this
use still does not involve the obtaining of a warrant.”” Since 2000, the
Regulation of Investigatory Powers Act (RIPA) in the United Kingdom
has governed the deployment of informants, including who has
authority to authorize their use, but there still is no requirement to
obtain a warrant.’® A CHIS then represents a method of state surveil-
lance that does not require the same legal approvals as does spying
through technology. As a Canadian law professor put it in response
to a lawsuit brought against a CHIS in 2012 by an activist who had
been spied on, “the Supreme Court of Canada has been pretty clear
in saying the Charter [of Rights and Freedoms] doesn’t protect you
from a poor choice of friends. Meaning, if you pick someone to be
your friend and it happens to be an undercover cop, that’s your prob-
lem.” A series of court decisions at various levels across Canada
support this interpretation.® The United States Supreme Court has
made similar decisions in the past, in which the court distinguished
between types of surveillance. Justice William Brennan articulated
the difference this way:
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For there is a qualitative difference between electronic surveil-
lance, whether the agents conceal the devices on their persons
or in the walls or under beds, and conventional police strata-
gems such as eavesdropping and disguise. The latter do not so
seriously intrude upon the right of privacy. The risk of being
overheard by an eavesdropper or betrayed by an informer or
deceived as to the identity of one with whom one deals is prob-
ably inherent in the conditions of human society. It is the risk
we necessarily assume whenever we speak. But as soon as elec-
tronic surveillance comes into play, the risk changes crucially.
There is no security from that kind of eavesdropping, no way of
mitigating the risk, and so not even a residuum of true privacy.**

Then there is the effectiveness that goes with CHIS. This is a par-
ticularly useful category for police forces and intelligence agencies,
since it allows them to overcome one of the main detriments of tech-
nological surveillance: vast quantities of information that cannot be
processed in a precise or timely fashion. Informants and undercover
state agents represent a precise type of surveillance that in some
ways is more difficult, although not impossible, to counteract, as it
can come in the form of a friend, colleague, or even family member.
Some targets did and do attempt to employ methods to counter infor-
mants. Moving to smaller cells with each having little knowledge of
the activities of the others is one such method. Questioning members
about their backgrounds and political convictions is another. In the
1960s, a countering method might have involved having to partake
of drugs as proof of one’s counterculture credentials.>> An additional
technique is to require serious criminal activity as a test of the com-
mitment to the group and out of the belief that a CHIS would not
engage in such actions. Still, it is a style of information collecting
that is active instead of passive, as technological surveillance can be,
and brings a precision often missing when technology is deployed.

Nor are the various approaches to surveillance necessarily
mutually exclusive. There are ways that surveillance by CHIS can
interact with spying via technology, thus increasing both ease and
effectiveness. CHIS can use technology to spy on targeted groups
or individuals through hidden microphones and cameras, computer
spyware, GPS trackers, and other devices. CHIS can also be deployed
to investigate online criminal, hacktivist protest, and terrorism cases.
A hacker, Adrian Lamo, was responsible in 2010 for revealing to the
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US government that Chelsea Manning (formerly Bradley Manning)
had leaked classified records to WikiLeaks.?> A year later, Sigurdur
“Siggi” Thordarson supplied information about WikiLeaks and Julian
Assange while working as an FBI informant.>4 It emerged via the
media in 2012 that a well-known hacker nicknamed Sabu, involved
with a hacktivist group known as LulzSec, had been working for
several months as an FBI informant.?

R represents resources. Professional technological surveillance,
in whatever form it takes, is expensive and resource-intensive. Even
in the present, basic technological surveillance of a subject, which
still on occasion involves physical access to the targeted group or
individual’s property or body, can involve up to a dozen people
performing a variety of tasks.?® All of these factors make this type
of spying by the state in most democratic nations expensive, compli-
cated, and unwieldy, and the incentive to use CHIS that much greater.

Finally, D is for destructiveness, which is the impact that the
informing and spying have. It is not a coincidence that many of the
alternative names applied to CHIS are negative and that those who
employ them use neutral or positive terminology such as “source” or
“asset.”?7 Some of this negativity emanates from the nature of inform-
ing and spying, which at its heart involves betrayal, potentially at
a fundamental level. But it also relates to the active role that CHIS
can take as an agent provocateur, who, far from passively observing
events, participates or even takes a lead role in the activities that
he or she is spying on. This is the most controversial aspect of all
when it comes to this type of spying, as it can lead to allegations of
entrapment through manipulation of events by CHIS.?® It also may
become a featured aspect of future Canadian counterterrorism with
the Harper government’s Bill C-51 and the expanded ability of the
CSIS to carry out disruption “measures.”9

It is this type of human surveillance by CHIS that this chapter
is concerned with. The chapter will historicize the emphasis in the
domestic security and intelligence field, as opposed to ordinary
crime fighting, and explore its use in contemporary Canada, ranging
from counterterrorism operations to efforts against political protest.
It will also situate the Canadian use within a wider American and
British current context that has generated considerable controversy
in both countries. Ultimately, the chapter will argue that the same
controversy, although frequently muted because those targeted for
this type of surveillance are frequently marginalized and thus lack
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a media platform or political clout to generate wider attention to
their cause, will also emerge in Canada unless more effort is made
to regulate and provide external scrutiny of the activities of CHIS.
Inevitably, secret activity in which transparency and oversight is
lacking or weakened because of the absence of direct supervision,
combined with the impact on personal relationships, will lead to
abuses and controversy. The catch-22 is that this type of surveil-
lance is frequently effective and deemed necessary, particularly in a
counterterrorism context, and thus its use will continue, making the
emergence of scandal and controversy a given. In a real sense, then,
the concerns raised by the Church Committee in the United States
of the 1970s remain relevant to the Snowden era and Canada in the
twenty-first century.

The intelligence informant technique is not a precise instru-
ment. By its very nature, it risks governmental monitoring of
Constitutionally-protected activity and the private lives of
Americans. Unlike electronic surveillance and wiretaps, there
are few standards and no outside review system for the use
of intelligence informants. Consequently, the risk of chilling
the exercise of First Amendment rights and infringing citizen
privacy is increased. In addition, existing guidelines for infor-
mant conduct, particularly with respect to their role in violent
organizations and FBI use of intelligence informants to obtain
the private documents of groups and individuals, need to be
clarified and strengthened°

The Canadian Historical Context

The formalized use of CHIS by the Canadian state stretches back
into the nineteenth century and the rise of the modern security
state. The main target in the 1860s was Irish nationalists, specifi-
cally Fenians, who launched five main cross-border attacks, which
today would be labelled as terrorism, into both British North
America and its successor, the fledgling country of Canada. For
British North America, the main security agency was the Western
Frontier Constabulary, created, according to a government official,
to “find out any attempt to disturb the public peace, the existence
of any plot, conspiracy, or organization whereby peace would be
endangered, the Queen's Majesty insulted, or her proclamation
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of neutrality infringed.”>* Recruited to carry out the work of the
new agency were CHIS. By 1870, there were fifty CHIS carrying
out undercover work, including several who had infiltrated Irish
groups.>* The Canadian government additionally relied on British
intelligence through an informant operating in the United States,
although Sir John A. Macdonald remained sceptical regarding the
reliability of such individuals: “A man who will engage to do what
he offers to do, that is, betray those with whom he acts, is not to be
trusted.”?> Later in the early twentieth century, Hindus and Sikhs
became the targets of Canadian government CHIS; in turn, several
informants were murdered, as was a secret agent who was killed by
one of the informants whom he handled .34

The extensive and permanent use of CHIS in security and intel-
ligence operations began during the First World War. In echoes of
the modern counterterrorism era, the war raised the spectre of an
enemy within, particularly in western Canada, which had a large
“enemy alien” population drawn from parts of Europe that Canada
now warred against. The immediate response on the part of the main
security force in the western half of Canada, the Royal North-West
Mounted Police (RNWMP), was to recruit informants who had the lan-
guage and ethnic background that would allow them to move easily
among those now under surveillance Later in the war, police officers
from more diverse backgrounds would go undercover as well. The
most famous of these was John Leopold, who was originally recruited
as an informant but then became a full-time undercover Mounted
Policeman because of his “ethnic” appearance and his fluency in Slavic
languages. As a CHIS in the 1920s operating under the pseudonym
of Jack Esselwein, he infiltrated the fledgling Communist Party of
Canada and later became the most famous Mountie in Canada in the
interwar period when his real identity was exposed and he testified
against his former Communist comrades in an open courtroom.3®

With the merger of the RNWMP with the Dominion Police, the
security force in eastern Canada, the new Royal Canadian Mounted
Police appeared in 1920. Its first commissioner, A.B. Perry, helped
design the new intelligence agency and put a high priority on CHIS,
although he warned that Mountie handlers should “be constantly
on their guard against being purposely misled by the informants.”
One way to do this, he advised, was to have meetings covered by two
informants operating independently from each other so that their
reports could be compared against each other>”
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The focus of CHIS for the next several decades when it came to
intelligence investigations was almost exclusively on the Communist
Party of Canada. This landscape began to change in the 1960s with
the emergence of the New Left, Quebec nationalism, Red Power,
Black Power, and other movements. The use of CHIS also emerged
in the public domain in a controversial fashion that would serve as
a preview of the controversy around their use in the post-Cold War,
post—9/11 world. In 1961, a student at Laval University was approached
by a member of the RCMP and asked to inform on two of her fellow
students who were involved in the campus anti-nuclear movement.
Instead, she told them about the approach and they went to the media;
condemnation of the RCMP effort erupted3® This criticism, which the
RCMP internally saw as Communist-orchestrated, led to restrictions
on the ability of the RCMP to recruit informants on campus, although
in practice the impact was negligible’? Periodically after the 1960s,
controversy around specific CHIS informants would arise. In 1987,
it emerged that an informant named Marc-André Boivin had sup-
plied information on the Confederation of National Trade Unions
for a number of years to the RCMP and CSIS.#° In 1992, a journalist
revealed that a well-known Quebec provincial cabinet minister in
the government of Premier René Lévesque, Claude Morin, had been
a paid RCMP informant in the 1970s.4* Two years later, another jour-
nalist broke the story that Grant Bristow, prominent within Canadian
far-right circles, had been in the employ of CSIS as an informant for
six years.#* In 2000, the news surfaced that the RCMP had blown up
a shed at an oil site to provide credibility to an informant who was
attempting to gain the confidence of a farmer who the police believed
was engaged in sabotage against the oil industry.®

CHIS in Modern Counterterrorism

CHIS have been used and are being used not only in Canada but
around the world in the context of domestic security. The post—Cold
War security emphasis on counterterrorism has emphasized their
significance. While technological surveillance remains important,
it is not omnipotent. E-mail can be encrypted and used in different
ways, with coded messages hidden within a digitized picture or
messages saved in the draft section of an email account and accessed
from there instead of being sent out through cyberspace. Rooms can
be swept for bugs and terrorists can and do stop using telephones
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that are tapped or satellite telephones that reveal their location. Or, if
they have to use a telephone, they speak in code with the knowledge
that someone somewhere is listening in on the conversation.# In
1996, a US Congressional report explicitly addressed the limitations
of such surveillance.

They [technological surveillance methods] do not, however,
provide sufficient access to targets such as terrorists or drug
dealers who undertake their activities in secret or to the plans
and intentions of foreign governments that are deliberately con-
cealed from the outside world. Recruiting human sources — as
difficult, imperfect, and risky as it is — often provides the only
means of such access.4>

Former FBI Director Robert Mueller echoes this point

Human sources...often give us critical intelligence and informa-
tion we could not obtain in other ways, opening a window into
our adversaries’ plans and capabilities. [They] can mean the
difference between the FBI preventing an act of terrorism or
crime, or reacting to an incident after the fact.4

Practitioners of counterterrorism have also resorted to CHIS, par-
ticularly informants, because of the nature of terrorism. By its core
nature, terrorism is an activity of the feeble against the powerful.
Weakness often equates with some form of marginalization, be it
in terms of language, ethnicity, or religion, or a combination of all
of these factors. As a result, as with other intelligence operations
in the past, those countering terrorism are not usually drawn from
those they are directing attention toward.# The increasing problem
of Islamist terrorism fits into previous patterns of informant use in
the Western world. Intelligence agencies and police services lack
the expertise about Muslim communities in general, let alone about
small terrorist cells within these groupings. Not surprisingly, then,
to gain intelligence police and security agencies frequently have to
recruit those on the inside or infiltrate others with a cultural and lin-
guistic familiarity into targeted groups. In the United States, the FBI
turned to informants as a solution to its lack of familiarity of Muslim
communities. A November 2004 presidential directive required the
Bureau to increase “human source” recruitment and control. In
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2008, the FBI requested nearly USs13 million to manage its informant
system, including through the creation of special software.4® It was
also during this period that the FBI recruited Philip Mudd from the
CIA to play a senior role in directing its counterterrorism operations.
One of his approaches was “Domain Management,” which involved
searching for threats within mapped ethnic communities, including
through the recruitment of informants.4

The FBI's post-g/11 approach to counterterrorism demonstrates
a fusion between the uses of informants in intelligence-type opera-
tions during the Cold War, such as the targeting of subversion, with
the uses of informants in traditional crime fighting. This has led to
frequent “sting” operations against alleged terrorists and the heavy
involvement of informants in alleged terrorist plots. From 1999 to
2011, of 508 defendants in US terrorism cases, 48 per cent were tar-
geted with informants, 31 per cent were arrested as part of a sting,
and 10 per cent were involved in cases where the informant played
a lead role in the alleged plot5° As will be shown later, this approach
has also been used in counterterrorism cases in Canada.

CHIS and Controversy in the United States and the United
Kingdom

The use of CHIS in the United States and the United Kingdom
has generated different types of controversy and criticism in both
countries. In the case of the former, where the CHIS empbhasis is
on informants, charges of entrapment through agent provocateur
activities abound, although they have yet to find any traction with
judges or juries in trials. The chief criticism has been that the role of
the agent provocateur led to terrorist activities that otherwise would
not have occurred. Take the example of Shahed Hussain, a Pakistani
immigrant to the United States who arrived in the early 1990s. He
eventually became an FBI informant to avoid a jail sentence and in
2004, at the behest of the Bureau, set up a sting in which he offered
to sell a missile to two American Muslims for use in an attack on a
Pakistani diplomat. Both men were later convicted and sentenced to
fifteen years in prison. He then re-emerged in 2008 as an informant
in a plot involving four men arrested for trying to blow up a New
York City synagogue and shoot down a US military jet. He sold the
men a phony bomb and missile, telling one of the men, “Allah didn’t
bring you here to work for Walmart.”>*
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In another instance near Sacramento, California, an informant
who received USs$250,000 was heard in recordings berating an indi-
vidual, who was subsequently charged with terrorism offences, for
not following through on a promise to attend a terrorism training
camp while in Pakistan: “You told me, ‘I'm going to a camp. I'll
do this, I'll do that” You're sitting idle. You're wasting time. Be a
man — do something!”5* Then there were the Miami terrorism arrests
in 2006, which the administration of President George W. Bush high-
lighted as the elimination of a serious plot against the United States.
Seven men, involved in a bizarre religious group, were charged
with various terrorism offences, including plotting to destroy the
Sears Tower in Chicago. The Bureau used at least two informants
pretending to be al-Qaeda operatives against them; one, who began
informing about drug dealers to the New York City Police when he
was sixteen, received USs40,000, while the other was paid double
that amount. In the end, after two mistrials, a jury convicted five of
the accused, although only one on all of the charges.>

In the United Kingdom, informants involved in counterterror-
ism have largely escaped controversy of the type experienced in the
United States. A major reason for this is that informants, while still
used in counterterrorism cases, do not play a public role in trials
as in the American model; hence, their role largely escapes wider
public scrutiny. Where controversy has erupted with respect to
informants is in relation to their recruitment.54 More widely in the
UK, undercover police officers serving as CHIS in intelligence-led
investigations of protest groups have received considerable critical
attention. For example, there have been repeated cases of CHIS who
had sexual relations with female and male activists they were spy-
ing on. In some of these situations, sexual intercourse has been part
of a wider long-term relationship between the CHIS and the target.
In two cases, the CHIS fathered children with the women they were
simultaneously spying on.>

Recent Examples of CHIS Use in Canada

Trends in the development of Canada’s intelligence agencies and
their response to domestic security threats are similar to those in the
United States and the United Kingdom. As recounted earlier, during
the Cold War, CHIS played a significant role in surveillance against
the Communist Party of Canada and then, particularly from the 1960s
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onward, against perceived and real threats from both the left and
right sides of the political spectrum. That role was primarily led by
the Royal Canadian Mounted Police Security Service until 1984 when
it was replaced by the Canadian Security Intelligence Service. Even
then the RCMP continued to play a role in national security investi-
gations, including counterterrorism, particularly because CSIS does
not have the power of arrest. At times, the provincial police forces
in Canada’s most populous provinces, Ontario and Quebec, would
deploy CHIS in intelligence-led investigations.

Indeed, the CHIS activities of the provincial police forces, the
Ontario Provincial Police (OPP) and Stireté du Québec (SQ), have
occasionally provoked debate and criticism. In the case of the latter,
a well-publicized example of an undercover police officers poten-
tially playing the role of an agent provocateur occurred in 2007 at
a summit involving the leaders of Canada, the United States, and
Mexico at Montebello, Quebec, when three “demonstrators” dressed
as anarchists, including one carrying a rock, were confronted by
other protesters. The SQ later admitted that all three men were police
officers, although it denied that they were acting as agents provo-
cateurs3® In Ontario, in 2010, in the lead up to the meeting of the
Group of 20 (G20) conference in Toronto, at least twelve undercover
police officers from a variety of forces infiltrated activist groups,
including the Steelworkers Organization of Active Retirees and the
Toronto Community Mobilization Network, who were preparing
to carry out demonstrations. In the case of one Kitchener-Waterloo
activist, who subsequently launched a lawsuit against the OPP, the
undercover police officer, masquerading as a fellow activist, became
a trusted friend, to the point that the CHIS would drive the target’s
mother to hospital for medical treatments. He later testified against
his former protest comrades in a preliminary hearing. Another OPP
CHIS moved in and lived with a group of activists in Guelph.57

The use of CHIS in post—g/11Canadian counterterrorism cases
has also been evident. The most prominent involvement occurred
in the so-called Toronto 18 case, in which a group of young Muslim
Canadian men sought to carry out terrorist attacks within Canada,
including against Prime Minister Stephen Harper. Several infor-
mants played a role in the investigation of the case, particularly
two in significant roles. The most publicized was Mubin Shaikh, an
openly radical Muslim, who provided weapons training to the men.
The defence at the trial raised the issue of entrapment, but a judge



Forgotten Surveillance

subsequently ruled this as irrelevant. Unusually for informants,
Shaikh actively courted media attention and would later publish a
book about his exploits;*® he also received nearly Cs300,000 for his
efforts9 It later emerged that a second informant played a more
significant role, for which he was paid just under Cs4 million along
with money for debt repayments and dental work. Shaher Elsohemy,
who had previously been an informant for CSIS, agreed to infiltrate
the Toronto 18 plotters on behalf of the RCMP in return for a large
payment. He originally asked for Cs15 million, but a smaller amount
was negotiated, although the payment remained controversial. He
later testified against the plotters.®®

Since then, CHIS in the form of both informants and undercover
police officers have been involved in two other high-profile Canadian
counterterrorism cases that at the time of writing are being tried. One
involves two men accused of plotting to carry out an attack on a VIA
passenger train travelling from Canada to the United States. That
case, a joint American-Canadian investigation, apparently involved
an FBI informant, according to American documents.®® The other
case is in British Columbia, where it is alleged that two individuals
plotted to carry out a terrorist attack in the vicinity of the BC legis-
lature in Victoria on Canada Day in 2013. The RCMP made it clear
that it had used a number of investigative tools and had ensured
that the explosive allegedly being constructed by the accused was
harmless, prompting speculation that a CHIS had to be involved in
a “Mr. Big”-style investigation, in which an undercover police officer
poses as a criminal in order to encourage other criminal activity and
collect evidence, or an American-style sting involving an informant
or informants.®?

Conclusion: Potential and Future Controversy

Both Canadian history and the use of CHIS in similar countries,
specifically the United States and the United Kingdom, show that
controversy, criticism, and potential scandal will emerge over the use
of CHIS. In some respects, this is inevitable due to the nature of the
work. As Julius Wachtel notes, “the individualized nature of police
work makes routine oversight inconvenient, if not impossible... [t]he
fluid and unpredictable nature of streetlevel encounters gives law
enforcment bureaucracies limited leverage over their field person-
nel.”® These circumstances are unlikely to change. Indeed, the more

59



60

UNDERSTANDING SURVEILLANCE

heavily regulated other types of surveillance become in the aftermath
of the Snowden revelations, the more the potential there is for CHIS,
with fewer restrictions, to be used, particularly in a Canada with a
strong emphasis on counterterrorism as a security priority through
new legislation. The increased use of CHIS would see a concomitant
rise in the potential for controversy and scandal.

On the other hand, the option of not using surveillance by
CHIS in counterterrorism cases does not really exist, for the simple
reason that such intelligence collection is too valuable and the risk
of not preventing potential terrorist attacks too great. CHIS use
against non-violent activists is far more problematic and worthy of
review because such tactics, in both the past and the present, have
the appearance of being undemocratic.

There is, however, a third path, which involves greater trans-
parency and regulation as a means of not eliminating problems but
instead reducing or mitigating the circumstances that lead to scandal,
controversy, and abuses. Treating human surveillance through CHIS
the same as other types of intrusive surveillance, including requiring
a warrant before it can be deployed, which was floated in the United
States in the 1970s,% would be a start along this path.
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CHAPTER Il

Foreign Intelligence in an
Inter-Networked World:
Time for a Re-Evaluation

Tamir Israel

he recent and dramatic expansion of foreign intelligence surveil-
lance activities, revealed definitively in a trove of documents made
public by former NSA analyst Edward Snowden, can be traced to a few
drivers. First and foremost, technical changes have made an immense
amount of data practically accessible and analyzable in ways that have
no precedent in human history. Most of our activities have migrated
to digital networks, raising distinct implications in the foreign intelli-
gence-gathering context. Digital networks do not route in direct lines.”
Moreover, most digital interactions are intermediated through one or
more entities, often based in foreign jurisdictions. Cloud-based data is
often stored redundantly on multiple servers, each in its own jurisdic-
tion. Foreign intelligence agencies can now clandestinely monitor the
world’s communications from their own territory, without the practical
impediments inherent in sending agents to foreign lands. Additional
technical interoperability between foreign intelligence partners, par-
ticularly within the Five Eyes partnership (Australia, Canada, New
Zealand, the United Kingdom, and the United States) (hereafter FVEY)
has facilitated an unprecedented integration of foreign intelligence
capacities, extending the monitoring and analysis capacities.? Finally,
technical advances in data storage make retention of vast amounts of
information possible in ever-growing volumes?3
At the same time, foreign intelligence has been rapidly shifting
its focal point from foreign states and their agents (the Cold War “spy
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vs. spy” paradigm that characterized much of the history of Western
foreign intelligence agencies) to a “spy on everyone” mindset driven
by a terrorist-based threat matrix and a new collect-it-all mentality.4
This operational shift has had tangible impacts as agencies begin to
push the limits of their already broad powers and their ever increas-
ing technical capacities to collect, analyze, and keep “everything.”

These shifts in technical capacities and intelligence culture have
been accompanied by broadly framed legal powers that do little to
check excesses that might result. Canada’s foreign intelligence agency,
the Communications Security Establishment (CSE), derives its legal
mandate and surveillance authorization framework from Part V.1 of
the National Defense Act (NDA)5 The framework is modelled on the
same rationale and general structure as that of other FVEY agen-
cies — open-ended powers limited primarily by an obligation to limit
the exposure of domestic individuals and a need to show some nexus
to a foreign intelligence objective.®

The analysis below argues that the core limitations placed on
CSE in its foreign intelligence mandate are ineffective at constrain-
ing its activities” Before embarking on this substantive assessment,
however, we first describe shortcomings in CSE’s control structure,
which exacerbate the inherent breadth of its legal restrictions by
focusing too heavily on oversight.

Oversight and Accountability: Loose Assurances of Legality
from behind a Veil of Secrecy

CSE is subjected to minimal legal control, even when measured by
the standard of its FVEY partners.® The NSA, for example, operates
under similarly broad legal restrictions, but is subjected to some
non-partisan legislative and loose judicial control.9 CSE’s legal restric-
tions can in essence be reduced to four primary constraints. It relies
on ministerial authorizations (to intercept private communications)
or ministerial directives as lawful authority for its privacy invasive
activities. Its activities must be in pursuit of its mandate, statutorily
defined in the NDA (the Privacy Act also limits it to collecting infor-
mation relevant to its mandate).”® It is statutorily prevented from
directing its activities at Canadians. It cannot, of course, violate the
Charter. The substantive scope of each is explored in more detail in the
following sections. Here, we examine how the executive branch essen-
tially interprets and applies these legal restraints on its own, with



Foreign Intelligence in an Inter-Networked World

no external controls from either the judiciary or legislative branch
of government. The executive is effectively left as the primary if not
sole arbiter of its own legal restraints. Against this backdrop, official
defence of CSE often amounts to publicly compelling, yet ultimately
meaningless, statements that CSE “operates within the law.”

As in many contexts, the modern technological era poses great
challenges, as legal concepts struggle to keep pace with rapidly evolv-
ing and highly complex contexts. This leads to many ambiguities that
are central to the scope and nature of the legal restraints imposed
on CSE. Determination of these ambiguities can significantly change
the scope of permitted activities. While Charter privacy protections
should develop in a technologically neutral manner," understanding
the implications of shifting practices in new technological mediums
can be a difficult exercise, confounding attempts at oversight and
control.”? In the absence of rigorous and adversarial challenge, these
ambiguities and complexities are often resolved in favour of the for-
eign intelligence agency that is implementing the powers in question.

Even in the presence of judicial control (but lacking adver-
sarial input and with only a loose review mandate), understanding
the evolving technical landscape has been difficult. The Foreign
Intelligence Surveillance Court (FISC), for example, found in 2011
that the NSA Internet surveillance program it had been regularly
approving for five years was significantly broader in scope than it
had understood: “[The Government] disclosed... for the first time
that NSA's upstream collection of Internet communications... may
contain data that is wholly unrelated to the tasked selector.”” The
“Upstream” program referred to is one of the NSA’s most expansive
electronic surveillance mechanisms.’ It, along with its sister pro-
gram PRISM, harvests billions of transactions from communications
networks daily, most of which are retained for thirty days, with
hundreds of millions retained longer term.”> Since 2006, FISC had
believed it was approving interception of discrete communications
of specific targets. In 2011, it realized entire Internet transactions
were being collected, indiscriminately sweeping up mass amounts
of domestic and untargeted data alongside each discrete target, yet
the program had been regularly approved for five years without this
central understanding. A process open to adversarial input would
have forced FISC to confront this factual inaccuracy far sooner.*

Similar issues have arisen with respect to CSE’s activities. The
Federal Court found in Re X that it had significantly underestimated
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the scope of activities undertaken by CSE when authorized to assist
Canadian Security Intelligence Service (CSIS) monitor communica-
tions of Canadians abroad.” Since 2009, the court had understood
it was authorizing the monitoring of such communications as they
transited through Canadian-based networks.® However, CSE was
secretly tasking its FVEY partners’ formidable intercept capacities
in conjunction with this “from home” surveillance.” The govern-
ment’s defence of its omission was that it required no authorization
in this context. It is an interpretation that highly favours its position
and robs the court of the ability to evolve the law to account for new
realities, such as the increasingly expansive scope of FVEY surveil-
lance capabilities. However, this legal interpretation is not patently
unreasonable. It should not be a surprise that the government, on
its own initiative and in the absence of adversarial input, reached
this conclusion, or that it will reach similar conclusions in the future.

These examples demonstrate that even with the presence of
nominal judicial scrutiny, applying legal restraints to the activities of
foreign intelligence agencies has proven a challenge. Far from robust
mechanisms for rigorous adversarial challenge, CSE operates without
the prospect of even sparse external control. Given the clandestine
nature of CSE’s intelligence-gathering mandate, some secrecy is
required. However, this does not mean CSE can be relieved of all
public accountability and the rule of law. The application, interpre-
tation, and implementation of the four legal constraints referred to
above occurs primarily on the basis of internal legal opinions from
the Department of Justice. Neither this underlying legal reasoning
nor the ministerial authorizations and directives and CSE activities
that are based on this reasoning are made public. Additionally, CSE
is free from any parliamentary control or even scrutiny.>* Canadians
are left to trust, but can never verify legality.

Its primary oversight mechanism is the CSE commissioner, an
autonomous former judge with independent budget appropriation.?
The commissioner assesses CSE’s activities for compliance with the
various legal restrictions placed on it. Having access to secret CSE
activities, internal documents, and even privileged opinions, the
commissioner can provide a critical independent voice in internal
CSE and ministerial decision making. In addition, the commissioner’s
annual reports can provide an avenue to enhanced public debate
around CSE activities. However, the commissioner’s recommenda-
tions are not binding and are often ignored on issues of central
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importance.? Further, the commissioner’s annual reports are cryptic,
rarely providing meaningful insight into specific CSE activities.?
They typically focus more on describing the commissioner’s own
oversight activities, with specific issues addressed at a high level of
generality. As the commissioner never publicizes the legal reasoning
underpinning his oversight (receipt of privileged communications
may even prevent this),? there is no opportunity for the academic or
legal community to challenge these without significant guesswork
or a whistle-blower.

Problems with the existing framework abound. For example,
CSE was granted the power to incidentally intercept private com-
munications of Canadians under ministerial authority. Several com-
missioners disagreed with CSE’s legal interpretation of this authority,
arguing it unjustifiably broadened what CSE can do.?® Successive
commissioners were nonetheless obligated to assess the legality of
CSE’s activities based on its own prevailing interpretation. In his
final report, Commissioner Lamer noted that his “one regret” was
leaving his position “without a resolution of the legal interpretation
issues that have bedevilled this office since December 2001.”%7 CSE
is often publicly defended with assertions that no commissioner had
ever found CSE activities to be in violation of the law.?® The value of
these assessments is significantly undermined as they are premised
on legal interpretations that the commissioners themselves found
inadequate. It is concerning that meaningful details regarding the
nature of the disagreements in question only emerged in the public
reports in 2008 — six years after they were first identified.?> Even
then, the object of the dispute was disclosed, but not the substance
or legal basis of the disagreement.

Another example arises from Re X. In late 2013, Commissioner
Décary’s first post-Snowden annual report mentioned that CSIS
had provided incomplete information to the Federal Court when
it sought a new legal framework for CSE assistance in monitoring
Canadians abroad in 20093° The missing information in question
led to a judicial reformulation of the legal framework for CSE/CSIS
assistance?' Some have pointed to this as an example of a function-
ing CSE oversight system. However, CSE/CSIS did not comply with
Commissioner Décary’s recommendation to provide the court with
more information. Mr. Justice Mosley, who had issued the initial
2009 framework authorization, read the report on his own voli-
tion and mandated CSIS/CSE to provide the information3* Justice
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Mosley had no obligation to read this report and, had it not come
to his personal attention, the reconsideration is not likely to have
occurred. Moreover, this particular scenario implicated CSE in its (c)
assistive mandate (see also note 7). CSIS must obtain prior judicial
authorization to seek CSE assistance in intercepting private commu-
nications. Had a comparable scenario arisen with respect to CSE'’s
independent foreign intelligence activities, there would be no Federal
Court judge with jurisdiction to proactively assess the issue in this
manner. In addition, important details that Justice Mosley found
necessary for his assessment came from the Security Intelligence
Review Committee’s (tasked with reviewing CSIS) annual report,
which provides significantly more substantive operational details33

The Privacy Commissioner of Canada also has oversight powers
with respect to CSE operations. However it, too, can only issue rec-
ommendations and only with respect to limited protections encoded
in the Privacy Act. Both the Privacy and CSE commissioners provide
valuable input into CSE’s internal assessment processes, enhancing
its attempts to properly account for important counter-interests such
as fundamental rights and freedoms. Many of the recommendations
that these bodies provide CSE are adopted voluntarily. However,
a system that relies almost solely on secret internal policies and
non-binding recommendations is not one constrained by law. Key
disagreements over central legal ambiguities remain unresolved and
colour all the assessments carried out by these bodies. In effect, the
oversight occurs against a yardstick defined by CSE itself, “put[ting]
at risk the integrity of the review process.”>* Such a system is not
capable of ensuring that the extraordinary powers granted to CSE
are being employed in a proportionate manner.

Ministerial Authorizations and Directives:
Lack of Any Meaningful Control

Compounding the general secrecy that pervades CSE’s accountability
regime is a general lack of external control. The Minister of National
Defence (“Minister”) is the only entity empowered to legally control
CSE, which relies on ministerial authorizations and directives as
lawful authority for its surveillance activities3> The Minister is also
able to issue further discretionary operational directives that are
binding on CSE* Neither Parliament nor the courts nor any indepen-
dent tribunal play any role in controlling CSE. Like any government
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action, CSE’s activities can, of course, be challenged in court, as can
its underlying statutory framework However, such challenges will
by necessity be rare, as CSE’s activities and the ministerial autho-
rizations and directives that underpin them remain shrouded in
secrecy. Also, CSE activities rarely appear in judicial proceedings. In
the absence of a whistle-blower, adversarial legal challenge to CSE’s
expansive activities is unlikely.

Section 8 of the Charter requires that the state obtain prior
authorization issued by an “entirely neutral and impartial” arbiter3®
The purpose of section 8 is “to protect individuals from unjustified
state intrusions upon their privacy,” and this requires that a neutral
arbiter determine whether a particular intrusion is justified, when-
ever possible. The minister is, in the words of one expert commenta-
tor, “many things, but a disinterested judicial officer he is not.”?9 CSE
receives its foreign intelligence target priorities from the minister
(and the rest of cabinet). Specifically, the minister is responsible for
establishing CSE’s foreign intelligence-gathering priorities.4> That
the minister is at once the arbiter of investigative priorities and the
legitimacy of investigative techniques used to achieve those priorities
is deeply problematic. The minister of national defence would natu-
rally be guided by a range of public policy and expediency concerns
when setting CSE’s intelligence priorities, rendering him incapable
of acting judicially when determining whether a particular privacy
invasive activity is or is not justified.+*

Prior judicial authorization is the default requirement for consti-
tutional privacy invasion, but the particular circumstances of a given
context can justify departures from this general rule.#> Diminished
expectations of privacy, exigent situations, and investigative con-
texts where secrecy is necessary can all justify modifications from
the standard procedural requirements.*> However, in each of these
instances, there must be some mechanism for meaningful judicial
review and adversarial challenge.#4 Similarly, some (but not all) of
CSE’s intelligence-gathering activities relate to national security.
However, the heightened concerns inherent in national security may
not, in the absence of demonstrable practical challenges, justify for-
going judicial authorization with respect to digital interactions that
attract high expectations of privacy.# In this context, the information
obtained by these privacy invasive activities may result in adverse
consequences for individuals (such as placement on a no-fly list or
worse), but affected individuals are not likely to ever discover CSE
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intelligence as the source of such impacts. The surveillance itself is
highly surreptitious despite its far-reaching scope. Judicial review
is a highly unlikely prospect.

Nor do the circumstances in question justify excluding the
judiciary from the process. Ministerial authorizations were chosen in
lieu of judicial authorization because it was presumed that Canadian
courts lack the jurisdiction to authorize surveillance activities occur-
ring in foreign territories.#® This is no longer a sustainable premise.
Indeed, Bill C-44, which became law on April 23, 2015, explicitly
grants Canadian judges the ability to “authorize activities outside
Canada to enable [CSIS] to investigate a threat to the security of
Canada.”# CSE is permitted to assist CSIS in carrying out these
extraterritorial investigations.#® A similar provision could readily be
employed to ground judicial authorization of CSE surveillance activi-
ties abroad. CSIS is tasked with a similar investigative mandate and
operates under prior judicial authorization.# There is no practical
reason not to impose some form of judicial control onto CSE.

The provisions guiding CSE’s authorization are equally prob-
lematic, and so broad that even a court would have difficulty con-
straining CSE'’s activities through them. The minister may authorize
CSE to “intercept private communications in relation to an activity
or class of activities” if satisfied that Canadian privacy is protected,
that the information could not be otherwise obtained, and that
the anticipated value of the intelligence justifies the interception.>®
Because authorization occurs on the basis of “activities or classes of
activities,” consideration of whether the “particular interests that
could be compromised” by the authorized surveillance justify it or
not occurs at a high level of generality and fails to account for specific
privacy interests5” The lack of a clear reasonable grounds standard
to measure the authorization justification framework exacerbates
this breadth.5* Courts have recognized that national security inves-
tigations may require a different kind of specificity than traditional
criminal investigations, tailored to the anticipatory nature of the
investigations.>> However, Canadian courts have not accepted the
proposition that national security concerns can justify a lower stan-
dard for invading high expectations of privacy>* The breadth of the
current standard allows CSE almost limitless latitude in determining
the scope of its privacy-violating activities.

As broad as the legislated authorization standard is, CSE has
interpreted it to be even broader — the Minister need only authorize
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“classes of communications interception activities,” as opposed to
interceptions of private communications in relation to specific activi-
ties or targets. Commissioners have noted that this interpretation is
not supported by the statute and unduly expands CSE’s authoriza-
tion regime It allows the Minister of National Defence to frame
his authorizations so broadly that only three are required for CSE’s
entire foreign intelligence interception program.® This alone speaks
to their expansive breadth and lack of specificity.

Commissioners have also pointed to CSE’s misinterpretation
of the term “interception” as having obscure “legal and operational
significance.”s” We know that most FVEY interception programs rely
on network level filtering — all network traffic and phone calls are
continually searched for matches on tasked keywords.>® CSE itself
has over two hundred sensors filtering network traffic around the
world, and is further able to task other FVEY agency interception
resources> Some FVEY agencies only consider an interception to
occur when network traffic is “accessed.” Filtering conducted by ISP
equipment (under order from the agency) is not engaged.®® Another
argument sometimes presented by FVEY agencies is that “intercep-
tion” only occurs (and privacy is only implicated) when specific
communications are acquired and retained. For example, the commis-
sioner recently described CSE’s wiretapping activities only in terms
of “accidentally collected” and “retained” private communications,
while ignoring how many private communications were “searched”
for keywords.®* Either argument greatly skews the privacy analysis
by disregarding significant analytical activity — the private commu-
nications of millions can be scoured for selectors, yet only the “hits”
count. Non-collected communications monitored for keywords are
clearly “searched,” if only to confirm that they do not include the
keyword in question.®? Simply knowing that one’s communications
are being scanned for certain words can have a serious chilling effect.

CSE’s legal framework is also flawed in its application to
“metadata,” data about a communication. CSE is operating under the
assumption that metadata is not considered a “private communica-
tion.”®3 As a result, CSE’s activities (its own collection as well its use
of FVEY resources) are different in character and scope if it classifies
data as “metadata” or “content.” Metadata does not fall under the
ministerial authorization regime, which only regulates interception
of private communications. Instead, under a single ministerial direc-
tive, CSE gathers “huge amounts” of metadata, “on large numbers
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of people.”* Internet metadata is often difficult to distinguish from
“content”: a Facebook ID provides you with access to the profile itself;
a URL permits you to see the web page or other resource viewed;
the URL for an online search will include the search query.®> Even
traditional phone metadata can be highly revealing of the objects of
the call itself.®® Whereas most definitions of metadata exclude data
that would reveal the purpose of the communication it relates to,
CSE defines it broadly.” It includes URLSs of web resources, Facebook
identifiers, search queries, and even document-authoring informa-
tion.%® There is no basis for treating such metadata differently from
content; they equally implicate our private lives.*

Attempts to moderate the inherent breadth of CSE’s lawful
authorization come in the form of targeting and minimization
limitations. These involve general processes (explored below)
designed to limit impact on Canadian privacy, not to target surveil-
lance on intelligence targets.”® Even if effective, such mechanisms
would never be reassuring, as CSE would still be able to monitor
all communications indiscriminately and will have infiltrated the
infrastructure necessary to do so. Its powers are so broad that they
disregard the privacy of millions around the world in order to
obtain small iotas of potentially useful information. For example,
one Government Communications Headquarters, or GCHQ, input
into a joint FVEY resource collected millions of Yahoo customer
private video chats, without regard to whether specific accounts
were targets or not7* GCHQ explored expanding this intake to
include video/audio cameras increasingly found in living rooms.”?
One sample of NSA-acquired and retained communications data
revealed medical records, resumes, children’s academic transcripts,
sensitive pictures, and embarrassing comments of innocent indi-
viduals.7> The ratio of targeted to non-targeted individuals whose
data was collected and retained in this sample was 1:9 (not counting
irrelevant information on targets). Once collected, mining of this
dataset is determined by CSE itself, not the minister, and not on
the basis of any individualized suspicion of wrongdoing. While the
Privacy Act imposes a “relevance” requirement, other agencies have
defined this to mean a “two-to-three degree of separation” model
of suspicion, which scales rapidly on digital networks.”# Moreover,
while the NSA relevance criteria are at least tied to a particular
investigation, CSE’s relevance is only tied to its general foreign
intelligence mandate.
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Even as the sensitivity of digital data has increased over the
past decade, FVEY agencies have decided that “all” communica-
tions are relevant to their mandate because they generate general
intelligence capacities that are useful?> Doubtless, these various
programs have had some investigative value in important efforts
to prevent serious threats to life and limb. But their formulation
makes no attempt to account for the disproportionate impact this
approach has on our private digital lives. The prevailing “collect
everything” mindset is not effectively mitigated by minimal steps
to limit subsequent access and use. As explored in the next section,
the near-limitless mandate that governs the use of these collected
treasure troves is, on the one hand, far broader than the existential
terrorist threat that is often its public face and, on the other, poses a
direct threat to democracy as we know it.

Foreign Intelligence: A Mandate with Few Limits and
Substantial Potential for Abuse

Defences of the incredibly broad powers granted to CSEC and its
Five Eyes counterparts often focus on the need to prevent serious
terrorist or other existential threats; however, this is a “misleadingly
narrow sales pitch.”7® The term foreign intelligence itself is defined
in broad terms as information “about the capabilities, intentions
or activities of a foreign individual, state, organization or terrorist
group, as they relate to international affairs, defence or security.”77 It
couples a strong focus on counterterrorism with an enduring interest
in political intentions and a general need for situational awareness.”®
Substantively, this has evolved to include a broad range of objectives
and intelligence agencies have used their powers to further political
or economic objectives and, fundamentally, as a vehicle for advanc-
ing any national interest’? The mandate is problematic for its all-
inclusiveness, but also for its application to the intentions of foreign
individuals who are neither representatives of a foreign power nor
agents of a terrorist organization. As the need to act within its man-
date (and restrict collection to mandate-relevant intelligence) is one
of the central substantive limitations on CSE’s surveillance activities,
this breadth of purpose and application is concerning.

Expansive foreign intelligence powers are increasingly used
to gain domestic economic and political advantages. Information
is gathered to “assist a [FVEY] member government engaged in
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sensitive international negotiations — be they diplomatic or eco-
nomic.”8 Foreign intelligence agencies are playing a bigger role in
advising the government on economic decision making.8* A recent
government focus on international trade agreements is expected to
lead to even greater government “demands for information on...
economic/prosperity issues.”® It can also include situational aware-
ness of various economic and political issues that Canadian cabinet
ministers decide are priorities.®3 This has included, for example, use
of extensive FVEY surveillance capacities to spy on the Brazilian
ministry in charge of mining rights, to spy on economic meetings
such as the G2o summits in London and Toronto, to seize data from
the lawyer of a foreign government in the midst of negotiations, to
insert malicious spyware targeting trade institutions within the EU,
to directly exploit private networks used by businesses such as banks
and telecommunications companies, and to spy on other countries
in preparation for a summit on environmental issues.® It has even
included targeting of UN Secretary General Ban Ki-Moon for the
less than life-preserving objective of obtaining his talking points
in advance of a meeting with President Obama.® These objectives
accompany the more serious national security concerns, and the
same investigative techniques (the same databases, in fact) fuel both.
Moreover, FVEY mandates also include “understanding the global
communications infrastructure,” a broad and open-ended objective
that appears to permit random and unfettered experiments on col-
lected data.®

With respect to terrorism, it has long been recognized that an
unchecked security investigative mandate poses a serious threat
to core democratic values. This threat arises from the open-ended
nature of security investigations and the close proximity between
security concerns and unpopular (but important) political views,
making privacy protections all the more important in this context.®?
The inherent breadth of the security concept, which necessarily
adopts an open-ended threat model, renders attempts to prevent
detrimental impact difficult.?® Recent examples have confirmed that
the temptation to use expansive security-based powers for other
objectives is difficult to resist. Australia was recently rebuked for
spying on communications between East Timor and its lawyer in the
course of an arbitration dispute, putatively for national security.®
Canada’s own domestic experience with security intelligence con-
firms this — decades of abuse of security power harmed legitimate
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political activities, forcing Parliament to sever security intelligence
investigations from the RCMP’s mandate and vest these in an inde-
pendent agency, CSIS.9° CSE itself is expressly empowered to assist
domestic agencies with their own respective investigations, and
repurposes its vast intelligence holdings when doing s0.9* Far from
taking steps to address these problems, CSE’s foreign intelligence
mandate heightens the threat by overtly combining political and
economic objectives alongside security.

Historically, the inherent breadth and heightened human rights
risk inherent in the foreign intelligence concept were tempered by
a focus on foreign powers and their agents.?? In the wake of 9/11,
this focus was broadened to include not only terrorist organizations
and their agents but any information about the “intentions” of any
“foreign individual” in relation to “international affairs.” We have
since seen the formidable powers of FVEY agencies levelled at indi-
vidual financial transactions conducted through text messaging;9
prominent Muslim community leaders with no terrorist affiliation;%
civil society groups engaged in public advocacy on human rights
issues;? and journalists critical of the US government’s response to
9/11.9° Some FVEY agencies have carried out cyber attacks designed
to disrupt online discussion forums used by hacktivists and politi-
cal dissidents.?”

This is problematic because the integrated nature of modern
digital networks not only places most individual interactions within
reach of FVEY surveillance systems, but also leads to policy resolu-
tion that increasingly occurs on the international stage. Much of
this now falls within the potential purview of foreign intelligence
agencies, as it relates to the “intentions” of “foreign individuals” in
relation to “international affairs.” As argued in the next sections, this
integration not only means that the wide net cast by foreign intelli-
gence agencies captures significant swaths of domestic data, but also
seriously questions the ongoing legitimacy of the prevailing foreign
intelligence paradigm, rooted in a disregard for the privacy rights
of foreigners. In particular, the migration of political debate to the
international stage and the focus on “individuals” who are neither
“foreign powers” nor “agents” of terrorist groups suggests that the
same hazards historically recognized in the domestic security context
are present — and must be addressed — on the international stage.
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Five Eyes on the World’s Communications: A Global Problem
with No Global Solution

Perhaps the most substantive legal check on CSE’s surveillance capaci-
ties is the prohibition on “directing” its activities at Canadians and
the requirement to minimize the impact of its activities on Canadians’
privacy if their data is collected incidentally.?® This approach is more
effective as a rhetorical tool than at protecting Canadians’ privacy.9?
Nor is it acceptable to ignore the privacy of non-Canadians. The
prohibition on directing CSE activities at Canadian persons (defined
as any person in Canada or Canadian abroad) expressly permits the
targeting of communications known to include those of Canadians,
while prohibiting the purposive targeting of Canadian individuals. For
CSE, to direct at or target means “to single out.”’*° In the traditional
phone context, this means that if you are directing your wiretap at
someone outside of Canada and that person phones a Canadian, that
call is fair game as an incidental collection.”* On digital networks,
however, traffic routing is “all intermixed together,” meaning that
any mass-scale collection of foreign communications is guaranteed
to include significant amounts of Canadian data.*

With respect to interception of private communications (“con-
tent”), CSE filters communications streams en masse at key Internet
traffic points.’3 It likely uses metadata selectors or keywords (e-mail
addresses, telephone numbers, IP addresses with a probability of
foreignness) to scan all communications passing through its net-
work filters; all hits are collected.”* Other agencies filter both the
designated “to/from” fields of communications and their text-based
content (“about” communications), meaning that an e-mail, text, or
Facebook message referencing a targeted phone number would be
collected.’s CSE’s definition of metadata selectors in this context
might be broad enough to include URLs, Facebook account iden-
tifiers, or document-authoring information, in which case these,
too, would be hits if present in an e-mail text or attachment.’® The
minister only authorizes “classes of monitoring activities,” so CSE
selects targeting keywords and applies them to monitored communi-
cations streams by itself.”” With respect to private communications
incidentally acquired, CSE must minimize the impact on Canadians
by expeditiously determining whether these are “essential” to
foreign intelligence.’® In 2013, sixty-six private communications of
Canadians were retained for current and future use.” The number
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likely does not represent discrete communications, but rather com-
munications streams (all text messages between 613-555-5555 and
<foreign number>).""® Moreover, this only represents retained com-
munications. The reported NSA 1:9 intake relevance ratio suggests
that an additional 594 Canadian communications (streams) were
collected, analyzed, and eventually discarded.”* By comparison,
the RCMP’s extensive domestic mandate rested in its entirety on
700 intercepted communications in 2012.*2

Metadata is not only collected and used to identify what con-
tent to collect, but increasingly for its own intelligence value. This is
governed by different rules. CSE cannot “direct metadata analysis at
Canadians” but, critically, the statutory obligation to expeditiously
identify and delete Canadian data not deemed “essential” only
applies to “private communications” (i.e., not metadata).”> Instead,
post-collection minimization procedures for metadata are anaemic,
limited to suppressing identifying details of Canadians in derived
intelligence reports.”# Neither the deletion of metadata known to
belong to Canadians,' nor the placement of meaningful restrictions
on its analysis is required; CSE analysts can access Canadian meta-
data without even seeking senior management approval.*

It is clear CSE has a lot of Canadian metadata at its disposal. It
adopts a permissive definition of “directed at Canadians” that allows
extensive use of this metadata. One revealed CSE program in par-
ticular involved an analytical model designed to “track” individuals
by correlating identifiers (Facebook and Google cookie IDs, e-mail
addresses) associated with geolocated Wi-Fi network IP addresses.™”
A metadata packet timestamped at 11 a.m. containing “canuck@
maple.ca” and an IP address known to be used by a particular cafe’s
Wi-Fi network is an accurate indicator of canuck’s location. No
metadata was collected for the program, meaning that the extensive
underlying metadata set is indicative of CSE’s regular holdings.**
The program description notes that in one tested Canadian city over
300,000 active IDs associated with two sets of public Wi-Fi networks
were identified in a short two-week period — a lot of Canadian meta-
data.” Despite the fact that the test program was clearly directed at
people within Canada (“at Canadians”), its defenders argued it was
not “directed at Canadians” because it did not “identify any indi-
vidual Canadian.”*2° This approach is inconsistent with the Privacy
Act definition of personal information by which CSE claims to be
bound, and which has been held to clearly apply to similar data
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analytics.”»* If CSE does not consider this program to be “directed
at Canadians,” then there are few limits on the extensive analysis it
can make of its Canadian metadata.’>

This permissive approach to Canadian metadata is particu-
larly problematic in light of CSE’s access to FVEY resources. Active
integration of CSE and other FVEY resources, including tasking
intercept capacities and access to shared databases through inter-
operable interfaces has been underway since at least 2010.> Some
CSE analytic programs make highly integrated use of FVEY meta-
data databases.”* The FVEY agencies that create these databases
are not legally prevented from targeting Canadians in their acqui-
sition programs and, in fact, many operate under the assumption
that their constitutional privacy obligations have no extraterritorial
application. The databases and capacities in question are therefore
generated without any legal obligation to respect the human rights of
Canadians. When using these databases, CSE remains bound by the
prohibition on “directing its activities at Canadians.” However, with
respect to metadata at least, CSE appears to consider it appropriate to
analyze Canadian-rich datasets in its foreign intelligence programs.
Moreover, CSE uses its entire metadata resources (inclusive of FVEY
resources) when assisting domestically empowered agencies such as
the RCMP and CSIS under its (c) mandate, without distinction as to
how the underlying data was collected.’>> Recently introduced Bill
C-51 seeks to dramatically expand this domestic element of CSE'’s
activities by granting CSIS an open-ended digital disruption man-
date, which will be implemented through CSE assistance, with all
the FVEY resources at its disposal.’2®

This round robin — whereby each agency operates under no
legal restrictions when spying on the citizens of its FVEY allies, and
the spoils of the exercise are shared by all —raises a number of issues.
While it is indisputable that privacy is an internationally recognized
human right, FVEYs argue that their obligations to respect this right
stop at their respective territorial borders. Additionally, some have
argued that the context of foreign intelligence in particular operates
as a categorical “exception” to privacy. On these bases, each FVEY
agency deems itself free to spy on the world’s communications net-
works as long as they do not target domestic citizens. Neither of these
arguments is sustainable in the modern era. Digital communications
networks are too intertwined for the status quo — where everything
“foreign” is fair game — to continue.
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While historical limitations on extraterritorial privacy obli-
gations were steeped in principles of comity, the ability to spy
on political leaders and citizens of allies without restriction does
more to undermine than “facilitate interstate relations and global
co-operation.””?’ It also increasingly raises the same human rights
implications on the international stage that have led to the strict regu-
lation of national security surveillance domestically.’>® Resolution
and debate of political issues increasingly happens on the global
stage. The need for interoperability of digital networks is a particu-
lar driver for international resolution of domestic political issues at
a range of supra-national governance bodies (Internet Governance
Forum, Organization for Economic Co-operation and International
Telecommunication Union).’® Trade agreements increasingly address
a range of domestic issues, and there are ongoing attempts to
imbue new hemisphere-wide bodies with significant control over
e-commerce.”® Further, many domestic policy issues are now a mat-
ter of integrated international debate, as individuals from around the
world discuss these matters on international online platform.”* Even
legal disputes are increasingly resolved on the international stage,
where the historically permissive foreign intelligence approach per-
mits states to spy on their legal adversaries.> There is evidence that
the prevailing mass foreign surveillance model is already having a
chilling effect on the ability of reporters and civil society advocates
in both their domestic and international efforts.”® It is also having an
adverse impact on transborder data flows more generally, raising con-
cerns regarding storage of data abroad.’>* All told, the “Wild West”
approach to foreign surveillance is antithetical to comity in that it
undermines “peaceable interstate relations and the international
order” as well as the most fundamental of our democratic rights.”

The need for robust extraterritorial protection of human rights
has been gaining significant attention in recent times. The Maastricht
Principles open by noting that globalization has made territorial
limits on human rights obligations inherently inconsistent with the
universality of human rights, adopting a framework focused on
state actors and causation with foreseeable impact as its primary
touchstone.3® With respect to communications surveillance spe-
cifically, there is growing recognition that current extraterritorial
foreign intelligence surveillance is no longer consistent with human
rights.”” The High Commissioner on Human Rights in particular
noted that granting minimal protection to “external communications”
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constitutes impermissible discrimination in the application of human
rights obligations to foreigners.3® Technical acts of interception or
data access abroad increasingly constitute exercises of effective
control of the state’s regulatory jurisdiction, implicating jurisdic-
tion.” An unprecedented UN General Assembly resolution has now
recognized that surveillance is having negative impacts on human
rights “including extraterritorial surveillance and/or interception of
communications.”*#° Finally, the International Court of Justice issued
an order prohibiting Australia from monitoring any communications
between East Timor and its legal advisors regarding any proceed-
ings before it."*

The right to privacy under the Charter has always protected
people not places.#* Canadian courts have recognized, however,
practical and legal challenges in attempts to apply Charter stan-
dards to Canadian officials invoking foreign invasive state search
powers abroad.™®> Requiring Canadian agents operating in another
country to follow Canadian search and seizure standards could
constitute a violation of sovereignty. Canadian agents are therefore
typically permitted to follow foreign investigative standards when
acting abroad. However, this rule is premised on two key assump-
tions: that Canadian agents operating abroad are restrained by some
legal framework (that of the foreign country) and that Canadian
courts retain some control through the ability to exclude evidence
gathered abroad in a manner that is inconsistent with fundamental
justice.’#4 Neither applies here. CSE'’s foreign surveillance does not
“rely on [foreign] state compulsion” to invade the privacy of foreign
citizens — it neither operates under foreign laws nor is constrained
by them.™# As the fruits of its surveillance are rarely used in court,
the threat of exclusion is non-existent. More importantly, however,
the leeway granted to foreign investigations ends where violations of
fundamental and internationally protected human rights begin.'4¢ By
explicitly failing to account for foreigners’ individual privacy rights
in any way at all, CSE’s legal framework fails to strike a proportion-
ate balance and constitutes a violation of the right to privacy."#” The
Charter must constrain CSE’s activities in some manner, as nothing
else can. Notably, as a matter of comity, allowing CSE to disregard
the privacy of foreign citizens implicitly allows all other states to
disregard the privacy of our own.

CSE’s participation in the FVEY network is more complex.
Courts have recognized that the Charter does not apply to the
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activities of foreign agencies assisting Canadian counterparts, nor is
there any direct mechanism to compel foreign agencies to operate by
Charter standards.™#® The Charter does apply, at minimum, to CSE par-
ticipation in a process clearly violative of fundamental human rights,
if there is a sufficient causal connection between CSE and the result-
ing violation.’# FVEY resource sharing is highly integrated, with CSE
likely able to directly task at least some FVEY monitoring resources.’°
Such direct tasking often requires no intervention or approval by the
agency hosting the resource once general arrangements are in place,
giving CSE practical control. CSE has repeatedly stated Canadian law
binds its use of such capacities, if only with respect to the protec-
tion of Canadians.”* Canadian law is therefore practically capable
of restricting CSE use of FVEY resources. The FVEY cooperative is
premised on a foundation of disregard for the privacy rights of for-
eigners and participants are not meaningfully constrained by their
domestic laws.’52 Each time CSE tasks the FVEY network, it takes the
risk that another agency will act independently on the information,
leading to unconstitutional “detention or harm.”*>3 CSE has direct and
explicit knowledge based on its own legal advice that tasking FVEY
partners involves “the breach of international law by the requested
second parties.”54 Canadian law should restrict CSE’s use of these
resources so as to respect the rights of non-Canadians.”> Arguably,
the Charter requires it.

While CSE cannot obligate its FVEY partners to adopt Charter-
compliant information-gathering activities, it can more effectively con-
strain its own intelligence gathering and tasking of FVEY resources
to reflect the privacy of affected targets. Those could include a
reasonable grounds standard, for example, or the application of
caveats.® It can also lead by example, or engage its allies in discus-
sions geared towards an alliance that respects the privacy rights of
all individuals.”” However, domestic governments will not undertake
such changes on their own initiative. Governments rarely act to cur-
tail their own surveillance powers. As it will generally be politically
palatable to placate domestic populations with reassurances that
extraordinary powers are directed externally, there is an element of
discrimination inherent in this system, which impacts minimally on
voters.’’® The impetus for any form of effective change to this frame-
work can only come from the Charter and the Courts entrusted with
protecting the fundamental values enshrined within it.
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Conclusion

The last decade has seen a dramatic expansion in the integration
of communications networks, as well as in the portion of our daily
lives that have become digital. Changes to the threat model and the
operational approaches of foreign intelligence agencies have placed all
of these interactions in the digital sphere within the unfettered and
limitless scope of agencies whose legal frameworks were developed
in a Cold War, spy-vs.-spy context that is categorically inapplicable to
daily interactions of individuals, in Canada or abroad. The oversight
of these entities, while important, has proven to be an ineffective
check on the broad powers granted to CSE and its counterparts. At
the same time, globalization and interconnectivity have moved the
discussion of central political and democratic issues, once primarily
in the domain of domestic politics, onto the international stage and
within the granted purview of these agencies. Most importantly, the
unprecedented scope of individual data collection these agencies have
undertaken raises serious questions as to the underlying proportion-
ality of the prevailing model and demands an urgent re-evaluation.
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CHAPTER IV

Lawful Illegality: What Snowden
Has Taught Us about the Legal
Infrastructure of the Surveillance State

Lisa M. Austin

Introduction

he Snowden revelations have revealed to us, with impressive

documentation, the technical infrastructure of contemporary
state surveillance. What is less obvious, but of great importance, is
the revelation of the legal infrastructure of this surveillance. In this
chapter I argue that this infrastructure is best understood as one of
“lawful illegality.”

One aspect of the lawful illegality of surveillance is the con-
flicting reactions of citizens and authorities when surveillance
programs are revealed. Members of the public, upon learning what
some national security authority is doing, protest that it must be
illegal. The national security authority, and government, claim that
everything they do is lawful. The label “lawful illegality” captures
this conflict between the perspective of the state and the perspective
of ordinary citizens.

It is likely the case that spy craft has always operated within a
space of conflicted legality. For example, state security agencies might
have lawful authority under their domestic law to engage in actions
abroad that might breach the domestic laws of other nations or inter-
national legal norms.* But what has become so clear in the wake of
the Snowden revelations is the dramatically changed landscape of
state surveillance. Ideas of what is included in “national security”
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have broadened, and targets now include ordinary individuals
and not simply foreign states and foreign agents. The line between
criminal offences and national security offences has blurred, both
domestically and internationally. Effective state action against terror-
ism requires cooperation between national security authorities, law
enforcement authorities, and border officials, both within a state and
across borders, as well as sophisticated technologies that make use
of a global and interconnected communications infrastructure.? This
changed landscape reveals a deeper tension than simply conflicting
perspectives of legality. My claim in this chapter is that there is a
serious rule of law problem.

The rule of law requires the commitment that state action itself
be subject to the law. In this chapter I claim that the issues of secrecy,
complexity, and jurisdiction work together to create “lawful” paths
for state surveillance for national security purposes that are neverthe-
less in deep tension with a general commitment that this surveillance
be subject to the oversight and accountability demanded by the rule
of law. Throughout, I illustrate these issues with a set of examples
largely taken from the Snowden revelations, with a Canadian per-
spective. These examples are not meant to provide an exhaustive
overview of the issues, but to highlight the importance of attending
to these larger questions of legality if we are going to move forward
and design a better system of oversight.

lllegality and Emergencies

In the aftermath of 9/11, there was a significant rule-of-law debate
regarding the role of law in fettering executive discretion in times of
emergency. This framework of “emergencies” remains important in
public discourse concerning surveillance. For example, United States
Supreme Court Justice Scalia commented upon the possibility that the
Supreme Court would ultimately decide upon the constitutionality
of some of the American surveillance programs.> The legal question,
he said, is about “balancing the emergency against the intrusion
[on the individual].” He also suggested that the court was the “least
qualified” institution to decide this issue. This lack of expertise, one
can infer, concerns the court’s qualification to judge the demands of
emergencies, not the demands of the Fourth Amendment; whatever
judgment emergencies require, the executive and not the courts are
the experts.
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As David Dyzenhaus has argued, some of the post-g9/11 debate
regarding emergencies and the rule of law concerns the different
responses one might take to the existence of either legal black holes or
legal grey holes. A black hole is where the legislature seeks to carve
out a space of no-law; a grey hole is “one in which there is the facade
or form of the rule of law rather than any substantive protections.”
The space created by such holes is a space for executive discretion
and the need for such space derives from the perceived exceptional
nature of national emergencies, where it is difficult to anticipate in
advance what that emergency will be and how one should respond.

This framework of emergencies, with its themes of uncertainty
and unenforceability, is both helpful and unhelpful when applied
to state surveillance. It is helpful in that the exceptional nature of
terrorism has deeply influenced contemporary methods of state
surveillance. One aspect of the exceptional nature of terrorism is
indeed its unpredictability. It is difficult to anticipate who will engage
in acts of terrorism: agents of foreign powers, members of existing
and known terrorist organizations, affiliates abroad, or homegrown
extremists? It is difficult to anticipate where an attack will take place,
whether many civilians will be at risk, the potential scale of an attack,
and so on. Another aspect of the exceptional nature of terrorism is
the type of risk it is seen to be — not just a risk of potentially cata-
strophic harm, but a deep political threat to the state. For example,
the United States considers itself to be at “war” against al-Qaeda.®
The extraordinary nature of the threat of terrorism also underpins
the US response of seeking to prevent future terrorist attacks, with
a “never again” mentality”

However, focusing on the exceptional nature of emergencies
can distract us from the most salient features of the state surveil-
lance methods Snowden has revealed to the world: they are in fact
a rational, systematic, planned response to the perceived need to
prevent terrorist attacks. In other words, the framework of emergen-
cies concerns whether what is needed is a discretionary space for
executive authority — either legal black holes or legal grey holes — to
nimbly respond to exceptional circumstances that cannot be foreseen
in advance. But state surveillance premised on the idea of collecting
the “haystack” to find the “needle” is not about preserving discretion
at all. It is about applying rational analytic methods to the problem of
preventing certain kinds of threats that have been identified at least
at some level of generality (e.g., terrorist threat).® The proper frame
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of the rule of law challenge is not about the question of whether
executive discretionary authority in relation to emergencies can and
should be constrained by the reason of the law; instead, it is about
whether mass surveillance as a mode of rational social ordering is in
conflict with the deepest commitments of law as a mode of rational
social ordering.

When we talk about the legality of surveillance, therefore,
we need to focus less on the spaces of discretion and more on the
systematic features of surveillance that put strain on our traditional
understandings of the rule of law. In particular, I want to flag three
issues. The first is the issue of secrecy and the degree to which it is
demanded by the national security context. My claim is that it creates
pressure for unilateral, rather than objective and public, interpreta-
tions of the law. The second is the issue of legal complexity, especially
as it relates to law reform initiatives. Where there is an increased
blurring between regular law enforcement, border control, and ter-
rorism investigations, as well as increasingly complex relationships
between private sector communications intermediaries and the state,
gaining a clear public understanding of proposed changes to lawful
access laws or the full significance of legal cases before the courts is
extremely difficult. The third is the issue of jurisdiction and the extent
to which national boundaries and questions of status (like citizen-
ship) affect the lawfulness of surveillance. In particular, I argue that
instead of providing us with the tools for accountability, status and
jurisdiction allow for the leveraging of national boundaries to create
an international surveillance regime with questionable accountability.

Secrecy and Unilateralism

One of the most basic understandings of the rule of law is that gov-
ernment itself is subject to law. As already noted, one of the remark-
able things about the Snowden revelations is that the response of
both the intelligence agencies and the governments involved has
largely been to claim that they are acting in a lawful manner. What
has become clear, however, is that these claims of lawfulness are
often unilateral in the sense that they are either claims of a one-sided
interpretation of the law or claims of deference to that one-sided
interpretation within an accountability framework that is structurally
biased. Secrecy is a key ingredient to this unilateralism. However,
such unilateralism lies in tension with our deeper commitments to
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legality, which demands that law reflect a “public” perspective and
not that of an entity who is supposed to be regulated by that law.

In Canada, the Communications Security Establishment’s
claims of the lawfulness of its metadata program, for example, turn
out largely to be a claim that there is a plausible legal interpretation
that shows CSE’s activities to be both within its statutory authority
and consistent with the Canadian Charter of Rights and Freedoms. The
problem is that the plausible legal interpretation is one provided by
the government itself and its conclusion of lawfulness is far from
obvious to an outside observer. As we have seen from the public
controversy surrounding the disclosures regarding CSE’s alleged
collection of communications metadata at public Wi-Fi spots, many
well-informed commentators express incredulity regarding how
such activities are lawful under either the National Defence Act or the
Canadian Charter of Rights and Freedoms.d

CSE does not make its legal interpretation public, so its claims
of lawfulness rest not just on its own legal interpretation but,
importantly, on a secret interpretation. CSE itself often points to
the independent oversight of the CSE commissioner as part of the
accountability framework within which it operates.’® This suggests
that the CSE commissioner is able to independently assess the lawful-
ness of CSE’s activities. However, we know from the annual reports
of past CSE commissioners that where there is a difference of views
regarding legal interpretation, it is CSE’s view that prevails. For
example, in his 20052006 annual report, Commissioner Lamer stated,

With respect to my reviews of CSE activities carried out under
ministerial authorization, I note that I concluded on their lawful-
ness in light of the Department of Justice interpretation of the
applicable legislative provisions. I have pointed out elsewhere
that there are ambiguities in the legislation as now drafted, a
view that I share with my predecessor, the Hon. Claude Bisson,
O.C,, a former Chief Justice of Quebec. Currently, two eminent
lawyers, the Deputy Minister of Justice and my independent
Legal Counsel disagree over the meaning of key provisions
that influence the nature of the assurance that I can provide.”

Similar statements have been made by subsequent commissioners.*
Without an accountability mechanism that allows for the govern-
ment’s interpretation of the law to effectively be contested as well
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as for a final determination by an objective body, like a court, then
“lawfulness” turns out to simply mean a claim to operate within
one’s own interpretation of the law. Oversight, on this model, means
independent assurance that one’s activities conform to one’s own
interpretation of the law. To be subject merely to one’s own interpre-
tation of the law looks a lot like getting to be one’s own judge, and it
lies in deep tension with the ideal of law as an objective constraint
on state power.

This unilateralism is exacerbated by several other layers of
secrecy that remove a number of potential informal constraints that
can operate to ensure balanced, rather than biased, legal advice. People
seek legal advice because they want to do things and need to find out
how to do them legally. There is a natural pressure, in such a context,
to provide a permissive interpretation of the law. Many factors typi-
cally operate to provide a countervailing pressure, but most of these
depend upon the understanding of the parties involved that the actions
taken pursuant to that legal advice will be public and can be called
into question by those affected by them. If there is reason to think that
those affected can argue that the actions taken are in fact contrary to
law, then there is a risk of legal liability that will factor into the origi-
nal advice offered. More generally, public scrutiny through the press
and academia provides another set of informal constraints, albeit less
direct. But state surveillance operations, both in terms of general pro-
grams and in terms of particular operations, are secret. If surveillance
is secret, then the people likely affected by the surveillance are in no
position to contest it, and this removes one of the informal constraints
that can operate to provide balance in determining the lawfulness of
the surveillance. In other words, the layers of secrecy surrounding
state surveillance structurally enable one-sided legal advice.

If the legal opinions establishing lawfulness are secret, if the
activities at issue are secret, if the legal opinions are ones that even
those tasked with oversight must defer to, then the “lawfulness” of
surveillance is very one-sided indeed. The systematic effect of this on
civil liberties should not be underestimated. David Cole has argued,
for example, that post-g/11 civil society groups have been one of the
most important guardians of constitutional and rule-of-law values,
and not the more “formal mechanisms of checks and balances” in
the United States.” Such groups cannot perform this function when
they have no way of knowing the legal opinions and actions of the
state, apart from what they learn from whistle-blowers.
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We also need to view this unilateralism in the context of what two
different whistle-blowers have told us about how the government might
in different ways exert pressure for favourable legal interpretations.

The first whistle-blower is Edgar Schmidt, a retired Justice
Department lawyer who is taking the Canadian government to court,
seeking a declaration regarding what he considers to be unlawful
practices in relation to the Department of Justice’s review of proposed
legislation and regulations. In his statement of claim, he argues,

Since about 1993, with the knowledge and approval of the
Deputy Minister, an interpretation of the statutory examina-
tion provisions has been adopted in the Department to the
effect that what they require is the formation of an opinion as
to whether any provision of the legislative text being examined
is manifestly or certainly inconsistent with the Bill of Rights or
the Charter and, in the case of proposed regulations, whether
any provision is manifestly or certainly not authorized by the
Act under which the regulation is made.+

This has yet to be tested in court. However, these allegations high-
light some of the ways in which institutional cultures can develop
in a manner that promotes, not bad faith interpretative practices,
but at least a practice of “sharp elbows,” where legal interpretation
is routinely pushed as far as possible in the government’s favour.”

The other whistle-blower is Edward Snowden. In a statement to
the European Parliament, Snowden outlined the National Security
Agency’s (NSA) role in law reform in Europe. His remarks are worth
quoting at length:

One of the foremost activities of the NSA’s FAD, or Foreign
Affairs Division, is to pressure or incentivize EU member states
to change their laws to enable mass surveillance. Lawyers from
the NSA, as well as the UK’s GCHQ, work very hard to search
for loopholes in laws and constitutional protections that they can
use to justify indiscriminate, dragnet surveillance operations
that were at best unwittingly authorized by lawmakers. These
efforts to interpret new powers out of vague laws is an inten-
tional strategy to avoid public opposition and lawmakers’ insis-
tence that legal limits be respected, effects the GCHQ internally
described in its own documents as “damaging public debate.”
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In recent public memory, we have seen these FAD “legal guid-
ance” operations occur in both Sweden and the Netherlands, and
also faraway New Zealand. Germany was pressured to modify
its G-10 law to appease the NSA, and it eroded the rights of
German citizens under their constitution. Each of these coun-
tries received instruction from the NSA, sometimes under the
guise of the US Department of Defense and other bodies, on how
to degrade the legal protections of their countries” communica-
tions. The ultimate result of the NSA’s guidance is that the right
of ordinary citizens to be free from unwarranted interference is
degraded, and systems of intrusive mass surveillance are being
constructed in secret within otherwise liberal states, often with-
out the full awareness of the public.'®

We have no evidence so far that Canada has been subject to such
pressure, but Snowden’s remarks highlight another cause for concern
regarding secrecy and the unilateralism it enables — that a strategy
of promoting legal interpretations enabling surveillance, rather than
seeking to clarify the law through law reform, might be a strategy of
actually avoiding public debate. The result is a claim of “lawfulness”
that has not just lost its connection to the public point of view, but
has sought to actively sever it.

Complexity and Lawful Access

In addition to secrecy, and sometimes working in conjunction with
it, legal complexity undermines accountability. One aspect of this
complexity, within Canada, is the different institutions that deal with
national security concerns, including the RCMP, Canadian Security
Intelligence Service (CSIS), and CSE. Oversight of each is handled
differently, with limited ability to coordinate between oversight
bodies even in relation to the ways in which these bodies cooper-
ate and assist one another.”” However, the complexity that I want to
highlight here concerns law reform itself, given these interrelation-
ships. That is, even if the state pursues public law reform rather than
secret legal interpretations, it is often difficult to understand the full
implications of legal changes. Instead of understanding themselves
as participants in an open, transparent, and public debate, lawyers
concerned about civil liberties need to approach proposed legislation
with a “hacker” mentality, looking for non-obvious ways to read the
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legislation in order to locate the little-understood legal vulnerabilities
the government might exploit behind its wall of secrecy and protec-
tive official statements.

For example, Canada’s ongoing debates regarding lawful access
reform generally focus on the ordinary law enforcement context, and
yet this reform has difficult-to-understand implications for surveil-
lance in the national security context as well.

Since 9/11, the federal government has sought to pass lawful
access legislation. One of the more recent failed iterations, Bill C-30,
would have created a mandatory warrantless access regime for some
kinds of metadata. In particular, both CSIS and Canadian police
services could designate particular individuals who would be autho-
rized to require any telecommunications service provider to provide
them with identifying subscriber information. This included the

[n]ame, address, telephone number and electronic mail address
of any subscriber to any of the service provider’s telecommunica-
tions services and the Internet protocol address and local service
provider identifier that are associated with the subscriber’s
service and equipment.8

At the time, critics were concerned that this effectively amounted to
a mandatory identification regime, undermining Internet anonym-
ity." The federal government claimed, controversially, that such
mandatory identification was required to fight crimes such as child
pornography.?® After a great deal of public controversy over the war-
rantless access regime, Bill C-30 was shelved.

However, now that we have learned more details regarding
some of the ways in which CSE and the NSA have built tracking
tools, we can see how mandatory warrantless access to some forms
of subscriber data could also enable the tracking of individuals.
Bill C-30 did not place any kind of constraint on requiring access
to this information, except in relation to who could require it.>* It is
true that Bill C-30 would not have allowed CSE to ask for subscriber
information. However, part of CSE’s mandate is to provide techni-
cal assistance to other Canadian authorities, including CSIS and the
RCMP, who could get access to this data and who would face no
legal impediment to setting up a regime of bulk access to this data.

As computer security expert Bruce Schneier writes, “If the NSA
has a database of IP addresses and locations, it can use that to locate
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users.”?> We know from the recent CSE disclosures that the ability
to track individuals in real time through the use of various forms
of metadata, including IP addresses, was known to the government
at least as early as May 2012.> Bill C-30 received first reading in
February 2012 and was shelved amidst public protest in February
2013.24 Therefore, it is perfectly conceivable that the federal govern-
ment knew that Bill C-30 could enable the deployment, by either CSIS
or the RCMP, with the assistance of CSE, of the kind of real-time
tracking tools recently revealed. However, such capabilities were
not part of the federal government’s public discussion of Bill C-30.
In November 2013, the federal government reintroduced law-
ful access reform as part of its cyberbullying legislation, and in
December 2014 these reforms became law.? The new lawful access
provisions do not include mandatory warrantless access to sub-
scriber information. However, this did not mean that the issue disap-
peared. Rather, it shifted to the courts in relation to the question of
voluntary, rather than mandatory, warrantless access to subscriber
information.?® A number of lower court decisions suggested that it
is permissible for the state to get warrantless access to some forms
of subscriber information where this information is voluntarily pro-
vided by the service provider and where that service provider has a
service agreement with its customer indicating that it might share
this information with the state.?” Although many were concerned
that legally permissible warrantless access to subscriber information
was facilitating large-scale data collection by the state, it is impor-
tant to note that the legal cases were being argued within a very
specific and narrow context — a specific criminal investigation into
child pornography — where these broader implications for how such
cases might be interpreted to enable very different forms of surveil-
lance were not at all part of the public discussion. In June 2014 the
Supreme Court of Canada weighed in and decided, in R v. Spencer,
that anonymity is an aspect of informational privacy protected by
the Charter of Rights and Freedoms and that the police require a war-
rant to obtain subscriber information, even when telecommunica-
tion providers are willing to voluntarily provide it.2® While Spencer
shuts down many forms of warrantless access, its scope is unclear.
For example, the decision emphasized that the police were trying
to link a specific person to specific online activities that were being
monitored and it is unclear what kind of protections would extend
to “bulky” surveillance contexts where lots of data is collected but
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remains anonymous (the haystack) in order to help track or locate
others (the needle).

Just as the warrantless access issue moved from one of manda-
tory access to one of voluntary access, the new lawful access provi-
sions make the terms of voluntary access easier. Where a person
voluntarily shares information with authorities, so long as she “is
not prohibited by law from disclosing” the information, no order
is required and there is no criminal or civil liability for providing
this information.? The Canadian government has suggested that
this simply provides “greater certainty” to what is already the case,
without providing information as to the contexts in which it seeks
voluntary access?° It is matched by proposals to amend the federal
government’s private sector data protection legislation in order to
make it easier for organizations to share information with the state,
also with virtually no public discussion regarding how this might
enable forms of state surveillance "

At a 2014 conference on surveillance, former chief of CSE, John
Forster, in response to a question from the audience, indicated that
CSE could access its metadata database for the purposes of carrying
out its assistance mandate, but that it would then be constrained by
whatever legal requirements applied to the institution it was provid-
ing assistance to3* In other words, if CSE was assisting the RCMP,
then its assistance would be governed by the terms of the RCMP’s
warrant. For those concerned about the domestic implications of
broad state surveillance capabilities, this means that the warrant
requirements need to be scrutinized with this assistance in mind.
Seen in this light, some of the new lawful access reforms are impor-
tant. For example, there are new production orders for “transmission
data” as well as “tracking data” on a standard of reasonable suspi-
cion? The government’s rationale is that this is analogous to what we
already permit in relation to the use of tracking devices and number
recorders’4 The thought is that since a reasonable suspicion standard
was enough when we had to install devices on telephone landlines
to determine the numbers phoned, it is enough now to unlock the
metadata associated with modern communications. However, we
cannot arrive at public understanding of these provisions unless we
understand the full context of their use.

What the Snowden revelations have shown us so clearly is that
the issue is not about types of information, but systems of information
and methods of analysis. Creating a system of orders and warrants
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that presumes meaningful distinctions between subscriber informa-
tion, transmission data, and content is one that cannot provide the
public with a clear understanding of what authorities can actually
do and what the privacy implications are. The challenge here is quite
serious, as it is not clear that our current constitutional jurispru-
dence provides us with appropriate legal tools. Our constitutional
privacy jurisprudence focuses on types of information, and specifi-
cally whether the information meets the “biographical core” test for
identifying a reasonable expectation of privacy. What we need are
methods of oversight that help us focus on systems and methods.

Jurisdiction and Borderless Communications

When we consider questions of accountability and oversight, we most
often do so within a national framework. Canadian commentators, for
example, point to systems of oversight south of the border and argue
that in comparison our own framework is inadequate and in need
of reform3> The framing of the question is then how to ensure that
Canadian surveillance activities occur within a framework of law,
or that Canadians and persons within Canada receive the protection
of the law. However, I argue that it is also important to question the
extent to which national jurisdiction remains a meaningful category
in relation to questions of oversight. As I outline in this section, in the
context of a global communications infrastructure, ideas of national
law and status categories (like non-US person) are currently more
likely to create the legal “loopholes” that enable broad surveillance
than to create forms of accountability and oversight.

Our increasingly borderless system of communication is one
that follows the technical imperatives of the nature of information.
It is widely agreed that the classic point of departure for information
theory is Claude Shannon’s 1948 paper “The Mathematical Theory of
Communication,” which purported to provide a theory that would
allow one to measure information and system capacity for storage
and transmission of information?® As he so strikingly outlines in
his introduction, the “semantic aspects” of communication — the
meaning of messages — “are irrelevant to the engineering problem.”
“Information,” on this model, is not something that is dependent
on the context of disclosure or of receipt. One can see how, despite
developments in information theory and practice in the intervening
decades, this still captures an important aspect of information and
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communications technology (ICT). ICT easily shifts information from
one context to another partly because what information is, is seen to
be independent of these contexts. This logic is further extended in the
context of the so-called digital revolution in ICT, which has largely
erased the differences between different mediums of transmission
and led to an ever-greater proliferation of networking.

The basic “logic” of information, therefore, is that it does not
respect context. This is one of the reasons that ICT raises so many
privacy concerns. Both privacy norms and justifications for the
breach of privacy norms depend upon many contextual factors,
yet ICT facilitates practices that render those contextual factors
irrelevant” Disclosing information in a context and for a purpose
different than the context and purpose for which it was initially col-
lected is one example; taking information that is relatively innocu-
ous in one context and aggregating it to create revealing profiles is
another. Geographical borders are another “contextual” feature that
ICT increasingly renders irrelevant in many practical details. With
so many of our personal and professional activities mediated by
the Internet, many of us physically sit in one jurisdiction and at the
same time talk, shop, write, and read in an entirely different jurisdic-
tion. The rapid adoption of cloud computing has meant that we can
now be in one jurisdiction, but have what are essentially our own
personal digital archives stored in another jurisdiction (or multiple
jurisdictions).

Several NSA surveillance programs exploit these features of
modern communications technology through leveraging the fact
that much of the world’s Internet traffic passes through the United
States and that many of the most central players in cloud computing
are US companies, giving it a “home-field advantage.”® Although the
NSA'’s Internet surveillance programs operated extra-legally in the
aftermath of 9/11,% they now operate within a legal infrastructure
that allows them to take advantage of US dominance of the Internet.
Prior to 2008, US authorities could only conduct surveillance on non-
US person targets outside of the United States by showing reason-
able and probable grounds that the target was a foreign power or an
agent of a foreign power, and by obtaining an order from the Foreign
Intelligence Surveillance Court (FISC).4° With the passage of the FISA
Amendments Act (FAA) in 2008,4" FISC can approve surveillance of
non-US persons outside of the United States without individual-
ized orders.#* These changes have provided the legal basis for NSA
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programs like PRISM, which involve obtaining communications data
from Internet companies such as Microsoft and Google.

From an American perspective, these legal changes remove
obstacles to the timely acquisition of important intelligence infor-
mation while not compromising US constitutional guarantees, since
the US constitution is widely held to not apply to non-US persons
abroad.#> However, from the perspective of a non-US person this
can enable state surveillance on standards that fall below their own
domestic statutory and constitutional guarantees. Consider Canada.
A Canadian using Gmail, for example, has her email routed through
the United States and stored on US servers, making it vulnerable to
collection under the FAA. Under s. 702, the Attorney General (AG)
and the Director of National Intelligence (DNI) are permitted to
jointly authorize the targeting of individuals located outside of the
United States “to acquire foreign intelligence information.”# This is
not an individualized warrant regime. FISC approves annual certi-
fications for the collection of categories of foreign intelligence infor-
mation and the AG and DNI can then determine which individuals
to target, without any additional oversight.#> Foreign intelligence
information includes information that “relates to...conduct of the
foreign affairs of the United States.#® Such a broad definition can
easily include things like political speech, for example; while there
are protections in FAA for freedom of expression, these all apply to
US persons only.#” There are also a variety of “minimization” provi-
sions to reduce the privacy impact of authorized surveillance, but
these provisions also only apply to US persons.

Canadians do not face a similar threat of surveillance from
the Canadian state. For example, the National Defence Act does not
allow CSE to target Canadians, much less to do so on such lax stan-
dard. Canadians can be targeted by CSIS or the RCMP, and then
CSE can assist through its assistance mandate, but such targeting
is then subject to both the warrant requirements that apply to these
agencies as well as our Charter guarantees. Of course, CSE has a
controversial metadata program that has raised numerous questions
regarding both its statutory authorization and its constitutionality.
The Snowden revelations have also shown that the CSE is tracking
millions of Internet downloads every day, which will inevitably
include Canadian Internet activity.#® Nonetheless, what is important
here is that, in relation to non-US persons, FAA permits access to
content as well as metadata with fairly limited statutory restrictions
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and no constitutional restrictions at all. Canadians who use US-based
cloud computing therefore are subject to US state surveillance on
standards that, if applied within Canada, would be clear violations
of our statutory and constitutional rights.

Many have also claimed that these standards are clear viola-
tions of international human rights standards. This debate is ongoing,
but the official position of the US government is that the protections
of the International Convention on Civil and Political Rights only
extend to individuals both within its territory and within its juris-
diction.# The split that cloud computing makes possible — that an
individual would be outside its territory but her information subject
to US jurisdiction — also creates a space where international human
rights norms (arguably) do not apply.

There has been pressure to amend US law in order to erase this
distinction between US and non-US persons. The President’s Review
Group offered one of the most serious attempts to justify some form
of such a distinction. The justification they offer is not based upon the
reach of the Fourth Amendment, but an understanding of democratic
community. It is worth reproducing at some length:

To understand the legal distinction between United States
persons and non-United States persons, it is important to rec-
ognize that the special protections that FISA affords United
States persons grew directly out of a distinct and troubling era
in American history. In that era, the United States government
improperly and sometimes unlawfully targeted American
citizens for surveillance in a pervasive and dangerous effort to
manipulate domestic political activity in a manner that threat-
ened to undermine the core processes of American democracy.
As we have seen, that concern was the driving force behind the
enactment of FISA.

Against that background, FISA’s especially strict limitations on
government surveillance of United States persons reflects not
only a respect for individual privacy, but also — and fundamen-
tally —a deep concern about potential government abuse within
our own political system. The special protections for United
States persons must therefore be understood as a crucial safe-
guard of democratic accountability and effective self-governance
within the American political system. In light of that history and
those concerns, there is good reason for every nation to enact
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special restrictions on government surveillance of those persons
who participate directly in its own system of self-governance >

The justification for the distinction therefore remains rooted in
ideas of the importance of national jurisdiction and traditional ideas
of the significance of the state and its coercive powers. This just
underscores the fundamental tension: we have a global communi-
cations network where increasingly borders do not matter, we have
surveillance practices responding to this reality, and yet we seek to
justify and hold surveillance powers to account through asserting
that borders matter. Even the idea that concerns about abuse of state
authority are restricted to the context of domestic political activity
is difficult to accept when so many of us frequently cross borders
for both personal and professional reasons. The Canadian example
of Maher Arar is a stark reminder of this: Arar was apprehended by
US authorities while in transit in New York and removed to Syria,
where he was tortured.>”

Apart from the issue of Canadians crossing the border and
becoming directly subject to US jurisdiction, there is the issue of
information sharing between the United States and Canada, as well
as with other allies. If US authorities can collect information about
Canadians on lower standards than are permitted within Canada,
and then share this information with Canadian authorities, then this
effectively creates an end-run around our constitutional guarantees
even if it is, on some level, “lawful.” Although we do not know
enough about Canadian practices to assess the seriousness of this
worry, recent evidence suggests it is not that far-fetched.

In a controversial 2014 Federal Court decision, many important
details came to light regarding the Canadian government’s under-
standing of information sharing practices between its allies.’* The
case concerned whether when obtaining a warrant from the Federal
Court, CSIS needed to disclose the fact that it would seek assistance
from CSE under CSE’s assistance mandate, and that CSE would task
foreign allies with this assistance. Justice Mosley’s concern was not
with the flow of information from foreign allies to Canadian authori-
ties, but the other way around — that asking for assistance means that
the targets of surveillance could face an increased risk of detention or
harm from those foreign allies.’> The issues are legally complex, and
the case is being appealed to the Supreme Court of Canada. Here, I
merely want to underscore a number of important details that bear
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on the question of whether Canadian authorities can obtain informa-
tion about Canadians that was collected under foreign domestic laws
that violate our own constitutional standards.

Partly at issue was a 2007 Federal Court decision that held that
the Federal Court did not have the jurisdiction to issue a warrant
for surveillance activities abroad .54 CSIS argued that, in light of this
decision,

they turned to the general authority to investigate threats to the
security of Canada set out in s.12 of the [CSIS] Act. They reached
the conclusion, through the advice of their legal counsel, that a
warrant was not required for CSIS to engage the assistance of
the second parties through CSEC [CSE] to intercept the private
communications of Canadians outside the country.>

It was also CSE’s position that no warrant was required for this for-
eign assistance, that only domestic law of the foreign nation would
apply® Accordingly, “they could request that a foreign agency do
within its jurisdiction that which CSIS and CSEC could not do in
Canada without a warrant.”>7 Consistent with this, the Deputy
Attorney General of Canada has taken the position that CSIS can ask
CSE to task foreign allies to conduct surveillance abroad so long as
such surveillance is in accord with the foreign ally’s domestic legisla-
tion and does not raise serious human rights concerns.?®

This view partly rests on cases like R v. Hape, which have held
that when Canadian authorities conduct surveillance on Canadians in
other countries the Charter does not apply3 However, there remains
uncertainty as to whether Canadian authorities require some form
of lawful authority to conduct surveillance abroad, including engag-
ing the assistance of its allies, even if the Charter does not apply.®
Indeed, the federal government has introduced reforms that would
allow CSIS to obtain a warrant with extraterritorial effect.®* There
are also questions as to whether the broad powers legally argued
for have actually been exercised.®* Nonetheless, it shows that there
is a plausible legal interpretation that suggests the following asym-
metry: there are circumstances where Canadian authorities can ask
US authorities to intercept the communications of Canadians on
standards that fall far below the level of rights protection afforded
to Canadians under our own domestic legislation and constitutional
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guarantees. In doing so, they would not be acting unlawfully, given
the interpretation of the law just outlined.

What these various examples underscore is that we cannot
simply focus on domestic institutions and domestic laws if we are
to bring surveillance practices within an effective regime of over-
sight and accountability. Some form of international treaty is likely
required with international oversight bodies. Early in the lifecycle of
the Snowden revelations there was speculation about the existence
of “no spy” agreements between members of the Five Eyes alliance,®
protecting the citizens of each country from spying from other mem-
bers. Although there seem to be informal practices and conventions,
the United States has publicly and emphatically denied any formal
agreements.® Whatever we might think about these relationships
“based on decades of familiarity, transparency, and past performance
between the relevant policy and intelligence communities,” these are
not legal protections.®> They are secret, of uncertain scope, can be
discarded in the interests of national sovereignty,®® exist to protect
the interests of the state and not the citizens of that state, and are in
no way subject to independent oversight.

Conclusion

It is clear that Canada needs to provide a better system of account-
ability and oversight for our national security agencies and activities.
However, in doing so we need to stop thinking that the issue is illegal
activity on the part of our national security agencies, such that the
answer is to create a system where we can ensure that they follow the
law. Instead, I have argued that we need to start from the proposi-
tion that our national security agencies do, in good faith, understand
themselves to be acting within the law. If we do that, then we can
start to appreciate that the relationship between the surveillance
state and the rule of law is much more complex, and the possibility
of reform more challenging, than is sometimes clear from reactions
to the Snowden disclosures. If we look closely, we will see that sur-
veillance does indeed operate according to a legal infrastructure. The
problem is that that infrastructure is one of lawful illegality.
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CHAPTER V

Law, Logarithms, and Liberties:
Legal Issues Arising from CSE's
Metadata Collection Initiatives

Craig Forcese

Introduction

he year 2013 was the year of the spy. Edward Snowden — “leaker”

or “whistle-blower” depending on one’s perspective — ignited
a mainstream (and social) media frenzy in mid-2013 by sharing
details of classified US National Security Agency (NSA) surveillance
programs with the UK Guardian and Washington Post newspapers.'

For related reasons, 2013 was also the year in which the term
metadata migrated from the lexicon of the technologically literate
into the parlance of everyday commentary. The NSA, it would appear,
collects and archives metadata on millions of Internet and telecom-
munication users.? This information has been compared to “data on
data” — that is, it is the contextual information that surrounds the
content of an Internet transaction or communication. As the Guardian
explains, “examples include the date and time you called somebody
or the location from which you last accessed your email. The data col-
lected generally does not contain personal or content-specific details,
but rather transactional information about the user, the device and
activities taking place.”

The NSA revelations fuelled media, academic, and other specu-
lation about whether similar surveillance programs exist in Canada.
That attention focused on Canada’s NSA equivalent (and close alli-
ance partner), the Communications Security Establishment (CSE). In
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2013, journalists unearthed tantalizing clues concerning a Canadian
metadata project.4 In early 2014, a Snowden document pointed to
some sort of CSE metadata collection project implicating travellers
accessing a Wi-Fi network at a Canadian airport.J5

These disclosures prompted questions about the legal basis for
any collection initiative, and the extent to which CSE was governed
by robust accountability mechanisms. They also sparked a constitu-
tional lawsuit brought by the BC Civil Liberties Association.®

The Canadian government remained largely inert faced with
these concerns, hewing to a policy of limited comment rather than
more open debate’” The government’s clear expectation has been that
the controversies ignited by Snowden would eventually expire, if
starved of oxygen. By the time of this writing, this hope appears not
to have been realized. Mr. Snowden’s chief journalistic partner, Glen
Greenwald, has adopted a strategy of “serial” releases of Snowden
documents, including a regular trickle of Canada-specific materials
on various surveillance issues.® This dribble of material — although
single-sourced, decontextualized, and often difficult to under-
stand — has kept the matter in the public eye.

Meanwhile, CSE and its partner the Canadian Security
Intelligence Service (CSIS) have been caught in a seemingly unrelated
surveillance controversy by exceeding the legal limits on surveillance
imposed by Federal Court warrants.? Together, these events have cre-
ated more than a whiff of scandal surrounding Canada’s surveillance
activities. The undoubtedly unfair impression left by the timing and
frequency of these controversies is of recidivist skullduggery by the
Canadian spy services.

The purpose of this chapter is not, however, to rehearse these
events or assess the merits or demerits of Canada’s national security
surveillance actions. Instead, I focus on a narrower, but in my view,
even more fundamental question: By reason of technological change
and capacity, have the state’s surveillance activities now escaped
governance by law? This is a broad question with a number of facets,
and this article examines the specific sub-issue of metadata and its
relationship with conventional rules on searches and seizures.

I proceed in two main parts. In Part I, I trace what is currently
known about CSE’s metadata activities. In Part II, I examine two
specific legal questions raised by these activities: first, the extent to
which metadata are “private communications” that attract special
statutory privacy protections; and, second, whether CSE metadata
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collection is consistent with section 8 of the Canadian Charter of Rights
and Freedoms.* The discussion in this chapter is provisional, by dint
of imperfect information about CSE activities. Based on what we do
know, however, I argue that the privacy standards that CSE must
meet in relation to metadata are much more robust than the govern-
ment seems to have accepted to date.

Canada’s Metadata Surveillance Initiatives

It is, of course, impossible to outline in anything close to full form
CSE’s metadata collection initiative. Nevertheless, enough is now on
the public record that something may be said about it. It is important,
however, to begin with a brief discussion of metadata and its impli-
cations for privacy. I then turn to a review of CSE and its functions
so that readers may contextualize the more specific information on
metadata collection. Finally, this section traces what is known about
CSE’s metadata operations.

Metadata in Context

In a 2013 report, the Privacy Commissioner of Ontario defined “meta-
data” as “information generated by our communications devices and
our communications service providers, as we use technologies like
landline telephones, mobile phones, desktop computers, laptops,
tablets or other computing devices. It is essentially information about
other information, in this case, relating to our communications.”**
The commissioner compared metadata to “digital crumbs” that
reveal “time and duration of a communication, the particular devices,
addresses, or numbers contacted, which kinds of communications
services we use, and at what geolocations.”*?

This information is stored by communications providers for
differing periods of times, and is amendable to compilation, linking,
and tracing. Metadata can be used to paint a quite intimate portrait:
work and sleep habits, travel patterns, and relationships with others.
From these data, observers may develop detailed inferences about
places of employment, patterns and means of travel, frequency of
visits to doctors and pharmacies, visits to “social or commercial
establishments,” religious and political affiliations, and the like.”s

Reviewing this kind of information may be more invasive of
privacy than even intercepting the actual content of communications.
MIT computer scientist Daniel Weitzner considers metadata “arguably
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more revealing [than content] because it’s actually much easier to ana-
lyze the patterns in a large universe of metadata and correlate them
with real-world events than it is to through a semantic analysis of all
of someone’s email and all of someone’s telephone calls.”*4

Metadata associated with Internet use may also reveal nota-
ble amounts of personal information. A study by the Privacy
Commissioner of Canada concluded that subscriber information
such as IP addresses® may “provide a starting point to compile a
picture of an individual’s online activities, including: online services
for which an individual has registered; personal interests, based on
websites visited; and organizational affiliations.”*®

Even more concerning than the direct privacy implications of
metadata is the amalgamation of these data with other information,
a process that some have colloquially called “Big Data.” Big Data can
be defined as “the storage and analysis of large and/or complex data
sets using a series of [computer-based] techniques.”7 Big Data may
involve the linking of discrete and separate pieces of information
together to create a “mosaic” portrait of a person’s life.

An Overview of CSE’s Mandates
By law, CSE’s mandate includes acquiring and using “information
from the global information infrastructure for the purpose of pro-
viding foreign intelligence” (“Mandate A”) and providing “technical
and operational assistance to federal law enforcement and security
agencies in the performance of their lawful duties” (“Mandate C”).8
In other words, it is principally an electronic eavesdropping agency
that collects what is known as “signals intelligence,” SIGINT.
However, to perform any spying, CSE must be lawfully autho-
rized to do so — that is, it must be able to lawfully access the electronic
data. CSE may spy on foreigners and on Canadians, but the rules that
apply to each of these scenarios are radically different. Put bluntly, for
foreign spying there are no real legislated rules. For spying that may
implicate Canadians, there are several legislated provisos.

1. Mandate A and Lawful Access

First, under its Mandate A, CSE can collect “foreign intelli-
gence” — that is, “information or intelligence about the capabilities,
intentions or activities of a foreign individual, state, organization
or terrorist group, as they relate to international affairs, defence or
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security.”"9 Much (probably almost all) of this foreign intelligence is
just that: foreign. There is no Canadian or person in Canada impli-
cated in the intercepted communication. Here, the law does not
prescribe any specific rules on intercept authorizations.

On the other hand, CSE’s rules insist that its foreign intel-
ligence activities “not be directed at Canadians or any person in
Canada; and... shall be subject to measures to protect the privacy
of Canadians in the use and retention of intercepted information.”*°

Squaring this expectation with the reality of webbed com-
munication is challenging. In a world where telecommunications
systems are webbed together, even “foreign intelligence” may have
a Canadian nexus. For instance, it may be that a telephone call sent
to or originating in Canada might be intercepted. Similarly, CSE
surveillance may capture the communication of a Canadian located
overseas. As the government acknowledges, “the complexity of the
global information infrastructure is such that it is not possible for
CSE to know ahead of time if a foreign target will communicate
with a Canadian or person in Canada, or convey information about
a Canadian.”

CSE’s law recognizes that “there may be circumstances in which
incidental interception of private communications or information
about Canadians will occur.”>* The law permits the Minister of
National Defence to issue a “ministerial authorization” authorizing
CSE to collect “private communications.” The minister may issue
this authorization only where satisfied, among other things, that
the interception is directed at foreign entities outside of Canada and
privacy-protecting measures are in place in the event that Canadian
communications are captured.

“Private communication” in CSE’s law is defined with refer-
ence to Part VI of the Criminal Code, described further below.?4 Part
VI makes it a crime to intercept a “private communication” in most
instances, when done without authorization. Under its law, the minis-
terial authorization exempts CSE from this criminal culpability.> The
authorization presumably also makes an intercept “lawfully made,”
and excuses the government from the civil liability that otherwise
exists for intercepting “private communications.”°

Under these circumstances, it is obviously critical that the gov-
ernment agency have a clear-eyed view of what constitutes “private
communication” and that it act assiduously in obtaining the required
authorization for its intercept.
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In practice, ministerial authorizations have been issued on a
“just in case” basis — that is, because one can never be sure that the
communications intercepted will lack a Canadian nexus, authoriza-
tions are sought regularly to make sure CSE remains on-side with the
law. Compared to warrants issued by judges in police investigations
(and those in investigations by CSIS), ministerial authorizations are
general. As described by the commissioner charged with review of
CSE in his 2011-12 annual report, ministerial authorizations “relate
to an ‘activity” or ‘class of activities’ specified in the authorizations...
The authorizations do not relate to a specific individual or subject
(the whom or the what).””

The minister issued a total of seventy-eight authorizations
between 2002 and 2012.2® For 2011, six authorizations existed, and
CSE intercepted private communication in relation to only one of
these authorizations.?

2. Mandate C and Lawful Access

In addition, CSE may also assist other government agencies, such
as CSIS or the RCMP, in intercepting information and providing
technological wherewithal that these other agencies may not have.
Given the mandate of most of these bodies, these intercepts would
usually involve Canadians or communications within Canada. Such
domestic intercepts would only be legal if the other agency (typically
CSIS or RCMP) themselves had lawful authority for the intercept.

In practice, that legal authority depends on a judge pre-
authorizing the intercept by judicial warrant or authorization. CSE,
in other words, would only spy on Canadians on behalf of CSIS or
the RCMP where these agencies themselves were lawfully permitted
to perform the surveillance3° The legal authority exercised by the
requesting agency creates a safe harbour for CSE.

As this book goes to press, Parliament is debating a massive
overhaul of CSIS’s powers in Bill C-51, permitting that agency to
engage in “measures” to reduce threats to the security of Canada.
These measures could easily reach offensive use of Internet abilities,
to corrupt computer systems or bring down websites. Mandate C
assistance to CSIS may, in other words, soon invest CSE in more than
surveillance of Canadian computer traffic and systems.
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Metadata Collection by CSE

I turn now to a description of CSE’s metadata collection initiatives
under its Mandate A. This assessment relies on often deeply redacted
documents obtained mostly by Globe and Mail journalist Colin Freeze,
under the Access to Information Act.

1. 2004 to 2008

On 14 March 2004, the Minister of National Defence issued a “min-
isterial directive” to CSE, pursuant to his power to do so under the
National Defence Act3* While the full title of this directive is redacted
from documents released under the access law, it clearly concerned
(at least in part) collection by CSE of telecommunications metadata
under that agency’s Mandate A.

The public document is deeply censored and details on the initia-
tive (including the definition of metadata) are deleted. The directive
does, however, specify that CSE “will not direct program activities at
Canadians or at any person in Canada.” It also obliged the agency to
apply its existing privacy protection procedures to the “use and retention
of communications and data.” CSE could share metadata with other agen-
cies but “subject to strict conditions to protect the privacy of Canadians,
consistent with the standards governing CSE’s other programs.”

The minister replaced this initial instrument with another
directive, dated 9 March 2005 and entitled “Ministerial Directive,
Communications Security Establishment Collection and Use of
Metadata.”?> The public version of document again excises a full
definition of metadata, but states that metadata “means information
associated with a telecommunication to identify, describe, manage
or route that telecommunications or any part of it.”

Again, the ministerial directive tasked CSE with metadata
collection under its foreign intelligence mandate (Mandate A)?? and
repeated language on compliance with existing privacy protections.
These privacy strictures were apparently enumerated in detail, but
the actual protections are redacted from the document. The direc-
tive also acknowledged the responsibility of CSE’s review body, the
commissioner of the CSE. CSE’s law charges this commissioner with,
among other things, reviewing “the activities of the Establishment
to ensure that they are in compliance with the law.”34

The commissioner undertook such a review, dated January 2008,
in order to “identify and understand the nature of CSE’s metadata
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activities and to assess their compliance with the ministerial direc-
tive and with the laws of Canada” and CSE’s “own operational poli-
cies, procedures and practices.”?> Much of the commissioner’s report
is redacted. It is clear, however, that legal advice provided by the
Department of Justice undergirded CSE’s metadata collection process.
For reasons excised from the public document, the commissioner
concluded that at least some metadata collection activities under
the directive did not require ministerial authorization presumably
because they did not implicate “private communications.”

However, there are other passages in the commissioner’s report
that suggest that some metadata was collected pursuant to a minis-
terial authorization, “as it is possible that a private communication
could be intercepted.”?” Indeed, the commissioner recommended
that CSE “re-examine and re-assess its current position and practice
that requires that only those private communications recognized
[redaction] be accounted for.”3

2. 2008 to Present

The commissioner’s report and other commissioner documents also
raised doubts as to whether CSE acted properly in conducting meta-
data collection under its Mandate A that should, in fact, have been
sought under Mandate C, assistance to security and law enforcement
agencies. In his report, the commissioner asks, “is CSE’s (a) man-
date the appropriate authority to conduct [redaction] in the context
of a criminal or national security investigation of a Canadian in
Canada?”?9 The commissioner ultimately called on CSE to re-examine
and reassess the legislative authority used to conduct at least some
of its (presumably) metadata activities.+

The position was contested by CSE, apparently on the strength
of legal advice obtained from the Department of Justice.#* However,
in a follow-up letter to the Minister of National Defence, the com-
missioner noted his view that the issue was not the interpretation of
Mandates A and C, but which mandates applied in which context.
He underscored the significance of the distinction between Mandate
A and C: deciding which applies “is important because it determines
the legal requirement (e.g., ministerial authorization vs. a court war-
rant) in cases where activities may be ‘directed at” a Canadian.”#*

Despite these differences of opinion, the commissioner’s
concerns were apparently enough to prompt CSE to suspend its
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metadata initiative during the period April 2007 to October 2008. CSE
recommenced the project thereafter, but apparently with changes.
According to ministerial media lines, the initial suspension “was
initiated by the Chief of CSEC in order to make absolutely certain that
the activities in question were compliant with Canadian privacy laws
as well as with CSEC’s own policies and procedures....In consultation
with the Department of Justice an internal review determined that
these activities were indeed in compliance with the law but I felt that
certain CSEC policies should be clarified. This was done and CSEC
resumed these activities.”

A December 2010 report by the CSE commissioner examined
CSE’s re-commenced metadata activities from October 2008 to
October 2009. According to a 2011 CSE briefing note, that report con-
cluded that activities “were appropriately authorized under part (a)
of the mandate,” and the commissioner no longer had concerns as to
whether activities should instead be conducted under Mandate C.44

The 2005 ministerial directive itself changed in late 2011.45
According to briefing notes prepared in support of the 2011 change,
CSE concluded that something redacted (but in context, perhaps
metadata) “does not represent a reasonable threshold for privacy
concerns and therefore current privacy protection measures are
adequate.”® It is also clear that metadata were not, in CSE’s view, “a
communication.”#” Indeed, in its Ops-Manual, CSE writes that “meta-
data” “does not require an MA [ministerial authorization],”® which
could only be true if CSE viewed metadata as outside the scope of
private communication. These conclusions are relevant to the legal
analysis that follows in Part II of this article.

The government’s position on some privacy questions may since
have shifted, at least in a small way. In February 2014, it specified that
metadata refers to “information associated with a telecommunica-
tion to identify, describe, manage or route that telecommunication
or any part of it as well as the means by which it was transmitted,
but excludes any information or part of information which could
reveal the purport of a telecommunication, or the whole or part of
its content.” It seems also to acknowledge that collection of at least
some metadata may give rise to a reasonable expectation of privacy,
although interference with this expectation is reasonable because, in
part, of ministerial authorizations.>°
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Metadata and the Law

I turn now to legal issues raised by the metadata program
described at the beginning of this chapter under Canada’s Metadata
Surveillance Initiatives. To encapsulate the apparent government
position suggested by the documents described above, the govern-
ment may not regard metadata as constituting a “private commu-
nication.” Exactly why this is so is unknown but may reflect the
government view that metadata are not communication per se. While
its position may be shifting, it may also not view metadata as giving
rise to a “reasonable expectation of privacy” or their collection as
constituting an unreasonable search and seizure.

These findings are crucial. If metadata are private communica-
tions, then their collection must be supported by a ministerial autho-
rization in order to be exempted from application of the criminal law
(and civil liability exposure). If any of CSE’s activities (with metadata
or elsewhere) give rise to a reasonable expectation of privacy, Charter
section 8 issues arise, with serious implications not only for the col-
lection process but also more generally for the constitutionality of
CSE’s ministerial authorization regime.>*

Metadata May Be “Private Communication”
In both CSE’s law and Part VI of the Criminal Code, “private com-
munication” means

any oral communication, or any telecommunication, that is made by
an originator who is in Canada or is intended by the originator
to be received by a person who is in Canada and that is made
under circumstances in which it is reasonable for the originator
to expect that it will not be intercepted by any person other than
the person intended by the originator to receive it.5

This definition may be apportioned into key constituent elements.
First, the provision pertains to a communication — whether “oral”
or a “telecommunication.” Second, the “originator” must have an
expectation that the communication is, in fact, private — that is, that
it will not be shared with a third-party intermediary. In this respect,
the courts have sometimes spoken about a reasonable expectation
of privacy,”? creating a link of sorts between “private communica-
tion” and the threshold for Charter section 8 protections. Third, the
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communication must be in Canada, or the communication must be
intentionally directed at a person who is in Canada. I discuss each
of these elements in turn.

1. Metadata Falls within the Meaning of “Telecommunication”

Enacted in 1974, Part VI predates modern communications technolo-
gies. The concept of “private communications” has, however, been the
subject of judicial construals over the decades, as technology changes.

Private communication includes “telecommunication,” a concept
that most people once would have associated with voice communica-
tion over telephone wires. However, the federal Interpretation Act pre-
scribes a broader understanding, defining “telecommunication” as “the
emission, transmission or reception of signs, signals, writing, images,
sounds or intelligence of any nature by any wire, cable, radio, optical
or other electromagnetic system, or by any similar technical system.”>+

In R. v. Telus Communications,”> a plurality of the Supreme Court
of Canada relied on the Interpretation Act to conclude that “text mes-
sages” — a written form of electronic communication — were clearly
a “telecommunication” for the purposes of Part VI of the Criminal
Code. Lower courts have reached similar conclusions. In R. v. Mills,
the Newfoundland and Labrador Provincial Court held that “private
communication” included “emails and chat messages.”s

These cases concerned intercept of content-rich data — actual
communications. However, in Telus, the plurality saw Part VI's rules
on intercept of private communication as reaching the “state acqui-
sition of informational content — the substance, meaning, or pur-
port — of the private communication. It is not just the communication
itself that is protected, but any derivative of that communication that would
convey its substance or meaning.”s7 Likewise, in Lyons v. The Queen, the
court concluded that Part VI was not “wiretapping’ legislation, nor
eavesdropping legislation, nor radio regulation. It is the regulation of
all these things and ‘any other device’ that may be used to intercept
intelligence reasonably expected by the originator not to be inter-
cepted by anyone other than the intended recipient.”s

As suggested earlier, metadata meets these thresholds precisely;
it is derivate of the communication, but from it much substance can
be inferred. In other words, it communicates “intelligence,” which
the Interpretation Act makes part of “telecommunication.” Indeed,
intelligence is exactly why the security services seek to collect it.
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The Supreme Court has also signalled its concerns with metadata
in other contexts, other than Part VL. It has noted that the accumulation
of metadata on computer systems is one reason why privacy protec-
tions on computer searches should be robust. In the court’s words

Word-processing programs will often automatically generate tem-
porary files that permit analysts to reconstruct the development of
a file and access information about who created and worked on it.
Similarly, most browsers used to surf the Internet are programmed
to automatically retain information about the websites the user has
visited in recent weeks and the search terms that were employed
to access those websites. Ordinarily, this information can help a
user retrace his or her cybernetic steps. In the context of a criminal
investigation, however, it can also enable investigators to access
intimate details about a user’s interests, habits, and identity, draw-
ing on a record that the user created unwittingly.>

All of this is to say that metadata constitute revealing, personal infor-
mation from which potentially intimate content data can be inferred.
There is good reason, therefore, to posit the inclusion of metadata as
telecommunication and therefore as private communication.

2. Precedent Tends to Support Metadata’s Inclusion in
“Telecommunication”

This conclusion is bolstered, to a point, by case law that deals with
close analogues to metadata: information collected by telephone
number recorders (TNRs). TNRs record the “telephone number or
location of the telephone from which a telephone call originates, or at
which it is received or is intended to be received.”® Collection of this
information is now regulated by a separate Criminal Code provision.%*
Both before and after the introduction of this provision, however,
cases considered the applicability of Part VI to TNR information.
These cases fall into three camps.

First, a minority of cases concludes that the data recorded by
TNRs are not captured by the definition of private communication
because Part VI only protects content-rich communications. In the
eyes of these judges, private communication involves the exchange
of information between originator and recipient, not the “the fact
that a means of communication has been engaged.”®
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These decisions are difficult to reconcile with the concept of
telecommunications noted above, and indeed tend to disregard
the Interpretation Act.®> Not surprisingly, therefore, a second set of
cases has viewed TNR data as “private communication,”® plain and
simple. Yet a third, more recent category of cases has agreed that
data created by these devices are telecommunications under Part
VI, but that the concept of private communication has no bearing
where the communicator “knows some or all of it will or might be
collected by the phone company in the normal course of business.”®
Put another way, the fact that the data is obtained by the authorities
from a third-party intermediary changes its character to something
other than a private communication.

3. Collection from Third-Party Intermediaries Does Not Always
Remove Metadata from the Class of “Private Communications”

The metadata collected by CSE may often be obtained from third-
party communication service providers. It is important, therefore, to
examine closely the question of third-party intermediaries and its
relevance to the concept of private communications. In this regard, I
believe there is reason to doubt whether the view expressed by this
third class of cases in relation to TNR data applies to the broader
range of metadata telecommunications.

a) Past cases on this issue have been about which privacy regime applies,
not about negating the application of any privacy regime
First, it is important to underscore that Parliament has now created a
separate warrant regime for telephone number recorders. The recent
cases that have excluded TNR data from “private communication”
have not, therefore, had to decide between “privacy protection or no
privacy protection.” Instead, they have dealt with the issue in the
context of “which privacy protection.”

In Lee, for example, the Alberta trial court concluded that Part
VI was inapplicable because of the third-party intermediary, but
emphasized that this “is not to say the originator does not have
some expectation of privacy in the TNR data.” In fact, Parliament
had enacted special provisions on TNR that “may be taken to
reflect Parliament’s recognition there is a reasonable expectation of
privacy in TNR data, albeit a somewhat diminished expectation.”
The court then observed that the “TNR device nowadays may well
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capture more than telephone numbers, date and time of telephone
contact and nearest cellular telephone tower. It may also record
passwords, pin numbers, or other number-based codes keyed in
using the number pad on the telephone. The very fact contact was
made between certain telephone numbers may reveal some aspects
of lifestyle.”®

The existence of a transparent, TNR-specific judicial authori-
zation regime places that issue on a dramatically different footing
than the subject of this chapter: intercept of potentially even more
revealing metadata by CSE without any third-party authorization
whatsoever. If an intercept is not private communication, CSE may
act without any advance, third-party scrutiny. Since this is fully
lawful, the commissioner’s review will not detect any defect in this
behaviour. Put another way, defining metadata as outside the ambit
of private communication would give exclusive intercept authority
to an intelligence service whose conduct will never come to light or
be second-guessed, except through happenstance.

I hypothesize, therefore, that a court would be much more
reluctant to define metadata as falling outside the ambit of private
communication when the result is a carte blanche for an intelligence
service. By way of rough analogy, the Supreme Court has condemned
past construal of the law that “by-passes any judicial consideration
of the entire police procedures and thereby makes irrelevant the
entire scheme in Part IV.1 of the Code.”” All of this is to say that the
third class of TNR court decisions is distinguishable from the subject
matter of this chapter.

b) The reasonable originator would not be aware of the full scope of third-
party access to metadata
Second, it is clear that under the definition of private communica-
tion, “it is the originator [of the communication’s] state of mind that
is decisive.”®® Put another way, the “private” nature of the commu-
nication turns on whether the “sender of such communications can
reasonably expect that they will not be intercepted by any person
other than the persons intended to receive them.”® The existence of
a third-party intermediary goes to the reasonableness of the origina-
tor’s expectation of privacy.

This is exactly the issue raised by the third class of TNR cases.
A reasonable originator should properly realize that TNR data in the
possession of service providers is not confidential information — not
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least, it is used for billing purposes. However, what an originator
should believe about a telephone company’s access to TNR data is
quite different than what he or she should reasonably believe about
other, more arcane forms of metadata.

It is not clear as a factual matter that a reasonable observer
would, or should, appreciate the full extent of the metadata attached
to a modern communication, undertaken with different devices. Nor
does it seem plausible, as communications technologies proliferate
and converge, that a reasonable originator should be expected to
appreciate the precise degree to which a third-party intermediary
may be privy to this metadata.

For instance, would a reasonable observer be able to distinguish
between conventional telephone calls, voice calls made over a cell ser-
vice, voice calls made over a VoIP system, and voice calls made over a
peer-to-peer service such as Skype? These different technologies may
produce different sorts of metadata, and there may be differences
in the extent to which a third-party intermediary may record and
have access to this data. Moreover, service providers (an increasingly
varied and international class) may differ in the extent to which they
collect and archive this information, or adhere to whatever policies
they do have. As an empirical matter, the “reasonable originator”
probably lacks the technological literacy to really understand what
is and can be collected about his or her communication by a third-
party intermediary.

Of course, in the wake of the Snowden revelations, that reason-
able originator might now be adjudged a paranoid originator. Faced
with revelations about the scope of government intercepts and the
extent to which communication companies do (or are compelled to)
cooperate, an argument might be made that no reasonable originator
should assume privacy in any of their telecommunication.

Put another way, the invasiveness of government surveillance
and the evolution of the technology that allows this surveillance has
the effect of redefining the expectations of the reasonable person.
If these developments (and whatever notoriety is attached to them)
are in turn used to determine the scope of the reasonable person’s
expectations, the result is a vicious spiral that further and further
erodes the scope of private communications. The end result is that
the concept of private communication is rendered moot, which makes
a mockery of Parliament’s obvious intent to protect the integrity of
telecommunication privacy.
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It would also run counter the position articulated by the Supreme
Court in its Charter section 8 jurisprudence. There, the court has
rejected the idea that “as technology developed, the sphere of protec-
tion for private life must shrink.”7° In a Charter section 8 case involving
an intercepted conversation with an informer, the Court held,

No justification for the arbitrary exercise of state power can be
made to rest on the simple fact that persons often prove to be
poor judges of whom to trust when divulging confidences or on
the fact that the risk of divulgation is a given in the decision to
speak to another human being. On the other hand, the question
whether we should countenance participant surveillance has
everything to do with the need to strike a fair balance between
the right of the state to intrude on the private lives of its citizens
and the right of those citizens to be left alone.”

Neither paranoia nor ubiquitous state surveillance set the standard
for the reasonable person’? The reasonable expectation of privacy
is a normative concept that does not vary with naiveté and the risk
that people’s privacy expectations may be dashed. As the Supreme
Court observed in yet another section 8 case, “in an age of expanding
means for snooping readily available on the retail market, ordinary
people may come to fear (with or without justification) that their
telephones are wiretapped or their private correspondence is being
read... Suggestions that a diminished subjective expectation of
privacy should automatically result in a lowering of constitutional
protection should therefore be opposed.”?? It stands to reason that a
similar logic applies to Part VI and private communication.

c) The explosion of data in the hands of third parties should not
undermine privacy protections

Third, a plurality of the Supreme Court in Telus resists using the
modern ubiquity and permanence of data in hands of third-party
service providers to undermine the scope of privacy protections in
Part VI. There, it emphasized that

the communication process used by a third-party service pro-
vider should not defeat Parliament’s intended protection for
private communications... This Court has recognized in other
contexts that telecommunications service providers act merely
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as a third-party ‘conduit’ for the transmission of private com-
munications and ought to be able to provide services without
having a legal effect on the nature (or, in this case, the protec-
tion) of these communications.7+

As noted, the case concerned intercept of text messages. While the
issue was not before the court, there is no principled basis to treat tele-
communications in the form of text or content data differently from
telecommunications that comes in the form of metadata surrounding
that content. If the third-party intermediary rule does not apply to
one form of telecommunications, it should not apply to the other. The
Supreme Court’s seeming indifference to third-party intermediary
rule in deciding privacy issues in the area of electronic communica-
tion is further affirmed by its Spencer decision, discussed below.

In sum, there are very compelling reasons to conclude that at
least some metadata created through communications over a third-
party conduit remain private communication.

4. Metadata May Meet the Geographic Requirements of “Private
Communication”

Geography is a final consideration raised by definition of private
communication. A private communication is “made by an originator
who is in Canada or is intended by the originator to be received by a
person who is in Canada.” It follows that only those communications
that have a beginning and end outside of the territory of Canada are
excluded from private communication.

Notably, the government may not “outsource” collection of a
private communication to a foreign allied agency to circumvent the
rules on private communication. As the Federal Court has observed,
“Canadian law cannot either authorize or prohibit the second par-
ties [i.e.,, the foreign allies] from carrying out any investigation
they choose to initiate with respect to Canadian subjects outside
of Canada. That does not exempt Canadian officials from potential
liability for requesting the interception and receiving the intercepted
communication.”7>

In sum, if CSE acts on legal advice that denies metadata “private com-
munication” status, it does so at considerable risk. The matter has not
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yet been decided definitively. However, it is now more reasonable to
assert that metadata are private communication than to assert that
they are not. Because an incorrect conclusion about metadata’s status
as private communication opens the door to criminal culpability and
civil liability for its unauthorized intercept, the government would be
prudent to seek full private communication” authorization for meta-
data collection activities having a possible Canadian geographic nexus.

Metadata and the Charter

Private communications under Part VI of the Criminal Code is data in
relation to which a person has a reasonable expectation of privacy,
and to which Charter section 8 protections also apply.

While all private communications may be protected by sec-
tion 8, it does not follow, however, that section 8 is limited to private
communications. This is a banal statement, since the Criminal Code
is replete with other warrant requirements above and beyond Part
VI designed to meet section 8 standards in relation to other forms
of search and seizure.

In what follows, therefore, I consider whether metadata are
protected by section 8, regardless of how they might be treated by
courts for purposes of Part VI and its concept of private communica-
tion. I begin with a brief overview of section 8 and its rules. I then
apply those rules to the CSE metadata program.

1. Basics of Section 8

Section 8 guarantees the right to be free from unreasonable searches
and seizures’® In practice, the section 8 analysis turns on “whether
in a particular situation the public’s interest in being left alone by
government must give way to the government’s interest in intruding
on the individual’s privacy in order to advance its goals, notably those
of law enforcement.”7”7 In consequence, a section 8 analysis raises two
questions: First, has there been a search or seizure? Second, if so, was
that search or seizure reasonable?7®

a) Reasonable expectation of privacy

A search or seizure is equated, in practice, with the existence of a
“reasonable expectation of privacy,”7% one that includes both a subjec-
tive and objective expectation.’° The Supreme Court has spoken of
three “zones” of privacy: “The territorial zone refers to places such
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as one’s home. Personal or corporeal privacy is concerned with the
human body (body, images such as photographs, voice or name).”
Finally, a person has a right to informational privacy, or “the claim
of individuals, groups, or institutions to determine for themselves
when, how, and to what extent information about them is commu-
nicated to others.”®* Information attracting constitutional protection
includes “information which tends to reveal intimate details of the
lifestyle and personal choices of the individual.”8

Electronic surveillance may transgress a reasonable expectation
of privacy and constitute a search and seizure regulated by section
8 of the Charter.®> The Supreme Court has described its jurispru-
dence in this area as “embrac[ing] all existing means by which the
agencies of the state can electronically intrude on the privacy of the
individual, and any means which technology places at the disposal
of law enforcement authorities in the future.”%

However, whether a particular electronic intercept activity
amounts to a “search” remains highly fact-specific. In defining
the scope of this “reasonable expectation” in individual instances,
Canadian courts have focused on the “totality of circumstances”®
and have spoken of the privacy expectation being “normative” and
not “descriptive.”® That is, “the impugned state conduct has reached
the point at which the values underlying contemporary Canadian
society dictate that the state must respect the personal privacy of
individuals unless it is able to constitutionally justify any interfer-
ence with that personal privacy.”®”

Relevant considerations in the “totality of circumstances”
include, for example, the place where the search takes place, whether
the subject matter of the search was in public view or abandoned,
the intrusiveness of the search, and “whether the information was
already in the hands of third parties” and if so whether it was “sub-
ject to an obligation of confidentiality.”

Notably, this last consideration is not definitive. In Ward, the
Ontario Court of Appeal expressly recognized the concept of “public
privacy”:

While the public nature of the forum in which an activity
occurs will affect the degree of privacy reasonably expected,
the public nature of the forum does not eliminate all privacy
claims... If the state could unilaterally, and without restraint,
gather information to identify individuals engaged in public
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activities of interest to the state, individual freedom and with
it meaningful participation in the democratic process would be
curtailed. It is hardly surprising that constant unchecked state
surveillance of those engaged in public activities is a feature of
many dystopian novels.®

Nor does voluntary disclosure to third parties necessarily defeat a
reasonable expectation of privacy. Thus, voluntarily surrendering
information to a service provider does not definitively nullify a
person’s privacy interests in relation to state actors. In the past, it has
been relevant to the reasonableness of any privacy expectation,? but
even that position now seems muted by the Supreme Court’s Spencer
decision, discussed below.

b) Reasonableness of the search

Where a reasonable expectation of privacy exists, the interference
with that right must be “reasonable.” The gold standard for a reason-
able search is the existence of a judicial warrant.

Warrants are “a means of preventing unjustified searches before
they happen, not simply of determining, after the fact, whether they
ought to have occurred in the first place.”* Thus, electronic surveil-
lance is rendered constitutional by “subjecting the power of the state to
record our private communications to external restraint and requiring
it to be justified by application of an objective criterion.”* A “detached
judicial officer” supplies this external restraint.9? The Supreme Court
has held that “the importance of prior judicial authorization is even
greater for covert interceptions of private communications, which
constitute serious intrusions into the privacy rights of those affected.”

Warrantless searches “are presumptively unreasonable, absent
exigent circumstances.” Warrantless searches are Charter-compliant
only where the government proves that the law authorized the
searches, the law itself was reasonable, and the manner of the search
was also reasonable.%

In its past jurisprudence, the Supreme Court has found that law
sometimes does authorize warrantless searches in at least exigent
circumstances. In practice, these have usually involved police “safety
searches” — that is, searches “carried out in response to dangerous
situations created by individuals, to which the police must react
‘on the sudden.””7” This common law rule is reasonable, given the
imminent threat to safety.%®
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The Supreme Court has also considered warrantless intercept
of private communications under Part VI of the Criminal Code. The
warrantless intercept provision, as it existed at the time, permitted
warrantless electronic intercepts on an urgent basis to prevent seri-
ous and imminent harm.% In Tse, the Supreme Court concluded that
this provision violated section 8, in large part because the person
whose communications were intercepted was never given notice of
the intercept. In consequence,

Parliament has failed to provide adequate safeguards to address
the issue of accountability... Unless a criminal prosecution
results, the targets of the wiretapping may never learn of the
interceptions and will be unable to challenge police use of this
power... In its present form, the provision fails to meet the mini-
mum constitutional standards of s. 8 of the Charter.

This same failure to include a notification regime meant that the
impact on the section 8 right was disproportionate to the govern-
ment’s objective of avoiding imminent harm. For this reason, the
provision was not saved by section 1 of the Charter.**

2. Metadata May Meet the Threshold of Reasonable Expectation of
Privacy

I turn now to the application of these principles to CSE metadata col-
lection. As discussed in Part I, metadata may be enormously revealing
of private information; that is, it may amount to what the Supreme
Court has called “information which tends to reveal intimate details of
the lifestyle and personal choices of the individual.”*> It is, therefore,
a prime candidate for reasonable expectation of privacy treatment.

While there do not yet appear to be any decided court cases
focusing on metadata and the application of section 8, some judg-
ments have focused on related issues, not least so-called “subscriber
information.” Here, police in possession of an Internet IP address
seek and obtain customer identity information associated with this
IP from the Internet service provider (ISP) to whom the IP belongs.
IP addresses can be regarded as a form of metadata associated with
Internet use. The cases to date seem to have turned on the implica-
tions of these data being collected, not from the individual or his or
her devices directly, but from third-party service providers.
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Notably, under the Personal Information Protection Electronic
Documents Act (PIPEDA) (and its provincial equivalents), a business
such as an ISP may disclose personal information to a government
institution for purposes of law enforcement or where the informa-
tion may relate to national security, international affairs, or national
defence.’3 Several lower court decisions have considered whether
this disclosure of subscriber information to police by ISPs offends
section 8 of the Charter.

The approach of these courts was mixed: at least one such deci-
sion suggested that section 8 is not violated, a decision then appealed
to the Supreme Court and discussed below.”** Two other cases offered
much more nuanced views but did not decide the issue definitively.'*

The matter now seems to have been laid to rest firmly and
definitively by the Supreme Court’s 2014 decision in R. v. Spencer.**®
Spencer was about Internet subscriber data in a police child por-
nography investigation. The information in question was the name,
address, and telephone number of the customer associated with
an IP address. It was, in other words, the most benign form of data
attached to an IP address.

In a nutshell, the court nevertheless held that the Charter’s sec-
tion 8 protections against unreasonable searches and seizures extends
to this subscriber data. In key passages, the court wrote,

the identity of a person linked to their use of the Internet must
be recognized as giving rise to a privacy interest beyond that
inherent in the person’s name, address and telephone number
found in the subscriber information... Subscriber information,
by tending to link particular kinds of information to identi-
fiable individuals, may implicate privacy interests relating
not simply to the person’s name or address but to his or her
identity as the source, possessor or user of that information...
The police request to link a given IP address to subscriber
information was in effect a request to link a specific person (or
a limited number of persons in the case of shared Internet ser-
vices) to specific online activities. This sort of request engages
the anonymity aspect of the informational privacy interest by
attempting to link the suspect with anonymously undertaken
online activities, activities which have been recognized by the
Court in other circumstances as engaging significant privacy
interests.’”
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The Supreme Court was unmoved by the fact that the information
was in the possession of a third-party service provider or that there
was a service contract that (ambiguously) suggested disclosure was
a possibility. Nor did it read the Personal Information Protection and
Electronics Documents Act as somehow vitiating the reasonable expec-
tation of privacy. In the result, Mr. Spencer’s section 8 rights were
violated — the police had no warrant.

Spencer is clear authority that there is nothing magic about
metadata, whether housed with a third-party service provider or
not. Having reached such pointed and firmly voiced conclusions on
ISP subscriber information, it seems inconceivable that the Supreme
Court would find that section 8 does not protect other, even more
intimate forms of metadata created by modern communication —
geolocation, place called, call duration, website visited, and so on.

While the reasonable expectation of privacy will always depend
on the totality of circumstances, it seems that the constitutional die is
now cast when it comes to the sorts of metadata most contentious in
the post-Snowden debates. Specifically, nothing in Spencer is confined
to police searches and seizures. And there is no reason to conclude
that intelligence surveillance of the sort potentially at issue in the
CSE metadata project lies outside the zone of privacy protected by the
Charter. Indeed, even before Spencer, the government itself appeared
to accept that some metadata collected by CSE gives rise to a reason-
able expectation of privacy.**®

3. The Present Form of CSE Metadata Collection May Not Constitute
a Reasonable “Search”

If metadata collected by CSE falls with the constitutional zone of
privacy protected by section 8, then CSE acts unconstitutionally if it
collects Canadian metadata unreasonably.

a) Ministerial authorization does not amount to the judicial warrant

The quintessential reasonable search requires judicial authorization.
In comparison, the CSE statute relies on ministerial authorizations
whenever private communications might be collected.

Past CSE commissioners have apparently considered this rule
sufficient to meet Charter standards. In his 2002-03 report, then
Commissioner Claude Bisson noted, “before December 2001, CSE
would have been in violation of privacy related provisions of both
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the Criminal Code and the Canadian Charter of Rights and Freedoms had
it intercepted communications without the certainty that, in doing so,
it would not intercept private communications.”** However, Antonio
Lamer, in his 2004-05 report, took the view that the modern regime
vitiated this concern: “I am of the opinion that [the post-2001 system
for ministerial authorization of private communication intercepts]
is both reasonable and consistent with other legislation that estab-
lishes an authority to engage in activities that would, in the absence
of adequate justification, be judged an infringement on the rights of
individuals as protected by the Charter of Rights and Freedoms.”**

It is not clear to me that these commissioners were in a posi-
tion to consider the sweep of data that is now apparently subject to
CSE intercept. Moreover, Lamer, at least, seemed to believe the CSE
regime necessary because of the extraterritorial nature of its inter-
cepts —a warrant system could not reach extra-Canadian surveil-
lance. I believe that, in a contemporary context, their views require
careful reconsideration.

First, because the ministerial authorization regime is aimed
at private communication, it applies, by definition, to a communi-
cation with a Canadian nexus. This is not a purely extraterritorial
intercept; it is one that risks capturing Canadian communications.
There is nothing inherently doubtful about instead asking a judge to
authorize those intercepts that may capture Canadian-origin com-
munications, even if the latter is embedded in a foreign intelligence
collection operation.

Second, it should not be assumed that the categories of “private
communications” and information in which a person has a “reasonable
expectation of privacy” for Charter purposes overlap in full. Something
may not be private communication but may still give rise to a reason-
able expectation of privacy. The concepts do not move in lock step. Put
another way, since the ministerial authorization regime is triggered
only when information reaches the level of private communication, it
risks being under-inclusive of the data that attract constitutional pro-
tection, even assuming it is a proper alternative to a judicial warrant.

Third, I do not believe that it is an adequate alternative. The sec-
tion 8 jurisprudence focuses on advance authorization provided by an
independent judicial officer, not a political minister. That minister’s
exact statutory duty under the National Defence Act is to manage and
direct “all matters relating to national defence.””"* As such, he or she
is hardly an independent and disinterested reviewer of government
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search and seizure requests, as required by the Charter. It is simply
impossible to imagine a court honouring the section 8 jurisprudence
and viewing an executive actor as a proxy for the impartial judge
promised in it.

b) The CSE statute does not meet the standards for permissible
warrantless intercepts

At issue, therefore, is warrantless interference with privacy. The
government’s own recent legal position on CSE collection is that any
search is, nevertheless, reasonable. According to the Government of
Canada response, the intercepts are:

e “carried out in the context of foreign intelligence...(not law
enforcement)”;

¢ “authorized by the National Defence Act and, where appli-
cable, through the Ministerial authorizations provided for
in the National Defence Act”;

* “in furtherance of government objectives of the utmost
importance”;

e “minimally intrusive in terms of the type of private infor-
mation which may be acquired from telecommunications or
their Metadata, as well as tailored in scope to the objectives
of Part V.I of the National Defence Act and minimized as
much as possible through a variety of privacy safeguards
provided for in the National Defence Act, Ministerial direc-
tives, Ministerial authorizations and other applicable policies
and procedures.”"*?

These arguments do not, however, appear to dovetail with the current
jurisprudence on warrantless searches. As of March 2015, the govern-
ment has succeeded in justifying warrantless searches where the law
authorizes those measures in exigent circumstances (with the proviso
that the affected individual is then notified of the warrantless search).

Whatever the importance of foreign intelligence, there is noth-
ing in CSE’s law that limits CSE intercepts to exigent circumstances.
Nor is there notification to the affected individual, although here the
government might argue that ex post facto review by the commissioner
serves the same purpose.

Boiled to its essence, defence of CSE’s warrantless intercept
activity rests on the view that declaring something of national
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security importance puts it on a different footing than all the other
circumstances in which section 8 protects privacy. That is, warrant-
less intercept is justified by the importance of the issue, and the vari-
ous prudential measures listed in the government defence backstop
a departure from the regular expectations of the Charter.

c¢) The national security imperative does not justify a departure from
regular constitutional expectations

I do not, however, believe this to be a persuasive approach. Certainly,
others have argued that national security places search rules on a
different footing than in a conventional law enforcement context.
There is some dated and decontextualized judicial musing in sup-
port of this view."4

But setting aside the issue of whether this argument is best
considered as part of the section 8 discussion or instead under section
1, it is not compelling for one simple reason: Canadian practice has
already demonstrated unequivocally that national security surveil-
lance need not be treated truly differently from regular police sur-
veillance. The CSIS Act, which deals with sensitive national security
issues, superimposes a full judicial warrant regime on CSIS surveil-
lance activities, in which CSIS persuades a Federal Court judge on
“reasonable and probable grounds established by sworn evidence,
that a threat to the security of Canada exists and that a warrant is
required to enable its investigation.”"'>

There is, in other words, nothing foundational about CSE’s
national security functions that demand ministerial authorization
over a judicial authorization. Nor is there any evident reason why
the CSE approval regime could not draw on the CSIS precedent.
Here, a judge would replace the minister in the CSE authorization
process, and that authorization regime extends to the collection of
any information in which there is a reasonable expectation of privacy.
This would have the welcome effect of preserving the promise and
integrity of section 8, while still meeting the government’s pressing
objectives in relation to foreign intelligence.

In sum, the current ministerial authorization regime under
CSE’s law looks much more like expediency than necessity. It is an
awkward fix built on doubtful theories about the scope of Canadian
privacy law. It deserves no special exemption from the regular con-
stitutional law of the land. Interposing a judge in lieu of a minister
to perform the latter’s current functions in overseeing privacy issues
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would do no violence to CSE’s operations, while, at the same time,
it would honour the long-established requirements of the Charter.

Conclusion

In the final analysis, it is difficult to explain why the government
has pursued the legal direction suggested by documents released
under access law, and in its defence to the current BC Civil Liberties
Association challenge to CSE’s law. The prescription offered by this
chapter is simple: always get ministerial authorizations for metadata
collection, and amend CSE’s law to task a judge (in addition to or
instead of the minister) with authorizing any intercept that may raise
reasonable expectations of privacy. Because, by its own admission,
the government does not know when information with a Canadian
nexus may be swept into its surveillance, prudence suggests that
judicial authorization should be sought often.

It is hard to see how either of these suggestions bring real incon-
venience on the government. Indeed, civil libertarian critics of these
modest proposals might regard them as laughingly formalistic and
inadequate. For my part, I believe that it matters both in principle
and practice that judicial authorizations bless intercepts. I agree, how-
ever, that the intervention of a judge prior to collection is not alone
sufficient protection in the world of Big Data. Other questions — not
least, how long government may retain data that forms the Big Data
haystack and how it may search that haystack — are now even more
pressing. Those matters are, however, the topic of another article.*

The concluding point of this chapter is much simpler: the evolu-
tion of invasive search and Big Data analysis powers in the hands of
the state’s intelligence services should not change the existing scope
of privacy protections, whether statutory or constitutional. This is a
common-sense principle that Canadians should reasonably expect a
government to honour by instinct, not resist at every turn.
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CHAPTER VI

Permanent Accountability Gaps
and Partial Remedies

Kent Roach

Introduction

Accountability gaps occur when those who review or oversee
national security activities do not have the necessary legal
powers or resources to keep pace with the enhanced and integrated
nature of those activities. Both the Arar Commission in 2006 and
the Air India Commission in 2010 sounded alarm bells that neither
review or oversight was keeping up with whole-of-government-
approaches to security. The Arar Commission,’ in what was, until
the early 2015 debates about Bill C-51,> a neglected six-hundred-page
second report, recommended that review be extended to other secu-
rity agencies and that the reviewers be able, like the security agencies
themselves, to share information with each other and to conduct
joint investigations. The Air India Commission recommended an
enhanced role for the prime minister’s national security advisor to
oversee and resolve inevitable disputes between security agencies,
especially the Canadian Security Intelligence Service (CSIS) and the
RCMP?3 The government rejected both these recommendations.
Now the accountability gap problem has come home to roost
in the wake of the fallout from the October 2014 terrorist attacks in
Saint-Jean-sur-Richelieu and Ottawa. The government has introduced
Bill C-51, which will authorize whole-of-government information
sharing for extremely broadly defined security reasons, but without
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enhanced whole-of-government review.# The new legislation will also
give CSIS new surveillance and disruption powers, including the
ability to break Canadian and foreign laws and to conduct surveil-
lance and disruption outside of Canada’ In recognition of the Charter
implications of such new powers and perhaps also in recognition
of the outdated and shaky nature of Canada’s review structures,
the government has assigned the task of reviewing and overseeing
many of these powers to Federal Court judges. The government has
stressed the importance of judicial oversight in defending the new
legislation, raising squarely the question of the strengths and weak-
nesses of judicial review and oversight of national security activities.

The first part of the chapter will define what is meant by review,
oversight, accountability, and accountability gaps to clarify thinking
about these matters. The second part will examine the dangers of the
permanent accountability gaps that are emerging between enhanced
and integrated national security activities and their review and
oversight. A lack of accountability can shelter misconduct, including
human rights and privacy violations. It can also hide governmental
inefficiencies and failures in protecting national security. The Arar
and the Air India Commissions both recommended means of improv-
ing accountability. The Arar Commission focused on the propriety of
national security activities, while the Air India Commission focused
on the efficacy of national security activities. Both commissions
were agreed, however, that review and oversight of national secu-
rity activities were manifestly inadequate. The Harper government,
unfortunately, has rejected the major recommendations of both com-
missions. It has even characterized enhanced review as “needless red
tape”® in response to concerns that new information sharing powers
in Bill C-51 are not matched by increased and whole-of-government
accountability. It has also characterized legislative review as foreign
to Canadian traditions and has stressed the superiority of judicial
oversight, especially with regards to new CSIS powers.”

The third part of the chapter will examine proposals for
enhanced legislative review of national security activities. Opposition
parties, especially the Liberals, have made the need for enhanced
parliamentary review the focus of much of their opposition to Bill
C-51. Canada, alone of its Five Eyes security partners, does not allow
even a select group of parliamentarians have access to secret infor-
mation. There cannot be meaningful detailed review of security
matters without access to secret information. But, as is often the case,
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be careful what you wish for. Although enhanced parliamentary
review might increase public knowledge and perhaps ministerial
accountability, the record in other democracies and current proposals
before Parliament do not provide grounds for optimism that legisla-
tive committees will be effective in promoting robust accountability.

What about judicial oversight? Judicial oversight is the main
form of oversight offered in the expansion of CSIS powers in both
Bills C-44% and C-51. Judicial oversight can have teeth in the right
circumstances. Justice Mosley issued a scathing judgment when he
learned that CSIS and Communications Security Establishment (CSE)
had enlisted the help of Five Eyes foreign partners without statutory
or judicial authorization. The government is appealing this deci-
sion to the Supreme Court.? Although the judiciary has been a more
effective mechanism for propriety-based review than in the pre-g/11
past,”® caution is in order when relying on judicial oversight. Justice
Mosley was able to leverage his considerable expertise and his inter-
est in reading reports of review agencies to discover that CSIS had
gone beyond the terms of the warrant he issued, but this raises the
question of whether judges will always be able to engage in similar
monitoring. Federal Court judges will review the new CSIS powers
in a warrant setting, where it is only the judge and the government
lawyer in the room. Once a warrant is granted, there are unlikely to
be appeals, and the national security context makes it unlikely the
warrant will be reviewed when evidence is introduced in a criminal
trial. Moreover, the new disruption warrants in Bill C-51 are based
on the constitutionally radical premise that the judicial role is not
to prevent Charter violations but to authorize them. Such authoriza-
tions, including judicial judgments about what limits on rights are
proportionate and reasonable, are unlikely to be reviewed on appeal.
Review bodies and parliamentary committees may be reluctant to
question the ambit of judicial warrants, even if they have concerns
that they have gone too far.

The fifth part of this chapter will suggest that the most impor-
tant accountability mechanisms are located not in the legislature or
the judiciary but in the executive itself. National security activities
that are themselves dominated by the executive must be closely
monitored from within the executive. This is consistent with the
fundamental principle accepted by both the Arar Commission and
President Obama’s review committee' that review should mirror and
match the activities being reviewed. In particular, effective review
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of national security activities will require the initiative and secrecy
associated with the executive, as opposed to the more public and
responsive nature of both legislative and judicial review. Executive
review can take many forms. CSIS used to have an Inspector General,
an internal watchdog who reported on the legality of its operations.
The CSE commissioner is an independent retired judge who reviews
the legality of the work of CSE. Legality is an important aspect of
propriety, but it can be under-inclusive. The government has taken
much comfort in the CSE commissioner’s repeated assurances, after
each Snowden revelation about Canada, that CSE’s actions remain
legal because they have been not directed at Canadians. Conclusions
of legality are only as good as the underlying law. Former CSE com-
missioners themselves have raised concerns about the CSE’s enabling
legislation enacted hastily after g/11 and some of the broad interpre-
tations that Department of Justice lawyers have placed on the law."

The time may have come for fundamental reform to Canada’s
accountability architecture. In my view, what is now necessary
is the creation of a new independent committee or “super SIRC”
(Security Intelligence Review Committee) with jurisdiction to review
all national security activities within the federal government. This
committee, like the Arar Commission itself, should have the ability
to see all secret information and to challenge governmental redac-
tion decisions in court. A larger committee might require a full-time
chair, more staff who can specialize in working with different agen-
cies, and a composition that includes a broader cross-section of the
public. Although formerly classified in the executive, review bod-
ies can be seen as hybrid institutions that combine elements of all
three branches of government, especially if retired judges are used
as reviewers.

The last part of this chapter will suggest that even if a “super
SIRC” and a parliamentary committee with access to secret infor-
mation were created, it would not be enough. There would still be a
need for “whole of society” accountability. In other words, there is
a need for multiple layers of accountability, including ad hoc inqui-
ries, investigative media, civil society, consumer activism, privacy-
sensitive telecommunications companies, and whistle-blowers. The
President’s Review Group was correct to conceive of accountability
in risk management terms and to draw on all branches of govern-
ment, but its proposals to stop leaks could decrease accountability
in the future. Those proposals, along with other proposed new
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legislation in the United States also rely on corporate and consumer
resistance to surveillance in its proposals to allow the private sector,
as opposed to government, to store metadata about communications.
Social accountability will require greater consumer knowledge and
activism in demanding that both governments and telecommunica-
tion companies respect privacy. My focus on social accountability
reflects the need for democratic demands for reducing accountability
gaps.' It also reflects the growing recognition of the importance of
“civil society constitutionalism.”">

The Need for Conceptual Clarity about Some Critical
Distinctions and Definitions

Given the ongoing expansion of security powers and surveillance
capabilities, it is understandable and healthy that many people are
increasingly concerned about the adequacy of review and oversight
of national security activities. Alas, much public discussion conflates
the distinct meanings of review and oversight. Loose language
and muddled thinking is a real danger. Without conceptual clarity
at the start about the different ambitions of review and oversight,
there will only be confusion and disappointment even if reforms
are implemented.

Review and Oversight

Review refers to the ability of independent bodies retrospectively to
evaluate security activities.® A reviewer does not have operational
responsibility for what is being reviewed. This helps ensure that
reviewers remain independent and are not complicit or seen to be
complicit in what is being reviewed. SIRC, the CSE commissioner,
and the Civilian Review and Complaints Commission for the RCMP
are all examples of review bodies that conduct reviews after the fact.
In addition to hearing complaints, they make findings and recom-
mendations that attempt to foster accountability to the government
and promote public trust and confidence.”” They do not have the
power to impose remedies on the agencies they review.

Oversight refers to a command and control process where those
who practice oversight may be able to influence the conduct that they
are examining.’® The responsible minister is supposed to have an
important oversight role in a parliamentary democracy. The minis-
ter of public safety is responsible for both the RCMP and CSIS. One
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manifestation of ministerial oversight is the issuance of guidelines
and directives to the agencies. Ministerial oversight of the police
is limited by the constitutional principle of police independence
over law enforcement decisions such as investigations, arrests, and
charges.” The Arar Commission did not recommend oversight of
the RCMP in part because such a role could interfere with police
independence. It also expressed concerns that an oversight role that
intruded on the management of the agency could compromise the
independence of the review body by implicating it in the decisions
being reviewed.>®

Propriety and Efficacy

Distinctions are often drawn between review of the propriety and
the efficacy of national security activities. The Arar Commission
noted that independent review is generally concerned with propriety,
including but not limited to, compliance with law. Some propriety-
based reviews, such as the review of the proportionality of a measure,
may touch on matters of efficacy and competence, but they are not
the focus of such reviews. The Arar Commission suggested that ques-
tions about “the efficacy of the intelligence community as a whole...
may be an appropriate subject for the proposed Parliamentary
Committee on National Security.””* Those who practice oversight,
such as ministers, would also be concerned about efficacy, in part
because they may have to answer for security failures.

Accountability and Accountability Gaps

Accountability refers to processes in which officials and organiza-
tions provide explanations and justifications for their conduct. A
body can demand an accounting even if it does not have the power
to control or change the behaviour for which it is demanding an
explanation.?? In other words, a review body that is not in the chain
of command can still demand accountability. So too can those in the
chain of command, such as ministers who have oversight powers.
Accountability, like review and oversight, can relate to the propriety
and/or the efficacy of conduct.

Accountability gaps occur when reviewers or overseers do not
have adequate powers or resources to match the conduct that is being
reviewed. All democracies post-g/11 are struggling with account-
ability gaps in national security matters. These gaps have been
created as governments move to more intense and more integrated
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“whole-of-government” national security activities, but without
always ensuring that reviewers and overseers have corresponding
enhanced whole-of-government powers and adequate resources to
keep pace with what is being reviewed.?> In other words, account-
ability gaps occur when reviewers and overseers remain stuck in
twentieth-century silos, while security agencies escape silos in order
to work with domestic and foreign partners.

Accountability gaps may have been created unwittingly at
first, given the rapid response to 9/11, but their persistence many
years later raises questions of whether it may be in the interest of
governments to have them. Accountability gaps should be a matter
of concern, because they create risks to both rights and security. The
risks to rights are that whole-of-government activities may violate
rights such as privacy, while the risks to security involve inefficient
practices and security failures.

The Role of All Three Branches of Government and Hybrid Institutions
Matters are made even more complicated because all three branches
of government can be engaged in review and oversight. Judges can
review national security activities by means of judicial review and
after the fact in the course of criminal or civil trials. They may be
involved in oversight, for example, in ensuring that intelligence
agencies properly execute warrants. Legislative committees generally
are concerned with after the fact review, but in some extraordinary
cases they can play a more hands-on oversight role. Finally, the
executive in its many guises plays a variety of roles. Ministers are
supposed to engage in oversight for both the efficacy and propriety
of national security activities. In addition, watchdog executive bodies
in the executive, such as SIRC and the CSE commissioner, engage in
retrospective reviews of the propriety and legality of the conduct of
CSIS and the CSE.

Although part of the executive, SIRC and the CSE commissioner
are hybrid institutions. SIRC members are appointed by the prime
minister, but in consultation with the leaders of major parties in the
House of Commons.?+ Although SIRC members cannot be current
members of Parliament, by convention, they often have had experi-
ence in the legislature and its political parties. More recently, they
include retired judges and former civil servants. The CSE commis-
sioner must be a supernumerary or retired judge.? This also brings
a judicial element into the review process.
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The Danger of Accountability Gaps for Propriety and Efficacy:
The Rejected Arar and Air India Commission Recommendations

Accountability is often associated with the need to reveal and prevent
improprieties such as possible complicity in torture and the massive
privacy invasions revealed by the Snowden leaks. For example, the
Commission of Inquiry into the Actions of Canadian Officials in
Relation to Maher Arar’s extraordinary rendition and torture crafted
its recommendations with a focus on reviewing for propriety while
also noting that, in some circumstances, “issues of efficacy and pro-
priety are interwoven, and comments about competence or capacity
related to propriety will be highly useful and desirable.”2

In contrast, the Air India Commission evaluated “how effec-
tively the government uses the resources available to it to deal with
the terrorist threat”?” with particular attention to the distribution of
intelligence and its relation to evidence. It recommended that CSIS
(and by implication CSE) should no longer have an unreviewable
discretion not to share relevant intelligence with others in govern-
ment. Instead, it recommended that intelligence should be shared
and protected by a new legislated privilege from disclosure until a
decision was made by the prime minister’s national security advisor
about whether the intelligence should be more broadly shared within
government, even at the risk of possible leaks or legal demands for
disclosure. In essence, the PM’s national security advisor would
decide in the public interest among the competing demands that
intelligence be kept secret or that it be used for prosecutorial or other
purposes that would risk its disclosure. The government has shown
little interest in this recommendation that would have increased and
focused oversight and accountability at the centre for the efficacy of
national security decisions.?®

Accountability and Secrecy

Accountability is impossible to achieve if relevant information is
kept secret from those demanding accountability. For this reason,
the Arar Commission stressed that those who review national
security activities should have access to all relevant information
regardless of its classification. In addition, the secrecy of national
security activities meant that reviewers should be able to conduct
self-initiated reviews and not simply respond to complaints. It con-
cluded that while SIRC and the CSE commissioner had such powers,
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the commission reviewing the RCMP’s national security activities
lacked such powers. Subsequent legislation stopped short of the Arar
Commission’s recommendations because the RCMP’s Civilian Review
and Complaints Commission must go through an elaborate process
involving an advisory opinion from a retired judge if the RCMP com-
missioner refuses to provide it with access to secret information.?

The Arar Commission also recommended that statutory gate-
ways be created between the three review bodies for CSIS, CSE,
and the RCMP so that the review bodies, like the security agencies
themselves, could share secret information and if necessary conduct
joint investigations. The government has refused to implement this
recommendation, even while proposing in Bill C-51 to facilitate
information sharing within government.

To be sure, the Arar Commission recognized that the govern-
ment and reviewers may disagree over what information could be
made public, but it stressed that these disputes should be resolved
after review was conducted. Much of the work done by SIRC and
the CSE commissioner remains secret and is submitted only to the
minister. Given recent experiences of the government overclaiming
secrecy, thought should be given to allowing review agencies to use
section 38 of the Canada Evidence Act, as the Arar Commission did
with some success° to challenge the government’s secrecy claims.

Given the time-sensitive nature of secrecy and the importance
of publicity to accountability, some of the older but still secret review
reports submitted by SIRC and the CSE commissioner to the minis-
ter of public safety should be considered for public disclosure. The
United States has declassified much material in response to Snowden
revelations, but Canada has not. SIRC lists close to two hundred
secret reports submitted to the minister starting in 1986," and the
CSE commissioner lists over eighty classified reports since 19973
Given the government’s sustained practice of overclaiming secrecy, it
is difficult to think that not one of these reports could be declassified.

The Values of Accountability

The lack of transparency and effective accountability for national
security activities, including signals intelligence, creates dangers
for both human rights and security. The immediate concern is often,
as it has been in the wake of the Snowden revelations, on human
rights abuses and invasions of privacy. At the same time, a lack of
accountability can shelter inefficiencies or national security activities
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that are counterproductive or not properly authorized. Much of the
criticism of CSE spying on Brazil revealed by the Snowden leaks has
been about the efficacy of such measures. Similarly, the Air India
Commission largely accepted allegations by former security official
James Bartleman that the predecessor of CSE had access to signals
intelligence about the threat to Air India planes before the 1985 bomb-
ings that killed 331 people in the world’s most deadly act of aviation
terrorism before g/11. Efficacy concerns cannot be ignored, given
that it may be difficult and sometimes impossible to find actionable
intelligence in the Big Data collected by the NSA and CSE.
Although accountability proposals do not command nearly as
much attention as the underlying impropriety or inefficiency that
leads to them, we should all be concerned about permanent account-
ability gaps in which intelligence agencies remain one or more steps
ahead of their political masters, their reviewers, civil society, and the
citizenry. To be sure, past accountability failures and an increasing
cynicism about government makes many skeptical about account-
ability reform. The former CSE commissioner has dismissed the Arar
Commission’s proposals for enhanced accountability as “an addi-
tional super-bureaucracy, with the associated burden and costs.”?
Such statements have likely encouraged the Canadian government
aggressively to characterize additional review as “needless red
tape, 34 even as it dramatically increases security powers in Bill C-51.

The Consequences of Shortchanging Review

Equating review with red tape is short-sighted. It ignores the dra-
matic increase in resources, intensity, and integration of national
security activities since g/11. One result is that the resources devoted
to the review of national security activities have been dwarfed by
the expanded budgets of intelligence agencies. For example, the CSE
commissioner has an annual budget of around s2 million and ten
full-time equivalents to review CSE, which has a reported budget
of $350 to $422 million and almost two thousand full-time equiva-
lents® SIRC, with an annual budget under s3 million and seventeen
full-time equivalents (down from twenty in 2006, despite the aboli-
tion of the Inspector General), reviews CSIS, which has over 3,200
employees and a budget of over $500 million.® The government
has in its April 2015 budget committed to almost doubling SIRC’s
budget, but not to alter its lack of power to share secret information
and conduct joint reviews.
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Accountability gaps have implications for public confidence in
and social license for security activities. Bill C-51’s broad definition
of the ambit of information sharing has set off alarm bells within
Canada’s Muslim community and among a broad range of Aboriginal,
environmental, and separatist groups that may be subject to secu-
rity information sharing. The Canadian government could more
credibly rebut these concerns as alarmist if it had an adequately
resourced, whole-of-government review body that could review
information sharing. The government has argued that the Privacy
Commissioner provides such whole-of-government review. But the
Privacy Commissioner, in a 2014 report, raised concerns that it is oper-
ating under out-of-date legislation that does not give it adequate pow-
ers to share information and conduct joint reviews or have access to
the Federal Court with respect to collection and disclosure of personal
information that is classified secret?” Nothing in Bill C-51 responds
to these recent concerns articulated by the Privacy Commissioner.

The accountability gaps that have emerged between whole-of-
government security responses and their review and oversight are
very troubling, especially in an era when the government is embark-
ing on a second round of post-9/11 increases in security powers to
respond to the real foreign terrorist fighter threat. Such gaps can
harm rights, including privacy. There are also concerns about chill-
ing expression and protests and discriminatory profiling and guilt
by association reasoning. This, in turn, affects public confidence and
social licence for intelligence and other security activities. Finally,
accountability gaps can hurt security if they prevent independent
reviewers from being able to see the big picture to determine whether
the appropriate amount of intelligence is being collected and shared
with whom ever it needs to be shared with in a timely and useful
manner. These oversight concerns are particularly pressing given the
increases in CSIS’s powers and privileges under Bills C-44 and C-51
and the possibility that the new privilege for CSIS human powers
and its new powers of disruption may have the unintended effect of
making terrorism prosecutions even more difficult®

Legislative Accountability: Be Careful What You Wish For

Canada, unlike its Five Eyes security partners, does not give any
parliamentarians regular access to secret information. The Afghan
detainee affair, in which Parliament had to hold the government
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prima facie in contempt of Parliament to get any access to secret
documents relating to whether former detainees were tortured
after being transferred from the custody of Canadian Forces to
Afghan officials, revealed this lack of access as a critical weakness.
It resulted in struggles between the government and Parliament that
saw Parliament prorogued in 2009 in the face of a motion demanding
access. In addition, an ad hoc committee of retired judges and parlia-
mentarians from all parties (except the NDP) was created to review
secret documents in the wake of the Speaker’s ruling on contempt.
Despite this crisis, there has been very little interest in Canada in
giving parliamentarians regular access to secret information. This
may change after the opposition parties, especially the Liberals, make
lack of parliamentary review the focus of their opposition to Bill C-51.

Current Reform Proposals

Most current proposals to give Parliamentarians access to secret infor-
mation are quite modest and suggest that increased Parliamentary
review will not cure Bill C-51's many ills. A private member’s bill
introduced by Liberal MP Wayne Easter was particularly anaemic.
Not only would members of the proposed committee be permanently
bound to secrecy by statute but the responsible minister would have
final and non-reviewable power to decide how much, if any, secret
information to provide the committee.4° Such a deferential approach
may be related to the novelty of giving Canadian parliamentarians
any access to secret information. It may also reflect anxieties that
Canada’s oft-noted status as a net importer of intelligence renders it
vulnerable to having the intelligence tap cut off by allies if secrets are
leaked.#" An often unspoken but real factor behind Canada’s persistent
fear of leaks is the concern that separatist or radical parliamentar-
ians are less trustworthy. In any event, the Easter bill would do little
more than give parliamentarians the most tentative toehold inside
the secrecy tent.

Another private members’ bill, sponsored by Liberal MP Joyce
Murray, had more robust powers to access secret information, but it
was defeated by the government in October 2014. This bill also took a
multi-pronged approach to accountability and attempted to increase
judicial and ministerial oversight of CSE as well as the oversight role
of the CSE commissioner.+* It will be suggested in the conclusion that
such a multi-pronged approach is indeed necessary if we are to close
accountability gaps.
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Some commentators have criticized the Arar Commission for
not including enhanced parliamentary reform within their propos-
als.#3 In my view, such criticisms are unfair, given the commission’s
mandate, which focused on review of the RCMP’s national security
activities. In any event, such criticisms overestimate what can be
achieved through parliamentary review. The experience of other
democracies with legislative review suggests the contributions of
parliamentary review are likely to be modest. This is especially so
given that Canadian committees are poorly staffed, the high turn-
over rate among parliamentarians and the haphazard nature of their
knowledge and interest in security matters.

The Intelligence and Security Committee (ISC) in the UK is
often held up as an example, but Canadian accounts of the ISC often
discount UK criticisms of its performance on sensitive issues, includ-
ing possible complicity in torture. The performance of legislative
review in the United States has been, if anything, even less inspiring
than in the UK. Various members of Congress were briefed on the
activities of the NSA after 9/11 but it took the New York Times in 2005
to reveal President Bush'’s illegal orders for NSA domestic spying and
then the Snowden leaks to reveal the NSA’s more recent activities.

American legislative committees are much better staffed
than Canadian ones, but there are still concerns that legislators in
Congress often lack the expertise or the budgetary powers to conduct
effective oversight.++ Giving legislators access to secret information
but no mechanism to disclose it may only allow the government to
claim legitimacy for illegal and improper conduct because some
legislators had been “briefed in” to the activities. Some American
commentators have made interesting recommendations that would
give opposition parties with access to secret information powers to
push for the declassification of documents,* but there has been little
uptake on such proposals. A committee with access to secret infor-
mation could question ministers and officials in camera, but it could
not make secret information public even if the information had been
over-classified as secret.

What Do We Want from Enhanced Parliamentary Review?

More thought needs to be given to exactly what we want from
enhanced legislative review. The Afghan detainee issue shows that
parliamentarians may be concerned about propriety, albeit with
a distinctly partisan edge. The opposition maintained interest in
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whether Canadian Forces had been complicit with torture for an
extended period of time, but interest in this issue eventually died
down. Most other security matters will be considerably less dramatic.
Parliamentary accountability may ultimately depend on the degree
of interest and knowledge about security matters in the media and
civil society, matters to be discussed in the last part of this chapter.

A parliamentary committee with access to the many confiden-
tial reports that review bodies provide to ministers could hold the
ministers to account for their response to those reports. It must be
understood that review bodies such as SIRC and the CSE commis-
sioner only have powers to make non-binding recommendations to
the minister and the agencies. A parliamentary committee would
be able to demand explanations from the responsible ministers but
would not have oversight or chain-of-command powers to force the
minister or the agency to take remedial action.

A parliamentary committee could address efficacy issues that
may be downplayed by other review bodies. For example, it could
help ensure that ministers can be held accountable for controversial
forms of surveillance such as CSE’s spying in Brazil .+

A national security committee at present would have to require
both the minister of public safety and the minister of defence respon-
sible for CSE to explain their actions. There may be a case for making
the minister of public safety responsible for all non-military aspects
of intelligence so that ministerial accountability for intelligence is
not diffuse.

Any proposals for increased parliamentary review must con-
front the fact that Canadian committees do not have the same
research capacities as American or British committees. The Privacy
Commissioner’s recent proposal that parliamentarians conduct “a
global study of Canada’s intelligence oversight and review mecha-
nisms’¥ ignores the limited resources of parliamentary committees
even when assisted by the Library of Parliament. It also ignores that
much of this work has already been done by the multimillion-dollar
Arar Commission in its neglected second report.

Some claim that a parliamentary committee might make secu-
rity issues less partisan, but there are no guarantees. Bill C-51 was
introduced by Prime Minister Harper in an election style rally in
January, 2015, and not in Parliament. The way the Afghan detainee
affair was handled was also quite partisan on all sides. It is also
not certain that parliamentary committees will increase public
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confidence in our security responses, especially because confidence
in both elected members of Parliament and the unelected Senate
seems at an all-time low. Rather than relying on its members, much
of the legitimacy of a parliamentary committee might come from its
engagement with civil society and the media. Any parliamentary
committee will have to win public confidence through its work.

Increased parliamentary review might help increase parliamen-
tary and public knowledge of security matters. At the same time, the
challenges for parliamentarians, especially those in the Commons, of
mastering security matters should not be underestimated. For exam-
ple, Bill C-51 lists seventeen different departments and agencies that
could receive security information. It will create two new security
statutes on information sharing and the no-fly list, and it will amend
fifteen other acts, including the CSIS Act, the Criminal Code, and the
Immigration and Refugee Protection Act. Will parliamentarians be able
to stay on top of this mass of laws, let alone understand how they
are enforced? To be sure, we need enhanced parliamentary review
with access to secret information, but it would be a serious mistake
to expect too much of that process.

Judicial Accountability: Into the Breach or Creating the Breach?

The Arar Commission was not optimistic about relying on judicial
review of national security activities because “the judiciary is a
reactive institution” that can only respond to misconduct when it
becomes the subject of litigation. It warned that, because of secrecy,
“affected individuals may never know that they have been subject to
a national security investigation. This reduced level of judicial over-
sight is a further reason for independent review.® Even if individuals
do have such knowledge, they may not have the resources to bring
a court challenge. And even if they do have the resources, they will
face great secrecy barriers in their litigation. Finally, the compara-
tive lack of prosecutions in the national security area means that the
courts provide “less oversight” for national security investigations
“than they do for other criminal investigations.”?

There are, however, some virtues of involving the judiciary
in review and oversight. The judiciary’s traditional deference on
national security matters has eroded in the wake of post-g/11 security
abuses. Gone are the days when judges would not even look at secret
information, and courts in Canada and elsewhere have pushed back
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on a number of fronts in the post-g9/11 era. The judiciary has been
at its strongest in insisting on greater transparency where secret
information has been used. Particularly noteworthy are Supreme
Court decisions insisting on retention of raw intelligence investigat-
ing specific individuals, adversarial challenge to such intelligence,
and insistence on minimal disclosure in security certificate cases.°
Another precedent that may be particularly relevant in the era of
foreign terrorist fighters is a Federal Court decision upholding the
right of a Canadian citizen to return to Canada even though he was
at the time listed by the UN as affiliated with al-Qaeda.*

Justice Mosley’s Decision on the Outsourcing of Surveillance to Five
Eyes Partners

Judges can be tenacious in ensuring that security agencies do not
go beyond the scope of what they have authorized. In 2009, Justice
Mosley issued warrants to allow CSIS to intercept foreign commu-
nications of Canadian citizens. In August 2013, upon reading the
annual public report of the CSE commissioner, he convened a new
hearing on his own initiative. He was not happy.

Justice Mosley concluded that CSIS had misled him by not
revealing its plans to draw on the assistance of CSE’s Five Eyes sig-
nals intelligence partners in carrying out the surveillance. He called
this a “deliberate decision to keep the Court in the dark about the
scope and extent of the foreign collection efforts that would flow
from the Court’s issuance of a warrant.”>> He also concluded that
the tasking of foreign agencies by Canadian officials to conduct the
surveillance was unlawful. He was concerned that the warrants he’d
granted had been used as “protective cover.”s

What happened in this case was not an isolated occurrence.
Drawing on a SIRC report, Justice Mosley noted that foreign assets
had been used in as many as thirty-five warrants issued since 2009.
Justice Mosley warned that Canada could lose control of intelligence
it asked its foreign partners to collect. He underlined the grave risks
when Canada loses control over its own intelligence with reference
to the role that Canadian information and requests for foreign assis-
tance had played in the torture of Maher Arar and other Canadians
in Syria>4

Justice Mosley’s extraordinary decision provides a rare glimpse
into the Five Eyes relationship, normally one of Ottawa’s most closely
guarded secrets. Justice Mosley ruled that no reference should be



Permanent Accountability Gaps and Partial Remedies

made by CSIS, CSE, or its legal advisors to the erroneous idea that
a CSIS warrant authorized the tasking of foreign agencies. He read
down Canadian laws so as to prevent a transnational accountability
gap that would occur if Canada tasked foreign agencies to conduct
surveillance of Canadian targets in a manner that effectively left
Canada without control of the intelligence produced by its own
targeting and tasking. Judicial attempts to plug and stop account-
ability gaps are welcome, but they will generally only occur when
states attempts to abuse judicial authority and engage in blatant
misconduct. Indeed, much of Justice Mosley’s bold judgment was
premised on the assumption that Canadian tasking of surveillance
by its Five Eyes partners would violate international law.

Justice Mosley also recognized the need for continual review
by executive watchdog agencies, review that he had benefited from.
To this end, he required that a copy of his decision be provided to
both SIRC and the CSE commissioner. This judgment, like some of
the American Foreign Intelligence Surveillance Court (FISC) deci-
sions declassified in the wake of the Snowden leaks, demonstrates
how judges can complement the review process but also how they
may depend on executive watchdog review.

The federal government might point to the Justice Mosley deci-
sion as exhibit A revealing the strength of the judicial oversight that
will be required when Federal Court judges consider CSIS warrant
requests for otherwise illegal conduct under Bills C-44 and C-51. One
problem with such an approach is that the government is appealing
Justice Mosley’s decision all the way to the Supreme Court. If the
government wins in the Supreme Court, CSIS may not have to bother
with warrants with respect to investigations outside of Canada.

The Supreme Court’s decision to hear the government’s appeal
opens up the possibility that the court might say that warrants are
not required for some extraterritorial CSIS investigations. Such a
ruling would allow CSIS to act without warrants and without the
judicial oversight that the government has promised in its defence
of Bills C-44 and C-51. Conversely, the court might uphold Justice
Mosley’s judgments in even more ringing and emphatic terms than
the Federal Court of Appeal. That would be good, but we should not
underestimate how much the judgment depended on heroic levels of
knowledge and initiative of one judge with a particularly long history
of expertise in national security matters.
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Judges Being Asked to Approve and Oversee Breaches of the Law and
the Charter

Federal Court judges will soon be able, under both Bills C-44 and
C-51, to grant warrants “without regard to any other law, including
that of a foreign state.”>> Under Bill C-51 as introduced in Parliament,
judges will even be able to grant CSIS a warrant to contravene the
Charter provided that the proposed measure is proportionate to the
threat and the reasonable availability of other measures to reduce the
threat®® and provided it does not intentionally or negligently inflict
death or bodily harm, invade sexual integrity, or obstruct justice.5”
Bill C-51 builds on the pattern in Bill C-44 of allowing Federal Court
judges to authorize CSIS to break domestic and foreign laws, but it
goes a step farther by providing that CSIS may also obtain a judicial
warrant to reduce a threat to the security of Canada in a manner that
will contravene Charter rights.

The government is defending Bill C-51 by stressing that the
powers will be subject to judicial oversight. Minister of Defence Jason
Kenny has even argued that Bill C-51 “doesn't give new powers to
police or intelligence agencies but rather to judges, to courts.”?® This
ignores that CSIS will execute the warrants and that Justice Mosley’s
decision provides some grounds to be concerned about whether
CSIS will go beyond what is specifically authorized in the warrant.
It downplays the radical implications of a single judge authorizing
a violation of the Charter in a warrant context where the decision is
not likely to be reviewed in subsequent trials or on appeal.

Bills C-44 and C-51 are silent on what, if any, accountability
measures Federal Court judges will provide to ensure that secu-
rity agencies do not go beyond the terms of new warrants. Justice
Mosley’s judgment suggests that judges may not tolerate activity
beyond what they have authorized if they find out about it. It is not
comforting, however, that it appears to have been Justice Mosley’s
extracurricular reading of the reports of review bodies that led to the
discovery that CSIS had subcontracted surveillance to foreign allies.

The nature of CSIS warrants means that the appropriateness of
the limits that they set will not be generally tested on appeal. Warrant
proceedings are generally one-sided proceedings. Although a secu-
rity cleared amicus was appointed on some of the legal issues before
and after Justice Mosley’s warrant, that is not the norm and it is not
specifically provided for in either Bill C-44 or C-51. Moreover, as the
Arar Commission stressed, national security activities are much less
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subject to judicial review than ordinary warrants. Indeed, the leading
appeal decision on CSIS warrants dates back to 19875 In the wake of
the Snowden revelations, the Privacy and Civil Liberties Board in the
United States recommended that the Foreign Intelligence Surveillance
Court (FISC), which also grants warrants ex parte, should be assisted
by security-cleared special advocates. It also recommended that
efforts should be made to encourage both more appeals from the
warrants and more declassification of FISC decisions.®

Craig Forcese and I have raised concerns about wording in Bill
C-51 that allows Federal Court judges to authorize Charter violations
in the course of issuing CSIS warrants to reduce security threats.®* In
our view, this would be an unprecedented grant of power to judges
to authorize Charter violations, as opposed to attempting to avoid
Charter violations.®> The grant of search warrants is traditionally
seen as a method to avoid a violation of the right against unreason-
able search and seizure under section 8 of the Charter. In contrast,
a judge under Bill C-51 could authorize CSIS to take steps that will
contravene a person’s Charter rights, such as the right of citizens
under section 6 of the Charter to leave or return to Canada.

The reasoning of Federal Court judges in warrant applications
may for valid operational reasons relating to national security,
national defence and foreign relations be kept secret for a long time.
If released, such judgments may be heavily redacted. The leaked and
declassified FISC decisions in the United States reveal that some of
the credibility and trust that the judiciary enjoys may be undermined
by secret jurisprudence, especially if it authorizes illegal and rights
invasive conduct by intelligence agencies.

Professor Forcese and I also raise concerns that judges will be
forced to make these difficult decisions in closed ex parte proceedings
with at most security-cleared amici curaie (who are not specifically
contemplated in the new warrant regime but are under proposed
American reforms) playing a challenge role. Judges trained in an adver-
sarial system may also not have the information and resources they
need to ensure CSIS and those who assist them such as the CSE act in
the manner specified in the warrant. Bill C-51 does not even ensure
that the judge will know who CSIS asks to assist them in executing a
threat reduction warrant. Nothing stops CSIS, especially when it acts
outside of Canada, from enlisting foreign individuals and agencies.

The new warrant regime could change the role of the Federal
Court, especially if the judges require the security agencies regularly
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to report back to them about operations. The specially designated
judges of the Federal Court may become something more akin to
specialized investigating magistrates used in the French and other
civilian systems. Such a “hands on” and potentially “dirty hands”
role could compromise the impartiality and independence of judges
who have authorized illegal activities that violate the Charter.> Even
if the judges come down hard on CSIS misconduct, judicially super-
vised CSIS investigations may not have the disciplinary effects of
criminal trials, in part because many judgments may remain secret
for operational reasons.

The Federal Court is guided not by Criminal Code concepts based
on guilt or innocence, but by the more expansive definition of threats
to the security of Canada. It is noteworthy that the Supreme Court,
when upholding investigative hearings, took care to insist that judges
observe the normal rules of evidence and the presumption of open
courts. Moreover, two judges dissented on the basis that it was alien
to our system to have judges preside over police investigations.® It
would be even more alien to have judges preside over CSIS illegalities
and Charter violations committed at home and abroad.

Under Bills C-44 and C-51, Federal Court judges are being called
into the breach with respect to devising accountability structures for
CSIS. They are also being called to create breaches in the form of pre-
authorized violations of Canadian and foreign laws and the Charter.
They will be asked to create ad hoc accountability structures for CSIS
to ensure that it respects the limits of judicial orders when violating
laws and Charter rights both at home and abroad. To be sure, Bill C-51
places some categorical limits on what can be authorized: the mea-
sures must be reasonable and proportionate,® and they must never
cause intentional or negligent bodily harm, violate sexual integrity,
or wilfully obstruct justice.t® At the same time, however, these limits
will be observed in warrant decisions that may authorize violations
of the Charter and other laws; that will be difficult to appeal and that
may remain shrouded in secrecy.

The government seems happy to enlist judges under Bill C-51,
but the result may strain the capacities of even the most able and
dedicated judges. If things go wrong in the execution of one of these
warrants at home or abroad, the result could tarnish the reputation
of the judiciary while at the same time providing CSIS with pro-
tective cover. The government is defending Bill C-51 by stressing
the role that judges will play, but the warrant process defies public
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expectations that judges will act in a transparent and appealable
manner after having heard adversarial argument from both sides.
Finally, it asks judges who are supposed to uphold the law and the
Charter to authorize and take responsibility for their violation by an
intelligence agency:.

Enhanced Executive Watchdog Review: The Need To See and
Review the Big Picture for Propriety and Efficacy

Although legislative and judicial accountability mechanisms are
needed, the most important mechanisms for holding intelligence
agencies to account are those found within the executive. In Canada,
these mechanisms include the role of retired judges as commission-
ers for the CSE, with broad public inquiry powers, and the ability of
SIRC to have access to all secret information, except Cabinet confi-
dences, held by CSIS. Both review mechanisms are hybrids between
the executive and other branches of government. In the case of the
CSE commissioner, the review body borrows from the brand of the
judiciary with respect to independence and impartiality, and in the
case of SIRC they borrow on the brand of the legislature in ensuring
representation from all major political parties. Like other parts of the
executive, they can be tasked by and report to responsible ministers
and their number of classified reports directed to ministers is much
greater than their number of annual public reports.

The Arar Commission stressed that any credible review mecha-
nism for propriety should have unrestricted access to secret informa-
tion and the ability to initiate its own audits or investigations. It was
not opposed to review bodies hearing complaints, but recognized the
limits of such mechanisms given the secrecy of most national security
activities. After much deliberation, the commission opted for a model
that would see a significant expansion of SIRC’s mandate to include
the national security activities of Citizenship and Immigration
Canada, Transport Canada, the Financial and Transaction Report
Analysis, and the Department of Foreign Affairs. A revitalized RCMP
complaints agency would have jurisdiction to review the national
security work of the Canada Border Services Agency. It also recom-
mended that statutory gateways be created between three review
agencies, SIRC for CSIS, the commissioner for CSE, and the RCMP
review body. Finally, a coordinating committee composed of the
chairs of the three main review bodies with an independent chair
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would play a role in coordinating reviews and ensuring that there
were not duplicative reviews of national security activities where the
RCMP, CSIS, and CSE had overlapping responsibilities. All of these
recommendations recognized the need for whole-of-government
review to match whole-of-government security responses. At the
same time, the commission ultimately opted for maintaining exper-
tise by recommending that an expanded SIRC, the CSE commissioner,
and a new RCMP review body all remain in place. It thus rejected
proposals made to the commission for the creation of one big review
committee or “super SIRC” that could review all national security
activities.

The Changing Review Environment since the Arar Commission

The accountability gaps that the Arar Commission identified in
2006 have gotten worse since that time. The government reformed
the RCMP review body but stopped short of giving that body full
access to secret information by setting up a costly advisory process
of retired judges mediating disputes about access to secret informa-
tion. The government also rejected the recommendation that there
be statutory gateways so the three review bodies could share secret
information and conduct joint investigations. The government has
not expanded review to cover the five other agencies with important
national security responsibilities. Indeed, the government has even
contradicted review by abolishing CSIS’s Inspector General who
served as the Minister’s eyes and ears in CSIS and determined the
legality of CSIS’s actions.

In 2006, it was realistic to expect that the new Conservative
government with its commitment to strengthening parliamentary
review might adopt some version of Prime Minister Martin’s 2005
proposals for a national security committee of parliamentarians. The
Afghan detainee affair strengthened the case for a parliamentary
committee with access to secret information, but the government
was content to rely on a special ad hoc process. The government’s
largely successful obstruction of Parliament on that issue suggests
that the prospect for parliamentary review has diminished. The
government also refused to appoint a public inquiry as a means to
make up for deficiencies in legislative and executive review as was
done in the cases of Maher Arar and other Canadians tortured in
Syria. The most recent indication that parliamentary review is not
likely are attempts by the government in the Bill C-51 debate to paint
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it as American and foreign to parliamentary systems.®” This may
simply reflect common and erroneous conflation of retrospective
review with chain of command oversight, but it does not bode well
for increased parliamentary review.

SIRC’s brand has been diminished by the exploits of Arthur
Porter, who resigned in late 2011 after his ties to the government of
Sierra Leone were revealed. In early 2014, the public learned that
three members of SIRC had financial ties to pipelines. Chair Chuck
Strahl eventually resigned over the controversy.®® I do not wish to
impugn in any way the integrity of Mr. Strahl or other members of
SIRC. They serve part time and are paid at rates well below what
they would receive in the private sector. Nevertheless, the fact that
a majority of SIRC members in 2014 had ties to pipeline companies
makes it difficult for SIRC to command public confidence when
it reviews CSIS’s surveillance of those who oppose the pipelines,
including environmentalists and Aboriginal groups. At the same
time, it should be noted that the latest SIRC annual report was
particularly hard-hitting and raised concerns about difficulties in
obtaining information from CSIS and that several new appointments
have been made to SIRC, including a retired judge, an academic, and
a former civil servant, all professions associated with independence.®

The office of the CSE commissioner has escaped the scandals that
have plagued SIRC, but its performance in response to the Snowden
leaks has been questionable. On 13 June 2013, just a week after the
first Snowden leaks, then Commissioner Décary issued a statement
explaining his role of independent review and assuring the public that
CSE was acting legally. He verified “that CSEC [CSE] does not direct its
foreign signals intelligence collection...at any person in Canada,” that
it is “prohibited from requesting an international partner to under-
take activities that CSEC itself is legally prohibited from conducting,”
and “that CSEC complies with any limitations imposed by law on
the agency to which CSEC is providing assistance, for example, any
conditions imposed by a judge in a warrant.””° This statement would
prove controversial in light of Justice Mosley’s decision, released in
December 2013. Commissioner Décary’s 13 June 2013 statement also
provided that he had “reviewed CSEC metadata activities and have
found them to be in compliance with the law and to be subject to
comprehensive and satisfactory measures to protect the privacy of
Canadians.”7* This statement would be relied upon and prove contro-
versial in light of subsequent Snowden leaks about metadata.
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In an annual report dated June 2013 but released on 21 August
2013, Commissioner Décary verified that he had examined CSE assis-
tance to CSIS in carrying out the warrant and that “CSEC conducted
its activities in accordance with the law and ministerial direction,
and in a manner that included measures to protect the privacy of
Canadians.”7> The commissioner did, however, recommend that “CSEC
advise CSIS to provide the Federal Court of Canada with certain addi-
tional information about the nature and extent of the assistance CSEC
may provide CSIS.”73 This opaque and carefully worded reference did
not retract the commissioner’s assurance made earlier that month and
in the annual report that CSE had complied with legal limits on its
authority. Although the commissioner’s recommendation, as well as
the SIRC report, played a role in triggering Justice Mosley’s re-evalua-
tion of the warrants he had granted, the CSE commissioner’s approach
stopped short of ringing alarm bells. The commissioner’s public
performance is not nearly as robust as Justice Mosley’s subsequent
judgment, which concluded that CSE’s activities were not authorized
by his warrant or any legislation. In other words, they were illegal 7+

The tension, if not the inconsistency, between Commissioner
Décary’s conclusion and those of Justice Mosley about the legality
of CSE conduct are troubling, especially because the commissioner
is limited to reviewing the legality of CSE activities. Former CSE
commissioners, former Chief Justice of Canada Antonio Lamer and
former Supreme Court Justice Charles Gonthier, expressed concerns
about the way CSE and their Department of Justice advisors inter-
preted CSE’s enabling legislation.”> Conclusions of legality can mask
disputed and complex questions of law. It does not assist public
confidence that many of these disputes about legality may be shel-
tered from public exposure, given claims of both national security
confidentiality and solicitor-client privilege.

Within a day of the story breaking that CSE had collected
metadata from people using Wi-Fi in a Canadian Airport, CSE
Commissioner Plouffe issued a press release stating, “In light of the
most recent unauthorized disclosure of classified information of the
Communications Security Establishment Canada (CSEC), I can state
that I am aware of the metadata activities referred to.” He noted that
past commissioners had “reviewed CSEC metadata activities and
have found them to be in compliance with the law and to be subject
to comprehensive and satisfactory measures to protect the privacy
of Canadians.”7®
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Although Commissioner Plouffe’s statement stopped short of
declaring the airport program lawful, the government used these
conclusions to defend CSE and to argue that the program “only” col-
lected metadata and that the collection was not directed at Canadians
in violation of CSE'’s legal mandate. Others argued that the program
exceeded CSE’s mandate and stressed the harmful effects on privacy
of collecting metadata’7 The commissioner’s focus on legality down-
played the concerns about the effect of such activities on privacy.’®
A few weeks later, on 12 February 2014, the CSE commissioner
issued another press release. It concluded that “CSEC activity does
not involve ‘mass surveillance’ or tracking of Canadians or persons
in Canada; no CSEC activity was directed at Canadians or persons
in Canada.”” The former conclusion responded to media concerns
about the Snowden leaks, while the later tracked the language of
CSE’s enabling legislation.

CSE’s enabling legislation was hastily enacted after g/11 and
it only prohibits surveillance that is “directed at Canadians or any
person in Canada.”® This legislation is being challenged under the
Charter® and indeed it seems to be at odds with fundamental Charter
principles that suggest that the government can violate the Charter
if its actions have the effect, even the unintended effect, of violating
rights, including privacy. In other words, the fact that government
actions are not designed for the purpose of violating the Charter does
not necessarily mean that they are consistent with the Charter.

The commissioner’s response to the Snowden revelations was
defensive of the review status quo, asserting that its resources were
adequate to review CSE and consistent with those of other agencies.
The commissioner also affirmed that he would not allow embar-
rassing information to be taken out of his report. This, however,
avoided the question of whether embarrassing information could be
classified as secret and the lack of transparency of the process used
to determine how much of the Commissioner’s reports is classified.

The Need for a Super SIRC with a Whole-of-Government National
Security Mandate

Increased security powers under Bill C-51, especially broad infor-
mation sharing powers under the proposed Security of Information
Sharing Act, as well as mandates to CSIS to act abroad in violation
of Canadian and foreign law, suggest that the time has come for
fundamental reform of Canada’s review structure. SIRC was a
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state-of-art institution that Canada could be proud of in 1984, but
thirty-one years later it is showing its age. SIRC’s powers of access to
information are limited to the CSIS silo. The countervailing whole-
of-government approach is epitomized in the proposed Security
of Canada Information Sharing Act, which would allow any federal
institution to share security information with seventeen different
departments, many of which are subject to no independent review.
The government has insisted that the existing review structures are
up to the task.’> Unfortunately, this ignores the stovepiped nature
of existing reviews for CSIS, CSE, and the RCMP, and the limited
mandate and powers of the Privacy Commissioner, underlined most
recently in a 2014 report which found that its powers were not up to
the task of reviewing information-sharing in the security context.®

All of these developments suggest that the time has come for
more major reform than was recommended by the Arar Commission.
There is also a need to respond to perceptions and at times reali-
ties of duplicative reviews that are often only a symptom of archaic
twentieth-century stovepiped review functions. In other words, the
time has come to replace SIRC, the CSE commissioner, and that part
of the RCMP review agency that reviews its national security activi-
ties, with one big committee or “super SIRC.”®> The new committee
should ultimately have jurisdiction to review all of the government’s
national security activities, including security related information
sharing 8¢ Such an approach would have the virtue of allowing such
a committee to follow the trail of intelligence, information sharing,
and other national security activities throughout government without
the need for statutory gateways.

A one-committee approach could also create possibilities for
increased resources, full-time members, and broader representation
of expertise and interests on the committee. One of the successful
features of Canada’s existing review mechanisms is that, while situ-
ated in the executive, they are hybrid institutions, with both the CSE
commissioner and public inquiries benefiting from the presence of
retired or sitting judges and SIRC having the advantage of represent-
ing former parliamentarians from all the major political parties. A
new committee might include these elements,®” but also include bet-
ter representation from civil society in partial recognition that the
existing parties do not command the same type of support from the
public, and especially the young, as they once did. Thought should
be given to creative ways to recruit and appoint members of such a
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committee. There may also be a case for term limits, to prevent any
perception or reality of capture. At the same time, staged appoint-
ments and staged expansion of a super SIRC’s mandate could help
ensure necessary expertise and experience. Those who serve either
permanently or part-time on such a committee should be prepared
to cut ties that may lead to reasonable perceptions of conflict of
interest. Such a diverse committee should ideally have resources to
hold public hearings and contribute to public education in a way that
existing review bodies are unable to do.

A larger, more diverse and better-resourced super SIRC could
also open up room for expertise of various forms and could expand
review to include not only questions of legality but broader questions
of propriety and even efficacy. Even with respect to propriety, it would
be important that any new committee, unlike the CSE commissioner,
not be restricted to reviewing the legality of actions. Retired judges
are well-suited to making conclusions about legality, but such conclu-
sions are only as good as the underlying law. The CSE commissioner’s
conclusions about legality have understandably been couched in terms
that mirror the language of its enabling statute quickly enacted after
9/11. As discussed above, the commissioner has often stressed that
CSE activities are not “directed” at Canadians or persons in Canada
and that the information it collects is used for the “purpose of foreign
intelligence.” To be sure, these phrases mirror those found in section
273.64 of the National Defence Act defining the mandate of CSE, but it
is far from clear whether they are sufficient to maintain public confi-
dence in the face of the staggering Snowden revelations.

Indeed, a case may be made that CSE’s mandate may already
be out of date and insufficient to ensure privacy. For example, its
focus on CSE’s purposes in obtaining foreign intelligence are at odds
with fundamental Charter principles that stress that government’s
conduct may be unconstitutional because of its effects on persons
even if the purposes animating the state are entirely proper. The
tension between the purpose-based statutory framework and the
effects-based Charter framework has only been increased by the
Supreme Court’s recent decision recognizing privacy and anonym-
ity interests in metadata.®® Conclusions of legality are only as good
as the underlying law.® Review for propriety should not be limited
to legality. Conclusions of legality also echo the unfortunate torture
memo experience where security agencies took comfort in secret
and unreasonable legal opinions to provide protective cover for
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problematic practices. Lawyers routinely disagree over matters of
interpretation and some CSE commissioners have been unhappy with
how Department of Justice lawyers have interpreted CSE’s enabling
statute.9° Propriety issues including privacy are too important to be
left to lawyerly sparring.

Although it focuses on propriety, the US Privacy and Civil
Liberties Oversight Board has also been concerned about ques-
tions of efficacy and argues that the government should attempt
to measure efficacy.9" It has also held public hearings in a way that
Canadian review bodies have not. It remains to be seen how the
Privacy and Civil Liberties Board created under new British leg-
islation will work,9 but its creation is another sign that Canada is
falling behind other democracies with respect to review of national
security activities.

Any new watchdog and review body must have s