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PREFACE

This Handbook emerged out of the Digital Russia Studies (DRS) initiative,!
launched by Daria Gritsenko and Mariélle Wijermars at the University of
Helsinki’s Aleksanteri Institute and Helsinki Center for Digital Humanities
(HELDIG) in January 2018. The aim of the DRS initiative was to unite schol-
ars of the humanities and the social and computer sciences working at the
intersection of “digital” and “social” in the Russian context. By providing a
regular meeting place and networking opportunities, we sought to establish
open discussion and knowledge sharing among those who study the various
aspects of digitalization processes in Russia and those studying Russia with the
use of (innovative) digital methods. The many positive responses to our inter-
disciplinary approach and the exciting research that is currently conducted in
this area of study inspired us to join forces with Mikhail Kopotev to compile
this Handbook.

The editors would like to thank Lucy Batrouney and Mala Sanghera-Warren,
our commissioning editors at Palgrave Macmillan, for their enthusiasm for the
project as well as the anonymous reviewers for their critical eye. We thank the
Faculty of Arts of the University of Helsinki for making it possible to publish
the Handbook in Open Access. We are particularly grateful to Aleksandr
Klimov, our research assistant, who was of great help in preparing the manu-
script for publication.

The interdisciplinarity of the Handbook has affected our choice concerning
the transliteration of Russian. While it is customary for scholars working in the
humanities and social sciences to apply the Library of Congress system of trans-
literation, for scholars in linguistics and computer science a different system,
ISO 9, is more appropriate. For consistency, we have chosen to follow the
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vili PREFACE

Library of Congress system for references (authors’ names) and ISO 9 for all
other Russian terms and names throughout the book. Where appropriate, cus-
tomary English spellings are maintained for familiar terms, places, and per-
sonal names.

Helsinki, Finland Daria Gritsenko

Maastricht, The Netherlands Mariélle Wijermars

Saint Petersburg, Russia Mikhail Kopotev
NoTE

1. https://blogs.helsinki.fi/digital-russia-studies /.
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CHAPTER 1

Digital Russia Studies: An Introduction

Daria Gritsenko, Mikhail Kopotev, and Mariélle Wijermars

1.1 AREA STUDIES GO DiGITAL

The “digital” is profoundly changing Russia today. While in the mid-1990s less
than 1 per cent of the Russian population had Internet access, today Russia
ranks sixth globally with approximately 110 million Internet users, or three
quarters of the population (The World Factbook 2019). The proliferation of
affordable smartphones in the 2010s has made Internet access a common place
by 2020, with over 60 per cent of users connecting through mobile devices,
and Russia’s Internet market is the largest in Europe (GtK 2019). According
to the Russian Ministry of Digital Development, Communications and Mass
Media, the Russian Internet industry amounted to an estimated value of five
trillion rubles in 2019, or 5 per cent of the country’s gross domestic product
(GDP) (TASS 2019). Taking into account the additional 25 million Russians
who live outside of Russia, it is no surprise that Russian is the second most
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popular language on the Net after English (Historical trends 2019). These
figures alone make Russia an attractive object for researchers interested in the
development of today’s digital society. The Russian information technologies
(IT) industry, moreover, is an ample provider of highly sophisticated digital
tools and well-organized software solutions: Nginx’s popular web server that is
used by, for instance, Netflix; Kaspersky antivirus software; optical character
recognition application ABBYY FineReader, to mention just a few. In Russian-
speaking markets, tech conglomerate Yandex furthermore successfully rivals
with Google, while social networking sites VK (formerly known as VKontakte)
and Odnoklassniki outperform their international competitor Facebook.

The global digitalization trend and the major societal shifts that accompany
the process of converting ever more information and communications into
digital form, challenge and transform existing practices across all spheres of life.
In many ways, the digital transformation Russia is undergoing is far from
unique. For example, the Russian government, similar to governments else-
where, actively develops digital strategies, looking to reform education, finances
and telecommunications and to increase governmental efficiency. Russian busi-
nesses seek to reap the benefits afforded by information and communication
technologies (ICTs) and big data as they operate in and expand into domestic
and global markets. Russian citizens, meanwhile, actively engage in the pro-
duction and consumption of web-based content, while their dealings with state
authorities increasingly occur through online e-government portals. New
trends and practices emerge in the arts, where literary authors experiment with
virtual personae and hyperlinked narration, while visual artists explore collab-
orative and cooperative online work and digital forms of expression.

At the same time, the impact of and responses to these digitalization prac-
tices in Russia are evidently context driven. The conservative and authoritarian
turn in Russian politics (Smyth 2016) during Vladimir Putin’s third presiden-
tial term (2012-2018), for example, has influenced not only the political, but
also the technological landscape. State attempts to control the online sphere
have materialized in various forms, including the regulation of data flows and
the blocking of access to unfavorable online content and unruly platforms.
Russia also exerts pressure on major domestic and international Internet com-
panies, for example to transfer personal data of Russian citizens to servers
located in Russia, and seeks to shape global Internet governance to reflect its
favored terms. At the same time, digital communications have created new
opportunities for the facilitation of civic resistance, as is evidenced by the suc-
cess of oppositional leader Alexei Navalny in rallying support and mobilizing
political resistance through his online activities.

For researchers investigating Russia, digitalization has resulted in the emer-
gence of a wealth of new (big) data sources, including social media and other
kinds of digital-born content that allow us to investigate Russian society in
novel ways. The accelerating speed at which Russian archives are being digi-
tized means that collections of research materials have become more easily
available, while simultaneously new methodological possibilities open up for
examining Russian historical sources with the help of digital tools. The
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abundance of computational methods, ranging from simple automated key-
word sorting to complex machine learning algorithms, allow us to tap into the
opportunities offered by combining different types of data that have not previ-
ously been used together, or to explore patterns in large datasets that are dif-
ficult to grasp with a “manual” approach.

Given the intricate combination of the universal and the particular in how
Russia is influenced by the digital as well as gives shape to digitalization trends,
and the specificities involved in the availability and use of digital sources and
methods, we argue that an area studies approach is both timely and productive.
Area studies, as we know them today, developed in American and Western
European universities in the second half of the twentieth century, when depart-
ments studying non-Western cultures welcomed sociology, economics, and
political science specialists to, together with language and literature scholars,
explore the contemporary social life of the regions they studied (Colonomos
2016, 65). The value of area studies, essentially a Cold War project striving to
provide a general framework to describe and explain what was going on in dif-
ferent parts of the non-Western world, be it the Soviet Block, the Middle East,
Africa, Latin America, or China (Rafael 1994), was increasingly questioned
after “the end of history” (Fukuyama 1989). The forces of globalization, the
third wave of democratization, and the worldwide triumph of the market econ-
omy were expected to diminish the value and necessity of studying an area,
with its emphasis on contexts; disciplinary knowledge was thought to be cen-
tral and contextualized “place knowledge” secondary. This volume asserts that
area studies, as a geographically and geopolitically motivated interdisciplinary
research domain, is of particular value to and can provide a general framework
for describing the variety of responses to digitalization and explaining the
mechanisms that assist or obstruct the domestication of global trends. In this
respect, we can build upon earlier efforts in this direction, such as the volume
Digital Russia: The Language, Culture and Politicsof New Media Communication
(2014) edited by Michael Gorham, Ingunn Lunde, and Martin Paulsen and
the journal Studies in Russian, Eurasian and Central European New Media
(digitalicons.org). Other area studies fields have similarly turned their attention
to digitalization. Consider, for example, the launch of the Digital America
journal in 2012 and publications such as The Other Digital China by ]J. Wang
(2019). All such emerging digital area studies initiatives, in turn, draw upon
and contribute to the by-now-established field of Internet Studies, exemplified
by, for example, The Oxford Handbook of Internet Studies (2013).

The fact that digitalization started making major headline appearances
around the same time the post—Cold War end of history was declared is instruc-
tive for understanding how it came to be viewed (even though the process of
converting traditional forms of information storage and processing into the
binary code of computer storage can be traced back to the advent of comput-
ing after the Second World War). The ideals closely connected to the early
development of the Internet, such as freedom, decentralized control, the claim
of universality of technological development and so on, fitted well with the
overall narrative of global modernity (Dirlik 2003). Yet, during the past decade
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we have witnessed backlashes on all “global fronts”—including democratic
backsliding, the rise of populism, the return of economic protectionism and
borders, first off- and then online—allowing area studies to make a comeback.
More than half a century of area studies scholarship has brought forward
important methodological accomplishments that turn out to be extremely use-
ful in approaching these global backlashes. First, the idea that context matters,
a staple in the disciplines of geography and anthropology, has been explicitly
brought into studies on economics, politics, and society through in-depth field
research. Area studies have routinely challenged the US- and Euro-centric
assumptions of many disciplines, while Szanton (2004 ) even argued that main-
stream disciplines are in fact special cases of area studies, American and
European Studies, respectively. Practices of place-based research that produce
contextually and culturally rooted explanations are useful if we seek to fully
understand questions of digital transformation.

Second, the multi- and interdisciplinary approaches that are inherent to
research projects in area studies have led to extensive conceptual borrowing,
cross-fertilization among disciplinary fields, and an emphasis on comparative
methodologies (Katzenstein 2001). Practical circumstances—colleagues work-
ing at centers for area studies are likely to have various disciplinary backgrounds
and area studies conferences bring together scholars working across the
humanities and social sciences—not only push individual scholars out of their
(disciplinary) comfort zone, but also provide ideas and nourish creative con-
ceptual development. This feature, we want to suggest, is invaluable for study-
ing digitalization across societies. Finally, language, which has been at the
center of area studies from its very inception, has been recognized “as produc-
tive and powerful in its own right” (Gibson-Graham 2004) and capable of
shaping social practices. Accentuating the performativity of language and the
power of discourse as a method for critical deconstruction, area studies have
been at the forefront of the so-called interpretative turn in the social sciences.
By the same token, language-based approaches—in particular computational
approaches—are among the backbones of digital studies.

Therefore, it makes sense to talk about Digital Russia Studies. Yet, a com-
prehensive volume that offers novice-friendly guidance for navigating the full
breadth of this new territory is currently lacking. To grasp the simultaneous
transformation of research object and research practices, this Handbook brings
together world-leading experts and emerging scholars to lead the way in the
emerging field of Digital Russia Studies. That being said, we are moving away
from the conventional label of Russian Studies to highlight that we aim to
contribute to and consolidate a methodological broadening in area studies:
Duygital Russin studies focuses on the digital transformation of the (geographi-
cal) area of study, while digital Russia Studiesindicates the use of digital sources
and methods in studying it and that is only partially captured by the term “digi-
tal humanities.” Together, Digital Russia Studies emphasizes how these two
research lines are intertwined, interdependent, and mutually reinforcing.
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Drawing the borders of Digital Russia is no easy feat, even though it is clear
that it cannot be reduced to the digital projection of the state within its physical
borders. For one, many political and economic digital actors of significance are
located outside Russia, for example online media outlet Meduza that operates
from Latvia and Yandex N.V. that is registered in the Netherlands. Russian
services also operate in languages other than Russian and are not merely hosted
on the Russian .ru domain, but also on international domains (such as .com or
.edu) and the still functional Soviet .su domain. Russian Studies for the digital
era therefore deals with opaque, negotiable, and constantly moving borders—
material and virtual—that cannot be set once and for all, but rather require
careful consideration depending on the case-study, level of analysis, or specific
research application.

Aiming to present a multidisciplinary and multifaceted perspective on the
issues outlined above, the objective of this Handbook is twofold, as reflected in
its two-part structure. The first part of the book, Studying Digital Russia, pro-
vides a critical and conceptual update on how Russian society, politics, econ-
omy, and culture are reconfigured in the context of digitalization, datafication,
and the—by now—widespread use of algorithmic systems. Reviewing the state
of the art in scholarship on a broad range of policy sectors and issues, the chap-
ters investigate the transformative power of the digital and the particularities of
how these transformations manifest themselves in the context of Russia. The
chapters also reflect on societal responses to these ongoing transformation
processes.

The second part of the Handbook, Digital Sources and Methods, combines
two subsections that aim to answer practical and methodological questions in
dealing with Russian data. Digital Sources describes the main resources that are
available to investigate the multifaced Digital Russia sketched above: textual,
visual, and numeric. In addition, the vulnerabilities, uncertainties, legal and
ethical controversies involved in working with Russian digital materials are
addressed. The second subsection, Digital Methods, showcases examples of
cutting-edge digital methods applied in different fields of research. The chap-
ters provide a concise overview of the manifold opportunities for studying soci-
ety, politics, and culture in novel ways. The chapters also address the particular
methodological issues that researchers will encounter when working with
Russian data, such as working with Russian social media platforms and process-
ing sources written in Cyrillic rather than Latin script. The chapters in this
section demonstrate how the area studies tradition of invoking context as an
essential element of scientific explanation can leverage some of the criticism
that is being directed to the use of digital methodologies and big data in
humanities and social sciences research. In the remainder of this introduction,
we provide an overview of the topics, questions, and methods covered by the
contributions in this Handbook and briefly sketch the emergence of digital
technologies and networks in the region.
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1.2  StupyiNG DicrtaL Russia

The first attempts to establish a national digital network in Russia can be traced
back to the late Soviet period and the never realized project called OGAS
(Obsegosudnrstvennad  avtomatizivovannad sistema, All-State  Automated
System). As is recounted by Benjamin Peters (2016), the story of OGAS is a
troubled one that ended in total failure due to the forces of Soviet bureaucracy,
effectively resisting innovations capable of jeopardizing state power, or the
positions of those in power. In the 1990s, local- and national-level networks
were overtaken by the expansion of the global Internet, emerging out of the
efforts of, for example, research institutions Conseil Européen pour la
Recherche Nucléaire (CERN) in Switzerland and the Institute for High Energy
Physics in Russia (Abbate 1999; Gerovitch 2002). Since then, global techno-
logical developments have followed similar trends, albeit at different paces; for
example, the transitions from low- to high-speed Internet, from wired to wire-
less access, and from expensive to affordable services offered by Internet service
providers. While the Internet was becoming more user-friendly, functional and
attractive all around, its social and political domestication in Russia had its
specificities: whereas many Western publicly available online services were
developed by IT geeks in garages, the Russian Internet, as legend has it, was
born in the kitchens of the intelligentsia. This local feature is sealed in the term
“Runet” coined from the words “Russian” and “Internet.”

The concept of Runet has evolved over the course of the past decades, along
with the object it describes, as Asmolov and Kolozaridi explain in their chapter.
Yet, in any circumstance it cannot be reduced to the .ru-domain or to online
content in the Russian language. In the late 1990s—early 2000s, when the con-
cept gained a foothold, Runet was defined as having two fundamental features:
it was logocentric and free. The first feature refers to the fact that many of
Runet’s forerunners had an interest in the arts and humanities:

The RuNet is specific with regard to the topic of literature: the myth of ‘literature-
centrism’ of Russian culture (almost dead, as it seems) has been resurrected on
the RuNet’s literary sites, which have no analogues in the other (national) seg-
ments of the Internet. (Konradova et al. 2006)

The first Runet websites, for example lib.ru, while technologically and
economically amateurish, were oriented toward the free distribution of infor-
mation and deeply rooted into the domestic cultural context. Many of these
features are still preserved in Runet today (see Chaps. 15 and 9), even though
it has become technologically advanced and market oriented, as the chapter
by O. Gurova and Morozova on digital consumption shows. Runet preserves
some of the spirit of freedom, although the legality of some of these activities
can be questioned (see Chaps. 7, 8 and Chap. 6). Digital technologies have
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given a great impetus to innovation of the arts, as Strukov demonstrates in
his chapter. The Internet has also been instrumental in facilitating the expres-
sion and negotiation of gender identities, analyzed by Andreevskikh and
Muravyeva, and is leaving its mark on religious practices, as Khroul’s chapter
demonstrates.

In its early days, the Internet in Russia developed practically free from state
interference. As many sources testify (¢.g. Babaeva 2015), soon-to-be president
Vladimir Putin hosted a meeting with representatives of the IT (information
technologies) industry on December 28, 1999, during which the sector was
promised a decade of free development. Limited state regulation and meddling
indeed was among the defining features of Runet for a considerable period of
time (e.g. the lack of effective online copyright protection), but the screws have
been steadily tightening, most rapidly from 2012 onwards, as is addressed in
multiple chapters in this volume (e.g. Chaps. 16, 8 and 2). The Russian Internet
has come under ever more direct and indirect control of the state, among others
in terms of extensive surveillance capabilities and prerogatives concerning digital
communications and the economic dependence of I'T businesses. In 2019 alone,
there have been several milestone decisions that illustrate the extend of state
control over how the Internet develops in Russia. For example, the expansion of
5G network technology has been significantly delayed because of continued
resistance, among others by the Security Council of the Russian Federation,
against making the preferred frequency band available for civilian uses (the
3.4-3.8 GHz range earmarked for 5G use by, e.g. European Union [EU] coun-
tries, is currently used by the Russian military and security services), while Yandex
changed its corporate governance structure to accommodate governmental pres-
sure and avert the introduction of legislation limiting foreign ownership of major
Internet companies (Yandex N.V. is registered in the Netherlands).

While the Russian government has sought to counteract the freedoms previ-
ously afforded to the Internet through regulation and other control strategies,
the analyses in the first part of the Handbook make clear how it at the same
time recognizes the enormous potential of digital technologies. Indeed, the
Russian government frequently points toward digitalization as a cornerstone of
the country’s development. At the 2017 Saint Petersburg Economic Forum,
for example, Putin highlighted Russia’s place among the forefront of research
into artificial intelligence (AI):

Just like other leading nations, Russia has drafted a national strategy for develop-
ing Al technologies. It was designed by the Government along with domestic
hi-tech companies. (http://en.kremlin.ru/events/president/news /60707, offi-
cial translation)

The federal government runs various programs to support digitalization
across sectors, such as government (analyzed by Gritsenko and Zherebtsov),
politics (discussed by Wijermars), law and justice (addressed by Muravyeva and
Gurkov), economy (examined by Lowry), and education (analyzed by Piattoeva
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and G. Gurova). Billions of rubles from the federal budget have been invested
into infrastructure, making available many e-services, as well as an abundance
of administrative, legislative, archival, textual, geospatial data (explored in Part
IT of this volume). As the chapters in this Handbook discuss in more detail, the
success of these federal programs is ambivalent. It is however undeniable that
the massive amount of data that is produced by various agencies as a result is
now available to experts and citizen scientists alike, enabling them to conduct
in-depth big data analyses, among others to reveal breakdowns in governance
(as is argued by Parkhimovich and Gritsenko, and Kopotev, Rostovstev, and
Sokolov in their respective chapters).

The ostensibly clear-cut image of Russia’s Internet status changing from free
to not free over the course of the past two decades, as is evidenced by annual
rankings of Internet freedom, therefore fails to tell the full story and its inher-
ent paradoxes. Manifold examples demonstrate how the Internet continues to
be instrumental for facilitating civic resistance, as Lonkila et al. recount in their
analysis. From this perspective, today’s digital dissidents can be seen as acting
in the vein of the Soviet intelligentsia, even though the two groups represent
different generations and values.

1.3 DiGIrTaL SOURCES AND METHODS

The second part of the Handbook is diverse and of a more applied nature. It
starts with chapters discussing the most widely used digital sources, mainly
those for text-based studies that depart from the assumption that language can
be studied as a reflection of society. Collections of texts, or textual corpora, are
a key resource for linguistic studies as well as for a wide variety of applications
within the humanities and social sciences. Kopotev, Mustajoki, and Bonch-
Osmolovskaya describe these sources with a focus on the Russian National
Corpus (RNC), a deeply annotated and well-designed resource on the Russian
language, and the Integrum database, which comprises most newspapers, jour-
nals, and online media published in Russia or in Russian, as well as TV and
radio transcripts. Thesauri, for example the Russian RuThes thesaurus that is
discussed by Loukachevitch and Dobrov, are more sophisticated linguistic and
terminological resources for automatic text processing that can be used to
explore concepts, changes in word meaning, text categorization, and so forth.
More recently, social media have established themselves as a new channel of
communication and novel resource for studying a wide set of societal ques-
tions. In a chapter that focuses on assessing the applicability of existing models
of social media research in the Russian context, Koltsova et al. present the limi-
tations of existing approaches and suggest best practices for social media
research that uses Russian sources.

Two chapters are devoted to digital archives and digitized archival materials.
While all standard text-analytical techniques, both qualitative and quantitative,
can be applied to these materials, the contributions draw attention to questions
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regarding their provenance, objectivity, and affordances, and the complex
political economy of historical knowledge production. Providing an overview
of digitization practices in Russia, Golubev reveals an underlying political
agenda to restore epistemic sovereignty over Russian history. Kalinina, in turn,
raises a series of techno-methodological questions concerning the composition
and affordances of a digital archive platform created by a community of volun-
teers. The final digital source covered is open government data, which is pre-
sented by Parkhimovich and Gritsenko from an infrastructural, legal, and
technical viewpoint. Illustrating their argument with examples of projects and
applications utilizing open government data, especially open financial data, the
authors provide concrete use cases that show the perceived benefits for govern-
ment agencies and citizens.

The final collection of chapters is methodological in orientation, presenting
a variety of digital and computational techniques and providing concrete exam-
ples of their use in Russian Studies. First, topic modeling, a method of proba-
bilistic text clustering, is explored. Bodrunova looks at how topic modeling
techniques have been developed and employed by Russian scholars—applied
both to Russian and other languages—paying special attention to questions of
validity and assessment of model quality. Oiva shows how topic modeling can
be applied to Russian historical sources—such as Soviet newspapers—and ofters
an accessible step-by-step walk through of the basics of topic modeling.
Indukaev then applies topic modeling to a contemporary media collection
obtained from the Integrum database and showcases how the analysis can be
enriched by incorporating the word embedding technique. He argues that the
latter is capable of providing more accurate observations of the data. Artemova
dives even deeper into Natural Language Processing (NLP). She focuses on
deep-learning applications for processing Russian, presenting state-of-the-art
methods in the field. The chapter written by Kopotev, Rostovtsev, and Sokolov
investigates the issue of academic plagiarism and how its detection posits a
challenge for computational linguistics. Another popular NLP application—
sentiment analysis—is discussed by Loukachevitch, who explains the main con-
temporary applications of the method focusing on Russian-specific components
of automatic sentiment analysis.

While computational text-analytical techniques constitute the backbone of
Digital Russia Studies, other methods provide equally exiting opportunities for
future research. The first of these is network analysis, a method for exploring
relationships and structures based on graph theory. To show the versatility of
its application, we have included two chapters. Fischer and Skorinkin apply
network analysis in the field of literary studies. They demonstrate how texts can
be formalized into a set of nodes and edges, where nodes represent characters
and edges describe interactions between these characters, based on a selection
of Russian plays and the classic novel War and Peace by Leo Tolstoy. The sec-
ond application concerns a study of Russian politics and society on microblog-
ging platform Twitter. Zherebtsov and Goussev analyze six resonant political
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events to demonstrate how network analysis enables an alternative approach to
answer classic questions within political science, such as designating political
communities, tracing group reactions to informational events, and detecting
opinion leaders and influencers.

The Handbook concludes with two methods that operate with nontextual
data. The field of art history, Kangas argues, has lagged behind in joining the
digital humanities trend; yet, digital image analysis opens up various new ave-
nues for research. Drawing upon the example of Soviet political cartoons, she
advocates the use of mixed methods to best utilize computational and human
interpretative strengths. The final chapter is devoted to the analytical use of
geospatial data, their attributes in Russia’s online ecosystem, and the method-
ologies best suited for their analysis. Makhortykh discusses novel techniques
for extracting geolocations from various data formats and demonstrates differ-
ent ways of using these data, from mapping the spatial distribution of social and
political phenomena to the use of the geoweb for narrating individual and col-
lective identities online.

1.4 CoNCLUDING REMARKS

With this Handbook we have aimed to lay down the foundations for the emerg-
ing research direction of Digital Russia Studies. Through its 32 chapters, the
book makes a timely intervention in our understanding of the changing field of
Russian Studies at the intersection of the societal and the digital in order to
become a first comprehensive review and guide for scholars as well as graduate
and advanced undergraduate students studying Russia today.

As is true for any work that seeks to carve out the contours of an emerging
field of study, the range of topics, approaches, and methods covered in this
Handbook is necessarily incomplete. However, by compiling analyses of the
impact of digitalization on various spheres of Russian politics, society, and cul-
ture in a single volume together with chapters exemplifying best practices in
using digital sources and methods in Russian Studies, we hope to have demon-
strated the value of an area studies approach in studying the digital domain. At
the same time, it has to be acknowledged that this Handbook is itself a product
and expression of the shifts we are currently witnessing: while most analyses
included here are still predicated to some extent on the opposition between,
coexistence, and interwovenness of digital and analogue, such distinctions may
rapidly become obsolete as digital becomes the new norm in ever more
domains. In this regard, the Handbook also functions as an important land-
mark, documenting these transitional pathways as they take shape across vari-
ous spheres of society and human activity.
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CHAPTER 2

The Digitalization of Russian Politics
and Political Participation

Mariélle Wijermars

2.1 INTRODUCTION

Digitalization has affected politics in manifold ways, which result from the
broad variety of technologies the term comprises. The Internet and, more
recently, social media have, for instance, transformed political campaigning.
The publication of public policy documents on government websites has cre-
ated new expectations for political transparency. And, the introduction of vot-
ing computers and other e-voting solutions has made it possible to fundamentally
rethink the voting process (e.g. online voting) while raising novel security con-
cerns. In its strictest sense, digital politics can be defined as “how politicians
employ the Internet to reach, court, and mobilize citizens and about how citi-
zens rely on the web to inform themselves and engage with others politically”
(Vaccari 2013, 4). Yet, as is pointed out by Stephen Coleman and Deen
Freelon, “[t]o speak of digital politics is not simply to tell a story about how
political routines are replicated online,” rather it is about the (unforeseen)
transformations of political practices that result from digitalization:

One feature of all technologies is that they are constitutive: they do not simply
support predetermined courses of action, but open up new spaces of action, often
contrary to the original intentions of inventors and sponsors. (Coleman and
Freelon 2015, 1)
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In this chapter, I discuss the impact of digitalization on politics in Russia and
the extent to which such unforeseen transformations in the political process
have taken place. My discussion highlights four areas: political communication;
political campaigning; voting; and, political participation and civic engagement.

While the digitalization of politics is a global trend, the characteristics and
constraints of the national political context, such as the uptake speed of par-
ticular technologies, condition the shape digital politics takes. In the case of
Russia, the proliferation of digital technologies unfolded in parallel with the
“authoritarian turn” under President Vladimir Putin (Smyth 2016). As the
examples discussed in this chapter will illustrate, digitalization has in fact been
a deliberate politics on the part of the Russian state. While it is therefore neces-
sary to consider to what extent the impact of digital technologies on politics
unfolds differently in democracies as compared to hybrid regimes or non-
democracies, the opposite poles of the scholarly debate are similar: they either
highlight the democratizing potential of digital tools or focus on their unin-
tended or negative consequences. Given the different starting points—for
example, the extent to which the object of study can be classified as a function-
ing democracy—this nonetheless results in different questions being asked.

Regarding Western liberal democracies, the democratizing potential is
thought to lie in the opportunities digitalization provides for remedying the
democratic deficit, for example through increased citizen participation, more
direct communication channels between politicians and citizens through social
media and the facilitation of forms of direct democracy. On the flipside, con-
cerns have emerged about how online communications, in particular social
media, may have polarizing effects that negatively affect societal stability and
may be used to manipulate public opinion and election outcomes, as well as
concerns about expanding state surveillance. In a similar vein, in the context of
hybrid or non-democratic states, scholarly debate placed high hopes on the
democratizing potential of the Internet. It was assumed that, among other fac-
tors, increased access to information online and the facilitation of political
mobilization through the use of social media would empower citizens to chal-
lenge state power and demand a greater say in political decision-making (e.g.
Castells 2012). Departing from the same assumption, many studies have exam-
ined states’ efforts to control online communications and protect the political
status quo in response (e.g. Deibert et al. 2010). The extent to which the
Internet indeed functions as a “liberation technology” is increasingly ques-
tioned (e.g. Diamond 2010). Rather, it appears that the proliferation of
Internet access has given rise to “networked authoritarianism” (MacKinnon
2011, 33), a condition in which:

the single ruling party remains in control while a wide range of conversations
about the country’s problems nonetheless occurs on websites and social-
networking services. The government follows this online chatter, and sometimes
people are able to use the Internet to call attention to social problems or injus-
tices and even manage to have an impact on government policies. As a result, the
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average person with Internet or mobile access has a much greater sense of free-
dom—and may feel that he has the ability to speak and be heard—in ways that
were not possible under classic authoritarianism. At the same time, in the net-
worked authoritarian state, there is no guarantee of individual rights and free-
doms. (MacKinnon 2011, 33)

Notwithstanding the challenges that online communications raise for main-
taining political control by increasing citizens’ access to information and
opportunities for free speech, it appears many authoritarian states are disin-
clined to (fully) limit access to the Internet. The seeming paradox—often
referred to as the digital “dictator’s dilemma”—may be explained by the poten-
tial economic consequences of such a decision, fear of popular unrest or the
undermining a regime’s democratic image or other sources of regime legiti-
macy. Yet, scholars have also noted that digitalization may, in fact, strengthen
rather than weaken authoritarian regimes since the Internet can be used to
effectuate political control, and information and opinions shared by citizens
online can be a valuable resource to gauge public opinion on policy issues (e.g.
Gunitsky 2015).

In this chapter, I first examine how the activities of political actors in Russia
have changed as a result of digitalization, focusing on political communication
and election campaigning, before turning my attention towards changes in vot-
ing and other forms of political participation. Many of these changes result
from or developed against the backdrop of the introduction of open govern-
ment ideas. Therefore, I open with an overview of actions in this domain. [
argue that, while some of the changes described can be categorized as mere
digital reproductions of existing political practices, several spheres of Russian
politics have been transformed as a result of digitalization, in particular the
opportunities for political opposition and civic engagement.

2.2 OPEN GOVERNMENT

The concept of open government promotes the ideal of transparency and
accountability in governance: citizens should be able to access governmental
documents and proceedings in order to establish an effective climate of checks
and balances. In the past two decades, the concept has been inseparably inter-
twined with the notion of “e-government”: the spread of Internet access and
information technology (IT) infrastructures have made the Internet the perfect
solution for achieving the aims of “open” government. Combined, the overall
goals of open and e-government are to increase efficiency and transparency, as
well as to simplify and improve the provision of governmental services to civil-
ians and government-to-citizen communication. In Russia, the government
initiated the expansion of information technologies, digitization, provision of
online services, increased governmental transparency and so forth in earnest in
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the early 2000s (see also Chaps. 3 and 5). The Federal Program “Elcktronnad
Rossid (2002-2010)” (Electronic Russia)

called for the ‘widespread integration’ of information technology in government
operations for such tasks as document management, registrations and declara-
tions, and procurement tenders. To accomplish this mission, E-Russia’s goals also
included building up the nation’s IT hardware and telecommunications infra-
structure and developing a supportive legal and regulatory environment. Of note,
the program’s mission statement also called for ‘significantly increasing the vol-
ume of information [that] government institutions provide to citizens, including
via the Internet,” such as draft laws and decrees, government revenues, and bud-
gets; performance reports by public enterprises; and assessments by auditing
agencies. In the process, information technologies were seen as ‘cardinally chang-
ing the basis of the government’s relationship with citizens and businesses’.
(Peterson 2005, 51)

While some government bodies were early adopters, from 2003 onwards all
federal agencies were required to make a broad range of information accessible
online, such as regulations and legislation, and information on the activities of
their officials (Peterson 2005, 58).

With modernization and innovation as the buzzwords to define his “lib-
eral” presidency, Dmitry Medvedev (2008-2012) launched a federal program
aiming towards turning Russia into an “Information Society” (2011-2020)
(Toepfl 2012, for more, see also Chap. 25) and a Minister of Open Government
was appointed in 2012. In 2018, the ministerial position was discontinued,
signaling the topic had lost priority with the authorities. The push towards
open government has resulted in a significant increase in the availability of
open government data. For example, information concerning government
tenders can be accessed on the Goszakupki (Government procurement) por-
tal, zakupki.gov.ru, while various open data sources are collected on the open
data portal data.gov.ru. Through the creation of dedicated online platforms,
the transparency of the legislative process has been enhanced; for example, the
video recording of the Russian State Duma can be viewed on the platform
video.duma.gov.ru and draft laws are made available for public discussion on
the platform regulation.gov.ru (for more, see also Chap. 5). Yet, many issues
remain, including a tendency to reintroduce restrictions on publicly available
information. For example, in response to investigations by Alexei Navalny’s
FBK (Fond bor’by s korrupciej, Anti-Corruption Foundation), examples of
which will be discussed below, the ESB (Federal’nai sluzba bezopasnosti,
Federal Security Service) proposed a law in 2015 that would severely restrict
access to information about property ownership contained in Rosreestr
(Federal Register). While the law was not passed, the Supreme Court deter-
mined in 2017 that Rosreestr is permitted to limit third-party access to owner-
ship data, invoking the protection of personal data, thus setting a precedent
(Kornia 2017).
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2.3  Porrtica. COMMUNICATION

Parallel to the emphasis on adopting digital technologies in the policy sphere,
significant changes were implemented in the authorities’ communication strat-
egies that, to an extent, resemble trends in political communication elsewhere.
As a public advocate for technological innovation, Medvedev can be credited
with pushing forward both the open government agenda and expanding
Russian political communication from traditional media to online platforms.
Through videos posted on the Kremlin website and, from 2009 onwards, his
blog on LiveJournal (at the time the most popular blogging platform, see
Podshibyakin 2010), Medvedev set an example for novel ways of communicat-
ing and engaging with citizens, and he pushed other government officials to
start blogging as well (Gorham 2014). In 2010, some 35 per cent of Russian
regional governors had a blog, a third of which emulated the videoblog format
exemplified by the president (Toepfl 2012).

Medvedev’s blogging activities were criticized for being “a blog without a
blogger” (Yagodin 2012, 1422): his page featured videos posted by the presi-
dential administration and functioned rather as a one-way channel for commu-
nication, lacking signs of Medvedev’s direct contribution or his interaction
with the online community, for example, with those commenting on his posts.
Notwithstanding Medvedev’s initial statements about aspiring towards a form
of direct democracy through digital means, in practice most Russian politicians
used their online communications “in ways that minimize the perils of truly
direct online interaction and opting, instead, for a more hierarchical model of
communication grounded in the discourse of ‘e-government’” (Gorham 2014,
235). Rather than entering into conversations with engaged citizens, the online
communication strategies they chose opted for “the carefully structured, moni-
tored, and filtered interfaces such as the online opinion polling, ‘online recep-
tion area,” or the sound-bite sized Twitter scroll” (Gorham 2014, 246). In a
similar vein, Florian Toepfl (2012, 1454) argues that, when it concerns the
leaders of Russia’s federal subjects, “most Russian governors did not set up
their blog primarily with the intention of gaining electoral support.” Instead,
blogging was predominantly “a symbolic action that showcased their allegiance
and loyalty to the president, who was widely known for his Internet enthusi-
asm” (Toepfl 2012, 1454).

In his capacity as prime minister, following Vladimir Putin’s return to the
presidential office in 2012, Medvedev moved his most visible online presence
to Twitter and Instagram, following the shifts in the platforms’ popularity.
Compared to his earlier presence on LiveJournal, the Instagram account is
administered as a personal account, alternating between press photographs and
pictures taken by Medvedev himself, accompanied with brief captions. Contrary
to the LiveJournal blog, there is some interaction between the prime minister’s
account and other users on the platform, with Medvedev now and then com-
menting and responding. The increased personal dimension of Medvedev’s
social media presence may be explained by changing public relations (PR)
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needs—aimed to remedy the previous lack of connection with citizens and fol-
lowing the more general trend of increased personalization of politics. The fact
that Instagram is predominantly image-based—Medvedev is known to have an
interest in photography—and allows one to post, edit and comment quickly
through the application on one’s smartphone may also have been factors.

Yet, the decision to switch to Instagram also created vulnerabilities. Indeed,
it was Medvedev’s Instagram that provided opposition leader Alexei Navalny’s
Anti-Corruption Foundation with crucial visual evidence to tie together vari-
ous publicly available sources of information indicating the prime minister’s
involvement in large-scale corruption (including hacked emails leaked by
Russian hacker collective Saltaj Boltaj [Humpty Dumpty], Global Positioning
System [ GPS] tracking of naval movements and various official registries). The
results of the investigation were published in a video entitled “On vam ne
Dimon” (“He is not Dimon to you”) shared through FBK’s YouTube channel
and website. While this was not the first video FBK published that exposes cor-
rupt practices by Russian state officials—indeed, there are many—the Dimon
video gained particular traction online (by December 2019: 32.8 million
views). More importantly, it served as the occasion for mass anti-corruption
protests on March 26, 2017, that mobilized thousands of protesters across
Russia'; the largest demonstrations to take place since the protest movement of
2011-2012. FBK’s investigations demonstrate how open source data—some
of which became available as part of the implementation of open government
ideas—can be effectively used to scrutinize and challenge government practices.

On the sub-federal level, Ramzan Kadyrov, the head of the Republic of
Chechnya, is one of the Russian political actors who has most successfully used
social media to increase his popularity, both in Chechnya and (far) beyond. His
Instagram account, with posts that blended “discussion of politics with photos
of himself hugging cats, posing in a knight’s outfit, working out in a gym, and
throwing snowballs with friends” (Rodina and Dligach 2019, 95) collected
some three million followers, before the platform decided to shut down his
account. Kadyrov’s posts merged public, political and private spheres to the
extent that “all of the personal topics contain elements of political framing, and
most of the public/political topics include terminology that refers to personal
topics such as friendship and family” (Rodina and Dligach 2019, 106).
Kadyrov’s success exemplifies how social media “can be used to normalize des-
potism, giving a modern-day dictator ‘a human face’” (Rodina and Dligach
2019, 96). The increasing use of social media in political communication is
visibly changing the communication strategies used by the Russian Ministry of
Foreign Affairs as well, whose official Twitter account incorporates vernacular
language and actively partakes in online debates (Zvereva 2020). The Ministry’s
spokesperson, Maria Zakharova, in particular, has adopted a style of communi-
cation that blends formal and informal statements, expressed through multiple
(and at times parallel) accounts on, for example, Facebook and Twitter.

Digitalization has also changed the rules of the game when it comes to
political contestation by citizens. The rise of the Russian “blogosphere” and,
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subsequently, the popularity of bloggers, citizen journalists and vloggers on
social media and YouTube, brought about novel opportunities for sharing
political criticism with a wide audience, and for creating communities around a
political cause (of which Navalny is but one example). Over time, the Russian
government has responded to this perceived threat in multiple ways. Most
notably, with the so-called “Bloggers’ Law” (Federal Law No. 97-FZ) it intro-
duced a special register for bloggers with a daily audience of >3000 visitors in
2014. For bloggers, some of whom published under a pseudonym, the regis-
tration involved, among other requirements, the disclosure of their real identi-
ties to the Russian authorities. The impact of the measure on the expression of
political criticism online is difficult to ascertain, yet it is known that its intro-
duction did not lead to any blogs being blocked or fines imposed (Soldatov
2019). Nonetheless, as Oleg Soldatov points out, “the mere existence of the
public list of popular Internet personalities, administered by and conceived in
the interests of a governmental body, should have led to a certain number of
such personalities thinking twice before making public their criticism of the
government” (Soldatov 2019, 70-71).

The law was repealed in 2017, which can be explained by a combination of
factors: the ineffectiveness of the register and difficulties in enforcing the law
(e.g. poor definition of who counts as a blogger, estimation of daily audience);
a change of policy towards other control strategies (expanding restrictions on
the publication of particular types of content); as well as the recognition that
the practice of blogging was rapidly losing ground to other forms of online
expression, most notably the shift to social media and video sharing platforms.
Around the same time, the government attempted to co-opt some of these
online “influencers.” Popular vlogger Sasha Spilberg was invited to address the
State Duma in May 2017, and soon after a special “bloggers council”—in full,
Sovet po razvitidi informacionnogo obsestva i svedsty massovos informacii (Council
on the Development of Information Society and Mass Media)—was convened
on the initiative of Vladimir Vlasov, the youngest member of parliament. The
council got off to a bad start since only a third of the invited bloggers took
part, and the most popular Russian vloggers publicly distanced themselves
from the initiative, including oppositional vloggers such as Kamikadzedead
(Makutina 2017). The council has since convened incidentally, yet appears to
be of limited influence and predominantly speaks out in support of govern-
mental restrictions on online speech.

2.4  Porrticar. CAMPAIGNING

Political campaigns in Russia tend to be candidate-centered, rather than focus-
ing on policy issues or political parties, a feature resulting from the constitu-
tionally strong president and other characteristics of the electoral system
(Ishiyama 2019). As an “electoral authoritarian regime” (Gel’man 2015), elec-
tion outcomes in Russia are deemed important, even if the elections themselves
are unfair. By extension, political campaigns are a significant feature of Russian
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politics.> As is noted by Sergei Samoilenko and Elina Erzikova, “[t]he tradi-
tional boundaries between news and political advertising have eroded in
Russia” and unfair practices, such as “[h]idden advertising, black PR and biased
news reporting” have been a common feature since the 1990s (2017, 265).
Television and print media have played an important role in political campaign-
ing and media ownership is generally seen as an important factor in explaining
election outcomes, most notably Boris Yeltsin’s victory in the 1996 presidential
elections.?

The parliamentary elections of 2011 were the first in which the Internet
played a role of significance in how election campaigns were run, resulting
from both the increase of Internet access and the expansion of online party
presence in the years preceding it (Roberts 2015; Samoilenko and Erzikova
2017). While party websites appeared already at the time of the 1999 parlia-
mentary elections, by 2011 political campaigning via social networking sites
had become a common feature. Edinad Rossid (United Russia), as the “party
of power,” was particularly prolific and was active on multiple platforms in
large measure because it had access to the resources needed to finance investing
in the online dimension of its campaign. For example, the party’s Twitter
account (er_2011) “issued an average of over 360 tweets per day during the
intensive campaign period—more in a single day than the LDPR [Liberal
Democratic Party of Russia, led by conservative nationalist Vladimir Zhirinovsky,
M.W.] and Yabloko [party of social-liberal orientation, M.W.] managed in the
whole of the campaign, literally swamping the tweets from other parties,” while
amassing 600 videos on its YouTube channel by December 2011 (Roberts
2015, 1235).

On the candidate level, however, a different picture emerges. Analyzing the
online campaigns of 910 candidates representing the seven political parties that
were successfully registered for the elections, Sean Roberts found that only 111
of them (12%) maintained either a website, a Twitter account or a LiveJournal
blog, while this percentage was markedly higher among United Russia candi-
dates (43%) (Roberts 2015, 1236, 1238). However, a significant number of
these accounts were dormant during the campaign period, suggesting “that
United Russia candidates were being forced to use social networks by the party
leadership making them at best reluctant web users, at worst ‘dissenters’ by
deliberately failing to maintain their accounts” (Roberts 2015, 1245).
Notwithstanding United Russia’s more extensive online activities, Roberts
found “evidence of equalization [a relative leveling of the political playing field
in favor of opposition parties, M.W.], as the online message of the remaining
party candidates converged on an anti-United Russia theme” (Roberts
2015, 1229).

The availability of resources appears to be a key determinant in whether a
party decides to invest in developing online campaigning strategies. In this
respect, a clear difference has emerged between the campaigning style of
United Russia, whose “campaigns have become increasingly professionalized
and digitized, with expansive media campaigns funded by administrative
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resources” while its main competitor, the communist party KPRE
(Kommunisticeskad partid Rossijskoj Federacii, Communist Party of the
Russian Federation), still “relies heavily on traditional methods of local party
organization, voter mobilization (particularly older voters), newspaper adver-
tisements, short television spots, public appearances by Zyuganov and other
KPRF leaders, and campaign flyers and posters” (Ishiyama 2019). Of the
remaining parties represented in parliament, the LDPR operates more similar
to United Russia, but without the same access to large budgets, while the cam-
paigning of Spravedlivad Rossid (A Just Russia) is more alike to the KPRF
(Ishiyama 2019).

The significance of the availability of digital technologies appears to have
been the greatest for opposition groups who are not represented in the Russian
parliament (sometimes referred to as the “non-systemic” opposition) and who
lack access to traditional media. A closer look at two campaigns run by Alexei
Navalny—for the 2013 Moscow mayoral elections and 2018 presidential elec-
tions—demonstrates this well. As is argued by Renira Gambarato and Sergei
Medvedev (2015), Navalny’s mayoral campaign (which build upon the
2011-2012 protest movement; see Lonkila et al. 2020) introduced a new form
of political campaigning in Russia that was more grassroots (e.g. through
online fundraising) and characterized by the use of transmedia strategics.*
Online tools were essential for spreading information regarding his political
program—as the opposition candidate, Navalny was and continues to be barred
access to mainstream media, in particular federal television—and to recruit
campaign volunteers (Gambarato and Medvedev, 2015). These volunteers, in
turn, campaigned both on- and offline, while social media played an important
facilitating role in attracting people to these offline events. While Sergey
Sobyanin won the clections in the first round by garnering some 51 percent of
the votes, Navalny’s 27 per cent showed the success of the campaigning strate-
gies employed. Navalny’s 2018 presidential campaign, which built upon the
momentum generated following the anti-corruption protests discussed earlier,
optimized many of these strategies, incorporating sophisticated big data analy-
sis techniques. At the same time, it invested heavily in the creation of a network
of local headquarters and volunteer groups. Navalny’s campaign activities
therefore show the continued mutual interdependence of online and offline
campaigning, and the need to coordinate between and integrate both
approaches. Contrary to the mayoral elections, the success of Navalny’s presi-
dential campaign cannot be substantiated by election results: in December
2017, the Central Election Commission of the Russian Federation decided
Navalny was not eligible to run for president because of his previous conviction
in a (much contested) fraud case.®

Notwithstanding the novel opportunities for political opposition, mobiliza-
tion and campaigning provided by digital technologies, it remains difficult for
those acting outside of the political establishment to be elected to a post of
political importance or to otherwise effectuate significant political change.
Gunitsky (2015) furthermore argues that the co-optation of social media by
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authoritarian regimes in fact serves as a way out of the limitations contained in
the “dictator’s dilemma” that was introduced above. Social media co-optation,
he argues, can serve the resilience of authoritarian regimes by enabling, among
other things, the introduction of alternative frames—for example, counter to
those formulated by opposition groups—to shape public discourse online.

2.5 VoTING

The digitalization of various aspects of the voting process was made possible by
the adoption of the law “O gosudarstvennoj avtomatizirovannoj sisteme
Rossijskoj Federacii “Vybory”” (On the State Automated System of the Russian
Federation [called] ‘Elections’, no. 20-FZ, 20 January 2003). “Electronic
urns,” that is, ballot boxes equipped with a special lid that scans the ballot
paper when it is entered, counts the votes that have been cast and prints out the
results, were first introduced in 2004 (kompleks obrabotki izbivatel’nyh biil-
leteney, referred to in Russian by the abbreviation KOIB). The systems were
introduced with the stated aim to prevent miscalculations and speed up the
voting process, while also preventing ballot box stuffing since only one paper
can be passed through the scanner at a time. E-voting machines (kompleks dld
elektronnogo golosovanii, or KEG) were introduced on a small scale during the
2007 elections, after having been successfully tested in 2006 in an election in
Veliky Novgorod. By 2018, most Russian federal districts used KOIB and/or
KEG systems, albeit on greatly diverging scales; in total 11.1% of votes were
counted automatically (RIA 2018).

Russia only recently trialed remote electronic voting, and on a modest scale:
during the 2019 Moscow City Duma elections the voters of three electoral
districts were given the option to vote online. The experiment did not run
flawlessly. Already during the preparatory phase, the security of the system was
questioned; moreover, the fact that it was run by the city of Moscow and vot-
ers’ identity and right to vote were verified by the Moscow Mayor’s portal,
rather than the Multifunctional Centers for Governmental and Municipal
Services normally endowed with this task, was criticized (Vasil’chuk 2019). In
May 2019, the Communist Party filed a case with the Supreme Court in an
attempt to prohibit the use of online voting in the Moscow elections, citing
concerns about the violation of voting secrecy and the risk of manipulation and
coercion of voters (Garmonenko 2019); the Supreme Court found the experi-
ment not to be in violation of the Constitution. On the day of voting, September
8, 2019, the online voting system experienced multiple interruptions, which
caused the service to be offline for periods of up to one hour (Kommersant 2019).

In the three districts where it was introduced, online voting appears to have
worked in favor of pro-regime candidates who received a higher percentage of
the online votes as compared to the paper votes, while the opposite was the
case for opposition candidates (Uspenskiy 2019). In one of the districts that
participated in the trial, the independent candidate would have won on the
basis of paper votes only, yet lost the election by a mere 84 votes with the
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addition of votes cast online (Vasil’chuk 2019). The explanation for the fact
that pro-regime candidates fared comparatively well among those voters who
voted online has yet to be determined. One thinkable scenario is that the intro-
duction of online voting, and thereby the removal of the controlled conditions
of the polling station that aim to ensure voter secrecy and freedom of choice,
makes, for example, civil servants even more vulnerable to coercion. While it
commonly understood state employees are placed under pressure to vote (to
increase voter turnout) and support a given candidate, online voting creates
the opportunity for superiors to directly supervise how their employees vote
(e.g. by having them vote at the workplace). Whether and to what extent this
is indeed the case, and to what extent other factors may be able to explain this
difference, requires further investigation. Moreover, to be able to draw defini-
tive conclusions on how the introduction of online voting may affect political
outcomes, the empirical base needs to be extended as further trials with online
voting are conducted.

Apart from the automation of voting and the gradual introduction of voting
machines, the conditions under which Russians vote has changed through the
placement of webcams. In response to (proven) accusations of electoral fraud
committed during the December 2011 parliamentary elections, that gave cause
to a series of mass protests, the government installed webcams at nearly all poll-
ing stations for the 2012 presidential elections to allow for real-time monitor-
ing via a special website (webvybory2012.ru). In total, 91,000 of the 95,000
polling stations had a total of 180,000 cameras installed; of these, 80,000 were
streamed online and with sound (Asmolov 2014). Webcams had been in use
earlier, but only on a small scale. According to Gregory Asmolov, the actual
impact of this massive infrastructural investment on increasing the transparency
and, in particular, the accountability of the voting process was limited by the
lack of an integrated mechanism for reporting fraudulent behavior, the impos-
sibility of recording live-streamed footage (requiring one to file an official
request to gain access to centrally stored footage from the webcams) and the
ill-defined legal status of the recordings. As a result, no “criminal conviction of
electoral fraud or revision of election results” were made on the basis of the
videos (Asmolov 2014). Moreover, for volunteer monitors, the sheer number
of available live streams made it difficult to monitor effectively. Beyond polling
stations, webcams had earlier been used on smaller scale to monitor the prog-
ress on national projects in 2007, and in 2010 to monitor the reconstruction
process following the wildfires. According to Asmolov, however, these initia-
tives symbolized rather than truly increased government transparency and
accountability, as was their supposed aim (Asmolov 2014).

The 2012 presidential elections also saw the first use of a specially developed
app for election observers called Web-nablidatel’ (web-observer) (Ermoshina
2016). The app, developed with the involvement of NGO (non-governmental
organization) Golos (Voice), provided observers with guidance on how to con-
duct their activities, as well as giving them the ability to report any violations.
The app was connected to a website hosting a collaborative map and statistics,
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which provided novel insight into the extent and distribution of suspect and
fraudulent behaviors. The aggregation of information, as well as the support
the app provided for individuals volunteering to act as election observers, are
important for consolidating proper election observation practices and enabling
follow-up political actions.

In addition to the government, opposition forces have also turned to online
voting as a means for creating legitimacy. As the 2011-2012 protest movement
sought to transition from street protests into a sustained political opposition
movement, an online vote was organized to elect the Koordinacionnyj sovet ros-
sifskoj oppozicii (Coordination Council of the Opposition) (Toepfl 2017). It
was believed that this strategy would help remedy the lack of internal coher-
ence and coordination (and as a result, credibility and legitimacy) that has
undermined the success of earlier protests and opposition movements. The
council was short lived, however, as the legitimacy provided by the voting pro-
cess proved insufficient to remedy the fault lines within the opposition it sought
to unite and was dissolved in 2013.

2.6 Crivic TecH AND Civic ENGAGEMENT

In addition to the changes described above, digitalization has enabled new
forms of political participation, among others, through the introduction of
online consultation platforms. Florian Toepfl (2018, 960) proposes to catego-
rize such digital participatory tools into four groups: tools that allow citizens
to monitor policy implementation; tools enabling the public discussion of poli-
cies, measures or draft laws; tools that collect citizen preferences; and, forms of
Internet voting outside of the electoral system. Above, we have already come
across examples of the first—webcams used to monitor the progress of national
projects—and second groups—the regulation.gov.ru portal for the public dis-
cussion of draft laws. The third group Toepfl identifies comprises tools that
collect citizen preferences and thereby allow the government to “gauge the
intensity of support for, or resistance to, planned measures or policy changes”
(Toepfl 2018, 960). For example, the Rossijskad olsestvennad iniciativi
(Russian public initiative) portal (roi.ru) that was introduced in 2013 allows
citizens to submit an initiative to the government and cast their vote for pro-
posals posted by others. If the initiative receives a sufficient number of votes, it
will be discussed by expert working groups of the relevant federal, regional or
municipal authorities (at least 100,000 signatures for proposals at the federal
level or in regions with a population of over two million; or over five percent
of the registered population for proposals aimed at regional and municipal
governments). According to data published by the portal on the occasion of its
sixth anniversary in April 2019, a total of 50,531 initiatives were submitted
since its introduction, that received 17,970,021 votes in favor and 2,615,479
against (Rossifskad obsestvennad inicintiva 2019). The number of initiatives
that led to government action, however, is limited: 33 initiatives resulted in a
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decision, while 19 proposals succeeded in gathering over 100,000 votes in
support.

The final group outlined by Toepfl concerns forms of Internet voting out-
side of the electoral system. The Active Citizen Platform of the city of Moscow,
for example, allows inhabitants to decide on questions put before them by the
city council; from naming metro stations and trains to school vacation dates.
Citizen budgets—where online platforms are used as a tool for increasing bud-
getary transparency or to facilitate participatory budgeting, in which citizens
have a say in the spending of state resources—are another example of this cat-
egory. The city of Yakutsk, for instance, provides extensive insight into its
sources of income and spending, while providing core information concerning
the budgetary process (openbudget.yakadm.ru). While, in the case of such citi-
zen budget portals, opportunities for citizen participation are limited, partici-
patory budgeting initiatives are more ambitious. In 2016 the city of St.
Petersburg, for example, launched the Tvoj Bidzet project (Your Budget, tvoy-
budget.spb.ru) in collaboration with the European University of St. Petersburg.
Through its online portal, citizens can propose how resources should be spent
in their neighborhood. Based on the total number of submitted proposals, a
small number of districts (both inner city and suburbs) is then selected and
allocated an earmarked budget of up to 15 million rubles for the realization of
between one and three initiatives. In a special meeting, a budget committee is
formed from among the initiators (by draw). The members of the committee
then take part in a series of lectures to learn about, for example, urban planning
and budgeting, in order to further develop their ideas. The final plans need to
secure support from the district administration and be voted upon by the
members of the budgeting committee in order to receive funding (Antonov
2018). One of the most visible citizen initiatives realized through Your Budget
is a stretch of cycling lanes along one of the city’s central canals.

Analyzing another example of the last category—the online voting to elect
members for the President’s Council on the Development of Civil Society and
Human Rights in 2012—Toepfl argues such tools serve to strengthen, rather
than weaken authoritarian rule, while simultaneously “convey[ing] to the mass
public the image of transparent, accountable, and responsive government”
(Toepfl 2018, 958). Studies of the use of online participatory tools by auto-
cratic regimes elsewhere indicate that we, indeed, should not expect too much
of'a democratizing effect from civic tech. In China, for example, the authorities
do appear to incorporate citizen input received through online consultation
platforms, where a higher number of comments demanding a revision is found
to increase the likelihood of the policy being revised (Kornreich 2019). In a
similar vein, Jiang et al. (2019, 532) find that “cities that receive a larger num-
ber of online petitions in a year tend to devote significantly higher proportions
of government reports in the following year to a topic on social welfare,” which
reflects the majority of concerns expressed in the petitions. Yet, this type of citi-
zen influence remains limited, at best, and does not necessarily translate into
sustained political change or the upscaling of political participation to other/
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higher levels of politics. As Yoel Kornreich explains, a certain degree of “author-
itarian responsiveness” is to be expected since “[f]ailure to address citizen feed-
backwillundermine the regime’s credibility,” while simultaneously undermining
“citizens’ motivation to participate in consultation, thus depriving the authori-
ties of an important information gathering channel” (Kornreich 2019, 549).
Since legitimacy and information gathering are the main incentives for imple-
menting civic tech, minimal functionality and effectiveness are insufficient indi-
cators of democratization.

Whereas Toepfl’s categorization captures the governmental side of civic
tech, digitalization has also enabled novel forms of civic engagement. On the
local and regional levels, in particular, manifold civic initiatives (portals) have
been successfully launched aimed at e-participation (e.g., urban improvement),
at times acting in direct competition with government-initiated e-participation
portals. Analyzing such “civic apps” in Russia, Ksenia Ermoshina argues that,
while “a civic application can become a means to overcome the existing dys-
functions in communication between citizens and official institutions,” they
are still best suited to solving “problems that can be easily classified and are
regulated by a definite legal basis” (Ermoshina 2016, 128, 137). Successtul
examples include RosYama (Russian pit), an app developed by Alexei Navalny’s
Anti-Corruption Foundation to map and draw attention to potholes in Russian
roads or RosZKH (Russian housing and communal services) that “help[ed]
individuals write petitions to the Housing Inspection Committees responsible
for oversight of their particular block of flats” (Ermoshina 2014).

The two types—civic tech and civic apps—are not always perfectly sepa-
rated, nor do civic apps always empower citizens vis-a-vis the state. In his study
of emergency response volunteering platforms, Gregory Asmolov demon-
strates the different shapes the power relations between authorities and/or
platform administrators and volunteers can take. Rather than enabling more
horizontal, peer-to-peer forms of (self-)organization, the way platforms for
citizen engagement operate risk taking on the characteristics of “vertical crowd-
sourcing,” in which,

the structure of activity is defined by the institutional actor, with no space for the
influence of agency on the system’s structure. In this case the purpose of the
system, the boundaries, the rules, the right to participate in the community, and
the division of labor are dictated by the agent who created the platform. In many
cases the purpose of this type of activity system is primarily to control the activity
of the crowd and to neutralize the potential for independent forms of activity.
(Asmolov 2015, 311)

Instead of empowering citizens in their capacity to address societal issues,
vertical crowdsourcing of resources impedes action independent of state or
state-affiliated structures, who may view such citizen initiatives as threatening
their position.
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2.7  CONCLUSION

In this chapter, I have examined the impact of digitalization on Russian poli-
tics, covering the spheres of political communication, campaigning, voting,
civic tech and civic engagement. From blogging politicians to online political
campaigning, open government data and participatory budgeting—digital
technologies evidently are shaping how politics is conducted in Russia and who
can participate in and influence political decision-making. Some of the changes
and initiatives I have examined are best categorized as digital replications of
existing political practices or have only limited impact on political practices.
The introduction of voting computers, for example, is a slow process that, thus
far, does not appear to affect election outcomes. Most online participatory
tools lack bite. Yet, it appears that several spheres of Russian politics have
indeed been transformed as a result of digitalization. This concerns, in particu-
lar, the novel opportunities that have emerged for conducting and organizing
political opposition, including political campaigning by opposition candidates,
and civic engagement. At the same time, these transformations do not neces-
sarily result in the strengthening of the democratic degree of political practices.
Rather, the cases and studies reviewed in this chapter support the claim that in
many cases digital tools for political participation serve to strengthen, rather
than weaken, state control.

NOTES

1. According to police estimates, some 7000 persons took part in the Moscow pro-
test and 5000 in St. Petersburg. Several hundreds of protesters were arrested,
including Navalny.

2. Foran overview of campaign characteristics from 1993-2016, see Ishiyama (2019).

3. On election campaigning and changes in political advertisement, including the
use of compromising materials (kompromat) in the period 1993-2014, sce
Samoilenko and Erzikova (2017).

4. Gambarato and Medvedev (2015, 176) identify a total of 32 different elements
to the campaign, ranging from political advertisements, banners and stickers to
distributing campaign materials on public transport and an online couch surfing
service for volunteers.

5. Unlike Navalny, former socialite Ksenia Sobchak did succeed in being registered
as a candidate and ran an oppositional campaign with the motto “Sobchak against
all.” Boasting a massive following on Instagram, social media were at the center
of her campaign. Contrary to Navalny, though, Sobchak did receive coverage on
federal television and participated in the televised debates of presidential candi-
dates (president Putin was conspicuous by his absence).
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CHAPTER 3

E-Government in Russia: Plans, Reality,
and Future Outlook

Daria Gritsenko and Mikhail Zherebtsov

3.1 INTRODUCTION

Digitalization is a “Faustian bargain” for the state (Owen 2015, 15). On the
one hand, it lends a promise to raise the efficiency of public administration by
increasing the speed of bureaucratic processes and decreasing their cost. On
the other hand, it poses a challenge to preserving the power, authority and
control, threatening the public system to be “disrupted” by the new actors
who previously had a limited opportunity to participate in public policy. For
the government, exploring new forms of governance that relies on new
Information and Communication Technologies (ICT) is arguably a way to
navigate this bargain. As a result, in late-1990s, a new concept—electronic
government or simply e-Government—Dbecame prominent on the agenda of
government reformers (Heeks, R., and S. Bailur. 2007).

According to Layne and Lee (2001, 123), e-Government is “government’s
use of technology, particularly web-based Internet applications to enhance the
access to and delivery of government information and service to citizens, busi-
ness partners, employees, other agencies, and government entities.”
E-government borrowed heavily from applications and managerial approaches
that originated in the private sector (Systems, Applications, and Products
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[SAP], enterprise resource planning, portfolio analysis, and the like). This reli-
ance on private-sector, market-based techniques provoked conversations that
e-Government is a digitally enhanced version of the “new public management”
(NPM), an ideology and a number of more and less successful reforms that
were implemented across the world in pursuit of greater government efficiency,
the reduction of cost of public administration and improvement of public ser-
vices by making the public sector more businesslike (Homburg 2004). Other
scholars considered “digital era governance” as a reaction (“course-correction”)
to the new public management through the re-integration of processes and
functions disintegrated in the course of NPM reforms (Dunleavy et al. 2000).
ICT is, in short, an option for the government to remain in control while low-
ering the cost of bureaucratic government.

This chapter traces the development of e-Government in Russia from 2002
to 2020 through the lens of public administration reform. Whereas in many
countries digitization of the public sphere was implemented on an already
developed and properly functional government apparatus, in Russia both
reform projects coexisted for quite some time. The public administration
reform (2003-2013), led by the Ministry for Economic Development (then
the Ministry of Economic Development and Trade), at its early stages was pri-
marily focused on developing a new vertically integrated government infra-
structure, reducing the burden of administrative redtape and over-regulation as
well as streamlining the bureaucratic modus operandi. At the early stages, it was
more intertwined with the civil service reform, controlled by the Presidential
Administration, than with the initiatives in the sphere of Information and
Communication Technologies (ICTs) that were championed by the Ministry
for Communication (then Ministry for Communication and Mass Media). The
overlap between the two major reforms created internal tensions that affected
e-Government development trajectory. As a result, in the context of digitiza-
tion and global e-Government development, the Russian case appears to be a
peculiar instance.

Since its inception, the dynamics in e-Government development in Russia
has been fluctuating (Zherebtsov 2019, 603). Only in 2012 the outcomes of
activities pursued by the government became detectable, with Russia improv-
ing its United Nations (UN) e-Government ranking to place 27, having started
at 58th place in 2003, and improving its eParticipation index for the same
period from 0.05 to 0.65 (https://publicadministration.un.org/egovkb).
After 2012, the development stagnated again. By 2016, the progress of
e-Government included user-facing advancements (such as implementation of
the Multi-Function Centers and a Unified Portal for public services (www.
gosuslugi.ru), as well as introducing common services online such as identifica-
tion, authentication, and payments systems) and “back office” solutions (set-
ting up infrastructure to link different government institutions and establishing
national databases) (Petrov et al. 2016, 5). Yet, the citizen uptake of many
electronic services remained slow, some legislative changes were missing, and a
significant part of the “back office” remained analogue (Petrov et al. 2016).
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Despite the ambitious plans and strategies, the implementation of e-Government
in Russia still lags behind most of the European countries. We argue that the
level of implementation fell short of projected goals because of the resistance
of the incumbent public administration system, but also due to the discrepancy
of' e-Government ideas and ideals between the members of the governing elite.

The chapter proceeds as follows. First, we introduce general considerations
on the digital transformation of government. Next, we discuss the stages of
e-Government unfolding in Russia, paying attention to both progress and
problems. We mainly discuss the federal reforms, allocating only brief remarks
to the regional and local dimension of the process. The conclusion provides an
assessment of the past e-Government reforms and an outlook for the near future.

3.2  DIGITALIZATION AND GOVERNMENT—WHY AND How?

3.2.1  Motivations for e-Government Uptake

Garson (2006) put forward four theories to analyze the uptake of digital tech-
nology by the governments. First, technological determinism postulates that
technology is a way (or even the way) of achieving change. It sees technology
as an unstoppable force to which everyone, including governments, has to
adapt. Second, the reinforcement theory suggests that technology tends to
reinforce the existing power structure. ICT has no “magic powers,” but it is a
tool of control and domination that governments can deploy to maintain their
authoritative position. Third, the systems theory assumes that while technol-
ogy does not prescribe change, it is the main force that enables change. ICTs
can be used to integrate organizations, to achieve higher levels of efficiency, to
improve performance, and this motivates governments to deploy them. Finally,
the sociotechnical theory suggests that human factors determine the outcomes
of technological change. ICT can be developed to support centralization or
decentralization, democracy or autocracy, hierarchy or networks, depending on
the design choices made by whoever develops and implements the system.
Following the recent advances in sociotechnical change theorizing, we suggest
that any technology is not implemented in a vacuum but rather embedded in a
sociopolitical context and that individual practices and perceptions are indica-
tive of the contextual sociotechnical change. Thus, the uptake and functioning
of digital technology in public administration will depend on the (political)
context upon which this technology is superimposed.

In the context of non-democratic political regimes, a further theory of gov-
ernment digitalization has been proposed. Maerz (2016), bridging the rein-
forcement and the sociotechnical theories, has argued that e-Government is
used by competitive authoritarian regimes, such as Russia or Kazakhstan, as a
tool for gaining internal legitimacy. She suggested that e-Government allows
to “simulate” transparency and participation, offering the citizens a number of
services and engagement opportunities which, nevertheless, remain a facade
covering the authoritarian core. The study concluded that e-Government
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facilities shall not be viewed as a sign of democratization, but rather a tool of
legitimation that helps preserving authoritarianism. Examining the Chinese
example, Ma ct al. (2005) argued that e-Government can simultancously
strengthen administrative control and promote economic development with-
out empowering individual citizens in a democratic sense. In addition, con-
cerns have been raised with regard to privacy and data protection practices that
accompany digitalization of non-democratic states (Seifert and Chung 2009).
Greitens (2013) suggested that “authoritarianism online” rests on three build-
ing blocks: control over the online content, citizen surveillance via online
tracking, and the promotion of regime goals through various internet applica-
tions. E-Government features prominently in both surveillance and regime
promotion, making it valuable in an authoritarian context (Stier 2015).
Summingup, there is a potential complex of motivations to adopte-Government,
and those have been decoupled from the early “democratizing” perspectives.

3.2.2  Stages of e-Government Development

Layne and Lee (2001) put forward four stages of a growth model for
e-Government: (1) cataloguing, (2) transaction, (3) vertical integration, and
(4) horizontal integration. The first stage starts when a government opens
simple websites that tell about the government, its structure, and functions.
Next, the experimentation of public sector with digital tools proceeds to trans-
actions, an interaction model where the user (citizen) interacts with the gov-
ernment via an electronic interface (service portal on a government website or
mobile application) to receive public services ranging from a healthcare
appointment to filing a tax declaration or registering a marriage. Government
remains a service provider for citizens and businesses, but their interaction is
“virtual” and online rather than in-person. The third stage is marked by deeper
cooperation between various government departments. Different levels of gov-
ernment are also integrated, so that a citizen can contact one governmental
body and complete any level of governmental transaction, often referred to as
a “one-stop shopping”-public service provision.

The fourth stage of government digitalization is often connected to the idea
of “government-as-a-platform” (GaaP). The concept of GaaP was coined by
Tim O’Reilly (2011), a US (United States) based author, futurist, and entre-
preneur, who envisioned significant benefits from shifting from “state as a pro-
vider” to “state as an enabler” of services. GaaP, which differs from previous
e-Government initiatives in that the core digital infrastructure is shared between
public and private sectors, is not a “platform for government,” but a platform
for governance, where government is one of the participants, service producers,
and innovators. A similar idea has been presented by Linders (2012) as “we-
governance” and by Janssen and Estevez (2013) as “lean government”—gov-
ernment provides a platform on which stakeholders deliberate, while the public
authorities retain their “orchestrating” functions. Another related concept,
government 2.0 (analogous to web 2.0), was proposed by Taewoo Nam (2012)
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who has been advocating for crowdsourcing, Application Programming
Interfaces (APIs), and “citizen hacking” as means to improve the democratic
quality and efficiency of government.

Gaal can be seen as a new package of ideas imported to public sector from
business management. This time, the intellectual roots are in the “disruption
theory” originating from the work of Christensen et al. (2015), which has
become a mantra of Silicon Valley. Disruption stands for “a form of libertarian-
ism deeply rooted in the technology sector, a sweeping ideology that goes well
beyond the precept that technology can engage social problems to the belief
that free market technology-entrepreneurialism should be left unhindered by
the state” (Owen 2015, 7). The proponents of the concept emphasize its inter-
active character and the enabling potential (citizens as co-producers of public
services) (O’Reilly 2011). Building new services from scratch means also that
the old bureaucratic practices are not simply transferred into a digital form, but
rather that procedures are renewed. The critics argue that the changing rela-
tionship between the state and society mediated by “big data,” software code
and algorithms is a form of technocratic “solutionism” that effectively under-
mines democratic governance (Williamson 2016).

3.3  RussiaAN GOVERNMENT’S DIGITALIZATION STORY

3.3.1 Towards an e-Government (2002-2009)

In the early 2000s Russia’s backwardness in the field of digital technologies was
obvious to the new Russian leadership with the public sector demonstrating
almost no signs of progress in this sphere. While global leaders were gradually
transitioning to the new digitization agenda, Russia only had to conduct a full-
fledged public sector reform. This prompted the reformers to launch both
reforms simultaneously, yet independent from each other. Under the Federal
Target Program (hereafter FTP), “Elektronnai Rossid (2002-2010)”
(Electronic Russia) e-Government was first developed as a separate reform. In
its initial stage, the concept embraced a large agenda of democracy promotion,
a significant modernization of the general ICT infrastructure, including its
public sector component. The approach seemed reasonable as both required
substantial development before they could be merged. The “Electronic Russia”
program included a full spectrum of measures, necessary to build the complex
government Information Technologies (IT) infrastructure. Particularly, the
measures included the development of the systems of identification and authen-
tication as well as digital (paperless) workflow. In addition, the program pre-
scribed the development of solutions to integrate various independently built
state information systems to ensure a complex services delivery through the
multifunctional centers. Yet in the first years of the program implementation
the only visible result of the reform was the increased Internet presence of the
federal government bodies through a network of interconnected departmental
websites. The actual building of the e-Government infrastructure had not
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begun almost until the end of the program. Throughout its implementation
the program was plagued by multiple drawbacks, including critical underfund-
ing, lack of coordination, inefficient use of budget funds as well as a compara-
tively low prioritization and insufficient political attention to the reform. Since
its launch, the “Electronic Russia (2002-2010)” Program was revised at least
five times, substantially narrowing down its scope and ambitious plans due to
both, a very ambitious and loosely coordinated agenda as well as inefficiency of
reform management and misappropriation of funds (Rudycheva
2011, Polenova 2011).

Only by 2006, reformers managed to complete the development of key
nodal elements of the government IT infrastructure of the government—State
Automated (Information) Systems “Vybory” (Elections, http://www.cikrf.
ru/gas/), “Pravosudie” (Justice, https://sudrfru/), “Zakonotvorcestvo”
(Lawmaking, http://parlament.duma.gov.ru/), and “Upravienie”
(Administration, http://gasu.gov.ru/)—and proceed to designing elements
of' e-Government, particularly the Single Portal of State and Municipal Services
(www.gosuslugi.ru), launched in 2010. These systems automate certain signifi-
cant political and administrative processes. Although being independent from
one another and focused on specific tasks, these systems constitute the infor-
mation backbone of any electronic government and their successful launch and
further utilization demonstrate a significant step forward in regard with digiti-
zation of the government sphere. The overall inefficiency of the program was
acknowledged by both the country leadership and key experts. In order to
increase the effectiveness of the Program, in 2008 the Ministry of
Communications of Russia conducted a review of the implementation of the
Program. According to the report, many of the objectives of the Program have
not been achieved. In particular, interdepartmental electronic interaction was
not actually realized. In addition, standardization of IT solutions was not
widely used, leading to the situation when the created hardware and software
systems were not used to their full potential due to the lack of systems
interoperability.

In this regard, in 2009, the Program was restarted and complemented by
the independent “Conception of e-Government development until 2010,”
emphasizing the strategic priority of e-Government. This was an important
shift towards the recognition of the leading role of IT solutions in the future
modernization of the national public sector. This restart coincided with the
beginning of the presidency of Dmitry Medvedev that was marked by several
modernization efforts. During 2008, a legal review had been conducted and
new federal laws prepared. On February 9, 2009, the Federal Law 8-FZ “Ob
obespecenii dostupa k informacii o dedtel’nosti gosudarstvennyh organov i
organoy mestnogo samoupravienia” (On the access to information on the
activity of the state and local authorities) has been issued, together with an
Order of the Government of Russia Ne478 from June 15, 2009, “O edinos
sisteme informacionno-spravocnoj podderzhi graZdan i organizacij po voprosam
vzaimodejstvid s organami  ispolnitel’noj viasti i organami  mestnogo
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samonpravienia s ispol’zovaniem informacionnotelekommunikacionnoj seti
Internet” (On the unified system of information and reference support of citi-
zens and organizations on questions concerning their cooperation with the
state and local authorities by means of the Internet), and the Presidential
Decree N721 from September 9, 2009, has brought changes into the FTP
“Electronic Russia 2002-2010” to enable a unified technical infrastructure
for the Russian e-Government. The evaluation of the program’s unsatisfac-
tory outcomes coincided with the substantial revision of the results of the
Public Administration Reform. By 2010 it was obvious that the outlined
reform agenda was exhausted. Like the “Electronic Russia 2002-2010”
Program, the public administration reform also failed to implement and con-
solidate new principles of public administration, based on the NPM approach.
The initial strategy to build a triple-layer structure of functionally segregated
government agencies and thus ensure organizational diversification of the
Russian public sector did not come to fruition. It was planned to assign the
policy creation and implementation function to ministries, the control and
oversight function—to state services, and services provision function—to
state agencies, which would be politically and administratively independent
from each other. Instead, the reform resulted in the creation of a vertically
integrated system of government with the dominant top-down vector of
bureaucratic accountability. Further modernization in this direction had come
to a logical standstill and required the revision of the strategy.

3.3.2  Building e-Government (2011-2015)

After six years, the Public Administration Reform had been demonstrating lit-
tle evidence of improving the efficiency of the government and quality of pub-
lic service. The reform failed to achieve most of the measurable targets that
were laid in it. By the same token, the FTP “Electronic Russia 2002-2010”
was openly regarded as a failure. In these circumstances, it has become evident
that the approach to separately implement both modernization projects had
proven its inefficiency. For the third phase of the Public administration reform
it was decided to put the development of Information and Communication
Technologies in the core of the government modernization project. Thus,
Russia joined a plethora of countries in conversing its public administration
into e-Government. To ensure that a bigger picture is not missed, the
e-Government reform was harmonized with another overarching Federal
Program, “Informacionnoe obshestvo 2011-2020” (Information Society,
Government Decree N 1815-r from October 20, 2010), which set as its key
objective the digitization of all spheres of the Russian society.

The focus of the reform was made on conversing public services, internal
workflow and data government into a digital format. In the minds of reform-
ers, e-Government would further extend the single-window access principle of
public services delivery at the customer end through the united single portal of
state and municipal services. The portal was aimed to provide information on
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available services and government regulations, digital application forms, and
payment services. To ensure access to multiple services from different federal,
regional, and municipal government agencies, the portal should be integrated
with the Unified Identification and Authentication System (Petrov et al. 2016,
26). Such ambitious goals determined a complete reformatting of the govern-
ment I'T back office.

The vector of further modernization was determined by the adoption in
2010 of the Federal Law No. 210-FZ “Ob organizacii predostavieniia gosu-
darstvennyh i municipal’nyh uslng” (On the organization of delivery of state
and municipal services), which de-jure prohibited government agencies from
requesting the previously collected and stored personal information of appli-
cants. The clause made imperative interagency collaboration at least in the con-
test of services delivery. In junction with policies to enforce the promotion of
digital workflow, the main focus of the back-end modernization shifted towards
the SMEV (Sistema meZvedomstvennogo élektronnogo vzaimodejstviid, System
for Electronic Interagency Collaboration). Initially, it was perceived as an I'T
solution connecting the EPGU ( Edinyj portal gosudarstvennyh i municipal’nyh
uslug, Unified Portal of State and Municipal services) with similar regional
portals and multi-function centers, on the one hand, with services providers—
authorized government agencies, on the other. The functioning of the digital
government infrastructure also prompted the development of the Unified
System of Identification and Authentication in order to ensure proper user
access. Finally, the approach included the synchronization of the system with
the State Information Systems that were built in the previous period.

Thus, the next step in public administration reform was effectively con-
verted into building e-Government in Russia. Yet despite such significant shift
in the agenda, the overall approach seemed to remain intact. As with the earlier
reform, it was decided to focus on the infrastructure development projects with
the implicit expectation that they would foster policy and operational changes.
In addition, the approach replicated the earlier and already proven faulty expec-
tations that the infrastructural transformations will prompt the regions to catch
up. The reformers assumed that regional government would take advantage of
the developed infrastructure and utilize option of hosting its regional
e-Government segments.

At the same time, reflecting on past experience, the decision was made to
ensure a smooth transition to the predominantly online service delivery model.
To ensure non-disruptive on-boarding, it was decided to enhance the function-
alities of the already built territorial multifunction citizen service centers, which
were tasked with promoting and facilitating citizen’s use of the online portal.
However, since the centers were under the jurisdiction of the Ministry of the
Economic Development, this decision did not eliminate the dual administra-
tive control over the reform, which had plagued the reform process before.
Under the new system, the division of authority over the reform was made as
follows: the Ministry for Communication was predominantly tasked with the
development of e-Government infrastructure and the Ministry for Economic
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Development—with policy and oversight over the reform as well as the “off-
line” on-boarding. This decision not only influenced the efficiency of coordi-
nation but also had a negative impact on the political capital necessary for
the reform.

In designing the reform, key focus was made on developing normative stan-
dards, prescribing the reform’s end-points, and prioritizing infrastructure
development over policy transformation. This allows defining the reformers’
approach as genuinely technocratic. Reformers refused to account to the exist-
ing capacity of the bureaucracy to influence implementation of the reform not
only by slowing down its complicated and/or unfavorable aspects but also by
resisting to certain policy proposals that undermine its control over certain
policy domains. Following Pournelle’s famous Iron Law of Bureawucracy
(Pournelle 20006), stating that in any organization some people work to further
the organization’s goals, while others work for the organization itself, any evo-
lutionary attempts to reduce the size of public administration or level of con-
trol over certain areas through any means of improvement and optimization,
including digitization, would face with the administrative actions to curtail and
diminish their effectiveness. Coupled with the lack of precise measurable indi-
cators for the efficiency of the reform, the first reform was inadvertently set to
demonstrate underperformance. Those implementation and performance indi-
cators, proposed in the documents, did not justify the selected targets. For
example, implementation has confirmed that the chosen reform methods
would not lead to the conversion of 70 percent of all state and municipal ser-
vices to the electronic format (Order of the Government No.2516-r, December
25,2013).

The implementation of the reform in 2011-2013 revealed the deficiencies
of the initial reform sign, as it struggled to achieve the designated goals. Despite
the positive dynamics and ever-growing number of registered online citizens
and users, coupled with advanced and well-designed United Portal of State and
Municipal Services, the overall impact of digitization did not meet expecta-
tions. Most popular and frequently used online services were purely informa-
tional (i.e. required further offline actions to proceed) and the majority of
registered online users opted for the option of simplified registration that
excluded enhanced user verification and authentication. Subsequently, this per-
mitted only limited access and functionality that, particularly, excluded the pro-
cessing of payments and other operations that required the substantive
utilization of personal and financial data (for more details refer to
Zherebtsov 2019).

From the operations perspective, the reformers failed to engage with regions,
which in practice, resulted in the emergence of two parallel and often unsyn-
chronized systems of e-Government portals—for the federal services, on the
one hand, and for regional and municipal services, on the other. Speaking of
the EPGU exclusively, less than fifteen percent of federal and less than ten per-
cent of regional and municipal services were fully available electronically. The
regular monitoring of regional e-Government development, conducted by the
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Ministry for Economic Development revealed substantial discrepancy of the
quality and quantity of services, available on regional portals. The reform
implied the monopoly of the state-owned corporation, Rostelecom on provid-
ing hosting and infrastructure for e-Government. It was expected that regions
would “rent” the provided infrastructure; yet the degree of compliance with
this policy initiatives appeared to be low. Rich regions (such as Moscow, St.
Petersburg) have already invested in the development of their own portals, and
poor regions found the Rostelecom hosting prices too restrictive to use the
infrastructure and realized that building local solutions is cheaper. Coupled
with technical difficulties that affected the implementation of electronic work-
flow (for example, Internet bandwidth restricted access to regional databases
and registries) that impacted the interagency collaboration, the first phase of
e-Government reform in Russia was regarded inefficient.

As a result, substantial changes were made to the design of the reform. After
conducting the inventory of existing services and analyzing users’ activities on
the portal, the decision was made to focus on converting the most actively used
services to a fully online format. The shift of focus from the extensive (quantity
of services) to intensive (quality of services) development of the Portal was
accompanied by the change from institution-oriented to user-oriented
approach. Services, which were previously grouped by institutions, responsible
for their delivery, started to be aggregated on the basis of user life situations,
substantially improving the quality and user-friendliness of the portal.

Innovations, visible to the users, were supported by a considerable transfor-
mation of the government back-end functionality. In fact, the entire architec-
ture of e-Government was reconsidered in order to put SMEV—System for
Electronic Interagency Collaboration—into the core of the infrastructure. In
terms of the architecture design, the initial “hardware-based” approach,
focused on the digitization and webification of the already existing infrastruc-
ture and processes, was replaced with the “solution based” principle that
focused on supporting IT solutions fostering intra-governmental communica-
tion and data exchange. Reformers refocused on the creation of system of key
IT gateways around key components of e-Government in an attempt to unite
and synchronize previously developed objects of government I'T-infrastructure.

The “bumpy” road to e-Government was noticed and reflected in Russia’s
standing in international e-Government ratings. The e-Government develop-
ment index, prepared by the United Nations on a biannual basis, marked a
significant progress between 2010 and 2012, when Russia moved from 59th to
the 27th place. Yet, between 2012 and 2016, Russia failed to improve its per-
formance, falling to the 35th position with very limited positive dynamics in
the index itself, allowing other countries to move forward. The situations
started to improve in 2018, when the country moved to the 32nd place with
substantial increase of its index score. This decade-long dynamic correlates
with the ups and downs in Russia’s e-Government development process.

The period between 2011 and 2016 was marked by moderate actual growth
and propagation of e-Government services. According to the official statistics,
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the total number of registered users demonstrated exponential growth from
just over 3 million in 2012 to 13 million in 2014, to 40 million in 2016.
However, a more critical analysis reveals a quite different situation. When these
data are compared with official demographics from Rosstat in the period
between 2012 and 2014, the number of users registered on the EPGU appears
to be less than 12 percent of the total population, older than 18 years and less
than 18 percent of active internet-users from the same age group. Moreover, at
least one-third of all registered users opted for the simplified registration, thus
not having full access to the portal. All this reduces the number of Portal users
with full and unrestricted access to only 8.3 percent of Russian citizens and
12.5 percent of internet-users.

As demonstrated by Hilov (2014), the reported data on activity dynamics
was based on the number of submitted, not executed requests. According to
the author, only 87% of the requests for federal services were executed and the
numbers for regional and municipal were much lower—36% and 19% respec-
tively. Services delivery also differed substantially between the top ten regions
averaging 167 requests per 1000 people compared with bottom ten having
only 13.8 requested per 1000 people. In addition, the quantity of recipients of
fully electronic services remained relatively low during the same period of time.
Only about 3.2% of Russian citizens opted for this option in 2015, while others
still used the walk-in option (Dobrolyubova and Alexandrov 2016). In 2013,
63% of respondents did not interact with public authorities online because they
“prefer a personal visit and personal contact” (Rosstat 2014).

In addition to the digitization of services, the e-Government reform pro-
claimed significant improvement of regulatory capacity of the public adminis-
tration, positively affecting the business climate. It was expected that converting
to the digital format would reduce the administrative and regulatory burden
on business, thus enhancing the business climate and fostering economic
growth. Yet existing evidence demonstrates that the business community
remained disengaged with the government, despite all improvements in the
IT-infrastructure. The 2015 annual report of the office of the business ombuds-
man to the President (Doklad 2015) stated that the government failed to
impose any significant changes with respect to the existing regulatory burden.
Despite the positive feedback on the EPGU, almost 52% of respondents out-
lined in 2015 that administrative burden has been increasing, accounting for
10 to 20 percent of the total company’s revenue. The business community
indicated that the reform failed to streamline regulatory activities of the state
agencies, as some still enforce regulations, the implementation of which would
inevitably result in fines and other penalties.

It required a substantial review of the initial reform project in order for
e-Government to catch up and become the leading form of public administra-
tion in Russia. The reform resulted in the creation of advanced and modern IT
infrastructure of digital government with the most notable transformations
occurring in the public services delivery aspect and particularly in the context
of constant modernization of the EPGU. In this regard, late start (in
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comparison with the leading countries) leveled the negative consequences of
the technocratic approach. In reality, the very approach contributed to the
rapid modernization of the IT infrastructure, as it did not account for how the
developed infrastructure would be utilized by the bureaucratic apparatus.
Nevertheless, the reform process revealed substantial flaws in the reform design
and implementation, whose persistence at the following stages have the poten-
tial to become a very detrimental factor.

3.3.3  Beyond the e-Government—Government as a Platform
(2016-Now)

The FTP “Elektronnoe pravitel’stvo” (Electronic Government) was concluded
in 2016. The citizens gradually accepted the new form of interaction with
regulators and bureaucrats, in particular young and middle-aged people found
it convenient, and ever-growing Internet coverage (mobile first) made wider
adoption possible (Shipov 2016). As electronic public services started to
become normalized all over Russia, the most recent iteration of public sector
digitalization—Gosudarstvo kak platforma (government as a platform)—had
been presented as a concept in April 2018. The concept has been under devel-
opment since 2016 at CSR ( Centr strategiceskih razrabotok, Center for Strategic
Research), a think-tank curated by Alexei Kudrin, former Finance Minister and
the current head of the Russian Audit Chamber, belonging to the political
group of “reformers.” The document outlines how O’Reilly’s concept could
be transplanted into the Russian public administration. While it is not an offi-
cial governmental program or strategy, it is worth noting that the leading polit-
ical party “Edinad Rossia” (United Russia) has included GaaP into the program
for the November 9, 2018, united election day in a few regions. While the idea
is very new, it has already gained traction among the regional politicians and
will most probably continue its way into the federal policy-making.

As discussed in Sect. 3.2.2, “government as a platform” is going a step fur-
ther in comparison to e-Government, suggesting innovation in service delivery
by allowing third parties to re-think public services without the direct interven-
tion of authorities. The model for this is to provide application programming
interfaces (APIs) to citizens and businesses who can innovate on the formats of
service production and delivery. Hence, Gaal is “shifting services into new
digital formats that will allow governments to continually gather huge reser-
voirs of data on citizens’ everyday activities, interactions and transactions—data
that can then be mined, analyzed and used as insights to shape services—whilst
simultaneously encouraging citizens to become responsible participants in the
coproduction and provision of those digital services” (Williamson 2014). This
set of ideas can be found in the CSR “Gosudarstvo kak platforma” concept
paper (2018). The concept links to the Digital Economy of the Russian
Federation program 2018-2024 that focuses on enhanced adoption of digital
technologies in economic and social spheres (for more, see Lowry 2020).
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The justification of digital public administration is built around a number of
explicit and implicit problem statements. First, it mentions lack of trust in state
institutions. The lack of accountability and citizen control over public admin-
istration is regarded as a cause of inefficient bureaucracy. Corruption, mistakes,
and heavy administrative burden are expected to be alleviated by GaaP. Second,
lack of trustworthy data and ineffective, slow processes of data acquisition are
considered to make the state slow to respond to various challenges. Authorities
are presented as intermediaries between the citizens and their data who stall the
efficiency and speed of public service delivery. The lack of horizontal, interde-
partmental integration is seen as a further challenge. The resistance of the
incumbent public administration system leads to “digital feudalism,” meaning
that each public body develops its own digital systems and processes that are
not interoperable. The concept also criticizes the Multi-Function Centers and
a Unified Service Portal, which were introduced as a part of the Electronic
Government program, claiming that they were a tactical win that turned into a
strategic loss, since they preserve the existing inefficient system and block fur-
ther development and genuinely new ways of public administration.

The CSR document is interesting because it presents Gaal as a solution to
a number of problems in the current system of public administration. The con-
cept states that poor public service delivery is the reason for the lack of innova-
tion in Russian economy, while lack of reliable data and data analytics tools
leads to suboptimal decision-making. The basic assumption is that the global
competitiveness of a state is a direct consequence of the way the public admin-
istration is run, hence, introduction of GaaP is a way of ensuring Russia’s com-
petitiveness in the global arena.

However, even more revealing is the analysis of implicit problems through
the analysis of expected benefits. The two key characteristics of GaaP are
being human-oriented (celovekoorientivovannyy), yet human-independent
(¢elovekonezavisimyy). These are suggesting that the current system is not ori-
ented towards the citizen but rather towards the state and its offices, while all
the decisions are dependent on concrete public servants. The idea of auto-
mated, algorithmic, and big data-driven decision-making as fair, neutral, and
citizen-oriented, emerges throughout the document. “Intellectual agents”
(intellektual’nye agenty)—artificial intelligence (AI) driven decision-making
algorithms—are expected to be at the core of public service. Bureaucratic pro-
cess and personal responsibility in decision-making—both seen as problems of
the current system—would therefore be substituted by an algorithmic process
that eliminates personal contact. As a consequence, most of the public servants
will be IT professionals and machine-learning specialists.

What is different in the CSR concept compared to the models developed by
O’Reilly and other “visionaries” is the state-centric and hierarchical nature of
developing and governing the transition to Gaal. Unfolding of the architec-
ture, systems, and services is not simply curated by the state, but rather super-
vised. The state is the main developer and could involve third parties to develop
additional services if it considers this necessary. There is only a marginal role for
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the citizens who are re-conceptualized as users benefiting from the new
Gaal. Each citizen is expected to acquire a “digital twin”—a set of data—
already at birth and the amount of data constituting the digital representation
of every person will grow with the time. The citizens therefore will be “data-
fied” (Hintz et al. 2018). Yet, no systems for citizen participation in GaaP
development and maintenance are proposed. The concept lacks any instru-
ments of accountability or citizen audit (for more on government data, see
Chap. 22).

As a result, the problems outlined in the concept are not being addressed
through deliberation or other forms of democratic participation, but automa-
tion and Al are taking the place of digital democracy. The word “democracy”
(or its derivatives) does not emerge in the concept a single time. Focus on
technology rather than democratic process is emblematic: the technocratic nar-
rative of information technology as a source of increased efficiency for the state
has been a prevailing ideology of the ruling elite since 2012 when Medvedev’s
techno-political modernization agenda was curtailed.

3.4  REGIONAL AND LocAL DIMENSION OF E-(GOVERNMENT

The federal government has been the main driver of e-Government reforms
and the main changes have happened at the federal level. Yet, also at the
regional and local level, there have been various digital initiatives. Kabanov and
Sungurov (2016, 85) studied the uptake of e-Government in the Russian
regions. They argue that “the diffusion of e-Government itself was to a large
extent the result of a vertical influence of the federal government.” This is well
illustrated through examining different facets of e-Government. In case of
public procurement, the new procurement law (94-FZ) introduced at the fed-
eral level mandated the creation of transparent and available information access.
As a result, all regional governments created portals to implement the law, even
though almost a half have only done so to fulfill the formal requirements
(McHenry and Pryamonosov 2010). In the case of e-Government payments,
there has been no unified legal provisions on their installment, hence, signifi-
cant regional variation can be observed (McHenry and Borisov 2005). While
today all the regional governments have Internet presence, the functionality of
the websites differs considerably. Kabanov and Sungurov (2016) suggest that a
more mature e-Government in a given region is a combination of several fac-
tors, including bureaucracy effectiveness, technological advancement, invest-
ment in ICT, and relatively democratic political regime. Techno-optimistic
orientation of the regional governing elite, especially the governor, also seems
to be important, at least judging from the cases of Sakha Republic (Yakutia,
Ajsen Nikolaev), Moscow (Sergey Sobyanin), Belgorod oblast (Konstantin
Polezaev), and so on.

Similar dynamics can be observed at the local level. While we have not
observed relevant empirical studies in Russia, Johnson and Kolko (2010) com-
pared the nation-level and the city-level e-Government initiatives in Central
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Asia, concluding that local-level initiatives are more citizen-oriented and trans-
parent. This probably is related to the fact that at the local level, governments
are not mandated to develop electronic services or participation tools. A useful
illustration is provided by the analysis of civic technology platforms, meaning
digital platforms for citizen participation and engagement with the govern-
ment, conducted by one of the authors. Civic technology is usually realized as
an online or mobile application that allows citizen participation in urban man-
agement, planning and design through consultations, opinion polling, ratings,
requesting repair, complaints, participatory budgeting, and other similar
engagement forms. For the government, civic technology can perform several
functions, from creating a new communication channel to get instant input on
the bureaucratic performance and respond to the daily needs of the citizens
with improved services, to a scalable method for collecting and analyzing pop-
ular needs, preferences, ideas, and values. According to our estimation, about
half of the Russian regional capital deployed civic technology platforms over
the past five years (2014-2019).

3.5 CONCLUDING REMARKS

This chapter traced the development of e-Government in Russia from 2002 to
2020 through the lenses of public administration reform. During the first
period—2002-2009—an FTP “Electronic Russia” was launched in parallel
with a major administrative reform. While there has been an overlap between
the two, both reforms failed to implement the principles of New Public
Management (NPM) to an extent that would yield them success. The second
period—2010-2015—can be identified within the scope of the next FTP
“Information Society 2011-2020,” and particularly, its key project “Electronic
Government (2011-2015).” This project departed from an idea of
e-Government as a complement or partial substitute to the “real” government
and focused on the development of infrastructure for electronic public service
delivery. Finally, the third period—2016-present—started the development of
“government-as-a-platform” concept, that has so far not been implemented
but raised much interest among various actors, as well as provoked debates
regarding the future of data and digital infrastructures for its collection, pro-
cessing, and storage.

These developments were aimed at serving several goals. The first aim was
to improve the efficiency and decrease the cost of public administration, two
central ideas of the NPM agenda. The projects cannot be regarded as pure
“window-dressing,” as much of what has been achieved, in particular in the
area of electronic service delivery, has had a positive effect on citizen—state
interactions. In simple terms, for an average citizen in a non-conflictual situa-
tion, it has become more convenient, quick, and simple to communicate with
government authorities. The e-Government project also had a pronounced
political economy aspect as one of its goals has been to secure the country’s
competitiveness internationally, appearing as a more attractive location to both
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live and do business. Yet, the intentions did not match the reality and busi-
nesses noticed an increased administrative burden as a result of the innovations.
Eventually, while driven by “good intentions,” the discrepancy between the
plans and their implementation appeared large.

The review of the near two decades of digitalization of the public sector in
Russia, performed through three consecutive federal programs/concepts,
reveals an authentic style of conducting such reforms that can, at least partially,
explain the observed discrepancy. First of all, there is a highly pronounced
technocratism of planning and preparing the reform designs. Unlike in most
democratic countries, e-Government reforms were designed with the state,
rather than the citizen, at the center. Such unique style of the reforms can be
regarded beneficial only for vast infrastructure-building projects, when it is
important to enhance control over multifaceted implementation tasks in order
to ensure a more or less balanced development of all components of the digital
government infrastructure. Yet it seems that adhering to the same strategy at
the following reform stages may result in multiple drawbacks and would require
multiple corrections of the entire reform design.

Secondly, a significant level of centrality and directive management of the
reforms is the characteristic of Russian e-Government implementation. The
top-down approach was even embedded in the design of the reform. The ideas
emanated from the federal center and were further adopted by the regions.
There has been only limited opportunity for the subnational units to influence
the progression of e-Government reforms. The initial inflexible approach did
not propose cooptation strategies. Regions were given two options: to comply
with the proposed solutions or to develop their own. This resulted in the emer-
gence of two separate e-Government platforms—federal and regional.
Moreover, the municipal level of self-government has been completely disre-
garded in the initial plans.

Finally, we identify the resistance of the incumbent public administration
system (what is called “digital feudalism” in the CSR GaaP Strategy) and clash
of'ideas within the ruling elites with regard to the ways in which e-Government
should be implemented and what is its ultimate purpose. The former is deter-
mined by the natural lack of the initiative of existing bureaucracy to adhere to
the notion that digitization improved administration by reducing its size and
streamlining key policies. The idea of seamless government, coupled with the
reduced control over exclusive policy domains, does not sit well in the self-
determination of current public administration leaders. The latter can be
crudely reduced to the ideological disagreement between Medvedev, who
started planning for the Electronic Government, and Putin, under whose gov-
ernment it has mainly be implemented.

The transition to the GaaP model has further exposed the flaws of the tech-
nocratic approach, as the emphasis is made on functional and policy changes
and lesser on the transformation of infrastructure. The latter becomes necessar-
ily distributed and uncontrollable from the single center. This undermines the
entire top-down ideology of governance in Russia that critically modified the
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course of the 2003-2013 public administration reform and significantly
impacted the e-Government implementation at each development stage. The
prolonged inability to adapt to the new principle of distributed and delegated
governance over policy domains with blurred administrative boundaries will
destine the new reform to follow the footsteps of its precursors.
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CHAPTER 4

Russia’s Digital Economy Program: An Effective
Strategy for Digital Transformation?

Anna Lowry

4.1 INTRODUCTION

The impact of new technological innovations is all-pervasive today from alter-
ing consumer preferences in the direction of highly customized on-demand
products to changing the way companies create, market, and deliver goods and
services, in particular through increasing reliance on technology-enabled plat-
forms. Currently, digital technologies are changing the business model of com-
panies, especially in the banking and telecommunications sectors, while
increasing efficiency and revealing new market opportunities. Even traditional
industries increasingly employ methods for analyzing large volumes of data to
make effective management decisions. The Internet of Things improves the
quality of equipment operation, increases productivity of oil and gas fields, and
makes urban infrastructure more energy efficient. In the next decade, the fur-
ther development of such innovations as unmanned aerial vehicles (drones),
augmented reality, block chain, robotics, and artificial intelligence will open up
a wide range of opportunities for consumers, business, and governments
(Aptekman et al. 2017).

In Russia, the digital transformation of the economy is becoming one of the
main strategic directions of its development (Jakutin 2017). In his address to
the Federal Assembly in December 2016, President Putin set the task of pre-
paring a digital economy program. The President has repeatedly called atten-
tion to the challenges of Russia’s digital transformation, most notably in his
speech at the St. Petersburg Economic Forum in June 2017. This provided an
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impetus for the subsequent discussion of the digitalization strategy at various
discussion platforms in Russia. Within a month, almost all major Russian busi-
ness associations and scientific communities held meetings, seminars, and con-
ferences on digital issues. The public discussions became the basis of the
organizational work on the formation of a digital transformation strategy for
the Russian economy in the government’s program (for more on digital gov-
ernment, see Chap. 3). Approved by the Presidential Council for Strategic
Development and Priority Projects, the Digital Economy Program acquired
the status of an official government document already in July 2017. On July
28, 2017, Prime Minister Medvedev signed a governmental order approving
the program “Cifrovad e¢konomika Rossijskoj Federacii” (Digital Economy of
the Russian Federation).! Subsequently, national projects in 12 areas of strate-
gic development were established.? One of these is the national program
“Digital Economy of the Russian Federation,” approved by the Presidential
Council for Strategic Development and National Projects® on December 24,
2018 (Pasport 2018), and created on the basis of the Digital Economy
Program (2017).

4.2  PurTING “DIGITAL” IN PERSPECTIVE: THEORIES
OF TECHNOLOGICAL CHANGE

Despite the widespread use of the term “digital economy,” it remains a fuzzy
and contradictory concept. It is usually understood as all types of economic
activity based on digital technologies, including e-commerce, Internet services,
electronic banking, entertainment, and others. However, it is not clear where
the precise boundary between digital and “analog” economies is now
(Grammatchikov 2017). Additionally, economists note the contradiction in
the term itself, suggesting that in economics, all processes have long been
described, diagnosed, and projected using digits/numbers (Jakutin 2017, 32;
Ivanov and Malineckij 2017, 4).

Digital transformation of the economy occurs under the influence of inno-
vation waves (Aptekman et al. 2017, 21). The first wave of digital innovations,
starting from the 1960s, involved automation of existing technologies and
business processes. Starting from the mid-1990s, the rapid development of
Internet technologies, mobile communications, social networks, and the emer-
gence of smartphones have led to the widespread use of technology by end
consumers. In the broader scientific context, these innovation waves, or inter-
related radical breakthroughs, form a constellation of interdependent technol-
ogies defined as a technological revolution. Carlota Perez (2002, 2010) identifies
five such revolutions since the initial Industrial Revolution in England. Each
technological revolution is accompanied by a set of “best-practice” principles—
a techno-economic paradigm—which guides a vast reorganization of economic
and social institutions.



4 RUSSIA’S DIGITAL ECONOMY PROGRAM: AN EFFECTIVE STRATEGY... 55

In Russian literature, digital transformation is often associated with the tran-
sition to the sixth technological order, or tehnologiteskij uklad (Glaz’ev 1993,
2010). A technological order is defined as a complex of technologies character-
istic of a certain level of development of production. Each technological order
encompasses a closed cycle from the extraction of primary resources to all
stages of their processing to the production of products that meet the relevant
level of public consumption (Rodionov et al. 2017, 80). In this framework,
digital economy is understood as a form of economic organization of society,
resulting from scientific and technological progress, aimed at creating greater
value with the use of technology of the sixth technological order and enabling
its long-term sustainable development (Rodionov et al. 2017, 79). Digital
transformation is conceptualized as the material embodiment of nano- and bio-
technologies, artificial intelligence, the Internet of Things, robotics, and other
modern technologies based on electronic devices (Jakutin 2017, 28). With
regard to the Russian economy, its digital transformation is seen as part of a
broader task of economic modernization, moving away from its raw-materials
orientation.

4.3  Russia oN THE GLOBAL DIGITAL MARKET

There are a number of studies that seek to identify the leaders of the digital
economy and calculate its share in the gross domestic product (GDP) of differ-
ent countries. According to the latest McKinsey study (Aptekman et al. 2017),
Russia’s digital economy accounts for 3.9 percent of its GDP, compared to
10.9% in the United States (US), 10% in China, and 8.2% in the European
Union (EU, in 2015 prices). At the same time, digital transformation is one of
the main factors of economic growth in Russia as well as globally. From 2011
to 2015, the total volume of Russia’s digital economy increased by 59%, which
means that it is currently growing at a rate that is 9 times faster than the coun-
try’s GDP. Based on this considerable growth potential, the study suggests that
it is possible to triple the size of Russia’s digital economy by 2025 from the
current 3.2 to 9.6 trillion rubles, which would bring Russia to the level of
developed economies in terms of the relative share of digital economy in GDP
(8-10%).

To assess Russia’s relative position on the global digital market, it is possible
to use relevant international indices. The Networked Readiness Index, devel-
oped by the World Economic Forum, measures countries’ preparedness to reap
the benefits of emerging technologies and to capitalize on the opportunities
presented by the digital revolution (Baller et al. 2016). It is made up of four
main categories—environment (political /regulatory and business/innova-
tion), readiness (measured by information and communication technologies
(ICT) affordability, skills, and infrastructure), usage (individual, business, and
government), and impact (economic and social). Russia ranks 41st in the
Networked Readiness Index 2016, far behind the leading countries such as
Singapore, Finland, Sweden, Norway, the United States, the Netherlands,
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Switzerland, the United Kingdom, Luxembourg, and Japan. Russia’s relatively
weak position in the ranking can be attributed to the gaps in the regulatory
framework for the digital economy and the insufficiently favorable environ-
ment for innovation and doing business, and consequently, low ICT business
usage (Programma 2017, 8).

Another relevant index is the International Digital Economy and Society
Index (I-DESI) developed by the European Commission to measure the digi-
tal economy performance of EU28 Member States and the EU as a whole
compared to 17 other countries (Wiseman et al. 2018). It is a composite
index that comprises 5 dimensions: connectivity, digital skills, citizen use of
Internet, business technology integration, and digital public services. Based
on this index, Russia lags behind the EU average but is still ahead of China,
Chile, Mexico, Turkey, and Brazil (Wiseman et al. 2018, 14). Russia ranked
above the EU average in terms of human capital (digital skills) but fell behind
in the other 4 dimensions. It received the lowest rating among the 45 coun-
tries in the study in terms of overall connectivity and was ranked below the

EU bottom 4 in terms of business technology integration (for more, see
Chap. 13).

4.4  AnALYSIS OF THE DiGITaL EcCONOMY PROGRAM:
DEFINITIONS, GOALS, AND INDICATORS

This section provides an analysis of the program’s content in terms of'its defini-
tions, goals, and indicators. It focuses on the 2017 state program as a concep-
tual document laying the framework for the subsequent national program
(2018), which is more target oriented. The analysis also shows how the broadly
formulated goals of the original program have been redefined and fine-tuned
in the 2018 national program with more concrete tasks, indicators, and mecha-
nisms of implementation.

4.4.1  Definition of the Digital Economy

The state program defines digital economy as “an economic activity, in which
the key factor of production is data in the digital form” (Programma 2017,
4-5). In classic economic theory, labor, capital, and raw materials are consid-
ered the main factors of production. In the context of innovative economy,
technology and knowledge also play a key role in production. However, it is
not clear why data in digital form should be considered the main factor of pro-
duction (Ivanov and Malineckij 2017, 6). The authors of the program provide
the following explanation: “Currently data become a new asset, mainly due to
their alternative value, that is, as data are used for new purposes and realization
of new ideas” (Programma 2017, 5). At the same time, the program does not
specify these new purposes. A related criticism is that “data in the digital form”
do not define the essence of today’s digital economy since data have always
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been used to describe and evaluate economic activity (Jakutin 2017, 32). A
simpler and more straightforward definition of the digital economy would have
been as an economy based on digital technologies. Consequently, strategic
management of the digitalization processes of the Russian economy would
entail, first, the management of the development of digital technologies and,
second, the management of the processes of their deployment in the economic
sphere (Jakutin 2017, 36).

4.4.2  Goals of the Programs

The 2017 program outlines its three main goals as follows. The first goal is
“creation of the ecosystem of the digital economy of the Russian Federation,”
which ensures effective interaction between business, scientific and educational
community, the state, and Russian citizens. This goal is weakly formulated and
can hardly claim the status of a long-term target of government activities on
digitalization. The “Strategy for the Development of the Information Society
in the Russian Federation for 2017-2030” defines the “ecosystem of the digital
economy” as “a partnership of organizations ensuring the continuous interac-
tion of their technological platforms, applied Internet services, analytical sys-
tems, information systems of public authorities of the Russian Federation,
organizations and citizens” (Strategid 2017, 5). Thus, the creation of the eco-
system of the digital economy entails the creation of “a partnership of organi-
zations.” However, a partnership is not the main element of the digital economy
(Jakutin 2017, 41). Regardless of whether enterprises-owners of digital tech-
nologies, Internet portals, and servers form or do not form a partnership, the
economy does not cease to be digital.

The second goal is defined as “the creation of necessary and sufficient insti-
tutional and infrastructural conditions, the removal of existing obstacles and
restrictions for the creation and (or) development of high-tech businesses and
the prevention of the emergence of new obstacles and restrictions both in tra-
ditional industries and in new industries and high-tech markets” (Programma
2017, 2). This goal is too big and too compressed in its content. It can be
subdivided into two separate strategic objectives: the formation of the institu-
tional environment of Russia’s digital economy and the creation of its
infrastructure.

The third goal is increasing competitiveness of Russian industries and the
economy as a whole on the global market. However, this goal cannot be con-
sidered one of the directions of digitalization. Competitiveness is itself a result
of the development of the digital economy. While improving competitiveness
is a necessary task, it requires an active and diverse economic policy. The pro-
gram lacks such a policy (Jakutin 2017, 45).

The national program “Digital Economy of the Russian Federation” (2018),
developed on the basis of the 2017 program, redefines the goals as follows.
The first goal is a three-fold increase in domestic spending on the development
of the digital economy from all sources (by share in GDP) compared to 2017.



58 A.LOWRY

The second goal is “creating a sustainable and secure information and telecom-
munications infrastructure for high-speed transmission, processing and storage
of large amounts of data that is accessible to all organizations and households.”
The third goal is the use of predominantly domestic software by government
agencies, local governments, and organizations. Thus, compared to the earlier
program, the national digital economy program has more concrete goals.
Consequently, the indicators have also been redefined accordingly. They are
shown in Table 4.1.

The redefined and more concrete goals, with corresponding indicators, of
the subsequent national program (2018) are a significant improvement on the
original version of the program. In this regard, the shift from a very broadly
formulated goal of creating the ecosystem of the digital economy to the more
concrete objective of increasing domestic expenditures on the development of
the digital economy, with fine-tuning of the necessary methodology, should be
noted. Compared to the earlier version, the use of domestic software by gov-
ernment agencies is elevated to one of the main goals of the program. In the
2017 program, these measures were addressed under the rubric of information
security with corresponding indicators for decreasing the share of foreign ICT
equipment and software in the purchases of federal and regional government
authorities and state-owned enterprises (SOEs). The new program uses differ-
ent indicators for government bodies and SOEs but focuses exclusively on soft-
ware, omitting ICT equipment. In sum, the program has been revised so that

Table 4.1 Main indicators of the national program “Digital Economy of the Russian
Federation” (2018)

No. Program indicators 2018 2019 2020 2021 2022 2023 2024

1.1 Domestic spending on the developmentof 1.9 22 25 30 3.6 43 5.1
the digital economy by share in GDP (%)

2.1 Share of households with broadband access 75 79 84 89 92 95 97
to the Internet (%)

2.2 Share of socially significant infrastructure 34.1 452 56.3 67.5 83.7 919 100
objects with broadband access to the
Internet (%)

2.3 Availability of data processing centers in 2 3 4 5 6 7 8
federal districts (quantity)
2.4 Russia’s share in the world volume of - - 15 2 3 4 5

storage and data processing services (%)

2.5 Average downtime of public information 65 48 24 18 12 6 1
systems as a result of cyberattacks (hours)

3.1 Cost share of domestic software purchased  >50 >60 >70 >75 >80 >85 >90
and (or) rented by federal, regional, and
other government authorities, %

3.2 Cost share of domestic software purchased  >40 >45 >50 >55 >60 >65 370
and (or) rented by state corporations and
companies with state participation, %

Pasport (2018)
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there is a better fit between the goals, specific measures to be implemented, and
target indicators. However, much of the original criticism regarding the lack of
measures for streamlining the production of domestic ICT equipment remains
valid. Similarly, there are no indications in the program that it is aimed at
addressing import dependence in the component base of hardware or creating
mechanisms to overcome the rigid sanctions regime applied to Russian high-
tech companies (Jakutin 2017, 37).

4.4.3  Levels of the Digital Economy

According to the program, the digital economy comprises three levels: markets
and industries, where the interaction of specific subjects (suppliers and con-
sumers of goods and services) takes place; platforms and technologies, where
competencies for the development of markets and industries are formed; and
environment that creates the conditions for the development of platforms and
technologies and effective interaction of market actors and covers regulations,
information infrastructure, personnel, and information security. The program
focuses on “the two lower levels of the digital economy,” and specifically, the
development of key institutions that create the conditions for the development
of the digital economy (regulations, personnel and education, the formation of
research and technological competencies) and basic infrastructural elements of
the digital economy (information infrastructure and information security)
(Programma 2017, 2-3).

The levels of the digital economy identified in the program do not corre-
spond to the traditional micro-, meso-, and macro-levels established in eco-
nomic theory (Jakutin 2017, 45). The first, “upper” level, according to the
program, “markets and industries,” entails the interaction of specific subjects
(suppliers and consumers of goods and services). In other words, it is the level
of'an enterprise or the micro-level. Referring to the micro-level as the “upper”
level of the digital economy, the program puts established economic theory on
its head. The two “lower” levels, according to the program, are platforms and
technologies, and “the environment.”

The program states that it “focuses on the two lower levels of the digital
economy” but in practice restricts itself to just one level, “the environment,”
broken into two components—institutions and infrastructure (Programma
2017, 2-3). The program thus sees the basic directions of creating the digital
economy as the development of various institutions and infrastructure. Omitted
in this statement of objectives is the digital economy itself, or to use the pro-
gram’s terminology, the entire second level—digital platforms and technolo-
gies. This omission is remarkable considering that the digital platform is
generally recognized as the building block of the digital economy. It is defined
as the system of algorithmic relationships of a significant number of market
participants, united by a single information environment, which reduces trans-
action costs due to the use of a package of digital technologies and changes in
the division of labor (Jakutin 2017, 47). The digital platform, thus, can
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rightfully claim the status of the main “level” of the digital economy, without
any reservations about the second, third or lower levels.

4.4.4  Cross-Cutting Technologies

The program provides support for the development of “cross-cutting” tech-
nologies but does not offer a definition of this term. Nine technologies fall
within the scope of the program, specifically, big data, neurotechnology and
artificial intelligence, distributed registry systems, quantum technologies, new
production technologies, industrial Internet, components of robotics and sen-
sorics, wireless technology, and virtual and augmented reality technology
(Programma 2017, 3). The list of technologies will be updated as new tech-
nologies emerge and develop. The program will also be supplemented with
relevant sections and road maps in the process of the implementation of specific
measures in the field of health, creation of “smart cities,” and public
administration.

In the words of former Minister of Telecom and Mass Communications,
Nikolaj Nikiforov, who presented the program at a meeting of the Council on
Strategic Development and Priority Projects, cross-cutting technologies is
“when a digital technology is developed once and can be used many times in
various industries” (Zasedanie 2017). However, the program does not specify
an economic mechanism that makes these technologies “cross-cutting.” If the
technology was “once” developed by someone, what is the mechanism that
will allow this technology to “get away” from its owner and find its “cross-
cutting” application “in various industries”? Jakutin (2017, 50) raises a num-
ber of valid questions in this regard: Who will pay for it? Who will ensure its
distribution? What about copyright and intellectual property rights? The state
program does not provide any answers to these questions. The choice of the
nine “cross-cutting” technologies listed in the program is likewise arbitrary.
According to Sneps-Sneppe et al. (2018, 38), the nine cross-cutting technolo-
gies identified in the program represent a random collection of modern tech-
nologies, and hardly the most important ones. Furthermore, it is difficult to
notice the manifestation of these technologies in the program.

Compared to the original version of the program, the revised national pro-
gram (2018) represents an improvement in terms of introducing a number of
concrete measures for the development of “cross-cutting” technologies, which
are incorporated into the new federal project “Digital technologies.” These
measures are aimed at achieving the goal of the national program to increase
domestic expenditures on the digital economy and include (1) the creation of
“cross-cutting” digital technologies predominantly on the basis of domestic
research and development (R&D) and (2) the creation of an integrated system
of financing projects for the development and implementation of digital tech-
nologies and platform solutions, including venture financing and other devel-
opment institutions. The first objective encompasses a range of policies such as
designing road maps for the development of promising cross-cutting digital



4 RUSSIA’S DIGITAL ECONOMY PROGRAM: AN EFFECTIVE STRATEGY... 61

technologies, creation of digital platforms for conducting R&D in these tech-
nologies, support of Russian high-tech companies, which develop products,
services and platform solutions on the basis of cross-cutting technologies for
the digital transformation of priority industries, and forming demand for
Russian digital technologies, products and platform solutions, in part by
launching digital transformation of state corporations and companies with state
participation.

4.5 Russia’s DigitaL EcoNnomMy PROGRAM:
MANAGEMENT SYSTEM

The program’s management system can be characterized as flexible, with mul-
tiple centers of decision-making (Sneps-Sneppe et al. 2018; Ivanov and
Malineckij 2017). In governance studies, a system with multiple semi-
autonomous decision centers operating under an overarching set of rules is
defined as polycentricity (Aligica and Tarko 2012; Carlisle and Gruby 2017).
Despite the number of advantages ascribed to polycentric governance systems,
including suitability for managing complex areas such as science, the concept
of polycentricity has not been systematically applied in the study of innovation
systems or science governance. This is somewhat surprising considering that
the literature on science governance in Russia has framed the issue in terms of
decentralization. At the same time, this literature acknowledges that the virtues
of a decentralized science system are far from obvious in Russia or elsewhere
since “[t]he best science is unapologetically elitist” (Graham and Dezhina
2008, vii). This section will briefly review these debates on the organization
and support of science in Russia in the context of the Digital Economy
Program. The objective is to assess the extent to which its management system
resembles or differs from a polycentric structure by exploring its main attri-
butes. These are: (1) the multiplicity of decision centers; (2) an overarching
system of rules; and (3) a spontaneous order created by evolutionary competi-
tion between the various decision centers’ ideas (Aligica and Tarko 2012, 254).

4.5.1  Multiple Decision Centers

The most striking aspect of the program’s management system is the multiplic-
ity of decision centers and the range of participants involved in the program’s
development and implementation. The governmental commission for the use
of information technologies to improve the quality of life and the conditions of
doing business is responsible for the overall control over the implementation of
the Digital Economy Program (Postanovlenie 2017). Its Sub-Commission for
digital economy is in charge of reviewing action plans and monitoring their
implementation, approving methodological recommendations and regulations
as well as resolving disagreements between participants and reviewing contra-
dictions in draft laws. Relevant ministries oversee their own areas.* The Ministry
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of Digital Development, Communications and Mass Media of the Russian
Federation oversees the formation of research and technological competen-
cies,” information infrastructure, and security while the Ministry of Economic
Development administers regulatory, personnel, and educational policy. 1.8
trillion rubles will be spent in 2019-2024 on the implementation of the
national program for the development of the digital economy. More than 1
trillion of these funds will be allocated from the federal budget (Pasport
2018, 75).6

The Analytical Center for the Government of the Russian Federation acts as
the project management office for the implementation of the Digital Economy
Program. It provides organizational and methodological support for the imple-
mentation of the program, including the preparation of guidelines for the
development of action plans and reports on their implementation. The Center
also provides information and analytical support for the activities of the Sub-
Commission and ensures the operation of a system of electronic interaction of
the program’s participants.

An autonomous non-profit organization (ANO) Digital Economy coordi-
nates the participation of expert and business community in the implementa-
tion, development, and evaluation of the program’s effectiveness. Created by
Russian high-tech companies (Yandex, Mail.Ru Group, Rambler & Co, Rostec,
Rosatom, Sberbank, Rostelecom, the Skolkovo Foundation, the Agency for
Strategic Initiatives, and others), the organization functions as a platform for
state-business dialogue. It forms and coordinates the activities of working
groups and competence centers for the program’s areas and evaluates the over-
all implementation of the program. In addition to ensuring the interaction
with business and scientific community, its functions include support of digital
technology start-ups and small/medium-sized enterprises (SME) as well as
foresight and digital development forecasts.

Working groups prepare proposals for action plans and participate in evalu-
ating the effectiveness of their implementation. Competence centers are
responsible for the preparation and implementation of action plans. The ANO
Digital Economy initially comprised working groups and competence centers
in the following five areas: information infrastructure; formation of research
and technological competencies; personnel and education; regulation; and
information security. State corporations Rosatom and Rostech served as com-
petence centers for the formation of research and technological competencies
while Russian Venture Company headed the working group in this area.
Russia’s state nuclear corporation, Rosatom, oversaw the development of new
production technologies, big data, virtual and augmented reality technologies,
and quantum technologies. State corporation Rostec, which promotes the
development, production and export of high-technology industrial products
for civil and defense sectors, was responsible for the development of neurotech-
nology and artificial intelligence, industrial Internet, robotics and sensor com-
ponents, wireless technology, and distributed registry systems (Sistema 2017).
The competence centers and leaders of working groups for the other four areas
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were the Skolkovo Foundation/MTS (regulation), the Agency for Strategic
Initiatives /1C Company (personnel), Rostelecom/MegaFon (infrastructure),
and Sberbank/InfoWatch (security).

4.5.2 A Single System of Rules

The Russian government has made consistent efforts to develop an overarch-
ing set of rules governing the dissemination and use of information technolo-
gies in different spheres and to coordinate the various digitalization programs
and initiatives within a comprehensive system of strategic planning. Thus, the
Digital Economy Program is closely linked to the documents already in force
on the strategic development of the Russian economy (Programma 2017, 4).
It complements the goals and objectives of the National Technology Initiative
and the adopted strategic planning documents, specifically the Forecast of
Scientific and Technological Development of the Russian Federation for the
Period until 2030, the Strategy for the Scientific and Technological
Development of the Russian Federation (2016), the Strategy for the
Development of the Information Society in the Russian Federation for
2017-2030, the priority project “Improving the organization of medical care
through the introduction of information technologies” (2016), and other doc-
uments, including those of the Eurasian Economic Union. The adopted strate-
gic planning documents provide for measures aimed at stimulating the
development of digital technologies and their use in various sectors of the
economy. For example, the adopted socio-economic development forecast of
the Russian Federation envisions the active dissemination and widespread use
of information technologies in the socio-economic sphere, public administra-
tion, and business (for more, see Chap. 3).

The Strategy for the Development of the Information Society in the Russian
Federation for 2017-2030 is the closest strategic document to the Digital
Economy Program in terms of content, with the goals of the Strategy being
closely related to the program (Programma 2017, 4). Based on the Strategy,
the program also takes into account its founding acts and legislative frame-
work. These include the Federal Law No. 172-FZ “O strategiceskom planirova-
nii v Rossijskoj Federacis” (On Strategic Planning in the Russian Federation,
2014), “Strategida nacional’noj bezopasnosti Rossijskoj Federacii” (National
Security Strategy of the Russian Federation, 2015), “ Doktrina informacionnoj
bezopasnosti Rossijskof Federacii” (Information Security Doctrine of the Russian
Federation, 2016) as well as related legal acts that determine the direction of
the application of ICTs in Russia (Jakutin 2017, 30-31).

4.5.3 A Spontaneous Ovder?

Despite the existence of multiple decision-making centers and an evolving
overarching system of rules governing digitalization—key attributes of poly-
centric governance—the nature of the order generated by this system is
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ambiguous and remains a subject of controversy. At the heart of this contro-
versy is the question of whether the program’s management system represents
a move toward a more effective decentralized system of science governance or
a step toward further bureaucratization of science. Theoretically, this question
revolves around the nature of entry into the system—ifree, meritocratic, or
spontaneous (Aligica and Tarko 2012, 254). Practically, the respective debate
in Russia has centered on the role of the Russian Academy of Sciences (RAS)
in overseeing digitalization.

The critics of the Digital Economy Program have been quick to note the
absence of scientific organizations in its management system. They emphasize
that the RAS, the main scientific organization responsible for determining
research areas, including in the field of ICT, is not included in the management
and implementation of the program. The absence of scientific organizations in
the program’s management system is seen as evidence of an established post-
Soviet trend of technological development without the involvement of domes-
tic scientific community (Ivanov and Malineckij 2017). The criticism goes
further by suggesting that the program’s flexible management system with
multiple centers of decision making is ill suited for governing science in Russia.
According to Ivanov and Malineckij (2017, 11), such an approach has been
tried before and proven ineffective in managing Russia’s scientific and techno-
logical complex. It leads to the growth of the bureaucratic apparatus and
increases its costs while reducing the quality of policy.

An alternative view suggests that the absence of the RAS in the govern-
ment’s digital economy programs and initiatives is not coincidental, and that
the Academy has traditionally been dismissive of Information Technologies
(IT) professionals. As a result, information technologies were “pushed out”
from the RAS. Currently, only a few IT sectors are represented in the RAS such
as supercomputer computing and onboard software. According to Gorbunov-
Posadov (2018), the academy cannot keep up with the pace of development of
the IT industry, which puts its capacity to function as a universal body of
national scientific expertise into question.

These opposing views were reflected in the controversial RAS reform and its
public perception. The reform, launched in 2013, originally envisaged the dis-
solution of the RAS, which caused a negative reaction in scientific circles and
led to a wave of protests across Russia. Without going into the details of the
reform process, it suffices to note that significant changes in the management
system of Russian science were made in 2018. The Ministry of Science and
Higher Education of the Russian Federation was established in May 2018, with
all institutes of the RAS subsequently falling under its jurisdiction. Amendments
to the Law on Science and the Law on the RAS redefined and strengthened the
role of the academy in the management system of Russian science. Specifically,
the changes reaffirmed a key role of the RAS in the design and implementation
of Russia’s scientific and technological development strategy (Mehanik 2019).

Pursuant to the Decree of the Government of the Russian Federation No.
16 of January 17, 2018, the Ministry of Science and Higher Education formed
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Councils in seven priority areas of scientific and technological development of
the Russian Federation (IMEMO 2019). The first priority area and the name
of the corresponding Council is “transition to digital, intelligent production
technologies, robotic systems, new materials and methods of design, creation
of big data processing systems, machine learning and artificial intelligence.” Its
functions include formulating and monitoring of scientific and technological
programs and projects in this area as well as providing expert and analytical
support for the implementation of Russia’s scientific and technological devel-
opment priorities. Among the members of the Council are academicians, rep-
resentatives of leading research centers and universities, big business, federal
executive bodies, and state corporations (RAS 2018).

Thus, the Council oversees digitalization within the framework of the
Strategy for the Scientific and Technological Development of the Russian
Federation but is far from the only institution responsible for the formation of
Russia’s digital economy. Other programs and initiatives in this area include
the Digital Economy Program and the National Technology Initiative, with
their own teams and management systems. Additionally, most ministries have
their own digitalization programs. Whereas critics insist that the duplication of
functions and incontinency between various programs within this framework is
a result of a poorly coordinated system of management (Chujkov 2019), it
could also be argued that it is a result of a delicate compromise between the
government, the RAS, and other stakeholders. Even though the role of the
Academy has been strengthened, the existence of multiple decision-making
centers prevents the monopolization of scientific expertise and allows competi-
tion between different ideas to take place. Thus, the polycentric structure of
the Digital Economy Program’s management system is amplified on a broader
scale of Russia’s digital economy governance where this program coexists with
other digitalization initiatives.

4.6 CRITICISM OF THE PROGRAM AND WEAKNESSES
OF THE GOVERNMENT’S DIGITALIZATION STRATEGY

4.6.1 Imitation and Copying of Western Models

In the post-Soviet economy, the practice of borrowing ideas and approaches
from foreign programs has become widespread. According to Ivanov and
Malineckij (2017, 4), the Digital Economy Program, which is based on the
recommendations of the World Economic Forum, was no exception. This
copying of Western models inevitably affects the content and quality of the
program. The emphasis is not on essential, critical matters but on external
issues such as places in the ratings and keeping up with technological trends.
Furthermore, the program does not proceed from the ability to produce new
types of products but from the interests of a “qualified consumer.” In the
broader sense, the common criticism of the program is that it does not deal
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with the economy as such or, more precisely, changing the technological base,
which would lead to socio-economic transformations. The program focuses
predominantly on the development of key institutions and infrastructure of the
digital economy while “practically nothing is said about production, distribu-
tion or consumption” (Ivanov and Malineckij 2017, 4). As Loginov (2017)
notes, “a lot and even too much is said about the ‘digital” and practically noth-
ing about the ‘economy.”” The program does not provide a clear answer as to
how the “digital” would fit into the economy.

The fallacy of the catch-up logic of the program is highlighted by the gov-
ernment’s expert council in their conclusion on the program’s first draft. The
goal of the program, according to the expert council, was not to advance
Russia’s development but rather to raise the digitalization level of its economy
to the current level of developed countries by 2025. This means that by that
time Russia will need a new program for the development of the digital econ-
omy, since one of the fundamental characteristics of the ICT sphere is the rapid
introduction of new technologies, the emergence of which cannot be foreseen
today (Demidov 2017).

4.6.2  Emphasis on Sevvices to the Detviment of Production

Since the program is implicitly aimed at raising the digitalization level of the
Russian economy to that of developed countries, it makes sense to briefly
examine the industries and services that comprise the high-tech sector in devel-
oped economies. The US statistics, for example, distinguishes five high-tech
manufacturing industries—pharmaceutical industry, semiconductor manufac-
turing, production of scientific and measuring equipment, production of com-
munication equipment, and aerospace industry. The foundation of all these
industries is electronics (Ivanov and Malineckij 2017, 8). There are also five
service industries that comprise the high-tech sector of the US economy—
business, financial, and communication services, education, and healthcare.
Looking at the Digital Economy Program from this perspective, it is possible
to conclude that it is focused on service industries while neglecting the high-
tech manufacturing sector, the development of which is blocked in Russia.
One of the main criticisms of the program is that it does not provide mea-
sures for the development of Russian clectronic components and systems ( éle-
mentnad komponentnai baza). At the same time, many of the program’s
objectives require the development of electronic components (Loginov 2017).
Specifically, the digital transformation of industry, or Industry 4.0, cannot
occur without a national technological base, including the industry of domestic
micromechanics and nanoelectronics (Sitnikov 2017). Micro-Electro
Mechanical Systems (MEMS) top the list of technologies necessary for the
development of Industry 4.0. In Russia, these technologies are developed
within the framework of Rusnano’s programs.” Critics consider them ineftec-
tive, lamenting that Russia still has “ancient” technological competencies at the
level of classical mechanics and limited laser processing capabilities. That is, it
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is capable of producing parts with an accuracy of 0.1 mm on its equipment
whereas the standard for global leaders in this field is 0.0001 mm.

One possible initiative in this regard could be the creation of a national 5G
network based on Russian equipment (Loginov 2017). However, the pro-
gram’s activities in this field are limited to “assessing the capabilities” of the
domestic industry to produce telecommunications equipment. As Loginov
(2017) accurately points out, the domestic capabilities of building 4G net-
works were already assessed in 2011, but as a result, the networks were mod-
ernized using Chinese equipment. The program includes a number of target
indicators for the development of domestic telecommunications industry, spe-
cifically increasing the share of domestic products in the purchases of software
by federal and regional executive bodies and state-owned companies. However,
in the absence of concrete measures for the revival of Russian telecommunica-
tions industry, it is unlikely that the program will meet these targets (Sneps-
Sneppe et al. 2018, 39).

4.6.3  Preservation of Technological Dependence

Most of the communications equipment and software in Russia is of foreign
origin. Russia is critically dependent on the import of I'T equipment (from 80%
to 100% for various categories) and software (about 75%) (Aptekman ct al.
2017,43). In 2016, the volume of sales of smartphones in Russia amounted to
about 30 million units; the sales of personal computers—about 5 million units.
The share of products of Russian manufacturers, which are built almost com-
pletely on the basis of foreign components, is miniscule in these volumes, just
a few percent (Betelin 2017, 24). As another example, the networks of
Rostelecom, Russia’s largest provider of digital services, have until recently
been the arena of struggle between two American companies—Cisco Systems
and Juniper Networks (Sneps-Sneppe et al. 2018, 37). Rostelecom’s main
project is a high-speed internet protocol (IP) network built entirely with the
products developed by Juniper Networks.

The preservation of technological dependence runs counter to the Strategy
of National Security and the Strategy for the Scientific and Technological
Development of the Russian Federation (Ivanov and Malineckij 2017, 7). The
critical dependence on imported components carries serious risks for the
national security. It also blocks the development of many sectors of the domes-
tic industry. The existing experience of using borrowed solutions in microelec-
tronics indicates that Russian enterprises have access to technology and
technical solutions with a lag of two or more generations, and the amount of
payments for their use ranges from 30% to 80% of development costs and up to
50% in mass production (Betelin 2017, 23). This is one of the main reasons
why the semiconductor industry in Russia is not significant in economic or
social terms. There is a risk that the implementation of the Digital Economy
Program and the related National Technology Initiative will not lead to Russia
gaining any significant share of the new global high-tech markets. Without
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developing domestic electronics industry, the transition to the digital economy
can be considered only in the context of purchases of electronic equipment
abroad, including for defense and security. This would require addressing an
additional problem of “non-declared capabilities” or the detection of hidden
functions of the supplied equipment, permitting unauthorized control (Ivanov
and Malineckij 2017, 8).

4.6.4  Lack of Scientific Support

One of the criticisms of the program’s management system is the absence of
scientific organizations (Ivanov and Malineckij 2017, 11). With regard specifi-
cally to the ICT infrastructure, Sneps-Sneppe et al. (2018, 41) note that
Russian scientific research institutes, industrial science, and professional scien-
tists are not involved in addressing systemic issues of infrastructure develop-
ment and the preparation of relevant conceptual documents. The lack of
scientific support adversely affects the quality of the program, which does not
provide sufficient justification for the key role of the digital economy in ensur-
ing Russia’s economic leadership.

Available studies suggest that the products of the leaders of the global mar-
kets of semiconductors, electronic products, and software, such as INTEL,
AMD, IBM, and Microsoft currently form the basis for the development of the
digital economy (Betelin 2017, 24). In these conditions, the main risks and
challenges for the formation of Russia’s digital economy stem from the lack of
similar companies in Russia that carry proportionate economic and social
weight. While the program envisions the creation of ten large high-tech com-
panies by 2024, it lacks actual measures for stimulating domestic electronics
industry and relies on modernization of the communications network based on
imported equipment. Such modernization efforts are likely to result in the
reduction of the size of the digital economy in Russia rather than its growth
(Loginov 2017).

Even though the Strategy for the Scientific and Technological Development
of the Russian Federation (2016) defines the key role of Russian fundamental
science in ensuring the country’s readiness for grand challenges and timely
assessment of the risks associated with scientific and technological develop-
ment, in practice the program relies on the use of foreign scientific results and
technologies (Strategija 2016; Ivanov and Malineckij 2017, 12). One of the
stated objectives of the program is the creation of a support system for explor-
atory and applied research on the digital economy, which is supposed to ensure
technological independence of each of the globally competitive cross-cutting
technologies (Programma 2017, 11). However, relevant activities do not
include basic (fundamental) research. Thus, the criticism of such an approach
is that it cannot in principle ensure technological independence in ICT because
new technologies can be created only on the basis of systematic results of
exploratory and fundamental research (Ivanov and Malineckij 2017, 12).
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4.6.5  Lack of Reliable ICT Infrastructure

A number of studies note that the ICT infrastructure is relatively well devel-
oped in Russia, with digital services available for the majority of the country’s
population (Aptekman et al. 2017, 36). On this basis, some analysts even point
out that it is “completely unnecessary” for the government “to try to control
or stimulate this process” (Loginov 2017). This view suggests that Russian
telecom companies are able to deal with the infrastructural issues on their own,
at the level of their commercial needs.

Sneps-Sneppe et al. (2018) offer an alternative point of view from the per-
spective of telecom professionals. The basis of information and communication
infrastructure, the information space of any country, is the next-generation
network (NGN), which provides a user with universal broadband access to an
unlimited range of ICT services. Has such an infrastructure been developed in
Russia, and who is building it? The construction of next-generation networks
in Russia has been carried out by private capital to make a profit from providing
access to the Internet and related services. This is done without taking into
account the task of creating the foundation of the country’s digital infrastruc-
ture—a single telecommunications network of the Russian Federation, as
required by the current law “O spdzi” (On Communications) and the interests
of the state and society. The result, according to the authors, is the uncertainty
of the architecture, location, and connectivity of the traffic exchange nodes of
the composite network and the inability to manage it even in emergency situa-
tions. This “conglomerate of private fragments of the global Internet” cannot
be used as an infrastructure for the networks that require high reliability and
security of information exchange, which relates to the objectives of the Digital
Economy Program (Sneps-Sneppe et al. 2018, 40—41). The ICT infrastructure
cannot be developed solely on the commercial basis. It has to meet the needs
of the state, governance, and national security, in addition to being an increas-
ingly important factor in improving the quality of life of the citizens.

Examining the Digital Economy Program from this perspective, it is possi-
ble to make the following observations. First, despite the emphasis on the
infrastructure development in the program and the key role of Rostelecom in
this area, the main efforts are aimed at the provision of new ICT services. The
program’s activities do not include the development of technical means (Sneps-
Sneppe et al. 2018, 40). The program is oriented toward the spread of the
Internet and higher-level tasks such as satellite communications and 5G net-
work without addressing the prior issue of the lack of a unified telecommunica-
tion network. Second, the risks associated with the ongoing modernization of
private networks on the basis of next-generation technologies such as Software-
Defined Networking (SDN), Network Function Virtualization (NFV), and 5G
are not adequately addressed in the program. Third, the program focuses on
the Internet, or regulation of IP packets, whereas the existing law “On
Communications” is still oriented toward traditional networks and communi-
cation services. The actual meaning of such basic terms of the law as “federal
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communications,” “a single (edinad) telecommunication network,” and “a
public telecommunications network” has changed dramatically. To date, this
has not been reflected in the legal framework and mechanisms for regulating
the development of the domestic telecommunications sector (Sneps-Sneppe
et al. 2018, 40). Despite the long list of measures in the program aimed at
improving legal regulation of the digital economy, these specific problems of
the current legal framework are not addressed.

4.7  CONCLUSION

The state program “Digital Economy of the Russian Federation” can be seen
as the government’s latest attempt to approach the task of Russia’s moderniza-
tion in new technological conditions. For Russia to fully harness the economic
and social benefits of the digital revolution, digital technologies have to become
the key factor in the modernization of Russian industries as well as the creation
of completely new industries and markets, which requires a targeted and sys-
temic state support based on a clear and coherent strategy. In this regard, the
Digital Economy Program is an important milestone representing the Russian
government’s concerted effort to envision the medium-term future of the digi-
tal economy in Russia and draft a comprehensive strategy in this area, even as
it falls short in terms of its potential transformative effect on Russian industry.

Given the current state of development of domestic ICT equipment and
software, the digitalization of Russian economy deserves the status of a strate-
gic task. Such a strategic orientation, especially in the broader context of a shift
from the management of hydrocarbon exports to technology governance, is
extremely important. At the same time, the experience of post-Soviet develop-
ment shows that the main problem lies not in ideas but in their implementa-
tion. One of the main reasons past economic initiatives were not successful is
that they were made without sufficient scientific assessment based on very gen-
eral considerations (Ivanov and Malineckij 2017, 3). As the analysis shows,
some of the same mistakes are repeated in the case of the Digital Economy
Program.

Even though the program’s management system with its multiple decision
centers and an evolving overarching system of rules governing digitalization
resembles a polycentric structure, which in theory is suitable for managing
complex areas such as science, the advantages of this system in Russia’s case
seem questionable. Alternatively, more attention should be paid to the nature
of entry into this system. At present, the multiplicity of decision centers in the
program’s governance structure masks the insufficient involvement of scientific
organizations, which is reflected in the program’s content. The lack of scientific
support adversely affects the quality of the program, which does not justify the
role of the digital economy in ensuring Russia’s economic leadership or pro-
vide measures for stimulating domestic electronics industry.

Although the Strategy for the Scientific and Technological Development
defines the key role of Russian fundamental science in the assessment of
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challenges associated with scientific and technological development, in practice
the program relies on foreign scientific results and technologies. Thus, the
government attempts to address an important technological problem without
using domestic scientific potential. This affects the content and quality of the
program, which proceeds from the interests of a “qualified consumer” and
focuses on the spread of the Internet and provision of new ICT services while
neglecting the critical state of Russian electronic components and systemic
issues of ICT infrastructure development.

The program is too concise and general, and consequently, does not provide
sufficient justification for the key role of the digital economy in ensuring
Russia’s economic leadership or allow an adequate assessment of possible risks
and challenges. The program defines multiple target indicators but does not
provide evidence that the achievement of these indicators will reduce Russia’s
technological gap with leading countries. Furthermore, it lacks actual measures
for stimulating domestic electronics industry and relies on the modernization
of the communications network based on imported equipment. The critical
dependence on imported components blocks the development of many sectors
of the domestic industry and runs counter to the Strategy of National Security
and the Strategy for the Scientific and Technological Development of the
Russian Federation. Without developing domestic electronics industry, the
transition to the digital economy can be considered only in the context of pur-
chases of electronic equipment abroad, which is likely to result in the reduction
of the size of the digital economy in Russia rather than its growth.

NOTES

1. Unless otherwise noted, all translations are author’s own.

2. Presidential Decree No. 204 of May 7, 2018 “O nacional’nyh celih i strategiceskih
zadacab razvitid Rossijskoj Federacii na period do 2024 goda” (On the national
goals and strategic objectives of development of the Russian Federation for the
period up to 2024).

3. On July 19, 2018, the Council for Strategic Development and Priority Projects
was reorganized into the Council for Strategic Development and National
Projects (“Ob uporddocenii” 2018).

4. The Digital Economy Program (2017) had five areas. In the process of its trans-
formation into the national program (2018), the areas became federal projects
and their number increased to six.

5. This area was changed to “Digital Technologies” in the national program. The
federal project “Digital Public Administration” was also added to the areas over-
seen by the Ministry of Digital Development, Communications and Mass Media
(Pasport 2018).

6. ICT analysts see this amount of funding as insufficient (Ustinova 2019). The
largest amount of funds is allocated to information infrastructure whereas the
funding of regulation and information security is quite modest. The final budget
of the national program is also smaller compared to earlier estimates of 3.5 trillion
rubles in total funding (Posypkina and Balenko 2018).
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7. Rusnano was the largest investor in SiTime, “an industry leader in development
of MEMS-based high-performance oscillators and silicon timing solutions” that
was acquired by Megachips in October 2014 (Rusnano 2011; Yoshida 2014).
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