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Chapter 1 ®)
Introduction Check for

1.1 Framing

Data protection is an area where fundamental rights collide with trade policy.
Personal data has become an essential asset for the digital economy.' Consequently,
the free flow of personal data across borders has been described as a “new battle-
ground” for states trying to protect their vital economic and non-economic
interests—especially now that trade negotiations are shifting to digital trade.”

The conflict over data protection and trade first crystallized in the transatlantic
relations between Europe and the United States (US). From the outset, the US has
been concerned with trade barriers erected by rules regulating the cross-border flow
of personal data in European countries. As early as 1978, the Director of the White
House Office of Telecommunications Policy, John Eger, wrote that “there is the
danger, of course, that these new laws will be used not only to protect just privacy
but also to protect domestic economic interests.”® As efforts to harmonize data
protection within the European Communities (EC) progressed, the US rhetoric
about its motives has been ratcheted up.* Ira Magaziner, who was responsible for
electronic commerce issues in the administration of US President Bill Clinton, stated
in 1998 that “we in the U.S. don’t recognize an extraterritorial attempt to shut down

'See UNCTAD (2019), pp. 29-30, for a description of the monetization of personal data including
cross-border data flows.

2Burri (2017b), p. 408. The Financial Times referred to “EU trade data flows” as the new GMOs,
referring to a long-lasting and high-profile trade dispute between the US and the EC over the
European moratorium on the approval of genetically modified biotech products. See Beatie (2017).
3Eger (1979), p. 1066.

“Bennett and Raab (2006), p. 87; Madsen (1992), p. 26.
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2 1 Introduction

the electronic flow of data between countries. According to the principles of inter-
national trade, I think that’s a violation of WTO rules.”

Spiros Simitis—one of the pioneers of European regulatory policy in the field of
data protection and the first titled “data protection officer”—famously countered
these allegations in an interview with the New York Times in 1999 by referring to
another high-profile trade dispute between the US and the EC over the European
banana import regime: “Americans still have the illusion that they can change the
[data protection] directive, but they can’t ... This is not bananas we are talking
about ... This is about what we consider a fundamental claim to privacy, and
therefore there is a limit to compromise.”® Nevertheless, US political attacks on
EU data protection has not subsided, even after Edward Snowden revealed in 2013
the extent of US mass surveillance.” In the runup to the adoption of the General Data
Protection Regulation (GDPR)® in 2016, US President Barack Obama said in an
interview with Re/code that EU “roadblocks” for cross-border flows of personal data
to the US are not always entirely sincere because European countries intend to
displace US companies with European companies.’ In essence, the US narrative has
always been that EU data protection rules are a form of data protectionism. '’

In spite—or maybe because—of this, the EU began to express disapproval of
impediments to the free flow of data across borders.'' EU Commissioner for Trade
Cecilia Malstrom noted in 2016 that “in the digital age, restrictions on cross-border
data flows inhibit trade of all kinds, and may amount to ‘digital protectionism’.”"?
However, the EU’s opposition to digital or data protectionism is on a wholly

SSee Shaffer (2000), p. 56; Farrell (2002), p. 116; Swire and Litan (1998), p. 189, who refer to
comments of Ira Magaziner at a conference of the Brookings Institution and the Cato Institute on
6 February 1998 as reported by Declan McCullagh for the Netly News.

5The remark is cited in Edmund (1999) [emphasis added].

"The journalists Glenn Greenwald, Ewen MacAskill, Barton Gellman and Laura Poitras broke the
story on 7 June 2013. See Greenwald and MacAskill (2013); Gellman and Poitras (2013).

8Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
[2016] OJ L 119/1.

?Kara Swisher Interviews President Barack Obama on Cyber Security, Privacy and His Relation-
ship With Silicon Valley. Swisher (2015).

1% Aaronson (2019), pp. 557-562; Schwartz and Pfeifer (2017), p. 118; Farrell and Newman (2016);
Aaronson (2015), p. 674; USITC (2013), pp. 5-1, 5-2. However, there are other voices as well in the
US. Former Commissioner of the FTC Julie Brill stated that “in some quarters in the United States,
there has been suspicion that discussions about privacy in Europe were veiled attempts at protec-
tionism. I believe the Schrems decision should put those suspicions to rest. The decision crystallizes
what has been clear—or should have been clear—for a long time about privacy in Europe: it is a
fundamental right that Europeans and their Court take very seriously.” Brill (2015), p. 4.

""In a communication on digital trade from 2015, the European Commission contended that
“European companies still face significant barriers around the world, such as non-transparent
rules, government interference, unjustified data localization and data storage requirements.”
European Commission (2015), p. 7.

12Europc—:an Commission (2016).
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different trajectory than its regard for the fundamental right to data protection. The
European Commission has been careful to exclude its data protection regime from a
protectionism narrative. In a communication from 2017 on exchanging and
protecting personal data in a globalized world, the Commission highlighted that
“European companies operating in some third countries are increasingly faced with
protectionist restrictions that cannot be justified with legitimate privacy consider-
ations.”'® Nonetheless, this reference to “legitimate considerations” highlights that
even from a European perspective, privacy and data protection are sometimes used
as a disguise for protectionist policies.'* In the end, while many states recognize, at
least on paper, that data protection and privacy are important values, they diverge
quite jarringly on what the correct level or design of such protection should be."
There is a deep disagreement about when data protection should be considered data
protectionism. This research explores EU-style data protection, its application to
cross-border flows of personal data, and its consequences.

The key to legally explaining the conflict over data protection and trade in the EU
is the right to data protection enshrined in Article 8 Charter of Fundamental Rights
(Charter, CFR).'® This research provides a new account of the right to data protec-
tion with regard to cross-border flows of personal data. Crucially, the right to data
protection has an extraterritorial dimension that is independent from the legal data
transfer mechanisms provided by secondary Union law. I suggest that there is an
unwritten constituent part of the right to data protection in Article 8 CFR, which
mandates continuous protection of all personal data transferred from the EU to third
countries. This extraterritorial dimension of the right to data protection also requires
a new investigation of the restrictions placed on the free flow of personal data by
the EU.

Even if restrictions on the free flow of personal data are deeply rooted in the
protection of fundamental rights, they can still constitute barriers to international
trade as regulated by the World Trade Organization (WTO). So far, data protection
has not been subject to dispute settlement proceedings at the WTO. Consequently,
this research also provides a precise legal assessment of the EU’s fundamental
rights-based regulation of data transfers and its resulting restrictions on cross-border
flows of personal data in a hypothetical challenge at the WTO. I argue that the scope
for regulating data protection in accordance with WTO law is wider than expected
from the previous jurisprudence of the WTO’s adjudicative bodies on other public
policy objectives.'” Nevertheless, I also show that even a delicately crafted and rule-

13 European Commission (2017), p. 3.

14See Burri (2017b), p. 448; Chander and Le (2015), p. 448.

Syakovleva (2020), p. 476; Schwartz and Peifer (2017), pp. 178-179; Aaronson (2015),
pp. 682-683.

16 Charter of Fundamental Rights of the European Union [2012] OJ C 326/391.

17So far, only one of all the cases that reached the adjudicative stage of WTO dispute settlement
satisfied all the standards of the general exceptions. See WTO Panel Report, EC — Asbestos,
para. 8.240; cp. Public Citizen (2015), pp. 5-6.



4 1 Introduction

based system of data transfers must be carefully managed in order to comply with the
rules of the WTO.

Given its importance for digital trade, the free flow of personal data across
borders is the subject of multiple, current negotiations in international trade law.'®
While multilateral trade negotiations at the WTO move slow and compromise is
increasingly more difficult, bilateral and regional trade agreements have become an
important forum in which topics such as cross-border flows of personal data can be
addressed. Indeed, bilateral and regional trade agreements have compensated in
several ways the lack of progress at the WTO.'” The challenge for the EU is to
safeguard its fundamental rights-based regulation of data transfers in these negoti-
ations. This research also explores and offers the legal requirements for a data flow
clause in EU trade agreements. I ultimately suggest four possible designs for such a
data flow clause in EU trade agreements. All in all, the intention of this research is to
show—using the example of EU law—where the line between data protection and
data protectionism in international trade law currently is, and how it can, or should
be redrawn.

1.2 Questions

The right to data protection in Article 8 CFR has been in force since 2009. Many
aspects of this innovative fundamental right have yet to be extensively explored.?’
One of the topics that has received little attention to date is the relationship between
the right to data protection in Article 8 CFR and cross-border flows of personal data.
The existing research is often limited to short explanations of how the legal mech-
anisms for the transfer of personal data in the GDPR, or its predecessor Directive
95/46/EC,*" should be interpreted in light of Article 8 CFR.?> Commentaries on the
Charter do not usually address the implications of the right to data protection for the
cross-border free flow personal data.”® Consequently, the first question this research

80n 25 January 2019, 76 members of the WTO started negotiations on electronic commerce. See
WTO (2019). The parties to these negotiations include countries that have different domestic policy
priorities and approaches to data protection. Sen (2018), pp. 339-341.

9Burri (2017a), p. 101.

2Gonzalez Fuster (2014), p. 205.

2! Directive 95/46/EC of the European Parliament and Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data
[1995] OJ L 281/31.

22See, e.g., Kuner (2020), p. 757, 802; Drechsler (2019), para. 10; Wagner (2018), p. 323.

ZSee Riesz (2019), pp. 196-224; Knecht (2019), pp. 3392-3394; Johlen (2016), pp. 214-223;
Kranenborg (2014), pp. 241-259; Bernsdorff (2014), pp. 243-249; the issue is briefly addressed by
Tiniere (2018), pp. 198-199; but cp. Lock (2019a), p. 2126.
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seeks to answer is: Does the right to data protection in Article 8 CFR protect
individuals in the EU in cases in which their personal data is transferred to third
countries for processing?

The second research question focuses on the effect of the protection afforded by
the right to data protection in Article 8 CFR for cross-border flows of personal data.
Chapter V GDPR includes multiple different legal mechanisms for enabling the
transfer of personal data to third countries. These include: adequacy decisions from
the European Commission according to Article 45 GDPR, instruments providing
appropriate safeguards in Article 46 GDPR, and the derogations in Article 49 GDPR.
The use of these mechanisms must fully incorporate the protection afforded by
Article 8 CFR, which can lead to restrictions on the free flow of personal data
from the EU to third countries. The research question is thus what kind of restrictions
are imposed on cross-border flows of personal data because of Article 8 CFR and the
legal mechanisms for data transfers in Chapter V. GDPR?

The conflict over data protection and trade is not new. Both data protection law
and WTO law have been around for more than 20 years. The coexistence of these
two legal disciplines has been subject so some scholarly debate.”* However, little
attention has been paid to the intricacies of EU-style data protection. It mostly circled
around the now defunct Safe Harbor Agreement between the EU and the US.?
Corresponding to the rising prominence of data protection law, the issue has been
taken up more frequently in recent years.”® Nevertheless even here, the importance
of the fundamental right to data protection in Article 8 CFR has not been sufficiently
analyzed in the EU regulation of data transfers as the subject of the analysis under
WTO law. The third research question thus relates to the coexistence of EU data
protection law and WTO law on trade in services: Is the fundamental rights-based
regulation of data transfers in the EU compatible with the obligations of WTO
members in the General Agreement on Trade in Services (GATS)?*’

The fourth and final research question addresses the coexistence of EU data
protection law and data flow clauses in bilateral and regional trade agreements.
The inclusion of provisions regulating the cross-border flow of personal data in trade
agreements has not yet been studied systematically. The issue is usually mentioned
briefly as part of explanations of the challenges for the regulation of digital trade in
bilateral and regional trade agreements, but the discussion is minimal.*® Some

24Peng (2011), pp. 756-757; Wunsch-Vincent (2008), pp. 504-505, 518; Shaffer (2000),
pp- 46-54; Bloss (2000), pp. 654—660; Swire and Litan (1998), pp. 189—196.

2 Shapiro (2003), pp. 2782-2783; Perez Asinari (2003), pp. 3-5; Reidenberg (2001), pp. 737-739.
26Velli (2019), pp- 884-889; Ruotolo (2018), pp. 21-28; Saluzzo (2017), p. 819; Yakovleva and
Irion (2016), pp. 202-207; Irion et al. (2016), pp. 26-39; Weber (2012), pp. 36-39; Reyes (2011),
pp- 13-34; Keller (2011), pp. 352-353; with regard to Korean data protection law MacDonald and
Streatfield (2014), pp. 629-650.

?’General Agreement on Trade in Services of 15 April 1994, Marrakesh Agreement Establishing
the World Trade Organization, Annex 1B, 1869 UNTS 183.

2 Gasser and Palfrey (2012), p. 145; Meltzer (2019), pp. 43-46; Wu (2017), pp. 22-24; Burri
(2017a), pp. 106—-110.
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examples include: studies that briefly discuss the difficulties of including data
protection in trade agreements;>® studies addressing regulatory cooperation for the
protection of personal data in trade agreements;>" and studies that focus on the
different positions during the negotiations of the so-called “mega-regional trade
agreements” such as the Transatlantic Trade and Investment Partnership (TTIP),
the Trade in Services Agreement (TiSA) or the Trans-Pacific Partnership (TPP).%!
Yet, there has been no analysis of the legal requirements for data flow clauses
included in EU trade agreements and there have been no alternative suggestions
for the design of such clauses. In addition, the EU horizontal model data flow
clauses, which the European Commission endorsed in 2018, have not been the
subject of much scientific debate either.>* The final research question is thus how
the fundamental rights-based regulation of data transfers in the EU can be accom-
modated in the bilateral and regional trade agreements of the EU?

1.3 Structure

In terms of the structure, this book consists of two main parts. The first part is
dedicated to EU data protection law while the second part covers international trade
law. The two parts are both further divided into two main chapters each (plus
a preliminary chapter in the form of this introduction and a final chapter in the
form of an epilogue). The four main chapters each address one of the four research
questions raised above.

Chapter Two discusses the global reach of the right to data protection in
Article 8 CFR. It outlines the substance of the right to data protection and introduces
the extraterritorial dimension of this fundamental right as an unwritten constituent
part of Article 8 CFR. The chapter then focuses on foreign internet surveillance,
which is the most important field of application for the extraterritorial dimension of
the right to data protection. Chapter Three explores the restrictions imposed on
cross-border flows of personal data by the EU. It describes the legal mechanisms
for the transfer of personal data in the GDPR and sets out how the extraterritorial
dimension of the right to data protection must be applied to the three legal mecha-
nisms set out in the GDPR. Chapter Four assesses the compatibility of the EU’s
fundamental rights-based regulation of data transfers with WTO law. The chapter
explains why international trade in services requires cross-border flows of data,
and—against this background—shows where the regulation of data transfers in the

PWillemyns (2020), pp. 237-238; Wolfe (2019), pp. 79-81; Yakovleva (2018), pp. 487—499;
Berka (2017), pp. 185-186; Branstetter (2016), p. 321; Yijun (2016), pp. 387-389; Greenleaf
(2018), pp. 203-212.

30Mancini (2020), pp- 192-203; Irion (2018), pp. 9-11.
31 Streinz (2019), pp- 330-340; Berka (2017), pp. 176-182; Park (2017), pp. 363-370.
32yakovleva (2020), pp. 494-496; Streinz (2019), p. 336; Velli (2019), pp. 890-893.
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EU constitutes a trade barrier, and whether such barriers can be justified according to
the GATS. Finally, Chapter Five investigates how data flow clauses can be inte-
grated in EU bilateral and regional trade agreements. The chapter offers four
suggestions for the design of data flow clauses that entail a commitment to the
cross-border flow of personal data while respecting the EU’s fundamental rights. The
chapter also criticizes the horizontal data flow clauses that were adopted by the
European Commission in 2018 as a model for future trade agreements of the
EU. Chapter Six concludes the book with an epilogue.

1.4 Method

The book applies the doctrinal legal research method.*® This method can be defined
as “research which provides a systematic exposition of the rules governing a
particular legal category, analyses the relationship between rules, explains areas of
difficulty and, perhaps, predicts future developments.”* In practice, the analysis of
the case law of the competent courts and adjudicative bodies is of the utmost
importance. In the field of EU law, the relevant case law primarily comes from the
European Court of Justice (ECJ). The opinions of the Advocates General (AG),
which are produced before the ECJ makes its decision and serve as an orientation for
the Court, are also crucial.>> AG opinions often provide further analysis of the legal
issues at stake and provide valuable insights for doctrinal legal research.*® Where
necessary, the case law of the European Court of Human Rights (ECtHR) is also
taken into account. The ECtHR deals with data protection—in the absence of a
specific right to data protection enshrined in the European Convention of Human
Rights (ECHR)?’—under the right to private life in Article 8 ECHR.?® The case law
on Article 8 ECHR of the ECtHR is relevant for EU law because the Charter contains
an identical right to private life in Article 7 CFR. According to Article 52(3) CFR, as
long as the Charter contains rights that correspond to rights guaranteed by the
ECHR, then the meaning and scope of those rights should be the same as those
laid down by the ECHR.*® In the field of international trade law, the relevant case

33For an overview of the doctrinal legal research method see Bhat (2020), pp. 143—168; Hutchinson
and Duncan (2012), pp. 110-119; Smits (2017), pp. 207-228.

3*Hutchinson and Duncan (2012), p. 101.

35See for the role of AG opinions Albors-Llorens (2020), pp. 284-285; Schiitze (2018), p. 206;
Craig and de Birca (2017), p. 61; Solanke (2015), pp. 113-116; Dashwood et al. (2011), p. 62.

36 Albors Llorens (2020), p. 284; Solanke (2015), p. 115.

37 Convention for the Protection of Human Rights and Fundamental Freedoms of 4 November 1953,
ETS 5, 213 UNTS 221.

38See, e.g., ECtHR, Amann v. Switzerland, para. 56; ECtHR, S. and Marper v. the United Kingdom,
para. 103; Lynskey (2014), pp. 581-587; Kokott and Sobotta (2013), p. 223.

3 Lock (2019b), pp. 2255-2256; Schiitze (2018), pp. 466—468; Craig and de Biirca (2017), p. 398;
Solanke (2015), pp. 258-259.
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law comes from WTO panels and the Appellate Body (AB). It must be noted,
however, that the reports of WTO panels and the AB are only legally binding on
the parties involved in the litigation and do not constitute binding precedents for
other disputes, even if the same question of WTO law arises in the future.*° In short,
there is no rule of stare decisis in WTO dispute settlement that can bind the
adjudicative bodies in subsequent cases.*' Nevertheless, the AB has underlined
that the fact that AB reports are only legally binding on the parties to a dispute
“does not mean that subsequent panels are free to disregard the legal interpretations
and the ratio decidendi contained in previous Appellate Body reports.”** The reports
of WTO panels and the AB therefore provide relevant guidance to address the
research question concerning WTO law.

Where the meaning of rules must be determined in this book, the appropriate
instruments for interpreting the law are applied. In the interpretation of EU law, the
four classical methods of interpretation can be used: historical interpretation, literal
interpretation, systematic interpretation, and teleological interpretation.*> The ECJ
emphasizes that “in interpreting a provision of EU law, it is necessary not only to
refer to its wording but also to consider its context and the objectives of the
legislation of which it forms part, and in particular the origin of that legislation.”**
There is no formal hierarchy among the methods of interpretation in EU law, but it is
evident from the case law of the ECJ and extrajudicial writings of AGs and judges of
the ECJ that the Court often gives high importance to teleological considerations.*
The importance of teleological interpretation for EU law is reflected in this book.

The interpretation of terms in international law follows the customary rules of
interpretation in Article 31 and Article 32 Vienna Convention on the Law of Treaties
(VCLT).*® In the realm of WTO law, Article 3.2 Dispute Settlement Understanding
(DSU) refers to these customary rules of interpretation.47 Article 31(1) VCLT pro-
vides the general rule of interpretation and requires that a treaty must be interpreted
in good faith in accordance with the ordinary, contextual meaning of the terms of the

“OVan Damme (2009), p. 197.

“'Matsushita et al. (2015), pp. 89-90.

“2WTO AB Report, US — Stainless Steel (Mexico), para. 158.

43Lenaerts and Gutiérrez-Fons (2014), p. 6; Schiitze (2018), p. 211; Itzcovich (2009), pp. 539-540.
In addition, Albertina Albors Llorens describes the comparative method of interpretation in the
EU. See Albors Llorens (1999), p. 375, 380.

44ECJ, La Quadrature du Net, para. 105.

45See former ECJ judge Pescatore (1972), p. 325; former AG Fennelly (1996), p. 664; ECJ judge
Lenaerts and Gutiérrez-Fons (2014), p. 36; see also Schiitze (2018), p. 212; Albors Llorens
(1999), p. 382.

“46Vienna Convention on the Law of Treaties of 23 May 1969, 1155 UNTS 331.
“7Understanding on the Rules and Procedures Governing the Settlement of Disputes of 15 April
1994, Marrakesh Agreement Establishing the World Trade Organization, Annex 2, 1869 UNTS
401. See Van den Bossche and Zdouc (2017), pp. 190-198; Matsushita et al. (2015), pp. 63-87.
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treaty and in the light of the treaty’s object and purpose.*® Article 32 VCLT states
that recourse to supplementary means of interpretation, including the preparatory
work of the treaty and the circumstances of its conclusion, may be used when the
interpretation according to Article 31 VCLT leaves the meaning ambiguous or
obscure, or leads to a result which is manifestly absurd or unreasonable.*” While
the purpose, or teleology of the law, is of paramount importance for the interpreta-
tion of EU law, a sovereignty-oriented reading with a focus on the literal interpre-
tation is essential in international law.’® That does not mean, however, that the
interpretation of WTO law does not offer any flexibility for new developments. The
AB specifically held that

WTO rules are not so rigid or so inflexible as not to leave room for reasoned judgments in
confronting the endless and ever-changing ebb and flow of real facts in real cases in the real
world. They will serve the multilateral trading system best if they are interpreted with that in
mind.”!

This book critically examines the essential features of the legal rules in question and
the corresponding case law to provide alternative interpretations of those rules where
appropriate, and then to combine and synthesize the relevant elements to establish an
arguably correct and complete statement of the law.>? In addition, three methodo-
logical specifics deserve mention:

First, the right to data protection in Article 8 CFR is examined in the context of
the historical development of legal data protection in Europe. Here, the project
benefits significantly from the research by Gloria Gonzélez Fuster, whose work
has described the emergence of personal data protection as a fundamental right of the
EU in great detail.”” Given this historical context, the need for an interpretation of
this fundamental right in the light of technological developments becomes apparent.
This need can also be found in the Preamble of the Charter. An interpretation in the
light of technological developments is of central importance for the construction of
the extraterritorial dimension of the right to data protection. In the age of the internet,
when personal data flows across territorial borders on an unprecedented scale, this
need is even more important. Furthermore, this book identifies the underpinning
values of data protection and shows that they are equally applicable to the protection
of personal data in a transnational context.

“8See generally Dérr (2018a), pp. 559-616; Sorel and Boré Eveno (2011), pp. 804-837; Villiger
(2009), pp. 415-441.

“9See generally Dorr (2018b), pp. 617-633; le Bouthillier (2011), pp. 841-837; Villiger (2009),
pp. 442-449.

30 Ammann (2020), pp. 199-202; Gardiner (2015), pp. 181-196; Van Damme (2009), pp. 221-235;
Fernandez de Casadevante y Rom (2007), pp. 37-38.

S'WTO AB Report, Japan — Alcoholic Beverages II, paras 122—123.
52Cp. Hutchinson (2018), p. 13.

33See particularly the research on the surfacing of national norms on data processing in Europe.
Gonzalez Fuster (2014), pp. 55-71.
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Second, this research conducts a fundamental rights compatibility analysis of data
transfers based on the different legal mechanisms in Chapter V GDPR. This analysis
demonstrates and explains the restrictions that are required by the EU on cross-
border flows of personal data from the perspective of fundamental rights. The
requirements for limitations on fundamental rights in EU law can be found in Article
52(1) CFR:

Any limitation on the exercise of the rights and freedoms recognised by this Charter must be
provided for by law and respect the essence of those rights and freedoms. Subject to the
principle of proportionality, limitations may be made only if they are necessary and
genuinely meet objectives of general interest recognised by the Union or the need to protect
the rights and freedoms of others.”*

The analysis offered in this book is more detailed than the analysis by the ECJ in the
data transfer case Schrems 2.°> An important difference with the analysis of the ECJ
results from my argument that the interference with the right to data protection in
Article 8 CFR should be legally located in the EU when personal data is transferred
to a third country, rather than in the rules, measures, and actions of the third
countries.”® This changes the analysis insofar as the interference with the right to
data protection—i.e., the transfer of personal data in question—cannot be justified
with the same objectives of general interest or the same need to protect the rights and
freedoms of others as is possible when the interference is found, for example, in the
access of foreign intelligence agencies to transferred personal data.

Third, this research project makes concrete proposals de lege ferenda on how to
design data flow clauses for future EU trade agreements. The four proposals each
include a commitment to cross-border flows of personal data. For this reason, these
proposals stand in contrast to the model data flow clauses endorsed by the European
Commission in 2018.°” The underlying assumptions these proposals rest on—which
is also reflected in title of this book—are: first, cross-border flows of personal data
are important for the global economy and are of benefit to individuals and the larger
society, but the fundamental rights-based regulation of data transfers and the
resulting restrictions on data transfers are equally important to protect and guarantee
the privacy of individuals, their right to informational self-determination, the trans-
parency of data processing operations, and democracy. Second, international coop-
eration in the field of data protection and international commitments to cross-border
flows of personal data are important both to strengthen data protection and to combat
data protectionism as long as data flow clauses in trade agreements leave enough
room for genuine data protection considerations. This is why my proposals all respect
the extraterritorial dimension of the right to data protection in Article 8 CFR and
accommodate the legal mechanisms for data transfers in Chapter V GDPR.

54Spaventa (2020), pp. 267-268; Lock (2019b), pp. 2249-2254; Schiitze (2018), pp. 461-466;
Peers and Sacha (2014), pp. 1469-1486.

SSEC), Schrems 2, paras 174-185.
561bid., para. 165; ECJ, Schrems, para. 87.
5 7Europc—:an Commission (2018).
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Chapter 2 ®)
The Global Reach of the Right to Data s
Protection

The internet as a technology not only revolutionized communication, it also enabled
new forms of trade. Digital trade often involves personal data. Information about
individuals now travels around the world on an unprecedented and rapidly growing
scale. The key to understanding the implications of data protection in the EU for
trade with the wider world is the Charter of Fundamental Rights of the EU (Charter,
CFR). The Charter has the status of primary Union law and data protection is
enshrined as a fundamental right in Article 8 CFR. The first section of this chapter
traces the development of the right to data protection from the early data protection
laws in Europe to the inclusion of Article 8 into the Charter. It identifies the driving
forces behind this development and offers insights into the origins of this new
fundamental right (Sect. 2.1). The second section addresses the substance of the
right to data protection. It explains the underlying values for the interpretation of the
new fundamental right and analyzes the six written constituent parts of Article
8 CFR. It shows that the right to data protection must be distinguished from the
right to private life in Article 7 CFR. The second section also explains what counts as
an interference with the right to data protection and addresses lawful limitations on
the exercise of this new fundamental right (Sect. 2.2). The third section focuses on
the extraterritorial dimension of the right to data protection. The jurisprudence of the
ECJ reveals an unwritten constituent part of the new fundamental right: the right to
continuous protection of personal data. Personal data cannot be exported to third
states that do not provide a level of protection for the transferred personal data that is
essentially equivalent to that guaranteed within the EU (Sect. 2.3). Certain practices
in third states are of particular relevance for the extraterritorial dimension of Article
8 CFR. Foreign internet surveillance often targets personal data that is transferred
from the EU to a third country. The fourth section analyzes the requirements for
foreign internet surveillance practices emanating from the right to data protection in
Atrticle 8 CFR (Sect. 2.4).
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20 2 The Global Reach of the Right to Data Protection
2.1 Development of the Right to Data Protection

The development of the right to data protection in Article 8 CFR is based on, and
fueled by, technological progress and the associated new powers of the state. The
origins of the right to data protection are important in understanding this relatively
new fundamental right. The first data protection rules emerged in Europe in the
1970s (Sect. 2.1.1). These rules inspired international organizations such as the
Organization for Economic Cooperation and Development (OECD) and the Council
of Europe to dedicate attention to the increasingly important subject of data protec-
tion in the 1980s (Sect. 2.1.2). Diverging data protection rules in the member states
of the EC created problems for the common market and led to a communitywide
harmonization of data protection rules in the 1990s (Sect. 2.1.3). The constitution-
alizing process in the EU finally led to the codification of a fundamental rights
catalogue that included a new fundamental right to data protection in the 2000s
(Sect. 2.1.4).

2.1.1 Early Data Protection Laws

Rules on the processing of personal data first surfaced in European countries during
the second part of the last century. The German federal state of Hesse adopted the
first legal act concerning the use of information about individuals stored on public
authorities’ files in 1970 (Hessisches Datenschutzgesetz)." Sweden approved the first
national law regulating automated processing of personal information in the public
and private sector in 1973 (Datalag).> Germany was the first member of the EC to
pass a national law protecting individuals against the misuse of personal data
through data processing operations in 1977 (Bundesdatenschutzgesetz, BDSG).?
France endorsed a law on computers, files and freedoms addressing the collection
and processing of personal data in 1978 (loi relative a l’informatique, aux fichiers et
aux libertés).* These four early laws constitute the first period of regulatory activities
related to data protection. They all have a similar background. The law in the
German federal state of Hesse followed the official setting up of public data
processing facilities in Hesse, where the public authorities were particularly active
in promoting the automated processing of information on individuals for

"Hessisches Datenschutzgesetz vom 7. Oktober 1970, Gesetz- und Verordnungsblatt fiir das Land
Hessen Teil I, Nr. 41, 625 vom 12. Oktober 1970.

’Datalag av. den 11 maj 1973, Svensk forfattningssamling 1973:289.

3Gesetz zum Schutz vor Missbrauch personenbezogener Daten bei der Datenverarbeitung vom
27. Januar 1977 (Bundesdatenschutzgesetz, BDSG), Bundesgesetzblatt Teil 1, Nr. 7, 201 vom
1. Februar 1997.

“Loi n® 78-17 du 6 janvier 1978 relative a I’informatique, aux fichiers et aux libertés, Journal
Officiel de 1a République Francaise, 227 du 7 janvier 1978.
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administrative purposes.’ The Datalag in Sweden was the direct outcome of public
concern generated by a population census that gathered personal data to facilitate
automated processing of information on Swedish citizens.® Sweden had also been
developing a system of identification through personal identification numbers since
the 1940s. The comparatively early and progressive computerization of the Swedish
public administration and its capacity to integrate and connect decentralized infor-
mation added to the public concern responsible for the adoption of the Datalag. In
France, a journalism article about a government project named SAFARI (Systeme
Automatisé pour les Fichiers administratifs et le Répertoire des Individus) caused
great public alarm and spurred legislative action on data protection. SAFARI
entailed the linkage of disparate information on French citizens stored by different
public authorities.” Accordingly, the computerization of public authorities and the
collecting and connecting of information about individuals in centralized data banks
triggered the first regulatory activities related to data protection in Europe.

Trade concerns did not play a role and human rights played only a minor role in
the early development of these data protection rules. The right to private life
enshrined in Article 8 ECHR was not mentioned in these laws. In Germany, neither
the Hessische Datenschutzgesetz nor the BDSG was associated with human rights.®
The Swedish Datalag was advanced to protect the personal integrity of individuals.
Only the French law stated in Article 1 that information technology must not infringe
human identity, human rights, private life and individual or public freedoms. Thus, it
cannot be said that the early data protection laws in Europe were (strongly) associ-
ated with human rights.

While these developments unfolded in Germany, Sweden and France, some other
European countries were choosing a different path to address the processing of
information about individuals: they established constitutional provisions. The Por-
tuguese Constitution of 1976 addressed the use of data processing under the title
“Rights, Freedoms and Guarantees”.” Article 35 of the 1976 Portuguese Constitution
granted all citizens a right to information on the content of all data banks concerning
them and a right to access and rectify that data. It prohibited automatic processing of
data concerning a person’s political convictions, religious beliefs or private life,
except if the data was in non-identifiable form. It also made unconstitutional any

3See generally Gonzalez Fuster (2014a), pp. 56-58; Simitis (2010), p. 1995; Hondius (1975), p. 36.
5See generally Klosek (2000), pp. 106-108; Eger (1978), pp. 1068—1073. One of the first and most
important ~ data  protection cases before the German  Constitutional  Court
(Bundesverfassungsgericht) also concerned a population census. BVerfGE, Volkzihlung, Urteil
vom 15. Dezember 1983.

"The article written by Philippe Boucher carried the title “Safari ou la chasse aux Francais” and
appeared in Le Monde on 21 March 1974. See Gonzélez Fuster (2014a), p. 62; Eger (1978),
pp. 1074-1078.

8Lee Bygrave describes the German Datenschutzgesetz as particularly elusive to the interests or
values it aimed to substantiate. Bygrave (2002), p. 8.

°Constituicio da Repiiblica Portuguesa de 2 de abril de 1976.
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attempt to give all Portuguese citizens all-purpose national identification numbers. '
The Spanish Constitution of 1977 addressed data processing indirectly.'
Article 18 of the 1977 Spanish Constitution enshrined a right to honor, personal
privacy, and family privacy (intimidad personal y familiar). It also guaranteed the
secrecy of communications. Moreover, it mandated that the law shall limit the use of
information technology in order to guarantee the honor, personal privacy, and family
privacy of citizens and the full exercise of their rights. Neither the 1976 Portuguese
Constitution nor the 1977 Spanish Constitution established a fundamental right to
data protection, but they addressed the use of computers and certain data processing
operations at the highest level in order to protect citizens. There was no link made to
trade in these provisions.

Austria was the first country with a constitutionally protected right to data
protection. The federal act on the protection of personal data was adopted in 1978
(Datenschutzgesetz, DSG)."? Article 1 DSG declares that the right to data protection
is a fundamental right enjoying constitutional rank and that it may only be restricted
under the conditions of Article 8 ECHR."? Article 1 DSG further established that
everyone is entitled to have personal data kept secret, but only insofar as they have
an interest in that data deserving protection, particularly with regard to respect for
their private and family life. Even though data protection formally became a
fundamental right in Austria, it was not a self-standing right but intrinsically linked
to the right to private life.

2.1.2 Materialization in International Instruments

The development of the right to data protection entered a new phase by the
beginning of the 1980s, when the OECD and the Council of Europe adopted
instruments for the processing of personal information. Two key international
instruments were elaborated at this time. First, the Guidelines Governing the Pro-
tection of Privacy and Transborder Flows of Personal Data of the OECD (OECD
Privacy Guidelines) and second the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data of the Council of Europe
(Convention 108).

The OECD is an international economic organization established in 1961 as the
successor of the Organization for European Economic Cooperation to promote

10Constitutional reviews have later altered the content of Article 35 of the 1976 Portuguese
Constitution leading to an extension of the protection. See Dias Venancio (2008), pp. 244-246.

" Constitucién Espariola de 6 de diciembre 1978, Boletin Oficial del Estado, Num. 311.1, 29313 de
29 diciembre 1978.

>Bundesgesetz vom 18. Oktober 1978 iiber den Schutz personenbezogener Daten
(Datenschutzgesetz, DSG), Bundesgesetzblatt Nr. 565/1978, 3619.

BIn Austria, constitutional protection is granted to fundamental rights contained in statutory
regulations enjoying constitutional ranking (Verfassungsrang). Prakke (2004), p. 67.
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economic development and world trade. The OECD brings together European and
non-European countries including the US. During the 1970s, more than a third of the
24 OECD member countries had already enacted laws with elements regulating the
processing of information about individuals. The OECD was concerned that differ-
ing national laws, superimposed on interconnecting information and communication
technology, would result in serious inefficiencies and economic costs, obstacles to
the attainment of its institutional objectives, and even divide the global community
of free market economies.'* The US in particular feared that with the advent of
automatic data processing, European countries (and their regional institutions such
as the EC) might erect legal and economic barriers for privacy reasons. US officials
suspected some sort of data protectionism in so far as “legislation, nominally for the
purpose of data protection, could actually have such objectives as the protection of
domestic employment, local technology and expertise, home industries, national
culture, language, and sovereignty.”'> European countries stressed the intrinsic
value of their data protection rules and the need to protect their citizens from
automatic data processing.'®

Given the different perspectives, especially on each side of the Atlantic, the
OECD tried to resolve this quandary with general principles regulating the
processing of personal data. The introduction of these general principles into domes-
tic law, it was hoped, would reduce economic inefficiencies and strengthen citizens’
rights regarding their personal information. The OECD Privacy Guidelines thus set
minimum standards for data privacy in order to reduce differences between OECD
member states and to avoid undue interference with cross-border flows of personal
data. The OECD wanted to eliminate reasons that might induce member states to
restrict such data flows.'” The OECD Privacy Guidelines did not explicitly refer to
data protection and used instead the words “protection of privacy” and “individual
liberties.” The Explanatory Memorandum accompanying the OECD Privacy Guide-
lines conceded that it is common practice in continental Europe to refer to privacy
protection laws as data laws, or even as data protection laws.'®

Not long after the adoption of the OECD Privacy Guidelines, the Council of
Europe finalized Convention 108."® The Council of Europe is an international

'“This was highlighted by Justice Michael Kirby on the 30th anniversary of the OECD Privacy
Guidelines. Justice Kirby was the Chair of the OECD Expert Group on Transborder Data Flows and
the Protection of Privacy that prepared the OECD Privacy Guidelines.

SKirby (1980), p. 28.

1®For European countries, the impairment of personal privacy was not a theoretical danger. It was
one deeply remembered from the misuse of information about individuals during World
War II. Kirby (2011), pp. 8-9.

"Lynskey (2015), p. 48.

'8OECD (1980), para. 4.

'9The OECD Expert Group that prepared the OECD Privacy Guidelines was instructed to work in
close cooperation and consultation with both the Council of Europe, which had already been active

in the field of data protection for some years, and the EC, which was starting to express interest in
data protection. Michael (1994), p. 33; Kirby (1980), p. 43.
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organization that was established in 1949 to uphold human rights, democracy, and
the rule of law in Europe. The Parliamentary Assembly of the Council of Europe
issued a recommendation in 1968 that pointed out the need to study and report on the
question of whether national legislation in the member states adequately protected
the right to privacy—enshrined in Article 8§ ECHR—against violations enabled by
the use of modern scientific and technical methods.”® Subsequent resolutions of the
Council of Europe covered data banks in the private sector (1973)*' and in the public
sector (1974).22 Convention 108 (adopted in 1981) was drafted because there were
still problematic disparities between data protection regimes across Europe after the
adoption of the two resolutions. Unlike the OECD, the Council of Europe was
primarily concerned with the protection of human rights. The purpose of Convention
108 was to secure respect for every individual’s rights and fundamental freedoms,
and in particular the right to privacy, with regard to automatic processing of personal
data in the territory of each party.”

Shortly before the adoption of Convention 108, the Parliamentary Assembly of the
Council of Europe issued a recommendation to examine the desirability of including
in the ECHR a provision on the protection of personal data.>* The reply of the
Committee of Ministers, which came after the adoption of Convention 108, referred
to the Steering Committee for Human Rights and the European Committee for Legal
Cooperation who, in their respective opinions, agreed that it was not appropriate at
the time to draft a provision on the protection of personal data for incorporation in the
ECHR.” They suggested that it was preferable to first acquire more experience with
Convention 108. They also highlighted that the ECtHR recently confirmed in Marckx
v. Belgium that states had positive obligations under the right to private life in Article
8 ECHR and that this possibly implied provisions for the safeguarding of private data
from automatic processing.?® The political discussion did not resume, and the ECtHR
expanded its jurisprudence on data protection issues based on Article § ECHR.

These two international instruments from the 1980s, put data protection on the
global agenda. They shared the ambition to enable cross-border flows of personal
data on the basis of common data protection standards. Especially the OECD Privacy
Guidelines tried to address allegations of data protectionism in Europe raised by the

2OWhile reluctant initially to associate privacy with the right to private life in Article 8 ECHR, the
Parliamentary Assembly of the Council of Europe set off to use the word privacy to refer to the
content of Article 8 ECHR in Council of Europe, Recommendation 509 (1968), para. 8.1. Gonzalez
Fuster (2014a), pp. 81-84; Bygrave (2002), p. 20.

2! Council of Europe (1973), p. 22.
22Council of Europe (1974), p. 29.

23The entanglement between these expressions continued in EU law, where it survived for several
decades, and where it is arguably not (yet) completely undone. Gonzélez Fuster (2014a); see
Sect. 2.3.3.

24 Council of Europe (1980), para. 3.
25 Council of Europe (1981), Item 10, 27-29.

26See ECtHR, Marckx v. Belgium, para. 31. Interestingly, such an argument could also have been
used to question the need to adopt Convention 108 in the first place.
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US. The OECD Privacy Guideline intended to bridge the Atlantic divide to guarantee
frictionless flows of personal data. At the same time, Convention 108 associated data
protection heavily with human rights protection in Europe.

2.1.3 Harmonization in Community Law

The European Commission stressed in a communication from 1973 the need to
become more competitive with the data processing industry in the US.?” The
Commission underlined that common measures for the protection of citizens in the
field of data protection are necessary to support the effective application of computer
systems on the single market.”® It seems therefore, that the Commission began to
address data protection in the context of economic competition. However, it did so
not for protectionist reasons but to prevent inefficiencies on the common market. The
Commission also underlined that rules on access to information about individuals in
data banks were of constitutional importance despite the fact that in 1973 there were
no constitutional provisions on data processing in any European country. The
Commission thus warned that it would be better to seek genuine political consensus
on this matter than to be obliged to harmonize conflicting national legislation later
on.”

The European Parliament agreed and stressed that national provisions to protect
privacy have a direct influence on the establishment and operation of the common
market. It called on the Commission to prepare a proposal for a directive on the
harmonization of legislation on data protection that would also provide citizens of
the EC with maximum protection.”® The Commission instead recommended the EC
member states to ratify Convention 108 in 1981. It considered this international
instrument an appropriate tool to create a harmonized level of data protection in
Europe.®' Despite being reluctant to propose EC legislation on data protection, this
recommendation was quite progressive because it also stated that data protection had
the quality of a fundamental right.*?

% Commission of the European Communities (1973), paras 3-5.
2 bid., para. 39.

*Ibid.

30European Parliament (1979), paras 2, 4.

3! Commission of the European Communities (1981).

*Ibid. Sect. I Para. 2. With the exception of the English version, all eight other language versions
maintain that data protection had the quality of a fundamental right. For example, the German
version reads: “Der Datenschutz ist ein notwendiger Bestandteil des Schutzes des Individuums. Er
hat den Charakter eines Grundrechts.” The English version merely states: “Data protection is a
necessary part of the protection of the individual. It is quite fundamental.”
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Nine years later, the Commission concluded that Convention 108 had failed to
reduce the differences between national data protection rules. There was too much
leeway in the implementation of the basic principles of Convention 108 and not all
EC member states had ratified the international instrument.>> Moreover, practical
experience showed that the differences between national data protection rules
endangered the common market. For example, the French national data protection
authority blocked the transfer of employee data between the Fiat corporate offices in
France and Italy in 1989 arguing that Italy did not have adequate data protection
regulation.**

The Commission adopted a proposal for a directive concerning the protection of
individuals in relation to the processing of personal data in 1990. The first objective
in Article 1(1) of the 1990 proposal was the protection of the privacy of individuals
in relation to the processing of personal data contained in data files. Privacy was
portrayed in Recital (7) of the 1990 proposal as being protected in Article 8
ECHR and in the general principles of Community law. The second objective in
Article 1(2) of the 1990 proposal was to prevent restrictions to the free flow of
personal data between EC member states. The Commission argued that ensuring a
high level of fundamental rights protection within the Community system would
remove obstacles to the establishment of the common market based on the approx-
imation of laws rule in Article 100a EC Treaty.’> Directive 95/46/EC was adopted in
1995. The directive did not formally endorse the notion of data protection although it
was widely known as the Data Protection Directive (DPD). The directive referred to
the protection of the fundamental rights and freedoms of natural persons, and in
particular, their right to privacy with respect to the processing of personal data.
Directives are designed to harmonize public policy throughout the EU by expressing
an agreed set of goals and principles while granting member states some room to
choose the ways to meet those goals and principles. Data protection thus became an
obligation under Community law through Directive 95/46/EC.>¢

The Lisbon Treaty of 2009 marked another step for the harmonization of data
protection in Europe.®” The treaty introduced Article 16 TFEU on data protection
into EU primary law and officially gave the EU the competence to enact consistent
data protection legislation.”® The Commission subsequently initiated a review pro-
cess of Directive 95/46/EC. The review process identified three key problems of the
framework:*’

33European Commission (1990a), p. 3, 15.

3 Brouwer (2008), p. 187; Simitis (1990), p. 11.
3 European Commission (1990b).

3Bennet (1997), p. 106.

37Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the
European Community, signed at Lisbon [2007] OJ C 306/1.

38 Consolidated version of the Treaty on the Functioning of the European Union [2012] OJ C
326/47. Hielke Hijmans provides an extensive analysis of Article 16 TFEU. Hijmans (2016), p. 4.

3European Commission (2011), pp. 3—4; De Hert and Papakonstantinou (2012), p. 131.
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— Insufficient protection of the rights of individuals with regard to modern data
processing technologies.

— Inadequate level of harmonization of data protection laws in the EU.

— Continuing challenges in the handling of increasing global data flows.

The Commission went on to present a proposal for a GDPR in 2012.*° Regulations

are meant to implement public policy in the EU without granting the member states
room to choose the ways to meet the formulated goals and principles. They are
directly applicable in all EU member states.*' The Commission had promised a clear
and uniform legislative framework at EU level that would do away with the
patchwork of legal regimes across the EU member states and remove barriers for
easier trade relations.*> The GDPR was adopted in 2016.*> Consequently, data
protection is now harmonized and consolidated on the level of the EU.** In contrast
to earlier legislation, the GDPR does not refer to privacy. Instead, the GDPR sets out
in Article 1(2) to protect fundamental rights and freedoms of natural persons and in
particular the right to data protection.

2.1.4 Inclusion in the Charter of Fundamental Rights

While developing rules on data processing, the EU was also concerned with its
approach to fundamental rights. EU institutions discussed possible paths to reinforce
their formal commitment to fundamental rights for many decades. After the conclu-
sion of the Amsterdam Treaty in 1997, the European Commission entrusted a group
of experts to analyze the possibility of explicitly recognizing a catalogue of funda-
mental rights in EU law. The Commission was particularly interested in the possi-
bility of including new rights that mirror the challenges of the modern information
society.*’ The group of experts was chaired by Spiros Simitis, a renowned specialist
in the field of data protection.*® It was thus no surprise that the group of expert

40European Commission (2012).
*YECY, Politi s.a.s. v Ministry for Finance of the Italian Republic, para. 9.
“2Reding (2012), p. 128.

*3The adoption was also fueled by the revelations of former National Security Agency (NSA)
analyst Edward Snowden on the scale of surveillance by US intelligence services and their global
and European partners in 2013.

“De Hert and Papakonstantinou (2016), p. 182.

“SExpert Group on Fundamental Rights (1999), p. 6. A committee that was appointed by the
European Commission in the run-up to the intergovernmental conference in Amsterdam already
published a report in 1996 arguing that technological progress is creating many problems in terms of
fundamental rights, that the information society may threaten individual privacy, and that it is thus
necessary to stimulate the recognition of new rights. See Comité des Sages (1996), pp. 15-16, 41.
46Spiros Simitis’ career is intertwined with the development of data protection in Europe. He had
been one of the drafters of the pioneering German data protection laws, Data Protection Commis-
sioner of the German state of Hesse, data protection expert at the Council of Europe and consultant
for the European Commission in matters of data protection.



28 2 The Global Reach of the Right to Data Protection

underlined their critique of the state of fundamental rights protection in EU law with
the example of data protection.*” Their report recommended the explicit recognition
of fundamental rights in the EU, including all rights provided in Articles 2 to
13 ECHR, but also the addition of new rights such as the right to determine the
use of personal data.*®

Inspired by the report of the expert group, the European Council decided in 1999
that a charter of fundamental rights should be adopted in order to make the overrid-
ing importance and relevance of fundamental rights more visible to the citizens of
the Union.*® The Council formally entrusted the drafting of this charter to a special
body composed of representatives of the EU member states’ heads of state and
government, the President of the European Commission, members of the European
Parliament, and members of national parliaments. The body called itself the Con-
vention.”® The Convention’s job was marked by a tension between its mandate to
make existing fundamental rights more visible and the possibility to innovate within
this mandate. In order to render existing rights more visible, it was necessary to
identify rights that were not particularly visible, and there is only a thin line between
an invisible right and a non-existing right.”' The tentative list of rights distributed by
the Convention’s bureau (called the Praesidium) in January 2000 invited reflection
on the possibility of a right to data protection in addition to the right to respect for
private life.”” This list was preceded by a recommendation from the Article 29 WP in
1999 to include a fundamental right to data protection in the charter.”

“TThe expert group noted that generally accepted data protection principles appeared to be
abandoned in the third pillar of the EU (police and judicial cooperation) even though Directive
95/46/EC suggested a link between data protection and fundamental rights. See Expert Group on
Fundamental Rights (1999), p. 8.

*1bid., 17.

49European Council (1999).

30The Convention was very data protection friendly based on the careers of some of its members.
The Convention was chaired by the Roman Herzog, former President of the Federal Constitutional
Court of Germany. He was particularly familiar with the Federal Constitutional Court’s case law on
the right to informational self-determination. Guy Braibant was involved in the drafting of the
French loi relative a l'informatique, aux fichiers et aux libertés in 1978. Jordi Solé has actively
contributed to the drafting process of the 1978 Spanish Constitution, and specifically to the
discussions on the wording on the provision regarding data protection. Stefano Rodota was a
member of the Expert Group set up in 1978 to draft the OECD Privacy Guidelines and Chairman of
the Italian data protection authority as well as a member of the Article 29 WP that had already
expressed its full support for the inclusion of a right to data protection in the Charter.

5!'Gonzélez Fuster (2014a), p. 192.

52Presidency Note (2000), p. 5.

33 Article 29 WP (1999), pp. 2-3. The Article 29 WP was an independent European body with
advisory status according to Article 29 Directive 95/46/EC and consisted of representatives of all
supervisory authorities of the EU member states. When the GDPR came into force on 25 May 2018,
the Article 29 WP was replaced with the European Data Protection Board (EDPB) that carries out
the same task. The work of the Article 29 WP was not legally binding, but it carried considerable
weight because it reflects the legal interpretation and policy objectives of the supervisory authorities
in the EU member states tasked with enforcing data protection rules.
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The first draft of Articles 10 to 19 of the charter in February 2000 offered a
separate article on data protection: “Every natural person shall have a right to
protection for his personal data.”>* This was not an infringement of the prohibition
to innovate because the accompanying comments of the draft claimed that data
protection was in any case already an aspect of privacy.”” The same draft provided
an alternative, more comprehensive wording for the article on data protection with
additional constituents: “The information must be processed fairly and for specified
purposes, and subject to the data subject’s consent or to any other legitimate basis
specified by law.””® The draft also raised the question of whether oversight by an
independent body should be included.’” It is remarkable that, with the exception of
the right of access to personal data and the right to have personal data rectified, this
first draft (in its alternative wording) already contained all the constituent parts of the
final version.

At some point of the amendment stage, members of the Convention suggested to
delete the entire article on data protection and to incorporate instead a reference to
data protection under the right to respect for private life.”® These amendments were
ignored in the final draft of the charter in October 2000. The final draft included both
Article 7 entailing respect for private and family life and Article 8 enshrining the
protection of personal data.””

Article 7 Respect for Private and Family Life
Everyone has the right to respect for his or her private and family life, home and
communications.

Article 8 Protection of personal data

1. Everyone has the right to the protection of personal data concerning him
or her.

2. Such data must be processed fairly for specified purposes and on the basis of
the consent of the person concerned or some other legitimate basis laid down
by law. Everyone has the right of access to data which has been collected
concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent
authority.

The comments elaborated under the authority of the Praesidium accompanying
the Charter of Fundamental Rights specified that Article 8 was based on Article 286

54Praesidium (2000a), p. 5.

53 bid.

561bid.

ST1bid.

38 Praesidium (2000b), p. 448, 465.
59Praesidium (2000c).
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EC Treaty, Directive 95/46/EC, Article 8 ECHR, and Convention 108.%° Moreover,
the assertion in the comments that data protection was an aspect of privacy
disappeared. However, the reference to the right to private life in Article § ECHR
still constitutes a weak link between the new right to data protection and privacy. The
same is true for the references to Directive 95/46/EC and Convention 108 because
they also refer to privacy. The preamble to the Charter declares that it reaffirms rights
as they are found in particular constitutional traditions and international obligations
common to the EU member states, the TEU, the Community Treaties, the ECHR, the
Social Charters adopted by the Community and by the Council of Europe, and the
case law of the ECJ and of the ECtHR. The Convention stretched its mandate to
render existing rights more visible with the inclusion of data protection in the charter
in so far as it was not a self-standing right that could be reaffirmed from the indicated
sources.®' The coexistence of the right to private life and the right to data protection
in the Charter might be described as the outcome of an unresolved friction between
an established approach and a novel one.®” This is why some scholars argue that the
Convention had manifestly not respected the prohibition to innovate with respect to
data protection.®®

The new fundamental right to data protection established that the protection
afforded in the Charter is not exclusively granted to individuals and their personal
data in relation to their privacy, but generally whenever their personal data is
processed. Ultimately, the inclusion of data protection as a fundamental right in
the Charter goes along with another part of the Preamble of the Charter expressing
the necessity to strengthen the protection of fundamental rights in light of changes in
society, social progress, and scientific and technological developments.®* The Char-
ter was formally proclaimed by the European Parliament, the Council, and the
European Commission on 7 December 2000 in Nice.”” It came into force on
1 December 2009 and is referenced in Article 6(1) TEU as an independent docu-
ment, which has the same legal value as the EU Treaties.

60Explanations relating to the Charter of Fundamental Rights [2007] OJ C303/17, 20.

't is difficult to assert the existence of a common constitutional tradition among EU member states
in relation to the right to data protection. Gonzalez Fuster (2014a), pp. 183-184.

2Coudray (2010), p. 290.

53 Gonzélez Fuster (2014a), p. 199; Braibant (2001), p. 47.

5“Rodota (2009), p. 80. Orla Lynskey argues that the EU has not adequately justified the introduc-
tion of the right to data protection in the EU legal order. Lynskey (2014), p. 572.

65 Charter of Fundamental Rights of the European Union [2000] OJ C364/1. At the same time, it
was decided to defer a decision on the Charter’s legal status. See European Council (2000), para. 2.
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2.1.5 Summary

The right to data protection has its roots in European data protection laws of the
early 1970s, which addressed the computerization of public authorities, the
collecting and connecting of information about individuals in centralized data
banks, and the associated new powers of the state. These laws were not motivated
by trade concerns and were not (strongly) associated with human or fundamental
rights either. The first constitutional provisions in Europe containing data protection
rules in the late 1970s started to connect data protection with the protection of
privacy. Two international instruments from the 1980s established a link between
data protection and the protection of trade. Similarly, the EC started to regulate data
protection because of privacy and trade concerns on the common market. The
adoption of Directive 95/46/EC coincided with discussions about a formal commit-
ment to fundamental rights in the EU. It was decided that a charter of fundamental
rights should make existing rights more visible in the EU. While it was forbidden to
innovate and create new rights, a new right to data protection that is independent
from the right to private life was nevertheless included in the Charter. It drew its
support from the Preamble of the Charter expressing the necessity to strengthen the
protection of fundamental rights in the light of changes in society, social progress,
and scientific and technological developments. Protectionism was never a motive
for the development of the right to data protection.

2.2 Substance of the Right to Data Protection

The underlying values of data protection are essential for the interpretation of the
new fundamental right in Article 8 CFR (Sect. 2.2.1). The right to data protection
has six written constituents that provide an indication its scope of protection
(Sect. 2.2.2). The new fundamental right comes directly after the right to private
life in Article 7 CFR in the order of the Charter. The two rights are distinct, but they
share significant overlaps. Moreover, there is an added value of having both rights in
the Charter (Sect. 2.2.3). The right to data protection is not absolute and limitations
are possible. These limitations are especially relevant in the context of foreign
internet surveillance, which is a major problem for cross-border flows of personal
data (Sect. 2.2.4).

2.2.1 Foundational Values

Data protection is a catch-all term for a series of rules concerned with the processing
of personal data.°® A plethora of values underpin these rules. The foundational

%De Hert and Gutwirth (2009), p. 9.
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values of the right to data protection are an essential starting point to interpret this
new fundamental right. These values also provide guidance to determine lawful
limitations on the exercise of the right to data protection. The most important values
are privacy (Sect. 2.2.1.1), informational self-determination (Sect. 2.2.1.2), trans-
parency (Sect. 2.2.1.3), and democracy (Sect. 2.2.1.4).

2.2.1.1 Privacy

There is no direct link between the right to data protection and privacy in the final
version of the Charter but it is clear that privacy is a major value that data protection
aims to safeguard.®” Despite its importance, the notion of privacy remains somewhat
nebulous and difficult to describe with precision.®® Privacy is not one thing but a
cluster of many distinct yet related things.®’

Samuel Warren and Louis Brandeis argued in their seminal article from 1890 for
the creation of new and explicit legal protection for personal privacy.”® They sought
a legal remedy to balance technological progress:

Instantaneous photographs and newspaper enterprise have invaded the sacred precincts of

private and domestic life; and numerous mechanical devices threaten to make good the

prediction that ‘what is whispered in the closet shall be proclaimed from the house-tops”.”"

There is a striking parallelism between their argument for the creation of privacy
protection laws and the later development of data protection, which was focused on
technological progress and the associated new powers of the state. Warren and
Brandeis described privacy as being part of a more general right of the individual
“to be let alone.”’* The right to be let alone conceives privacy in terms of
non-interference. According to the influential definition of privacy adopted at the
Nordic Conference of Jurists convened in 1967, privacy can be understood as “the
right to be let alone to live one’s own life with the minimum of interference.””* This
includes, among other things, protection against interference with private, family,
and home life; the disclosure of irrelevant embarrassing facts relating to private life;

S”McDermott (2017), p. 2; Tzanou (2017a), p. 24; Bygrave (2002), p. 125.

%%n the words of legal theorist Robert Post: “Privacy is a value so complex, so entangled in
competing and contradictory dimensions, so engorged with various and distinct meanings, that I
sometimes despair whether it can be usefully addressed at all.” Post (2001), p. 2087.

% Daniel Solove rejects the idea that privacy is a unitary value. Instead, he regards privacy as a
concept that itself protects a plurality of values. He suggests six different types: (1) the right to be
let alone, (2) limited access to the self, (3) secrecy, (4) control over personal information,
(5) personhood, and (6) intimacy. Solove (2008), pp. 12—13, 40.

7OWarren and Brandeis (1890), p- 197.

"bid., 195.

"1bid., 205.

73The conference was convened by the International Commission of Jurists. The adopted conclu-
sions are cited in Stromholm (1967), p. 237, see Appendix IV Article 2.
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the use of the name, identity or likeness; spying; interference with correspondence;
misuse of private communications, written or oral; and disclosure of information
given or received in circumstances of professional confidence.

Other theorists have also conceived privacy in terms of degree of access to a
person. Ruth Gavison defined privacy as a condition of “limited accessibility.””*
According to Gavison, the condition of limited accessibility consists of three sepa-
rate elements: secrecy (the extent to which we are known to others), solitude (the
extent to which others have physical access to us), and anonymity (the extent to
which we are the subject of others’ attention). In addition, Sissela Bok underlines
that privacy requires protection from unwanted access by others, either physical,
mental, or informational.”> Anita Allen summarizes that privacy denotes a degree of
inaccessibility of persons, their mental states, and information about them to the
senses and surveillance devices of others.”®

Technological developments highlight the importance of privacy. The advent of
big data enabled surveillance practices on unprecedented scales.”” Edward Snowden
revealed in 2013 the extent of global mass surveillance. He showed how govern-
ments were secretly collecting huge quantities of personal data in our communica-
tions, including private e-mails, phone locations, web histories, and much more—all
of it without consent and grounded on a thin legal basis.”® The right to be let alone
and the concept of limited accessibility establish a sphere for the individual where
the state and private parties cannot interfere without justification, including but not
limited to surveillance practices. In this regard, the Grand Chamber of the ECJ found
that legislation permitting public authorities access to personal data on a generalized
basis through the content of electronic communications must be regarded as
compromising the essence of the right to private life (privacy).”

Data protection rules usually do not prohibit the processing of personal data. Data
protection rules regulate, and sometimes limit, the ways in which personal data can
legally be processed. Notable exceptions are prohibitions in the GDPR for the
processing of sensitive data in order to safeguard the private sphere of individuals.*
Principles such as purpose limitation, data minimization, storage limitation, and
confidentiality in the GDPR are examples of how privacy and its formulations both

74Gavison (1980), pp. 428-436.
Bok (1982), pp. 10-11.

76 Allen (1988), p. 15.

"7Lyon (2014), pp. 4-5.

78The journalists Glenn Greenwald, Ewen MacAskill, Barton Gellman and Laura Poitras broke the
story on 7 June 2013. See Greenwald and MacAskill (2013); Gellman and Poitras (2013).

79ECJ, Schrems, para. 94.

80 Article 9(1) GDPR prohibits the processing of special categories of personal data (‘sensitive
data’) revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade
union membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person’s sex life or
sexual orientation. Article 9(2) GDPR contains a list of exceptions when paragraph 1 does not
apply. Cp. Rouvroy and Poullet (2009), p. 70. See Recital (10) GDPR.
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as a right to be let alone and as limited accessibility of the person are embedded in
data protection rules.®’

2.2.1.2 Informational Self-Determination

Informational self-determination is another value that data protection aims to safe-
guard.® The notion of informational self-determination is deeply rooted in concepts
of human dignity, personal liberty, and autonomy. Lewis Hinchman has observed
that in contemporary philosophy, the main requirement of autonomy is “that the
choices [one makes] be truly one’s own, that one must not have been manipulated,
gulled, brainwashed, or conditioned into making them.”® Personal liberty and
autonomy are affected when the quantity and quality of personal data offer oppor-
tunities for the use and manipulation of individual characteristics.

The German Constitutional Court (Bundesverfassungsgericht) noted in a land-
mark decision from 1984 on the constitutionality of a population census that modern
methods of storing information about a person combined with automatic data
processing enable the creation of partial or virtually complete personality profiles,
the accuracy and application of which the concerned individuals have no sufficient
means to control.** Today, algorithms can even hold individuals accountable for
whatever the combination of their personal data reveals. Such profiles raise concerns
about personal liberty and autonomous agency. The German Constitutional Court
reflected that the lack of opportunities to control the accuracy and use of these
constructed profiles can influence individuals’ behavior through the psychological
pressure exerted on them.®* This influence could have a “chilling effect” and impair
individuals in the exercise of their personal liberty to make decisions that are truly
their own.®*® In reaction, the Constitutional Court developed a right to informational
self-determination as an expression of the general right of personality, which, in turn,
is based on the general protection of personal liberty and human dignity.®” The
notion of informational self-determination implies that individuals’ control over
their personal data is a necessary precondition for a life that is governed by free

81 Article 5(1)(b), (c), (e), (f) and Article 5(2) GDPR.

82S0me scholars in the US, where the notion of data protection is not widely used, also perceive
privacy in terms of information control. For example, Alan Westin holds that privacy “is the claim
of individuals [...] to determine for themselves when, how, and to what extent information about
them is communicated to others.” Westin (1967), p. 7.

83 Hinchman (1996), p. 488.

84BVerfGE, Volkzihlung, 45. For a detailed account of the decision in English see Hornung and
Schnabel (2009).

85BVerfGE, Volkzihlung, 46.
861bid.; see Wagner DeCew (1997), p. 64.

8" BVerfGE, Volkzihlung, 44. This is why human dignity is often cited as the ultimate foundation of
data protection (and the overall goal of human rights protection). Tzanou (2017a), p. 29; Lynskey
(2015), p. 94; Petersen (2012), p. 1013; ECtHR, S.W. v. the United Kingdom, para. 44.
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choices.®® The right to informational self-determination guarantees the ability of
individuals to determine for themselves the disclosure and use of their personal
data.®

Data protection rules empower individuals as data subjects with a bundle of
rights.”® The consent of individuals to the processing of their personal data is one
of the important mechanisms in the GDPR to determine when personal data can
legally be used.”’ These include rights for individuals to access information about
themselves and to have this information rectified.”” The Grand Chamber of the ECJ
has even decided that there must be a right to be forgotten in the case Google Spain
regarding a Spanish citizen’s claim to delete information about him found on Google
searches.” These rights are examples of how informational self-determination is
embedded in data protection rules.

Furthermore, AG Pedro Cruz Villalén explicitly mentioned informational self-
determination in relation to data protection in his opinion on Digital Right Ireland.
He wrote that Directive 2006/24/EC (Data Retention Directive, DRD) applied to
personal data necessary to identify users of publicly available electronic communi-
cation services or public communications networks and that this data falls within the
category of data the disclosure of which is subject to the express authorization of
each individual based on the right to informational self-determination.”*

2.2.1.3 Transparency

Transparency is a third value that data protection aims to safeguard.”> The
processing of personal data bears inherent imbalances. These imbalances are man-
ifest in the asymmetries between the two sides of data processing operations.’® There
is, on the one side, the data subjects whose personal data is processed, and, on the
other side, the data controllers who determine the purposes and means of such
processing. Helen Nissenbaum describes the situation of data subjects as one in
which, “a) there is virtually no limit to the amount of information that can be
recorded, b) there is virtually no limit to the scope of analysis that can be done —

88Rouvroy and Poullet (2009), p. 51.
89BVerfGE, Volkzihlung, 46.

“Lynskey (2015), p. 192; Lazaro and Le Métayer (2015), pp. 17—18. Cp. ECJ, AG Opinion, Digital
Rights Ireland, para. 57.

1 Article 6(1)(a) GDPR; see Carolan (2016), pp. 463-464; Whitley (2009), p. 156. But see
Schermer et al. (2014), pp. 176-178; Tene and Polonetsky (2013), pp. 260-263.

92 Articles 15 and 16 GDPR.
93 ECJ, Google Spain, para. 97; see also Article 17 GDPR.
9“ECJ, AG Opinion, Digital Rights Ireland, para. 57.

93 McDermott (2017), pp. 1-7; Tzanou (2017a), p. 26; Gonzalez Fuster (2014b), pp. 95-99;
Schwartz (1995), pp. 589-590; Paul de Hert and Serge Gutwirth even argue that transparency is
the core value of data protection. See De Hert and Gutwirth (2006), p. 80.

9Tzanou (2017a), p. 26.
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bounded only by human ingenuity, and c) the information may be stored virtually
forever.”®” Herbert Burkert argues that data protection rules are, in essence, about
the (transparent) distribution of power.”® Paul De Hert and Serge Gutwirth define
data protection as a tool of transparency that channels the exercise of power over
data subjects.”” Data protection rules strive to enhance the transparency of data
processing operations in order to bring balance between data subjects and data
controllers. This is why data protection rules often require that personal data is
processed fairly.'°’ Fairness is an ambiguous notion. In the context of data protec-
tion, it is regularly associated with transparency and implies that the processing of
personal data must be clear to the data subject.'’’ Recital (38) Directive 95/46/EC
was very explicit in this regard:
Whereas, if the processing of data is to be fair, the data subject must be in a position to learn

of the existence of a processing operation and, where data are collected from him, must be
given accurate and full information, bearing in mind the circumstances of the collection.

In order to achieve such transparency, the GDPR requires that organizations which
process personal data must provide individuals whose data is processed with various
kinds of information, such as the identity of the processing organization, the type of
data involved, the extent and the purposes of the processing operations, the risks,
rules, and safeguards attached to these operations, and the time limit for erasure or
periodic review of the data involved.'® This is a reflection of the attempt to achieve
procedural fairness for data processing operations.'”® Transparency ultimately
enables individuals to know who knows what about them, as well as when and on
what occasions, and, therefore, allows them to act accordingly.

2.2.1.4 Democracy
Democracy is the last value discussed here that data protection aims to safeguard.'®*

Priscilla Regan claims that data protection rules serve purposes beyond those that
they perform for a particular individual. She distinguishes between the private

7 Nissenbaum (1998), p. 576.

8 According to his understanding, data protection rules seek to de-legitimize asymmetries of
information distribution through transparency (and in the interest of individual freedom and
democratic participation). See Burkert (2009), pp. 339-340.

9De Hert and Gutwirth (2006), p. 77; Article 29 WP (2017), p. 5. Victor Tadros is critical of the
proposition that data protection is merely a tool of transparency and suggests that it should not be
seen purely as regulation of legitimate activity, but rather as restraint on the use of information. See
Tadros (2006), pp. 116-118.

190¢p. Article 5(1)(a) GDPR.

101 Clifford and Ausloos (2018), p. 139; Bygrave (2002), p. 59.

102Gee Articles 12—14 GDPR; Recital (39) GDPR.

193 Clifford and Ausloos (2018), p. 163; Tzanou (2013), p. 90.

194Boehme-NeBler (2016), p- 228; Schwartz (1995), pp. 589-590; Gavison (1980), p. 455.
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purpose of these rules and their public purpose in which they are instrumentally
valuable to a democratic political system, securing, for examples, things like free-
dom of speech and association.'® Similarly, the ECJ has acknowledged that the
retention of traffic and location data as well as data pertaining to mobile communi-
cation of individuals is not compatible with the right to data protection and moreover
has an effect on the exercise of the freedom of expression, which constitutes one of
the essential foundations of a pluralist democratic society.'%®

The German Constitutional Court noted in its 1984 population census decision
with regard to the power of modern data processing technology that informational
self-determination is essential for the common good because democratic societies
rely on individuals that can act and collaborate freely.'”” James Flemming further
argues that the integrity of a democratic society rests on individuals’ capacity for free
decision making and the collective’s capacity for free discourse.'”® The power
resting in the accumulation, aggregation, and application of personal data has the
potential to seriously distort these processes.'”® If individuals cannot oversee and
control what information about them is openly accessible in their social environ-
ment, and if they cannot appraise the knowledge of possible communication partners
about them, then they may be inhibited in their capacity for free decision making.''°
Furthermore, if individuals are unsure whether dissenting behavior is noticed and
information is being permanently stored, used, and passed on, they will try to avoid it
s0 as not to attract attention.''!

Data protection rules thus foster the capacity of individuals for free decision
making and secure the conditions that are necessary for sustaining an open collective
discourse by shielding participants against intrusive data processing operations,
enabling them to control their personal data, and making data processing operations
more transparent. Consequently, data protection is a tool for the preservation and
promotion of political participation and therefore plays a vital societal role in a
functioning democracy.

105Regan (1995), pp. 221-230. Arthur J. Cockfield argues that legal analysis should recognize the
public aspect of these rules. Cockfield (2007), p. 51.

106The ECJ highlighted that data, which is retained and subsequently used without informing the
individuals concerned, is likely to generate the feeling that their private lives are the subject of
constant surveillance. ECJ, Digital Rights Ireland, C-293/12 and C-594/12, paras 28, 37; see also
ECJ, Tele2/Watson, paras 92-93, 101; Krotoszynski Jr. (2016), p. 175.

l07BVerfGE, Volkzdhlungsurteil, 47.

1%8 James Flemming coined the notions of deliberative autonomy and deliberative democracy in his
work on constitutional constructivism to describe the necessary capacities of individuals and the
collective for a functional democratic society. See Flemming (2004), pp. 1439-1441; Flemming
(1995), pp. 7-16.

199 Totalitarian regimes in Eastern Europe relied on information gathering and storage to weaken the
individual’s capacities for critical reflection and to repress social movements. Collective human
self-determination is fragile in the face of widespread surveillance and data collection. See Schwartz
(1994), pp. 1052-1053.

"9Cp. BVerfGE, Volkzihlungsurteil, 45.
" Cp. ibid.
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2.2.2 Written Constituents of the Right to Data Protection

The right to data protection in Article 8 CFR is not designed like other fundamental
rights. The first paragraph introduces the right to data protection and the two
following paragraphs contain six written constituent parts of the fundamental right.
The general principle in Article 8(1) CFR includes the concept of personal data and
defines the scope of the fundamental right (Sect. 2.2.2.1). The six constituent parts of
the right to data protection can be divided into three groups.''> The first group
includes the constituent parts that resemble data protection principles in
Article 5 GDPR: fairness, purpose specification, and legitimate basis for a data
processing operation (Sect. 2.2.2.2). The second group includes the constituent
parts that contain additional rights: the right of access to personal data and the
right to have personal data rectified (Sect. 2.2.2.3). Lastly, the constituent part
requiring independent supervision constitutes the third group (Sect. 2.2.2.4).

2.2.2.1 General Principle

The first paragraph of Article 8 CFR introduces the general principle of the funda-
mental right. Everyone has the right to the protection of personal data concerning
him or her. The notion of personal data is crucial to the understanding of the right to
data protection. Article 4(1) GDPR defines personal data as

any information relating to an identified or identifiable natural person (the data subject),
whereas an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.'"

For example, IP addresses are personal data because they allow for the identification
of a natural person (the internet user).''* The definition of personal data is intended
to be very broad. Since information can relate to a person in content, purpose or
result, the information relating to a person is broader than just the information about
that person.' ' Information relates to a person in purpose, for example, when the data
is used or is likely to be used with the purpose to evaluate or influence the status or

12 Similarly, Gonzélez Fuster (2014a), p. 204. Yves Poullet instead refers to four principles: a scope
of application covering all personal data, subjective rights, certain limitations imposed on those
processing data and the existence of a supervisory authority. See Poullet (2006), p. 216.

"3 The Article 29 WP breaks up the definition of personal data into four elements. Personal data is
information (1), relating to (2), an identified or identifiable (3) natural person (4). See Article 29 WP
(2007), 6.

Y4ECJ, Breyer, paras 38-49; ECJ, Scarlet Extended, para. 51; Recital (30) GDPR.

115 Article 29 WP (2007), pp. 10-11.
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behavior of that person.''® An identified person is a person who is known or
distinguished in a group whereas an identifiable person is a person who is not yet
identified but his or her identification is possible.''” To determine whether a person
is identifiable, account needs to be taken of all the means reasonably likely to be
used.''® To ascertain whether the means are reasonably likely to be used, all
objective factors such as the costs and amount of time required for identification
as well as the available technology at the time of the processing and technological
developments are relevant. As data processing technologies advance and the pool of
data which can be combined grows (combining databases has becomes a daily
practice of intelligence agencies), the possibility of linking information to a person
increases.'

The right in Article 8 CFR protects individuals from the processing of their
personal data. The processing of personal data is any operation which is performed
on personal data such as collection, recording, organization, structuring, storage,
use, combination, sharing, or transfer to another country.'?® Any data processing
operation involving personal data of individuals in the EU falls under the scope of
the right to data protection and must respect its constituent parts.

2.2.2.2 Fairness, Purpose Specification, and Basis for the Processing
of Personal Data

Three constituent parts of the right to data protection can be found in the first
sentence of Article 8(2) CFR. They require that personal data is processed fairly,
for specified purposes, and on the basis of the consent of the person concerned or
some other legitimate basis laid down by law. These constituent parts are linked with
transparency. 121

For processing operations to be fair, the data subject must be in a position to learn
of their existence. Secret processing of personal data without a legitimate basis
defined by law is considered to interfere with the right to data protection. The French
Council of States (Conseil d Etat) provided an illustrative example in the Les Pages
Jaunes case. In this case, the French Council of States found that the collection and
aggregation of information about individuals from their public social media profiles

"%bid., 10. When increasing amounts of data are gathered in real time from increasingly connected
environments, intended to be used in automated decision-making about us, and we do not know
how autonomous self-learning and self-managing computers draw meaning from data, we should
always reasonably assume that any information is likely to relate to a person, since we cannot
eliminate this possibility with certainty. See Purtova (2018), p. 55.

17 Article 29 WP (2007), pp. 10-11.

Y8ECI, Breyer, paras 41, 46; Recital (26) GDPR.

'"“Tene and Polonetsky (2013) 257-258; Schwartz and Solove (2011) 1836-1847; Ohm (2010),
pp. 1716-1731.

120 Article 4(2) GDPR.

21 Forg6 et al. (2017), pp. 26-28.
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for the online directory services of the Les Pages Jaunes was unfair because data
subjects were not sufficiently informed that their public profiles would be
collected.'*

Purpose specification reflects the idea that data processing operations should be
foreseeable for the data subject and should not go beyond the reasonable expecta-
tions of the individuals concerned.'®® This prohibits aimless data collection. The
purpose of data processing operations must be specified prior to the collection. Any
processing of personal data for purposes that are incompatible with the initially
specified purpose must be considered to interfere with the right to data protection.

Data processing operations always require a legal basis. Article 8(2) CRF iden-
tifies the consent of the person concerned as a broadly applicable basis for the lawful
processing of personal data. The prominent role of consent in data protection is an
expression of informational self-determination.'?* Article 4(11) GDPR defines con-
sent as “any freely given, specific, informed and unambiguous indication of the data
subject’s wishes by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him or her.”'** The
consent of the person concerned cannot be valid as a legal basis for data processing
operations when power and information asymmetries jeopardize effective informa-
tional self-determination.'?® In such circumstances, consent is neither informed nor
freely given. The ECJ addressed an illustrative example in the Schwarz v. Stadt
Bochum case. The ECJ observed that persons are not free to object to the processing
of their fingerprints for a passport and that persons applying for passports cannot
therefore be deemed to have consented to the processing of their personal data.'?’
According to Article 8(2) CFR, other legitimate bases for the processing of personal
data can be laid down by law.

2.2.2.3 Right of Access and Right to Rectify

The second sentence of Article 8(2) CFR contains two constituent parts of the right
to data protection. Each of the two constituent parts contain a separate right for data
subjects: the right of access to personal data that has been collected and the right to
rectify that data. These two constituent parts provide further safeguards for the
informational self-determination of individuals and the transparency of data

122 Conseil d’Etat, Les Pages Jaunes, para. 9.

123 Brouwer (2011), p. 279.

124The Article 29 WP sees the autonomy of the data subject as a pre-condition and a consequence of
consent: it gives data subjects influence over the processing of information concerning them. See
Article 29 WP (2011), pp. 8-9.

125Eleni Kosta warns that “the tole of consent in this era is reduced, as the control of the individual
over his personal information is overcome by the facilitation of everyday activities in electronic
communications and especially the internet”. See Kosta (2013), p. 399.

126Bergemann (2018), pp. 122—123; Zanfir (2014), p. 241; Lynskey (2015), pp. 189—190.
12TRCy, Schwarz v. Stadt Bochum, para. 32.
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processing operations. The right of access to personal data enables data subjects to
follow data processing operations, to verify the accuracy of their personal data, and
to check the lawfulness of data processing operations.'*® The right of access to
personal data must relate to past data processing operations.'* Article 15 GDPR
specifies that the data subject has the right to receive an array of information about
processing operations involving their personal data including the purpose of the
processing, the recipients to whom the data has been or will be disclosed, in
particular recipients in third countries, and the envisaged period for which the data
will be stored. The right to rectify personal data requires the data controller to rectify
inaccurate personal data concerning the data subject. Article 16 GDPR demands that
the rectification happens without undue delay. These rights have been framed as
enabling the emancipatory engagement of individuals and as a legally supported
variation of sousveillance.'*

2.2.2.4 Independent Supervision

The last constituent part of the right to protection of personal data can be found in
Article 8(3) CFR. This last constituent part provides that compliance with the rules in
Article 8 CFR must be subject to control by an independent authority. The ECJ has
repeatedly held that independent supervision is an essential component of the
protection of individuals with regard to the processing of personal data.'*' The
power asymmetries between data controllers and data subjects require a carefully
crafted system of checks-and-balances.'** The requirement of independent supervi-
sion over data protection rules is a safeguard that addresses accountability of
informational power in a democratic society. Article 8(3) CFR guarantees individ-
uals a right to lodge claims suing for the protection of their personal data.'*® The
authority tasked with supervision must be independent. Article 52 GDPR requires
that the independence of this authority must be secured legally and administratively.
Article 8(3) CFR precludes that the supervisory authority is subject to directions or
any other external influence, which could call the performance of its task into
question.'** The guarantee of independence is intended to ensure the effectiveness
and reliability of the monitoring of compliance with data protection rules.'*

128Cp. Recital (41) Directive 95/46/EC.
129ECJ, Rijkeboer, para. 54.

139Sousveillance connotes the surveillance of the surveilling entity by the surveilled subjects.
Rothmann (2017), p. 225.

Blgcy , Tele 2/Watson, para. 123; ECJ, Schrems, para. 41; ECJ, Commission v. Hungary, para. 48;
ECJ, Commission v. Austria, para. 36.

132Nissenbaum (1998), p. 576.

133ECJ, Tele 2/Watson, para. 123.

134ECJ, Opinion 1/15, para. 230; ECJ, Commission v. Germany, para. 30.
35ECT, Schrems, para. 41.
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The ECJ held in Schrems that the powers of the national supervisory authorities in
the EU member states concern the processing of personal data carried out on their
own territories.'*® With regard to the transfer of personal data from the EU to a third
country, the ECJ concluded that it constitutes processing of personal data in an EU
member state, and so in accordance with Article 8(3) CFR, the national supervisory
authogties are responsible for the monitoring of compliance with data protection
rules.”’

2.2.3 Relationship with the Right to Private Life

The fundamental right to data protection in Article 8 CFR exists alongside and in
addition to the right to private life in Article 7 CFR (Sect. 2.2.3.1). The two rights are
distinct but share significant overlaps (Sect. 2.2.3.2). The ECJ still struggles to
approach the two rights independently (Sect. 2.2.3.3). Nevertheless, the existence
of the right to private life provides added value to the right to data protection
(Sect. 2.2.3.4).

2.2.3.1 The Right to Private Life

The right to private life enshrined in Article 7 CFR provides that everyone has the
right to respect for his or her private and family life, home, and communications.'*®
It is first and foremost a defensive right to protect individuals against arbitrary
interference by public authorities.'*® The explanations relating to the Charter under-
line that Article 7 CFR corresponds to Article 8 ECHR.'*® The meaning and scope of
the right to private life in Article 7 CFR should therefore be read as the same as the
right to private life in Article 8 ECHR according to Article 52(3) CFR. The ECtHR
found interferences with Article 8 ECHR in cases concerning the interception and
recording of telephone calls,'*' the storing of information relating to the private life
of individuals,'** and the examination of personal data from bulk interception of
personal data.'*® The right to private life in Article 8 ECHR has a long history of

1361bid., para. 44.
1371bid., paras 44-47.
38 The term right to private life is used here to refer to Article 7 CFR or Article 8 ECHR.

139The notion of privacy conceptually embraces the different guarantees of Article 7 CFR: The
protection of private and family life, the protection of the home and the protection of communica-
tions. Rodota (2009), p. 79.

140Explanations relating to the Charter of Fundamental Rights, 20.
141ECtHR, Amman v. Switzerland, para. 56.

142ECtHR, Rotaru v. Romania, para. 43.

"SECtHR, Big Brother Watch and others v. United Kingdom, para. 325.
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protecting individuals against the processing of their personal data, especially
concerning the surveillance practices of European countries.'**

2.2.3.2 Distinct But Overlapping Rights

The Charter does not explain the difference or the relationship between the right to
private life in Article 7 CFR and the right to data protection in Article 8 CFR. There
is a lively debate among scholars regarding the nature of the relationship between
these two rights in the Charter. Bart van der Sloot denies a separate function of the
right to data protection and argues that data protection rules deserve protection under
a fundamental rights framework already covered by the right to private life.'** Orla
Lynskey argues that the right to data protection grants individuals more rights over
more personal data than the right to private life alone.'*® Paul de Hert and Serge
Gutwirth portray the two rights as having separate functions. They see the right to
private life as a tool of opacity that limits the illegitimate and excessive use of power,
and have argued that the right to data protection is a tool of transparency directed
toward channeling the legitimate use of power.'*’ Maria Tzanou, for her part,
criticizes this theory because it implies that data protection is not indispensable as
a separate fundamental right.'*®

It is important not to lose sight of the systematic reality in this debate. The right to
data protection has been enshrined as an independent fundamental right in the
Charter. In this context, the right to data protection is considered, or expected, to
add something new to the protection of fundamental rights. This was also recognized
by the ECJ:

It should be added, finally, that Article 8 of the Charter concerns a fundamental right which
is distinct from that enshrined in Article 7 of the Charter and which has no equivalent in the
ECHR.'¥

Orla Lynskey’s model for the relationship between Articles 7 and 8 CFR seems to be
the most convincing. She argues that the right to data protection overlaps consider-
ably with the right to private life because they both ensure the privacy of individuals
concerning their personal data, but that the right to data protection embodies a

%4De Hert and Gutwirth (2009), pp. 23-29.

45 van der Sloot (2017), p. 28.

1461 ynskey (2014), p. 588; Kokott and Sobotta (2013), p. 225.
“TDe Hert and Gutwirth (2006), p. 62.

148 Tzanou (2013), p. 92.

'“9When the British Court of Appeal (England & Wales) asked whether the scope of Articles 7 and
8 CFR expand beyond that of Article 8 ECHR, the ECJ refused to clarify their exact relationship
because “justification for making a request for a preliminary ruling is not for advisory opinions to be
delivered on general or hypothetical questions, but rather that it is necessary for the effective
resolution of a dispute concerning EU law.” ECJ, Tele 2/Watson, paras 129—130.
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number of values that the right to private life does not include and vice versa.'”®
Informational self-determination and transparency are important values that data
protection rules aim to safeguard and which may distinguish the right to data
protection from the right to private life.'”" Such an understanding is respectful of
the development of data protection in Europe where privacy was not always the
driving force. The two rights should be understood as distinct but overlapping.'>?
The overlapping part of the two rights concerns data privacy. Nevertheless, the two
rights construe data privacy differently based on their underlying values.

Almost all forms of processing of personal data fall under the scope of the right to
data protection, regardless of any interference with the right to private life. In
contrast, whether or not the processing of personal data also falls under the scope
of the right to private life depends on the nature of the data and the context of the
processing.'>? If a measure falls under the scope of both rights then each right should
be independently applied based on their underlying values.

2.2.3.3 Combined Reading of the Two Rights

The jurisprudence of the ECJ does not (entirely) reflect the distinctive character of
the right to data protection. The ECJ mentioned the right to data protection for the
first time in 2008 in the case Promusicae.'>* This was before the Charter became
legally binding. The ECJ referred to Article 8 CFR as “the right that guarantees
protection of personal data and hence of private life.”'> The right to data protection
was essentially perceived as a subset of the right to private life.'” This perception
was cemented in 2009 in the case Rijkeboer when the ECJ held that several
constituent parts of the right to data protection formed part of the right to private
life including the fair and lawful processing of personal data as well as the right of
access to personal data and the right to rectify personal data.'”’

After the Charter became legally binding on 1 December 2009, Schecke was the
first case in which the ECJ had to assess the validity of a secondary EU law in light of
the right to data protection. The referring Administrative Court Wiesbaden
(Verwaltungsgericht Wiesbaden) found that an obligation to publish the personal
data of farmers who received agricultural funds on the internet constituted an
unjustified interference with the right to data protection without mentioning the

159Lynskey (2015), pp. 103-104, 130; Kokott and Sobotta (2013), p. 228.

15! Lynskey (2014), p. 588; ECJ, AG Opinion, Digital Rights Ireland, para. 57.

152 Ferretti (2014), p. 851.

133y , Osterreichischer Rundfunk, para. 74; ECJ, Digital Rights Ireland, para. 27.
IS4BCT, Promusicae, para. 64.

*>Ibid., para. 63.

156paul de Hert and Serge Gutwirth criticize the ECJ of viewing “data protection as privacy, no
more no less”. de Hert and Gutwirth (2009), p. 33.

5TECJ, Rijkeboer, paras 49, 64.
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right to private life.'® The ECJ, however, invented a formula expressing the two
rights as one “right to respect for private life with regard to the processing of
personal data, recognized by Articles 7 and 8 CFR.”'* The ECJ added that the
limitations which may lawfully be imposed on the right to data protection
correspond to those tolerated in relation to the right to private life enshrined in
Article 8 ECHR.'® These findings created the impression that the right to data
protection cannot operate alone without the right to private life.'®!

The ECJ took an important step in 2011 with the case Scarlet concerning an
injunction requiring internet service providers to install a filtering system that
actively monitors all electronic communications on their network in order to prevent
infringements of intellectual property rights. The ECJ found that such an injunction
may infringe the right to data protection in Article 8 CFR and the freedom to receive
or impart information in Article 11 CFR.'®® The ECJ thus abandoned the Schecke
formula and recognized an independent character of the right to data protection. The
Grand Chamber of the ECJ took another step in 2014 with the case Digital Rights
Ireland concerning the validity of Directive 2006/24/EC (Data Retention Directive,
DRD) which obliged providers of publicly available electronic communications
services or public communications networks to retain certain types of data and
make them available to national authorities for the purposes of fighting serious
crime. The ECJ found that Directive 2006/24/EC raised questions relating to the
right to private life in Article 7 CFR, the right to data protection in Article 8 CFR, and
the right to freedom of expression in Article 11 CFR, and subsequently explained why
the retention of traffic and location data under Directive 2006/24/EC affected these
three rights.'® However, the explanations concerning the right to data protection were
not very extensive. The ECJ simply stated that Directive 2006/24/EC interfered with
the right to data protection because it provided for the processing of personal data
without further clarifying which constituents of Article 8 CFR were affected.'®

The Grand Chamber of the ECJ consolidated that approach in Tele2/Watson
concerning the compatibility of Swedish and British data retention requirements
and in Opinion 1/15 concerning the PNR agreement between the EU and Canada.'®
Contrary to the interferences with Articles 7 and 8 CFR, lawful limitations on the
two rights were assessed together. This consolidated approach shows that the ECJ
prefers a combined reading of Articles 7 and 8 CFR.'® The combined reading
reflects the fact that there are overlaps between the two distinct fundamental rights.

1S8ECT, Schecke, para. 30.

15%bid., para. 52.

10 bid.

16177 an0u (2017a), p. 55.

102ECy , Scarlet Extended, para. 50.

163gCy, Digital Rights Ireland, para. 25.

1641bid., para. 36.

195EC], Tele2/Watson, para. 129; ECJ, Opinion 1/15, paras 125-126.
1% Hustinx (2017), p. 172.
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However, Maria Tzanou argues that this is an unnecessary circumvention of the
Charter.'®’ In order to validate the constitutional reality as it is found in the Charter,
the two rights should be independently applied based on their underlying values.
This is also underlined by the fact that the GDPR only refers to the right to data
protection.

2.2.3.4 The Added Value of Having Two Fundamental Rights

There is an added value of having both fundamental rights, the right to private life
and the right to data protection, recognized in the Charter. From the perspective of
the right to data protection, much can be gained from the right to private life. If data
processing operations are fair; conducted for the purpose initially specified; have a
legitimate basis; and when access to the data is granted, rectification of the data is
possible, and independent supervision is in place — in short, when all constituent
parts of the right to data protection are respected — the right to private life in
Article 7 CFR offers additional protection to individuals in the field of data privacy.

The ECJ specifically determined that the protection of the right to private life in
Article 7 CFR requires that derogations from and limitations on the protection of
personal data must apply only in so far as is strictly necessary.'®® The strict necessity
test superimposed on the protection of personal data by Article 7 CFR offers
additional safeguards for data subjects. The jurisprudence of the ECtHR on limita-
tions of the right to private life in Article 8 ECHR is a rich source of inspiration in
this regard. The ECJ has found analogies to previous cases of the ECtHR:

— EU legislation must impose minimum safeguards so that the persons whose data
have been retained have sufficient guarantees to effectively protect their personal
data against the risk of abuse and against any unlawful access and use of that
datat;169

— the need for such safeguards is all the greater where personal data are subjected to
automatic processing and where there is a significant risk of unlawful access to
those data;m)

— access, as a general rule, can only be granted to secure the objective of fighting
crime if the individual whose data is being processed is suspected of planning,

167 Tzanou (2017a), p. 41.

188ECJ, Satamedia, para. 56; ECJ, Schecke, para. 77; ECJ, Digital Rights Ireland, para. 52; ECJ,
Schrems, para. 92; ECJ, Tele2/Watson, para. 96.

19ECy , Digital Right Ireland, para. 54 in analogy, as regards Article 8§ ECHR, to ECtHR, Liberty
and Others v. the United Kingdom, para. 62; ECtHR, Rotaru v. Romania, paras 57-59; ECtHR,
S. and Marper v. the United Kingdom, para. 102.

OB, Digital Right Ireland, para. 54 in analogy, as regards Article 8 ECHR, to ECtHR, S. and
Marper v. the United Kingdom, para. 103; ECtHR, M. K. v. France, para. 35.
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committing or having committed a serious crime or of being implicated in one
way or another in such a crime;'”" and

— that, except for cases of validly established urgency, such access has to be subject
to a prior review carried out either by a court or by an independent administrative
body, and that the decision of that court or body must be made following a
reasoned request by the authorities.'”?

The combined reading of Articles 7 and 8 CFR has allowed the ECJ to take the
standards of the right to private life into account when deciding cases in the field of
data privacy. However, the same result could be achieved when both rights are
addressed independently.

2.2.4 Limitations on the Right to Data Protection

The fundamental right to data protection is not absolute. Limitations on the exercise
of the right to data protection are possible when they meet certain conditions. There
is some confusion as to when an interference with the right to data protection
actually takes place (Sect. 2.2.4.1). Any limitation on a fundamental right must
respect the essence of the right. The essence of the right to private life (Sect. 2.2.4.2)
and the right to data protection (Sect. 2.2.4.3) should be assessed independently. The
remaining conditions for lawful limitations on fundamental rights will be addressed
afterwards (Sect. 2.2.4.4).

2.2.4.1 Interference with the Right to Data Protection

There is some confusion as to when an interference with the right to data protection
actually takes place. It is necessary to first determine whether the right to data
protection is enshrined in the first paragraph of Article 8 CFR or in Article 8 CFR
taken as a whole. If we consider that the first paragraph entails the right to data
protection, any processing of personal data will automatically interfere with the
fundamental right in Article 8 CFR. If we accept, however, that the right to data
protection is not confined to the first paragraph, but established by all three para-
graphs taken together, an interference can only occur when the processing of
personal data does not respect one or more of the constituent parts of the fundamen-
tal right in Article 8 CFR.

TVECT, Tele2/Watson, para. 119 in analogy, as regards Article 8 ECHR, to ECtHR, Zakharov v.
Russia, para. 260.

72ECJ, Tele2/Watson, para. 120 in analogy, as regards Article 8 ECHR, to ECtHR, Szabd and
Vissy v. Hungary, paras 77, 80.
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The ECJ has so far followed the former approach.'’”> The ECJ seems to
assume that there is a tension between the first and the subsequent paragraphs of
Article 8 CFR. The Court’s approach seems to be that the general principle in the
first paragraph contains a prohibition on data processing operations and the other
paragraphs contain the conditions for exceptions to this prohibition. For example,
the ECJ found in Opinion 1/15 an interference with Article 8(1) CFR because the
measure in question involved the processing of personal data.'’* The ECJ con-
cluded that the requirements for a justification of the interference according to
Article 52(1) CFR are not fulfilled. Only afterwards did the ECJ address some of
the constituent parts of the right to data protection in Article 8(2) and (3) CFR.'"

The scope of Article 8 CFR—involving all processing of personal data—should
not be confused with the question of whether the right to data protection has been
interfered with.'”® There are significant reasons to follow the latter approach, which
establishes the right to data protection in Article 8 CFR taken as a whole.'”” For
example, the approach of the ECJ ends up inflating the right to data protection. Any
transfer of personal data outside the EU would constitute an interference with the
right to data protection. Such an interpretation is not reconcilable with the develop-
ment of the right to data protection, which must be seen in light of changes in society,
social progress, and scientific and technological developments. Data processing
operations are part of everyday life. It would thus undermine the concept of
fundamental rights if every data processing operation was viewed as an interference
with the right to data protection. Data protection enables data processing operations
according to certain rules rather than impeding them. The presumption of the right to
data protection should be that data processing operations are allowed and necessary
in the digital age.'”® AG Siegbert Alber wrote that “there would be no need for data
protection if there were a general prohibition of information disclosure.”'””

I thus argue that an interference with the right to data protection enshrined in
Article 8 CFR only takes place if a data processing operation is not fair, is not
conducted for the purpose initially specified, does not have a legitimate basis, and
when the data subject cannot access or rectify his or her data, or if there is no
independent supervision controlling the implementation of these rules. An interfer-
ence with the right to data protection is thus an interference with one or more of its
constituent parts. There are indications that this point of view has slowly begun to
influence jurisprudence. AG Henrik Saugmandsgaard @e wrote in a footnote of his

13ECJ, Schecke, para. 49; ECJ, Deutsche Telekom, para. 51; ECJ, Digital Rights Ireland, para. 36;
EC]J, Opinion 1/15, para. 126.

7*ECJ, Opinion 1/15, para. 126.

75The ECJ did not address the constituents of fairness and purpose specification in
Article 8(2) CFR. See ibid., paras 218, 228.

176 Hustinx (2017), p. 140.

7Ibid., 140-141; Tzanou (2017a), p. 63; Gonzalez Fuster and Gellert (2012), p. 78.

178 van der Sloot (2017), p. 22; Floridi (2006), p. 116.

17ECJ, AG Opinion, The Queen v. Minister of Agriculture, Fisheries and Food, para. 41.
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opinion in Schrems 2 that “[i]nfringement of that right assumes that personal data
have been processed in breach of those requirements” by which he referred to the
written constituents of the right to data protection.'®® Similarly, the ECJ stated in
Schrems 2 that access to personal data falls within the scope of Article 8 CFR
because it constitutes the processing of personal data and, accordingly, must satisfy
the requirements laid down in that article.'®' The Court did not automatically find an
interference here.

2.2.4.2 The Essence of the Right to Private Life

Any limitation on the exercise of the rights recognized by the Charter must respect
the essence of those rights according to Article 52(1) CFR.'®* The essence—
sometimes referred to as the minimum, essential, or absolute core of a right—
represents the untouchable part of a fundamental right that cannot be limited,
diminished, restricted or interfered with. Any interference with the essence of a
fundamental right would make the right lose its value for the right holder and for
society as a whole.'® The essence is the absolute barrier for limitations of a
fundamental right and affords protection against the most extreme and blatant
forms of interference with fundamental rights for which justifications do not
exist.'® This is why interferences with the essence should be identified indepen-
dently from the assessment of proportionality.'®> The application of the essence is
reserved for rare cases in which the assessment of proportionality does not have a
grip. The essence of a fundamental right cannot usually be determined in light of the
formulation in the Charter.'%® Instead, the identification of the essence is a matter of
interpretation and should also reflect the underlying values of a fundamental right.
The starting point should be the question of whether the interference with a funda-
mental right makes it impossible to exercise this right.'®” It then needs to be verified
whether the interference calls into question the fundamental right as such.'®®

The ECJ found in Digital Rights Ireland that the retention of data required by
Directive 2006/24/EC (Data Retention Directive, DRD) was a particularly serious
interference but did not adversely affect the essence of Article 7 CFR because the

180ECJ, AG Opinion, Schrems 2, para. 256, fn. 120.
8IEC], Schrems 2, para. 170.

82The ECHR does not contain any express reference to the essence of human rights, but the
jurisprudence of the ECtHR regularly refers to the essence of human rights. See ECtHR, Miirsel
Eren v. Turkey, para. 44; ECtHR, Prince Hans-Adam Il of Liechtenstein v. Germany, para. 44.
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184 Ojanen (2016), p. 322.

185Brkan (2019), p. 867.

186 Ojanen (2016), p. 326.

187Brkan (2019), p. 869.

88ECT, Puskar, para. 64; ECJ, Florescu, para. 55; ECJ, Spasic, para. 58.
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DRD “not permit the acquisition of knowledge of the content of the electronic
communications as such.”'®® The DRD only obliged telecommunication and inter-
net service providers to retain data relating to their users, notably their names and
addresses, date, time, duration and type of communication as well as IP addresses
(so-called “metadata” referring to the who, when, and where of a communication).
The ECJ added in Schrems that

legislation permitting the public authorities to have access on a generalised basis to the
content of electronic communications must be regarded as compromising the essence of the
fundamental right to respect for private life, as guaranteed by Article 7 of the Charter.'*

The distinction between the metadata and content of electronic communications has
been widely criticized.'”" Thomas Ojanen points out that the difference in value for
surveillance proposes between metadata and the content of electronic communications
is rapidly fading away in a modern network environment.'”> Maja Brkan reproaches
the ECJ for apprehending interferences with the essence of Article 7 CFR as a matter
of degree rather than type.]93 Although the ECJ recognized that metadata “is no less
sensitive, having regard to the right to privacy, than the actual content of communi-
cations” in Tele2/Watson, the Court still found that access to such data does not
adversely affect the essence of Article 7 CFR.'”* The ECJ added new elements to the
interpretation of the essence of the right to private life in Opinion 1/15. The Court
found that even though passenger name data may reveal very specific information
concerning the private life of a person, the nature of that information is limited to
certain aspects of private life (information relating to air travel between Canada and
the EU).'®> The ECJ again used a gradual benchmark regarding the number of aspects
of the private life covered in order to determine whether an interference with the
essence of the right to private life occurred.'*®

2.2.4.3 The Essence of the Right to Data Protection

It is (even) less clear what constitutes an interference with the essence of the right to
data protection in Article 8 CFR. The ECJ found in Digital Rights Ireland that the
retention of data does not adversely affect the essence of Article 8 CFR because the

189ECy, Digital Rights Ireland, para. 39.
l()()ECJ, Schrems, para. 94.
191Ojanen (2016), p. 328; Zuiderveen and Arnbak (2015), p. 35; Granger and Irion (2014) 847.

1920janen (2016), p. 328. “[W]e kill with metadata” is a phrase originally from General Michael
Hayden, former director of the NSA and the CIA, and relates to a comment from NSA General
Counsel Stewart Baker that “metadata absolutely tells you everything about somebody’s life. If you
have enough metadata, you don’t really need content.” See Cole (2014).
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19SECJ, Opinion 1/15, para. 150.
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DRD required that “certain principles of data protection and data security must be
respected.”'®” The ECJ required EU member states to ensure that “appropriate
technical and organisational measures are adopted against accidental or unlawful
destruction, accidental loss or alteration of the data.”'°® From this, it seems that the
ECJ adopted a technological approach to the essence of Article 8 CFR. The absence
of any data security measures certainly constitutes a violation of the GDPR but it is
difficult to imagine that this would also adversely affect the essence of the right to
data protection or even interfere with the right to data protection at all."®® Orla
Lynskey observes that data security is not even a constituent part of Article 8 CFR.**
The simple absence of data security measures do not call the whole right to data
protection with its constituents into question.

The ECJ changed course in Tele2/Watson and seemed to suggest that Article 7 and
Article 8 CFR share a common essence. The ECJ found that the data retention
legislation in Sweden and the UK “does not permit retention of the content of a
communication and is not, therefore, such as to affect adversely the essence of those
rights.”?°" Tt is unclear if the use of the plural concerning rights was actually
intended. The ECJ again distinguished between the essence of Articles 7 and
8 CFR in Opinion 1/15. The Court found that the draft PNR agreement does not
adversely affect the essence of Article 8 CFR because the purposes for which PNR
data may be processed are limited and because rules exist to ensure, inter alia, the
security, confidentiality and integrity of that data, and to protect it against unlawful
access and processing.’”> The ECJ continued in Opinion 1/15 to reduce the
essence of the right to data protection to security measures.””> At the same time,
the ECJ also introduced the principle of purpose limitation from Article 6(1)(b)
Directive 95/46/EC to the essence of Article 8 CFR. Contrary to data security,
purpose limitation is partly reflected in the constituent part focused on purpose
specification in Article 8(2) CFR. It is questionable that any limitations to the
constituent part on purpose specification would automatically affect the core of
data protection. It would also be contrary to the wording of Article 52(1) CFR that
allows lawful limitations on purpose specification in Article 8(2) CFR. Maria
Tzanou thus suggests that the purpose limitation principle found in the constituent
part on purpose specification needs to be understood as itself having a core which

TECJ, Digital Rights Ireland, para. 40.
198 1bid.
199Gee Articles 5(1)(f), 32-34 GDPR. Similarly, Brkan (2019) 880.

2008he submits that the ECJ might be suggesting that the essence of the right to data protection is
not an objective (or value) of Article 8 CFR (such as privacy, informational self-determination,
transparency or democracy) but rather it is the means of achieving data protection that constitutes
the essence of Article 8 CFR. See Lynskey (2015), p. 172.

201The ECJ referred by analogy to the analysis of Article 7 CFR in Digital Rights Ireland. See ECJ,
Tele2/Watson, para. 101 [emphasis added].

202ECJ, Opinion 1/15, para. 150.

203Brkan (2019), p. 880.
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cannot be limited.>** This also applies to the other constituent parts of Article 8 CFR.

The essence of the right to data protection should be interpreted in such a way that
the underlying values of data protection are not made obsolete. Damian Clifford and
Jef Ausloos agree that data protection’s underlying rationales should be used to
interpret the essence of Article 8 CFR.?® They submit that a “robust architecture of
control” aimed at individual autonomy should be the essence of the right to data
protection.””® Such an understanding resonates well with the ECJ’s finding that an
interference with the essence of a fundamental right would call into question the
fundamental right as such. If informational self-determination or any other value of
data protection is undermined to the point of becoming obsolete, the right to data
protection loses its value for the right holder and for society as a whole.

2.2.4.4 Lawful Limitations

According to Article 52(1) CFR, any limitation on fundamental rights must be
provided for by law (Sect. 2.2.4.4.1), genuinely meet objectives of general interest
recognized by the EU or the need to protect the rights and freedoms of others
(Sect. 2.2.4.4.2) and satisfy the requirement of proportionality (Sect. 2.2.4.4.3).

2.24.4.1 Legal Basis

The requirement that any limitation on the exercise of fundamental rights must be
provided for by law implies that the legal basis which permits a limitation must itself
already define the scope of the limitation.”®” The legal basis must indicate in what
circumstances and under which conditions data processing operations take place and
impose minimum safeguards providing sufficient guarantees for individuals to
effectively protect their personal data against the risk of abuse.’”® These safeguards
are particularly important where personal data is subject to automated processing
and involves sensitive data.””’

204Tzanou (20174a), p. 44.

203 Clifford and Ausloos (2018), pp. 144-145.

20%0Orla Lynskey seems to agree with the proposition that the foundational values of data protection
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understanding here. See Lynskey (2015), p. 271.
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2.24.4.2 Objectives of General Interest and Protection of the Rights
of Others

Any limitation on the exercise of fundamental rights must genuinely meet objectives
of general interest recognized by the Union or the need to protect the rights and
freedoms of others.

The reference to general interests recognized by the Union covers primarily the
objectives mentioned in Article 3 TEU.?'® The jurisprudence of the ECJ is quite
generous in this regard and has acknowledged a wide range of interests as being
recognized by the EU so far.*'' For example, the fight against international terror-
ism*'? and serious crime,”'? transparency,?'* and public health®' to name but a few.
However, purely economic objectives are not accepted as general interests for
introducing a limitation to a fundamental right.*'® The ECJ determined with regard
to the processing of personal data carried out in the context of an online search
engine that an interference with Article 8 CFR “cannot be justified by merely the
economic interest which the operator of such an engine has in that processing.”*"’

The reference to the rights and freedoms of others covers the rights and freedoms
guaranteed in the Charter. Recital (4) GDPR underlines that the right to data
protection is not absolute and must be balanced against other fundamental rights.
It mentions specifically the freedom of thought, conscience, and religion in
Article 10 CFR, the freedom of expression and information in Article 11 CFR,
and the freedom to conduct a business in Article 16 CFR.

2.2.4.4.3 Proportionality

The right to data protection must be considered in relation to its function in
society.”'® The ECJ never clarified what the function of the right to data protection
in society exactly is. Its function thus must be interpreted on the basis of its
underlying values.”'® The right to data protection recognizes the inevitability and
benefits of data processing operations, but also seeks to prevent disproportionate
negative impacts on the individual and society.””® This is the balance that
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proportionality for limitations on the right to data protection must achieve. Measures
must be appropriate in light of the objective pursued and limited to what is strictly
necessary.””' The ECJ examines if there are other measures which affect less
adversely the fundamental rights in question and still contribute effectively to the
objectives of general interest recognized by the EU or the protection of the rights and
freedoms of others.

In 2005, AG Philippe Léger limited the scope of judicial control for the propor-
tionality assessment of the PNR regime with the US based on the wide discretion of
the European Commission and the Council in the field of public security.”** In
contrast, in 2017, the ECJ almost acquired the role of legislator itself due to its
precise analysis and instructions in the proportionality assessment of the PNR
regime with Canada.”?® Detailed safeguards have become very important for limi-
tations on the exercise of the right to data protection in Article 8 CFR.

2.2.5 Summary

The right to data protection in Article 8 CFR protects individuals by structuring and
limiting the legal use of their personal data. The right to data protection in
Article 8 CFR exists alongside and in addition to the right to private life in
Article 7 CFR. The two rights are distinct but share significant overlaps. Each
right should be independently applied based on their underlying values. However,
the ECJ continues to struggle to apply the right to data protection independently and
prefers a combined reading of the two rights. The scope of Article 8 CFR extends to
all data processing operation involving personal data of individuals located in the
EU. The scope should not be confused with the question of whether the right to data
protection has been interfered with. The right to data protection is enshrined in
Article 8 CFR taken as a whole including all three paragraphs. The six written
constituent parts of the right to data protection are fairness, purpose specification,
legitimate basis, the right of access to personal data, the right to rectify personal data,
and independent supervision. An interference with Article 8 CFR is an interference
with one or more of its constituent parts. Whether such an interference is lawful
needs to be examined according to Article 52 CFR. The development of the right to
data protection is focused on technological progress and the associated new powers
of the state and does not relate to trade concerns.”** The foundational values of data
protection are privacy, informational self-determination, transparency, and

221gCy , Opinion 1/15, para. 140; ECJ, Tele2/Watson, paras 96, 103; ECJ, Schrems, para. 92; ECJ,
Digital Rights Ireland, paras 51-52.
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223ECJ, Opinion 1/15, paras 133-231; Kuner (2018), pp. 880-881; Kuner (2017a); Hijmans
(2017), p. 410.

224See Brkan (2016), p. 815.
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democracy. The origin of the right to data protection and these values are useful both
for the interpretation of the right itself and the determination of its lawful limitations.

2.3 The Extraterritorial Dimension of the Right to Data
Protection

The extraterritorial dimension of the right to data protection describes the influence
of the fundamental right outside the EU. The jurisprudence of the ECJ on transfers of
personal data to third countries reveals an unwritten constituent part of the right to
data protection. I argue that the right to data protection, in addition to the six written
constituent parts outlined before, contains a right to continuous protection of per-
sonal data that is transferred to a third country, which is essentially equivalent to the
protection guaranteed within the EU (Sect. 2.3.1). The literature suggests that the
assertion of extraterritorial jurisdiction can be categorized either as extraterritoriality
(as such) or as territorial extension. The distinction of these two categories is
important because extraterritorial jurisdiction has a potential to clash with the
prohibition of interfering with the internal affairs of another state or of violating
the right to territorial integrity and political independence of another state and must
therefore be considered a matter of international law. The right to continuous
protection of personal data in Article 8 CFR is a form of territorial extension of
Union law because data transfers have a strong territorial connection with the EU
(Sect. 2.3.2). Justification of the territorial extension can be found in the EU Treaties,
in the Charter and the values of data protection (Sect. 2.3.3). The extraterritorial
dimension of the right to data protection operates with the standard of protection that
is essential equivalent to the level of protection that is guaranteed within the EU. In
order to apply the standard of essential equivalence, it must be clear what its
comparison, meaning, level of protection, and limitations are (Sect. 2.3.4).

2.3.1 The Right to Continuous Protection of Personal Data

The jurisprudence of the ECJ on the transfer of personal data to third countries
reveals an unwritten constituent of the right to data protection. The judgment
Schrems (Sect. 2.3.1.1), Opinion 1/15 (Sect. 2.3.1.2), the opinion of AG Henrik
Saugmandsgaard @e on Schrems 2 (Sect. 2.3.1.3), and the judgment Schrems 2
(Sect. 2.3.1.4) highlight the development of the right to continuous protection of
personal data that is transferred to a third country.
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2.3.1.1 Continuous Protection of Personal Data in Schrems

The Schrems case involved a dispute between a private citizen and Facebook user
Maximilian Schrems and the Irish Data Protection Commissioner (DPC). Decision
2000/520, the Safe Harbor adequacy decision, allowed transfers of personal data
from the EU to companies in the US if the companies in the US subscribed to the
Safe Harbor framework. The Safe Harbor framework entailed data protection prin-
ciples for US companies. Schrems made a complaint to the DPC in which he asked
the DPC to prohibit Facebook Ireland Ldt. to transfer his personal data to Facebook
Inc. in the US. Schrems was of the opinion that the law and practice in the US did not
ensure adequate protection for his personal data against the surveillance practices of
US public authorities.*> The DPC saw no evidence that Schrems’ personal data had
been accessed by US public authorities and rejected his complaint. The DPC
explained that the European Commission had found in Decision 2000/520 that the
US ensures an adequate level of protection for personal data.”? Schrems challenged
the rejection of his complaint before the Irish High Court (IHC) who considered that
there are serious doubts as to whether the US really ensures an adequate level of
protection for personal data and that the DPC should have investigated the com-
plaint.”*” The IHC stated that Decision 2000/520 did not satisfy the requirements of
Articles 7 and 8 CFR and referred the case to the ECJ. The Grand Chamber of the
ECJ decided in 2015 that the issue demanded an examination of the validity of
Decision 2000/520 in light of the Charter.*”® The legal basis of the contested
Decision 2000/520 was Article 25(6) Directive 46/95/EC. The ECJ noted that
Article 25(6) Directive 46/95/EC required that a third country ensures an adequate
level of protection for personal data.**’
[It] implements the express obligation laid down in Article 8(1) of the Charter to protect

personal data and [. . .] is intended to ensure that the high level of that protection continues
where personal data is transferred to a third country.*

The ECJ also defined the term adequate level of protection in Article 25(6) Directive
46/95/EC.
[It] must be understood as requiring the third country in fact to ensure [...] a level of

protection of fundamental rights and freedoms that is essentially equivalent to that
guaranteed within the [EU] by virtue of Directive 95/46 read in the light of the Charter.>"

The ECJ noted that Decision 2000/520 did not require US public authorities to
comply with the data protection principles set out therein and that US national
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security, public interest or law enforcement requirements had primacy over those
principles.”** Decision 2000/520 thus enabled interference with EU fundamental
rights by US public authorities based on US interests or on US legislation.”** The
ECJ also addressed limitations on fundamental rights, although without explicitly
referring to US legislation. The ECJ explained in which instances legislation
concerning the storage of and access to personal data is not limited to what is strictly
necessary and specified that legislation permitting public authorities to have access
on a generalized basis to the content of electronic communications must be regarded
as compromising the essence of the right to private life.”** The ECJ formally
invalidated Decision 2000/520 because the Commission did not state that the US
in fact ensures an adequate level of data protection.”*”

Several points highlight how the ECJ started to develop the extraterritorial
dimension of the right to data protection as an unwritten constituent part of the
right to data protection in Schrems:

— The ECJ underlined that the legal mechanism for data transfers in
Article 25(6) DPD implements the express obligation laid down in Article
8(1) CFR to protect personal data.

— The ECJ clarified that adequate protection for personal data in a third country in
Article 25(6) DPD means protection that is essentially equivalent to the protection
guaranteed in Directive 95/46/EC in light of the Charter. The ECJ thus created a
standard of protection in a third country, which is essentially equivalent to that
guaranteed within the EU.

— The ECIJ stressed that the content of the standard of essential equivalence in
Article 25(6) DPD is apparent in Schrems itself and referred to the explanations
regarding the limitations on fundamental rights in the preceding paragraphs of the
judgment.?*® The standard of essential equivalence entails the same limitations on
fundamental rights as are in force in the EU.**’

— Even though the ECJ did not invalidate Decision 2000/520 based on concrete
interferences of US legislation with EU fundamental rights, the Schrems judg-
ment indicates that data transfers based on Decision 2000/520 enable

221bid., paras 82-86.
2331bid., para. 87.
2341bid., para. 94.
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interferences with EU fundamental rights by US public authorities for purposes of
US national security and public interest requirements or on US legislation.*®
This shows that the ECJ is willing to assess interferences of non-EU public
authorities outside the EU with EU fundamental rights.

The ECJ started to develop a right to continuous protection for personal data in
Schrems based on secondary EU law on transfers of personal data to third countries.
This is similar to the written constituent parts of the right to data protection. The
written constituent parts were also secondary EU law before their integration into the
right to data protection.

2.3.1.2 Continuous Protection of Personal Data in Opinion 1/15

Opinion 1/15 was requested by the European Parliament in order to clarify inter alia
whether or not the draft agreement between Canada and the EU on the transfer of
passenger name record data (draft PNR agreement) is compatible with the Char-
ter.”*° Air carriers are under an obligation in Canada to provide the Canada Border
Services Agency with access to certain PNR data to the extent it is collected and
contained in the air carrier’s automated reservation and departure control systems.**°
The PNR data includes the name of an air passenger, information necessary to the
reservation such as the dates of intended travel and the travel itinerary, information
relating to tickets, groups of persons checked-in under the same reservation number,
passenger contact information, information relating to the means of payment or
billing, information concerning baggage, and other general remarks regarding a
passenger. This information constitutes personal data.”*' Data protection rules in
the EU do not allow European and other carriers operating flights from the EU to
transmit the PNR data of their passengers to third countries which do not ensure an
adequate level of protection of personal data without adding appropriate safeguards
for such transfers.”*> Article 5 of the draft PNR agreement noted that subject to
compliance with the draft PNR agreement, the Canadian authority responsible for
receiving and processing the PNR data was deemed to provide an adequate level of
protection.”** This is why the draft PNR agreement mainly contained provisions
regulating and limiting the processing of PNR data from the EU in Canada.

The ECJ found in Opinion 1/15 from 2016 that the transfer of PNR data from the
EU to Canadian authorities and the framework negotiated by the EU with Canada for
the conditions concerning the retention of that data, its use, and its subsequent

23EQy, Schrems, para. 87.
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transfer from Canadian authorities to other Canadian authorities, Europol, Eurojust,
judicial or police authorities of the EU member states or authorities of third countries
constitute interferences with Article 7 and Article 8 CFR.*** The ECJ went on to
examine the justification for the interferences and found that the aim of the draft PNR
agreement—namely, the fight against terrorist offences and serious transnational
crime—constitutes an objective of general interest of the EU that is capable of
justifying even serious interferences with the fundamental rights enshrined in
Article 7 and Article 8 CFR.>** The ECJ also found that the transfer of PNR data
to Canada and the subsequent processing is appropriate for the purpose of ensuring
public security.**® However, some provisions in the draft PNR agreement regulating
and restricting the processing of PNR data from the EU by Canadian authorities were
not limited to what is strictly necessary.”*” The ECJ thus concluded that the draft
PNR agreement was not compatible with Article 7 and Article 8§ CFR.**®

The ECJ continued to develop the extraterritorial dimension of the right to data
protection as an unwritten constituent of the right to data protection in Opinion 1/15.
Previously, the ECJ found that Article 25(6) Directive 95/46/EC implements the
express obligation laid down in Article 8(1) CFR to protect personal data and that the
provision is intended to ensure that the high level of that protection continues
whenever personal data is transferred to a third country.*’ In Opinion 1/15, how-
ever, the ECJ clarified that it is the express obligation laid down in Article 8(1) CFR
itself that contains the requirement that the high level of protection of fundamental
rights and freedoms conferred by EU law continues when personal data is transferred
from the EU to a third country:

That right to the protection of personal data requires, inter alia, that the high level of
protection of fundamental rights and freedoms conferred by EU law continues where
personal data is transferred from the European Union to a non-member country.?*”

The ECJ did not stop there. In the same paragraph, the ECJ also included the
standard of essential equivalence in Article 8(1) CFR:

Even though the means intended to ensure such a level of protection may differ from those
employed within the European Union in order to ensure that the requirements stemming
from EU law are complied with, those means must nevertheless prove, in practice, effective
in ordezrstlo ensure protection essentially equivalent to that guaranteed within the European
Union.™
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The ECJ elevated the requirement of continuous protection and the standard of
essential equivalence that it previously found in Article 25(6) Directive 95/46/EC
to the level of the Charter. In Schrems, the ECJ interpreted EU secondary law on
transfers of personal data in light of the Charter, while in Opinion 1/15, the ECJ used
this interpretation as a standard of the Charter itself. The ECJ explained this
elevation with a reference to the Preamble of the Charter, which underlines the
necessity to strengthen the protection of fundamental rights in light of changes in
society, social progress, and scientific and technological developments.*>

The ECJ found therefore, that there is a right to continuous protection of personal
data that is transferred to a third country, and that this right requires protection in the
third country that is essentially equivalent to the protection guaranteed within the
EU. The right to continuous protection of personal data is an unwritten constituent
part of the right to data protection in Article 8(1) CFR. This right thus manifests the
extraterritorial dimension of the right to data protection.

2.3.1.3 Continuous Protection of Personal Data in the AG Opinion
on Schrems 2

Following the Schrems judgment, the IHC annulled the decision whereby the Irish
DPC had rejected the complaint of Maximilian Schrems and referred the case back to
the DPC for assessment.”>> The DPC opened a new investigation and requested
Schrems to reformulate his complaint with regard to the invalidation of Decision
2000/520, the Safe Harbor adequacy decision.”>*

In his reformulated complaint, Schrems claimed that the standard data protection
clauses, on which Facebook relied after the Schrems judgment for their data trans-
fers, could not justify such transfers to the US because of the ongoing interference
with the exercise of his rights guaranteed in Article 8 CFR.?> Schrems requested the
DPC to issue a prohibition notice suspending all transfers of personal data from
Facebook Ireland Ldt. to Facebook Inc. in the US.**® The DPC concluded that it was
impossible to adjudicate Schrems’ complaint unless the IHC examined the validity
of Decision 2010/87 approving the standard data protection clauses in question.”>’
In accordance with the Schrems judgment, the DPC brought proceedings before the
IHC so that it could request the ECJ to make a preliminary ruling on the validity of
Decision 2010/87.%*® The IHC found that the US carries out mass and indiscriminate
processing of personal data that might potentially expose data subjects to violations
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of the rights which they derive from Article 7 and Article 8 CFR.%° Accordingly, the

IHC questioned whether the standard data protection clauses provided for in Deci-
sion 2010/87 ensured the protection of the data subjects’ fundamental rights.>*® The
IHC shared the doubts as to the validity of Decision 2010/87.%°' The IHC thus
decided to refer the issue to the ECJ for a preliminary ruling.*®*

AG Henrik Saugmandsgaard @e stated in his opinion on Schrems 2 that in the
absence of common personal data protection safeguards at the global level, cross-
border flows of personal data entail a risk of a breach in the protection guaranteed in
the EU.?*® He agreed with Schrems and the Irish DPC that standard data protection
clauses must also guarantee that the individuals whose personal data is transferred to
a third country benefit from a level of protection of their personal data which is
essentially equivalent to that guaranteed within the EU.?** He underlined that the
requirements for the protection of fundamental rights guaranteed by the Charter do
not differ according to the legal mechanisms for a specific transfer in the GDPR.*®
He further explained that the legal mechanisms for data transfers are aimed at
ensuring the continuity of the high level of protection for personal data even outside
the EU.?*° He stressed that the continuity of the level of protection is designed to
avoid circumvention of the standards applicable within the Union.**’

With regard to Decision 2010/87, AG Saugmandsgaard @e found that the stan-
dard data protection clauses are valid even though they represent a legal mechanism
applicable to data transfers irrespective of the third country and the level of protec-
tion guaranteed there.”°® He suggested that the compatibility of Decision 2010/87
with the Charter depends on whether there are sufficiently sound mechanisms in
place to ensure that data transfers based on the standard contractual clauses are
suspended or prohibited in the event that those clauses are breached or impossible to
honor.”*® He thus argued that the burden of responsibility lies with the data exporter
and insisted that supervisory authorities must examine whether the laws of the third
country constitute an obstacle to the implementation of the standard data protection
clauses and, therefore, a violation of fundamental rights.270
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Ultimately, AG Saugmandsgaard @e continued the implementation the extrater-
ritorial dimension of the right to data protection as an unwritten constituent part of
the right to data protection in his opinion on Schrems 2. He did not however
explicitly state that the right to data protection requires that the high level of
protection of fundamental rights and freedoms conferred by Union law continues
where personal data is transferred from the EU to a third country.”’' I