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Preface and Acknowledgments

ON APRIL 1, 2005, a group of leading experts from academia, industry,
and the nonprofit sector met in New Haven, Connecticut, at the Yale
Law School, under the auspices of the Yale Information Society Project
(ISP). For the next two and a half days they discussed, presented, and
argued the implications of global flows of information that were rapidly
transforming the global society. The Conference on the Global Flow of
Information featured lively panels and presentations on topics as varied
as governance, economics, culture, politics, science, and warfare—how
the global flows of information affect these areas, and how these in turn
affect global flows. At the end of the conference it was decided that the
best articles would be chosen to be compiled and edited into a book, to
be published by New York University Press. Accordingly, fourteen papers
were selected by the editors, and the respective authors were invited to
revise and resubmit their work for the book.

That was the beginning of this volume. It has been five years in the
making. Unfortunately, a variety of circumstances conspired to slow
down progress on the book. But finally, thanks to the persistence of
the Yale ISP’s founder-director, Jack Balkin, and executive director,
Laura DeNardis, we (the editors) made a determined push in 2009
to get the book finished within a year. Of course, by then some of the
papers had become dated and had to be returned to the authors for
further revision. The authors of one of the articles pulled out. One
of the authors unfortunately suffered an untimely death. But despite
these setbacks, almost all of the original authors remained committed
to the process—a testament to the temporal relevance of the topic.
The revised chapters began arriving, and the final book began to take
shape by the end of 2009. What you hold in your hand is the result of
this long process.
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Preface and Acknowledgments

A book such as this does not happen just as a result of the efforts of
its editors. Numerous actors have played critical roles in the final out-
come and should be recognized. First, we thank all of the authors for
their unstinting support, understanding, and patience; without them,
there would be no book to speak of. Also, without the constant support
and encouragement of Jack Balkin and Laura DeNardis, the book would
never have made it to the publisher. Thank you both. We also thank Deb-
orah Gershenowitz, senior editor at NYU Press, for her patience through
all the years this book was in the making. We appreciate her efforts at
shepherding it through the editorial process. Finally, we thank all the fel-
lows and staft of the Yale ISP—a truly dynamic combination of pragma-
tists, idealists, and thinkers who offered constant feedback and other sup-
port throughout the book’s development. Thank you all, once again, and
we hope you enjoy reading this book.

Ramesh Subramanian
Eddan Katz
New Haven, 2011

[ viii ]



Perspectives on the

Global Flow of Information

Ramesh Subramanian and Eddan Katz

PATTERNS OF INFORMATION FLOW are one of the most important
factors shaping globalization. The sheer scope of these flows is vast,
encompassing global intellectual property, scientific research data, politi-
cal discourse, brand names, and cultural symbols, to name just a few.
Digitally networked environments subject information to ever newer
methods of distribution and manipulation. Today, individuals, groups,
countries, and international organizations actively promote and try to
control the flow of different kinds of information across national borders.
Conflicts over control of information flows help define who holds power
in the global information economy. The information infrastructure—
which includes methods of production, reproduction, and transmission
and transformation of information symbols and artifacts—as well as
economics, politics, and culture, determines who does and who does not
have the power to control access to information.

Globalization’s biggest enabler is the Internet, which began as a gov-
ernment-funded, mostly academic project and has now become the
single most important network facilitating most, if not all, global infor-
mation flows. In doing so, it has also become the single most profound
transformative force that informs today’s conduct of commerce, culture,
education, politics, and war. Transformations wrought by the Internet,
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RAMESH SUBRAMANIAN AND EDDAN KATZ

both massive and swift, show no signs of abating. Rather, they continue
to accelerate exponentially as they have over the past decade and a half,
strengthening and confirming the ever-expanding extent and reach of the
global networked society.

From the ARPANET to the “Network Society”

The evolution of the Internet, starting from its ARPANET beginnings in
the late 1960s to the colossal global “network society” that it is today, is
a fascinating story of collaboration among computer scientists (seeking
better, bigger, and faster networks), sociologists (seeking to use this new
network to enhance human collaborations), and entrepreneurs (seeking
to provide newer, more innovative services). A bit of this history is worth
more than just a mere mention.

In 1971, just a few years after the “birth” of the Internet, Murray Turoft,
a computer scientist working in the Office of Emergency Preparedness,
Executive Offices of the President of the United States, was tasked with
developing an electronic information and communication system to aid
the U.S. government’s response to emergencies. The resulting system,
EMISARI (Emergency Management Information System And Reference
Index), is considered to be the first computer-mediated, multi-machine
communications and conferencing system and an early precursor to
many of today’s chat, messaging, conferencing, and collaboration sys-
tems.' Throughout the 1970s, sociologists, noticing the promise of social
transformations emanating from networked communities, began actively
studying the phenomenon. In 1978, collaboration between Turoft and the
sociologist Roxanne Hiltz resulted in the earliest and brilliantly prescient
seminal work on the emerging networked nation, described in their
book The Network Nation.* The book became a defining document and
a standard reference in computer-mediated communications. In her 1993
review in The Village Voice, the Pulitzer Prize—winning author Teresa Car-
penter said the book contained:

... a fascinating vision. In it home computers are as common as the tele-

phone. They link person to person, shrinking, as the authors put it, “time
and distance barriers among people, and between people and information,
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Perspectives on the Global Flow of Information

to near zero.” In its simplest form, the Network Nation is a place where
thoughts are exchanged easily and democratically and intellect affords
one more personal power than a pleasing appearance does. Minorities
and women compete on equal terms with white males, and the elderly and
handicapped are released from the confines of their infirmities to skim the

electronic terrain as swiftly as anyone else.

Around the same time The Network Nation was published, Barry Well-
man, a University of Toronto sociologist, was also studying the emerg-
ing network society, but from a purely sociological angle, arguing that
societies are best seen as networks of people rather than as hierarchically
organized social structures. He developed this theory in his 1979 article
“The Community Question” and then expanded that idea substantially in
his 2001 article “Physical Place and Cyber Place: The Rise of Personalized
Networking™ to include technological advancements that enable indi-
viduals to expand their individual networks temporally and spatially.

The early 1990s saw a major escalation of the networked society. The
nascent Internet, which had maintained a predominantly academic pres-
ence through the 1980s, suddenly became a household presence with the
development of the World Wide Web (WWW). A network that con-
nected all of global humanity became a clear possibility, prompting more
scientists and sociologists to study the shape of things to come in this
new environment.

One of those attracted to this area of research was Jan van Dijk, a
Dutch professor of communications science, who, in a seminal 1999
book, The Information Society, noted the rise of the networked society
and the inherent dualities that existed in it:

A combination of scale extension and scale reduction marks all applica-
tions of the new media in the economy, politics, culture and personal
experience. This combination is the prime advantage and attractiveness of
these media. It explains their fast adoption in what was considered to be
a communications revolution. A dual structure returns in several opposi-
tions described in the former chapters: centralization and decentralization,
central control and local autonomy, unity and fragmentation, socialization

and individualization.*
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RAMESH SUBRAMANIAN AND EDDAN KATZ
Van Dijk foresaw the tensions that such networked flows would cause:

The main actors designing and introducing this advanced and expensive
technology are at the top of corporations and governments. They are the
investors, the commissioners and the decision makers. It is to be expected
they use it to strengthen central control, be it in flexible forms, and to
limit personal autonomy and free choices at the bottom of the organi-
zation not matching their interests. In this book it was noticed several
times that ICT [Information and Communications Technology(ies)]
enables better means of advanced and intelligent forms of central control
than old technologies. It is a matter of social and organizational struggle
whether the (other) opportunities of ICT to spread decision making will
be utilized.’

He also predicted that the changes wrought by the networked society
would be evolutionary rather than revolutionary, and that the networked
society would not be an altogether different type of society.

Of the many works of this period, perhaps none has so comprehen-
sively catalogued the coming networked society as that by Manuel Cas-
tells, a sociologist from Barcelona, Spain, working at the University of
California, Berkeley. In his voluminous 199os trilogy The Information
Age, he presciently portrayed the advent of a hyper-networked society,
terming the new mode of development “informationalism”—paying trib-
ute to Max Weber, who published his classic essay “The Protestant Ethic
and the Spirit of Capitalism” in 1904—5 and whose ideas Castells used as
a guideline in his theory of informationalism. Castells addressed many
topics in his trilogy: the promise of a new networked world in the devel-
opment of communications among peoples, the economic benefits and
the cultural changes that this networked world would herald, the crisis
of identity that it could lead to, and the real possibility of disintegration
of societies “left behind” by the fast-moving train of globally networked
economies. Even though Castells did not specifically focus on the power
and expanse of the Internet, he nevertheless noted its enormous influ-
ence on the ongoing “network age”—the “microelectronics-based, net-
working technologies that provide new capabilities to an old form of
social organization: networks.”

[ 4]
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The most impressive aspect of Castells’s work is the depth of empirical
data he deployed to explain informationalism’s connections to numerous
apparently unconnected phenomena—such as the economic successes
of Southeast Asia; Russia’s capacity to retain a healthy civil society after
the fall of communism; the future likelihood of Japan’s regaining a leader-
ship role in the Asia Pacific region; and even cocaine-trafficking networks
around the globe. Castells also noted that new networking technologies
are fundamentally different from older networking technologies by vir-
tue of their being more adaptive and flexible and by their enabling decen-
tralized structures to flourish, whereas older networks were character-
ized by their focus on the private life and vertical organizations such as
“states, churches, armies, and corporations that could marshal vast pools
of resources around the purpose defined by a central authority”®

Castells’s trilogy covered the three sociologic dimensions of pro-
duction, power, and experience. His real feat was in synthesizing these
dimensions with the emerging network technologies and offering a the-
ory of cyberculture that stresses the role of the state, social movements,
and business. He observed that each of these entities has a competing
agenda and interests, and there exists a permanent tension among these
entities in controlling the flow of information.

Castells is often the most-cited socioinformation theorist and is often
compared to Karl Marx and Max Weber in his analysis of modern produc-
tion, its destabilizing effects on capitalism, and the meaning and role of
identity politics, which in turn determine social relations among classes,
all within the context of the networked society. As noted by Andrew Cal-
abrese” in his extensive review of Castells’s trilogy, the areas that Castells
focused on in the most sustained manner are the nature and status of sov-
ereignty, citizenship, and democracy in light of the globalization of infor-
mation flows—which are also the topics of focus in this book.

Eftects and Consequences

All of these early scholars of the information society—from Turoft to
Castells—easily recognized that the network age is characterized by
global flows of information. The flows shrink the spatial and the tempo-
ral and have the effect of exhilarating, aweing, and shocking their global
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participants. For better or for worse, network-enabled global informa-
tion flows are here to stay, and here to change. Changes include cultural
assimilation, unified standards of governance, massive decentraliza-
tion of all matters commercial, global access to goods and services, and
global projection of power. To critics, the network age aids and speeds
up monoculturization, imposes particular governance standards (such
as democratization) on all regions of the globe, increases global out-
sourcing leading to massive shifts in jobs, and forces unneeded prod-
ucts and services on countries that don’t need them. Even modern
terrorism conveniently places its raison d’étre on the alleged threats to
culture and values—posed by global information flows—mostly from
developed Western nations. And distressingly, terrorists use the same
global networks and network flows to promote their philosophy, pro-
pound their propaganda, gather recruits, and plan and implement their
destructive agendas.

But the criticisms have come not just from the developing world.
Many experts and commentators from the developed world—those that
have advanced well into the network age—have also been equally strong
in criticizing many of those governments that initiate, support, and
extend policies that seek to impose a cultural hegemony on the rest of the
world. Of course, some extreme critics of these practices (e.g., anti-world
trade activists) have sought to neutralize the effects by commandeering
the same technologies that enable the functioning of the network age
(and thus global flow) to pursue (sometimes) violent and asymmetric
struggles against those whom they perceive to be perpetuating global-
ization. An excellent example of this was the anti-World Trade Orga-
nization protests in Seattle in 1990. The primary agenda of anti-world
trade activists is to negate, neutralize, or just strenuously oppose what
they consider systematic efforts by developed economies—especially
the United States and to a slightly lesser extent the European Union—
to dominate the world economically through international IP laws and
agreements. While it is easy to categorize these activists as belonging to
fringe groups, it should be noted that impediments to free global flows of
information orchestrated by developed countries are most often the cited
reasons for such protests.

[6]
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Impediments to the Free Global Flow of Information

Impediments to free information flows have also been extensively stud-
ied and catalogued by scientists, activists, lawyers, and humanists. Peter
Drahos and John Braithwaite catalogue the impediments to free global
flow by developed countries and call it a form of “information feudalism.”

They argue:

Information feudalism is a regime of property rights that is not economi-
cally-eflicient, and does not get the balance right between rewarding inno-
vation and diffusing it. Like feudalism, it rewards guilds instead of inventive
individual citizens. It makes democratic citizens trespassers on knowledge
that should be the common heritage of humankind, their educational
birthright. Ironically, information feudalism, by dismantling the publicness
of knowledge, will eventually rob the knowledge economy of much of its
productivity.'

Such proponents of truly free global flows of information have fur-
ther sought to focus on the economic efficiencies, not to mention global
equity, that could arise out of free flows of information unrestricted by
stringent and often self-defeatist forms of copyright and other control
regimes that seem to stifle, not further, innovation. Lawrence Lessig, the
“American academic and political activist”—according to Wikipedia—
and an ardent advocate of free culture, notes that the Internet is a prime
answer to those who suggest that innovations can take place only in a
controlled sphere. He notes:

... always and everywhere, free resources have been crucial to inno-
vation and creativity; that without them, creativity is crippled. Thus,
and especially in the digital age, the central question becomes not
whether government or the market should control a resource, but
whether a resource should be controlled at all. Just because control is
possible, it doesn’t follow that it is justified. Instead, in a free society,
the burden of justification should fall on him who would defend sys-

tems of control."
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Yochai Benkler of Harvard Law School goes further in explaining the
networked information economy (NIE) and the challenges it faces from
entrenched economic interests. He argues in favor of creating appropriate
social structures (by the mechanism of public policies) by governmental
bodies that would promote and help retain the “commons-based peer pro-
duction.” However, these “free flow” arguments face constant challenges
from various fronts—the content providers, service providers, intellectual
property guardians (mostly consisting of industry lobbyists, who effectively
pressure governments and influence more protective laws).” Jonathan Zit-
train, also of Harvard Law School, notes that industry pressure to enact and
retain control over copyrights all over the globe is killing the “generative”
characteristic of the hitherto “free” Internet, causing it to become fractured
into smaller and smaller components, each governed by its own techno-
logical walls, rules, culture, and laws. Unfortunately, governments have only
aided this unwelcome development, seeing that it would eventually provide
them with more control over their own vested interests. This, argues Zit-
train, is much to the detriment of free global information flow."

Global Flow of Information: Current Perspectives

This book, coming a full twelve years after Castells’s trilogy was published,
aims to provide more contemporary perspectives to the nature, effects, and
consequences of global networks and corresponding information flows. It
takes a multidisciplinary approach to examining current facets of the Inter-
net and the patterns that it weaves, be they political, economic, social, or
cultural. The plurality of views expressed here covers international law, cul-
ture, global inequities, modern practice of war, governmental actions, and
culture—all touched by current global information flows. Consequently,
the book features essays from key experts from a variety of disciplines—
from sociology, law, and culture to technology and economics. Given its
preeminent role in the world today, the Internet—and its effects—forms
a constant undercurrent in most, if not all, of the chapters. Many discus-
sions focus on how the Internet is shaping the forces of globalization and,
in turn, how the Internet is itself being continually reshaped by the politics
of globalization in areas ranging from culture to commerce to warfare. The
essays, taken together, focus on five key questions:

[ 8]



Perspectives on the Global Flow of Information

- Can the flow of information across national borders be controlled? If so,
how?

- Whose interests are going to be affected by flows of information across
borders? Who will be empowered and who will lose influence and
authority?

- What role can or should international law play in securing freedoms,
rights, and democratic accountability as individuals, groups, and nations
struggle over access to and control of information flows?

- What are the cultural impacts of such global information flows?

- What lessons can we learn about how to regulate information flow from
experience with other kinds of flow across borders—for example, flows

of goods, services, people, and capital?

Three Models of Globalization

Following this chapter, the book starts with an introduction of the global
phenomenon by Victoria Reyes and Miguel Angel Centeno (chapter
2). They offer three models of globalization—the “Corner Deli” model
that illustrates a completely unstructured form of globalization wherein
the “local” completely intertwines and coexists with the “regional” and
“global”; the “Wienerwald” model akin to the restaurant chain in Ger-
many and Austria, which offers a regional perspective focused on a spe-
cific region or culture, also known as “clustered globalization”; and the
“hegemonistic globalization” model exemplified by the global restaurant
chain McDonald’s, which closely resembles a rimless bicycle wheel—a
strong center with ever-expanding spokes in all directions.

Reyes and Centeno observe that despite much theoretical scholar-
ship, there is a striking lack of empirical work in studying globalization—
which limits our determination of “the structure of participation in this
global net,” which in turn affects our ability to truly determine the politi-
cal, economic, and cultural ramifications of the same. They then use data
from the Princeton International Networks Archive (INA) and the Map-
ping Globalization Project (MGP) and network analysis to map global
network connectivity to locate various nations within their three models.

Starting from this perspective of globalization, the rest of the book is
organized into thirteen chapters thematically categorized into five parts:

[9]
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Culture, Politics and Law, Science and Medicine, War, and Power. This
categorization is neither mutually exclusive nor collectively exhaustive. It
does, however, provide different and interesting perspectives on the phe-
nomenon of the global information society and corresponding informa-
tion flows. We describe here each of the sections along with the essays
contained within them.

Part I: Culture

Pervasive interconnection is the hallmark of the global information soci-
ety—everyone is linked to everyone else. A new potential global audi-
ence has shaped the production of movies, music, books, and other
cultural works, and these, in turn, have penetrated local and national cul-
tures. Multinational corporations seeking ever new markets have spread
images and ideas through branding and advertising campaigns. Some-
times existing cultures successfully integrate this influx of new forms of
global culture, but sometimes they may also try to resist or reject it.

The essays in Part I focus on the capabilities and limitations, the ben-
efits and detriments of new forms of global culture in the digitally net-
worked environment. They discuss the effect of information flows on
the production and evolution of culture and how nations and local com-
munities adapt to the global flow of cultural information while attempt-
ing to control it. Some countries, for example, discriminate against for-
eign cultural products and promote national works, or try to keep out
what they consider harmful or dangerous forms of culture. Intellectual
property rights, the broadcast flag, and anticircumvention laws help
facilitate control over culture and provide new forms of control over its
dissemination.

One promising development arising from the global spread of the
Internet is the global flow of filmed entertainment through Internet TV.
Of course, critics of globalization have immediately jumped upon this
as another example of colonization of the world by (mostly) American
cultural artifacts. The same arguments and attributions that preceded this
development—namely, the success of Hollywood in exporting American
culture to the rest of the world—have been advocated in this case, too. Eli
Noam (chapter 3) takes each one of these “causes” and argues that none
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of them is the real reason for the success of Hollywood productions in the
world. He thus pours cold water on such causes as market capture emerg-
ing from the destructions of war; dumping movies cheaply that have been
primarily paid for by American audiences. Rather, Noam argues that the
success is attributable to other factors, some well known—namely, Hol-
lywood’s high productivity and industry structure. He argues that it is
managerial responses to the concept of globalization, manifested through
such strategies as extensive outsourcing of production (e.g., animators
from Japan, special effects software programmers from India, venture
financing from London, postproduction in Shanghai, and marketing and
advertising in New York) and the free-agent culture of Hollywood, that
prevails in the end, in spite of cultural criticism and political protection-
ism from the rest of the world’s detractors to this global spread of digitally
transmitted entertainment.

In chapter 4, Lawrence Liang provides an intriguing insight into how
copyrights are perceived in emerging economies. This is the only chap-
ter in the book whose author represents an emerging economy—that of
India. In looking at how copyrights have been handled in emerging econ-
omies, Liang sees a dichotomy of approaches. By and large, governments
in emerging economies adhere to international laws and treaties in the
hopes that they may benefit from increased trade with developed econ-
omies on which they depend on for exporting their products. On the
other hand, their private citizens exuberantly participate in a parallel, gray
economy almost entirely devoted to creating pirated versions of movies
and music in complete contravention of all existing international laws.
Liang focuses entirely on this phenomenon—the people involved, their
motivations, and the infrastructure. Much has been said about the detri-
mental effects of copyrights. But even champions such as Lawrence Les-
sig eventually concede the argument that pirating involves no creativity,
and thus profiteering from such copying is, and should be, illegal. Lessig’s
arguments, however, do not gain much ground with Liang, who frames
the whole issue of copyright violations in the emerging world context
as one pertaining to access to knowledge and right to livelihood, argu-
ing that piracy actually increases the visibility of the works and thus may
actually promote future sales of such works even in emerging economies.
Liang convincingly argues for an equitable pricing of books and other

[u]



RAMESH SUBRAMANIAN AND EDDAN KATZ

copyrighted works in developing countries vis-a-vis the developed coun-
tries, employing a pricing strategy that uses percentage pricing based on
disposable income, rather than the current practice of pricing that uses
simple dollar-to-rupee or euro-to-rupee conversions.

In chapter s, Stanley N. Katz addresses the preservation of and access
to digital cultural artifacts.

When it comes to the issue of preserving and making accessible cul-
tural artifacts using the new digital environments, many age-old contra-
dictions seem to reemerge with greater emphasis and significance. Katz
offers numerous examples. For instance, the new digital environments
have been used and abused to the fullest extent by terrorist organiza-
tions like Al-Qaeda, yet use of the similar telecommunications and social
computing infrastructure by American soldiers blogging from the battle-
fields of Iraq has been frowned upon. The new copyright and IP battles
between rights holders and consumers make one wonder whether tech-
nology shapes the law, or whether the law shapes technology. The Google
Books project, which ostensibly seeks to open up orphaned and other
hard-to-get works to consumers, has heightened resistance from authors,
publishers, and especially academics, who would, at first sight, only stand
to gain from the project. Members of the European Union, especially
France, are wary of Google Books because of fears that it may foment
cultural imperialism, wherein (to take one example) French masterpieces
might be controlled and made available by Google to world audiences.

Not to be outdone, the UN has also immersed itself in this argument,
and the United Nations Educational, Scientific and Cultural Organiza-
tion (UNESCO) has convened a committee to draft a statement on “the
Protection of the Diversity of Cultural Contents and Artistic Expres-
sions.” The committee has issued preambles that confuse, rather than
clarify, the issue of how to use digital technology to enhance the global
reach of cultural artifacts while at the same time protecting the cultures
whence such artifacts emerge. Katz concludes that his point is not to
showcase the inconsistencies but rather to raise questions that will have
to be addressed in the future, where much global flows of cultural signifi-
cance will take place in the digitized environments.

If there is one thing that new telecommunications technology does
exceedingly well, it is in the realm of communication between and among
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people. Technology is the biggest enabler of interactions between people
and cultures. It facilitates the “doing of,” and the consumption of culture.
Given that cultural interactions “produce meaningful personal experi-
ences and increase not only personal but also collective capacities that are
beneficial to members of the community beyond the individual actor,”*
it is useful to explore the nexus between technology and culture. The late
Edwin Baker (chapter 6) explores the economic and cultural aspects of
products whose costs of reproduction, once the first copy is made, are
almost zero. This, however, poses problems—on the one hand, a prod-
uct with zero marginal costs of production would swamp the entire mar-
ket and prevent other comparable, and sometimes better, products from
seeing the light of the day. But sometimes the larger audience could also
encourage new innovators to enter the field and deliver alternative prod-
ucts. The trick, then, is to determine a way to measure these phenomena
to determine which actually works.

The fact that technology enables cultural transactions is not without
its detractors, who believe that technology-enabled cultural exchanges
could somehow dilute their own culture or hasten cultural colonization
of some nations by others. Some of these actors propose cultural isola-
tionism as a solution, through “strong” protectionist measures—despite
the fact that such measures may not be economically beneficial. Baker
proposes an alternative concept: “weak” protectionist measures that
would tax imports to fund local products within a democratic frame-
work. Baker in general seems to imply that weak protectionist measures
have a beneficial effect, overall, to society.

Part II: Politics and Law

The essays in Part II discuss how global information flows affect national
and international politics, and, conversely, how global politics affects
information flows. Information flows can change the political dynamics
both intranationally and internationally, and they can reinforce or desta-
bilize governmental and nongovernmental power structures. Informa-
tion flows made possible by digital networks can support new political
coalitions, form new communities, and reshape the public sphere. At the
same time, traditional politics, through governments and international
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organizations, often defines how information, and what kinds of infor-
mation, will be permitted to flow across borders. Governments establish
regulatory frameworks for information flow, control the various layers of
networks and communications systems, and impose filtering strategies
to control information flow. Some of these strategies are fairly success-
tul, while others fail. Some help their societies, while others help oppress
people within them.

The tussle, tension, and distribution of power between global civil
societies and governments are the subject of Daniel W. Drezner’s essay
(chapter 7), which takes a politicoeconomical view of the development.
Ever since the Internet became a global, commonsense phenomenon,
civil society groups such as NGOs and other activist/watchdog groups
have been very quick to adapt to the new communications technology.
They have successfully used it for political purposes to organize protests,
to inform the community, and to direct actions against the government.
Drezner attributes these successes to the fact that the nature and struc-
ture of the Internet resemble those of global civil society. However, such
success is just one part of the story. There is a second view of the spread
of the Internet—one in which governments have sought to gain control
either by blocking entire swaths of the Internet’s content or by skillfully
infiltrating citizen groups with a view to exposing them, as well as scare
them away through laws, as well as “requests” to cooperate. The primary
question Drezner attempts to answer in his chapter is “Does the Internet
empower the coercive control of governments at the expense of citizen
activists, or vice versa?”

Drezner first addresses the rise and spread of smart mobs and their ini-
tial successes in a variety of international negotiations as varied as human
rights advocacy to the Landmine Convention. He then juxtaposes this
against the reactions of the state’s seeking to regain control and neutral-
ize such movements. He uses a transaction cost approach to explain why
ICT affects the tussle between the state and civil society groups. It seems
that the same ICT which helps reduce the transaction costs of the citizen
by shrinking the hierarchy of his global organization, thus allowing for
more rapid communication, also empowers the state to reduce its own
hierarchy, thus nullifying the effects.
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Governments use this effect not just to control but also to enable
citizen participation to the extent they deem appropriate. In some
cases, countries such as the United States have actually begun to invest
resources to enhance citizen participation. It has sent even teams to other
countries ostensibly to aid and educate other governments in their quest
to reach their people through Web 2.0 technologies, while at the same
time teaching the nuances of maintaining secure systems with high levels
of data integrity. However, Drezner warns that the positive actions of the
governmental and civil groups organizations will go only so far, and it is
a fallacy to think that the Internet will aid only “good” groups. He points
out that the Internet is also currently infiltrated by illiberal elements who
may want to control and negate the efforts of the government to support
legitimate groups.

These ideas gain further traction in John G. Palfrey Jr’s essay (chap-
ter 8). Notwithstanding several gains made by global citizen groups and
individuals as a result of the rise of the Internet, it is disappointing that
the Internet still faces considerable censorship and control by states. As
the phenomenon of control rises, world governments have started to
debate the issue at “Internet Governance Forums.” However, meetings
such as the World Summit on the Information Society (WSIS) have and
the Internet Governance Forum (IGF) have not resulted in any substan-
tial improvement on the censorship issue because of the participants’ ret-
icence to indulge in hard conversations on thorny topics. The OpenNet
Initiative has undertaken research to determine the depth and breadth
of Internet filtering in various countries and concludes that some form
of filtering takes place in almost every nation. While much of the most
determined filters focus on stopping access to pornography and “anony-
mizing” sites, many countries filter content for political reasons, with a
view to retaining control over their citizens.

Palfrey suggests that Internet Governance Forums have focused more
on mundane topics such as port number assignments and spam while
avoiding issues of Internet censorship and controls practiced by mem-
ber nations. Palfrey emphasizes that such discussions should be much
broader in nature, so that these thorny issues can actually be discussed in
the open.
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Dan L. Burk (chapter 9) considers the intriguing possibilities and con-
sequences of treating law like a product, much like a commercial prod-
uct, governed by market economics and affected by phenomena such as
Tiebout’s application of interjurisdictional competition theory to pub-
lic services, and “cartelization” effects. Burk suggests that just as citizens
and businesses migrate to jurisdictions or cities that have laws and codes
favoring them, and away from jurisdictions that are not favorable to them,
purveyors of “protected” informational products such as copyrighted
books, music, and other media forms would also be inclined to move to
locations where the existing laws favor them and are less obstructive to
their endeavors.

In response, developed nations (where a majority of information
products are developed) may resort to international-standards agree-
ments and “laws as products,” combined with a “cartel” approach—that
is, entering into agreements with similar nations to impose laws and
restrictions on lesser developed countries and thereby maintaining their
stronghold over such products. This approach may again break, as car-
tel members may resort to bilateral agreements or rent-seeking “quid
pro quo” arrangements with politicians of certain emerging economies.
In discussing these issues, Burk successfully details the interactions and
connections between technology-based standards setting and interna-
tional law and illustrates some of the problems that may arise from these.

Part I1I: Science and Medicine

Nowhere is the conflict between the radical potential of globalized infor-
mation flow and the profound consequences of the interruption and
regulation of this flow more apparent than in the domain of science.
This is especially true in the life sciences: From traditional medicine to
the map of the human genome, the processes of science are increasingly
globalized. But the AIDS epidemic has highlighted a crucial disconnect
between the possibilities of global science and the realities of the distri-
bution of its production and consumption.

In the name of more and better science, treaties such as TRIPS and
regulatory bodies like WIPO are ratcheting up intellectual property pro-
tection around the world. These changes are affecting the conduct and
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progress of science, controlling the flow of scientific information interna-
tionally and changing models of scientific research and production. A key
debate in science policy is the extent to which science will be “open” or
“closed” and the role that intellectual property rules should have on the
shape and direction of future scientific research.

Frederick M. Abbott addresses the issue of what global flows of infor-
mation could do to the whole notion of right to medicines and the global
pharmaceutical industry in his insightful and highly informative essay
(chapter1o). While it can be argued that enhanced global flows of informa-
tion would also enable easier flow of information products such as phar-
maceuticals, Abbott notes that this is sadly not the case. Pharmaceutical
companies from developed economies have made it difficult for citizens of
emerging economies to have access to the medicines, but often the medi-
cines are prized unrealistically high for anybody in the developing world.
Efforts by the developing countries to resist and overcome the problems
are being challenged and frustrated by developed pharmaceutical compa-
nies through various means, including pushing unpalatable international
treaties that safeguard patents by these companies, lobbying domestic
governments to offer additional protections, controlling distribution
channels, and, finally, acquiring pharmaceutical companies in developing
countries. Given this, the only solution for the developing countries seems
to be to mount a concerted attack through affirmative action, placing legal
limits on foreign acquisitions, and protectionist measures.

Part IV: War

Modern warfare and diplomacy would be impossible without global
flows of information, but at the same time, both war and diplomacy must
try to control these flows and turn them to their own purposes. Current
national security policies attempt to construct a unified information war-
fare plan to handle the various aspects of the “information front.” These
include influencing public opinion, defending the nation from harmful
information, maintaining the quality of information used to make impor-
tant decisions, and initiating offensive strategies targeted at the enemy’s
information systems. In the modern world, military and political strategy
is inseparable from concern with patterns of information flow.
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The essays in Part IV examine the strategic use of information flow: the
use of misinformation and disinformation techniques, accreditation and
disaccreditation of sensitive sources, control over informational access to
the battlefield, and the use of manipulative techniques to dominate infor-
mation search and retrieval access points. “Information warriors” filter
traffic, reroute and channel flow or block information nodes, and attempt
to reshape patterns of information flow. Through this process, they create
innovative defense methods that seek to interfere with the flow of infor-
mation by polluting the environment or subverting the architecture of
flow and, in the process, actually change the global information ecosystem.
But information warfare is a tool of offense as well as of defense: Informa-
tion warriors try to penetrate, demolish, or undermine the enemies’ infor-
mation infrastructure, using methods such as hacking into information
sources, inserting malicious code, jamming traffic, and attacking informa-
tion systems to harm critical infrastructure or to amplify a physical attack.

Jeremy M. Kaplan poses several questions in his essay (chapter 11):
What is the connection between the global flow of information and
wars of the future? Kaplan notes that the same developments and
technologies that enable the information flows among citizens of the
world can also be used for conducting future wars. Indeed, this notion
of open flows of information in the conduct of a nation’s wars is coun-
terintuitive at first. For instance, how can a nation open up its informa-
tion infrastructure with a view to providing just-in-time information to
a soldier in the battlefield? How can the information from that soldier
about possible enemy targets be sent to appropriate weapons platforms
without any information leakage to the enemy? How can the battle-
field’s operational and supply needs be transmitted to the suppliers and
how can the suppliers tap into the needs on the battlefront seamlessly,
through interoperable, interconnected networks? What will be the
future of such “net-centric” wars?

More important, Kaplan raises critical issues that emanate from such
open net-centric military structures and compares them to net-related
security, privacy, and information assurance issues that exist in the civil-
ian and commercial world today. The issues seems to be the same, but
the concerns of the military are radically different, more critical, and
more urgent and could result in more devastation if mishandled. Kaplan
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addresses possible solutions to the problems that might arise as a result of
global information flows and their use in the conduct of modern warfare.

From fighting wars of the future, we focus next on the structure, role,
and function of information flows in war and peace. James Der Derian
(chapter 12) argues that global information flows have brought with them
a world of enhanced communication, transparency, and productivity
(the “good side” of information). But unfortunately, the same have also
brought about surveillance, terror, and war (the “bad side” of informa-
tion). Instead of focusing on one or the other, it is useful to analyze both
aspects of information, recognizing that the “good” and the “bad” are
simply symptoms of the stresses induced by the information revolution.
Tackling the notion that global flows enhance the ability of the terrorist,
Der Derian avers that it is very difficult even to identify and define ter-
ror—as one man’s terrorist could just as easily become another’s freedom
fighter. So instead of wasting time and effort in trying to define who is a
terrorist, and what actions and uses of information constitute terrorism,
he suggests that the whole notions of “information age” and “information
revolution” should be studied using a multidisciplinary lens. An inter-
esting observation that Der Derian makes pertains to the transmission
of images rather than words in influencing people around the world—a
technique used very effectively by terrorists.

In order to study the information revolution, Der Derian proposes a
framework in the form of eight propositions that will form the basis in
studying “infoflows.” He describes the concept of information as one
that exists in a continuum, with the extreme positions being “infowar,”
categorized by the use of information to wage war, terrorize, demonize,
target, and even kill the enemy; and “infopeace”—which is focused on
the reduction of personal and structural violence, thereby enhancing the
mediation and resolution of wars.

Part V: Power

The book concludes with two wide-ranging chapters about information flow
as power, and how control over information flows becomes a central source
of power in a globalized world. The first chapter considers how individuals
and nation-states wield many different types of information flows strategi-
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cally to enhance their power over others. It treats information as a kind of
power that people can consciously use to achieve their goals so that as global-
ization proceeds, it will amplify the strategic and instrumental uses of power.

Dorothy E. Denning (chapter 13) looks at the notion of power and its
effects on information flow. As she notes, current information flows are dic-
tated by two powers that are often in conflict with each other—the power
to enable the flow of information, and the power to block such flow. These
powers manifest themselves at all levels—that of the individual users as
well as that of the government infrastructure. Individuals and organizations
enable, and often desire to exert control over, information, whether it is to
enable the flow or to block it. And sometimes, entities act in cross-purposes.
While an individual may seek unfettered access to information, government
may seek to block the information or prevent it from leaving or reaching the
individual. Governments may also use pressure on individual citizens and
make sure that only “approved” information is accessible to the individual.
To this scenario a third entity could be added—that of the malware creator
and digital attacker. Malware and attacks can occur in the form of computer
viruses, worms, or attacks using various techniques. Sometimes the perpe-
trator is a lone thief, and at other times the attack is the result of an orga-
nized group effort. Sometimes, it is also the government apparatus itself
aiming to control another country or to spy on its own citizens.

Denning notes that localized rules, laws, and regulations enable gov-
ernments as well as individuals to exercise more control over the digi-
tal information “new west” while also enabling some information flow
deemed appropriate by either party. But she also notes that in the end,
“it is not the ability to control flows that matters as much as the ability to
influence decisions and actions.”

The second chapter, by contrast, begins with the assumption that
information creates forms of power that may transcend anyone’s grasp or
use. It asks how the development of increasingly interconnected global
networks of power ensnare individuals, groups, and nations in ever-pro-
liferating networks of power that they do not control and that, in fact, are
in the control of no one in particular.

Thus power is at the heart of Jack M. Balkin’s theorization of global
information flows (chapter 14). He offers a different, antihumanist per-
spective on the whole notion of power, its effects on global flows of infor-
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mation, and the effect that such flows have on people. Instead of looking
at the Internet and accompanying global flows as a strictly human cre-
ation that is completely under human control, he proposes an interesting
theory: that the Internet actually projects its own power to a human race
that may, or mostly may not, even be aware of, much less be able to coun-
ter or control, such projection of power. He develops the theme by look-
ing at three theories to explain the flow of information: memetics, Gaia,
and the proliferation of information power.

The memetic theory speaks to the reproduction of memes—a cul-
tural reproduction, aided by the technologies that humans willingly and
almost unwittingly develop. From the memes’ point of view, humans and
their technologies are simply means to aid the reproduction and pro-
liferation of memes. The Gaia theory considers the entire globe as one
“system” whose quest is continually to learn more about itself. Thus the
global flow of information—in all directions—is simply a means for Gaia
to learn more about itself. The “proliferation of power” theory takes as
its bases those of Marx, Weber, and Foucault and proposes that technol-
ogy gradually evolves bureaucracies and various forms of subordination
that eventually regiment and subjugate human behavior. Balkin cites the
spread of pornography and spam as examples to illustrate his theories
and suggests that while we as humans promote human rights, we should
also be aware of these alternate forces of nature that work orthogonally to
human rights. Such awareness, in the end, would enable us to “divert this
new form of power toward human ends.”

Balkin's powerful antihumanist theorization about global information
flows provides a fitting conclusion to the overall theme of the book. Along
with everything else in this world, information is also an evolving phenom-
enon. Over eons, it has been created by humans, disseminated by humans,
and controlled by humans. However, over time, a profound change may
have taken place—information may have gained a life of its own, and all our
attempts to use information simply plays out in its own playbook of spread-
ing itself to every corner of the human mind’s reach. Humans, thus, can no
longer claim complete control of information, or the way information flows
and spreads around the globe. We hope that this book will give the reader a
plurality of current perspectives on the multifaceted nature of information
flows, their use and misuse, and the future they are likely to bring.
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McDonald’s,
Wienerwald, and the Corner Deli

Victoria Reyes and Miguel Angel Centeno

GLOBALIZATION IS EVERYWHERE.' States, economies, and societ-
ies are increasingly integrated, with flows of goods, capital, humans, and
cultural objects forming a global web. There is little doubt that we are
undergoing a process of compression of international time and space.
Globalization is also nowhere. Although lacking a coherent empirical
or theoretical underpinning, the concept has become a catchall phrase
in academia and the mainstream media, simultaneously meaning every-
thing, and nothing at all. In order to understand the global flow of infor-
mation, we first have to examine the various meanings of “globalization.”

Our title hints at three dominant perspectives.

The “Corner Deli” phenomenon describes interdependent global-
ization. The nice elderly couple still owns the store, but they now offer
Belgian chocolates, flowers from Kenya, and Japanese novelty soda. This
shape of globalization resembles that of the Internet—a network without
hubs and with low variance in the probability of any node’s being con-
nected to any other node.” In this way, the model may be described as a
noncentric spider web without stratification or hierarchy. In many ways,
it is the utopian vision of classic liberalism and laissez-faire policies.

“Clustered globalization” is exemplified by the Wienerwald chain.
This group of German and Austrian restaurants imposes a culinary and
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managerial model (similar to what opponents of globalization claim hap-
pens on a global basis) but is limited by region. Similar multinational, but
nonglobal, chains can be found in different parts of the world, such as
the Jollibee fast-food chain in the Philippines. This large chain captures
clustered globalization in a different sense—restaurants are found in the
countries of Saudi Arabia, Vietnam, Hong Kong, Brunei, and the United
States. While Jollibee is “global” in the sense that it transcends a specific
region, the locations are marked by historically large Filipino migration
patterns. A third type of clustered globalization can be seen through the
creation of ethnic-specific enclaves—such as “Little Senegal,” “Little
Manila,” “Little Italy,” and “Chinatown”—in cities marked by historically
large immigrant populations. This model, then, sees the global system
as consisting of cliques or subgroups linked by culture, history, and/or
geography. The most ominous view, of course, is Samuel Huntington’s
clash of civilizations. Not so dissimilar is an Orwellian vision of an Ocea-
nia and a Eurasia engaged in perpetual struggle. Less ominously, we may
also expect to find vestiges of old empires or regional cooperatives—a
good example of this may be the European Union.

McDonald’s exemplifies hegemonic globalization. A less polite or less
politically correct term might be “empire.” In such a case, we do have a
spider web, but now it has a very distinct and clear center. Another image
is that of a bicycle wheel without a rim, possessing a strong center and
spokes unconnected to one another. In this instance, a single taste and
organizational regime is imposed on the world, and it becomes impos-
sible for local actors to survive.

These three distinct perspectives represent ideal types of globaliza-
tion, and overlap may, and does, occur. For instance, the global chain of
McDonald’s displays regional variation through localized menus. The
now (in)famous dialogue between two of the main characters in the
Oscar-winning American movie Pulp Fiction demonstrates this varia-
tion.? Despite these localized changes on the menu, McDonald’s may still
be viewed as a hegemonic model because of the American-based insti-
tutional and management-related patterns enforced in each chain. The
restaurant is marked by a brand that is wholly and distinctly American,
and despite localized features, these structural and cultural meanings are
influential in changing local societies.*
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We can imagine parallel versions of these perspectives outside of res-
taurant management. There is the locally owned TV broadcast station as
opposed to Al Jazeera and CNN. The International Herald Tribune has a
global footprint, while the South China Morning Post has a regional one
and El Clarin is read only in Argentina. Hollywood actors are known
worldwide, Bollywood actors in the subcontinent and Indian diaspora
(although it may be argued that the Bollywood milieu is fast becoming
a global phenomenon because it was featured in the multiple-Oscar-win-
ning movie Slumdog Millionaire), while Moscow TV stars are not recog-
nized outside of Russia.

Each of these models carries with it not only images of what “global-
ization” means but also assumptions regarding power asymmetries and
influence flows. The most optimistic of them see each participant in the
global system as being able to access a much broader scope of informa-
tion and culture while simultaneously maintaining his or her identity
relatively intact. Not accidentally, the closest parallel to such a vision is of
an unencumbered mass market—a global eBay of ideas. The most pessi-
mistic predicts monopolization of information and the standardization of
tastes—a Microsoftization of the world. Although information-embed-
ded goods such as pharmaceuticals or agri-biotechnology can be used to
explore these relationships of (a)symmetrical flows, this chapter specifi-
cally highlights cultural media because it is an example of something with
which most people have experience and of which they have an intimate
understanding. Additionally, although institutional structures shape and
modify culture—and vice versa—rapid changes in globalization may be
more readily apparent in media exchanges than in modifications within
economic or social structures. Therefore, if globalization is a democratiz-
ing force, we would expect cultural patterns to appear randomized, with
no central hub(s) directing flows. If it is nothing more than the intensifi-
cation of already existing regional ties, then we will see cultural clusters.
Finally, if globalization has a single center, then we will expect to note an
overall homogenization.

While much has been said in favor of or against each of these perspec-
tives, the major obstacle to our understanding of globalization has been
that theoretical treatments outpace empirical evidence. Key distinc-
tions between globalization and internationalization, for example, lack a
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concrete basis. Despite the ubiquity of the term “globalization,” we have
remarkably little data on increasing international integration. For exam-
ple, little research has examined the structure of “global” brands such
as Coca-Cola or Starbucks and their relations to their country of origin
(which can help determine structural inequalities and its relation to cul-
ture); tracked Internet usage and most-often-visited sites by country; col-
lected widespread global data on the number of television shows and their
national origin; conducted qualitative studies on people’s perceptions of
countries; or analyzed the content and form of countries’ popular enter-
tainment. Essentially, because of the dearth of empirical evidence, we lack
the capacity to determine how the structure of participation in this global
net affects and helps determine political, economic, or cultural outcomes.

The limited empirical work that has been done shares a series of faults.
Most relevant for this essay, studies of globalization have not defined an
appropriate and systemic unit of analysis. How do we measure its extent?
How do we define the relevant geographical and substantive areas that
have been affected? Has globalization had the same reach across the
globe and all fields? How should we study the effects of globalization: in
the aggregate (that is, on global totals)? Are regions more appropriate?
Should we count countries as the relevant units for measuring results or
persons?

Since 1999 and 2006, respectively, the Princeton International Net-
works Archive (INA) (www.princeton.edu/~ina) and Mapping Glo-
balization Project (MG) (http://qed.princeton.edu/main/MG) have
endeavored to answer these questions by focusing on the production of
empirical data. The work of these two entities is based on two critical
assumptions. The first of these is that the relevant unit in globalization
and the one that can provide the best grounding for a global definition
of the concept is the transaction. This can be interpreted as an exchange
(be it social, cultural, or financial), an international trip, or a simple
phone call. The important aspect is that transactions are the basic units
through which the world is connected—they represent the basic links
defining the global web. However, the world’s becoming more integrated
is a double-edged sword for the measurement of transactions. Although
many transactions take place in a given day, these are increasingly diffi-
cult to track as technology changes; for example, the rise of cell phone
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use makes it exceedingly difficult to track telephone usage, and increased
black market-produced and —sold media complicate measures of cultural
consumption.

Our second assumption is that to appreciate the particular qualities of
globalization, the metaphor of a network may be most appropriate. Most
literally, networks are arrangements of connections into nets, or open-
work systems linking groups of points and intersecting lines. Obvious
examples are the human body’s circulatory network of veins or a coun-
try’s arteries of rivers, canals, railways, and roads. They may also be inter-
connected chains or systems of immaterial things, events, or processes.
A focus on networks allows us to examine the integration of economic,
social, political, and cultural regimes as a process in and of itself. View-
ing globalization as a network allows us to combine different forms of
interaction (e.g., trade, migration, conflict) into a cohesive portrait of
international integration. Finally, network methods operate under the
assumption that structural position and associated characteristics are
determinant. This assumption allows for a clearer analysis of the conse-
quences of globalization for individual societies over and above endog-
enous factors.

Network analysis is particularly important because what is new about
this contemporary phenomenon is not necessarily its reach but rather
its velocity and complexity. Thanks to new technologies, the speed with
which transactions take place has astronomically increased. Perhaps
more important, we can no longer speak of a globalization based on a few
commodities or imperial projects. Instead, contemporary globalization
consists of broader sets of exchanges. The interdependence upon which
these exchanges rest upon is what makes examining contemporary glo-
balization so complex and meaningful.

By focusing on the structural map of transactions produced by glo-
balization, we can also better understand the relational aspect and the
relative (in)equality of exchanges. We are more interested in the “who/
whom” questions rather than in how much has been produced, trans-
ported, and bought across the world. Who has called whom, in what fre-
quency, and who else participates in, and is isolated from, this emergent
group of contracts are critical aspects for understanding the impact and
consequences of globalization.
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Mapping Information Flows

If we are to understand the implications of the flows of information, we
must first seek to map them and locate where in the process of global
transmission different countries and societies may lie. Who are the send-
ers and receivers? Do they face monopolies or monopsonies? Who is
close to the center of the network and who is at the periphery? Only with
such a map can we begin to measure what the costs and benefits may be
of such positions.

Based on our data on international Internet routes, student transfers,
trade, and other global exchanges, there is no question that there has been
a revolutionary shift in the flow of information across the globe, in terms
of the amount, the breadth of information, and the overall structure of
exchanges. There has been a constant growth both in terms of absolutes
and in terms of acceleration in global communications since 1970, particu-
larly speeding up after 1990 and continuing to do so in the 2000s. The Inter-
net revolution is only one part of this as we also observe dramatic increases
(in both quantity and acceleration) in every possible form of communi-
cation: travel, media exchanges, Internet use, and the like. The manner in
which this growth has occurred, however, is not random or uniform but
reflects and also helps create global relations of prestige.

The network analysis of these transactions reveals a very different
model from a simple “all talking to all”:

- We see little evidence of Huntingtonian civilizations. Although countries
with similar cultures and languages do tend to communicate more with
one another, there is no structural evidence of cultural cliques or subnet-
works.

- There is clear evidence of diasporic communities. Whether through
strong Turkey—Germany telephone links or the export of Bollywood
films to zones of Indian migration, these communities are important car-
riers of globalization and need to be further examined.

- The residue of empires is rapidly eroding with “Franco” and “Anglo”
zones still present but not overdeterminant. The erosion of Russian cul-
tural centrality from Eastern Europe after 1989 took perhaps less than a
year.
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- There are regional (not cultural in the Huntingtonian sense) net-
works, each developing significant subnetwork centrality. We see this in
study-abroad destinations, media exchanges, and other forms of global
exchange.

- Overall, one clear pattern emerges from this data: In all measures there is
increasing centrality of the global rich. Network analyses of World Bank
categories, for example, show that the “Global South” does not establish
links within itself but concentrates on making connections to the rich.

- Not only do the developed countries enjoy multiple ties around the
globe while developing ones have a single dominant partner, but we
also find that even many of the “haves” are not communicating with one
another—only their “have not” satellites and the United States.

The United States lies at the heart of this “global rich clique.” This is
illustrated by looking at trends in international trade.® In this instance
we note regional concentrations not only around NAFTA, the European
Union, and China/Japan but also the predominance of the United States
as first among the rich. We find a similar pattern for global mergers and
acquisitions.’ Here we see that the vast majority of mergers and acquisi-
tions occur between North America and Europe (e.g., wealthy regions),
with North America having ties to Latin America and Australasia, and
Europe connected to Sub-Saharan Africa, Eastern Europe, Central Asia,
Australasia, and, to a lesser extent, the Middle East, North Africa, and
South Asia. Despite wealthy regions’ enjoying ties with many parts of the
world, virtually all the developing regions are connected to one domi-
nant, high-income region rather than to one another. Additionally, we
know that in East Asia and the Pacific there are a plethora of mergers and
acquisitions, yet these areas remain isolated from other regions in a pat-
tern that mimics economies even much less developed than the ones in
East Asia. One way to interpret this pattern is through a Huntingtonian
point of view wherein this is evidence of a deep divide based on culture
and civilizations. We believe, however, there is another, perhaps more
valuable interpretation—that this pattern reflects the ability of East Asian
countries to build autonomous and intraregional networks that reflect
their unique (1) institutional patterns of finance and (2) informal and for-
mal regulations.
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This pattern holds for practically every single type of transaction that
we wish to analyze. For example, the United States remains a central
global destination for postsecondary education, with only a handful of
OECD countries dominating the rest of the student exchange market.”
Similar concentrations may be seen in maps of transport and distribution
networks. But the flows of cultural products may best illustrate the rela-
tive influence and centrality of some global actors and the marginality of
the vast majority.

Mass media is, theoretically, one of the most fluid and malleable forms
of globalization given its speed and distribution. However, what we find
is the continued domination of the United States in a variety of media
formats. For example, in 2001, 9o percent of feature films shown on tele-
vision globally came from the United States; while some local program-
ming was growing (and news remained a fairly privileged sector), Hol-
lywood to a large extent still ruled the airwaves.® Not surprisingly, U.S.
distributors’ foreign syndication revenues rose from $soo million in
1984 to $6.5 billion in 2005.° The cultural domination of U.S. and West-
ern European programming may actually be understated as even when
produced locally, many shows directly borrow concepts from the richer
countries. For example, “Who Wants to Be a Millionaire?” is licensed to
more than sixty countries, while “Big Brother” and “Deal or No Deal” are
produced by forty-two and sixty territories respectively.® Most of these
countries simultaneously make use of graphics, sound effects, and ques-
tions from the original show while incorporating local cultural mores.
There is indisputably some “localizing” that occurs, but the “global rich”
cultural footprint is quite large.

Estimates of television viewership have become increasingly problem-
atic with the advent of Web 2.0 and sites such as YouTube, Hulu, and oth-
ers that allow you to download or view television shows. Web 2.0 sites
have exploded in the past five years, and not just in connection to tele-
vision shows. In 2006, the globally popular YouTube was estimated to
have 100 million video views and 65,000 video uploads in one day, and
it accounts for 6o percent of all videos watched online—making it the
largest video-sharing site on the Internet." With YouTube, we do witness
a more democratizing cultural flow with international videos. A promi-
nent example may be when the recording of Filipino prisoners dancing
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to Michael Jackson’s “Thriller” went viral.* The “Playing for Change”
viral phenomenon is another.” Yet, note that even these examples show
the predominance of Western cultures because in the first, the Filipinos
are reenacting an American hit, while in the second, the management
and direction of the video are clearly American. Rarely does one see
the reverse phenomenon of American or Western Europeans reenacting
something made popular in a non-Western nation, or Western perform-
ers under non-Western direction.

The United States continues also to dominate the film industry—com-
paring all-time non-U.S. and U.S. box office figures, the list consists solely
of U.S. films, many of which overlap.** In total, Hollywood films account
for about the majority of total industry revenues by value, with filmed
entertainment serving as a major export sector for the United States—
Hollywood studios now depend on overseas revenue from more than
half of the returns on any investment.” While the music industry, coupled
with Web 2.0 technology, allows for greater local product, it continues to
be dominated by giants from the OECD—particularly the United States.
For example, thirty-one of the fifty bestselling albums of 2008 were from
U.S. artists,'® and 2003 global market shares for music companies were
as follows: BMG 11.9 percent, EMI 13.4 percent, Sony 13.2 percent, Uni-
versal 23.5 percent, Warner 12.7 percent, and independents 25.3 percent.”
The American domination is perhaps clearest in the nomenclature used:
Artists from the United States and the United Kingdom are categorized
by genre; practically all others are under the generic rubric of “World
Music.”

Social networking sites such as Facebook, MySpace, and Twitter have
also revolutionized the Internet and global communications, but the dis-
parities between users and sites are evident.* Although there is regional
variation among the less frequently used networking sites, among the two
most popular sites—MySpace and Facebook—we see the dominance of
North American and European use. In fact, one 2008 study found that
77 percent of MySpace users were from the United States, with § percent
from the United Kingdom, 2 percent from Canada, 2 percent from Aus-
tralia, 1 percent from the Philippines, and 1 percent from Mexico. Among
2007 Twitter users, we continue also to see this familiar Web 2.0 global
distribution—the increasing use and connectedness of the United States,
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Europe, and Japan, and the virtual non-use and isolation of Africa, South
America, and parts of Asia.”” Regarding Internet links, the map of major
international Internet routes reveals an almost dictionary definition of
dependence.” Thanks to the work of TeleGeography and its mapping
project, we can clearly observe three patterns: the marginalization of
much of the world; the concentration on links among the “global rich,”
and the central role of the United States within this Internet elite.

Data on other media is much more difficult to find for recent years,
except on an anecdotal basis. Two of the most obvious cases of global
publishing phenomena are, of course, the “Harry Potter” and “Twilight”
properties—one a UK., the other a U.S, young adult fantasy series.
Increasingly, computer software is the critical medium for accessing
global information. Here, Google serves as the number one global Web
parent company,” while Microsoft (as the parent company to Internet
Explorer) accounted for 79.79 percent of global user shares in March
2009.”* Again, the centrality of the United States is fixed in the nomen-
clature of global usage because only its domains do not need to specify
their geographical location with a two-letter country code—this indi-
cates both political power in Internet governance as well as dominance in
information and Web pages.

We may also use both brand awareness and brand ratings as a proxy
for the flow of information. The 2009 annual listing by BusinessWeek of
the top global brands reveals the strong position of the United States,
with eight of the top ten and sixteen of the top twenty-five brands being
American while the remaining brands originate from top OECD coun-
tries.” Additionally, the top ten countries in the 2009 Anholt-GfK Roper
Nation Brands Index—which measures the nature and power of a coun-
try’s brand—are all OECD countries, with the United States in first
place.*

Finally, the distribution of officially recognized cultural capital is
extremely skewed. UNESCO’s program to preserve “heritage sites,” for
example, appears to affirm European cultural superiority through its des-
ignation of places worth preserving.*® Half of these are in Europe and
North America. If we exclude “natural” sites where it is the landscape and
not human creation that requires special preservation, the overrepresen-
tation of Europe is even more extreme. The same applies for the distri-
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bution of heritage cities and of “modern” sites worthy of special atten-
tion. The sites of the Global South, particularly those of Africa and South
America, are overwhelmingly not cultural or, when they are, usually
products of civilizations long gone. The message is clear: Of the past five
centuries, only the “culture” produced by Europeans is worth preserving.

Consequences

Whether one divides the countries of the world into emergent groups
or network cliques, one finds that the United States is the only one that
communicates with all groups. It occupies the critical role of a structural
hole, serving as the bridge between different regions and groups.

The next obvious question is what could be the consequences of this
network structure. Let us take NAFTA as an example. Over the past fif-
teen years, all the members of NAFTA have seen dramatic increases in
their international integration. What is remarkably different, however, is
that while for Mexico and Canada, NAFTA has become more central to
their international network, for the United States it has become arguably
less so. If network dependence is power, then the relative position of the
United States vis-a-vis its partners is increased. The United States now
needs Mexico and Canada less than those countries need it, and this has
become even more so over the past decade.

This is not to deny the rise of non-American globalization. A favorite
example of this is the ubiquity of sushi restaurants and other national cui-
sines, in which the rise of these foods is associated with both diasporic
communities as well as increases in cultural capital—for example, the
rise of Japan’s social and cultural standing and the rise of sushi popularity.
While it is a cliché to remark on the McDonaldsization of global diets,
sushi presents a case of globalization from other sources. Similarly, glo-
balization—and increased travel between countries—provides opportu-
nities for aspects of previously isolated cultures to be shared globally. As
mentioned above, the very success of U.S. media on the global markets
means that non-American tastes have to be factored into production; we
may also be seeing the development of a dual market structure for global
information and entertainment products, where one (mostly consisting
of the global “North”) purchases the project, while the other consumes
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the same, but pirated, media.”® We would still argue, however, that the
central strands tying these globalization processes together are American.

Many have spoken of the critical importance of this American “soft
power” and the importance of consolidating and institutionalizing this
influence in noncoercive ways. While there have been travel restric-
tions post-9/11 and anti-American reactions toward U.S. foreign policy
in Afghanistan and Iraq, we also have observed the global celebration of
President Barack Obamass election, the subsequent (and almost immedi-
ate) rise in America’s image, and the Nobel Peace Prize’s being awarded
to Obama shortly after his assumption of the presidency. We are also
seeing the rise of competing educational centers in Western Europe and
East Asia (particularly China). But even in the fluctuations of anti-/pro-
American attitudes and in the educational threat to American “hege-
mony,” the depth of America’s centrality is evident: The books and
sources used in these alternative centers of relearning tend to be Ameri-
can, and the global impact and influence of America—its political, social,
and military policies—are evident, despite fluctuations in popularity. The
evidence we have indicates that American centrality is quite robust. This
may be permanently altered by the spectacle of the economic failure of
2008, but in the absence of any global competitor, American dominance
appears safe.

What are the consequences of this network for inequality between
countries? The empirical debate has divided those who use each coun-
try as a single and equivalent unit and those who weigh values by popu-
lations. Utilizing the former, there is considerable evidence for growing
inequality between the already rich nations and the more developing
countries. If we assign the rapidly growing economies of India and China
their appropriate population weight, the trend is reversed. The rise of
these economies and the economic catastrophe that began in the United
States may signal the beginning of a reversal of American cultural hege-
mony. But despite the increasingly important roles assumed by the new
economic players, their roles are still constrained.

The INA and MG are particularly interested in assigning specific quan-
titative values to network position so as to test statistically the relation-
ship between network position and economic growth. Here, the critical
test is to what extent the differing economic outcomes for East Asia and
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Latin America may be explained by their network position and regional
structure—though it’s not inconceivable that these factors are decreasing
in importance.

What about inequality within countries? Once again, position within
the network is critical. The creation of a global brand or standard and
possibilities to re-create a nation’s image are opening up opportunities for
fortunate members of all societies (no matter their geographical location)
to participate in the global marketplace. The possession of the cultural
capital—the right university degree and the mastery of the appropriate
languages—provides many the unheard-of opportunity to be a “global”
citizen, something that we have seen is, in fact, rooted in American cen-
trality and necessarily requires technological access. The question is
whether these opportunities are available in such a manner as to reduce
domestic inequality. Here the outlook is not optimistic. The disparity
between those with access to the global marketplace and those without it
can only exacerbate existing divisions.

The skill and technical costs of entry into this global marketplace
are ever deepening the gulf between the haves and the have-nots, both
between and within societies. Two measures of this include Internet con-
nectivity and English literacy. The chances of one’s being able to become
a citizen of the world without access to English, or to the Internet (and
the two may, in fact, be equivalent), are quite low. Despite improvement
in the “digital divide” within the rich countries, we see no evidence of its
being reduced in the Global South—particularly in Latin America. There,
phone—much less Internet—penetration remains stubbornly low. What
we do see is perhaps the creation of a dual system of global citizenship.
The dominant class travels legally in comfort and manages the global sys-
tem of flows of information while enjoying the benefits of life with the
rich; the lower classes also travel the world—if only to escape the poverty
of their countries—but they travel in search of employment that allows
them to send home remittances to sustain their families.

Thus, international flows of informational resources produce inequal-
ity on two levels:

- It has consolidated nation-level inequality between the “center” and the
“periphery”
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- Within individual countries, including those in the North, it has also
exacerbated inequalities between those citizens able to participate in the
global economy and those not able to do so.

The consequences of globalization may be even more complex. Pre-
cisely because of the massive flows of information and media, we live in
a unique moment in history. Neither globalization nor inequality is new,
but the ability of the poorest to witness the lifestyle of the global rich and,
conversely, the inability of the rich to isolate themselves leave the future
of the global system uncertain—will inequality at this level of visibility
continue to sustain itself, or will increasing knowledge of how the “other
side” lives be a catalyst for sustained political, social, and cultural change?

Notes

1. One search through the ProQuest Research Library database found 11,110 schol-
arly articles whose topic was globalization. If you include magazines, trade publica-
tions, newspapers, and reference/reports, the search yields 21,510 documents.

2. In actuality, we realize that the Internet does, in fact, contain hubs; however,
the image of a randomized Internet network best exemplifies the idea of a corner
deli society.

3. The dialogue is as follows:

VINCENT VEGA: [Y]ouknow what the funniest thing about Europe is?

JULES WINNFIELD: What?

VINCENT VEGA: It’s the little differences. I mean they got the same shit over

there that they got here, but it’s just, just there it’s a little different.

JULES WINNFIELD: Example.

VINCENT VEGA: Alright, well you can walk into a movie theater and buy a

beer. And, I don’t mean just like a paper cup, I'm talking about a glass of beer.
And, in Paris, you can buy a beer in McDonald’s. You know what they call a
Quarter Pounder with Cheese in Paris?

JULES WINNFIELD: Theydon't call it a Quarter Pounder with Cheese?

VINCENT VEGA: No, man, they got the metric system, they don’t know what

the fu** a Quarter Pounder is.

JULES WINNFIELD: What do they call it?

VINCENT VEGA: They call it a Royale with Cheese.

JULES WINNFIELD: Royale with Cheese.
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VINCENT VEGA: That’s right.

JULES WINNFIELD: What do they call a Big Mac?

VINCENT VEGA: BigMac’s a Big Mac, but they call it Le Big Mac.

JULES WINNFIELD: Le Big Mac. What do they call a Whopper?

VINCENT VEGA: Idon'tknow.Ididn’t go into Burger King.

4. James L. Watson writes, in his article “McDonald’s in Hong Kong” in The Glo-
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terns in Hong Kong.
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Internet TV and the
Global Flow of Filmed Entertainment

Eli Noam

IT’S BEEN NOW ABOUT NINETY YEARS that American films and
video media have predominated globally, and despite many efforts,
despite many government-supplied francs, marks, and now euros, despite
various restrictive rules and regulations going all the way back to the
1920s, not all that much has changed. Yes, there is always some hopeful
news every year—some film or reality TV series that has been success-
ful, some production company that lights the imagination—but some-
how this hopeful news has not diminished the basic dominance of Hol-
lywood.

In 1998, of the forty most successful movies worldwide in terms of box
office, Hollywood films constituted the top thirty-nine. Britain’s The Full
Monty was number 4o0. In 2004, of the fifty highest-grossing films world-
wide, forty-seven were American. In 2009, of the fifty highest-grossing
films worldwide, forty-nine were American.!

This is not a supply issue. Whereas the United States produced 520
theatrical films in 2008, the European Union produced 1,145 films, while
Japan and China produced 418 and 400 films, respectively, that year.®

Yet in 2008, European films had a 28 percent share in the European
Union, whereas U.S. movies had a share of 63 percent.’ Even in France,
the world’s first movie nation, audience share for domestic productions
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dropped below one-third of total theater audiences.* The share of Brit-
ish movies in their domestic market was 31 percent® in 2008, and German
films had 27 percent® of their domestic market.

At the same time, the global audience for European films has declined.
In the 1960s and ’70s, there were decent-sized audiences for quality Euro-
pean films. Truffaut, Godard, Fellini, Antonioni, Bergman, Fassbinder,
Pasolini, Wertmiiller, Richardson, and Tanner were icons. But the audi-
ence for such films has been steadily graying. In 2002, French films’ total
box office in the United States was an anemic $36 million for the films of
a country that makes about 200 films a year. In 2008, French films’ total
ticket sales on the North American market including francophone Que-
bec were 14.2 million,” which translates to approximately $30 million in
the U.S. market.

The worldwide dominance of Hollywood has been especially hard
for Europeans to take. For several centuries, culture had been flowing
largely in one direction: out of Europe, and into the rest of the world.
Then, before World War I, the flow reversed direction for the young and
populist medium film. Around the world, audiences flocked to American
movies. European cultural elites promoted government protectionism.
Already in the 1920s, Germany’s near-monopoly producer Ufa advocated
the protection of “European films” and established European cartel col-
laboration together with the French film trade association, in a rare alli-
ance across the Rhine. Various restrictive contractual arrangements
were agreed upon with other countries, supplemented by import quotas
enacted by governments.

Today, various forms of film protectionism abound. In Canada, the
government subsidizes film production directly, and 60 percent of the TV
schedule must consist of Canadian content, an indirect regulate subsidy.
In Australia, government money makes up around 37 percent of overall
investment, plus the lost tax revenues from a 100 percent tax deduction
for film investments.

In Europe, Brussels provided in 2002 subsidies of $850 million for films
that generated box office revenues of around $400 million. More recently,
the EU media program was budgeted at €755 million over seven years.® In
2008, according to the European Commission, the twenty-seven member
states spent about €1.6 billion in direct support of films each year.” Some
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European countries provide subsidies for more than so percent of a film’s
budget.”® And on top of that, there are generous tax shelters for rich inves-
tors to entice film production. In addition, there is substantial support
for production through public service TV, whose budgets derive from a
substantial quasi-tax. In Germany this compulsory levy amounts to about
€18 per month per TV household." Germany’s public ARD network ser-
vice TV in 2008 invested €190 million in the production of theatrical
films.” Furthermore, there are ceilings on TV’s showing of non-European
(e.g,, U.S.) productions.

But even with all of these generous direct and indirect subsidies, non-
Hollywood films are rarely an international success. Domestic films are
watched in Europe by about 20-30 percent of audiences. But those audi-
ences rarely watch the films of neighboring countries. European films,
outside their national market, got only 8 percent of audiences in other
European countries in 2006, and 7 percent in 2007. They got a worldwide
audience share of less than § percent.”

Why has Hollywood’s dominance occurred? And what are the impli-
cations for the next generation of film distribution, over the Internet?
Many cultural observers, whether abroad or in American academe, rail
about “American cultural imperialism” as a substitute for an analysis, or
they invoke, tautologically, the symptoms as cause, such as dominance
over “distribution channels” or over “intellectual property rights.” “Cul-
tural imperialism” is a term vague enough to project onto alot of inkblots,
from those of the left to those of the right, but historically Hollywood
was dominant already before World War I, before America’s ascendance
to a superpower status.

Hollywood’s success is remarkable insofar as it is, by far, the high-cost
producer. It has also been astonishingly lacking in foresight and vision. At
almost every juncture, Hollywood misjudged the future and fumbled its
own actions. It fought television, then pay-cable, and then home video. In
each case, the technology it unsuccessfully tried to suppress soon turned
out to be hugely profitable to itself. But despite high cost and low vision,
Hollywood rides high in the saddle.

Vilification does not provide the kind of understanding that is the pre-
condition for successful remedial action. If ninety years of well-financed,
politically well-supported, and benignly reported efforts have failed to
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dislodge Hollywood, maybe something is wrong with the underlying
analysis of the problem.

To analyze this, we start with the most frequent explanations, which
turn out to be impressive. From there, we will proceed to stronger expla-
nations.

Market Size

For a time, Europeans attributed the problem of Hollywood’s strength
to the destructions of war. But those wars happened a long time ago.
Another explanation was the large size of the American market. But actu-
ally, more films per capita are made in the United States than in many
countries, which mean that they divide up the domestic audiences into
narrower slices.

The domestic population per feature film produced in 2008 in the
United States is 593,000, whereas it is 435,000 in Europe, a modest dif-
ference that cannot explain the disproportionate dominance of American
films. And, in any event, in a global economy, the size of the home mar-
ket is not the determinative factor. Otherwise, Swiss watches or Belgian
chocolates, hailing from small markets, would never make it internation-
ally. One could even argue that the more a film can support itself in a big
domestic market, the less it must try to enter foreign markets in order to
survive. India’s film industry is an example.

A related explanation is that of English as the global lingua franca.
True, but most people watch films dubbed or subtitled, and it’s not more
expensive to do that from Italian into Spanish than from English into

Spanish.

Dumping

Another frequent explanation is that because American films are
already produced and paid for by American audiences and then
dumped cheaply onto the world market, displacing domestic films
would require expensive production. This argument confuses sunk
cost with new-project costs. By this logic, nobody would ever buy a car
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because taking a taxi is always cheaper. For this dumping argument to
hold water, one must also assume that Hollywood does not factor for-
eign markets into its production decisions, while at the same time for-
eign producers do not export to other countries and must subsist on
domestic revenues alone.

Distribution

Another frequent explanation is that Hollywood distribution companies
are vertically integrated and favor their own content and suppress that of
others. Such advantages of joining distribution with content production
are also stressed by empire-building American CEOs and by investment
bankers in search of deals, and these are commonly called “synergies.”
One must observe that film-oriented firms which engrossed themselves
by M&As (mergers and acquisitions) have been splitting or tottering:
Viacom, Vivendi, Kirch, Time-Warner, Disney, and GE/NBC-Universal.
All had well-publicized dysfunctionalities and were barely able to contain
their centrifugalism. In economic terms, for vertically integrated firms,
discrimination in favor of one’s own product is sensible only as long as
that product is not inferior. It rarely makes sense for a distribution orga-
nization to push its own inferior films into theaters and to reject other
producers’ potential blockbusters. Ultimately, the market power of Hol-
lywood distributors depends on their access to attractive films, not vice
versa.

Popular Culture

In many countries, films are controlled by directors and their artistic
vision. Popularity with audiences is not a goal in itself and can even be a
source of unease about “selling out.” Celebrated French film auteur Jean-
Luc Godard expressed his attitude: “Who is the enemy? The audience!”
In contrast, in America films are controlled by commercially minded
producers and distributors. This dichotomy is of long standing. Already
in the early nineteenth century, Alexis de Tocqueville, commenting on
American culture, observed:
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In aristocracies a few great pictures are produced; in democratic countries
a vast number of insignificant ones. In the former, statues are raised in

bronze; in the latter, they are modeled in plaster."*

This distinction between popular culture and high culture has been
commented upon frequently by less sympathetic observers than de Toc-
queville. It became a comforting notion that it was the uncompromising
integrity of European filmmakers which limited their popularity, in con-
trast to Hollywood’s pandering. But actually, most European (and Japanese,
Korean, Indian, Mexican, Brazilian, Egyptian, and Chinese) films are not
artsy at all. Those films outside the public TV axis are mostly commercially
oriented and have adopted Hollywood’s style elements. They are typically
produced by big and established domestic media firms, often centered on
commercial TV operations. In Italy, Berlusconi; in Germany, Bertelsmann.
In France, Vivendi. In Brazil, Globo; in Mexico, Televisa. In Japan, Sho-
shiko and Toho. All try to be popular in their home markets. Most of their
films never reach American audiences, and usually deservedly so.

Conversely, statistical studies have shown that Hollywood producers
seem to accept somewhat lower profit margins in order to be associated
with “edgy” projects that enhance their prestige.”” They want not just the
money success but also the prestige success. And on top of that, American
independent film production is alive and vibrant. For the 2008 Sundance
Film Festival, the mecca of American indies, there were 3,624 feature-
length submissions, 10 percent more than the year before.” This is the pool
of Hollywood’s next generation of talent. Thus, the self-image of culture
versus commerce might be comforting, but it is not really an explanation.

If so, what is? To me, the main success factor for content production is
the efficiency of Hollywood.

Productivity

This seems counterintuitive. Hollywood movies are vastly more expen-
sive than European or Indian ones. To produce a film in Hollywood costs
about ten times as much as in Europe, and fifty times as much as in India.
The budget for two minutes of a Hollywood film pays for an entire fea-
ture film in India.
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TABLE 3.1. Film Productivity

Worldwide = Worldwide

Investment/ Tickets/ Tickets/$  Overall Rev/
Film #of Films  Film (mil) Invest Investment
UsS 70 543 5.5 0.61 1.27
Europe 7.5 752 0.6 0.08 (.08)
India LS 843 3.5 2.3 119

But Hollywood is more productive. That may be a bit surprising given
its high costs. But it all depends on how one defines the product. Table
3.1, prepared by the author with 2006 figures, compares costs and reve-
nues, and shows this in its first column. A Hollywood film costs on aver-
age $70 million to produce, versus $7.5 million per film in Europe and $1.5
million in India. But if one defines the product as “tickets sold,” then Hol-
lywood is almost eight times more productive than European producers.
($0.61 versus 0.08 tickets per dollar investment). India’s Bollywood, on
the other hand, generates four times more tickets per dollar than Holly-
wood. But even that gap vanishes when one looks at overall revenues gen-
erated. Now, given the disparity in ticket prices, Hollywood has a slight
advantage over India (1.27 versus 1.19), whereas European films have, on
average, a negative return.

Lower Risk

Most other production centers have a weak financing structure to gener-
ate investment for movies. In contrast, Hollywood has established numer-
ous ways of raising funds. Efficiency is gained by superior risk reduction
strategy: portfolio diversification. Film projects are enormously risky.
Eighty percent of films, it is said, lose money. Hollywood has managed to
create a portfolio of investments, each with certain riskiness, that achieve
a lower risk than any individual part of the portfolio. A studio pools many
risky projects, making its aggregate cash flow reasonably safe for the lend-
ers. And this in turn facilitates investments in film projects. In contrast,
missing in Europe and other production centers are strong financing
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structures to invest significant capital into movies. In India, a good part of
film financing, for a long time, was through organized crime cartels that
liked its glamour and money-laundering potential. European films rely
on the public TV system and on direct governmental support. This tends
to require a greater emphasis on national culture and hence often reduces

global appeal.

Industry Structure

Perhaps the most powerful advantage of Hollywood is the structure of its
industry. Most people think of Hollywood as six major studios and two or
three mini-majors. And that was the way it was up until the 1950s, when stu-
dios were vertically integrated mass producers. But when TV emerged, it
forced Hollywood to “re-engineer” itself earlier than other industries. One
strategy was to create high-end products in terms of production budgets.
But, just as important, the major film studios radically lowered overhead
costs by shifting to a project-based structure. Most of the actual produc-
tion is done not by the handful of studio companies but by hundreds of
small independent production companies, which in turn use thousands of
specialized firms, with tens of thousands of specialized freelancers. The six
major studios provide back-office support for production teams, coordi-
nate advertising, and provide financing and distribution.

More than two-thirds of the Los Angeles—based film industry’s work-
ers are freelancers or work for tiny companies. Collectively, they create an
industry structure of project-based ad hoc organizations with low fixed
costs. The result is an industry characterized by two factors:

- oligopolistic distribution

- competitive creation

The remarkable thing about this structure is that it did not emerge by
design or strategy. Rather, it was a case of organizational Darwinism. The
relentlessly competitive and risky nature of each film project led to the
emergence of such a structure.

The significance of such a model of the project-oriented, almost “vir-
tual” production firm is that it is perhaps the forerunner for many busi-
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ness firms and industries in general. It is an organizational model that
integrates creativity with business in a way that functions better than any-
one else’s model. It is decentralized, networked, virtual, freelance, global,
and disaggregated (not integrated), and it draws on diverse creativity.
It combines the creativity of small organizations with the economies of
scale of large ones.

We can see similar developments reaching consumer electronics, IT,
and automotive industries. Specialist firms do the design. Others pro-
duce the components. Still others assemble. Still others do the market-
ing. The major firms then are mainly becoming integrators of the special-
ist firms and the branders of the final products. This might be, for many
industries, the business model of the future.

It would not be the first time that media have led the way for a gen-
eral business transformation. The printing press pioneered the indus-
trial mass-production system. Today, the film industry model, created in
the Darwinian process described, is a forerunner for the next stage, the
postindustrial production system and economy.

And now, a new medium is knocking—film over the Internet—and
the question is how it will affect this system. Will it be a multicultural
richness of many national sources, or will it be just more of the same old
Hollywood?

The knee-jerk response to this question is to invoke the usual plati-
tudes. Anybody can enter. You can’t tell who's a dog on the Internet. The
Long Tail. The Internet community, staunchly internationalist and mul-
ticultural by outlook and background, does not want to face the very
question of whether it contributes to the further ascendancy of American
mass culture.

How then does Internet distribution affect this system? Will it enable
other production centers to thrive? To answer this question, we need to
look at the same economics of content production and distribution, as
they relate to the Internet.

True, Internet film content includes a lot of low-budget, experimental,
and user-generated production. At the same time, the high-speed Inter-
net enables much more than standard, linear, and cheap video. Internet
film will create content that goes far beyond conventional TV and film:
specialized, archived, interactive, asynchronous, immersive, 3-D, mul-
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timedia, and globally delivered. Such content requires many additional
technical features beyond just video. After some initial low-budget ama-
teur period, providers of Internet film will have to offer content of high
technical and design features.

To produce such interactive content is expensive. It requires creativity,
lots of programmers, significant testing, and many new versions. It might
be a bit like “Dungeons and Dragons” meets “Baywatch” meets “Survi-
vor” meets Harry Potter. Such content exhibits strong economies of scale
on the content production side, and network externalities on the demand
side. Both favor content providers that can come up with big budgets,
can diversify risk, distribute also over multiple other platforms, create
product tie-ins, and establish global user communities.

Even for nonpremium programs—such as creative small productions,
or sex shows and games—where the absolute production costs are lower,
the economic advantages of a large user base still apply.

At the same time, the distribution costs for films over the Internet are
high, because the individualization of transmission requires significantly
larger transmission resources. Individualization requires transmission
capacity that is at least forty times higher than that of a cable channel. Itis a
common mistake to argue that as transmission is becoming cheaper, it will
overcome such a gap. But technological progress leads transmission cost to
drop just as much for cable TV distribution as it does for Internet distribu-
tion. The relative cost of shared (synchronous) transmission is still much
lower than that of nonshared, asynchronous transmission. What the drop
in cost means, however, is that the impact of distance becomes much lower.
National TV and film lose the protection of distance, and satellite and cable
TV lose the protection of limited spectrum on licensing.

Thus, both content and distribution costs for Internet film are high,
but distance-insensitive. Therefore, commercial Internet video can func-
tion economically best as a premium medium or a specialized medium,
delivered globally.

These characteristics favor American companies when Internet distri-
bution emerges as a mass medium. The United States has a large base of
an Internet community; significant hardware and software entrepreneur-
ial energy barely contained by the recent downturn; a financial system
that provides risk capital; big content-producing companies with world-
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wide distribution and with experience in reaching popular audiences; tal-
ent in content creativity and technology from all over the world; efficient
geographic clusters in production and technology; the cultural prowess
of the world’s superpower; language; a diverse culture; and a univer-
sity system that generates technology and entrepreneurship. Thus, the
medium of Internet film distribution combines the strengths of U.S. firms
in entertainment content, in Internet, and in e-transactions. Add to that
economies of scale, and scope, and nothing on the horizon can match it.

The broadband Internet means that programs can be distributed glob-
ally, at relatively low cost. People in Peru, Panama, and Portugal can select,
click, and download. The protection of distance is thus giving way. And the
content itself exhibits strong economies of scale. This means that the con-
tent of Hollywood, adapted for interactivity, can be all over the world.

Many of these specific factors are also available elsewhere, but prob-
ably nowhere quite in such combination. On the other hand, the United
States lacks the supportive mechanism of public TV that exists in Europe
and Japan for quality content.

Companies and public service organizations from other countries
will also participate either domestically without much global reach or
as global players who will provide basically American-style commercial
content to the world, like British ITV sitcoms, Dutch Endemol reality
shows, and the Italian “spaghetti Westerns” of the past. There will also
be opportunities for other producers to create and distribute specialized
programs for niche and general audiences. And those needs could be met
by providers from other countries. And there will also be a community-
based, collaborative production environment of user-generated and wiki-
style low-budget content.

But the main audience will still be attached to big-budget, technically
sophisticated productions that combine Hollywood glitz, Silicon Valley
tech, and New York finance. And that means that Hollywood will be even
stronger, because it now has a more direct relation with global audiences.
It does not have to go through the intermediaries of TV networks and
pass through the regulation of governments. It has the ability to fine-tune
prices. And it can deploy in its network of specialists also the talent and
creativity from everywhere—animators from Japan; special effects soft-
ware in India; postproduction in Shanghai; venture finance in London;
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advertising companies in New York. Thus, Hollywood will become, even
more than before, the entertainment content integrator to the world.

A century of history should teach us some lessons. Artistic creativity
is not enough. The only way for other countries’ film industries to attract
the attention of global audiences is for them to resort to managerial
responses rather than to find comfort in cultural criticism and political
protectionism.
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Piracy, Creativity, and Infrastructure
Rethinking Access to Culture

Lawrence Liang

Prologue: Once upon a Time in Malegaon

Approximately an eight-hour bus ride from the bright lights of India’s finan-
cial and film capital, Mumbai, is a small, nondescript town called Malegaon.'
The town is populated mainly by migrant Muslim laborers from North
India, who work in the power loom sector. Malegaon became infamous in
2006 after a series of bomb blasts. Serious communal riots broke out after
the destruction of the Babri Masjid (a mosque in Ayodhya, in the state of
Uttar Pradesh, that was demolished by Hindu zealots in 1992). The town has
however been in the news recently for another reason. It has emerged as the
center of a parallel film industry that churns out remakes of Bollywood hits,
contexualizing them to address local issues and to cater to local tastes. Thus,
one of the biggest blockbusters of India, Sholay (Flames of the Sun, 1975), is
remade as Malegaon ki Sholay; and the Oscar-nominated Lagaan ( Taxes) is
remade as Malegaon ki Lagaan, and instead of opposition to colonial taxes,
the film addresses problems of civic amenities. All the actors in the films
have become stars within the local community, and one of the reasons cited
for the popularity of these remakes is the fact that the local people get to see
people they recognize on the big screen.
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The average budget of a Malegaon production is around Rs. 50,000
($1,000US) and runs in one of the fourteen local video theaters in the town.
It all started when Naseer, a local videographer who shot wedding videos,
decided to borrow money to make his own film. He shot the film on video
and used two videocassette recorders to edit the film in real time. The film
turned out to be a surprise hit and thus started the Malegaon film industry.
Local people working in the various small-scale industries double as actors,
and the filmmakers try to stay as close to the original as possible, including
camera angles, lighting, and other production details. Understandably, it is
difficult to emulate a large Bollywood film with its mega-budgets in a small
town like Malegaon, so the Malegaon crew has learned to adjust and inno-
vate using local resources to re-create these films.

So a cycle stands in for a dolly, and a bullock cart is used for crane
shots. While remaking an expensive Hindi film, Shaan, the director real-
ized that with a total budget of Rs. 50,000, there was no way he would be
able to hire a helicopter, so his crew simply made do with a toy helicopter
and shot it in a way that made it look as authentic as possible.

In the past few years, the Malegaon films have created a market of their
own, and now there are film distributors who are willing to buy such
films for nearby towns and cable operators who regularly get requests
from their customers to screen a Malegaon film. The director of Lagaan,
one of the films remade in Malegaon, when shown the remake said, “It is
remarkable, what they have managed to achieve. Using video theatres as a
film school, they have managed to create an alternative to the Hindi film
industry in the Hindi language [sic]” (Sukhija, 2003).

The Malegaon phenomenon is very similar to the emergence of Nol-
lywood, the film industry in Nigeria (Hausa, English, and Yourba films),
which emerged through a creative history of appropriation and localization
of Bollywood films. What was remarkable about the rise of Nollywood was
that it arose in the absence of either private or state investment in cinema,
and it started out as a cottage industry and has now emerged as a signifi-
cant film industry in the African region (Larkin, 2008). There are a number
of similarities between the Malegaon film industry and that of Nollywood,
but one significant difference between them is that Malegaon remains a
very local industry that serves as a counter to the more well-established
Hindi film industry, which is often seen as the “national cinema” of India.
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We read the Malegaon phenomenon in many ways. It is on the one
hand a story of local creativity that uses remixes as a mode of appropriat-
ing dominant culture. It could also be read through the prism of copyright
to see how creativity relies on pastiche and quotation, and how a regime
of copyright would inhibit such forms of creativity. But it has to be stated
that despite using copyrighted material from films to music, the question
of copyright has thus far been a nonexistent one in Malegaon. Like Nol-
lywood, the Malegaon film industry arose out of an infrastructure created
by media piracy. The proliferation of video stores, video theaters, the avail-
ability of video cassettes and now VCDs and DVD:s for the distribution of
these films, have all contributed to the Malegaon success story.

I have chosen to begin with the Malegaon story because it illustrates
for me the relationship between quotidian media piracy and the creation
of an infrastructure for cultural production. When thinking of cultural
production, we tend to focus on what gets produced, or the content, and
we do not pay sufficient attention to the conditions of its production,
circulation, and reproduction. Thus infrastructures of cultural produc-
tion could include video cameras, computers, cars, Internet bandwidth,
cycles, printing facilities, sound mixers, and, as we have seen, even toy
helicopters and bullock carts. In a number of developing countries the
biggest hurdle to access to knowledge and culture is the question of
poor infrastructure. The aim of this chapter is to look at the relationship
between infrastructure and creativity—not as distinct domains, but to
see how they inform each other and to introduce a materialist under-
standing into our understanding of creativity.

The innovativeness of the Malegaon films, for instance, lies as much
in their remixing of narratives as it does in the ways in which low-cost
infrastructure is recycled to make the films possible. Working with
extremely low budgets and yet wanting to emulate the big-budget block-
buster, these filmmakers use everything from cycle rims to bullock carts
as replacements for expensive equipment. The mode of production of the
Malegaon films reminds us that the materiality of knowledge and cultural
production cannot be ignored in any examination of process of creativity.

In many debates on the politics of intellectual property and access to
knowledge, much of the focus is on the availability of content, whether it
is in the form of books, software, or cultural objects. This is undoubtedly
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an important area, and the battle over the control and dissemination of
knowledge and cultural goods will keep us busy in the years to come. But
in these debates there is often a lack of any discussion on the infrastruc-
ture that enables the creation and dissemination of knowledge and cul-
ture. By “infrastructure,” I refer both to a range of things, from computers
to photocopiers and from cameras to cycles, but equally to a network of
services and support systems that either provide these goods or provide
services in relation to these goods.” Infrastructure has always been the
key to the expansion of global capital, enabling the movement of people
and goods across space and time. One of the markers that distinguish
developed from developing countries has had to do with the state of
infrastructure in the latter, where often infrastructure is seen to be either
missing or in a state of collapse.

With the shift to the knowledge economy, and the coalescing of value
around intangibles, intellectual property emerges as the new cluster of
primary commodities made up of culture and information. These are also
brought into the world through transcontinental networks and through
infrastructure consisting of telecommunication networks, such as broad-
band cables that traverse the seas, much as the ships of maritime capitalism
did, carrying spices, tobacco, and silk to many continents. It is important
to locate the transformation to the information economy across different
temporalities, where countries marked by historic inequalities are invited
to enter the information economy of the twenty-first century as though it
were an equal playing ground. It is also important to bear in mind that even
in countries like India that are linked to the global economy, only a very
small section of the population finds itself “wired in,” and for large sections
of the population, access to information and technology is as distant as
access to basic infrastructures of housing, water, and health care.

When thinking about access to knowledge, it is vital to keep in mind the
fact that for populations largely ignored by the state or corporations, the
building of infrastructure becomes a self-organized and organic task involv-
ing kinship networks. This is well documented in the ways in which cities
have incrementally developed, and it is perhaps time to start looking at how
a similar form of informal infrastructure, built through piracy, enables the
entry into the information and knowledge economy of a large of number of
“entrepreneurs” from developing and underdeveloped countries.
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Another challenge that the Malegaon story presents for us is in terms
of how we think beyond ideas of access when we think of knowledge and
culture. While the idea of access has been central to the imagination of
the Access to Knowledge (A2K) movement, it is the argument of this
chapter that ideas of access cannot be examined without simultaneously
looking at issues of desire and subjectivity. There has been a tendency to
frame the issue of access to knowledge via the trope of “development,”
and the history of developmentalism has tended to favor a top-down
approach wherein the needs of people are defined in pedagogic terms.

There is a tendency toward a kind of division of labor in the progres-
sive circles looking at information politics. People working with initia-
tives like the Creative Commons tend to speak a universal language of
creativity while glossing over issues of political economy, development,
and equity. There is an assumption, for instance, that most people across
the world have access to technologies that enable the process of ripping,
remixing, and sharing. At the same time, people in the A2K movement
tend to focus on issues of equity and access but rarely look at questions
of creativity and curiosity. They thus speak of more equitable access to
lifesaving medicines but deemphasize the joys of storytelling and music-
making that make life worth living,

By reframing the way in which we look at the relationship between
piracy, development, and creativity, I hope to be able to question some of
the existing assumptions in the debate on IP and public interest, as well
as suggest ways in which we can move forward.

Introduction

In civilizations without boats, dreams dry up, espionage takes
the place of adventure, and the police take the place of the pirate.
Foucault, Of Other Spaces

Over the past decade and a half, technological changes have significantly
altered the ways in which we create and disseminate knowledge and cul-
ture. These developments have been accompanied by the expansion of
intellectual property and its transformation from an esoteric legal sub-
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ject to a topic of daily conversation. The aggressive expansion of property
claims into every domain of knowledge and cultural practice has inserted
almost everyone, from the academic to the musician, into the heart of the
debate. No account of our contemporary times would be complete with-
out an examination of the dominance of the copyright sign or the small
print of the trademark on our lives. In many ways, the mere act of looking
at, reading, listening to, making, understanding, or communicating any
objects that embody thought, knowledge, or feeling is as fraught with dan-
ger and anxiety today as the appropriation of material wealth or the tres-
passing into private property has been through much of human history.?

While the anxiety and conflict over IP may be universal, the nature of
the conflict gets configured differently as we move from the United States
and Europe to parts of Asia, Latin America, and Africa. In the United
States the crisis is represented in terms of the shrinking of the public
domain and the commons by the extension of copyright. In South Africa
the main concern has been the availability of cheap generic antiretrovi-
ral drugs. And in many parts of Asia the proliferation of cheap technolo-
gies of reproduction has created a parallel economy that threatens the
monopoly of old media players.

The concern over the expansionist tendency of intellectual property
has also motivated a rearticulation of the importance of the commons of
knowledge and cultural production. In many ways this is exemplified by
various processes and through the important scholarship that has arisen
on the public domain and the increasing popularity of nonproprietary
modes such as free software, open content, and so on. A number of these
concerns have historically emerged from the experience of Europe and
the United States and traveled to the rest of the world. But when one
attempts to translate the terms of the IP debate into the contemporary
experience of countries in Asia, Latin America, and Africa, it is not easy
to locate any easy indexical reference to ideas like the “digital commons.”
There are challenges ahead of localizing the language of the commons
through an exploration of ways in which cultures have shaped their rela-
tionship to knowledge and culture, and how such practices may inform
contemporary sensibilities toward intellectual property (Liang, 2007).

The ways in which IP unfolds in many of these countries are through
the dual tropes of a triumphalist fantasy of harnessing IP to “catch up
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with the West” or being perpetually condemned as pirate nations by the
U.S. Trade Representative (USTR) in the Annual Special 301 reports
(Mertha, 2007). Pressures from the USTR, backed by the threats of trade
sanctions, have translated on the ground to an increase in criminalization
of piracy, rise in police and private raids, the hyperprofiling of piracy in
mainstream media, and the emergence of the figure of the pirate as one
of the key defining figures of criminality in the twenty-first century. One
of the challenges for us as critical scholars of IP will be to question the
dominant narrative of criminality that marks the contemporary discourse
on piracy and look at the relationship between piracy and the democrati-
zation of knowledge and culture. It may, however, be useful first to lay out
a broad map of the kind of IP scholarship and activism that have emerged
in the past few years, before examining how they play out in Asia.

- The most visible research thus far has sought to look at the expansion of
IP and its impact on creativity and innovation. Public domain scholars
have argued that this expansion has resulted in a world in which infor-
mation is increasingly privatized, and hence threatens the public domain
of knowledge and the possibility of creativity in the future. The work of
scholars like Boyle, Benkler, and Lessig, to name just a few, is important
here as they strive to make an argument for a stronger understanding of
the public interest that underlies IP policy.* There is also a convergence
between research and activism as evidenced in the Creative Commons
initiative and the bourgeoning A2K movement.

- The second strand that can be identified would broadly fall under a polit-
ical economy critique of IP. Scholars like Peter Drahos, Carlos Correa,
Susan Sell, and others have been looking at context in which IP has been
globalized, critiquing the unequal north-south character of IP. Their
targets are often the institutional players such as WTO, WIPO, and the
TRIPS agreement, charging them with “information feudalism” or of
neocolonialism.’

- The third critical strand has been shaped by the coming together of lit-
erary theory and legal theory in the form of the critique of the myth of
authorship in copyright law and theory. Inspired by the works of post-
structural thinkers like Barthes, Foucault, and Derrida, scholars like Peter
Jaszi and Martha Woodmansee have been highly critical in inaugurating
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a critical interrogation of the figure of the author as an isolated romantic
genius, through a historical identification of the emergence of the author
function, as well as problematizing the idea of the romantic author in the
age of digital production.’

- A fourth strand that can be identified would broadly be the historical
approach, which looks at the emergence of particular strands of IP in
its historical context and especially the context of the history of indus-
trialization. This strand has been very important in countering the usual
claims made by IP proponents such as those who argue that that without
a strong patent regime there would be no innovation.”

- The response to the question of IP from “developing countries” has
generally been framed around the “epistemological question” or the
“nationalist approach.” In the former, the argument made is that IP is
not a universal mode of relating to knowledge and that it emerges in the
specific history of the Western enlightenment discourse, carrying with
it presumptions such as originality and authorship. IP therefore faces an
epistemological problem when it encounters other forms of knowledge
production such as traditional knowledge and aboriginal art and when it
seeks to translate the latter into the terms of a modern IP framework. The
second strand that developing countries have adopted is a more strategic
and instrumental one that looks at whether IP is beneficial to developing
countries, and this approach has often produced contrasting results.®

The sheer diversity of the responses to the question of IP poses inter-
esting intellectual questions and challenges for us. First, it is clear that
it would be a mistake to presume an absolute uniformity that exists
between these different strands. The idea of these various strands’ being
united by a “single enemy”—namely, intellectual property—may actually
conceal more than it reveals. In fact, a number of the strands, far from
being complementary, may have contentious relationships with one
another, and the challenge for us would be to look at the kind of ques-
tions that we can raise when we look at the different registers in which
the critical debate on IP operates.

What do these differences reveal in terms of the intellectual proj-
ect that lies ahead of us? What are the intellectual and philosophical
fault lines that exist between the different approaches, and in what way
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can questions asked by a particular strand be extended or enriched
when it encounters a competing vision of the commons or the public
domain? What are the limitations even within such an array of ideas of
the discourse of intellectual property, and what new terms may have
to be introduced to the debate before we can attempt to construct a
theory of knowledge practices that interlinks the historical, the ethno-
graphic, and the normative imperative? What are the critical cultural
resources that we have to build and draw on to provide new alterna-
tive accounts?

The Problem of Piracy

A quick survey of the range of debates reveals the relative absence of any
serious engagement with the world of quotidian nonlegal media con-
sumption and circulation, or piracy. This is surprising, given that the
everyday life of IP plays itself out through an extraordinary focus on the
pirate. What is it about the nature of piracy that creates this uncomfort-
able silence around it? Scholars like Lessig and others have been respond-
ing to a debate on IP by looking beyond the binaries of legality/illegality
that are set up by traditional copyright, but yet when it comes to piracy,
there is still a problem of accommodation.

What then is the exact problem of piracy and why can it not be accom-
modated within the terms of public domain theorists? Surely, it cannot
be just the fact that it is tainted by illegality, because many other acts,
including downloading music, are also tainted by illegality. There are
ways in which these acts find redemption, which the pirate just cannot.
Is it a problem peculiar to the precise nature of the illegality, the domain
that it operates in and the subjectivities that it interpellates?

Or is it possible that there is instead something about the way in which
the critical responses to IP have been framed that makes it impossible for
it to deal with piracy, or for piracy to redeem itself? Perhaps we will have
to start asking different kinds of questions if we are to move beyond the
impasse.

Lawrence Lessig, a copyright scholar and one of the founders of the
creative commons, has this to say:
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All across the world, but especially in Asia and Eastern Europe, there are
businesses that do nothing but take other people’s copyrighted content,
copy it, and sell it—all without the permission of a copyright owner. The
recording industry estimates that it loses about $4.6 billion every year to
physical piracy (that works out to one in three CDs sold worldwide). The
MPAA estimates that it loses $3 billion annually worldwide to piracy. This
is piracy plain and simple. Nothing in the argument of this book, nor in the
argument that most people make when talking about the subject of this
book, should draw into doubt this simple point:

This piracy is wrong.. ..

The copy shops in Asia, by contrast, are violating Asian law. Asian law
does protect foreign copyrights, and the actions of the copy shops vio-
late that law. So the wrong of piracy that they engage in is not just a moral
wrong, but a legal wrong, and not just an internationally legal wrong, but a

locally legal wrong as well [Lessig, 2004].

Piracy poses a representational problem in the contemporary dis-
course on law, public goods, and creativity. Piracy seems to allegorize an
impure transgression, tainted by commerce and an inability to produce a
discourse on itself. Pirate production of commodities and media objects
fits neither a narrative of resistance nor normative critique, nor does
piracy seem to fit received models of creativity or innovation. Piracy pro-
duces a series of anxieties: from states, transnational capital, and media
industries, and even—as the Lessig quote suggests—amongst liberal
scholars critical of IP’s excesses. The efflorescence of nonlegal media
production and circulation exists as a series of publicly articulated facts,
constantly referred to in media panics, national security discourses, and
everyday conversations. A serious reconsideration of the relationship
between piracy and democratization of knowledge and culture can pres-
ent new questions that challenge our assumptions about creativity, sub-
jectivity and transformation, commodification, and social life.

Let’s try to identify the ways in which piracy seems to be “tainted”
before offering different ways of reframing the question of piracy.

First, because piracy operates within the logic of profit and within the
terms of commerece, it gets tainted as an activity that cannot claim a moral

[ 63]



LAWRENCE LIANG

ground in the way that other nonlegal media practices can. For critics of
copyright working with the paradigm of legal reform, it would be an embar-
rassment to support any nonlegal commercial enterprise. Within copyright
law, there is a history of allowing forms of uses in fair dealing provisions
that are primarily noncommercial in nature, and hence it becomes easier to
justify noncommercial piracy, such as that which is done via P2P networks.

The critics’ stance against piracy may therefore stem from either a stra-
tegic or an ethical position. The strategic stance against piracy may, for
instance, be adopted by people who do not per se have any serious objec-
tions to piracy but recognize that it would be counterproductive for them,
in their struggle against stricter IP regimes, to be seen as espousing com-
mercial piracy. On the other hand, a number of people, including Stallman
and Lessig, would argue that if a certain law exists, and we do not agree with
it, then we either reform the law or create an alternative legal paradigm.
However, so far as the law exists, then we cannot encourage the violation
of such a law. We shall, however, see that this division between commercial
and noncommercial piracy breaks down when you look at it through the
prism of infrastructure, and the vital role that commercial piracy plays in
creating forms of access that would just not exist otherwise.

Another reason for the suspicion of commercial piracy, in relation to
entertainment, stems from the fact that it pertains to the domain of plea-
sure. Unlike access to affordable medicines and access to learning materi-
als, it seems that there is very little possibility of redeeming piracy that
provides people with low-cost films and music. Access to films and music
is seen as frivolous and not in the realm of the real-world concerns of the
AzxK movement. In the world of knowledge and culture there seems to be
a very clear demarcation between essential and nonessential goods. The
suspicion of pleasure and curiosity stems from an older history wherein
the development discourse constructs the subject of development as a
wretched figure that then enables all kinds of top-down interventions to
improve their lives. But if we are to reverse the assumption of what are
the essential needs of people, these divisions between the essential and
nonessential needs get a little more complicated.

Finally, a major critique of commercial piracy is that unlike instances
wherein people remix content, commercial piracy is unable to redeem
itself by an act of creativity. Thus, while young people illegally download
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music, they then remix the music to produce new music. In the case of
commercial piracy, there is a slavish making of copies without any trans-
formative redemption. Thus, Lessig says, “Efforts at justifying commer-
cial piracy simply don’t cut it. This kind of piracy is rampant and just plain
wrong. It doesn’t transform the content it steals; it doesn’t transform the
market it competes in. It merely gives someone access to something that
the law says he should not have. Nothing has changed to draw that law
into doubt. This form of piracy is flat out wrong” (Lessig, 2004).

I shall argue that this understanding of transformative use, while
important, has to be expanded if we are to understand creativity across
countries where access to infrastructures of creativity are not the same.

Whose Public Domain?

Having set up the conceptual problems posed by piracy to public domain
theorists, let us try and understand the terms of representation that
public domain scholarship sets for itself. While the public domain has
emerged as the most viable alternative to the expansion of IP, the ques-
tion is whether the public domain is the only way through which we can
understand contemporary conflicts around IP, and what are the limits of
the “public domain” approach when you attempt to provide an account
of piracy. Do we use the same conceptual and descriptive terms while
attempting to narrate these two worlds? Can the world of the “public
domain” and the world of the pirate be narrated as though there were a
seamless web that should necessarily tie the two?

In many ways, the public domain argument deploys classical terms of
representation that borrow from either political or cultural theory, and
some of these include categories of citizenship, resistance, and creativity.
I think it is important to take a slight detour into a debate about the his-
tory of citizenship to understand why certain classes of people always get
left out in the imagination of the liberal public sphere.

One of the problems we have when we try to understand piracy is that
it often does not fit within any of these existing categories, and there is a
“positivity or excess” in the body of the pirate that cannot be disavowed
(Dhareshwar, 1996). Dhareshwar uses this phrase to understand the
emergence of the modern Indian citizen.
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In the Indian context, the history of the citizen is clearly tied to the
project of the nation,

the largest imagined space which claimed the nomenclature of the new,
or at least with the Utopian projection of the ideal community, freed from
colonial domination, and free to create a world untainted by inequalities
of caste-class, community or gender. It was a community, however, only of
those who were eligible to be citizens, and the question of how citizenship
was conferred is in many ways the same question as how the nation was
imagined. Nationalism was a marker of the readiness to enter the “modern”
age, and the modern person produced as “Indian” was also the free, agen-

tive, romantic subject of liberal humanism.’

Dhareshwar claims that the citizen emerged as the juridical category
that would erase older histories of caste, religion, and gender, and the
occupation of the space of the citizen simultaneously implied a move-
ment from older identities. His claim is that certain forms of historic
inequalities make it impossible for most people to occupy the space of
the unmarked citizen, and the histories of violence and oppression writ
large on their bodies.

In a similar manner, the idea of the public domain imagines a free,
open space wherein people can participate in the world of ideas and cul-
tural production. And when this space is threatened by the taint of illegal-
ity caused by copyright law, there arises a need for a theory that redeems
the illegal act and inserts it within the terms set up by the normative ideas
of the public domain.

One way in which the copyright infringer is rescued from the accusa-
tion of being an illegal pirate is through an act of redemption, for instance
by showing that his or her acts of infringement actually result in an
increase in creativity, and this is often done through doctrines such as the
idea of transformative authorship. But then what happens to entire realm
of nontransformative authorship or the “Asian piracy” that does not neces-
sarily transform but merely reproduces ceaselessly using cheap technolo-
gies? How do we read this account of the public domain? While one can
understand that Lessig would have to be careful about the ways in which
he pitches a reform of copyright law within the context of the United
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States, it is also a little difficult not to miss the linkages in this paragraph
to older accounts of illegality in which Asia, where many accounts of the
urban experience in Asia and Latin America have been narrated in terms of
its preponderant criminality and illegality. This, for instance, is particularly
true not merely in the context of the colonial imagination but also in the
ways that cities and everyday life in Asia are understood. While the United
States has always narrated itself through the tropes of constitutionalism
and the rule of law, the crisis arrives when all of a sudden the very language
of criminality and illegality that accounts for much of the world arrives
home in the form of the criminalization of students downloading music.
But clearly one cannot have an account of illegality in a country that prides
itself on its constitutional tradition and its emphasis on the rule of law.

One of the narrative strategies is then to redeem the acts of “ordinary”
American citizens, and what better way to do this than through the discur-
sive construction of an “other,” in this case an Asian other. The categories
of the public domain serve as the neutral ground over which the two kinds
of pirates are pitted against each other, and the terms of reference of this
public domain are creativity and innovation. This kind of framing is a bit
misleading because it relies on the presumption that creativity and trans-
formation are only at the level of content, and, when it is framed thus, we
are delivered a fait accompli when we encounter quotidian media piracy.

Underlying much of copyright’s mythology is a certain understand-
ing of creativity that draws on ideas of creativity, innovation, and prog-
ress. These specifically emerge within the history of modernity and
have served as the foundational reasons for the existence of copyright
itself. The idea of creativity as a universal good is shared by advocates of
stronger copyright as well as advocates of the public domain. Our hav-
ing established the progress myth of copyright, the question of dispute is
whether we arrive at the ultimate public good through the route of more
copyright or through more freedom. By setting themselves up as alterna-
tive accounts of the idea of progress and creativity, public domain argu-
ments nonetheless share the assumption of copyright theory that the end
goal is to maximize creativity. Advocates of the public domain argue that
while copyright aspires to promote creativity, it actually fails to do this,
and excessive protection has actually resulted in a decrease of creativity
or a threat to creativity.
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The difference between public domain scholars and copyright advo-
cates lies in their understanding and interpretation of the idea of the
creative. Lessig insists that we should protect some illegal works—based
on “transformativity”—and distinguishes the Asian pirate as the other
of creative transformation. But the creative subject invoked here is in
fact a very particular kind of creative subject—a liberal, disembodied
one. The difference between the idea of an embodied and disembodied
way of understanding of creativity can be stated in the following man-
ner: When creativity is seen as a transcendental virtue, it acquires an
ability to move beyond time and space and can in fact be used to mea-
sure practices that may be situated in local histories. On the other hand,
if we do not see creativity in a universal sense but attempt to draw it out
by situating it historically in time and in particular spaces, we have an
idea of creativity that may be far more open-ended and flexible and able
to accommodate not just similarities in processes of creativity but dif-
ferences as well.

Returning to the point of the close link between ideas of public
domain and the realm of political representation, we could say that the
public domain is bracketed as a space of equal participation in which
everyone can participate as equal rights-bearing citizens. The linking
of public domain theories to freedom of speech and expression is not
accidental, and the very model of the public domain as the sphere of
rational communication borrows from existing accounts of the public/
private divide.

Many postcolonial scholars have seriously contested the category
of the citizen as the universal bearer of rights, and the representa-
tive capacity of the citizen to participate in the public sphere as an
unmarked individual remains mythical at best. In India, for instance,
the creation of the citizen subject category demanded a move away
from the oversignified body of the individual marked by religion,
gender, and caste into an unmarked subject position, “the citizen,” a
category based on equality and access and guaranteed rights within
the constitutional framework. But the majority of people in India are
only precarious citizens who often do not have the ability to claim
rights in the same manner as the elite in India do. Instead, the manner
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in which they access institutions of democracy and “welfare” is often
through complex negotiations and networks, often marked by their
illegal status.

In their work on citizenship, Dhareshwar and Srivatsan suggest that
the discursive figure of the citizen always throws up its other, the denizen,
and in fact the denizen may be essential for the definition of the citizen
itself. Thus, while citizenship and modernity are normatively constructed
as highly desirable, and the grand project wills everyone into a state of
modernity, there arises from the start a clear lack or inability for the bulk
of the population to occupy this space. So what happens when people
fall off these official maps and plans? How do they find their way back
into official memory and create for themselves avenues of participation?
I suggest there lies a great deal of work to be done on engaging with how
people create vibrant spaces outside of official plans through which they
participate, and more often than not these spaces are marked by their
high degree of illegality.

One way of understanding the place of the “illegal” in the India con-
text is through Partha Chatterjee’s notion of political society. From the
very beginning of the independent career of the Indian nation-state, he
argues, there was a contradiction between its modernizing aspirations
and its commitment to democracy, which was sought to be managed
on the terrain of political society. This was the large and muddled field
on which compromises had to be made, from point to point, moment
to moment. Political society, he says, constituted a field which lacked
the clarity of moral language and legal concepts that were supposed to
define the relations between state and civil society. It meant bending
the rules, recognizing that the legal fiction of equal citizenship did not
always apply, that the laws of property and contract might sometimes
need to be overlooked. It meant speaking in both languages—of rights
as well as policy—often using the one to overcome the limitations of
the other.

Similarly, pirates who merely reproduce without producing are unable
to shed the illegal excesses to enable them to play a role or become a part
of the reconstituted public domain. The pirates contribute nothing and
cannot play a role in the public domain, because they cannot claim the
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representative status given to the transforming creator within the produc-
tive public domain. There are very few possibilities of the pirate occu-
pying the normative terms set up by the public domain of the creative
citizen. And yet despite the expulsion, a look at history and at the present
seems to indicate that there is a certain stubbornness on the part of those
who do not find a representative space in the public domain, and they
refuse to disappear and instead coexist at the margins of any transforma-
tive accounts that exist.

Copyleft, Copyright, and Copy Centers

It will be the argument of this chapter that conventional criticisms of
piracy are premised on narrow ideas of creativity, because of their exclu-
sive focus on the question of authorship and content to the exclusion
of infrastructure. The Malegaon story has shown us that the creativity
that goes into the making of the remakes lies as much in the way that the
film is made as in the content of the film. There is also a tendency within
these critiques to look at the copy as an uncomplicated object, but
tetishized for its illegal status. This is not very different from the ways in
which the entertainment industries also fetishize the object (held up in
press conferences as evidence, mass destruction by steamrollers, etc.).

Historically, for instance, there is an entire realm inhabited by fig-
ures such as the trickster, the copier, the thief, the pirate who inhabit a
marginal site of production and circulation. How does the recovery of
various histories assist us in unpacking the idea of creativity and later
the terms of the linear progressive account that is often provided of the
public domain? If we move away from the normative account of the cre-
ator citizen and engage with an entire set of practices that renders any
straightforward representation impossible or difficult, what are the intel-
lectual horizons that open up? We would also ask for patience from pub-
lic domain scholars and ask of them the same careful attention that they
pay to understanding the larger political and cultural politics of copyright
when they look at the phenomenon of piracy.

One of the ways, then, of moving beyond the impasse is to reformu-
late our object of enquiry. Let us take for granted the illegal status of
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piracy, but let us not stop there. Instead it might be more useful for us
to ask the question of not what piracy is but what piracy does. The shift
in focus from the discursive and moral representation of the illegal deed
to the wider social world in which the deed is located allows us to bring
into light the very nature of the law that names a particular act as an ille-
gal one. Does the naming of the deed as an illegal one prevent us from
reflecting on the nature of the act?

The shift away from what piracy is to what piracy does enables us
to consider on the same plane its linkages to the normative consider-
ations that public domain advocates argue for and are often unable ever
to achieve. The best example is in the domain of cheap books, wherein
public domain advocates try to reform copyright law to enable more
educational exceptions, pirated books, and unauthorized photocopies.
Rather than looking at the neat spaces of legal/illegal it might be more
advantageous to consider the spaces in which piracy plays itself out, the
transforming urban landscapes, the specific histories of the nooks and
crannies that render this space an illegal one, the accumulated histories of
regulation, tacticility and negotiation that renders this topography intel-
ligible.

One way of looking at what piracy does, rather than at what piracy is,
is offered by the following. In a comparative study on the price of books
in South Africa, India, and the United States, we had an opportunity to
examine the sharp inequality in purchasing power, as well as what seems
to be the difference between two countries where access is clearly a prob-
lem (Liang and Prabhala, 2006).

We begin by taking the per capita income (PCI) for different countries
(the United States, India, and South Africa), as well as the absolute cost
of one particular good/commodity in major bookstores in these three
countries. We then calculated the percentage/ratio that the price of this
commodity would be in relation to the per capita income of the coun-
try—for example, if GDP per capita of India is $750 and the price of a
book is $10, then the cost of purchasing the book would be 1.33 percent
of the GDP per capita income of the country; if the PCI of the United
States is $37,500, then the cost of purchasing the book would be 0.026
percent of the per capita income of the United States.
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TABLE 4.1. Absolute Cost of Three Book Titles in South Africa/ India/ USA

The God of Small Long Walk to

Things, Arundhati Freedom, Nelson Oxford English Dic-
Country Roy (US$) Mandela (USs$) tionary (US$)
South Africa 16.23 24.30 47.00
India 6.60 15.40 14.10
USA 10.50 12.10 21.50

TABLE 4.2. Cost of Three Book Titles as a Percentage of
Average Income in South Africa/ India/ USA

The God of Small Long Walk to Oxford English
Country Things Freedom Dictionary
South Africa 0.0046% 0.0069% 0.0134%
India 0.0117% 0.0273% 0.025%
USA 0.0002% 0.0003% 0.0005%

TABLE 4.3. Cost of Three Book Titles in USA at
Proportions of Income Paid in India and South Africa

Projected costin USAat  Projected cost in USA
South Africa proportions at India proportions

Book (US$) (USs)
The God of Small Things 173.00 440.50
Long Walk to Freedom 259.77 1027.80
Oxford English Dictionary 504.50 941.20

This exercise provides several layers of insight. One: Absolute prices
of books can be higher in the South than in the North, as the South Afri-
can figures indicate. Two: Consumers in the South have to commit sig-
nificantly higher proportions of their income to consume these books. If
consumers in the United States had to pay the same proportion of their
income for these books as their counterparts in South Africa and India,
the results would be ludicrous: $1,027.50 for Nelson Mandela’s Long Walk
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to Freedom and $941.20 for the Oxford English Dictionary. It is instruc-
tive, then, that the prospect of paying $440.50 for Arundhati Roy’s God
of Small Things in the United States is assumably alarming. Yet, the notion
of paying $6.60 for the book in India (which in Indian terms is exactly
the same value as $440.50 in the United States) is not treated with similar
alarm.

The interesting difference between India and South Africa is that
while both countries are majorly affected by the high costs, all the books
mentioned are easily available in pirated form at a fraction of the costs in
India. The pirated versions of The God of Small Things and The Long Walk
to Freedom are available on most Indian streets for approximately two
dollars. And if one were to photocopy either of the books, they would
cost around a dollar. The difference, then, on questions of access between
India and South Africa seems to be around the infrastructure of distri-
bution (both organized print piracy as well as the innumerable number
of copy centers). And the problem of access in South Africa is precisely
the absence of a strong pirate market that makes the books available to a
much wider population.

In a study on copyright piracy in India, the Ministry of Human
Resources and Development had the following to say:

Book piracy, in India, primarily depends on two factors, namely, the price
of the book and its popularity. These two factors positively contribute to
piracy. Piracy is generally confined to foreign and good indigenous books.
Because these books are demanded in large quantities and are also priced
high. The types of books pirated mostly are medical, engineering and
other professional books, encyclopaedia and popular fictions. The piracy
is also wide spread with respect to books published by National Council
of Educational Research & Training (NCERT), National Open School and
Board(s) of Secondary Education. These books even if priced low are hav-
ing large demand.

Besides the above, piracy in the form of mass photocopying of books
is largely prevalent in India, especially in and around educational institu-
tions. Students borrow books from libraries and then get these photo-
copied from the photocopier kept at the institution where from the books
are borrowed. While copyright law permits photocopying of literary works
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for limited private uses such as research, review or criticism what happens,
many a time is that the entire book is photocopied including the cover
pages. In the process student community and the photocopy operators
gain, but the publishers lose a huge revenue. Unfortunately, the institutions

turn a blind eye to this.

While the report is supposed to be critical of piracy, if one were to see
it in light of the situation in South Africa, which does not have a vibrant
pirated books market, it seems to me that the problem of access in India
is partially addressed by the infrastructure of piracy that exists, and if a
similar infrastructure existed in South Africa, we would be addressing
many of the problems.

But the question that remains is this: How do pirate infrastructures
get built? The very idea of pirate infrastructures suggests to us a certain
derivative nature of these infrastructure. Infrastructure has tradition-
ally been the domain of the state or of private business. It seems to me
that pirate infrastructures lies somewhere between the two. Just as slums
have been described as shadow cities, and just the copy is seen in terms
of the shadow of the original, the world of pirate infrastructure emerges
through organic forms that are not immediately obvious to us, if we focus
only on their visible form.

At the heart of pirate infrastructures and at the core of conflict mark-
ing the battles over copyright is the copy, whether it is the ubiquitous
DVD or the fake Adidas shoe. The world of the copy is an intriguing site
from which we can look at the larger question. Marx famously remarked
that the commodity was the place from which we could understand the
larger dynamics of global capitalism, and it seems to me that in the era of
immaterial value, it might well be the copy, the thing itself, which is the
point of origin.

Rethinking the Creativity of the Copy

If this world of everyday media experience transforms our contemporary
experience and yet paradoxically does not make a claim to creativity, does
it invite us to revisit our ideas of creativity’s relation to the copy? Ravi
Sundaram suggests that it might be fruitful for us to revisit the histories

[ 74 ]



Piracy, Creativity, and Infrastructure

of the copy, from early print culture to the forger in art history through
the crisis in aesthetic experience precipitated by the “age of mechani-
cal reproduction” as a way of understanding the current transitions and
conflicts. It is also a useful way in which we can understand the general
anxiety around the consumption and circulation of cheaply reproduced
media commodities. The reproducible work that brings into play a net-
work of circulation also inaugurates a series of cultural possibilities and
readings.

We have seen that one objection to piracy is the fact that it operates
within the domain of slavish reproduction, without any transformative
act of creativity allowing for its redemption from its status as an illegal
object. We are therefore forced to reflect on the nature of the copy in con-
temporary culture: What is the precise cultural status of the duplicate
CD or DVD in relation to the world of creativity and innovation? In a
brilliant story, Borges narrates of the efforts of an eclectic scholar, Pierre
Mernard (author of a range of scholarly and taxonomic works), who
decides to rewrite Cervantes’s Don Quixote. It is certainly not a version
that he wants to rewrite, but to rewrite in whole, and reproduce the Cer-
vantes classic. Mernard proceeds to copy the book verbatim, but when he
completes it and compares the two books, he finds that they are different.

In a typically Borgesian fashion, he lays out the entire complex his-
tory of the interaction between the original and the copy. After Borges,
is there anything such as the untransformed copy at all? Roland Barthes
and Michel Foucault have already enabled us to shift the locus of origi-
nality and creativity from the text and look for it instead at the process
of consumption. What would happen if we also extended the search into
the domain of circulation, for instance?

Consider, for instance, the ubiquitous pirated DVD, that prized com-
modity of pirate aesthetics. Does this new product of digital reproduc-
tion still allow for differences to be produced? After all, it is the machine,
instead of human hands, that does the copying. Laikwan Pang examines
a very interesting aspect of the pirated DVD to raise a set of interesting
questions and concerns about political economy and cultural politics
around our contemporary culture of the digital copy. One of the strange
things that people who have watched films on pirated DVDs will find is
the phenomenon of the subtitles’ being different from the actual words
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that are being spoken onscreen. The reason for this is that the pirates usu-
ally get an early copy of the film, usually a screening copy, that does not
yet have all the frills and extras that the actual DVD will eventually have.
So a number of features, including the dubbing or the subtitling, will
have to be done by the pirates themselves.

Laikwan Pang uses an example of a pirated DVD of Kill Bill in which
the politics of translation results in very interesting results. The scene is of
the conversation in kitchen of Vernita Green (Copper Head), when the
two fighting women are taking a break after Green’s daughter comes back
home from school. The dialogue between the two is as follows:

GREEN: “You bitch, I need to know if you will gonna starting more shit
around my baby girl”

THE BRIDE: “You can relax for now, 'm not going to murder you in front
of your child, ok?”

GREEN: “I guess you are more rational than Bill led me to believe you are
capable of”

THE BRIDE: “It's mercy, compassion, and forgiveness that I lack, not ratio-
nality”

But the subtitles of the pirated version translate them as:

GREEN: “You bitch, never want to hurt my daughter.”
THE BRIDE: “Can we have a chat? I won't hurt your child””
GREEN: ‘T can’t believe you have such a temper”

THE BRIDE: “That’s my way, passion; not nationality.”

One can imagine a modern-day Pierre Mernard struggling to repro-
duce Kill Bill in its exact form, wanting to reproduce the digital aura and
authenticity that subsist in the original and yet submitting to destiny
something else altogether. Kill Bill, of course, positioned itself not as an
original film but an assemblage of movie quotations.

Brian Larkin’s work on piracy in Nigeria similarly forces us not merely
to look at and listen to the onscreen content but also to consider the con-
ditions under which texts are pirated and circulated. Larkin demonstrates
the critical importance of paying attention to infrastructures of produc-
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tion in developing countries where the very process of cultural produc-
tion is also tied to the relative lack of infrastructure and also becomes the
basis for the transformation of the conditions of production by generat-
ing a parallel economy of low-cost infrastructure.

He says:

My interest in technological collapse is somewhat different. It is not in
extravagant spectacles like collapsing bridges or exploding space shuttles
but in the small, ubiquitous experience of breakdown as a condition of
technological existence. In Nigeria, cars, televisions, VCRs, buses, and
motorbikes are often out of service. Even when they work, electricity
supplies are unreliable and beset by power surges that damage consumer
equipment. NEPA, the Nigerian Electric Power Authority, is famously
known by the epithet “Never Expect Power Always,” and phone lines are
expensive and difficult to obtain. Poverty and the disorganization of the
Nigerian economy mean that consumer technologies such as scooters and
cars arrive already used and worn out. After their useful life in Belgium or
Holland, cars are exported to Nigeria as “new” second-hand vehicles. After
these vehicles arrive in Nigeria, worn parts are repaired, dents are banged
out, and paint is resprayed to remake and “tropicalize” them. This is, of
course, a temporary state of affairs. Other parts expire, second-hand parts
break down, while local “innovations” and adjustments designed to make
cars, televisions, and VCRs work fail. A cycle of breakdown, repair, and
breakdown again is the condition of existence for many technologies in
Nigeria. As a consequence, Nigeria employs a vast army of people who spe-
cialize in repairing and reconditioning broken technological goods, since

the need for repair is frequent and the cost of it cheap.

This economy of recycling, which Ravi Sundaram also describes as the
“pirate modern,” becomes the arena for all sorts of technological inno-
vation to begin with and extends further to experiments with cultural
forms such as parodies, remixes, cover versions, and the like. In a sense,
Larkin’s invocation of the importance of infrastructure contrasts with the
obsessive fixation with content that one sees in most Western accounts
of creativity. In this case the content also has to be filtered through the
regime of its own production.
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Piracy imposes particular conditions on the recording, transmission,
and retrieval of data. Constant copying erodes data storage, degrading
image and sound, overwhelming the signal of media content with the
noise produced by the means of reproduction. Larkin says that because
pirated videos often have blurred images and distorted sound, they cre-
ate a kind of material space “that filters audiences’ engagement with
media technologies and their senses of time, speed, space, and contem-
poraneity. In this way, piracy creates an aesthetic, a set of formal quali-
ties that generates a particular sensorial experience of media marked by
poor transmission, interference, and noise.” Larkin uses the question of
pirate infrastructure to open up the debate on intellectual property and
foreground the importance of addressing the question of content while
looking at a legal aspect of culture. If infrastructures represent attempts to
order, regulate, and rationalize society, then breakdowns in their opera-
tion, or the rise of provisional and informal infrastructures, highlight the
failure of that ordering and the recoding that takes its place. By subjecting
the material operation of piracy and its social consequences to scrutiny, it
becomes clear that pirate infrastructure is a powerful mediating force that
produces new modes of organizing sensory perception, time, space, and
economic networks.

One of the significant approaches used by public domain scholars is
their emphasis on the ability to create new content by building on exist-
ing works. They in fact use metaphors of infrastructure (“bridging the
knowledge divide,” “information highway”) to understand the public
domain of ideas. But it often ignores the material linkages between con-
tent and infrastructure. The overemphasis on the creation of new content
of course raises the question of who uses the new content, and what is
the relationship between such content and the question of democratiza-
tion of infrastructure.

In most cases the reason for the fall in price of electronic goods and
computers, great access to material, and an increase in photocopiers (the
infrastructure of information flows) is not through any radical revolu-
tion such as free software or open content but really through the easier
availability of standard mainstream commodities like Microsoft and Hol-
lywood. When Stallman and others castigate people for pirating Holly-
wood, it is only from a position of being able to disavow the global. But
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in many countries, the very question of what it means to be modern has
always been defined in relation to an idea of the global; thus the culture
industries of the United States have always created economies of desire
and access to the latest films and music has also been a part of the subjec-
tivity of “being in with the latest.” While these aspirations are complexly
configured and sustained through political economies of monopoly and
control, they are also experienced by most people precisely as a “lack.” So
even as a person working in a sweatshop in Thailand produces a pair of
Nike shoes, s/he is unable to buy one. For Stallman and other copyleft-
ers coming from a position of privilege, opportunity abounds to engage
through alternatives. But for many people at the world’s peripheries, the
idea of finding their place within the global demands engaging with a
world of counterfeit commodities, replicating the global directly.

We can either play the higher moral ground game and lecture con-
sumers on their real information needs or provide crude theories of how
they are trapped by false consciousness. Or we can move away from these
judgmental perspectives and look at other aspects such as the impact of
the expansion of the market for these gray market goods has on the gen-
eral pricing of these goods, the spread of computer/IT culture, the fall
in price of consumables such as blank CDs, DVDs, the growing popular-
ity of CD writers. I find it a little strange and dogmatic that people who
preach access also preach the kind of access that should be given.

I would like to end this segment by quoting an interesting conversa-
tion. There is currently a lot of excitement about the contemporary art
scene in China, and indeed it seems to be the flavor of the month in the
global art circles. Thousands of people are lining up to join art schools,
and one of the Chinese curators had this to say: “When you can buy a
Tarkovsky film for a dollar, you will obviously produce many more art-
ists”

The existence of contemporary art and other forms of cultural pro-
duction is always predicated on the material conditions of the life of its
practitioners. The myriad daily acts of practicing, reading, inscribing,
interpreting, and repurposing the substance of culture, across cultures,
constitute these conditions of life. The availability of texts, of machines
and of spaces, in which these ideas can be accessed, debated, and dis-
carded, are all interwoven, and to understand a complete picture of the
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transformative possibilities of new technologies, we need to pay closer
attention to how these forces interact. When we subject the material
operation of piracy and its social consequences to scrutiny, it becomes
clear that pirate infrastructure is a powerful mediating force that pro-
duces new modes of organizing sensory perception, time, space, and eco-
nomic networks.

The Waiting Room of Culture

The idea of access has generally been centered on the question of cost and
availability. But I think another crucial element to consider while think-
ing about access is its relation to temporality. We are aware that the global
licensing regime in copyright attempts to maintain the ordered flow of
commodities—in time and in space. But if the information and commu-
nication technology that erases time and space facilitates the global flow
of commodities and services, it also leaks out through unofficial channels
to create alternative journeys that resists official maps.

Copyright uses the logic of windowing and licenses to control the
temporal and spatial dimensions of film circulation. This temporality is,
however, tied to its status as a commodity, but film as a cultural object
exceeds its status as commodity, and in fact the commodity phase of the
life history of an object can never exhaust its social biography.

Thus, cinema—that great eraser of time—can never be limited to a one-
sided temporal logic. The circulation of the DVD traverses diverse worlds,
from that of monetary exchange to barter to gift to ubiquitous reproduc-
tion, and acts of circulation always exceed the monetary idea of exchange
value. The movement of the DVD from monetary economies to psychic
economies has to be thought of as a transaction between imaginary capi-
tal confronting the world of imagination and desire. We therefore need to
shift our attention to the temporal life of cinema in psychic economies.

The temporal nature of distribution is tied not just to an economic logic
but also to an economy of anticipation. The buildup to the latest film, the
trailers, the posters, the release of the soundtrack, the first-day/first-show
phenomenon all work within an economy of waiting. At the heart of the
temporal logic of film is also a culture of aspiration, fulfillment of desire or
deferred pleasure. The windowing system of distribution unequally distrib-
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utes the share of waiting, with the wait getting longer as you move away
from the northern hemisphere and toward different parts of the global
south, or from the metropolises to small towns and villages.

In films like Main Madhuri Dixit Banna Chahti Hoon (2003), Haasil
(2003), and Pankaj Kumar’s documentary Kumar Talkies (1999), we get
a glimpse into this—waiting-room world of cinema—as a field of differ-
ently distributed sensibilities. The newness of the films, the high quality
of their reproduction, and the experience of moviegoing come to stand
for temporal and cultural difference, between the north and the south,
between the town and the city, and between global modernity and those
who are “not quite modern.” In a delightful scene in Main Madhuri Dixit,
the protagonist goes to watch Devdas, but after a few reels the film stops
and they have to wait for the arrival of the other reels from the neighbor-
ing village. The audience complains that the last time they had to wait
for over two hours since the cycle in which the reels were being brought
broke down, because of a flat tire, caused by the bad roads. The big city,
not surprisingly, becomes the place where this fracture can be repaired,
where films are shown in their entirety, and where audiences do not
have to confront their physical and cultural marginality every time they
attend the cinema (Larkin, 2004), and the social life of piracy occurs at
the intersection of the economy of anticipation and the culture of aspira-
tion. Cinema history involves the reinvention not merely of technological
formats but also that of social selves (Vasudevan, 2003).

Waiting for the latest Hollywood or Bollywood release then becomes
an apt metaphor for those placed differently within the circuit of “techno-
logical time.” A useful way of connecting piracy to the temporal experi-
ence of cinema might then be to look at the infrastructure and technol-
ogy that enable the circulation of films. Brian Larkin and Ravi Sundaram,
who both study the conditions of the “pirate modern,” argue that in con-
trast to the dizzying, real-time global integration of the information era,
a large number of people experience time not through the trope of speed
but through the experience of interruptions and breakdowns; break-
downs create a temporal experience that has less to do with velocity and
more to do with the process of waiting.

From waiting for e-mail messages to open, machines to be repaired,
or electricity to be restored, the experience of technology is subject to
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a constant cycle of breakdown and repair. In most countries the prom-
ise of technological prosthesis is thwarted by the common experience of
technological collapse. Each repair enforces another waiting period, an
often frustrating experience of duration brought about by the technology
of speed itself. The temporal experience of slowness comes as a conse-
quence of speed-producing technologies, so that speed and accelera-
tion, deceleration and stasis are relative, continually shifting states. The
experience of technological modernity in most countries is premised on
waiting for it to trickle down, often through pirate indigenizing (Larkin,
2004).

An interesting instance of this in film technology is the history of
VCDs and DVDs. Sony and Philips jointly introduced the VCD technol-
ogy in 1993 to record video on optical discs the size of CDs. It was cheap,
digital, and convenient and seemed to be setting the standard. At the
time of the introduction of the new format, however, the development
of the technologically far superior digital videodisc (DVD) was already
underway. Even from the beginning, Philips was well aware of the pend-
ing arrival of the high-density DVD and the threat it would bring to VCD.
Philips decided then not to further develop or produce VCD but rather
to wait for DVD. Seeing the new format facing a more or less doomed
tuture, Philips and Sony decided to launch VCD in China instead because
it was “a technology that was fit for a poor cousin in laggard developing
countries instead of cutting edge economies” (Wang, 2004 ). The intro-
duction of VCDs into China proved to be the biggest boom to cheap
reproduction technologies. Ironically, the industry at that time believed
that CDs would help fight video piracy (Wang, 2003, 2004; Pang, 2006).

A large number of Asian markets adopted the format enthusiasti-
cally, bypassing global distribution networks in order to “steal” enjoy-
ment. Darrell Davis calls VCD a form of cockroach capitalism because of
its proliferation. Within a short period of time, VCD became the major
movie carrier in many developing countries. If you take China’s VCD
player production and household presence it is startling: In 1998 there
were 16 VCD players per 100 households and by 2000, there were 36.4
VCD players per 100 households; in 2000, there were 14.5 million units
manufactured, but by 2001 this number fell to 1.2 million units since the
manufacturing move into DVDs.
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VCD technology spread rapidly from east Asia to other parts of Asia,
and within a few years of their introduction, VCDs replaced VHS as the
standard format in most parts of Asia. In India, for instance, while the
price of the VCR never fell below Rs. 10,000, a VCD player was available
for aslow as Rs. 1,000. VCD culture also spread from Asia into other parts
of the world very rapidly. In Nigeria, which incidentally has the largest
film industry in the world (producing more than 1,200 films a year), most
of the films are available only on VCDs and DVDs. But given its complete
absence in the Western market, there seems something distinctly “Asian”
about VCD technology (Hu, 2007).

The VCD story for me is one in which the temporal questions of copy-
right encounter an indigenous modernity that feeds of and yet creates its
own sense of the relationship between time, technology, and commodity
culture.

Rethinking Access beyond Developmentalism

Finally, I would like to look at what these self-organized forms of infra-
structure development mean for our understanding of access. There are
two ways in which we can think of access. We can think of access either as
paternal access or defiant access.

Paternal access implies a recognition of a “lack” that is sought to be
corrected with benign intervention. Sometimes the language of pater-
nal access dovetails into the language of rights (communication rights,
information rights, etc.), but underlying the idea of paternal access are
assumptions that are driven either by piety or by a pedagogic motivation.
We advocate for access to the things that people should enjoy access to;
learning materials but not popular films, rice and Dal but not McDon-
ald’s. This is often the mode taken by scholars of access to knowledge.

The other way that one can think of access—one seen more com-
monly in the logic of consumers themselves—is in terms of a defiant
access by virtue of which people attempt to access things that they are
not meant to (whether by virtue of class, age, social status, or caste) have.
This can range from pornography to academic textbooks. It would, how-
ever, be a mistake to assume that the instinct of defiant access stands only
from an anticensorial instinct. Defiant access is also a form of self-mak-
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ing that refuses to follow any preordained rule of social status and is best
exemplified in the figure of the autodidact (from whom we shall have
much to learn further). A large number of initiatives that seek to promote
greater access in fact consciously or unconsciously recycle the idea of
paternal access.

While concerns about inequitable access begin with statements about
the “knowledge divide,” we must also recognize that in a country like
India, it is just one of the many other divides and there is no guarantee
that greater access to knowledge necessarily builds a more equitable
country. Irrigation projects, dams, green revolution—there have been a
host of technological fixes proposed in the past, each of which has ended
up creating as many problems as solving them. A number of initiatives to
promote digital access (ICT4D projects in particular) are marked by a
political naiveté that would be touching if it were not so disastrous.

There is, however, another kind of critique I wish to propose regarding
the conceptual field suggested by the notion of knowledge divide, viz. that
issues of difference in the knowledge economy require us to think beyond
the question of access and look instead at the simultaneity of desire and
anxiety; of access and contflict; of knowledge and representation.

The point I am making is this: The rhetoric of inclusiveness is also
always accompanied by the prospect of violence; the claims of the poor
are always a matter of contests and negotiations rather than the benevo-
lence of the state and the corporate world. There are anxieties that often
translate into violence, lest the poor who are the objects of development
take a path that cannot be justified in terms of liberal theory.

Let me then move to the next part—what happens when you do get
access. What about thinking and creativity? Or are the non-elite merely
destined to be the objects of the discourse of digital access and can never
be the authors of digital imaginaries? For us to imagine other ways of
inhabiting the digital world, we will have to do better than recycle the
framework of the knowledge divide.

Earlier I mentioned that one of the problems of piracy seems to lie in
the fact that it is associated more with the world of pleasure and desire
than that of “pure needs.” In this segment, I will attempt to examine the
intersection between the world of desire, subjectivity, and the experience
of piracy.
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Let me begin with an interesting story, which is a typical example of
interventions in the field of the digital divide. An NGO in Bangalore that
works in the field of Information and Communication Technologies for
Development (ICT4D) was conducting a workshop on accessing the
Internet for the information needs of rural women trainers. The facilitator
guided the women through the basics of the Internet, on accessing infor-
mation relevant to their work ranging from rural credit to women’s health.
The training was highly appreciated, and all the women volunteers seemed
to be enjoying themselves fiddling with the computers and exploring the
Internet. At the end of the training, when the NGO started cleaning up the
computers including the history and the cached copies, they were a little
aghast to find that most of the women volunteers had been surfing pornog-
raphy, and a range of pornography at that. So while the trainers were hold-
ing forth eloquently about the real information needs of the poor, the poor
were quite happy to access their real information needs.

The link between pleasure, desire, aspiration, and trespass has always
been a complicated one, and the closer that the transgressive act is to
the domain of pleasure, the more difficult it seems for it to be redeemed
socially. Thus while one finds easier justifications for transgression that
deal with questions of livelihood and survival, and in the case of intellec-
tual property to free speech and access to information, when the matter
involved is about new subjectivities and pleasurable transgressions, it gets
very differently framed.

The uncomfortable relationship between public domain scholarship
and pirates also partially stems from the fact that we are entering a terrain in
which the pirated commodity is a tainted one. While the question of medi-
cine and textbooks is far easier to deal with, movies, music, and software get
characterized as being outside of the moral economy of development. The
demand for low-cost entertainment commodities is seen to be one that is
normatively more difficult to sustain. Yet at the same time, the sheer prolif-
eration of these practices, both within the elite and also by the traditional
“subaltern” classes, forces us to question our own assumptions about the
terms through which people engage with the global economy of informa-
tion, and about finding their place in the global. What, then, are the critical
conceptual resources that we can draw on to be able to address this question
of pleasurable transgressions and subjectivities that resist easy framing?
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As noted earlier, the way in which the IP debate panned itself out
in countries like India was that it was almost immediately linked to
questions of development, and it was taken up by various civil soci-
ety groups working on issues of development, especially in relation to
agriculture and seeds. This also extended to the question of access to
affordable medicines, and the linking of the IP debate to the develop-
ment sector also brings with it the inherited language that frames the
“subaltern subject of development.” But what happens when we move
toward the realm of nonlegal media practices where all of a sudden the
transgression is highly pleasurable, but not in any way connected to
the essential character of the “subaltern subject”? In other words, how
do we work through the fact that the terms set up by existing public
domain scholarship end up excluding the ability to engage with prac-
tices guided not as much by necessity as by curiosity? The rhetoric of
inclusiveness that is implicit in public domain discourse is necessarily
accompanied by the prospect of exclusion, an exclusion that relies on
either on piety or pedagogy.

Jacques Ranciere in his brilliant rethinking of labor history paves the
way for us to start thinking seriously about the hidden domain of aspira-
tion and desire of the subaltern subject as autodidact, while at the same
time thinking about the politics of our own aspirations and desires. Ran-
ciere goes into an unexplored aspect of the labor archive of nineteenth-
century France, where he starts looking at small, obscure, and short-lived
journals brought out by workers, in which they were writing about their
own lives. But they were not necessarily writing about their work, and
if they were, they were not writing about it in glorified terms but with
immense dissatisfaction. Instead, they were interested in writing poetry,
about philosophy and the other pleasures to which nonworkers or intel-
lectuals were entitled. At the same time, of course, intellectuals have been
fascinated with the world of work and the romance of working-class iden-
tity. Ranciére says, “What new forms of misreading will affect this con-
tradiction when the discourse of labourers in love with the intellectual
nights of the intellectuals encounters the discourse of intellectuals in love
with the toilsome and glorious days of the labouring people?”

Ranciére’s motley cast of characters includes Jerome Gillard, an iron-
smith tired of hammering iron, and Pierre Vincard, a metalworker who
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aspires to be a painter. In other words, a series of sketches of people who
refused to obey the role sketched out of for them by history and wanted
to step across the line and perform the truly radical act of breaking down
the time-honored barrier separating those who carried out useful labor
from those who pondered aesthetics. He says,

A worker who has never learned how to write and yet tried to compose
verses to suit the taste of his times was perhaps more of a danger to the
prevailing ideological order than a worker who performed revolution-
ary songs. . . . Perhaps the truly dangerous classes are not so much the
uncivilized ones thought to undermine society from below, but rather
the migrants who move at the borders between classes, individuals and
groups who develop capabilities within themselves which are useless for
the improvement of their material lives and which in fact are liable to make

them despise material concerns.

Thus, the moral dictates that govern the lives of the poor are not
merely from the state (“Don’t steal,” “Don’t beg”) but equally from those
who theorize the lives of the poor (“Be aware of your class,” “Don’t get
trapped by false consciousness”), but when people start moving out of
the frame of representation that has been so carefully and almost lovingly
crafted for them, then they either have to be shown their true essence
or their transgression has to be brought within the terms of their repre-
sentative class. Thus when Hugo was shown a poem written by a worker,
his embarrassed and patronizing response was, “In your fine verse there
is something more than fine verse. There is a strong soul, a lofty heart,
a noble and robust spirit. Carry on. Always be what you are: poet and
worker. That is to say, thinker and worker.” This was a classic instance of
what Ranciére would term an “exclusion by homage.” Just as the aspira-
tion and desires of the poor have to be “something more than fine verse,”
the information needs of the poor have to be more than wanting to watch
a film or even dreaming of becoming a filmmaker.

These injunctions certainly tell us more about the fantasies of the state,
of the intellectuals, than they do about people engaging in the practice.
We may do well to start rethinking the terms on which intellectual prop-
erty scholars engage with the language of access.
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Prospects for a Global
Networked Cultural Heritage

Law versus Technology?

Stanley N. Katz

MY SUBTITLE is of course misleading. Law in itself is not against any-
thing, and certainly it is not necessarily against the full and fair develop-
ment of technology. But domestic law is an expression of national culture,
and culture is sometimes clearly against the development of technology
as a matter of national policy. The history of the United States has been a
long dialogue between culture and technology—the quickest and broad-
est development of technology has been a national cultural and legislative
priority since the early nineteenth century. The most important restraint
on such development has been the law of intellectual property, protecting
rightsholder monopoly in the name of creativity. For two hundred years
Americans learned how to subsidize technological and economic develop-
ment within the constraints of trademark, patent, and copyright law, favor-
ing creator and producer interests over those of consumers, who were pre-
sumed to benefit from the gains in creativity. This, arguably, was as true in
the knowledge industries as it was elsewhere in the economy.

But the twin revolutions in telecommunications and information
technology over the last third of the twentieth century have vastly
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expanded the scope and have transformed the nature of the production,
manipulation, and transmission of information. The digital universe is
larger, more flexible, and more universal than the Gutenberg universe it
is supplanting. One development in particular, the Internet, has swiftly
created a more genuinely global environment than exists in any other
sector. The concept of “information flow” is as new as the process is
old—something both qualitatively and quantitatively new is taking
place in the knowledge world.

Nowhere has the information and telecommunications revolution
been more apparent than in issues of international security. On the
one hand, we have experienced the sad spectacle of New York police
officers and firefighters unable to communicate with their own forces,
much less those of the other department, as a result of the failure
of telephone repeaters in the World Trade Center towers on Septem-
ber 11, 2001, leading to a tragedy for humanity and a triumph for Al-
Qaeda.

On the other hand, four years later the Washington Post reported that
“al Qaeda has become the first guerilla movement in history to migrate
from physical space to cyberspace”

With laptops and DVDs, in secret hideouts and at neighborhood Inter-
net cafes, young code-writing jihadists have sought to replicate the
training, communication, planning and preaching facilities they lost in
Afghanistan with countless new locations on the Internet. (Washington

Post, 7 August 2005)

The Post reported that Al-Qaeda is building “a massive and dynamic
online library of training materials—some supported by experts who
answer questions on message boards or in chat rooms—covering such
varied subjects as how to mix ricin poison, [and] how to make a bomb
from commercial chemicals . .” These sites address the younger genera-
tion in the Arab world and constitute “one big madrassa on the Internet.”
A follow-up article on the insurrectionist Abu Musab al-Zarqawi pointed
out that he distributed videos and other data through an “information
wing” that supports a “specially designed Web page, with dozens of links
[to his videos] so users could choose which version to download.”
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There were large-file editions that consumed 150 megabytes for viewers
with high-speed Internet and a scaled-down four-megabyte version for
those limited to dial-up access. Viewers could choose Windows Media or
RealPlayer. They could even download “All Religion Will Be for Allah” to
play on a cell phone. Never before has a guerilla organization so success-
fully intertwined its real-time war on the ground with its electronic jihad.

“The technology of the Internet facilitated everything,” said an al-Zar-
qawi site on the Internet, the Global Islamic Media Front. “Today’s Web
sites are ‘the way for everybody in the whole world to listen to the muja-
heddin.” The Post quoted a security expert as saying, “Iraq is an urban
combat zone. Technology is a big part of that. I don’t know how to dis-
tinguish the Internet now from the military campaign in Iraq” (Washing-
ton Post, 9 August 2005). And both sides use the same technology. A few
days later the Post ran a piece about the use of Web logs by U.S. soldiers
in Baghdad. When Sgt. Elizabeth LeBel’s Humvee was hit by a roadside
bomb, she posted 1,000 words on her “little war story” at http://www.
sgtlizzie.blogspot.com. Her site has received 45,000 hits in the past year.
Not surprisingly, U.S. army commanders have now “required that all
blogs maintained by service members be registered [and] . . . also barred
bloggers from publishing classified information” (Washington Post, 12
August 2005).

The war in Iraq is simply one example of the failure of law to keep up
with technology, but within the United States law creates the environ-
ment within which technology must exist. Many different forms of law
have structured the development of communications technology and the
media over the course of American history. The two most important have
been the various regulatory schemes (state and federal) governing com-
munications systems, and the laws protecting copyrighted material. The
question for us now, however, is how has the role of law in the stimulation
and regulation of information technology changed as a result of the twin
revolutions?

In principle, there is no reason why the technologies of telecommu-
nications and information should have changed the long-term American
pattern of norms and behaviors in the law of intellectual property. We
are, after all, still working from the same constitutional text, in Article I,
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Section 8 of the Constitution of the United States, which gives the fed-
eral legislature authority “To promote the Progress of Science and the
useful Arts, by securing for limited Times to Authors and Inventors the
exclusive Right to their respective Writings and Discoveries.” A series of
statutes and court decisions have settled the general parameters of this
limited monopoly intended to stimulate artistic and intellectual creativ-
ity, and in so doing to set the policies under which creators could profit
from this right. Should it matter that, increasingly, modes of publication
are digital rather than analog? The explicit policy of the late-twentieth-
century revision of the U.S. federal law of intellectual property (the Dig-
ital Millennium Copyright Act of 1998) was that the law of intellectual
property should apply without respect to changes in technology—and
indeed this was also the theory of our legislative revision of IP law in
1976. A strong body of opinion, especially in the commercial sector, vehe-
mently supports this position, contending that the issue is still (and sim-
ply) the protection of creativity, though simultaneously contending that
“minor” accommodations to the old system (anticircumvention rules, for
instance) are necessary, and consistent with the traditional IP system.

But others, largely in the consumer community (and note that an
increasing number of consumers are also creators), argue that “intellectual
property” is no longer an adequate metaphor to describe the realities of
the era of digital information. Their view is that the new mechanisms in
the DMCA, along with other changes in the marketing of digital cultural
objects, constitute an essentially new IP system, one in which rightsholder
prerogatives have been strengthened at the expense of the interests of the
consumers of culture. Perhaps the best example of a parallel change con-
sumers find threatening is the transition from sales to licensing in the mar-
keting of digital culture. Purchasers have stronger rights and greater pro-
tection for their interests than licensees, and the practical implications for
users are profound, and not only in increased costs.

The nonprofit cultural sector has almost universally taken such a posi-
tion with respect to the DCMA. The for-profit cultural sector, which has
now nominally reinvented itself as the “creative industries,” is firmly in the
rightsholder intellectual property camp. But of course there are many cre-
ators in the nonprofit cultural camp, and there are also many creators in the
for-profit sector who feel that they do not sufficiently benefit from the legal
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position of the firms that produce and distribute their products. The cul-
tural property world is as messy as any other. But the politics of the debate
over networked digital culture are generally polarized bilaterally and asym-
metrically, with user nonprofits set against producer/distributor for-profits.

At least this is how it seems to someone who has spent the past twenty
years struggling to help create a national and international networked cul-
tural heritage system. When I became president of the American Coun-
cil of Learned Society (ACLS), our national humanities organization,
in 1986, I felt that my initial duty was to identify the national and inter-
national policy issues on which the U.S. humanities community had to
focus. Although I was and am a techno-nerd, I quickly came to the opin-
ion that we faced one overwhelmingly opportunity and challenge—the
information technology/telecommunications revolution on the creation
and communication of arts and humanities knowledge. It seemed clear
that nearly everything was changing—Ilibraries, publishing, the condi-
tions for scholarly creativity, the possibilities of scholarly communication
generally, the accessibility of sound and image, and cultural preservation.

While my humanities Learned Society constituents did not yet agree
with me in the mid-1980s, it was not hard to find allies in the library, com-
puter science, and early-adopter humanities worlds. We soon formed a
coalition (initiated by the Coalition for Networked Information, ACLS,
and the Getty Art History Information Project) that we called the
National Initiative for a Networked Cultural Heritage (NINCH). Our
idea was to create a space for the digital arts and humanities communi-
ties, to better understand the implications of the digisphere for the devel-
opment of our fields and institutions, and to explore the ways in which
our emerging interconnectedness could be expanded and exploited. The
original coalition was based heavily on the academic research library
community (represented by the Association of Research Libraries), parts
of the arts world (the Getty and the Association of American Muse-
ums), some of the larger humanities associations (especially the College
Art Association and the American Historical Association), a few federal
agencies (especially the Smithsonian Institution and the Library of Con-
gress), and a significant number of smaller institutions. While we called
NINCH a “national” initiative, the organization was in fact fairly success-
ful in networking, especially to Europe.
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We did not have at the outset a clear view of either strategic objec-
tives or short-term tactics. Our sense was that we were related communi-
ties that had not collaborated fully in the past, communities for whom
the digital environment created both the opportunity and necessity for
working together. But it did not take us long to realize that an external
agenda was being set for us, because NINCH was starting up just as the
Geneva WIPO negotiations were heating up. ACLS, like the Associa-
tion of Research Libraries, was then represented in the CONFU (U.S.
Department of Commerce, Conference on Fair Use) discussions. The
question of fair use seemed a proxy for the sorts of IP issues that were
basic to humanities involvement in digital cultural heritage, but what we
learned at CONFU was that even collectively we did not have the clout
to get a hearing for our concerns, much less the power to stand up to the
large commercial entities in the communications, software, and enter-
tainment industries that dominated the discussion (and later the fram-
ing of the DMCA). Interestingly, up to that point in time neither the
universities nor the cultural nonprofits had been much interested in IP
policy. We had allowed the library community to carry our IP water, and
the ARL in particular had traditionally done well by us. But by the early
1990s our concerns ranged far beyond “fair use,” “first sale,” and the other
longtime library issues. And yet the universities, which had long since
recognized their financial interest in patent law developments, did not
see the emerging relevance of copyright law to their core concerns. The
AAU took several years before taking the issue seriously. And by then the
DMCA was a fait accompli, the Sonny Bono Act (properly known as the
U.S. Copyright Term Extension Act of 1998) had come and gone, and our
task was to accommodate ourselves to the New World IP Order. Mean-
while, by about 2002 or 2003, even though we had successfully expanded
to include the art museum community, it had become clear that the cul-
tural heritage community could not sustain even the modest overhead
expenses of NINCH, which set into the digital sunset.

Which is where the nonprofit networked cultural heritage community
is now. In many ways, of course, a global networked cultural heritage is
thriving. More and more cultural information of all kinds is either being
digitized or created in digital form; networks are wider, faster, and more
dense; there is greater access to the Internet worldwide; and there is a
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heightened understanding of the significance of the cultural digisphere.
Most cultural institutions now have a presence on the Internet, and some
of them are creative and interactive in the kinds of information they dis-
play, although too many (especially museums) view their Web sites as
little more than marketing tools. Culture is expressed in an increasing
number of languages, though English is still dominant. Improved search-
ing technologies enable us to find relevant information, and some of it
is even being archived (though this remains a huge cultural challenge).
Image and, increasingly, sound are moving to the fore. When I think
back a decade, I realize that all of this far exceeds the expectations of the
founders of NINCH.

Are we having fun? No. Why is it that I do not feel good about the
current state of global information flows? Mainly because I believe
that we have not been able to get a handle on the sorts of legal con-
straints that preoccupied NINCH from the start. It is fascinating to
think that although the organization was not built in contemplation
of participating in the intellectual property wars, IP almost imme-
diately became the principal factor defining our agenda. The simple
fact of the matter is that the U.S. legal regime imposes severe con-
straints on the development of a vigorous and extensive networked
cultural heritage domain. I do not argue, and am not arguing here, for
an entirely open access/public domain world. I believe that rights of
creators should be respected, and that creativity should be rewarded
economically. But I do hold with those who believe that the laws of
IP currently reflect a hardening of rightsholder dominance in a man-
ner that is not based on the original constitutional principle of offer-
ing limited protection to creators. The examples are too numerous
and obvious for me to mention, but suffice it to say that I think that
rightsholders, unreasonably afraid of giving up more than they real-
ize they are conceding, are restricting access to cultural objects that
are crucial to the digital cultural heritage—recent works of literature
and music, artistic images, and much more. We will see, for instance,
whether the current discussion with the U.S. Copyright Office about
“orphaned works” leads to a thoughtful resolution of an important
cultural access question. Permit me to doubt that it will.
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The refusal to sell digital information and the unwillingness to archive it
reliably constitute another important range of problems. The funding nec-
essary to digitize, archive, and transmit the cultural heritage is an increasing
problem for the nonprofit sector. The much-heralded space for nonprofit—
commercial joint enterprises is being oversold, because it will work for only
a narrow range of cultural objects. As Americans, I suppose we should not
be surprised that law reflects the dominant economic interests in the soci-
ety, but I do not think we have yet come to terms with the ways in which
the current law of intellectual property stands athwart the development of
local digital culture—and, by extension, global digital culture.

Not that there are not additional problems in the global information
environment. We are surrounded by them. Let me briefly mention two.
The first is the Google Books project. This is a vastly ambitious commer-
cial project by the leading U.S. search engine site. Or at least Google used
to be no more than the world’s best digital indexer of material already on
the Web. But now Google has decided to convert analog content to digi-
tal form by entering into agreement with five of the largest international
libraries. The basic idea is to digitize and index everything, and to display
for free anything in the public domain, while displaying such “snippets”
of copyright-protected materials as “fair use” will permit. The company
asserts that its mission is “to organize the world’s information,” nothing
less. It admits that “much of that information isn’t yet online. Google
Books aims to get it there by putting book content where you can find
it most easily—right in your Google search results” (www.print.google.
com/googleprint/ about.html).

So who could be against such a public-spirited effort to stimulate the
global flow of information? Rightsholders, which is to say publishers. The
first group of publishers to respond was the academics, the Association of
American University Presses, which in May 2005 called the Google effort
“a broad-sweeping violation of the Copyright Act”

The fact is Google Books Library Project appears to be built on a gigan-
tic fair use claim, which we think is questionable at best. If the fair use is
not valid, it could be a gigantic copyright violation. There are fundamental

questions about copyright that need to be answered.
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Could the Association of American Publishers be far behind? Hardly.
A month after the AAUP letter of protest to Google, President Pat
Schroeder of AAP weighed in with a letter to Google asking for a six-
month moratorium on digitization until the fair use issue could be set-
tled. Two montbhs later, in early August, Google announced that it would
not scan (ie., digitize) any copyrighted books until November to allow
for time for discussion with the publishers. Here we have two corpo-
rate behemoths (Google is the most successful IPO in many years, after
all) going against each other, with the larger entity apparently display-
ing contempt for assertions of rightsholder prerogatives. The AAP was
reduced to alleging that the Google “procedure places the responsibil-
ity for preventing infringement on the copyright owner rather than the
user, and turns every [sic] principle of copyright on its ear” (New York
Times, 12 August 2005).

Think about what is involved here. Google is attempting to digitize
large quantities of copyrighted material and is offering publishers the
opportunity to withhold consent for “snippets” to be displayed (along
with links to publishers’ online sales portals); publishers say that permis-
sion must be granted before display. Rights before efficiency. Whatever
one’s view of the legal niceties (or of economics, for admittedly a lot of
money is potentially at stake here), this is a dispute that simply could not
have occurred at any earlier point in U.S. history. What is new is that a
leading telecommunications corporation thinks that it can profit hugely
by making information available without cost. The publishers are simply
contending that the cost is being shifted to the “rightsholders.” Who's on
first?

And it is not only the property owners who are complaining. The
Europeans are now telling us that Google is fomenting an international
culture war. The head of the Bibliothéque nationale de France, M. Nean-
neney, is opposing the creation of the Google Library: “It is not a ques-
tion of despising Anglo-Saxon views. . .. It is just that in the simple act of
making a choice, you impose a certain view of things. . . . I favor a multi-
polar view of the world in the 21st century. I don’t want the French Revo-
lution retold just by books chosen by the United States.” He also didn’t
want the story told in the English language, I assume. But, more posi-
tively, he is undertaking a project to make twenty-two French periodi-
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cals and newspapers dating back to the nineteenth century available in
digital form on the Internet. Later, the European Union jumped into the
war on the side of the French and announced a European text digitization
project, which should remind us that cultural and linguistic nationalism
have not been abolished by the Internet. To the contrary, they have sim-
ply found new sites for expression. And we know that national attempts
to regulate speech on the Internet have the potential to disrupt cultural
communication much more generally.

But a much more important concern is signaled by the current
debate over the UNESCO Draft Convention on the Protection of the
Diversity of Cultural Contents and Artistic Expressions. This came out
of the 2003 UNESCO General Conference, and it is currently being
debated by the member states. The Preamble of the Draft Convention
affirms the “fundamental right of all individuals and societies to share
in the benefits of diversity and dialogue as primary features of culture,
as the defining characteristics of humanity” It ups the ante of the dis-
cussion by analogizing cultural diversity to biological diversity, as the
“mainspring of sustainable development.” The Preamble recognizes that
“cultural diversity is nurtured by constant exchanges between cultures,
and that it has always been a result of the free flow of ideas by word and
image.” It reaffirms that:

... freedom of thought, expression and information, and its corollary, plu-
ralism of the media, ensure that cultural expressions may flourish within
societies, and that the greatest possible number of individuals may have

access thereto.

And it recognizes the “fundamental right of social groups and soci-
eties, in particular of members of minorities and indigenous peoples,
to create, disseminate and distribute their cultural goods . . . to have
access thereto, and to benefit there from for their own development.” It
emphasizes the “vital role of the creative act” and the role of creators,
“whose work needs to be endowed with appropriate intellectual prop-
erty rights.”

So far so good, but the drafters are convinced that although “cultural
goods and services are of both an economic and a cultural nature,” “they
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must not be treated as ordinary merchandise or consumer goods.” And
now we get to the moment of truth: “while the processes of globaliza-
tion, which have been facilitated by the rapid development of informa-
tion and communication technologies, afford unprecedented conditions
for enhanced interaction between cultures, these same processes also
constitute a threat to diversity and carry with them a risk of impoverish-
ing expressions” (Preamble, Preliminary draft of a convention on the pro-
tection of the diversity of cultural contents and artistic expression, Paris,
July 2004).

Why such concern about cultural diversity? There seem to be two sep-
arate reasons. The first is the fear of major countries that their national
cultures (including national languages) under globalization will be
swamped by either particular foreign cultures (for which here read: the
American entertainment industry, especially films and TV) or by the
homogenizing force of market-driven global culture. France is the poster
child for this response, though Canada is not far behind, and it is embod-
ied in the famous exception culturelle. The second reason is the desire
of many countries, especially those in the developing world, to protect
the cultures of indigenous peoples from being commodified and appro-
priated by corporate interests. The underlying theory of free trade (and
neo-liberalism) is, after all, that of international capitalism, and in prin-
ciple protectionism of any kind threatens the free exchange of property.
Should cultural protectionism be an exception?

As an article in the 2 March 2005 International Herald Tribune put it,
France and Canada seek protection beyond that gained in the last round
of global trade liberalization:

By enshrining cultural diversity in a legally binding UNESCO convention,
they hope to shield culture from the free trade rules of the Geneva-based
World Trade Organization. Why France and Canada? Both countries view
cultural independence as an essential part of their political identity. . . . In
contrast, as the world’s largest exporter of movies, television programs
and other audiovisual products, the United States can only lose from any
restriction on cultural exchange. ... While supporting the principle of cul-

tural diversity, [the U.S.] warned that “controlling cultural or artistic expres-
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sions is not consistent with respect for human rights or the free flow of
information.” It further noted: “Mounting trade barriers, including efforts
to prevent the free flow of investment and knowledge, is not a valid way to

promote cultural liberty or diversity since such measures reduce choices”

Well, here we have globalization and culture caught in a web of contra-
dictions. What does this mean in terms of legal public policy for culture?
The “principle of balance, openness and proportionality” of the Draft
Convention (Art. 2, sec. 8) says that nations adopting measures to sup-
port national cultural diversity must also commit themselves to guaran-
teeing “openness to the other cultures of the world.” But member states
have the right to adopt financial and regulatory measures to protect and
promote diversity of local cultural expression, and, to that end, they may
subsidize local culture through public financial aid.

One does not have to think long about the Draft Convention in
order to perceive conflicts of law, economy, and culture inherent in its
framework. How does one reconcile WTO standard of free trade with
the suggested norms of cultural protection in the Draft Convention?
It contains explicit solicitude for minorities and indigenous peoples
within nations, and implicit support for cultural nationalism. Is one
man’s (one nation’s) information flow another man’s (nation’s) Sword of
Damocles? Should a combination of intellectual property and free trade
law be permitted to ensure the rule of the wealthiest national cultures in
a networked cultural heritage infrastructure? Perhaps international law
should protect and nurture local cultures? If so, should cultural rights
trump (intellectual) property rights? Should international law protect
national cultures?

I have been asked to raise the question of the role of cultural heritage
in the context of global information flows. This little essay intends to do
no more than to moot the question, and to suggest that it is ripe for fuller
investigation. My intention here is simply to challenge us to think locally
and to ask what the role of the cultural sector might be in shaping the
legal environment for the global flow of information. I remind you that
everything that is global happens somewhere at some time. My sugges-
tion is that the sector has not been effective in pressing its case within
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the United States, and to argue that we also need to consider how what
we do nationally relates to what needs to be done internationally. The
underlying dilemma is the near-total domination of the global informa-
tion environment by commercial interests, and the definition of infor-
mation rights as property rights. Those of us who are enormously opti-
mistic about the role of information and communications technology
for cultural development believe that the sun is appearing on a great era
of global cultural networking. But as Benjamin Franklin remarked at the
Philadelphia Constitutional Convention, we cannot be sure whether that
sun is rising or setting.
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C. Edwin Baker

Preliminary Comments

Organizers of the discussion to which this chapter contributes asked
whether “flow’ [is] the right metaphor to analyze digital information.”
Although “flow” might suggest to some a natural physical rather than a
human interactive process and although scientists rightfully must con-
sider the former, the more important democratic and social concern
and the concern that should provide direction even to the scientists
is the quality and nature of the latter. Another term in the conference
title, “information,” however, is more problematic and biased. A focus
on “information” encourages fetishistic notions such as the view I hear
occasionally that “information is power,” a view no better than the
notion ridiculed by Arendt that “power grows out of the barrel of gun.™
It is a view that frequently misguides positivist social science which does
not see that the serious matters are the questions and values that provide
the basis for any interest in information.” Information, like a commod-
ity, is something that in itself is inert but that can be transferred from
one person to another. It is not the key element, however, when the
Internet is considered from the perspective of either democratic or com-
munications theory. When I e-mail a friend asking, “Where should we
meet for dinner?” I do communicate information—I communicate that
I know some English, which she probably already knew, that I believe
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we are meeting for dinner but at a yet-to-be-determined location, and
that I am interested in her view on that issue. But to identify “informa-
tion” as the important feature of this e-mail is to emphasize the most
commodified and, for many purposes, the least important feature of my
activity. The activity here is participation in a communicative interac-
tion, in which information and flow are parts, but the important aspect
from most value perspectives is the interpersonal activity. To emphasize
information would be like describing the law, upheld by the Supreme
Court in Erie v. Pap’s AM,’ that required dancers to wear at least pas-
ties and G-strings, as being about textiles and not about the expressive
activity of nude dancing. Both digital formats and Internet-type com-
munications are used in many activities that are ill described by the term
“information.” Much better for describing the interaction, but still some-
times unedifying, might be the more inclusive term “communication,”
which includes the more politically or sociologically important activities
of choosing, sending, and receiving.

Of course, the new digital technologies change and enlarge opportu-
nities in social life. As the ease and expense of activities change—here,
for the most part, go down—their occurrence will change. The social
and normative significance of these changes can be variable. Consider
two examples. These new technologies have at times facilitated politics,
allowing easier delivery of salient motivational and organizing commu-
nications (of which factual information is often an important but seldom
the sole element) that sometimes have led to expressive street activities
that have in turn even played central roles in bringing down govern-
ments. In general, taking my cue from Brandeis’s admonition that “the
greatest menace to freedom is an inert people,” I count this develop-
ment mostly as a plus. In contrast, my experience tentatively suggests that
one consequence of student use of the Internet has been student papers
containing increased amounts of trivial information that to some degree
displaces references to, and consideration of, better-quality writing and,
even more important, shows less careful and original thought about the
meaning or significance of information in the paper. Of course, this need
not happen—the paper could have better information with no reduction
in other qualities. Still, the change in the “cost” of one element that goes
into a paper could predictably lead to this unwanted change.

[ 104 ]



The Cultural Exception to Trade Laws

More relevant for what follows, the normative and evaluative sig-
nificance of changes in the difficulty and expense of a particular activ-
ity is likely to vary with context. Cultural contexts, for example, vary in
whether isolation from a broader world or colonization by outside inter-
ests presents the greater threat to the welfare of members of the given
culture. The relevant economic observation is that the first threat is
potentially reduced and the second potentially increased because of the
increased ease of transmission of cultural materials or participation in
cultural activities. With this thought I will turn to making several obser-
vations, and drawing several distinctions, in reference to four topics rele-
vant to trade in cultural or communication products: culture, economics,
protectionism, and legal policy.

Culture: Two Comments and Two Distinctions

Culture’s importance for human life merits some brief comment. First,
following observations well developed by Will Kymlicka, for many per-
sons, engagement in an effective, operative, living culture in which they
learn of human practices may be essential for a healthy identity, auton-
omy, and the experience of life having meaning.® Experiences of cultural
loss or major disruptions to a person’s culture can not only be impov-
erishing but can lead literally to suicide—or more generally to a loss of
confidence and sense of value and meaning. Any liberal must recognize
that a cultural “home” is often a central element of the context that makes
autonomy or meaningful individual choice possible.® Second, although
possibly somewhat more controversially, cultural diversity is a significant
public good. It can add resilience and resources to human civilization
almost as, biologists report, genetic variety can for nonhuman animal
species. Likewise, many find that cultural diversity can add to the qual-
ity of human experience—as illustrated by the delight many people have
long taken in cultural tourism or sampling.

Kymlicka stresses a distinction between orientations toward culture.
First is what may be described as a fundamentalist valuation—something
American critics often accuse, usually unfairly, the French of promoting.

]

a closed culture that restricts

The fundamentalist ideal is “preservation”
as much as possible outside, and often inside, forces of change. I describe
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this as the “museum” view of culture because, in effect, it would make the
inhabitants museum specimens for whom change is, to the extent pos-
sible, forbidden. Second is a liberal conception that emphasizes culture’s
openness to change. This liberal conception affirms community mem-
bers’ individual as well as collective right to change their culture and their
cultural commitments but recognizes that the very possibility of exercis-
ing this freedom often can depend on a secure cultural grounding.

The other significant distinction here is between activities and com-
modities—or between doing and consuming culture. Neither should be
disdained. Still, for many purposes, “doing” may be most significant. Like
education, involvement in cultural creation and cultural practices pro-
duces meaningful personal experiences and increases not only personal
but also collective capacities that are beneficial to members of the com-
munity beyond the individual actor.” Moreover, those benefits accrue
whether or not the activity produces commodities that sell in markets.
It would be a crabbed and uninformative economics that valued these
cultural activities solely on the basis of the market value of its output.
George Gerbner, communications scholar, activist, and former dean of
the Annenberg School for Communication, captured the distinction’s
importance when he argued that the quality of society declines sharply
when children hear stories primarily from people with something to sell
rather than people—usually parents, teachers, or friends—with some-
thing to tell.

Economics

Probably the economically most significant feature of intellectual prod-
ucts, including many cultural products, is a high creation (first copy)
cost as compared with low (or nonexistent) costs for subsequent copies.
The consequences of this feature most relevant here are, first, a tendency
toward competitive dominance of larger-audience products. Generally an
average consumer would prefer to receive at a given price a creation on
which more attention or resources have been lavished. At a given cost in
terms of price or time, audience members will tend to prefer an expen-
sive product to a cheaply produced product. The first typically attracts
the larger audience. In this scenario, the large audience pays for the high-
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cost, presumably high-quality, first copy. Second, as long as price dis-
crimination is not costless and complete, the market will not produce
some of these products that, collectively, people do or would value (as
measured by their willingness and ability to pay) more than they cost.
Third, competition from the large products first described can cause
additional products to fall in the second described category. Competi-
tion from the expensively produced products can reduce the demand for
other products, newly making products unprofitable even though they
still would be valued at more than their cost. That is, introducing a block-
buster (expensive) product can cause a downward shift in the demand
for alternative products, and this shift can make some of those alterna-
tive products unprofitable (without perfect price discrimination) even if
the products are still valued more than they cost. In fact, this impact of
competition sometimes will occur even though the successful product
generates less surplus (value over resources used) than the products that
it competitively displaced would produce. In these circumstances compe-
tition would directly cause increased economic inefliciency.

Fourth is an issue suggested by Gerbner and brilliantly developed in
a legal context by Yochai Benkler in his discussion of copyright.* As long
as the only significant economic effect of a legal or technical change is to
reduce costs, the change might seem at first unambiguously beneficial.
But reflection shows that this is not so clear. Commercial production
of cultural products often competes with noncommercial production.
Both commercial and noncommercial forms are valuable and inevitable.
Thus, a change that reduced costs even if it advantaged one more than the
other would seem unambiguously good—and would be largely irrelevant
for policy purposes—except for two facts. Cost reductions or increased
ease of production that differentially benefit either commercialized or
noncommercialized production affects their respective competitive posi-
tion—the share of people’s attention, often described in the commodi-
fied term of market share, of the form most benefited would predictably
increase. Moreover, as is likely, commercial and noncommercial produc-
tion systematically may have different degrees of positive and negative
externalities. If the competitively disadvantaged form of production gen-
erally generated either higher surplus value or greater net positive exter-
nalities, competition could cause a change that allows for cost reduc-
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tion or greater ease in production to actually lead to a net social loss. If
alternative legal or technical changes (or legal responses to technological
changes) are possible, the choice between them raises the policy issue
of which is most valuable. Troublingly, the market provides no basis to
make the comparison. Even if the market gives some evidence of the
changes’ value in respect to commercial production, it offers no measure
of the value of the actual or potential benefit or harm to noncommodified
production. Similar points might be made about how legal or technologi-
cal changes can affect competition between more individually or loca-
tionally specific production and collective and diffused noncommercial
production.’

Economists’ tendency to equate profits with welfare efficiency merely
clouds the issue."” Given inevitable competition between forms of pro-
duction and consumption combined with the potential of competition
to cause the failure of the most valuable creative activities, a technologi-
cal innovation that decreases the cost or increases the ease of one form
of cultural production, by advantaging that form, could have a net effect
of reducing social welfare. Certainly, there is no guarantee that the new
result of competition is the best available. Particularly to be feared, I sug-
gest (but have not demonstrated), are changes that lead to less participa-
tion by people in a community in cultural production and to an increase
in the relative extent of commercialized production. Moreover, these
observations are exacerbated if the technological or legal change—copy-
right was Benkler’s example—that reduces costs for or increases benefits
of one form of production increases costs of another form.

Expanded use of digital technologies and the Internet has affected
many market and nonmarket activities—such as the activity of political
discussion and organizing mentioned earlier. However, for the present
discussion probably the most important economic consequence is that
they make distribution of (or, from the consumer perspective, access to)
cultural products easier and cheaper. Reduced distribution costs will
tend to have two somewhat conflicting effects on the type of cultural
product produced and consumed. First, the decrease in this cost should
increase the economic role of high first copy/low subsequent copy
effect. The reduced distribution cost should encourage mega-products
and greater audience concentration." Second, this reduced cost should
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encourage production of new products that previously were not profit-
able (even if earlier they were also valued at more than their cost) and of
noncommodified or noncommercial cultural products by those who do
not seek an economic return and for whom subsidized production is pos-
sible given the elimination or drastic reduction of distribution costs. This
second effect provides the ground for many of the romantic visions about
new abundances and empowerments flowing from online digital technol-
ogies—but the first foretells the possibility of problematically increased
concentration of audience attention on relatively few sites in the online
world. The net result may be both greater dominance of audiences by a
few commercial giants and greater availability of diverse content for those
ready to seek it. Academics and visionaries who tend to fall into the sec-
ond group should not blind themselves to the likelihood of—in fact, the
empirical evidence suggesting—the first effect. Still, for both economic
and democratic reasons that I do not try to develop here, policy might be
well designed to seek to enhance the second effect as compared with the
first.

Protectionism: Strong and Weak

Protectionist cultural trade policies take a wide variety of forms. At least
in the cultural and media context, a useful, policy-relevant qualitative
distinction can be made between strong and weak protectionism. Strong
protectionism strives to keep out either all or certain categories of foreign
“culturally polluting” material or, when this is not possible, to seriously
limit its circulation. Weak or soft protectionism constitutes policies that
systematically burden without eliminating or aiming to eliminate for-
eign access to the domestic market, often with the burden specifically
designed to help subside local cultural material. Keeping foreign content
out is neither a goal nor a dominant effect of weak protectionism.

The most extreme version of strong protectionism bars imports and
adopts other rules and practices, such as limitations on television or radio
receivers that can be tuned to foreign broadcasting or jamming electronic
transmissions or filtering Internet content, aimed at that exclusionary
result. More targeted versions of strong protectionism are also possible.
Requiring an import license for each specific video, audio, or written
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program or publication that involves censorial content judgments is an
example. Similarly, the aim of reducing the presence of foreign content,
for instance by limiting the number of import licenses given per year, also
illustrates strong protectionism. Sufficiently high tariffs may achieve a
similar exclusionary goal of allowing elite access without creating mass
cultural pollution (or unwanted political ideas).

Weak protectionism, on the other hand, should not be understood
as merely a quantitatively watered-down version of strong protection-
ism. Rather than being merely further down a protectionism contin-
uum, it is a qualitatively different type of policy implemented mostly
by different types of rules. As noted, it does not aim to keep foreign cul-
ture out but rather to promote local culture. Examples of weak protec-
tionism include taxing sales of imports more than domestic content or
even taxing sales of both but using the revenue to subsidize only local
content or cultural endeavors. Likewise, screen or play time quotas that
impose no limit on presentation of foreign material but require propor-
tionate presentation of local material in effect props up the market for
local material. Theaters can always show profitable foreign content as
long as they are willing to show, even at a loss, domestic content. The
policy thereby uses the former, the foreign, to “subsidize” the latter, the
domestic. Soft protectionism can also take the form of legal rules bias-
ing advertising expenditures toward supporting domestic rather than
foreign cultural or media materials."” These supports for domestic or
local culture can receive a variety of justifications. As the discussion of
market failures in the media or cultural context suggests, these justifica-
tions will be shown below to often be fully consistent with the liberal
premise of respect for individual choice.

Liberal and Democracy-Oriented Trade Policies

A closed or museum culture requires keeping out foreign cultural materi-
als just as many authoritarian states often seek to keep out foreign media
that show advantages of non-authoritarian (or alternative authoritarian)
political regimes. If such a repressive accomplishment is not feasible, the
goal is at least to reduce circulation of foreign material as much as pos-
sible, especially among the broader public. Thus, cultural preservation
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from this museum cultural perspective maps onto the policy of strong
protectionism almost perfectly. Often critics of cultural protectionism
assume that this museum concept of culture provides the only justifica-
tion—other than the economic goal of advantaging a politically powerful
domestic industry or overtly serving authoritarian ends—for any devia-
tion from “free” trade in the media or cultural spheres. These critics then
rightly proceed to show both the illiberality and ultimate futility of cul-
tural protectionism so conceived. Nevertheless, most democratic coun-
tries that pursue cultural preservation neither have this exclusionary aim
nor adopt strong protectionist measures.

Weak protectionists do not deny that its citizens value, benefit from,
and should receive outside media content. Such content can provide
material vital for cultural and political development. Any bar on its
import, as is implicit in strong protectionism, would be a significant vio-
lation of international human rights law®—and that human rights law
provides the arena in which objections to restraints on cultural imports
should be debated. However, these international rights should not pro-
vide an objection to weak protectionism. A country’s use of taxes, tar-
iffs, subsidies, or similar legal policies attempts to structure beneficially
an inherently artificial economic realm—a realm that necessarily takes
its form on the basis of legal choices implicit in the design of property
rights, contractual options, and income distributions. As to this world
of commerce, a polity has the responsibility to craft rules that it believes
best serve human interests, both consumptive and, hopefully, democratic
interests.

My claim is that weak cultural protectionism can be fully consistent
with, and in some circumstances arguably required by, a liberal commit-
ment to promotion of individual choice and autonomy. As noted, two
economic features of intellectual or media products support this claim.
First, the mostly mega-products of international trade will increase
competition’s tendency to displace smaller market products (and, here,
specifically domestic products) despite these smaller products’ being
valued more than they cost. Competition can do this even when the dis-
placed products produce more surplus value than the imported products.
Second, international trade also creates new marketing windows that
increase opportunities for comparatively easy price discrimination that

[ 1 ]



C. EDWIN BAKER

exacerbates this effect of displacing products that produce considerable
surplus value with goods that produce little if any. That is, a mere desire
for a market to ideally serve people’s money-backed preferences can jus-
tify weak protectionism.

Weak protectionism can also serve a healthy democratic order. In
most contexts, local media are more likely than foreign media to pro-
vide positive democratic externalities—to serve the media’s democratic
watchdog function and to participate in and inform domestic political
discourse. Likewise, local media can both help teach, and equally rel-
evantly be part of a cultural group’s implicit discussion of, self or group
identity. For many people, local media support and help provide the
secure context from which meaningful choice is possible as well as the
understanding necessary for wisely choosing changes. In addition to
these market-improving pro-democratic effects, any egalitarian commit-
ment to serve all people’s cultural, identity, and political needs should see
even a market perfectly responsive to money-backed preferences—with
its implicit one-dollar/one-vote weighting—as an improper measure of
and inadequate response to individual preferences. The market exacer-
bates this problem by its inherent tendency to provide more for domi-
nant cultural positions because of their larger or richer set of consumers
over which the market firm can spread first copy costs. Weak protection-
ism can improve responsiveness to the claims of these groups not well
served by the market.'* And as long as the weak protectionism is enacted
by a democratically legitimate political order, the presumption must be
that it represents responsiveness to a one-person/one-vote measure of
people’s preferences in place of the less egalitarian (arguably less legiti-
mate) dollar-backed measure.

All these considerations point to the legitimacy of subsidizing some
otherwise marginal local cultural content and improving its competi-
tive position relative to materials with larger audiences over whom first
copy costs are spread or which are better able to price discriminate. These
considerations go to liberal and egalitarian affirmative valuations of a his-
torically grounded but changing culture as a context of individual choice.
They go to the economic welfare maximization goals. That is, they pro-
vide a reason to support weak protectionism as a trade policy in the
media realm and a cultural exception to international trade agreements.
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A contextual asymmetry in this argument should be noted. The idea of
an open culture as well as democratic needs that sometimes justifies weak
protectionist measures can at other times justify virtually the opposite.
Weak protectionism does not deny that people in all countries can value
and benefit from culturally alien content as well as from foreign informa-
tional content. Rather, its premise relates to specific qualities of markets
in intellectual or cultural content that can lead to the competitive failure
of more valuable—and in the foregoing argument, domestic—cultural
material and activities. Nevertheless, whether free trade oversupplies
foreign and undermines more valuable domestic content is contextu-
ally variable. This damaging consequence of free trade is more likely the
smaller and poorer the country. The opposite “inefficiency” is also pos-
sible. The market may supply people in some countries less foreign mate-
rial than they want as measured by the economic standard of willingness
and ability to pay. At times, these foreign materials may be more valuable
than the domestic content that displaces them. Weak protectionism may
further disadvantage already economically disadvantaged foreign con-
tent.

Debates surrounding the MacBride Commission and a New World
Information Order once emphasized this point about asymmetries—
namely, that an imbalance existed in which the developed world received
inadequate information about the South.”s (And because news agencies
of the North dominated, especially in cross-national contexts, countries
of the South often received inadequate information about and from its
neighbors—and sometimes about itself—and instead obtained primar-
ily news filtered through the economic lens and, hence, content interests
of the North!) Very roughly, whether too much or too little imported
content is the problem will correspond roughly to whether the country
is a net cultural product exporter or importer. Reliance on the market
would predictably result in the United States especially and maybe some
regional powerhouses—potentially Brazil, India, and China—receiving
insufficient imports to serve either its democratic needs or its consumer
desires. Though unlikely to be politically acceptable within international
trade negotiations, the ideal policy might be to allow weak protectionism
but only for net cultural importing countries. In fact, except for the real
likelihood of political manipulation of many forms of subsidies, people in
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a country like the United States could benefit from subsidizing imports—
as arguably occurs to a limited extent when its public broadcasting sta-
tions present foreign (usually British) content. Certainly, both Americans
and the world might benefit if the American public were more aware of
both cultural and informational content from abroad. More specifically,
the economic tendencies described above that sometimes justify both
weak protectionism and subsidies of domestic content also suggest that
markets may provide consumers in the United States and other cultural
exporting countries with less foreign material than their citizens value.

Finally, two further observations might be made about this political-
cultural-economic argument. First, though not spelled out, this economic
argument as well as justice-based distributive values also supports varia-
tion between different states” intellectual property laws. The competing
policy issues are complex, but there is no reason to think the same rules
are ideal for different contexts and, hence, so-called harmonization will
often be an misguided aim. Second, it should be noted that these argu-
ments against a pure free trade regime internationally apply equally to
domestic media and cultural policies. Subsidizing and otherwise favoring
certain domestic cultural materials and activities, especially noncommer-
cial content and commercial materials aimed at poorer and smaller cul-
tural or identity groups, can lead to welfare and democratic or egalitarian
gains in any country.® Traditional notions of free trade are warranted nei-
ther internationally nor domestically in relation to media content, just as
suppression (censorship or strong protectionism) is objectionable in both
contexts. Domestically, this difference is partially embodied in U.S. con-
stitutional doctrine that permits virally all structural regulation directed
specifically at the media sphere while ruling out censorship.”” A similarly
attractive result would occur in the international context if protectionism
were debated in terms of human rights law rather than of trade law.

Postscript: A Global Public Sphere

Globalization presents a possible new, democracy-based argument
against protectionism: Multinational corporations currently dominate
the world in the interest of profits. Only international legal responses can
provide adequate responses serving the interests of people. The situation
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parallels the American (constitutional) recognition of the necessity of
federal, rather than sole reliance on state, regulation of the domestic U.S.
economy. Legitimacy in this international regulation requires more than
transparency. Major democratic deficits exist unless the international reg-
ulatory regime, whether by new entities or those such as the World Bank
or International Monetary Fund, is itself subject to control by a global
democratic public sphere. From these conclusions, the need for a global
culture and public sphere, supported by unimpeded international trade
in informational products, might be proposed.

Whatever the merits and possibilities of an eventual democratically
responsive international political order, democrats might wisely conclude
that, in the short to intermediate term, legal or policy power at the inter-
national level will be even more dominated by multinational corporate
economic interests than it is at the domestic level. Thus, for now, possi-
bly democratic advocates should be most oriented toward increasing
the democratic quality as well as the power of more local governments.
If so, communications policy should most centrally aim at promoting a
more robust and democratically supportive domestic communications
order. For many countries, this will include weak protectionism as well as
domestic subsidy programs that would be contrary to standard free trade
principles.

Even if in the long term the international order develops global
democratic governmental institutions, recommendations of free trade
and for a unified global cultural order may be misguided. The capac-
ity for groups to participate in a nondominated authentic manner
within any broader political or cultural discourse requires that they be
grounded in an informed and secure sense of their own values and
identity. Purportedly open public spheres are often actually dominated
by the most power groups or interests—at least unless more marginal
groups are first given the opportunity to have their own “subaltern
counterpublic” spheres in which they formulate their own positions.”
Thus, an inclusive democratic sphere presumes the existence of robust
smaller public spheres in which identity groups—and nations—for-
mulate, debate, maintain, and change their own values. This point does
not deny that global government requires some form of global public
sphere but does problematize its appropriate structure. The inherent
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economic advantages of the global commercial cultural and informa-
tion products as contrasted to the value of smaller public spheres sug-
gest that, though both are needed, free trade’s tendency to give legal
priority to commercial global communications firms would be mis-
guided. In a sense, such a policy represents a misguided conception
of how multiple public spheres contribute to democracy. It fails to see
the necessity of nurturing smaller public spheres for each cultural (or
national) group that an inclusive democratic should hope will be able
to participate globally.
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Weighing the Scales
The Internet’s Effect on State—Society Relations

Daniel W Drezner

HOW DOES THE INFORMATION REVOLUTION affect the relationship
between governments and global civil society? Does the Internet lead to
greater democratization and liberalization? The political science on this
question could be best described as ambiguous.' This is because two
very different narratives can answer this question. The more popular and
prominent argument is that the Internet dramatically lowers the costs
of networked communication; therefore, civil society groups are better
able to mobilize action to influence governments. Countless articles have
been written about how the Internet has facilitated social movements to
advocate for some international treaties—Ilike the Landmine Conven-
tion—and to block movement on other initiatives—such as the Multi-
lateral Agreement on Investment. Decentralized forms of civil society are
particularly likely to thrive with the emergence of Web 2.0 technologies
like Facebook and Twitter; the networked structure of online communi-
ties closely mirrors the structure of global civil society. The coordination
of worldwide protests that took place in the run-up to the Second Gulf
War is but one example of this phenomenon.The growth of the blogo-
sphere as a force in American politics is only the latest manifestation of
this trend.
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The counterargument is that states are becoming increasingly savvy in
their regulation of the information revolution. The code that forms the
backbone of the Internet’s architecture leaves several critical nodes vul-
nerable to regulation by governments.? Discriminating governments have
the capacity to decide which elements of digital information they choose
to let in and which elements they can screen out. Beyond information,
authoritarian governments have been willing to make life uncomfortable
for the citizens who use online activities to threaten the regime in power.
Governments ranging from China’s to Iran’s to that of Belarus have dem-
onstrated a willingness to crack down on civil society activists and blog-
gers who defy the state.

These contradictory trends highlight the contradictory trends inher-
ent in analyzing how ICT affects the art and science of politics. Does the
Internet empower the coercive control of governments at the expense
of citizen activists, or vice versa? As someone who has at different times
advanced both sides of this argument, I fully recognize and appreciate
the complexities of this question.* In this chapter I offer a preliminary
answer—that while the Internet has probably empowered nonstate
actors more than states, the effect of this empowerment is not constant
across all types of political environments. In open societies, there is no
question that the Internet has enhanced the power of civil society vis-
a-vis the state. In dealing with totalitarian governments or international
governmental negotiations, the information revolution does not funda-
mentally affect the state’s ability to advance its interests.

There is an internal tension contained in this answer, and it comes to
the surface when considering the ability of online activism to trigger an
abrupt shift in public attitudes toward authoritarian states. A quiescent
public dramatically lowers the costs of repression for a government.
However, information technologies have the capacity to dramatically
redirect the “information cascades” that promote quiescence. This forces
authoritarian governments into a more stark choice than they would
otherwise prefer. These governments must crack down on the global
flow of information even further if they wish to protect themselves from
the threat of “people power” revolts. In the process, however, they deny
themselves the opportunity to exploit the vast economic potential of the
information society.
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This chapter is divided into five sections. The next section reviews in
greater depth the contrasting takes within the political science literature
regarding the effect of ICT on state—society relations. The third section
discusses how the information revolution has affected transaction-cost
economics. This discussion serves as a useful metaphor in understanding
how ICT affects the ability of civil society to mobilize and the ability of
states to repress. The fourth section examines the choice states face when
encountering a civil society empowered with information technology.
The final section discusses the relative brittleness of authoritarian govern-
ments in a world of information cascades.

Here Come the Smart Mobs

Scholars have generated prodigious amounts of theory and evidence
to support the contention that the Internet and other communica-
tion technologies empower global civil society (GCS). Part of the logic
is the compatibility of their organizational structures. Most observers
argue that global civil society is organized like a network, “characterized
by voluntary, reciprocal, and horizontal patterns of communication and
exchange.” Different nodes of a network must be able to exchange infor-
mation in order for this type of organization to be effective. The more
dense the network—in terms of the number of nodes, connections, and
diversity of participants—the more effective nonstate actors can be. One
undeniable trigger for the emergence of GCS has been the persistent
decline in costs of transportation and communication. The development
of the Internet, the proliferation of cellular phone networks, and the
deregulation of air travel enhance the networking power of global civil
society.

Researchers have argued that global civil society played a crucial role
in a variety of international negotiations, ranging from human rights
advocacy to the Landmine Convention. Perhaps the first exemplar case
is the role that transnational activist networks played in the failure of the
Multilateral Agreement on Investment (MAI). The MAI was an OECD
initiative launched in 1995 that would have standardized how govern-
ments could regulate foreign direct investment. A broad array of activist
groups opposed the aims of the MAI and took active steps to sabotage
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the negotiations. Anti-MAI organizations posted draft versions of the
treaty on their Web sites. Activists, representing 600 organizations from
approximately 70 countries, dogged the negotiators at the OECD head-
quarters in Paris. In 1998, they also protested the agreement at meetings
of the WTO and UNCTAD. French officials acknowledged civil society
opposition as a factor in the breakdown of negotiations.® Stephen Kobrin
concludes: “The story of the MAI is a cautionary tale about the impact of
an electronically networked global civil society.”” Other scholars study-
ing global civil society share this assessment, though it is not without its
detractors.’

At the domestic level, it has been commonly predicted that the infor-
mation revolution empowers civil society at the expense of the state.
Internet enthusiasts have long dismissed the ability of states to block
specific kinds of Internet content. In 1993 John Gilmore, a co-founder
of the Electronic Frontier Foundation, famously concluded: “The Net
interprets censorship as damage and routes around it.” Civil society activ-
ists and bloggers have played a prominent role in agitating for greater
openness in repressive societies. Weblogs provided crucial information
for protesters during the Ukraine’s “Orange Revolution” in November
and December 2004. They also provided an accessible window to global
media outlets through which reporters could interpret and report on
breaking news. For the protesters themselves, some blogs functioned as
message boards—otherwise known as “focal points™—for coordinating
street actions.

The advent of Web 2.0 technologies such as Facebook, YouTube, and
Twitter has provided civil society activists with additional mechanisms
for coordinating social action. In 2009, Facebook’s vice president for
global communications and public policy observed, “Some of the most
interesting uses of Facebook have been for the purpose of social action,
which is essentially political action” (quoted in Tselik 2009).” Twitter
became a means of rapidly mobilizing flashmobs in Moldova; Facebook
became an important forum for Pakistanis to discuss the future of their
society.® In the aftermath of the June 2009 disputed presidential election
in Iran, the U.S. State Department’s Policy Planning Staff requested that
Twitter delay its scheduled maintenance—to allow protesters to commu-
nicate with one another and the outside world. Graphic videos of Neda
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Agha-Soltani being shot to death in Tehran were uploaded to YouTube,
acting as a focal point for protesters in Iran. With the Iranian government
imposing severe restrictions on the activities of Western media outlets,
journalists began relying on Web 2.0 sources of information to supple-
ment their news accounts. Prominent bloggers such as Andrew Sullivan
and Nico Pitney acted as information aggregators of various Twitter feeds
emanating from Iran."

These anecdotes suggest that, under certain circumstances, online
activists can affect politics in regimes where there is no thriving indepen-
dent media sector. For starters, activist Web sites can become an alter-
native source of news and commentary in countries where traditional
media are under state control. Blogs and social networking technologies
are more difficult to control than television or newspapers, especially
under regimes that are tolerant of some degree of free expression. Faced
with various domestic obstacles, online activists based inside these coun-
tries, connected to diaspora communities based outside these countries,
can try to influence foreign media, with knock-on effects at home. Mar-
garet Keck and Kathryn Sikkink note in Activists Beyond Borders that
activists who are unable to change conditions in their own countries can
leverage their power by taking their case to transnational activists, who in
turn publicize abuses and lobby their governments. Keck and Sikkink call
this a “boomerang effect,” because repression at home can lead to inter-
national pressure against the regime from abroad. Indeed, the advent of
Web 2.0 technologies allows many online activists to make direct appeals
to the global public sphere, bypassing editorial gatekeepers in traditional
media outlets.

The State Strikes Back

Despite the apparent symbiosis between the growth of the informa-
tion society and global civil society, other scholars have pointed out
that repressive states have been able to control information technolo-
gies more effectively than previously thought. Technological measures to
regulate the Internet include the creation of firewalls and proxy servers,
routers, and software filters to block content deemed undesirable. Non-
technological measures include the imprisonment of relevant individu-
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als, active policing, high taxation, and pressuring Internet service pro-
viders (ISPs).” Even if these measures are not 100 percent effective, their
enactment affects the cost/benefit analysis of activists seeking to use the
Internet as a means of acquiring officially frowned-upon content. As Jack
Goldsmith and Timothy Wu have observed, “if governments can raise
the cost of Internet transactions, they can regulate Internet transactions,
even if the regulation is imperfect.”® Combined, these steps can block
undesired content as well as retard Internet use.

The result has been effective government regulation of Internet con-
tent across countries. For totalitarian states, the modes of regulation
have been historically crude but effective. Cuba simply outlaws the
sale of personal computers to individuals; until 2002, Myanmar out-
lawed the personal ownership of modems.** The Syrian government has
arrested numerous citizens for using the Internet to send information
about government demonstrations." Saudi Arabia censors the Internet
by requiring all Web access to be routed through a proxy server that the
government edits for content, blocking access to pornographic, reli-
gious, and politically sensitive material.'® An assessment of the Saudi
filtering system concluded that substantial amounts of Web content are
effectively inaccessible from Saudi Arabia. Similarly successful Internet
restrictions have been imposed in countries as diverse as Tunisia and
Vietnam."”

Cross-national studies provide strong support for the argument that
authoritarian and totalitarian regimes have been successful in mitigat-
ing the spread of the Internet. One 2001 study found that the combined
Internet bandwidth used by eight Arab countries was roughly equal to
that used by so0 cable modem subscribers in the United States. Rich-
ard Beilock and Daniela Dimitrova found that countries with lower
Freedom House scores for civil liberties had significantly lower Internet
usage—even after controlling for economic development. Helen Milner’s
research into Internet diffusion yields similar results. Using multiple mea-
sures of regime type, time series cross-sectional regressions demonstrate
that, ceteris paribus, democracies permit much greater online access, both
in terms of Internet users per capita and Internet hosts per capita.”

State control over the Internet goes beyond crude repression tech-
niques, however. Authoritarian states with a greater interest in maximiz-
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ing economic growth have—to date—succeeded in restricting political
content on the Internet without sacrificing its commercial possibilities.
Singapore would be the exemplar for this sort of regulatory framework;
its government has been eager to attract foreign investment in informa-
tion technologies. At the same time, a 1996 law required all political par-
ties, religious organizations, and any individuals with Web pages discuss-
ing either religion or politics to register with the Singapore Broadcasting
Authority."” Singapore’s approach has been the model for many East
Asian governments, including China’s.>® Starting in 2000, China passed a
series of laws criminalizing the production or consumption of “unauthor-
ized” political content.” In July 2002, China was able to persuade more
than 300 Internet service providers and Web portals, including Yahoo!, to
sign a voluntary pledge refraining from “producing, posting, or dissemi-
nating pernicious information that may jeopardize state security and dis-
rupt social stability.”** The central government also rerouted attempts to
access search engines like Google to search engines owned or regulated
by the government.”

State efforts at censorship have also succeeded in disrupting Web 2.0
technologies when it serves government interests. Governments can sty-
mie their citizens’ access to a large fraction of the blogosphere by filter-
ing out standardized blog domains such as Blogger and Typepad. In 2005,
China required all bloggers with independent Web sites to register with
the government. Microsoft, acceding to the Chinese regime’s request,
also blocked blog entries that contained words like “freedom,” “democ-
racy,” “human rights,” and “demonstration.”** Google and Yahoo! took
similar steps.

Increasingly, however, coercive governments are learning how to turn
Web 2.0 technologies to their advantage. By monitoring social network-
ing sites like LiveJournal, Belarusian authorities were able to end the
use of “smart mob” tactics in 2006; as Evgeny Morozov observes, “social
media created a digital panopticon that thwarted the revolution; its
networks, transmitting public fear, were infiltrated and hopelessly out-
gunned by the power of the state. . . . The emergence of new digital spaces
for dissent also [led] to new ways of tracking it.”** Similarly, the Iranian
government struck back at Green Revolution protesters by identifying
their leadership through their use of Facebook and Twitter. Expatriates
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who criticized the regime discovered that their relatives still in Iran faced
persecution.”® Nor is this activity limited to authoritarian states—the
Israeli military has formed a unit to combat anti-Israeli rhetoric on Web
2.0 platforms.”

A Transaction Costs Metaphor

As the previous section suggests, parsing out how ICT affects the tug-
of-war between states and civil society activists is exceedingly difficult.
Metaphorically, the problem is akin to the one economists face when
predicting how the communications revolution would affect the opti-
mal size of the firm. Beginning with Ronald Coase, economists have
argued that individuals face transaction costs when they use the mar-
ket, and that these costs determine the optimal size of firms.”® Transac-
tion costs can range from the time spent searching for more informa-
tion about prices, costs, and the reputations of other buyers and sellers.
If these costs of market exchange exceed those of more hierarchical
governance structures—that is, firms—then hierarchy is the optimal
choice.

As communication costs have fallen over the past years and decades,
the obvious prediction from transaction costs economics would have
been a concomitant decline in the optimal size of the firm.* There were
lots of predictions about how the communications revolution would lead
to an explosion in independent entrepreneurship.** Empirically, how-
ever, there has been minimal change. Corporate size remains relatively
unchanged in the aggregate. To be sure, the Internet has encouraged firms
to engage in various forms of outsourcing, offshoring, and subcontract-
ing as a form of experimentation in management.* This has not affected
aggregate firm size, however.

Part of the reason for this lack of change has been that the information
revolution has lowered the organization costs of hierarchy as well. Better
data management has enabled large firms in the retail sector to rationalize
their inventory management, dramatically boosting their productivity.>*
Better data mining techniques have improved the efficiency of online
advertising and marketing. While individuals encounter fewer costs
in contracting with the market, firms experience fewer costs in manag-
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ing their internal hierarchies. Indeed, for some sectors—retail finance
and professional services, for example—the information revolution has
increased the optimal size of the firm.

The implications of this discussion for the Internet’s effect on states
and civil society should be apparent. There is a tendency among pun-
dits to pay attention to how the Internet lowers the costs of organization
among citizen activists. However, what must be acknowledged is that
the Internet lowers the costs of government monitoring as well. Even if a
government chooses not to censor online political activity, the enhanced
monitoring capabilities make it easier for the state to anticipate and regu-
late civic protests.

Whom Does the Internet Empower?

Political scientists and international relations scholars think of power as
a zero-sum commodity. The more power that one actor acquires, the less
relative power there is for others. This begs two questions. First, even if
ICT facilitates the coordination capabilities of both states and civil soci-
ety groups, which actors are more empowered? Second, does the change
in the distribution of power fundamentally affect politics at the domestic
and global levels?

The answer to the first question is relatively clear—civil society groups
benefit more from the information revolution. This is mostly due to the
paucity of pre-Internet tools these groups had at their disposal. The non-
governmental organizations (NGOs) that form the backbone of global
civil society lack significant amounts of the hard power resources that
governments possess. NGOs are characterized by limited budgets and
small staffs and have a limited ability to compel state action. Long before
the information revolution, governments were already able to rely on a
welter of coercive instruments. The information revolution has allowed
NGOs to better utilize their political tools. It has allowed previously
nonexistent actors, such as bloggers, to make their political presence felt.
Although the net shift in the distribution of power is less than cyberen-
thusiasts believe, the size of preexisting coercive resources means that the
marginal benefit from the Internet is lower for governments than for non-
governmental actors.
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Is this shift in the distribution of power an important one, however?
The answer to this question has less to do with the power of information
technology and more to do with the power of norms. Even if the Internet
empowers global civil society, the question is whether governments are
willing to tolerate more vocal citizen activists or not. In democratic gov-
ernments, the stable rule of law automatically stacks the normative deck
in favor of nonstate actors. Unless governments are willing to deploy
their coercive capabilities, then obviously civil society elements will gain
from the information revolution.

However, there are arenas of political contestation where exist-
ing norms—or the lack thereof—permit the regulation or control of
civil society groups. In international negotiations, for example, global
civil society advocates deride the “green room” process, in which key
decisions are made by powerful states behind closed doors. However,
because doing so would dilute their influence, great powers are decidedly
unwilling to open up the green room. Analysis of the various UN confer-
ences reveals that over time, states have become more adept at excluding
various NGOs from key bargaining sessions and preparatory committee
meetings.®® Even in the case of content regulation of the Internet itself,
global civil society and human rights activists have been thwarted in their
efforts to establish a norm of online press freedom. At Tunis in 2005, for
example, the first World Summit for the Information Society’s official
Plan of Action encouraged governments to “combat illegal and harmful
content in media content,” a stark reminder of the limits of civil society
influence upon multilateral negotiations.** Because the power of liberal
norms remains constrained at the global stage, it is unlikely that this state
of affairs will change anytime soon.

Similarly, governments determined to cement their grip on power will
also be willing to flout norms of open expression. These governments
will be able to mitigate the ability of civil society groups to exploit the
Internet. In February 2005 a spokesman for Amnesty International told
the BBC that the organization “has recorded a growing number of cases
of people detained or imprisoned for disseminating their beliefs or infor-
mation through the internet, in countries such as China, Syria, Vietnam,
the Maldives, Cuba, Iran and Zimbabwe. . . . It is also shocking to realize
that in the communications age just expressing support for an internet
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activist is enough to land people in jail.”** Following the most recent wave
of democratic transitions, authoritarian governments in Belarus and
Uzbekistan stepped up their crackdowns on Internet activists in response
to rising internal dissent.*®

It would seem, therefore, that the Internet merely reinforces the pre-
existing dynamics between states and nonstate actors. In societies that
value liberal norms—democracies—the Internet clearly empowers non-
state actors to influence the government. In arenas where liberal norms
are not widely accepted—interstate negotiations and totalitarian govern-
ments—the Internet has no appreciable effect.

However, there is one category where the Internet could prove to have
a pivotal effect on state—society relations: the large group of authoritarian
and semi-authoritarian states that wish to exploit the economic possibili-
ties of the information society. There is increasing evidence that greater
access to global information flows increases growth opportunities for
states.” However, any state that permits Internet or cellular phone use for
commercial possibilities will face difficulties in perfectly censoring unde-
sirable communication or halting all attempts at political coordination.

Information Cascades and Illiberal Civil Societies

Given the other coercive tools of government, imperfect censoring
would appear at first glance to be a minor inconvenience. However, the
wave of revolutions and uprisings in Serbia, Georgia, the Ukraine, Leba-
non, Kyrgyzstan, Belarus, Moldova, Myanmar, and Iran suggests one area
where information and communication technologies can have a dramatic
effect—correcting information cascades.

An informational cascade takes place when individuals acting in condi-
tions of uncertainty strongly condition their choices on what others have
done. More formally, an information cascade is a situation in which every
actor, based on the observations of others, makes the same choice inde-
pendent of his/her private information signal*® Less formally, an infor-
mation cascade demonstrates the power of peer pressure—many individ-
uals will choose actions based on what they observe others doing.

Information cascades can often lead to suboptimal outcomes when
compared with decentralized and independent decision making.** In
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repressive societies, information cascades often lead citizens to acquiesce
to government coercion, even if a broad swath of the public would pre-
fer coordinated action. Citizen coordination and mobilization is highly
unlikely among risk-averse actors unless there is some assurance that
others will behave similarly. At the same time, however, a shock to the
system—a scheduled election, natural disaster, sporting event, or unrest
in a neighboring country—can trigger spontaneous acts of protest and
trigger a reverse in the cascade. This explains why repressive societies
often appear stable for years and yet without warning can face a massive
scaling up of protests and civic action.* A little bit of public information
can reverse a longstanding informational cascade that contributed to citizen
quiescence. Even if people may have previously chosen one action, seem-
ingly little information can induce the same people to choose the exact
opposite action in response to a slight increase in information.*

The spread of information technology increases the fragility of infor-
mation cascades that sustain the appearance of authoritarian control. This
effect creates windows of opportunity for civil society groups. While gov-
ernments may be able to censor Internet content and repress activists dur-
ing periods of “normal” levels of unrest, that ability may not remain constant
over time. This is particularly true as more and more Web 2.0 technologies
are created that bypass the state’s ability to control the flow of information.

At moments when a critical mass of citizens recognizes their mutual
dissatisfaction with their government, the ability of the state to repress
can evaporate. In some cases of “people power” mobilization, govern-
ment-controlled media outlets have often switched sides and supported
activists against repressive governments.** Such moments dramatically
increase the state’s price of using coercion to reassert political control.
The role of new media—be it Twitter or text messaging—has the poten-
tial to be even more significant.

If repressive governments were previously unaware of the informa-
tion revolution’s effect on political coordination, the most recent wave
of democratization has undoubtedly made them aware. Recent events
in Moldova and Iran demonstrate that repressive governments can still
coexist with the information revolution. If civil society movements fail to
dislodge a repressive government during the first set of large-scale pro-
tests, those governments will be more likely to keep information cascades
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working in their favor. And yet, while these governments can choose to
crack down even harder on civil society groups that exploit the Inter-
net, the long-term opportunity costs of such a crackdown are also on the
increase. Over time, authoritarian governments will be faced with a dif-
ficult choice—accept a greater risk of popular revolt, or engage in costly
acts of repression.

This does not mean that if repressive societies become more open,
they automatically become more liberal. The term “networked civil soci-
ety” conjures an image of law-abiding, civic-minded activists committed
to Western notions of liberal democracy. The reality is quite different. In
the United States, the Internet has fueled extremist groups dedicated to
the proposition that the George W. Bush administration caused the 9/11
attacks, or that Barack Obama is actually a radical Muslim not born in the
United States. As Cass Sunstein has observed, online networking allows
for information to be filtered through rigid ideological lenses, contribut-
ing to more extreme political beliefs.*

These effects are equally likely to be at play in the rest of the world. The
1979 revolution in Iran and 1994 genocide in Rwanda showed that informa-
tion technologies are conduits for any kind of information transmission—
not just “desirable” forms. Extremists, criminals, terrorists, and hyperna-
tionalists have embraced the information society just as eagerly as classical
liberals. Insurgents have used text messaging from cell phones to recruit,
track, and intimidate other Iraqis—as well as set off improvised explosive
devices. One of the most robust forms of online activism in China has been
nationalist outrage over Chinese investments in the United States. In Leba-
non, the political actor that has adapted to Web 2.0 technologies the quick-
est has been Hezbollah. YouTube is popular among Mexican criminal gangs
because they can upload assassination videos as a form of intimidation.
Russian nationalists contributed to cyberattacks against Georgian Web
sites and have targeted ethnic minorities via Google Maps.**

The U.S. State Department has begun to invest serious resources in the
use of online technologies to promote civic activism. In November 2009,
Secretary of State Hillary Rodham Clinton announced the Civil Soci-
ety 2.0 Initiative to build the capacity of grassroots organizations though
the use of blogs, social networks, and other Web 2.0 technologies. In her
announcement, she pledged that the United States would “send experts
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in digital technology and communications to help build capacity” for
civil society groups worldwide.* This initiative might yield the desired
results, but it suffers from the misperception that these technologies aid
only “good” groups. It is also possible that the initiative could fail because
of the coercive apparatus of a repressive government—or succeed in
empowering illiberal forces worldwide.
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Local Nets on a Global Network

Filtering and the Internet Governance Problem

John G. Palfrey Jr.

MORE THAN THREE DOZEN STATES around the world take part in
censoring what their citizens can see and do on the Internet. This prac-
tice is increasingly widespread, with extensive filtering regimes in place in
China, Iran, Burma (Myanmar), Syria, and Uzbekistan. Censorship using
technological filters is often coupled with restrictive laws related to what
the press can publish, opaque surveillance practices, and severe penalties
for people who break the state’s rules of using the Internet. This trend has
been emerging since at least 2002.

As Internet use overall and the practice of online censorship grow,
heads of state and their representatives have been gathering to dis-
cuss the broad topic of “Internet governance” at a series of high-profile,
global meetings. These meetings have taken the form of periodic World
Summits on the Information Society and, more recently, meetings of
the Internet Governance Forum. The widespread practice of block-
ing citizens from accessing certain information on the Internet from
within a given state offers a point of engagement for the Internet gover-
nance debate that takes place at these summits and forums. Those who
have participated in and lead these global efforts—the World Summit
on Information Society’s planners, the members of the United Nations
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ICT Task Force, the members of the United Nations” Working Group on
Internet Governance, the Internet Governance Forum’s leaders—have by
and large avoided this matter of Internet filtering. These influential meet-
ings could profitably be focused on this issue in order, at a minimum, to
establish a set of principles and best practices related to Internet filtering.
The reason the Internet filtering issue is not at the top of the agenda for
these global discussions may seem obvious. On a superficial level, this topic is
an unattractive candidate for the Internet governance decision makers to take
up. Diplomatic niceties make hard conversations about divisive issues unpleas-
ant. A serious discussion of Internet filtering would dredge up thorny topics
like free expression, privacy, national security, international enforcement, and
state sovereignty—issues on which states are likely to disagree vehemently.
But as a result, the Internet governance debate might take on new life
and importance. It might, in the process, engage more stakeholders in
the conversation in meaningful ways. It could focus discussion on the
core problems related to the divergence of views among states as to what
a “good” Internet looks like. It would put in relief the jurisdictional issues
related to every country in the world sharing a single, unitary public net-
work of networks, far more powerful than any such network that has come
before, with the power to bring people together and to divide them—while
also acknowledging the fact that states can and do exert power over what
their citizens do on this network. It could help situate local conversations
about issues like network neutrality into a global context. It would prompt
an examination of whether any single set of rules might serve to address
concerns related to content on the Internet. And, in the process, it would
encourage states to come clean about the lengths to which they are will-
ing to go to block their citizens from accessing information online. At best,
such a discussion would bring the issue of state-based Internet censorship
into the spotlight and might, in the process, lead some states to reform their
Internet filtering practices so as to become more open and transparent.

The Internet Governance Debate

No one is quite sure what the Internet governance debate is all about,
exactly. Since the round of preparatory conferences leading up to the first
meeting of the World Summit on Information Society (WSIS) in Decem-
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ber 2003, the net has buzzed with a mixture of fear, mistrust, conspiracy
theories, posturing, and horse-trading. Most people who have involved
themselves in the law and policy in this area are certain that Internet
governance is quite important. And, surely, it is. But points of orienta-
tion—handholds—in the debate are elusive, beyond the set of abstract
principles set forth at the end of the first WSIS gathering. Consider that
the initial efforts of the United Nations’ Working Group on Internet Gov-
ernance, ably chaired by veteran Swiss diplomat Markus Kummer, were
oriented toward coming up with a definition of Internet governance—a
year and a half after the first WSIS meeting. Since that time, a useful con-
versation has ensued, but the topics on the agenda have largely revolved
around perennial issues, without substantial resolution. The Internet
Governance Forum surely plays an important role in the global discus-
sion of this topic, but it alone is not sufficient to resolve important differ-
ences in how the Internet is, in fact, governed, locally and globally.

The problem is not that there is a shortage of candidates worthy of the
attention of the many capable minds focused on Internet governance.!
The primary lightning rod for Internet governance discussions contin-
ues to be issues related to the management of Internet resources, includ-
ing the domain name system and related policy issues. Discussion of the
beleaguered Internet Corporation for Assigned Names and Numbers
(ICANN) continues to play a central role. While deeply flawed from a
structural perspective and still much in need of overhaul, ICANN occu-
pies an arcane bit of turf—essentially, the port allocation business—that
matters very little to most users of the Internet, particularly in a world in
which most people find Internet resources through search engines and,
increasingly, mobile devices and applications.” Within the context of the
Internet Governance Forum of 2009, meeting in Egypt, the first substan-
tive panel of the event was devoted to traditional ICANN-related matters
such as the transition from IPv4 to IPv6 and the addition of new top-
level domains (TLDs). Possibilities for consideration other than ICANN
reform and these highly specific technical issues, each more important to
the end users of the Internet and their sovereigns, have included a fund
for developing countries to build Internet infrastructure, the quandary of
what to do about spam, and a cluster of problems ordinarily considered
intellectual property concerns.
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Internet filtering is a better candidate for consideration and focus by
the world’s heads of state and their designees than these traditional Inter-
net governance topics. While it raises a wide array of issues, a discussion
of Internet filtering would hone in on whether states actually want their
citizens to have full access to the Internet. It would help guide a public
conversation about what is truly most important about having access to
the Internet and the extent to which states place a premium, if at all, on
the global flow of information. Without collective action, the Internet
will likely continue to become balkanized into a series of local networks,
each governed by local laws, technologies, markets, and norms. As Jona-
than Zittrain has noted, we may be headed toward a localized version of
the Internet, governed in each instance by local laws.? If such a version
of the Internet is inevitably part of our future, perhaps there is a way to
embrace it that can preserve elements of the network that are the most
important. And if the free and open, truly “world wide” Web is what we
are after, intervention may be needed to preserve it.

The Internet Filtering Problem

The fact that extensive Internet filtering occurs around the world is well
documented. Through a collaborative research effort called the Open-
Net Initiative,* the Citizen Lab at the University of Toronto, the Berkman
Center for Internet and Society at Harvard University, and the SecDev
Group (formerly the Advanced Network Research Group at the Uni-
versity of Cambridge and the Oxford Internet Institute) are together
comparing the Internet filtering practices of a series of states in a system-
atic, methodologically rigorous fashion. A primary goal of our research
is to reach useful, substantive conclusions about the nature and extent
of Internet filtering in roughly seventy states and to compare practices
across regions of the world. The OpenNet Initiative has released exten-
sive reports that document and provide context for Internet filtering, pre-
viously reported anecdotally, in each of the states we have studied closely.
Our reports released to date have focused on states in the Middle East
and North Africa, Southeast Asia, and Central Asia, where the world’s
most extensive filtering takes place, though research also covers states in
every region of the world, including North America and Western Europe.
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Filtering implementations (and their respective scopes and levels of
effectiveness) vary widely among the countries we have studied. China,
as documented in a number of studies and supported by the OpenNet
Initiative’s findings, institutes by far the most intricate filtering regime in
the world, with blocking occurring at multiple levels of the network and
covering content that spans a wide range of topic areas. Though its filter-
ing program is widely discussed, Singapore, by contrast, blocks access to
only a handful of sites, each pornographic in nature. Most other states
we are studying implement filtering regimes that fall between the poles
of China and Singapore, each with significant variation from one to the
next. These filtering regimes can be understood only in the political,
legal, religious, and social contexts in which they arise.

Internet filtering occurs in different ways in different parts of the
world. Some states implement a software application developed by one
of a small handful of U.S.-based technology providers. Burma, in the
first incarnation of its filtering regime, has used an open source product
called DansGuardian. Others rely less on technology solutions and more
on “soft controls.” Sometimes the filtering regime is supported explicitly
by the state’s legal code; in other cases, the filtering regime is carried out
through a national security authority, or just presumed to be permissible.
The content blocked spans a wide range of social, religious, and political
information. Our studies have combined a review of whether individual
citizens could access sites in a “global basket” of bellwether sites to test
in every jurisdiction across a variety of sensitive areas—akin to a stock
index sorted by sector—as well as a list of Web sites likely to be sensitive
in some categories only in some countries.

Extent, Character, and Locus of Filtering

More than three dozen states around the world practice technical Inter-
net filtering of various sorts. The number is growing over time. Those
states that do filter have established a network of laws and technical mea-
sures to carry out substantial amounts of filtering that could allow the
practice to become further embedded in their political and cultural envi-
ronments. Web content is constantly changing, of course, and no state we
have yet studied, even China, seems able to carry out its Web filtering in
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a comprehensive manner—that is, consistently blocking access to a range
of sites meeting specified criteria. China appears to be the most nimble
at responding to the shifting Web, likely reflecting a devotion of the most
resources to the filtering enterprise.

A state wishing to filter its citizens’ access to the Internet has several
initial options: DNS filtering, IP filtering, and URL filtering. Most states
with advanced filtering regimes implement URL filtering, as it can avoid
even more drastic overfiltering or underfiltering situations presented by
the other choices and discussed below (“Filtering and Overbreadth”).”
To implement URL filtering, a state must first identify where to place the
filters; if the state directly controls the ISP(s), the answer is clear. Other-
wise, the state may require private or semi-private ISPs to implement the
blocking as part of their service. The technical complexities presented by
URL filtering become nontrivial as the number of users grows to millions
rather than tens of thousands. Some states appear to have limited over-
all access to the Internet in order to keep URL filtering manageable. The
government of Saudi Arabia, for example, made the ability to filter a pre-
requisite of public Internet access, delaying any such access for a period
of several years until the resources to filter were fully in place.

Citizens with technical knowledge can generally circumvent filters
that a state has put in place. Some states acknowledge as much: The over-
seer of Saudi Arabia’s filtering program, via the state-run Internet Ser-
vices Unit, admits that technically savvy users simply cannot be stopped
from accessing blocked content. Expatriates in China, as well as those
citizens who resist the state’s control, frequently find up-to-date proxy
servers through which to connect to the Internet and through which
they can evade filters in the process. While no state will ultimately win a
game of cat-and-mouse with those citizens who are resourceful and dedi-
cated enough to employ circumvention measures, many users will never
do so—rendering filtering regimes at least partially effective despite the
obvious workarounds.

Pause here. Some of the earliest theorizing about control in the online
environment suggested that such state-run control of Internet activity
would not work. It’s important to note that states such as China have
proven that an ambitious state can, by devoting substantial technical,
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financial, and human resources, exert a large measure of control over
what their citizens do online. States, if they want, can erect certain forms
of gates at their borders, even in cyberspace, and can render them effec-
tive through a wide variety of modes of control.®

That does not mean that the issue is simple. For starters, states ordi-
narily need a great deal of help in carrying out filtering and surveillance
regimes. Enter Internet service providers, many of whom require a
license from the government in order to provide Internet access to citi-
zens lawfully. Much Internet filtering is effected by these private ISPs
under respective states’ jurisdictions, though some governments partially
centralize the filtering operation at private Internet Exchange Points—
topological crossroads for network traffic—or through explicit state-run
clearing points established to serve as gatekeepers for Internet traffic.
Some governments implement filtering at public Internet access points
such as the computers found within cybercafés. Such filtering can take
the form of software used in many American libraries and schools for
filtering purposes, or “normative” filtering—government-encouraged
interventions by shop owners and others as citizens surf the Internet in a
public place.

Sometimes the technical control is not enough. The exercise of more
traditional state powers can have a meaningful impact on Internet usage
that does not require the complete technical inaccessibility of particular
categories of content. China, Vietnam, Syria, and Iran have each jailed
“cyber-dissidents.” Against this backdrop, the blocking of Web pages
may be intended to deliver a message to users that state officials monitor
Internet usage—in other words, making it clear to citizens that “someone
is watching what you do online.” This message is reinforced by methods
allowing information to be gathered about what sites a particular user
has visited after the fact, such as the requirement of passports to set up
accounts with ISPs and tighter controls of users at cybercafés.

As we learn more and more about how Internet filtering takes place,
the problems of “governing” the Internet come more sharply into relief—
about how control is exerted, about how citizens in one state can or can-
not connect to others in another state, about the relationship between
each state and its citizens, and about the relationships between states.
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Types of Content Filtered

Around the world, states are blocking access to information online based
upon its content—or what applications hosted at certain sites can do—
for political, religious, and social reasons. Sensitivities within these cat-
egories vary greatly from country to country. Not surprisingly, these
sensitivities track, to large extent, local conflicts. The Internet content
blocked for social reasons—commonly pornography, information about
gay and lesbian issues, and sex education information—is more likely to
be the same across countries than the political and religious information
to which access is blocked.

Several states carry out extensive filtering on certain topics, where
our OpenNet Initiative testing has shown that so percent or more of
the sites we tested on a given topic—say, sex education; or in terms of
applications, anonymization tools—are inaccessible. Very rarely does
any state manage to achieve complete filtering on any topic. The only
areas in which 100 percent filtering is approached are pornography and
anonymizers (sites that if themselves unfiltered would defeat filtering of
other sites by allowing a user to access any Internet destination through
the anonymizers’ gateways). States like Burma, which reportedly monitor
e-mail traffic, also block a high percentage of free e-mail service provid-
ers. Such complete, or near-complete, filtering is additionally found only
in countries that have outsourced the task of identifying pornographic
sites to one of several for-profit American companies and is inevitably
accompanied by overblocking. Outside of these three areas, OpenNet
Initiative testers are consistently able to access some material of a similar
nature to that found on the sites that were being blocked.

Filtering and Overbreadth

Wholly apart from the propriety of extensive government censorship as
a threshold matter, Internet filtering is almost impossible to accomplish
with any degree of precision. There is no way to stem the global flow of
information in a consistently accurate fashion. A country that has decided
to filter the Internet must make an “overbroad” or “underbroad” decision
at the outset. The filtering regime will either block access to too much or
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too little Internet content. Very often, this decision is tied to whether to
use a home-grown system or whether to adopt a commercial software
product, such as SmartFilter, WebSense, or an offering from security pro-
vider Fortinet, each of which are products made in the United States and
are believed to be licensed to countries that filter the Internet. Bahrain,
for instance, has opted for an “underbroad” solution for pornography;
its ISPs appear to block access to a small and essentially fixed number of
“blacklisted” sites. Bahrain may seek to indicate disapproval of access to
pornographic material online, while actually blocking only token access
to such material. The United Arab Emirates, by contrast, seems to have
made the opposite decision by attempting to block much more exten-
sively in similar categories, thereby sweeping into its filtering basket a
number of sites that appear by any metric to have innocuous content.
And Yemen was rebuked by WebSense for allegedly using the company’s
filtering system to block access to material that was not pornographic in
nature, contrary to the company’s policies."

Most of the time, states make blocking determinations to cover a range
of Web content, commonly grouped around a second-level domain name
or the IP address of a Web service (such as http://www.twitter.com
or 66.102.15.100), rather than based on the precise URL of a given Web
page (such as http://www.twitter.com/ username), or a subset of content
found on that page (such as a particular image or string of text). Iran, for
instance, has used such an approach to block a cluster of weblogs that
the state prefers not to have reach its citizens. This approach means that
the filtering process will often not distinguish between permissible and
impermissible content so long as any impermissible content is deemed
“nearby” from a network standpoint.

Because of this wholesale acceptance or rejection of a particular
speaker or site, it is difficult to know exactly what speech was deemed
unacceptable for citizens to access. It’s even harder to ascertain why,
exactly, the speech has been blocked. Bahrain, a country in which we
found only a handful of blocked sites at the outset of our first round of
testing, blocked access to a discussion board at http://www.bahrain-
online.org. The message board likely contains a combination of mes-
sages that would be tolerated independently as well as some that would
appear to meet the state’s criteria for filtering. Likewise, we found mini-
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mal blocking for internal political purposes in the UAE, but the state
did block a site that essentially acted as a catalog of criticism of the state.
Our tests cannot determine whether it was the material covering human
rights abuses or discussion of historical border disputes with Iran, but
inasmuch as the discussion of these topics is taking place within a broad
dissension-based site, the calculation we project onto the censor in UAE
looks significantly different from that for a site with a different ratio of
“offensive” to approved content.

For those states using commercial filtering software and update services
to try to maintain a current list of blocked sites matching particular crite-
ria, we have noted multiple instances where such software has mistaken
sites containing gay and lesbian content for pornography. For instance, the
site for the Log Cabin Republicans of Texas was blocked by the U.S.-based
SmartFilter as pornography, apparently the basis for its blocking by the
United Arab Emirates. (Our research shows that gay and lesbian content is
itself often targeted for filtering, and even when it is not explicitly targeted,
states may not be overly concerned with its unavailability.)

As content changes increasingly quickly on the Web and generaliza-
tions become more difficult to make by URL or domain—thanks in part
to the rise of simpler, faster, and aggregated publishing tools, like those
found on weblog sites—accurate filtering is likely to get trickier for filter-
ing regimes to address over time unless they want to take the step of ban-
ning nearly everything.

For example, free Web hosting domains tend to group an enormous
array of changing content and thus provoke very different responses
from state governments. In 2004, Saudi Arabia blocked every page we
tested on http://freespacevirginnet and www.erols.com." However,
our research indicated that the www.erols.com sites had been only mini-
mally blocked in 2002, and the http://freespacevirgin.net sites had been
blocked in 2002, but accessible in 2003 before being re-blocked in 2004.
In all three tests, Saudi Arabia practiced by-URL blocking on www.geoci-
ties.com (possibly through SmartFilter categorization), blocking only 3
percent of more than a thousand sites tested in 2004. Vietnam blocked
all sites we tested on the www.geocities.com and members.tripod.org
domains. In our recent testing, we have found that Turkey and Syria have

been blocking all of Blogspot’s hosted blogging service.”
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China’s response to the same problem provides an instructive contrast.
When China became worried about bloggers, it shut down the main
blogging domains for a period of weeks in the summer of 2004. When
the domains came back online, the blogging systems contained filters
that would reject posts containing particular keywords.” Even Microsoft’s
MSN Spaces blogs software blocked writers from publishing terms like
“democracy” from China. In effect, China moved to a content-based fil-
tering system but determined that the best place for such content evalu-
ation was not the point of Web page access but the point of publication,
and it possessed the authority to force these filters on the downstream
application provider. This approach is similar to that taken with Google
to respond to the accessibility of disfavored content via Google’s cach-
ing function. Google was blocked in China until a mechanism was put in
place to prevent cache access.' These examples make clear the length to
which regimes can go to preserve “good” access instead of simply block-
ing an entire service.

These examples also demonstrate the increasing reliance by states
on “just-in-time” filtering, rather than filtering that occurs in the same,
constant way over time. While the paradigmatic case of Internet filter-
ing was initially the state that wished to block its citizens from viewing
any pornography online at any time (for instance, Saudi Arabia), the
phenomenon of a state’s blocking particular speech or types of speech
at a sensitive moment has become commonplace. For instance, the Chi-
nese state blocked sites such as Twitter and YouTube at the time of the
twentieth anniversary of the Tiananmen Square demonstrations in June
2009. A few weeks later, the Iranian state blocked similar sites, including
Facebook, at the time of demonstrations in the streets of Tehran. These
blocks are often lifted once the “trouble” has passed. One means of track-
ing these changes in the availability of applications and Web sites is a
project called Herdict.org, which enables people from around the world
to submit reports on what they can and cannot access in real-time.'s

Alternate approaches that demand a finer-grained means of filtering,
such as the use of automated keywords to identify and expunge sensitive
information on the fly, or greater manual involvement in choosing indi-
vidual Web pages to be filtered, are possible so long as a state is willing to
invest in them. China in particular appears to be prepared to make such
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an investment, one mirrored by choices demonstrated about more tradi-
tional media. For example, China allows CNN to be broadcast within the
country with a form of time delay, so the feed can be temporarily turned
off when, in one case, stories about the death of Zhao Ziyang were broad-
cast.' The global flow of information is tempered by the ingenuity of the
censors, expressed through technical controls at many layers.

Law and Soft Controls

Just as dozens of states use technical means to block citizens from access-
ing content on the Internet, most also employ legal and other “soft”
means of control. Many states that filter use a combination of media, tele-
communications, national security, and Internet-specific laws and regu-
latory schemes to restrict the publication of and access to information
on the Internet. States often require Internet service providers to obtain
licenses before providing Internet access to citizens. Some states—China
and Turkey, for instance, which have each enacted special regulations to
this effect—apply pressure on cybercafés and Internet service provid-
ers to monitor Internet usage by their customers. With the exceptions of
Saudi Arabia and Qatar, no country seems explicitly to communicate to
the public about its process for blocking and unblocking content on the
Internet. Most countries, instead, have a series of broad laws that cover
content issues online, both empowering states that need it to carry out
filtering regimes and putting citizens on general notice not to publish or
to access content online that violates certain norms.

Often these “soft” controls are exercised through social norms or
through control at the far edges of the network. Sometimes the state
requires nongovernmental organizations and religious leaders to regis-
ter before using the Internet to communicate about the topics they work
on. In China and in parts of Central Asia, very often the most fearsome
enforcer of the state’s will is the old woman on one’s block, who may or
may not be on the state’s payroll. The control might be exercised, as in
Singapore, largely through family dynamics. The call by a local police
force to the Malaysian blogger to come and talk about his publishing to
the Web might have as much of an effect on expression as any law on the
books or technical blocking system.

[ 150 ]



Local Nets on a Global Network

Whether through advanced information technology, legal mecha-
nisms, or “soft” controls, a growing number of states around the world are
seeking to control the global flow of information. Ordinarily, this control
takes the form of blocking, through technical means, that state’s citizens
from accessing certain information online. In other instances, the block-
ing stops the state’s citizens from publishing information online, in effect
disallowing people outside the state from hearing the voices of the state’s
citizens. Most filtering regimes cause a chilling effect on the use of infor-
mation technologies as a means of free expression, whether for political,
religious, or cultural purposes.

Transparency in Filtering as
the Focus of the Internet Governance Debate

The Internet governance debate could profitably take up the issue of fil-
tering on the net. The practice of filtering is now a widely known fact, but
the hard problems that stem from this practice are infrequently discussed
as a matter of public policy. The blocking and surveillance of citizens’
activity on the Internet—Dby virtue of the network’s architecture, an issue
of international dimensions—calls for discussion at a multilateral level.
Rather than fret over the finer points of the domain name system, time
would be better spent in Internet governance discussions considering
rules that relate, for instance, to specific issues like transparency in Inter-
net filtering or to broad issues of interconnection of the global network.
The Internet filtering problem offers much more to be gained—even
through frank discussion, if not action—and provides an exercise worthy
of an extraordinary gathering of world leaders who want to talk about the
global “Information Society.”

There is certainly an argument to be made that Internet filtering is a
private matter between a state and its citizens as to what information citi-
zens may access online.”” States that censor the Internet assert the right to
sovereignty. From the state’s perspective, the public interest, as defined in
one state, say Saudi Arabia, is different from the public interest as defined
by the state in Uzbekistan, or in China, or in the United Kingdom. States
can, and do, exercise their sovereignty through control of the information
environment.
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Even if true, that argument should not end the conversation about
Internet filtering. A global discussion about the relationship between
these filtering and surveillance practices and human rights could be
extremely fruitful. Specifically, states might consider rules that relate
to common standards for transparency in Internet filtering and sur-
veillance practices as they relate to individuals and those corpo-
rations drawn into the process. On a broader level, the issue raised
here is about interconnection between states and the citizens of those
states—and ultimately about what sort of an Internet we want to be
building and whether the global flow of information is a sustainable
vision.

For instance, we have yet to join the ethical interests at play in filtering.
States vary greatly in terms of how explicitly the filtering regime is dis-
cussed and the amount that citizens can come to know about it. No state
that we studied makes its block list generally available.®® The world lead-
ers who gather periodically at United Nations—sponsored meetings and
at the Internet Governance Forums could make the most of their leader-
ship by taking up the mantle of seeking to establish a set of principles and
best practices related to Internet filtering and the transparency related to
filtering regimes. They might also focus profitably on the difficult prob-
lems facing those multinational companies which do business in regimes
that require them to filter and support surveillance of the network in
ways that would not be legally permissible in the company’s home juris-
diction.

This broader vision of Internet filtering—about what sort of a future
we seek for the Internet—is just the sort of topic on which the Internet
governance debate ought to focus. Even though Internet filtering is hard
to talk about as part of a global conversation, it is important that we do so.
The net is becoming each day larger and more fractured. Trends in favor
of more speech from more people in more places around the globe—
using Web 2.0 technologies generally, such as blogs, wikis, Twitter, SMS,
podcasting, and so forth—are countered by the increasing sophistica-
tion and reach of Internet filtering and surveillance practices. A richer
understanding of the complexities at play in Internet filtering would help
develop a foundation that does not yet exist for building a sustainable,
and truly global, network.
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Notes

This chapter is based in large part on work by the OpenNet Initiative, which is a
collaborative research effort between the Citizen Lab at the Munk Centre, Univer-
sity of Toronto (Professor Ron Deibert, principal investigator), the SecDev Group
(formerly the University of Cambridge) (where Rafal Rohozinski is principal
investigator), and the Berkman Center for Internet & Society at Harvard University
(where the author and Jonathan Zittrain are co-principal investigators). The author
is especially grateful to ONI coordinator Jill York for helpful comments and updates
to this chapter.

1. The International Telecommunication Union, the official host of WSIS in
Geneva, has held several events designed to refine the debate further. Through these
events, the ITU has convinced dozens of observers to publish what comprises an
extensive body of work on this topic on the I'TU Web site. In addition, longtime
experts in this field, such as Professor Milton Mueller of Syracuse and others, have
constructed helpful models to structure the conversation. For pointers to further
information of this general nature, please see http://www.netdialogue.org, a joint
project of Harvard Law School and Stanford Law School.

2. Witness the abysmal turnout for ICANN’s election of 2000, in which a free
and open election for five ICANN directors attracted fewer than 100,000 votes glob-
ally.

3. Jonathan Zittrain, Be Careful What You Ask For, in Who Rules the Net? Inter-
net Governance and Jurisdiction, 13-30 (Adam Thierer, et al., eds., 2003).

4. http://www.opennetinitiative.net/; see also Ronald Deibert, John Palfrey,
Rafal Rohozinski, and Jonathan Zittrain, eds., Access Denied: The Practice and
Policy of Global Internet Filtering (MIT Press, 2008).

5. See Deibert et al., Access Denied, supra note 4.

6. http://ice.citizenlab.org/index.php?p=78.

7. For instance, IP filtering forces the choice of blocking all sites sharing an
IP address. A recent ONI bulletin found more than 3,000 Web sites blocked in
an attempt to prevent access to only 31 (see http://www.opennetinitiative.net/
bulletins/009/). DNS blocking requires an entire domain and all subdomains to
be either wholly blocked or wholly unblocked (http: //ice.citizenlab.org/index.
php?p=78).

8. See Jack L. Goldsmith and Tim Wu, Who Controls the Internet: Illusions of a
Borderless World (Oxford University Press, 2006), 65-86.

9. Iran: Reporters Sans Frontiéres, “Appeals court confirms prison for cyber-
dissident while blogger is re-imprisoned,” available at http://www.rsf.org/article.
php3?id_article=12564 (Feb. 15, 2005). (“Javad Tavaf, a student leader and the editor
of the popular news website Rangin Kaman, which for a year had been criticising
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the Guide of the Islamic Revolution, was arrested at his home on 16 January 2003
by people who said they were from the military judiciary, which later denied it

had arrested him””) China: Reporters Sans Frontiéres, Internet - China, available

at http://www.rsf.org/article.php3?id_article=10749. Vietnam: Reporters Sans
Frontiéres, Internet - Vietnam, available at http://www.rsf.org/article.php3?id_arti-
cle=10778.

10. See http://opennet.net/blog/2009/08/websense-bars-yemens-government-
further-software-updates (last accessed November 6, 2009).

11. Saudi Arabia blocked every page on www.erols.com except for the root page at
www.erols.com itself, potentially indicating a desire to manage perceptions as to the
extent of the blocking.

12. All data from OpenNet Initiative testing can be found in the country-by-coun-
try summaries at http://www.opennet.net/.

13. http://www.opennetinitiative.net/bulletins/008/.

14. This mechanism turned out to be extremely rudimentary, as outlined in a
previous ONI bulletin (http://www.opennetinitiative.net/bulletins/006/).

15. See http://www.herdict.org, the brainchild of Harvard’s Jonathan Zittrain.
The histories of reports of these just-in-time blocking patterns can be viewed from
this Web site.

16. See http://cyber.law.harvard.edu/blogs/gems/tka/EPriestReactionPapera.
pdf.

17. Some states make an effort to suggest that their citizens (in Saudi Arabia and
the UAE specifically) are largely in support of the filtering regime, particularly
when it comes to blocking access to pornographic material. For instance, the agency
responsible for both Internet access and filtering in Saudi Arabia conducted a user
study in 1999 and reported that 45 percent of respondents thought “too much” was
blocked, 41 percent thought it “reasonable,” and 14 percent found it “not enough.”
These studies stand for the proposition, in the context of our report, that some
states that filter seek to make the case that their filtering regime enjoys popular sup-
port, not that such support necessarily exists.

18. Saudi Arabia publishes its rationale and its blocking practices on an easily
accessible Web site, at http://www.isu.net.sa/saudi-internet/contenet-filtring/
filtring.htm (“The Internet Services Unit oversees and implements the filtration
of web pages in order to block those pages of an offensive or harmful nature to the
society, and which violate the tenants of the Islamic religion or societal norms. This
service is offered in fulfillment of the directions of the government of Saudi Arabia
and under the direction of the Permanent Security Committee chaired by the
Ministry of the Interior”). In Saudi Arabia, citizens may suggest sites for blocking or
for unblocking, in either Arabic or English, via a public Web site. Most sites include
a block-page, indicating to those seeking to access a Web site that they have reached
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a disallowed site. Most states have enacted laws that support the filtering regime and
provide citizens with some context for why and how it is occurring, though rarely
with any degree of precision. As among the states we have studied, China seems to
obscure the nature and extent of its filtering regime to the greatest extent.
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Dan L. Burk

GLOBAL INFORMATION FLOWS are reshaping the international infor-
mation landscape, channeled from nation to nation through the new
outlets provided by global computer networks. Such movement of infor-
mation between jurisdictions invites conflicting applications of local
regulations over advertising, intellectual property, hate speech, personal
data, and other communicative content. Understanding the role of the
Internet in this context is crucial to understanding the phenomenon of
transborder information exchanges, as the Internet both forms an active
conduit for much of this information flow and provides a case study for
understanding information flows outside the network.

To a greater extent than any previous communications medium,
the Internet facilitates the interconnection of potentially incompat-
ible law regimes. The natural response to such incompatibility is to
seek harmonization or centralization of legal standards at a suprana-
tional level. The case for harmonization or centralization of regula-
tion at the international level is in many instances compelling; how-
ever, enthusiasm for an international regulatory approach must be
tempered by caution over the potential costs and drawbacks of cen-
tralized hierarchical control. Improperly applied, international Inter-
net regulation threatens to mitigate the very benefits that make the
network most valuable and could in fact negate the very benefits that
the regulation is intended to preserve.
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The cure may therefore be as bad as the disease; at a minimum, it car-
ries with it a variety of troublesome results. In this chapter, I briefly dis-
cuss two related cautionary models implicated in the argument for inter-
national regulation. I argue that Internet regulation at an international
level may be conceived as a standards-setting problem, presenting at a
multinational level the same dangers and benefits of uniformity, competi-
tion, and strategic behavior familiar from analyses of technical standards-
setting. This approach arises in turn from the conceptualization of law as
a product, and from the potential for interchanging law and technology
as regulatory methods.

I begin by reviewing the literature analyzing law as a product; I then
extend the basic concepts of that model to discuss implications of inter-
national regulation in light of network effects in the market for law. I con-
clude that these models point to only a limited and particularized case
for international regulation in order to preserve the benefits of decentral-
ized innovation in law. Consequently, in any given instance, the case for
harmonized international regulation must be evaluated according to its
potential for curtailing the competitive benefits of localized regulatory
innovation.

Law as a Product

The problem of transborder data regulation implicates economic models
previously developed to analyze interjurisdictional competition. In 1956
Charles Tiebout published his now-classic paper modeling local provi-
sion of public services on a theory of interjurisdictional competition that
closely resembles market competition for provision of private goods.'
Tiebout theorized that if citizens are free to migrate between jurisdic-
tions, competition for desirable citizen immigrants will arise. Local com-
munities will offer to potential immigrants the most attractive packages
of goods and services at the lowest tax rate possible. Similarly, migrants
will relocate to jurisdictions offering the maximum package of public
goods at the tax rate that the migrant is willing to pay. Local communities
may even tailor their offerings to appeal to particular types of immigrants,
and immigrants would be expected to sort themselves out into groups of
similar means and tastes by jurisdiction.
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Under Tiebout’s approach, the production of local public goods and
services might resemble the production of private goods in a competitive
market: Competitive pressure from other jurisdictions will prevent any
given jurisdiction from offering too much or too little in the way of pub-
lic services.” Jurisdictions that offer too much will experience an influx of
immigrants from less generous jurisdictions; jurisdictions that offer too
little will experience an exodus to more generous jurisdictions. Migration
in or out of the jurisdiction will continue until parity with competing
jurisdictions is reached.’ These forces therefore act as a check on overpro-
duction or underproduction of local public goods. By “voting with their
feet,” or exiting, citizens force efficiency in allocation of resources to such
goods.

Tiebout’s insight was quickly expanded to encompass strategic prefer-
ences of local governments regarding business firms. Just as in the con-
sumer/citizen model, businesses too may “vote with their feet,” locat-
ing their operations in jurisdictions that offer the most attractive set of
local public goods. This in turn implies that jurisdictions may tailor their
offerings to attract businesses, or to attract certain kinds of desirable busi-
nesses, or even to repel undesirable businesses.* In this “market” for busi-
ness migration, the “price” of migration may take a variety of forms: Juris-
dictions may offer anything from tax incentives, land grants, and liability
waivers to museums, sports arenas, and public transportation systems.’
Some jurisdictions will have raw materials or other natural competitive
advantages to attract business; others will create attractive public infra-
structures that give them an advantage.

Local law constitutes an important component of each jurisdiction’s
competitive package. Regulation with economic effects may be tailored
to foster and to attract certain industries. For example, environmental
regulations may be eased in order to lower the operating costs of favored
industries. Patent and copyright laws may be strengthened in order to
maximize the economic return to industries that generate new innova-
tion. Corporate and partnership laws may be designed to accommodate
investment and control structures amenable to certain industries. Indeed,
development of desirable law “products” may be even more important
to attract and retain high-value businesses than it is to attract and retain
high-value individuals.
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This model therefore implies that competition for business and for
desirable immigrants will prompt jurisdictions to compete with one
another to offer the most attractive law “products™—in effect, creating a
market for law. Optimally, such competition will tend not only toward
the production of law that is differentiated to suit certain business profiles
but also to produce better and more efficient regulation; the threat of los-
ing businesses to another jurisdiction will tend to weed out the inefficient
legal regimes—a “race to the top,” to the optimal package of law. How-
ever, it is also possible for this “race to the top” to become a “race to the
bottom.” The Tiebout model assumes that jurisdictions are tightly com-
partmentalized so that no external costs or benefits accrue from the local
provision of public services.® If jurisdictions are “leaky,” then individuals
could perhaps enjoy the positive benefits of a neighboring jurisdiction’s
policy without actually incurring the cost of migrating to it. More signifi-
cantly, in a world of “leaky” borders, jurisdictions could lower the costs to
local firms by imposing all or part of those costs on neighboring jurisdic-
tions, for example by relaxing environmental regulation to allow effluent
dumping into a river that flows into a neighboring country. This would
serve to attract firms, but not necessarily by generating a net gain in efhi-
ciency.

Consequently, in a world of “leaky” borders, the race to the bottom
might best be characterized as a race to externalize—for jurisdictions to
seek ways to gain at the expense of their neighbors. Because the external-
ized costs of such local regulation are imposed upon others, jurisdictions
will tend to overspend on law “products,” offering immigration incen-
tives for which they themselves need not pay. The Internet, of course, is
a source of transborder leakiness, at least for digitized products and for
data migration. This raises the concern that that the Internet may trigger
such races to externalize costs, providing a conduit for local costs to be
imposed upon other jurisdictions.

Thus, to take an example that has been hotly debated in the jurispru-
dence of the Internet, one possible characterization of the peer-to-peer
music file-sharing phenomenon—whereby digitized music, software,
and sometimes movies are shared via the Napster, Kazaa, or other online
services—is one that suggests a race to the bottom. Much of the supply
of such files comes out of jurisdictions with lax copyright law or lax copy-

[ 159 ]



DAN L. BURK

right enforcement. Indeed, businesses supplying software for such file
sharing have taken advantage of the attractive incorporation of law and
legal immunity provided by small and somewhat obscure jurisdictions
such as the Pacific island of Vanuatu. Lurking in permissive jurisdictions,
these entities free-ride off of the creativity fostered in protective jurisdic-
tions, using the Internet as a conduit to bleed legitimate incentives away
from the owners and producers of valuable creative works.

But in branding such a scenario an inefficient “race to the bottom,” we
must exercise care. Early analyses of incorporation races among jurisdic-
tions in the United States branded this race a “race to the bottom,” a race
to benefit corporate officers at the expense of shareholders. Later, more
careful analyses suggested that it may in fact have been a “race to the top,”
a competition among jurisdictions to produce the best package of corpo-
rate Jaw “products.”” In the making of such characterizations, the perspec-
tive adopted may dictate the conclusion.

Thus, in our peer-to-peer file-sharing example, a rather different story
might be told on the same facts: In this version, offshore encouragement of
peer-to-peer entrepreneurship becomes a race to the top, forcing a bloated
and complacent U.S. entertainment industry to revise its outmoded busi-
ness models. On this view, consumer adoption of digital technology has
outstripped the recording labels’ sluggish pace of change, creating a gap
between consumer demand and the dated products provided by enter-
tainment firms. Peer-to-peer entrepreneurship filled that gap, providing
not only innovative distributional services but also models for traditional
entertainment firms to emulate. Without the harsh market discipline
of file sharing, the authorized music downloading services that are now
beginning to cater to consumer demand might never have been launched.

Law Cartels

Where borders leak, undesirable transborder migrations might be cur-
tailed by equalizing the benefits on each side of the border. Jurisdictions
might agree to set a uniform standard for their law products, removing
the incentive to race to the top or to the bottom. Then, much like a clas-
sic private-sector economic cartel, governments that participate in an
international agreement may be able to avoid “ruinous competition” in
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the market for law as a good. By standardizing the law product, they may
succeed in effectively fixing the “price” for business migration.

Taking copyright as an example in the Internet context, enforcement
of high protectionist standards would prevent cartel nations from low-
ering their “price” to attract information distributors—that is, so-called
pirates. Fixing the price for information distributor migration would in
turn allow domestic producers to avoid foreign information competi-
tion and engage in monopoly overcharge for information products. On
an international scale, this type of monopoly overcharge effectively taxes
nonproducing nations—particularly developing nations—to support the
information producers of the developed world.

Such collusive international activity may be highly advantageous to
politicians at the national level. First, through collusion with foreign poli-
ticians, domestic politicians can protect themselves against superior for-
eign law products. Exodus of firms to more attractive regulatory regimes
may place domestic politicians under pressure to streamline local regula-
tion, perhaps at the expense of favored but inefficient rent-seeking con-
stituents. Such streamlining may, however, be avoided by agreement with
foreign counterparts to cooperate in suppressing formulation of more
efficient regulation in their respective jurisdictions.

At the same time, local politicians may use an international agreement
to deflect domestic voter dissatisfaction over domestic special interest
legislation, by characterizing the local protectionist measures as a nec-
essary part of international cooperation. This in essence facilitates intra-
jurisdictional externalization of regulatory costs: Rather than shifting
costs to other jurisdictions, costs are shifted to a different constituency
within the jurisdiction. Thus, international collusion may not only pre-
vent “exit” from correcting political improvidence but may also suppress
the “voice” of internal constituents from prompting correction.

Returning to our example of peer-to-peer technology, we might
query whether the active campaign for increased intellectual property
protection in the face of widespread file sharing fits this model. Indeed,
this characterization suggests that the fierce lobbying and advocacy
campaigns waged by the entertainment industries have merely been
rent-seeking attempts to preserve their current business positions by
legislative fiat, which often may be had for a small investment in lobby-
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ing activity—cheaper than making the sizeable investment necessary to
restructure their outmoded business models. If this characterization is
correct, elevating the results of such lobbying efforts to the international
level only encourages socially inefficient behavior by removing the pos-
sibility of more efficient extraterritorial competition.

However, the success of national protectionists, or any other group
of price-fixers, requires a stable cartel, and cartels of any sort are noto-
riously unstable.® Such instability results in part from a sort of “Prison-
er’s Dilemma” version of the “race to the bottom” effect. Cartels extract
monopoly profits by agreeing to restrain output so as to push prices to
levels that would be impossible to maintain if the members engaged in
production at competitive levels. Cartel members therefore have a strong
incentive to cheat: If a cartel member engages at competitive-level pro-
duction while competitors restrain output, the cheater can reap enor-
mous profits. But because all members of the cartel are tempted by this
same possibility, one member is unlikely to be able to cheat without trig-
gering cheating by all the other members, leading back to competitive
pricing and loss of the profits that prompted the cheating.

In the case of private economic cartels, a collusive organization is
believed to be most feasible and stable where the quality of the product
is homogeneous, the price elasticity of demand for the product is low,
barriers to entry are high, all suppliers of the product have similar cost
functions, and there is a dominant supplier who can act as price-leader.
In the case of international collusion over Internet law “products,” several
of these requirements may be met by the configuration of participation in
law production.

First, it would appear that the universe of law producers on an inter-
national scale is largely closed, forming something of a barrier to entry.
Price-leadership or “dominant firm” effects may also be seen in the mar-
ket for law products. The number of sovereign states is relatively large,
but certain nations, particularly the United States, are able to exert con-
siderable diplomatic and economic pressure toward conformity.® By pro-
mulgating its copyright and patent law products as a proposed standard
for inclusion within the Berne treaty revisions, or TRIPs trade agree-
ments, the United States has rather successfully attempted to coordinate
the international market for such law products. The European Union has
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taken much the same approach in promulgating its standards for data pri-
vacy protection and proprietary database protection.

If the conditions for a stable intergovernmental cartel can be attained,
the expected damage to innovation and competition will follow naturally
from the principles outlined in the literature on law as a product. First,
by homogenizing information law, an international agreement forces
international businesses to operate in a world in which “one size fits all”
Opportunities for jurisdictional experimentation and innovation are cur-
tailed. New information industries that might have arisen under innova-
tive schemes may be stifled. Established information industries will be
confined to an international norm, rather than offered the opportunity to
select, from a diversity of systems, that which is best suited to their opera-
tion. As a corollary effect, information firms will be exposed to greater
business risk because they will be less able to diversify their operations
across jurisdictions with differing legal systems. Thus, one reason to
approach centralization with caution is that the international inefficien-
cies resulting from an international intellectual property cartel may be no
less serious than the inefficiencies resulting from lack of coordination.

Law as a Standard

Conceptualizing the centralization of Internet law as international cartel
activity in the market for law implicates another set of economic models
related to the issue of standards-setting for technical compatibility. “Stan-
dards” in this context may be defined as a set of technical specifications that
provides common design features for a product or process.”” The poten-
tial benefits of uniform technical standards, and the problems attending
incompatible standards, are common knowledge." As any traveler carrying
an electrical appliance has discovered, the costs of non-uniform technical
standards can be profound: Voltage, current, and even physical plug config-
uration vary enormously among different regions, requiring either expen-
sive duplication of locally compatible appliances or a panoply of adapters
and transformers allowing a noncompatible appliance to function locally.
Coordination of technical design, even among competitors, is often neces-
sary to avoid the costs and inconvenience associated with such technical
incompatibility. This design coordination is known as standards-setting.
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This standards-setting problem occurs as a consequence of what
economists term “network effects.” Such network effects typically arise in
situations where the value of a system increases as users are added.” Pur-
chasers of such “network” goods find the good increasingly valuable as
others also purchase the good. Typically, the increased value accrues to
subsequent adopters and accrues as a positive externality. For example, a
telephone system is of relatively little value if it has only two subscribers;
each subscriber can call only one other person. The system is of greater
value if it has more subscribers, because each subscriber can then com-
municate with many others. Those who subscribe to the system after it
has accrued a large number of subscribers may obtain a more valuable
service than those who subscribed early, when there were few other sub-
scribers. At the same time, the value of the service to the early subscribers
grows as additional users sign on to the network.

This insight can be generalized to other types of human artifacts
with shared compatibility: Languages, for example, may be thought of
as goods having network effects. The ability to “interoperate” interna-
tionally with a wide diversity of individuals is illustrated by the benefits
of speaking Greek in the ancient Western world, Latin in the medieval
Western world, French or Spanish in the European colonial era, or Eng-
lish in the current global era. As another common example, many com-
mentators have noted that computer operating systems tend toward a
uniform standard because of the natural benefits of a uniform standard:
Users need invest in learning the characteristics of the system only once,
technical support for a single standard is simple to provide, and produc-
ers of compatible software applications need develop products to func-
tion with only a single platform.

The Internet itself, not surprisingly, is a prime candidate for display of
such network externalities: Network access becomes more valuable as
it becomes ubiquitous.® Much of the success of the Internet itself is due
to the creation of a new type of physical network: The internetworking
protocols on which the Internet operates allow disparate types of com-
puter hardware, running many different software systems, to interact on a
single network. This is the so-called “end-to-end” principle, under which
the network is designed to constitute a simple and unspecialized com-
mon technological denominator. Thus, users with previously incompat-
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ible equipment can now join the same system and interoperate."* Addi-
tionally, any given application run on the network may show a different
kind of network effect from usage: E-mail, for example, is a more valu-
able service if it can be used more widely. Similarly, the World Wide Web
becomes more valuable as it accumulates more reference linkages, allow-
ing more information to be indexed and accessed.

Both types of network activities are simultaneously possible because
the Internet exhibits more than one type of network effect, a point that
may require some brief explanation. Katz and Shapiro have distinguished
between actual and virtual networks.” Actual networks may be charac-
terized as those that physically interoperate with one another, virtual
networks as those that have common features without direct interopera-
tion. To the extent that the Internet generates benefits to users by having
their machines physically connected to the network, allowing interaction
between users, it represents an actual network. Simultaneously, the bene-
fits accruing from similarity of software platforms or, for that matter, from
the content on the system, constitute a virtual network of shared compat-
ibility. By providing a common technical standard, the Internet generates
both types of beneficial effects.

The creation of a common standard is often beneficial, and indeed may
be critically important, where network efficiencies can be realized. At
the same time, the potential downside of any standards-setting process
is profound.’® Networks may also produce negative effects, as the cost of
leaving the network, even when it would be socially desirable to do so,
may be prohibitively high. The likelihood of “lock-in” to an inefficient
standard remains a disputed but nonetheless serious consideration.”
The concern in such situations is that once a standard is adopted, net-
work effects may raise the cost of changing to a newer or better alterna-
tive, causing the standard to become permanently entrenched. This may
possibly occur where the short-term costs of switching away from the old
standard are greater than the long-term benefits of the new standard—
indeed, it has been argued that development of new standards may be
deterred if network effects raise the short-term cost of development and
deployment is above the perceived savings of a new standard.

As a consequence, the development of standards carries potential risks
to competition, related to the potential negative consequences of net-
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work effects. Eventually, the prevailing standards in a networked indus-
try might be displaced by the promulgation of new or better standards,
but there is a serious danger of anticompetitive manipulation of the stan-
dards-setting process, or of the standard itself, to achieve some form of
market dominance.® Standards-setting organizations, for example, may
sometimes cloak anticompetitive cartel-like activity if their membership
is limited and conditions permit them to control adoption of the stan-
dard.” Either within or without an organizational setting, a dominant
industry player may be able to arrange “tipping” of the market toward a
desired standard—presumably, toward a proprietary standard that can be
controlled or exploited by that producer. Network effects may be manip-
ulated in these situations to “lock” users in to the standard, frustrating
new entry or technological improvement.

Legal Standards-Setting

As an international network, the Internet presents issues related not only
to the actual compatibility of technical products but also to the virtual
compatibility of legal products.*® Like language or interoperable com-
puter systems, law may also be characterized as a system with network
effects, displaying the same standardization issues familiar from analy-
sis of technological standards. Legal harmonization facilitates a virtual
network of compatible legal standards. Efficiencies may be realized
when interjurisdictional legal standards are adopted, just as they may be
when interjurisdictional electrical or telecommunications standards are
adopted. Such legal compatibility allows individuals and entities to invest
once in learning the legal system, then apply that investment across mul-
tiple jurisdictions.

Indeed, it might be said that law interoperates with law from other
jurisdictions, particularly as capital, goods, and individuals interact or
move across borders; such movements or transactions may be simulta-
neously subject to the legal standards of multiple jurisdictions, creating
a potential for incompatible standards to impose conflicting demands on
the interjurisdictional actor. Where legal standards differ, or are incom-
patible, compliance with applicable law becomes expensive and uncer-
tain. These uncertainties have long been a focus of concern for Inter-
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net-related activities, although this type of interaction is not unique to
Internet activity.” Individuals who travel are frequently confronted not
only with unusual and incompatible electrical outlet configurations but
also with unusual and sometimes incompatible legal requirements. Busi-
nesses that operate in more than one country must similarly cope with
the legal demands of multiple jurisdictions. Indeed, large bodies of adap-
tive jurisprudence have grown up around routinely encountered ques-
tions of jurisdiction and choice of law conflicts—what to do when a trav-
eler from one country commits a crime in another country’s territory,
or when an industrial activity in one country causes harm in a different
country. Such “meta” legal rules designate which law should govern when
multiple, conflicting sets of laws could be applied to an interjurisdictional
situation.

The Internet greatly facilitates such interjurisdictional interaction,
connecting individuals and institutions from differing legal systems and
raising the level of virtual movement between regimes. Perhaps more
important, the low costs of accessing the network also make such inter-
actions relatively cheap, placing them within the purview of small busi-
nesses and average citizens—no longer are transnational interactions
relegated to a relatively few highly capitalized transnational firms. How-
ever, this new, cheap access to worldwide communications also means
that interjurisdictional conflicts may now become commonplace to those
who are least likely to have expertise or skill in negotiating inconsistent
legal regimes. Negotiating these complex systems of “meta” legal rules
is a daunting task even to those knowledgeable in their intricacies, and
a nearly impossible proposition to the average person or business entre-
preneur. In such circumstances, the existing framework for conflicts of
law may not “scale” well—the byzantine, costly legal rules developed for
pre-Internet interactions may be too unwieldy to apply to the ubiquitous
interjurisdictional interactions the Internet has created.”*

The problem of transborder conflicts occasioned by the Internet may
therefore be characterized as a difference of scale, rather than of type—
conflicts simply happen more frequently because connections to the
global computer network have become widespread. But the Internet also
reveals an additional dimension of interjurisdictional conflicts analysis
that may have gone previously unrecognized.” The rise of Internet-based
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“virtual” interactions dramatically illustrates the interconnection of legal
and technical networks and implies that law interoperates with technol-
ogy. The interconnected technological system of the network may be
considered an extension of the legal systems arrayed at the periphery of
the net. Essentially, the Internet concatenates the legal regimes it touches
into a single, seamless network of social interactions.

Thus, the technological system of the network in essence provides a
common standard for interjurisdictional interoperation of diverse legal sys-
tems. Yet it must be understood that just as the technical network is agnos-
tic toward the applications, platforms, or devices arrayed at its periphery,
so too is it indifferent to the legal networks that it interconnects. The open
architecture and “end-to-end” design of the network may connect devices
with otherwise incompatible operating systems, or it may connect jurisdic-
tions with otherwise incompatible legal systems: Whether it is Unix-based
machines interoperating with Windows-based machines or protectionist-
based copyright interoperating with access-based copyright, the network
treats them all the same. As a result, the network may bridge legal systems
with radically different goals and expectations.

Indeed, most of the legal controversies surrounding the Internet may
be characterized as arising out of this interconnection of incompatible
legal systems, not unlike the problem faced by a traveler attempting to plug
into a foreign electrical grid an appliance not intended for the local volt-
age or socket configuration.** A variety of Internet-related controversies
have erupted over online activity ranging from the promulgation of por-
nographic materials to the sharing of software or music files. The design
of the network, lacking the natural impediments intrinsic to traditional
media, actually facilitates the distribution of problematic information. In
some cases, local reaction has centered on such technological solutions as
software filters or technological controls. In other cases, the reaction has
been to amend or extend legal sanctions for the offending activity or to
implement some combination of legal and technical prohibitions. These
responses to electronic dissemination of pornography, or of private infor-
mation, or of copyrighted works, are essentially attempts to either legally or
technically retrofit the network to comply with the local legal regime.

Retrofitting the network to local standards via technological or cul-
tural add-ons therefore attempts to adapt a foreign standard to interop-
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erate with local systems, much as the traveler may attempt to retrofit a
nonconforming device to local voltage, current, and plug configuration
by means of adapters and transformers. As with electrical adapters and
transformers, the cost of such inconvenience could be lowered, and a
variety of other efficiencies realized, by establishing a single international
standard for international legal interoperation, or at least interoperation
facilitated via the Internet. On this view, the “harmonization” process for
international Internet law essentially constitutes a standards-setting pro-
cess, establishing uniform legal standards across multiple jurisdictions.
But while this approach offers the benefits of standardization, it carries
with it the same dangers indicated previously: There may be serious long-
term costs if Internet law becomes “locked” into a single standard, particu-
larly if dominant nations act strategically in establishing that standard. As
in the case of technical standards, standardized law raises a real danger that
a dominant standard will suppress competition and entry into the mar-
ket for law products. Just as firms may behave strategically in the technical
standards-setting process, nations may well behave strategically in the legal
standards-setting process. There is already some evidence that this is occur-
ring in international harmonization regarding privacy and intellectual prop-
erty, where the United States and the European Union have, respectively,
largely eliminated any competing regulatory systems.* While the interna-
tional information law regime may benefit in the short run from the unifor-
mity engineered by the U.S. and EU dominance in these areas, there is little
opportunity for displacement of these regimes by newer, possibly more
innovative approaches. In this environment, such dominant law producers
may well monopolize the market for Internet law for the foreseeable future.

Conclusion

I have suggested here that the costs and benefits of internationaliz-
ing Internet law can be evaluated by adapting models drawn from the
economic analysis of cartel theory and standards-setting, as law may
be considered not only a product but also a standard. The equation
of law with interoperable technical standards should hardly come as a
surprise. Students of technological meaning have long held that tech-
nology comprises reified norms.”® At the same time, law is largely the
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formal statement of those norms.”” The normative meanings of these
two cultural artifacts interact in a complex relationship, both reshap-
ing and reinforcing one another. More recently, legal scholars includ-
ing Reidenberg and Lessig have suggested and extensively explored the
interchangeability of law and of technological constraints in achiev-
ing social policy objectives.” This conceptualization of law is in some
sense the logical endpoint of the economic approach conceiving law as
a product: If law is an economic good that competes with similar goods
from other producers, so too is law a product that interoperates with
similar products from other producers, as well as with other systems of
complementary or competing products, even if they take the form of
technological standards.
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Emerging Market Pharmaceutical Supply

A Prescription for Sharing the

Benefits of Global Information Flow

Frederick M. Abbott

NEW INFORMATION TECHNOLOGIES enable individuals in disparate
locations to conduct cutting-edge research, to move that research into the
development and testing of new medicines, to manufacture high-qual-
ity products, and to move those products to patients around the world.
Conceptually, the world pharmaceuticals supply market may become
increasingly competitive at all stages: basic research, product develop-
ment, manufacturing and distribution. The diffusion of technological
competence to major developing country actors in the pharmaceutical
sector, such as India and China, as well as to more specialized actors such
as Bangladesh (manufacturing) and Singapore (research), could result in
a significant expansion of the pool of products available to treat disease,
as well as more affordable prices to consumers.

Ownership of pharmaceutical technology resources is overwhelm-
ingly concentrated in the OECD countries. These resources are protected
by legal rights in intangibles and by regulatory and relational barriers to
market access. The emergence of developing and middle-income country
(hereinafter “emerging market country”) competitors in the “originator”
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and “generic” product supply markets will erode profits of OECD-based
enterprises. To address this threat, the OECD-based Pharma companies
(hereinafter “Pharma”) are engaged in a multipronged strategic effort
to maintain control over the global market. The first part of that strat-
egy involves tightening control over technology assets through laws and
regulations governing innovation (i.e., patents) and investment in prod-
uct development (i.e., data protection). The second part of that strategy
involves investment in the emerging market countries to acquire or oth-
erwise exercise control over potential competitors. The third part of that
strategy involves maintaining control over national distribution systems
so as to provide an embedded source of revenues.

This chapter argues that the emergence of wider competition in the
quest for new products, the development of those products, and the
improvement of production technologies and distribution to patients/
end users are strongly in the welfare interest of the global public. It fur-
ther argues that emerging market countries are not yet at the stage in
which the application of competition law will adequately promote and
protect domestic pharmaceutical companies. It recommends that emerg-
ing market countries adopt industrial policies designed to promote and
protect their infant pharmaceutical supply sectors. It recognizes that the
United States, among other OECD countries, significantly subsidizes and
otherwise protects its pharmaceutical industry and that emerging mar-
ket countries cannot realistically compete with the advantages presently
held by OECD industries without adopting and implementing their own
industrial policy measures.

The Pharma companies are engaged in behavior that they consider to
be profit maximizing. Profit maximization is argued to be a response to
capital markets that allocate investment to industries in accordance with
anticipated returns. Jean-Pierre Garnier, chairman of Glaxo, has made
the point that the Pharma companies are not charitable institutions.' The
interests of wider society in affordable prices and wider access to medi-
cines require that external forces be mobilized to offset Pharma’s profit-
maximizing conduct, whether those forces are enhanced competition,
government regulation, or public pressure from NGOs.

The development of a more competitive global pharmaceutical sup-
ply market will not be an immediate panacea for significant parts of the
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world population who are unable to afford medicines, particularly newer
ones. National and international policymakers will remain obligated to
establish and implement mechanisms designed to make medicines avail-
able to those who cannot afford them.

Proliferation of Knowledge and Capacity

The Internet and other information flow innovations are rapidly trans-
forming the global market for the provision of goods and services. Dif-
ferentials in technological capacity between the OECD countries and
developing countries are rapidly closing. India already has emerged as a
significant base for computer software research and development, and
the outsourcing by U.S.-based software companies of development work
to India is a source of political concern in the United States. China is
supplanting Japan as supplier to the world of middle-technology goods.
While China’s rapid ascendance as a technological power can be attrib-
uted to appropriation of OECD technological expertise, as its scientific
community further absorbs that expertise it is a certainty that China will
itself become a source of innovation.

The development of “new” medicines is complex and time consuming
and carries a high level of risk. The costs of new pharmaceutical prod-
uct development are high in comparison with those of middle-technol-
ogy products. Pharma companies own the overwhelming percentage of
existing pharmaceutical technology patents and data protection—based
rights, as well as proprietary know-how protected by trade secrets. This
technology asset base provides a very significant advantage in the devel-
opment of new drugs, which often are based on existing technology. The
Pharma companies have access to a large capital base in the form of exist-
ing assets, and they enjoy access to well-developed capital markets. In the
United States, Europe, and Japan, the Pharma companies are connected
to laboratories at well-financed universities and teaching hospitals. In
the United States, the National Institutes of Health (NIH) has an annual
budget of $30 billion, most of which is devoted to research on new treat-
ments for disease. The fruits of NIH research are made available in the
form of patented technologies to U.S.-based Pharma companies at very
low cost.
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In light of the static advantages working in favor of the Pharma compa-
nies, it will be difficult for emerging market enterprises to rapidly become
competitive in the research and development of new pharmaceutical
products (i.e., “originator” products). India-based pharmaceutical com-
panies have focused on improvements to production technologies and
are leaders in this area. The Indian government has increased its attention
to public research and development funding, and Indian researchers are
obtaining more pharmaceutical patents.” There is less publicly available
information about the state of China’s domestic pharmaceutical research
and development, but there are reasons to believe that the Chinese gov-
ernment is increasing its attention to this sector. Chinese researchers
have been responsible for the development of important new technolo-
gies in the treatment of malaria. China has a long tradition of attention
to medicines and health. The University of Hong Kong, among others,
has launched a program to identify the scientific basis underlying the
curative properties of traditional Chinese medicines. China also acts as a
major supplier of pharmaceutical chemicals to the OECD and therefore
is already competent in production technology.

At the high end of the technology spectrum, Singapore has made
pharmaceutical research and development a top national priority, invest-
ing substantially in the Biopolis research complex. Scientists at that com-
plex were responsible for identifying the genetic markers of the SARS
virus well ahead of the timeline generally projected for this task, and they
licensed the results to Roche. The Israeli pharmaceutical industry, which
so far has largely focused on generic production, is turning its attention
to the development of new products. At the lower end of the technology
spectrum, Bangladesh, a least-developed country, is emerging as a major
producer of high-quality generic drugs.

In India there is a growing sub-industry of clinical testing subcontrac-
tors. Clinical testing of new drugs is the most expensive component of
developing such products. Indian subcontractors hold themselves out as
a low-cost alternative to clinical testing in the OECD markets.

While the Pharma companies maintain significant technology and
capitalization advantages over the pharmaceutical industries of India,
China, and other emerging market countries, there are good reasons to
believe that these advantages will erode over the next decade.
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Global pharmaceutical sales are in excess of $700 billion a year. The
Pharma companies are well aware of the threat to their global market
dominance represented by the emerging market pharmaceutical indus-
tries. They anticipated and have been acting upon this threat since the
early 1980s. As the pace of change accelerates, largely based on develop-
ment of new information technologies and enhanced global information
flows, the Pharma response is growing in scope and intensity.

Strategic Response
Protection of Intangible Assets

OPENING ROUND

In the early 1980s, the Pharma companies initiated efforts to limit com-
petition by tightening worldwide intellectual property standards. A failed
effort at the World Intellectual Property Organization (WIPO) resulted
in the shifting of the forum of negotiations to the GATT. The GATT Uru-
guay Round negotiations, which commenced in 1986, yielded the 1995
TRIPS Agreement, which was a qualified success from the Pharma stand-
point.

The TRIPS Agreement established an obligation to provide phar-
maceutical product patent protection, subject to a ten-year transitional
exemption in favor of developing countries. The transition period
allowed Indian manufacturers to improve their generic production tech-
nologies, although it did not provide access to the high-value OECD
pharmaceutical markets when patent protection was in place there.

However, from Pharma’s standpoint there were several important
limitations to the TRIPS Agreement. First, it did not provide protec-
tion against the sale of generic drugs to countries where patents had not
been obtained. The major Pharma companies traditionally file patent
applications in a relatively small number of countries where substantial
sales opportunities are foreseen or where competitive producers might
emerge. This leaves a fairly wide range for competition from Indian (and
other emerging market-produced) generic drugs in less affluent markets.
Second, the TRIPS Agreement did not include any control over the pric-
ing of patented pharmaceuticals. This was largely a developed-country
problem. Virtually all of the OECD countries outside the United States
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impose some form of control on drug prices, significantly constraining
the pricing power of the Pharma companies. Third, although the TRIPS
Agreement requires pharmaceutical product patent protection and data
protection, the rules are not airtight. For example, the patent rules do not
require countries to offer protection for second medical indications. They
also allow significant flexibility in defining inventive step. This allows coun-
tries to limit the number of patents by requiring a significant level of inno-
vation over the prior art. With respect to data, protection is required only
as to “new chemical entities” and with respect to “unfair commercial use.”

SECOND-LEVEL INTANGIBLE PROTECTIONS

The limitations of the TRIPS Agreements grew in importance as the
pharmaceutical industries of the emerging market countries became
more competitive. The best tactic for eliminating these limitations would
have been negotiation of a second-generation multilateral agreement at
the WTO: a TRIPS II. However, in the multilateral setting, developing
countries were not interested in closing the few openings left to them by
TRIPS flexibilities.

The second-best tactic was negotiation of bilateral and regional trade
agreements that eliminate or restrict the flexibilities of the TRIPS Agree-
ment. For complex reasons (explored elsewhere) developing countries
have been willing to concede TRIPS flexibilities in bilateral negotiations
that they will not concede multilaterally. Concessions include tightening
standards of patentability, imposing data protection standards that make
it difficult to register and market generic drugs, limiting compulsory
licensing and parallel trade, and allowing the prosecution of nonviolation
nullification or impairment claims. In the free trade agreement between
the United States and Australia, U.S. Pharma companies have won the
right to challenge Australian price control decisions (which are given
effect through the determination of which drugs are available for insur-
ance reimbursement).

In the bilateral and regional agreements the data protection hurdle is
given effect by the national drug regulatory authority, which is respon-
sible for granting marketing approval and registering medicines. Linking
regulatory approval authority to the patent status of medicines enhances
the power of the patent holder because an affirmative burden is placed
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on the generic producer to overcome patent claims before it can mar-
ket its drug. It also places a burden on national regulatory authorities to
determine patent status, a burden that may be very difficult for the typical
health regulatory authority to carry.

The effect of the second-best solution is to create additional impedi-
ments to the penetration of developing-country markets by Indian, Chi-
nese, and Israeli generic pharmaceutical companies, among others.

Acquisition and Control of Potential Competitors

The greatest threats to OECD dominance of the global pharmaceuti-
cal market come from the potential emergence of innovator Indian and
Chinese pharmaceutical companies, which will similarly be able to take
advantage of IP protections, generating substantial research and develop-
ment and marketing capital. India and China possess not only significant
technological infrastructure but also large and growing domestic mar-
kets. Russia, Brazil, South Africa, the Ukraine, and a few other countries
possess similar, though somewhat less favorable, characteristics for the
development of integrated pharmaceutical sectors.

Although the agenda is just now being implemented, it is clear that
the tactical move of Pharma is to employ accumulated capital stock to
acquire and/or control companies based in India and other emerging
market countries. This will be combined with “green-field” investments
(i.e, new investments not involving existing local enterprises) in these
countries. This trend is visible in Glaxo’s expanding relationship with
one of India’s leading independent pharmaceutical companies, Ranb-
axy, several of whose senior managers are former Glaxo employees. It is
very difficult for independent companies in India to resist the amount of
capital available to foreign multinational investors. From the standpoint
of a Pfizer or a Glaxo, it is preferable to spend several hundred million
dollars to acquire control of a potential competitor than to risk the
emergence of a strong competitor in the global market. Novartis in 2009
announced a planned $1 billion investment over five years to upgrade
its research and development capacity in China. According to Novartis,
this will allow it to take advantage of the large pool of talented research-
ers in that country.
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The growing penetration of the OECD-based Pharma companies
in India and China will be aided by highly paid consultants, accoun-
tants, and lawyers who earn from foreign employers fees that cannot be
matched by the domestic industry. The capacity for the Pharma compa-
nies to take control of the domestic regulatory infrastructure by paying
the private regulatory elite to influence government policy is a phenom-
enon evident throughout the developing world. The result is a new class
of locally based service providers with a strong vested interest in the pro-
tection of OECD corporate interests.

Control over Distribution

The pharmaceutical supply market is multilayered. Even if a manufacturer
is able to remain independent and overcome patent and data protection
barriers, it must still find distributors to place its product on the national
market and, in the case of prescription medicines, physicians to prescribe
the medicine and pharmacists to dispense it. Although this trend has
recently abated, in the United States the major Pharma companies have in
some cases controlled large pharmaceutical distributors. More commonly
they enter into contracts with prescription pharmaceutical distributors
under which a broad range of products are supplied. There are substantial
efficiencies from the distributors’ standpoint in doing business with a lim-
ited group of suppliers. The capacity of the major Pharma companies to
supply a broad range of products makes it more difficult for smaller enter-
prises, including developing-country suppliers, to enter the market. The
Pharma companies spend significant amounts of money to promote their
products with physicians and on direct-to-consumer advertising. Physi-
cians receive ancillary benefits, such as vacation seminars.

The Pharma companies similarly seek to control domestic distribution
systems in developing countries. In many developing countries the local
Pharmaceutical Manufacturers Association is dominated by the major
international Pharma companies, which play a significant role in lobby-
ing domestic drug and health care policies.

Perhaps of most importance, the Pharma companies spend tremen-
dous amounts of money lobbying governments around the world. In the
United States, they contribute to election campaigns and lobby Congress
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and the federal agencies responsible for regulating health care. The Medi-
care Prescription Drug Benefit program is one of the most costly govern-
ment programs ever adopted. It was projected to cost the federal gov-
ernment $1.2 trillion over a ten-year period.* The terms of the program
prohibit the federal government from negotiating the price of drugs with
the pharmaceutical industry on behalf of the private insurance companies
that give effect to the program (the so-called “non-interference clause”).
This program may be one of the largest government-controlled transfers
of wealth from the public to the private sector in human history.

Although there does not appear to be an explicit preference in the
program for the purchase of drugs from American-based pharmaceuti-
cal companies, because the Pharma companies dominate the origina-
tor market and have established contractual relationships for the supply
of generic drugs with health care providers, it seems highly likely that
American-based Pharma companies will be the greatest beneficiaries of
the Medicare Prescription Drug Benefit program.

Generic-substitution laws are an important tool for controlling drug
prices. Such laws mandate or authorize the pharmacist to substitute
generic versions of patented drugs prescribed by physicians, unless spe-
cifically directed otherwise by the physicians. The Pharma companies
have argued that such laws interfere with their trademark rights. Even
though generic-substitution laws are common in the OECD, includ-
ing among the states of the United States, a specific challenge was made
against the introduction of such a law in South Africa based on alleged
trademark rights in the case brought by thirty-nine pharmaceutical com-
panies against the government. That challenge was withdrawn (along
with the other ill-founded claims).

The single most important item on the current Pharma agenda is the
elimination of pharmaceutical price controls, particularly in the OECD
markets, though that is also a goal rather difficult to achieve. The com-
panies argue that because the United States does not control pharma-
ceutical prices while other OECD countries do control such prices, the
United States is effectively subsidizing the research and development
interests of other OECD countries. They argue that removal of price con-
trols would eliminate the apparent failure of research and development
burden sharing. Implicit in that argument is that prices for pharmaceu-
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ticals in the United States would be lower if they were higher in other
OECD countries. Because Pharma companies control the OECD market
for new products, the net effect of eliminating price controls would be to
increase Pharma profitability disproportionately as compared with that
for emerging market producers, thereby reinforcing Pharma advantages.
Fortunately, European governments that control prices do not appear
likely to be persuaded of the benefits of increasing further Pharma profit-
ability through the elimination of price controls.

Implications for Consumer Welfare

As India, China, Israel, South Korea, Singapore, and other emerging
pharmaceutical research and development centers increase their capac-
ity for bringing innovative products to market, it seems likely that the
pace of innovation on a global scale will increase and the public as a
whole will benefit from the introduction of new therapeutic treatments.
If the diffusion of technology to emerging pharmaceutical research and
development centers is sufficiently powerful, we could enter a new era of
technology-based competition in the pharmaceutical sector based on a
significant increase in the number of products available for treatment in a
particular therapeutic class. If there are a number of competing products
in a therapeutic class, even if those products are patented, an increase in
price-based competition would be expected, leading to lower prices. The
possibility for competition within therapeutic classes provides a good
reason for preferring that enterprises in emerging markets remain inde-
pendent of the Pharma companies.

To the extent that emerging market enterprises survive as independent
entities, they will seek patent protection for their inventions and attempt
to preserve supra-competitive rates of return for as long as possible. They
will charge the price the market will bear, with particular aim at the high-
value markets of the OECD. In this respect, there is no reason to assume
that enterprises in emerging markets such as India and China will behave
differently from OECD-based Pharma companies. Problems of access to
newer medicines among poorer segments of the global population may
depend not upon which country is the source of that medicine, but rather
upon whether governments are willing to take steps to promote access.
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The preservation of independent pharmaceutical enterprises in emerg-
ing markets is more likely to affect pricing and availability in the generic
than in the originator products sector. That is, it is critical that a signifi-
cant number of well-financed generic producers participate in the global
supply market because this is what constrains prices and enhances avail-
ability. Because high profits from the originator products sector are used
to finance the establishment of distribution arrangements in the generic
sector, it is important that the emerging market independents be active
in both segments of the market. Independent Indian pharmaceutical
companies, today mainly active in producing generic products, are deeply
concerned that by acquiring significant stakes in the local market, better-
financed OECD-based Pharma companies will be able to drive them out
of business. If this happens, the resulting decline in generic competition
will push prices up worldwide.

The greatest potential threat to global consumers of pharmaceutical
products is that the OECD-based Pharma companies will succeed in
foreclosing competition in the market for generic products. They may
accomplish this using the threefold strategy discussed previously, namely
by preserving static technological leads through strengthened intellectual
property protection, acquiring and/or controlling potential competitors
and dominating distribution systems.

Preserving the Fruits of Global Information Flows

The problem faced by emerging market pharmaceutical industries in
competing with the Pharma companies may broadly be described as a
competitive markets problem, but not in the sense that the problem may
be redressed solely by the application of traditional competition law prin-
ciples. There are two reasons for this. First, and perhaps most important,
the Pharma companies possess very significant advantages in the form of
ownership of technology and access to capital markets and government
subsidies that create a playing field which is not level. It is difficult to place
the problems facing emerging market pharmaceutical industries squarely
within the boundaries of traditional competition law. Second, even if the
problems might be redressable as traditional problems of anticompetitive
conduct, there would still be considerable difficulty with redressing them.
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Regarding redress of anticompetitive conduct, most developing-coun-
try governments, including those of the major emerging pharmaceutical
supply enterprises such as India and China, have only rudimentary com-
petition law infrastructures. There is very little political impetus at the
international level for the development of a multilateral competition law
infrastructure that might overcome weakness at the individual nation-state
level. In addition, the OECD countries have adopted policies that encour-
age their enterprises to engage in anticompetitive conduct in developing-
country markets.® U.S. and EU competition laws each exempt anticompeti-
tive conduct with solely foreign effect from their scope of application.

In an ideal world, developing-country antitrust authorities would play
an essential role in protecting against consolidation of power in the phar-
maceutical sector. At the moment, this can be viewed as only a long-term
solution that is unlikely to influence the shape of the global market dur-
ing the next decade, at least.

The larger solution for the emerging market countries lies in provid-
ing infant industry protection and support that will allow their pharma-
ceutical companies to compete on a level playing field with those of the
OECD. Such protection may combine a variety of elements of industrial
policy, including but not limited to:

- Placing legal limits on the level of foreign investment penetration of the
national pharmaceutical sector. This could be accomplished either by limit-
ing the percentage of ownership or control over individual enterprises or
by limiting the overall level of ownership within the domestic market.

- Establishing a framework for public investment in research and devel-
opment on new pharmaceutical technologies. The US. NIH frame-
work principally involves contract projects with universities and private
researchers, the results of which are made available for licensing to the
local private sector.

- Using the public health budget to bolster domestic production by con-
tracting with locally owned enterprises to provide medicines.

- Limiting the use of public funds for the purchase of new foreign-devel-
oped pharmaceuticals absent a clear demonstration of improved efficacy
so as to reduce public health expenditure outflows.

- Controlling the prices of originator medicines.
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- Using tax policy to bolster the domestic pharmaceutical sector. The
United States, for example, recently allowed a tax holiday on the repatria-
tion of foreign-generated profits that resulted in very significant contri-
butions to the balance sheets of domestic pharmaceutical companies.

+ Selectively using compulsory licensing to enhance public access to phar-
maceuticals by creating competition from locally produced generic
drugs, thereby bolstering generic producer capacity.

- Gradually building up the capacity of competition regulatory authorities.

Limitations on foreign equity participation will to some extent lower
capital investment in the pharmaceutical sector, at least for the short term.
For countries such as India and China, the possibility for foreign inves-
tors to take minority equity stakes in domestic pharmaceutical companies
should be sufficient to attract a reasonable level of investment. In any case,
there is no other viable mechanism for preserving independent enterprises
when confronted with foreign investors holding enormous stocks of capi-
tal. However, the possibility for underinvestment by foreign enterprises
makes it important to combine limitations on foreign equity participation
with positive government policies in favor of locally owned enterprises,
such as research and development subsidies and tax incentives.

There are important recent examples of infant industry promotion
used to establish strong domestic industries. These include the Euro-
pean civilian aircraft sector, the Korean steel sector, and the Japanese
supercomputer sector. Because the United States provides such heavy
subsidies and incentives to its pharmaceutical industry, emerging market
countries will not be able to establish and maintain competitive indus-
tries in the absence of comparable countermeasures. Such countermea-
sures could well be viewed as transitional arrangements until the playing
field becomes more level and the means for regulating and preserving
competitive markets emerges.

The Role of Governments in Protecting the Poor

As noted at the beginning of this chapter, it is unlikely that developments
in the global pharmaceutical market over the next decade will provide
substantially enhanced access to pharmaceutical products for the poorest
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segments of the world’s population. That part of the world’s population is
not a functioning “market” in the sense that financial demand will induce
adequate supply. There are a variety of tools that government policymak-
ers can use to correct this market failure. This includes transfer payments
such as underlay operation of the Global Fund, compulsory licensing
of patents to allow lower-cost production for newer products, and bulk
procurement arrangements to take advantage of economies of scale. Dif-
ferential pricing may play a role, although care must be taken that it not
be used as a means to allow dominant-market actors to foreclose the
emergence of competitors. Funding for public development partnerships
(PDPs) that focus research and development on “neglected diseases”
must be placed on a sustainable footing.

Over the next decades a wider geographic distribution of research
and development activities will, one hopes, result in an increased pace of
discovery and the emergence of a more competitive global pharmaceu-
tical supply market. Competition should bring prices down, improving
access across all parts of the world’s population. This chapter argues that
vigilance and affirmative action are necessary for that new global environ-
ment to evolve.

Notes

1. “The furor surrounding Glaxo Smithkline chief executive Jean-Pierre Garnier’s
massive pay package led to an embarrassing defeat at the AGM and a public percep-
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calm response to the situation, which prompted ridicule from areas as diverse as
AIDS charities worldwide and popular news quiz Have I Got News for You.” Are the
drug giants in danger of bleeding themselves dry? The pharmaceutical sector is beset by
rising costs and bad PR THE DAILY TELEGRAPH (LONDON), October 09, 2004.

2. See presentation by Dr. Ramesh Mashelkar (Council of Scientific and Indus-
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The Flow of Information in

Modern Warfare

Jeremy M. Kaplan

INFORMATION HAS ALWAYS BEEN IMPORTANT at the strategic level
in warfare, whether to defeat the plans and disrupt the strategic alliances
of adversaries as espoused by Sun Tzu,' to deliberately mislead enemy
spies and make use of a carefully concealed ability to intercept plans—
as the allies did in WW II*—or to galvanize and maintain public support
through the presence of embedded reporters, as the United States did
during its 2003 invasion of Iraq.

However, the free and rapid flow of information at the tactical and
operational levels is currently causing a revolution in the very nature of
warfare—a revolution in which the United States far outpaces the rest
of the world. This revolution, while fueled by advancing technology, is
heavily driven by the willingness and ability to implement the social and
organizational changes needed to use that technology. The United States’
recent successes in the use of net-centric information in Afghanistan and
Iraq have been a wakeup call to the militaries of the rest of the world,
which are now scrambling to join in this revolution.

This chapter focuses on information flow in modern war fighting at
the tactical and operational levels—on the needs, issues, and challenges.
One of the most fundamental of these challenges, that of protecting an
organization from attacks on its information systems, is shared by our
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networked society and may require a common commercial/Department
of Defense (DoD) solution.

This chapter does not address the global war on terrorism, which may
not be a war in the same sense and may be more societal in nature. It also
does not address peacekeeping operations and the challenges of rebuild-
ing a society in the face of factionalism and terrorism. While those topics
are both current and important, the challenges of tactical and operational
combat are likely to continue as long as nations have armed forces.

Information Flows

Although there has been much recent discussion about effects-based
operations, modern combat is dominated by information, mobility,
and stealth. This is because the extreme lethality of modern precision
weapons means that if you can find a target and get the information to
an appropriate weapons platform, you can kill it. Thus the challenge has
become to find targets quickly and to get information about them to the
right weapons platforms in a timely manner. The targets’ challenge is to
move or hide while finding and directing weapons at you, your sensors,
and your weapons platforms.

This is true for engagements across a broad spectrum of domains, from
undersea warfare to air defense, ballistic missile defense, and, to a great
extent, land combat. It formed the basis of U.S. successes in Afghanistan
and Iraq, and it will become increasingly true for the combat engage-
ments of other nations in the future.

Thus emerging U.S. doctrine increasingly stresses net-centricity—
a group of operational concepts and technologies for getting the right
information to the right users fast enough to give them information supe-
riority over the enemy. These concepts have their roots in the vision of
information superiority originally laid out in the Joint Staff’s “C4I for
the Warrior™ and “Joint Vision 2010”# in the early to mid-1990s, in many
instances in advance of the technologies needed to achieve them.

Net-centric doctrine generally involves the free flow of all the infor-
mation needed to plan and execute a campaign. This includes the intel-
ligence information on the disposition of the enemy’s supporting infra-
structure; the logistical information that enables forces to travel light to
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theater and be met by the right equipment and supplies at the right loca-
tions and times to engage the enemy and continue the fight; the intelli-
gence, surveillance, and reconnaissance (ISR) information that allows
a war fighter to know where his enemy is and destroy him before that
enemy knows where the war fighter is and can fire or move; and the infor-
mation to do battle damage assessment, and re-strike insufficiently dam-
aged targets. Finally, it includes the information-handling capabilities
that enable forces to collaborate during execution and adjust their plans
as the enemy tries to respond.

Networked Information Age

In the industrial age, the information needed to conduct operations
flowed down from the top, along the chain of command. Status infor-
mation on one’s own forces and contact information on enemy forces
flowed back up. Information flowed through independent or “stove-
piped” channels and was often compartmentalized (available only on
a need-to-know basis). This slowed planning and caused rigid execu-
tion that could not adjust for rapid changes in the disposition of enemy
forces.

In the information age, a commander’s intent and major resource
allocation decisions still flow down from the top, but coordination
takes place horizontally on a network that allows everyone engaged
in combat, combat planning, and combat support to discover relevant
information and collaborate with the other elements needed for the
success of the operation. This enables dispersed, massively parallel
combat operations at an unheard-of pace. Dispersed war fighters, across
echelons, may hear the decision briefings and the commander’s intent
via networked conferencing and plan in parallel to execute their opera-
tions. Logisticians have access to shared databases with current data
and understand the competing needs and demands on their resources.
Forces self-synchronize their plans for attack and pull the informa-
tion they need from all available sources. Their operational tempo is
increased by globally networked communications that enable coordi-
nated activities and work flows across units and people that are not co-
located or even working at the same time.
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Networked information flow concepts, like the open posting and pull-
ing of information, are fundamental to hypermodern warfare. They enable
organizations (such as supply units) that would not normally have the abil-
ity to task assets (such as intelligence, surveillance, and reconnaissance
resources) or have access to data to have the ability to search databases (e.g,,
Web searches of previous reconnaissance imagery) and to locate informa-
tion no one ever thought to send them because no one ever anticipated
their need for that information. DoD has called the concept of open net-
worked information flow “power to the edge,” because more people “at the
edge” can directly perform mission and mission support, empowered with
the information they need, and fewer people are “in the middle,” involved
with organizing information flows and pushing paper.

Networked Operations

Open information flows and global networks are also driving a decrease
in the number of echelons of command needed, and a merging of the
strategic, operational, and tactical levels of warfare. An extreme exam-
ple of this is the ability of a flag officer in the continental United States
(CONUS) to direct the flight of an armed Predator unmanned aerial
vehicle that is flown by an operator in another part of CONUS and is fly-
ing in a theater of operations half a world away.*

Globally networked information flows allow some information sup-
port units (e.g., some intelligence and logistics personnel) to remain in
CONUS and still be effective. This has the added benefit of lowering the
footprint in theater (thus fewer forces to support), increasing the speed
with which forces can reach theater (fewer forces to transport), and
improving the safety of some forces (which do not have to be protected
in theater).

Fully networked operations can involve worldwide platforms and peo-
ple from all four military services working in tandem with analysts from
the intelligence community and with the industrial support base and can
involve complex operational information flows to and from units around
the globe.

To get a feeling for how information flows have changed warfare, first
imagine a World War II-era soldier without precision weapons or net-
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worked support. He sees a target (perhaps a tank), fires an unguided
weapon at it, and probably misses.

Fast-forward in time. Given a precision weapon, the soldier probably
hits and does damage if he has the right look angle and enough time to
guide the weapon, and if he is not taken out by the enemy’s suppress-
ing fire. The soldier’s chances of success improve further if he can com-
municate target information to an airborne platform with a better attack
angle, lower vulnerability, and a greater supply of heavier and more pow-
erful precision weapons than the soldier can carry. His chances of success
improve still further if he can combine his local target position informa-
tion (perhaps from a laser rangefinder) with global position information
(perhaps from a GPS satellite) and give that to the airborne platform.
The likelihood that the target will be hit before it can respond or move
improves still further if the soldier can put that information directly
into the targeting system of a precision weapon (perhaps a GPS-guided
bomb) on board the aircraft—thus making the aircraft merely transporta-
tion for the soldier’s extended weapon system.

Now imagine doing this across an entire theater, with networked sen-
sors, soldiers, and aircraft designating and attacking hundreds of targets
simultaneously, and with a networked, just-in-time, total asset visibility
logistics system to supply them. You start to get an inkling of hypermod-
ern, net-centric warfare.

DoD calls the networked information system it is evolving to support
these concepts the Global Information Grid. It is composed of sensors
and weapons platforms, command and control, communications, and an
incredible supporting (and increasingly net-centric) infrastructure.

Issues and Challenges

The movement toward power to the edge through the creation of these
net-centric capabilities involves immense questions and challenges that
are the subjects of ongoing work. Broadly speaking, are there dangers to
the war fighter in overreliance on the net? Will war fighters lose access to
essential information or processing functionality at key moments or, still
worse, receive information deliberately corrupted by the enemy? Will
net-centric forces become vulnerable? As nations increasingly depend
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on networks to bring vital information to lighter, more mobile forces,
can the networks be made secure? Will necessary information be avail-
able, timely, reliable (not tampered with), authentic (from the attributed
source), and protected from enemy eyes?

Users always stretch resources to the limit. Will they be able to man-
age scarce resources to support the most pressing missions in the face of
competing demands for networks and networked services (data and pro-
cessing capabilities)?

Every movement in warfare creates a countermovement. How will the
branch of cyberwarfare that attacks net-centric services (the networks,
databases, and information processing platforms) evolve? From where
(inside or outside the theater of operations) will attacks be launched?
How will they be defended?

In addition to these broad challenges, the development of a net-cen-
tric force requires that very specific system-of system challenges must be
addressed in the areas of interoperability, security, information sharing,
and supply chain vulnerabilities.

Interoperability

DoD systems are built in parallel by multiple, independent, and compet-
ing developers. While this provides rapid modernization and other com-
petitive advantages, it raises the significant challenge of systems interop-
erability across the DoD Global Information Grid. This interoperability
challenge is a far greater challenge than is faced by Internet users because
the complexity of the DoD system of systems is greater, and because
DoD often needs a more speedy and reliable service that is protected
from threats in a hostile environment.

Security

Greater effectiveness in warfare requires greater sharing, openness, and avail-
ability of information. Modern information systems are always in a state of
flux (nodes are added, moved, and deleted; new software is installed, and
existing software is patched). The heterogeneous Global Information Grid
will be modified too frequently for any rigid security certification processes

[ 198 ]



The Flow of Information in Modern Warfare

to be effective. How will we assure that the system has not been compro-
mised? How will we balance the war fighter’s need for access to information
against the need to protect information systems, information, and sources?

Information Sharing

Warfare in the future will almost certainly involve coalition forces. If the
United States wants its coalition partners to be effective and work at its
operational tempo, it will have to do more than give them access to selected
and screened information—it will have to put them on the DoD net, so
that they can determine and access the information they need. This raises
immense information protection and assurance issues, especially with
coalition partners who are not long-term allies. Will the United States need
to protect information about its operations from less trusted partners? Will
it need to protect its information sources and methods? Will it need to pro-
tect its operating systems, data, combat applications, and combat-support
applications from tampering? How can it provide these levels of protection,
given the current precarious balance between computer network attack
and defense? Should the United States decide, as it has already done in
other areas (e.g,, in the open publication via the Joint Technical Architec-
ture of the information technology standards used for interoperability) that
its military competitive advantage lies in openness, speed, and interoper-
ability, and not in secrecy? Of course, the foregoing discussion applies to
coalition partners who are already interoperable with the United States or
use systems it supplies. Coalition interoperability faces additional technical
challenges if the coalition partners have their own systems and networks
built by their own vendors to different sets of standards.

Supply Chain Vulnerabilities

Software and hardware are inherent in all information technology prod-
ucts—from mobile phones to networked computer services. DoD is now
a minuscule portion of the information technology market, so future
generations of military information systems will come increasingly from
industry—which values market share and frequently achieves it through
cost-competitive strategies that do not account for potential vulnerabili-
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ties. In addition, as software and hardware are increasingly developed
globally, can one ever be assured that they are free from designed-in and
built-in vulnerabilities? Of course, with the advent of chat, mobile com-
puting, file sharing, the convergence of voice and data, cloud computing,
and software agents, information assurance problems will only get worse.

U.S. military strength comes, in good part, from its net-centric doc-
trine and ability to exploit, both socially and technically, the informa-
tion revolution: its ability to collect and fuse data; its ability to network-
enable services to achieve interoperability; its use of collaborative tools;
and its ability to manage networks, information, and information secu-
rity. As the pace of innovation quickens, it may become increasingly dif-
ficult to balance the benefits of adoption of new capabilities against the
growing potential risks.

Conclusion

As a final note, society as a whole currently faces and will increasingly have
to deal with most of the problems that DoD faces now.® Malicious com-
puter hacking, spyware, identity theft, potential sabotage of infrastructure
by persons located anywhere in the world—these are just a few of the
growing problems of the commercial networked world. Most of our cur-
rent information assurance problems (especially those arising from viruses,
malware, and information attacks) are the result of weaknesses inherent
in modern operating systems, computer languages and software, and the
Internet protocol suite. Strong economic incentives (e.g., the advantages
of being first to market, and the use of embedded freeware to cut develop-
ment times) encourage software developers to continue these weaknesses.
Can current information assurance approaches, with their heavy empha-
sis on signature recognition, ever provide adequate protection? Will it
take a national disaster for us to put significant resources into research and
development of a commercially viable and inherently secure architecture
for networked computing? The current Internet is the result of an enor-
mous investment made by the federal government, first in DoD and then
in NSF-sponsored university research in advance of the current economic
incentives. Perhaps it is time to reinvigorate this research program, with an
emphasis on inherently secure computing paradigms.
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The views expressed in this chapter are those of the author and do not reflect the
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6. DoD has the most significant expertise in the federal government (and per-
haps in the country) in securing heterogeneous networks and computer enclaves
from attack. Should DoD have a role in protecting the nation’s information infra-
structure?
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Information Flows in

War and Peace

James Der Derian

IT'S THE INSTANTANEOUS NATURE of cyberattacks that has rendered
defenses against them obsolete. Once an enemy finds a chink in U.S.
cyberarmor and opts to exploit it, it will be too late for the United States
to play defense (it takes 300 milliseconds for a keystroke to travel halfway
around the world). Far better to be on the prowl for cybertrouble and—
with a few keystrokes or by activating secret codes long ago secreted in
a prospective foe’s computer system—thwart any attack. Cyberdefense
“never works” by itself, says the senior Pentagon officer. “There has to be
an element of offense to have a credible defense.””

The spread and impact of information technology on global politics
have left many a scholar in the dust. Methodologically, politically, geo-
graphically, the academic disciplines have been too specialized, paro-
chial, or just not up to speed to comprehend the tsunami-like effects
of networked information technology. Bound by a state-centrism, my
own area of study, international relations, has been slow to consider
the impact of information technology on war and peace. Curiously, law
schools have been among the first of university bodies to take up the
slack, deploying pragmatic, critical, and cross-disciplinary approaches
to assess the global impact of information technology. This develop-
ment hit home when I was invited to present in a single week at the
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Columbia and Yale law schools, respectively, on “internment” and
“flow”—or, more specifically, on how the technologies of both were
affecting the traditional functions of national boundaries and state
sovereignty. The two events highlighted what is often presented as the
new global divide between “good” and “bad” information technology.
On the one side, the rise and spread of information technology was
viewed as increasing global communication, transparency, and produc-
tivity, thereby ameliorating the human condition. On the other, darker
side, information technology was enabling new forms of Big Brother
surveillance, terrorism, and war. So within the Ivies two stark con-
trasts emerge: new technologies condemned as the electronic prison
gates of a new virtual incarceration and celebrated as interconnective
switch gates for a new open source society. Rather than take sides or
pretend that there might be some happy medium of interpretation, I
want to consider both positions as just one more symptom of the sturm
und drang induced by the information revolution. And as a first step in
symptomology, one has to ask what other, more subtle, and less polar-
ized signs are being ignored or neglected by the narrow pursuit of cel-
ebrating or denigrating information technology.

To Go (or Not) with the Flow

Any inquiry into the impact of information technology on world poli-
tics must address not only an increase in speed and volume but also the
change in character and content of global information flows. This is most
apparent as the flow of images begins to produce more powerful effects
and supplant the flow of words. In the yet-to-be-written history of the
transition from the Cold War to the information age, images trumped
words over and again in political crises that punctuated shrinking periods
of stability and order. We watched, literally and visually, as the dual prom-
ises of a peace dividend and information revolution after 11/9/89 were
reversed and traduced by the events of 9/11/2001 and the “Long Wars” of
counterterror and counterinsurgency that followed. In the process, new
grammars of security and terror were produced.

As verb, code, and historical method, “to terrorize” has consistently
been understood as an act of symbolically intimidating and, if deemed
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necessary, violently eradicating a personal, political, social, ethnic, reli-
gious, ideological, or otherwise radically differentiated foe. Yet, as noun,
message, and catchall political signifier, the meaning of “terror” has
proven more elusive. From Robespierre’s endorsement to Burke’s con-
demnation during the French Revolution, from the Jewish Irgun blow-
ing up the King David Hotel to the Palestinian Black September massacre
at the Munich Olympics, from bin Laden the Good fighting the Soviet
occupiers of Afghanistan to bin Laden the Bad toppling the twin towers
of New York, terrorism, terrorists and terror itself have morphed into the
political pornography of modernity: One knows “terrorism” with cer-
tainty only when, literally, one sees it. But in a blink of the eye, the ter-
rorist can become the freedom fighter, and vice versa, for at one time or
another nearly everyone, from righteous statesmen who terror-bomb cit-
ies to virtuous jihadists who suicide-bomb women and children, seems to
have a taste for terror.

Without engaging in nostalgia, one can recognize that the most power-
ful model of terror, which inscribed the most powerful borders of inclu-
sion and exclusion, mutated at the end of the Cold War. With the decline
(if not the total demise) of a logic of deterrence based on a nuclear bal-
ance of terror, so too eroded the willingness and capacity to inflict mutu-
ally unacceptable harm that had provided a semblance of order if not an
actual state of peace or justice to the bipolar system. In its place a new
model has emerged, an imbalance of terror, based on a mimetic fear and
hatred coupled with an asymmetrical willingness and capacity to destroy
the other without the formalities of war.3

This cannot be reduced, as much as leaders on both sides of the con-
flict have tried, to merely a post-9/11 phenomenon. Its origins can be
traced at least as far back as 1992, with the Pentagon’s secret effort writ-
ten by Paul Wolfowitz to model seven post-Cold War “war scenarios,”
including the rise by the year 2001 of an “REGT” (Resurgent/Emergent
Global Threat).* It was publicly established in the 1998 US Defense Pol-
icy Guidance, which shifted from a strategy of deterring to destroying the
enemy (subsequently reiterated in the Quadrennial Defense Review).
And on the other side of the information divide, in 1998 bin Laden issued
his pseudo-fatwa that decreed Christian and Jewish civilians legitimate
targets of the jihad.
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As in the older, tidier balance of terror, the doctrine of taking civilians
hostage and if necessary killing them still held for both sides, but it now
operated as a contingent factor of an asymmetrical relationship. Regard-
less of nomenclature—"“terror” or “counter-terror”—high numbers of
civilians would (and continue to) be killed in the process. It might be
small solace to the victims whether they were primary targets as opposed
to “accidental” or “collateral” victims, especially with casualty rates being
terribly skewed in both cases. When one takes into account how war-
related fatalities have been reversed in modern times, from a hundred
years ago when one civilian was killed per eight soldiers, to the current
ratio of eight civilians per soldier killed, then compares the combatant-
to-noncombatant casualty figures of 9/11, the Afghan War to the Iraq War
and now back again to the Afghan War, the terror/counterterror distinc-
tion begins to fade even further.

Ageism

Looking back, it does seem remarkable how the age of terror so easily dis-
placed the information age and other competing descriptors of modernity.
Historic moments all too often appear to be speaking for themselves. Think
of the “Middle Ages,” the “American Century,” the ‘60s. Consider 2001, a
year that signified awe for an extraterrestrial future in Kubrick’s film—that
is, until airplanes piloted by kamikaze Al-Qaeda terrorists brought the year,
and the World Trade Center (WTC), crashing to earth. We clearly cannot
begin to understand the transformation of the Cold War to the age of ter-
ror without studying the fundamentalist religious and political beliefs of
the major combatants.’ But we also need to pay more attention to how the
information flow of powerful images acted as catalysts for these transitions.

Fueled by a revolution in the digitization and networking of informa-
tion, the forces driving the information age spread fast and penetrated
deeply. From its embryonic moments in the 1940s (when Claude Shannon
wrote the first paper on information theory, transistors were invented, and
ENIAGC, the first computer, was built) to its accelerated takeoff in the 1990s
(when packet-switching, personal computers, HTML, and the Internet
produced a World Wide Web), the information revolution outpaced, out-
lasted, and outperformed all commensurable comers.

[ 205 ]



JAMES DER DERIAN

However, the information age never warranted the status of a longue
durée. Although the information age might stretch in the United States
from Silicon Valley to Silicon Alley and globally from Bangalore to Sin-
gapore, the distinguishing characteristic of the information age is a spa-
tio-temporal intensivity rather than a geopolitical extensivity—that is,
a capacity to intensify global effects through a collapse of time and dis-
tance. Developing unevenly within and across nation-states, and beset
by rapid cycles of dot-com booms and busts, the information age is short
on universality and long on instability. When a revolution stops auguring
change and begins signifying an age, it usually means that a regime has
been stabilized, a cultural shift codified, predictability restored.

Not so with the information revolution at the palpitating heart of
the information age. The only constant is fast, repetitious, and highly
reproducible change: a kind of hyperspeed Nietzschean “eternal recur-
rence” that defies—in spite of efforts by democratic peace theorists
(with Thomas Friedman leading the pundits’ charge)—the predeter-
mined logic of progressivist teleologies. Modernity in an information
age manifests not as a more advanced era succeeding an earlier backward
one but as rapid oscillations of message and medium (signal-to-noise
ratio), regressive repetitions of images (feedback loops), and phase shifts
between order and disorder (or complexity).

Eight Propositions for Studying Infoflows

If not the era, can the promise of the information age be salvaged? Only
if one first intellectually confronts and publicly compensates for the dark
side of infotech and infloflow. I am sure there are more, but I have eight
preliminary propositions for getting beyond 9/11 and back to the best the
information age had to offer.

First, the most obvious: Infotech is producing new networks of power
in IR that must be managed, regulated, and channeled for the amelio-
ration of global, not national, security. Best defined by Kevin Kelly as
“organic behavior in a technological matrix,” networks are challenging
and changing the nature of state power through new lattices of related-
ness and responsiveness.® Obviously, the United States has emerged as
the dominant military and economic power, and even in the worst-case
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nightmares of global realists, it is difficult to identify a potential “peer
competitor” on the horizon. However, post-Cold War, post-9/11, we
have witnessed the emergence of competing sources and mediations of
power: what I call a global heteropolar matrix, in which different actors
are able to produce profound global effects through interconnectivity.
Varying in identity, interests, and strength, ranging from fundamental-
ist terrorists to peace activists, new global actors gain advantage through
the broad bandwidth of information technology rather than through the
narrow stovepipe of territorially based sovereign governments. Enhanced
by IT, nonstate actors have become super-empowered players in interna-
tional politics. Traditional forms of statecraft have become transformed
and in some cases undermined by infowar, cyberwar, and netwar. The
technologies of weapons of mass destruction, networked terror, acciden-
tal crises, and global media have transformed the meaning and discourse
of national security.

Second, networked infotech provides new global actors the means to
traverse political, economic, religious, and cultural boundaries, changing
not only how war is fought and peace is made but making it ever more
difficult to maintain the very distinction of war and peace. The West
might enjoy an advantage in surveillance, media, and military technolo-
gies; but the rest, including fundamentalist terrorist groups, nongovern-
mental organizations, and anti-globalization activists, have tapped the
political potential of networked technologies of information collection,
transmission, and storage. We need to undertake a full-scale investigation
of how global political actors force-multiply their influence in war and
diplomacy through networked infotech.

Third, new global informational and technological networks of power
require new modes of comprehension and instruction, and the social sci-
ences have not been quick to take up the challenge. The virtual nature
and accelerating pace of infotech is partly responsible: Actualizing global
events in real time across traditional political, social, and cultural bound-
aries, infotech resists the social-scientific emphasis on discerning rational
behavior, applying static models, and conducting incremental research
projects. Moreover, the study of infotech requires a dialogue among tech-
nological, scientific, military and other nonacademic circles that has been
notably lacking in discipline-bound university programs and politically
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oriented think tanks. Taking into account the heteropolar as well as mul-
ticultural nature of global politics, we need a strategy that endorses plu-
ral, conceptual, and multidisciplinary approaches to investigate what we
consider to be the most challenging issue of the twenty-first century: the
global application and management of IT in war and peace.

Fourth, we need to recognize that the impact of infoflow is now largely
measured by infotech’s capacity to produce a moving image of the world.
In both senses of the word, this multimedium is e-motive, a transient
electronic effect conveyed at speed. At the emotional level, this means
image-based sentiments of fear, hate, and empathy now dominate word-
based discourses of ideas, interests, and power. At the electronic level, the
speed of the transmission—with real time currently the gold standard
of media—matters as much as the content of the message. Paul Virilio,
urban architect and social critic, has spent a lifetime demonstrating how
this media-driven acceleration has produced what he calls an “aesthetics
of disappearance,” in which the political subject, be it the accountable
leader, participatory citizen, or the deliberative process itself, is dimin-
ished and quickly engulfed by a growing “infosphere.””

Fifth, infotech—increasingly, repetitively, unavoidably—not only acts
as trigger and transmitter of the global infoflow event but also affects
how we respond to the event.® From the actual moment to the eventual
interpretation—for better or worse—infotech records, relays, repre-
sents, and informs our response to global events. Infotech also shapes
how we remember or forget their significance: We are back to chronol-
ogy. We are all familiar with the contemporary production and trans-
formation of multimedia by networked information technologies, from
increased CPU speeds and broadband access, to real-time cable news and
CNN effects, to embedded journalists and network-centric warfare. The
global networking of multimedia that makes up the information flow has
become unstoppable, and I believe that its effects may well have acceler-
ated beyond our political as well as theoretical grasp. A public attention
deficit disorder leaves little time for critical inquiry and political action by
a permanently distracted audience.

Sixth, infotech has become essential for the global circulation of
power, the waging of war, and the imagining of peace. Information tech-
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nology is now an unparalleled force in the organization, execution, jus-
tification, and representation of global violence, as witnessed in the first
Gulf War, the Kosovo air campaign, and the terrorist attacks of Septem-
ber 11. With the war in Iraq, the global effects of infotech became ines-
capable. We witnessed how antiwar organizers used the Internet globally
to muster millions of protesters in large metropolitan areas; U.S. military
commanders leveraged technological superiority to wage network-cen-
tric warfare; and embedded journalists provided influential battlefield
reports by satellite videophones in real time. A glut of information (if a
dearth of knowledge) drew viewers by the millions, not only to prime-
time TV and cable news but also to instantly updated online press sites
and unofficial war blogs. We witnessed the first, but certainly not the last,
networked war.

Seventh, the darker side of infoflow, although freighted in the occa-
sional media spasm, continues to evade the sustained attention of IR the-
ory as well as the concern of international institutions.” Networked ter-
ror; network-centric warfare; network attacks by the Blaster, Nachi, and
SoBig viruses; and a hot summer of electrical network failures had a tre-
mendous transnational impact. Networked technologies merged issues
of national, corporate, and personal security (and liberty) into an inter-
connected global problem. Yet the new global risks of interconnectivity,
including negative synergies, unintended consequences, and the patholo-
gies of networks like viruses, worms, and Trojan horses, often failed to
make the global political agenda at all.

Eighth, the infotech/flow transformation of global politics requires
new conceptual approaches. We need to interrogate as critical pluralists
(rather than corroborate as social scientists) the extant knowledge of
how information flow operates in international relations. My predilec-
tion for multimedia montage over parsimonious rationalist approaches is
as much a response to these technological changes as it is a reflection of
my earlier critiques of social scientific theory’s failure to keep up with the
pace of these changes. This is not an antitheoretical position. Rather, it
shifts our intellectual priorities from the slow, incremental development
of theory to the more supple and strategic application of concepts. Put
pragmatically, theory informs, concepts perform.
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From Infowar to Infopeace

The signs of rapid change are often pathologically manifested: Infor-
mation, to paraphrase William Burroughs, has become a virus, and the
immune response is often worse than the original contagion; densely
networked systems produce negative as well as positive synergies with
cascading effects; and everywhere global institutions of governance are
failing to keep up with the new global risks of interconnectivity. We must
adopt new strategies, concepts, and polices for the new dangers and
opportunities presented by IT. As a preliminary step, we need to adapt
and update a pair of concepts that capture the full spectrum potential of
information flow, to enable the continuation of violence through infowar,
as well as to provide the means to prevent, mediate, and resolve conflicts
through infopeace. The concepts provide a sense of the complex, paradox-
ical, and often contradictory nature of the technologies that convey, gen-
erate, regulate, and stop information flows.”® They emerge from but can
also help us decouple information flows from the state of emergency that
transforms technologies of security into weapons of mass distraction,
deception, and destruction.

Information warfare, or infowar, has become the umbrella concept
for understanding cyberwar, hackerwar, netwar, virtual war, and other
network-centric conflicts. It has a history that goes back at least as far
as Sun Tzu, who considered defeating an enemy without violence to be
the “acme of skill” in warfare. From its earliest application in the beat-
ing of gongs and drums, to more sophisticated uses of propaganda and
psychological operations, infowar has traditionally been deployed by the
military as a “force-multiplier” of other, more conventional forms of vio-
lence. In this sense, infowar is an adjunct of conventional war, in which
command and control of the battlefield are augmented by computers,
communications, and intelligence. With the development of mass and
multiple media, infowar has taken on new forms and greater significance.
As the infosphere engulfs the biosphere; as the global struggle for “full
spectrum dominance” supplants discrete battlefields; as transnational
business, criminal, and terrorist networks challenge the supremacy and
sovereignty of the territorial state, information warfare has ascended as
a significant site for the struggle of power and knowledge. Infowar wages
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an epistemic battle for reality in which opinions, beliefs, and decisions are
created and destroyed by a contest of networked information and com-
munication systems.

Infowar couples sign-systems and weapons-systems. Command and
control, simulation and dissimulation, deception and destruction, virtual
reality and hyperreality—all are binary functions, sometimes symbiotic,
other times antagonistic. Networks of remote sensing and iconic repre-
sentation enable the targeting, demonization, and, if necessary, killing of
the enemy. In its “hard” form, infowar provides “battlespace domination”
by violent (GPS-guided missiles and bombs) as well nonlethal (pulse
weapons and psychological operations) applications of technology. In its
“soft” form, infowar includes a virus attack on a computer network or the
wiping out of terrorist organisations’ bank accounts. In its most virtual-
ized form, infowar can generate simulated battlefields or even create Wag
the Dog versions of a terrorist event. In any of these three forms, informa-
tion warfare can be offensive (network-centric war, Trojan horse virus, or
intelligence dissimulations) or defensive (ballistic missile defence, net-
work firewall, or preventive media).

In spite of the official spin, infowar is not a precision munition. It
might seek to discriminate in its targeting of enemies, but it is as broad-
cast forms of media that it is likely to produce all kinds of collateral dam-
age, blowback, and newly resentful enemies.

At the other end of the information spectrum lies infopeace: the pro-
duction, application, and analysis of information by peaceful means for
peaceful ends. Starting with Gregory Bateson’s definition of information
as “a difference that makes a difference”™ —this is war, that is peace, this
war is here, that war is over there, this war is now, that war was then—
infopeace seeks to make a difference through a difference in the quality
of thinking about the global contest of will, goods, and might. Measuring
information in terms of quality rather than quantity, and assessing quality
by the difference it makes in the reduction of personal and structural vio-
lence, infopeace opens up possibilities of alternative thought and action
in global politics. Unabashedly utopian yet pragmatic, it counters a “natu-
ral” state of war with an historicized state of peace.

Infopeace seeks to prevent, mediate, and resolve states of war by the
actualization of a mindful state of peace. Positing the eventual aboli-
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tion of violence as a global political option, peacemindedness ranges
from the prevention, admonition, and mediation of violence to the
outright disavowal of violence to resolve problems in the international
arena. It draws on a long tradition of peace-thinking, exemplified in
early Christian pacifism and Eastern philosophies, in which the need
for peace begins internally and proceeds outwardly. It starts by embrac-
ing a wholeness of the individual and expands to families, communi-
ties, countries, and beyond. The notion of Gaia as a self-regulating
biosphere contributes to the rhetoric of peace-thinking, but it is the
networked reality of an expanding infosphere that makes peace an
attainable and ever more vital necessity.

Infopeace stresses the actualization of peace through the creative
application of information technology and public diplomacy. As a form
of critical imagination, infopeace resists a technological determinism that
increasingly circumscribes human choices. Further, infopeace integrates
a strategy in which difference, conflict, and antagonism are recognized as
essential aspects of human relations. It aims to develop an awareness of
how these aspects can be addressed by nonviolent means.

The Banality of Terror

Let me conclude by returning to the images that take us to war and that
can lead us to peace. As we know from medical pathology, the autoim-
mune response can kill as well as cure. The response to the most pow-
erful images—the towers toppling, the bin Laden tapes, the Abu Ghraib
photos—bears this out. Heinous crimes were revealed, public outrage
was expressed, official apologies were proffered, congressional hear-
ings convened and courts-martial put into place. In the case of the Abu
Ghraib photos, once established as authentic, they took on a singular sig-
nificance: a crisis for the Bush administration and America’s reputation
in the world. Numerous reports of earlier instances of dissimulations,
groupthink acts of self-deception, and outright lies by the U.S. govern-
ment—from claims about Iraqi ties to Al-Qaeda, the presence of weap-
ons of mass destruction, and the likelihood of a swift postwar transition
to peace and democracy—all paled in comparative political effect to the
digital images of simulated sex, bondage, and mock lynchings. However,
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the surfeit of images also produced a reverse effect: Overexposed to
images of prisoner abuse, Islamicist hip-hop videos, and brutal snuff films
of hostages, many preferred to remove the realities of war with the flick
of a channel, the click of a mouse. The way was clear for a banalization of
terror.

We now see how the infoflow of terror and counterterror produces an
iconic, virtual, and, even worse, increasingly banal effect. In her study of
the “thought-defying” nature of evil that earmarked the killing machine
of Nazi Germany, Hannah Arendt identified the political effects of this
banalization. Citing Arendt and the “banality of evil” can, admittedly, be
just another way of not really thinking through the pervasive and per-
verse state of emergency that shapes so much of world politics today.
However, a more obscure observation by Arendt, captured during an
interview from late in her life, leaves us with a sense of what radical mea-
sures are needed when the most destructive information flow takes on a
banal character:

It is indeed my opinion now that evil is never ‘radical,” that it is only
extreme, and that it possesses neither depth nor any demonic dimension.
It can overgrow and lay waste the whole world precisely because it spreads
like a fungus on the surface. It is “thought-defying,” as I said, because
thought tries to reach some depth, to go to roots, and the moment it con-
cerns itself with evil, it is frustrated because there is nothing. That is its

“banality” Only the good has depth and can be radical.
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Power over Information Flow

Dorothy E. Denning

INFORMATION FLOWS through a global environment characterized by
conflict and competition. One party wants a flow to occur; another wants
to block it. To illustrate: Users want to freely exchange information, while
governments and businesses seek to block information harmful to their
interests. Spies try to infiltrate the networks of their adversaries and com-
petitors to gather intelligence, while their targets employ security mecha-
nisms to prevent network exploitation and attack. Hackers and identity
thieves send e-mails loaded with viruses and other forms of malicious
software, while users employ antiviral tools to block the same.

Conflicts over information flow are at the heart of information opera-
tions and warfare, to include cyberwarfare, cybercrime, and cyber con-
flict in general. One party sends packets or streams of information that
aim to attack, exploit, or influence a target, while the opponent employs
measures to stop the flows. The cyber assault against Estonia in 2007, for
example, was launched by patriotic Russian hackers who were incensed
by the relocation of a Soviet-era war memorial in Estonia’s capital, Tal-
linn. To express their outrage, they flooded select Estonian Web sites
with Internet packets, exploiting at least one “botnet” of compromised
computers to create a massive amount of traffic. Their distributed denial-
of-service (DDoS) attack shut down the sites until the Estonians could
effectively block the traffic and the hackers backed off. Russian hackers
launched similar attacks against Georgian Web sites in 2008, this time in
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conjunction with a military confrontation between Russia and Georgia
over South Ossetia.

Not all information-related conflicts center on cyberattacks. Following
the 2009 presidential election in Iran, for example, protesters used vari-
ous cybermedia, including Twitter, Facebook, YouTube, and text messag-
ing, to distribute information and videos about the protests. In response,
the Iranian government took steps to block access to certain Web sites
and media. The government’s efforts were only partially effective, how-
ever, as Iranians shared information and tools for circumventing the cen-
sors. Some of the protestors also launched a DDoS attack against Presi-
dent Mahmoud Ahmadinejad’s Web site, but this was short-lived and
played only a minor role in the overall conflict.

This chapter examines the global flow of information in terms of a
power struggle between efforts to cause flows and efforts to block them.
It analyzes the nature of this power, how it is exercised, and the objectives
served. Although a variety of information media are considered, empha-
sis is placed on flows enabled by computer networks, including the Inter-
net and mobile phone networks. Whereas information flows were at one
time dominated by human interactions within small localities, today
they are facilitated by global networks of hardware and software systems.
The software itself is data, allowing it to flow like other information. But
unlike other forms of information, which are effectively inert, software
causes things to happen, including information flows. Spyware, for exam-
ple, captures data on one computer and transmits it to another; computer
worms spread their damaging code to other vulnerable hosts.

In viewing the global flow of information as a power struggle, the
chapter does not mean to imply a lack of cooperation and collaboration
in the information environment. Indeed, people frequently cooperate to
share information and promote flows, as well as stop them. The world’s
largest encyclopedia, Wikipedia, is the product of widespread collabora-
tion on the Internet. But even there, conflicts are common over specific
content, as users edit and delete material to serve their interests.

After examining the power of flow and the power of blockage, the
chapter looks at the characteristics and challenges of flows that are covert
in nature. It then examines how laws and regulations support blockage
power and, to a lesser extent, flow power. With this background, the
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chapter considers the issue of information control, and whether such
control is even possible. Finally, it turns to the question of what power
over information flow means in terms of influence. Ultimately, it is not
the ability to control flows that matters as much as the ability to influence
decisions and actions.

Flow Power

Information flows arise when information is transmitted from a source
(or sender) to a destination (or receiver) over some channel. The source
can be a human; a device such as a computer, sensor, or broadcast sta-
tion; or some combination, as when a user sends an e-mail message from
a laptop or places a call from a mobile phone. Similarly, the destination
can be a human, a device, or both. The information channel may be pro-
vided or mediated by third parties, including communication service
providers and governments. Further, the channel itself may be the source
or target of additional flows, as when it is wiretapped.

Flow power is the ability to cause a flow of particular information from
a given source to a given destination within a specified time. Time is an
important element, because information can become stale and irrelevant.

Flow power can reside at the source, destination, or channel. At the
source, power is characterized by an ability to push information to the
destination. The means vary and include sending an e-mail, text, or
instant message; talking in person or on the phone; transmitting a fax;
broadcasting a television or radio program; and uploading information to
a Web site or file directory.

Power at the destination is characterized by an ability to pull infor-
mation from the source. A principal means is downloading information
from a Web site or file server.

Many, perhaps most, information flows result from a combination of
push and pull. Radio and television broadcasters push their programs
onto the airwaves; viewers pull the ones they desire by tuning their
receivers to the specified channels. Owners of Web sites push informa-
tion onto their sites; interested users visit the sites and pull the informa-
tion they want; they may also push new information onto the site by fill-
ing in a form or adding comments to a discussion thread. Even e-mail,
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which is predominantly a form of push, requires some pull from the
recipient, namely to select, open, and read a message in the inbox. The
result is that flow power may be shared by senders and receivers, with
neither party being in full control of the flow. Still, the balance of power
may not be even. E-mail and postal mail seem to favor senders, as illus-
trated by junk mail.

In some cases, the sender or receiver can execute a flow without help
from the other party, or at least a human party. For example, pop-up ads
are essentially pushed onto a user’s computer, although facilitated by
software running on the user’s machine. Fax is another example that puts
virtually all of the power in the hands of the sender. As an example where
the receiver of information has the power, consider a hacker who breaks
into another computer system. The hacker can pull information from
the compromised machine without the owner’s cooperation or consent,
assisted only by software on the computer (possibly even pushed there
by the hacker).

Third parties who provide or control the information channels also
have power over information flows. These include Internet service pro-
viders and the owners and operators of network routers and name serv-
ers. E-mail and Web traffic cannot flow without this basic infrastructure.
In addition, much of what people access on the Web is mediated through
search engines, which control the order of entries in “hit” lists and which
sites on the Web are indexed. The authors of blogs and other types of
Web pages also facilitate flows by linking to other pages.

Receivers of information can serve as intermediaries for additional
flows by forwarding the information to others, thereby facilitating flows
from the originating source to downstream recipients. Indeed, informa-
tion often flows through social networks via e-mail and other channels,
reaching people not even known to the originator. In the process, inter-
mediaries serve as brokers or gatekeepers to further flows.

In general, flow power is increasing across the board. One reason
is that the volume of information is increasing, so there is consider-
ably more information to push and pull. But technology has played an
even larger role, reducing human effort at both the sending and receiv-
ing ends and reducing transmission times and costs. Software performs
many tasks that once required considerable human effort, such as send-
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ing mass mailings and regular news updates, and managing distribution
lists. Today’s messaging environment has made it virtually effortless to
send new and forwarded information across the globe in practically no
time and at practically no cost. The Web, together with powerful search
engines that comb it, has become an enormous library and marketplace,
empowering those who want to find and acquire information as well as
those who want to publish and disseminate it. The benefits are enor-
mous, but they are partially offset by numerous problems: spam, pop-up
ads, computer viruses, hackers, and so forth.

Blockage Power

Blockage power is the ability to prevent particular information from flow-
ing from a given source to a given destination. It is the opposite of flow
power and serves to undermine it by denying, degrading, and disrupting
information flow.

As a rule, blockage power is selective. The goal is not to prevent all
information flow, only that which is deemed harmful. Blockage power
is directed at a range of information, including spam; malicious software
such as computer viruses, worms, Trojan horses, and spyware; sensitive
information sought by spies; intellectual property transmitted in viola-
tion of copyrights; information contraband such as child pornography;
and information censored by governments.

Like flow power, blockage power can be exercised at the source or
destination, or by third parties along the way. At the source, it takes the
form of security measures, including access controls, filters, encryption,
and digital rights management. Access controls deny unauthorized per-
sons the ability to transmit information from the source. They typically
depend on a system of user identification and authentication, such as
user names and passwords. However, they can be based on other factors
such as location. Jihadist Web sites, for example, have been known to pro-
hibit access to visitors from certain countries. Filters, including firewalls
and antiviral tools, serve to block certain information from leaving the
source, including packets and messages with malicious code. Encryption
protects data both in storage and in transit. Even if the bits flow, the infor-
mation conveyed by them will be inaccessible to those without the key
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or the means to crack the code. Digital rights management (DRM) uses
a combination of access control and encryption to protect intellectual
property from flowing in ways that violate a licensing agreement.

Security is also essential to block flows at the receiving end. Access con-
trols deny unauthorized persons the ability to deposit information at the
destination. Filters block incoming information deemed harmful, includ-
ing packets associated with computer intrusions. They stop malicious soft-
ware and spam that arrive via messaging systems or Web browsing.

Intermediaries also have the power to block flows. Infrastructure oper-
ators can filter out spam, malicious code, and information that violates
policies and laws. Web-hosting services in the United States and else-
where have taken down thousands of Web sites containing child pornog-
raphy, pirated software and music, and scams. They have also removed
jihadist Web sites supporting terrorists. In China, where information is
heavily censored, Internet service providers are required to filter out and
remove banned information. Information entering the country is filtered
at border routers implementing China’s “great firewall.”

Third parties can block flows even if they do not own or control the
infrastructure. For example, they can keep information from flowing in or
out of a Web site by bombarding the server with worthless traffic, as was
done in the Estonian and Georgian cyberattacks. Even if the channels
are not fully blocked, these denial-of-service attacks can substantially
degrade legitimate flows. Such attacks have driven some e-commerce
sites and Internet service providers out of business, because they could
not sustain the losses. Others have given in to extortionists, paying per-
petrators to stop their attacks.

Unscrupulous businesses have also engaged in “click fraud” in order
to get their competitors’ click-through ads off the Internet. For example,
by repetitively clicking on prepaid ads that are limited to so many clicks,
they can drive the clicks up to the limit, whereupon the ads are removed.

Just as information technology has increased flow power, it has
increased the power to block those flows. Information security and con-
tent filtering tools, for example, continue to improve, making it possible
to block traffic that at one time flowed freely. As bad as spam is, at least
it is susceptible to blockage, whereas postal junk mail is not. However,
considering the rate of increase in information flow, it is not clear that
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advances in blockage power have kept up with flow power. Part of the rea-
son is that improvements in blockage motivate those who wish to move
information to find new ways of doing so. Often, the new methods are
covert and distributed, making them much harder to observe and stop.

Covert Power

Covert power is a form of flow power wherein the information flow is
hidden. The objective is to conceal the source, destination, or content
from an adversary who might observe or obstruct the flow.

A wiretap or other type of hidden communication intercept is an
example of a covert flow wherein a copy of the intercepted message
stream flows secretly to a hidden receiver. However, although the com-
municants may not know that their messages are being read or heard,
they can effectively block the covert flow by encrypting their communi-
cations, as noted earlier.

Most computer attacks involve covert flows. Hackers, for example,
secretly plant malicious software, including spyware and hacking tools,
on vulnerable machines. The software allows the hackers to secretly
exfiltrate sensitive information from the systems. In addition, the com-
promised machines may be employed in botnets that send out spam and
launch DDoS attacks, all without their owners knowing. Likewise, com-
puter viruses and worms spread secretly from one machine to another
without the owners even realizing that their machines have been infected.

Some covert flows circumvent security controls at a destination by
pretending to come from a trusted source. Packets get through firewalls
with fake IP source addresses, and malicious e-mail arrives with spoofed
headers. Users unwittingly open e-mail attachments and click on links to
malicious Web sites thinking the e-mail came from their bank or other
trusted party. In a typical “phishing” scenario, the user is duped into
entering personal information such as a username and password or Social
Security number.

Initiators of flows can also hijack channels in order to take over a net-
work connection or broadcast medium. Israel, for example, hijacked live
broadcasts from Hezbollah’s Al-Manar television station in order to sup-
plant the station’s regular programming with its own messages.
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In some cases, the source and destination of a flow collaborate in order
to hide a flow from third parties such as wiretappers. An example is the
use of steganography, which attempts to hide the transmission of infor-
mation. By hiding the message within a cover medium such as an image
or video, the communicants can conceal the flow of the message from
third-party observers. However, a third party may observe the flow of the
cover message and thereby learn at least that something is being commu-
nicated. Encryption is similar, but in this case the message is hidden by
scrambling the bits rather than trying to conceal its transmission.

Third parties can facilitate covert flows. Proxy servers, for example,
allow users to browse the Web while concealing their IP address from a
visited Web site, and the Web site’s IP address from intermediaries (e.g.,
governments) watching what flows in and out of the user’s computer.
They provide one means whereby users in China, Iran, and other coun-
tries that censor the Internet can get around the filters that prohibit
access to certain foreign sites. Banned information can also slip past the
filters of these countries through the use of encryption and steganog-
raphy. Software tools have been developed explicitly to support these
covert flows.

Laws and Regulations

The preceding discussion illustrates how technology enhances both the
power of information flow and the power of blockage. This power is also
strengthened through laws and regulations. Those that support the rights
of free expression and access to information strengthen the power of flow,
while those that restrict those rights strengthen the power of blockage.
Most if not all governments have regulatory authority over their
information environments. Authoritarian governments generally
restrict more information than democracies, but even democracies pro-
hibit certain types of information such as child pornography, defama-
tory speech, fraudulent advertising, and speech that incites violence.
In addition, governments have laws protecting classified information
from disclosure and intellectual property from piracy and theft. When
these laws and regulations are broken, infrastructure owners are enti-
tled to block offending information flows. They can take down Web
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sites or remove files from them, block broadcasts and individual mes-
sages, and deny access to perpetrators. At the same time, free speech
laws ensure that public providers cannot block information flows just
because they find them offensive. In addition, the Freedom of Informa-
tion Act (FOIA) and corporate disclosure laws ensure that government
agencies and corporations release certain information even when they
would prefer to withhold it.

Regulations do not provide absolute power over information flows, as
laws can be violated and information can flow covertly. Further, enforce-
ment across borders can be difficult. Information prohibited in one coun-
try may not be prohibited in another, and monitoring information flows
over borders is difficult at best. Denizens of a country where information
is prohibited may be able to acquire it from foreign sources by covert
means, as noted earlier.

Still, laws and regulations matter. Most Internet service providers in
China abide by the regulations to censor, lest they risk heavy penalties
or closure. This is equally true of Western companies operating within
China, leading to criticisms of Google, Cisco, and others for supporting
the censors instead of demanding free speech. In addition, most Chinese
accept the legal regime and self-censor. Relatively few flagrantly violate
the law, and many who do end up in prison.

Although intellectual property laws have certainly not prevented the
flow of software, music, and other files in violation of copyrights, they
have arguably reduced their flow. Lawsuits against businesses found to
have unlicensed software motivated companies to make sure the software
on their computers was licensed. Similarly, those against Napster and
other services that promoted unfettered music sharing led to the launch
of new services that better support the protection of intellectual property,
while enabling its flow. Had these and lawsuits against individual viola-
tors not been filed, copyrights might be meaningless in today’s informa-
tion environment.

Control

Control over the information environment is usually regarded as the abil-
ity to prevent certain flows, including downstream flows following the
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limited release of information. The general consensus is that these flows
cannot be controlled. Once information is out there, especially on the
Internet, it cannot be retracted or restricted to particular parties. It can go
anywhere, assisted by covert means or even overtly. Moreover, anything
can be put on the Internet, in defiance of government and corporate cen-
SOrS.

This chapter takes the view that the issue of control is more nuanced.
Although the ability to block flows is never complete, steps can be taken
to reduce considerably the likelihood or extent of particular flows. These
steps can draw upon both technology and the law. In China, the informa-
tion environment is strongly affected by laws and regulations governing
users and service providers, by the products that block and filter flows
at the border routers and internally, by the thousands of cybercops who
enforce the laws, and by the severe penalties imposed on violators. Chi-
nese users can circumvent the filters using encryption and steganography,
but most do not bother.

Information placed on the Internet may seem impossible to take
back, yet it happens all the time. News sites remove stories from public
view, organizations pull documents, and entire Web sites disappear. In
some cases, the information may still be on the net, but hidden on a
page that is password controlled or not seen by search engines. Unless
the information has been copied to a public Web site that is scanned
and indexed by major search engines, it will be as good as gone, as far
as most users are concerned. That the information may exist some-
where will be of little value. The Internet archive (www.archive.org)
is an ambitious attempt to keep a record of information posted on the
Internet, but it is far from complete, and information has been removed
from there as well.

Still, there are many situations where people lose control over their
information. Internet users give their personal information to a Web site,
only to learn that the site has been compromised by hackers or sold to
a third party. They find out that sensitive information sent in a private
e-mail was forwarded to others or posted on a Web site. They discover
that their search queries are logged and potentially available to the gov-
ernment. They find out that a software product installed on their com-

[ 226 ]


www.archive.org

Power over Information Flow

puter has hidden spyware, which has been sending information from
their machine to the vendor’s. Government officials post redacted doc-
uments on their Web sites, only to learn that the “deleted” information
was inadvertently exposed and published on a site outside government
control. Information security mechanisms protect against some of these
flows, but not all.

In general, it is easier to control information the closer it is to the
source. If the photos taken at Abu Ghraib had never been taken or
entered the public domain, whence they quickly spread around the
world, the impact would have been far less. Better still, had the prisoners
never been abused, there would have been no story of mistreatment to
report in the first place. Even if we cannot completely control the down-
stream flow of information, we can control our actions, which in turn
affect the information generated about us and disseminated to other par-
ties. However, we are still not in complete control, as people can concoct
and propagate conspiracy stories and other falsehoods. These stories will
coexist with accurate ones in a sea of information where perception can
matter more than truth.

Overall, governments have greater control over the information envi-
ronment than other entities, because of their ability to censor informa-
tion within their borders under national laws, however limited that power
may be. But organizations are not powerless, as they can fire their own
personnel for accessing or posting inappropriate information, and they
can sue those who steal their intellectual property.

In addition to blocking information, governments and other entities
can attempt to shape the information environment through informa-
tion flows. They can flood the information environment with carefully
crafted messages, submit stories to the press faster than their opponents,
and post messages on venues that draw large audiences. Indeed, it may
be more effective to post information on a popular Web site than on one
that is rarely visited but under its publisher’s control. Chinese authorities,
operating undercover, reportedly post commentaries defending the gov-
ernment on Internet discussion sites to counter negative comments on
those sites, finding this to be more effective than posting to official gov-
ernment sites.
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Influence

Ultimately, one’s goal may go beyond simply causing or blocking flows, or
even controlling the information environment. It may be influencing the
opinions, decisions, and actions of target audiences. Governments are
interested in promoting their national and international agendas; politi-
cal parties seek votes for their candidates; and businesses want consum-
ers to buy their products.

For information to influence people, it must first reach them. This can
be easier said than done. Simply publishing information on a Web site or
broadcasting it over the airwaves does not guarantee it will reach a tar-
get audience. The audience may never visit the site or tune its stations to
the desired content. As noted previously, posting information to already
popular Web sites and other media can help. In the Arab world, one can
reach a much larger audience through Al Jazeera than CNN.

Sending information directly via e-mail or other messaging systems
is also problematic, as the messages may be viewed as spam and dis-
carded. These systems generally work best when the receivers knows
the senders and are favorably disposed toward them or have asked for
information from them, for example by subscribing to an e-mail news-
letter or “following” someone on Twitter. Another strategy is to relay
the message through a trusted relationship; instead of contacting the
target directly, the message is sent to a trusted friend or colleague of the
target. Internet services such as LinkedIn give users the ability to con-
struct, manage, and use trusted networks to reach people they do not
otherwise know.

Assuming a message has reached its target, how the target responds
will be a function of the message’s perceived credibility; the target’s psy-
chology, experiences, social communities, and culture; the target’s rela-
tionship to and views of the source of the information; and the context in
which the message is received. A message that appeals to a government’s
own citizens might be found repugnant to a foreign audience.

The ability to influence another party can be based on different types
of power relationships. John French and Bertram Raven identified five in
their seminal paper “The Bases of Social Power” (Studies in Social Power,
1959): reward, coercive, legitimate, expert, and referent.
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With reward power, influence is achieved by mediating rewards to the
target of influence, where the granting of rewards is contingent on the
target’s taking a desired action (or inaction). Con artists exploit reward
power by promising benefits that are never delivered. With the Nigerian
409 scams, victims believe they will receive millions of dollars after put-
ting up a few thousand; instead, they find that they have been duped.
Enough people fall for such scams that a considerable portion of the
global e-mail traffic contains fraudulent messages.

With coercive power, influence is achieved through threats or acts of
punishment.

By serving lawsuits against file-sharing services that facilitated music
sharing in violation of copyrights, the music industry influenced the
development and deployment of products and services that support
copyrights. Extortionists have also used coercive power, threatening to
disclose secrets acquired by hacking or to launch a DDoS attack against a
critical Web site unless the victim pays.

Legitimate power refers to the power that comes from the author-
ity vested in roles and social norms. The target of influence accepts that
the source has the authority to prescribe certain actions. As noted ear-
lier, most Internet users in China accept the rulings by their government
about posting certain types of information on the Internet. Similarly,
employees accept certain restrictions imposed by their organizations on
Internet use. In many cases such as these, the legitimate power is also
backed up with coercive power, for example the threat of being fined,
imprisoned, or fired.

With expert power, one’s influence on another party is based on
knowledge and expertise that has value to the other party. The informa-
tion supplied by experts is generally more likely to receive widespread
distribution and be acted upon by recipients than information from non-
experts.

Referent power, one of the strongest forms of social power, is based
on a feeling of attraction to and identification with the influencer. The
target of referent power will take actions to please, imitate, or support
the source, for example by buying a product or donating to a charity
promoted by a celebrity. The source may not even be aware of the power
held over the target. Referent power is similar to the soft power described
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by Joseph Nye in his book by that title. As with the other forms of social
power, people with referent power have an advantage when it comes to
reaching and influencing others.

Intermediaries also play a role in influence. Consumers consult
product ratings and reviews before making purchasing decisions; vot-
ers talk with family and friends before filling in their ballots; and
government leaders examine intelligence reports before making cer-
tain decisions. In some cases, the value of intermediaries can be sub-
verted. For example, book authors can improve their ratings on Ama-
zon.com by posting anonymous five-star reviews of their own books.
Similarly, they can lower the ratings of competing books by posting
anonymous one-star reviews of those books. With the submission of
numerous reviews from phony reviewers, both scores can be further
affected.

Conclusions

The global flow of information is competitive, with the power of flow
frequently bumping up against the power of blockage. While no player
has complete control over the information environment, each has lim-
ited power to cause or support certain flows and block others. However,
there is a constant tension between the power of flow and the power
of blockage. Channels that seem to be blocked may be circumvented
through covert flows; yet, at the same time, flows that seem impossible
to block technically may be sharply reduced through laws and regula-
tions.

The competition between flow power and blockage power is manifest
in both domestic and international conflicts. In addition, it has given rise
to several information-related conflicts, including the free flow of intellec-
tual property versus copyright protection, free speech versus government
censorship, spam versus e-mail control, hacking and malicious software
versus security and privacy, and government and corporate surveillance
versus privacy. None of these have or are likely to have clear winners and
losers, as technology continually advances to support new means of flow
and new means of blockage. At the same time, the legal environment
adapts to better empower certain actors.
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In at least some of these conflicts, the ultimate question is not who
wins the flow wars but who wins at influence. Which companies suc-
ceed in the market? Which governments realize their policy agendas? Do
individuals retain their civil liberties? Still, the global flow of information
plays a critical role in determining influence and is fundamental to it. As
long as there are competing agendas, there will be power struggles over
the information environment.
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Information Power

The Information Society from

an Antihumanist Perspective

Jack M. Balkin

WHEN WE THINK ABOUT INFORMATION as power, we usually think
about individuals, groups, and nations using information and informa-
tion goods as a resource that helps them gain advantages over others. In
this chapter, however, I am interested in how the globalized information
networks create new forms of power that transcend people’s conscious
design. Digital information technologies, I shall argue, enmesh individu-
als, groups, and nations in proliferating networks of power that they nei-
ther fully understand nor fully control, and that, in fact, are controlled by
no one in particular.

To explain this phenomenon, I offer three portraits of our current situ-
ation, which I call the memetic model, the Gaia model, and the prolifera-
tion of power model. Each model focuses on forms of power that shape
human beings, exercise control over them, and reshape their attitudes,
their self-conception, and their modes of behavior. Each perspective sug-
gests that larger forces are reshaping and even sacrificing human values
and human interests to serve goals that no human being in particular is
seeking. And in these models, the choices people make are consequences
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of the way these larger forces play out. Thus, these models take human
agency as both an input and an output of the global information system.
For this reason, they are all antihumanist approaches—that is, they treat
human beings as the constructions and unwitting agents of larger forces
produced by the concatenation of individual human belief, desire, and
action.

The point of this analysis is not to deny the role that human agency
plays in making the world we inhabit. All of the mechanisms I describe
in this chapter are produced by the actions of individuals, working either
separately or collectively in groups. Nor is it to reject the importance of
human values and interests as goals of information policy. Quite the con-
trary: I hope to identify features of our current condition that we might
otherwise overlook. If we care about promoting human freedom and
human flourishing in a globalized information society, we need to think
about all the various forces that might affect them.

The Internet from a Meme’s Point of View

The memetic model, as its name implies, asks how the evolution of the
Internet looks from a meme’s point of view. Memes are bits of informa-
tion that replicate themselves in human minds and in human-created
methods of information storage and retrieval! (In fact, there is some
dispute about whether the latter should properly be called memes, but
for ease of discussion I shall include them in what follows.) Memetics
holds that culture, knowledge, and information consisting of complexes
of memes replicate themselves by spreading from mind to mind through
communication, imitation, and social learning. Replicating memes com-
pete for space in limited human memory and human attention, evolv-
ing in a Darwinian process. Human beings are hosts for memes; we use
memes to think with, but memes use us to communicate and spread
them, in the process generating cultural evolution.

Memetics studies how culture evolves as memes employ their human
hosts to proliferate and compete with other memes for limited space in
human minds and methods of information storage. Like genes, memes
survive to the extent that they successfully propagate; therefore we may
talk about them as if they were seeking to ensure their own copying and
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survival. But that conceit is largely metaphorical. For the memetic per-
spective to be useful, it isn't necessary that there actually be roaming
around our heads little bits of culture that are secretly working to fur-
ther interests of their own. All that is necessary is that features of culture
reproduce and develop as if this were the case.

How do the Internet and globalization look from a meme’s point of
view? Daniel Dennett once quipped that “a scholar is just a library’s way
of making another library”* He meant that successful memes use human
beings as their witting or unwitting vehicles for reproduction and spread.
Human beings use memes to think with, so from our perspective memesare
just tools for our understanding—they form part of whatI call our “cultural
software.” But from a meme’s perspective it is we humans who are a means
toan end—thatend being the replication and propagation of memes.

To survive, memes must either win a competition against other
memes for limited space in human memory or attention, or they must
create additional space for themselves. Hence memetic competition
favors ideas and behaviors that promote communication and increase the
number of places where memes can propagate and be stored. Note once
again that if we define memes as brain states, bits of information stored
in books or sent through telephone wires aren’t memes in that narrow
sense. But the forces of cultural evolution might generate new kinds of
informational entities that can exist in formats outside the human mind.
Indeed, that is precisely what a memetic perspective might predict.

New forms of memory storage and communication benefit many
different types of memes. Although memes compete with one another,
some memes assist one another’s survival (just as some genes do). Hence
many memes would welcome the spread of ideas that lead human beings
to develop ever more powerful methods of communication and informa-
tion storage. A memetic perspective would predict that, over time, human
beings would generate and spread many ideas and behaviors that would
lead people to expand communications and information technologies
and facilities for information storage and retrieval. These might include
(1) ideas promoting education, literacy, and the spread of knowledge;
(2) ideas for technologies that let people send information and ideas to
one another easily, quickly, and cheaply; and (3) ideas for technologies
that make it possible to store vast amounts of information easily, quickly,
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and cheaply. Eventually these ideas and behaviors might lead to some-
thing like the Internet, which connects billions of people around the
world and—in conjunction with the world’s computers—can store and
transmit enormous amounts of information and ideas. To vary Dennett’s
aphorism, we might say that the Internet is a device made by memes for
making other memes.

From a meme’s point of view, the Internet is little short of paradise. It
greatly amplifies the spread of ideas, knowledge, and bits of culture. In
fact, all communication on the Internet occurs through copying, which
is how memes reproduce. If cultural reproduction is a meme’s version
of sex, then the Internet is just one big orgy, an endless informational
bacchanal. The Internet copies information from everywhere and then
transmits it in redundant copies to millions of places around the world.
From a meme’s perspective, the Internet is not a great achievement of
human liberty. It is the most powerful technology yet devised for memes
to reproduce themselves in perpetuity. The glut of information produced
by the Internet leads to increasingly powerful technologies of search
and retrieval—like search engines—that become central to the network
because they lower the costs of finding information. These new search
and retrieval technologies, in turn, produce and propagate vast amounts
of metadata—information about information—thus spewing ever more
memes into the global information environment.

Memetic reproduction isn't concerned with whether human beings
are making wise choices or bad choices in how they globalize the flow of
information. Rather, the globalization of information and the push for
ever more efficient methods of information transfer and storage arise from
a memetic imperative. Memes use us to create an ever more suitable envi-
ronment for their replication and spread. The memetic imperative isn’t
interested in what is good or bad for human freedom or human flourish-
ing. It cares about what is good and bad for memes. Some things that help
memes spread may assist human freedom and human happiness. But some
may be indifferent or even hostile to them. Two obvious examples are the
spread of hate speech and the self-replicating informational entities we call
computer viruses. The proliferation of information can make human life
more complicated and hectic; it can also threaten our health and even our
survival when dangerous or harmful information proliferates.
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The point of viewing globalization from a meme’s point of view is not
to get you to believe that tiny, inanimate bits of information are secretly
in control of your life. The point, rather, is that although we may think
that we are promoting the growth and spread of information technology
to serve the goals of human enlightenment, the story is far more com-
plicated. The memetic perspective helps us see that the proliferation of
information and information technology takes on a life of its own, and
that thinking in terms of memetic imperatives, and not human values,
will help us understand why this is so.

Mother Earth Thinks about Herself

The Gaia model offers a second perspective on the global spread of infor-
mation networks. It takes its name from the Gaia hypothesis, which pro-
poses that the Earth’s biosphere, atmosphere, oceans, and soil form a
single entity that evolves over time and produces and maintains the con-
ditions necessary for life. James Lovelock formulated the Gaia hypothesis
in the mid-1960s; he sought to promote environmental values, and he
emphasized the complexity of the global ecology and the necessary inter-
dependence of all life on the planet.* Robert Wright offered an informa-
tional version of the Gaia thesis, arguing that the development of human
intelligence is the next step in the evolution of the planet’s biosphere and
that globalization is a largely positive force that will draw human beings
into increasingly interconnected economic, political, and informational
cooperation, leading ultimately to a “global brain.”® Wright was influ-
enced by the work of the Jesuit philosopher and theologian Pierre Teil-
hard de Chardin, who argued that the “noosphere” of human thought
would evolve toward a maximum level of complexity and consciousness,
which he called the Omega Point.’ In the Teilhard version, the world is
not just a single organism evolving; it is also becoming more conscious
of itself over time. There is an obvious analogy between Teilhard’s model
and the Hegelian notion of a world Spirit that comes to understand itself
through history.

As in the memetic model, human beings in the Gaia model are a
means to a larger end. We are information-processing nodes in a develop-
ing central nervous system. We are parts of an emerging world brain that
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increasingly makes new neural connections and, in the process, becomes
more aware of itself. Individual human beings are neither the beginning
of this story nor its end. They are merely a historical stage in the world’s
development from relatively primitive forms of ecological feedback and
information exchange to an ever more complex and sophisticated system
of information flows and information potentials.

In the Gaia model, the world is a self-organizing computing system
that collects and distributes increasing amounts of information about
itself to itself, so that, in the end, the world becomes fully aware of itself
and its own operations. Hence every new bit of information and every
new mechanism for collecting, distributing, and analyzing information,
even if pursued by human beings for completely selfish ends, increases
the world’s awareness of itself. Technological advancement creates ever
new methods of informational feedback; the Internet draws ever more
connections and pathways of informational flow; every new information
collection and storage device increases the possibilities for information
and feedback about the states and functions of the world and its ele-
ments. At this stage in the world’s history, we are its neurons, and every
bit of technology we develop helps the planet create new connections
and promote new information flows, spurring the system onward toward
intelligence and sentience.

Like the memetic analogy, the Gaia hypothesis of a single organism
increasingly able to think about itself may be no more than a helpful met-
aphor that helps us to see historical processes from a different perspec-
tive. Yet there is some truth in the notion that increasingly complex self-
organizing entities spontaneously produce new feedback mechanisms, so
that they respond in ever more nuanced ways to signals and changes in
information potentials flowing through the system. In this sense we can
say that self-organizing entities “know” about themselves and respond to
that knowledge.

Over time, such feedback mechanisms can be multiple, increasingly
complex, and highly differentiated. Markets, to take only one example,
are a kind of self-organizing system that produces continual informa-
tional feedback with powerful real-world consequences. We already live
in a world of globalized markets in which the unexpected frost of an
orange crop in one part of the planet has ripple effects throughout the
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world economy. Globalized economies not only make different parts of
the world more interdependent, but they also create incentives to col-
lect and transmit ever more information from one part of the world to
another, so as to anticipate the economic causes and effects that come
with this interdependence. Similarly, globalized financial systems require
elaborate network surveillance to ensure security and trust and to fore-
stall attacks on the system.

The Gaia hypothesis suggests that the globalization of information
technology represents the latest stage of a far more complex self-organiz-
ing system that collects information about what happens on the planet
and combines it with multiple mechanisms of feedback and control.
Before human beings evolved, ecology itself was the major carrier of
informational feedback, but now human beings and human technologies
do an increasing share of the work. Imagine a world in which every street
corner has multiple cameras that collect visual information from every
angle; every street has multiple sensors that monitor traffic flows; every
house is a “smart” house that collects and analyzes information about
what happens within it; every market transaction is dutifully recorded,
collated, and analyzed by computers around the world; every computer
network continuously monitors its security and tests its vulnerabilities to
attack; every search engine perpetually sends out bots seeking new con-
nections and new information to copy; every Internet service provider
keeps continuous tabs on what information is being requested and where
itis being sent; and that various entities, some public, some private, some
human, some automated, continuously gather all this information, sift-
ing it and analyzing it for patterns to predict future behavior and forestall
future problems. Such a world would indeed begin to approach a global
information processing system, if not a world brain.

The twin forces of globalization and Internet penetration have acceler-
ated this process. We are still at the beginning of a fully globalized net-
work that collects information from around the world, collates it, ana-
lyzes it, and sends it to anywhere and everywhere. In this sense, it is not
so strange to say that the world is becoming increasingly “aware” of what
is happening within it. Perhaps more important, in this emerging world
we are not necessarily the central characters. Although these systems
of informational feedback grow through the motivations and actions of
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individual human beings, they do not necessarily evolve to benefit us;
rather, our interests, expectations, values, and desires will increasingly
be shaped to mesh with the imperatives of this self-organizing world. We
will become the sort of beings who are fully immersed in global infor-
mation flows; who are continuously tracked, traced, and monitored; who
can send and receive information from anywhere to anywhere anytime;
who have at their disposal multiple methods of communication and infi-
nite sources of information from around the world; and who can no lon-
ger imagine what it would be like to live otherwise.

The Proliferation of Information Power

This brings us to the third perspective for understanding informational
globalization—the proliferation of power model. The idea of proliferating
power is inspired by the European social theory tradition of Karl Marx,
Max Weber, and Michel Foucault. Marx pointed out that the evolution
of economic forces drives people to make history but not as they intend,
creating ever new forms of economic subordination that are repeatedly
justified under the name of increasing freedom (although Marx believed
the story would conclude with the happy ending of a proletarian revolu-
tion). Weber argued that modernity produces an iron cage of increasing
bureaucratization in which individuals are subjected to expanding forms
of rationalized organizational power. Foucault heralded the age of a disci-
plinary society in which surveillance and professional knowledge increas-
ingly normalize and regiment human behavior; he imagined new forms
of power that, rather than being controlled by any single group or agent,
disperse themselves in ever finer webs throughout society.

A proliferation of power perspective argues that the information tech-
nologies which human beings implement to transfer, store, and analyze
information do not necessarily bring a net increase in either human free-
dom or human empowerment. Rather, the rise of the global information
economy enmeshes human beings ever more tightly into digital informa-
tion networks, while simultaneously monitoring, shaping, directing, and
controlling human beliefs, values, behaviors, and actions. Power does not
disappear in a digital networked world. Power shifts from the arbitrary
will of specific individuals and the imperatives of large bureaucratic orga-
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nizations to the channeling effects of software code, surveillance technol-
ogies, and information networks. Increasingly, software architectures and
information networks direct, block, filter, categorize, monitor, and nor-
malize behavior; they drive the pace and possibilities of human interac-
tion, the scope of human imagination, and the search for and realization
of human desires.

Information, information filtering, and information transfer become
central to everyday human life, shaping human expectations and pos-
sibilities while they expand our powers. Although we are increasingly
integrated into information networks in some ways, we are also alienated
from them in others. Information in the form of computer code, data-
bases, information-collection systems, and data analysis turns informa-
tion into a thing and a tool that does more than empower human beings.
The proliferation of power model predicts that digital information flows
will increasingly monitor and control human beings, reshaping their
activities, intentions, hopes, and desires. Instead of being subjected to
the arbitrary will of another, human beings will be subjected to the dis-
tributed power of networks. Digital networks tie people together and, in
tying them, bind them in ever new ways. Power, instead of being increas-
ingly concentrated in individuals and organizations, is increasingly dif-
fused, so that its effects are felt everywhere.

People routinely praise the Internet for its decentralizing tendencies.
Decentralization and diffusion of power, however, is not the same thing
as less power exercised over human beings. Nor is it the same thing as
democracy. Consider technologies that trace position and identity, such
as global positioning systems, radio frequency identification tags, and
biometric readers. These devices are widely diffused throughout the sys-
tem, collecting information from anyone who interacts with them. Or
consider digital rights management systems, technical protection mea-
sures, and digital watermarks. These forms of control travel wherever files
go, carrying their instructions and controls with them. Finally, consider
search engines and related systems of categorization and accreditation.
Millions of people contribute to the results that search engines provide,
but search engines are not a form of democracy. Rather, they are a form
of normalization. Individuals do not vote for links in the way they vote
for candidates who will represent them and who are accountable to them.
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Links construct a regime of norms and expectations. The same is also
true of network services that provide accreditation and relevance, filter,
collate, and categorize. We can design these systems so that no single
individual controls them. But this does not eliminate their power over
human beings. It simply enables power to flow everywhere through the
system. The fact that no one is in charge does not mean that everyone is
free.

An Antihumanist Perspective on Internet Regulation

Familiar issues of Internet regulation look quite different from these three
perspectives. Consider pornography as an example. From a memetic per-
spective, pornography is a “killer app”—that is, an application that moti-
vates people to invest in new technologies or more powerful versions
of existing technologies. Pornography harnesses human sexual desires
to push human beings to use and develop ever more powerful ways to
deliver sexually explicit content. Once the informational pathways have
been created, however, they enable many more memes to flow through
digital networks and gain storage space on computers. It is possible, even
likely, that the Internet as we know it would not have grown so far or as
fast had it not been for pornography. Pornography is still driving new
markets and new innovations for video phones, portable video players,
and virtual worlds. Moreover, each new advance in information technol-
ogy becomes both a delivery device and a magnet for pornography.

The Gaia model views pornography in similar terms. Pornography
drives human beings to create ever more powerful communications net-
works. It facilitates and fosters the creation of the global neural network
that helps the world become more conscious of itself. The proliferation
of power model adds an additional wrinkle: The proliferation of pornog-
raphy not only drives the creation of informational networks that people
eventually cannot do without, and which eventually control their lives,
it also proliferates forms of sexuality that rob people of their dignity and
keep them preoccupied with sexual entertainments and therefore docile
and more easily controlled.

From a standard policy perspective, pornography is a problem of pub-
lic morals let loose by the Internet, or it is a necessary consequence of the
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freedom of expression that the Internet offers individuals. From the Gaia
perspective, however, pornography multiplies neural connections in the
world brain. From the proliferation of power perspective, it drives people
to communicate incessantly about sex. And from a meme’s perspective,
pornography is a collection of good (i.e., successful) memes. Pornogra-
phy not only thrives in existing information environments, but it also
drives the creation of new information environments that benefit its sur-
vival and propagation. The closest analogy in the natural world might be
the genes that cause beavers to alter their environment—through build-
ing dams—to help ensure their continued reproduction. In fact, porno-
graphic memes are not only incredibly successful, they are also altruis-
tic—because the new environments they drive humans to create work to
the benefit of many other memes as well.

Spam offers a second example. As with pornography, new information
environments both proliferate and attract spam. In fact, a very significant
percentage of e-mail traffic is spam, which suggests that spam, no matter
how annoying it may be to human beings, involves very successful and
adaptable memes. From the perspective of public policy, of course, spam
is objectionable content. We either work to eliminate it or else we must
accept it as an inevitable by-product of the benefits of the digitally net-
worked environment. But consider spam from the antihumanist perspec-
tives offered in this chapter. Objectionable content—and the reaction to
this content—drives technological advancement in information technol-
ogy, which serves the propagation of memes, increases the number and
the power of the neural connections in the world brain, and promotes the
proliferation and diffusion of ever more finely grained forms of power.
Spam, like porn, drives human beings to build, design, and implement
information controls that later can be used for other tasks.

Objectionable content—like pornography or spam—Ileads to new
investments designed to control its flow and propagation, in addition to
laws that prohibit its spread. These include elaborate filtering systems
and devices for tracking and locating the source of objectionable content.
Legal and technological measures, in turn, lead to an arms race between
pornographers or spammers and those determined to limit or stop them.
The same is true of other types of objectionable content, including fraud-
ulent advertising, phishing schemes, and, in those countries determined
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to control it, political dissent and blasphemy. The arms race between
those who promote content deemed objectionable and those who try to
control or block it, in turn, produces ever new investments in technology
and inventive ingenuity—including, for example, encryption technolo-
gies (and methods of breaking them), routing and control technologies
(and methods of evading them), and devices for anonymization (and
devices to unmask identities). Each of these information control technol-
ogies, once implemented, has multiple uses beyond its original purposes,
thus driving the increasing power and complexity of global information
networks.

Once put in place, the digitally networked environment attracts an
increasing share of commercial and government operations. Eventually it
becomes indispensable to support the world banking system, the delivery
of health care services, everyday commercial transactions, and national
security. Its centrality to our lives attracts new forms of cybercrime and
new forms of attacks on the network. In order to protect their interests,
governments and private businesses must invest ever more heavily in
computer security technologies and information collection and analysis
methods that can identify security threats and prevent them before they
happen. The arms race set off by the digitally networked environment
produces ever more surveillance of the system, ever more collection of
analysis and data to predict and head off potential dangers, and ever more
powerful technologies of control over information flows.

We can view the current struggles over privacy and intellectual prop-
erty rights similarly, not as problems in their own right but as spurs to
innovation and the proliferation of information technologies. Digital net-
works undermine intellectual property rights in familiar ways: They allow
unlimited copying and transmission of digital content at vanishing costs
and undermine the rights holder’s legal monopoly over reproduction and
expression. This leads to technical measures to protect intellectual prop-
erty interests, which leads in turn to new devices to route around these
measures or disable them, producing an arms race that enhances tech-
nological advancement and proliferation. The need to protect profits in
intellectual property drives increasing surveillance of digital networks
and attempts to establish more finely tuned control over bits of digital
information wherever they travel through the network.

[ 243 ]



JACK M. BALKIN

The contemporary fight over digital privacy provides the flip side of
the coin, because many of the same technologies and strategies protect
both privacy and intellectual property. Digital technologies undermine
privacy because they allow new ways of collecting, collating, and analyz-
ing information. The loss of privacy leads to technical and legal measures
that attempt to control information flows, producing its own version of
the technological arms race.

This story makes particular sense in the Gaia and proliferation of
power models. Technological arms races produce ever more finely
grained and powerful methods for collecting information about the infor-
mation that flows through the network. The spread of technologies and
countertechnologies enhances flow control and feedback in the global
information system, as well as ever new methods for proliferating power
over human beings from everywhere in the system. The memetic story,
by contrast, is more complicated: Although memes do not benefit from
technological environments that prevent their transmission and limit
their flow, they do benefit from environments that produce a net increase
in their spread and propagation. To the extent that intellectual property
protection promotes propagation of ideas, some memes would favor it.
Nevertheless, if we see our current struggles over intellectual property
and privacy from a meme’s point of view—rather than from the perspec-
tive of what benefits individual rights and existing business models—we
can guess at the long-run result: far less privacy and fairly limited effec-
tive protection of digital content (whatever the law may say), combined
with increasing amounts of metadata and greatly increased surveillance
of digital networks.

Conclusion

Many Internet theorists—including me—have seen the key struggle
of the digital era as one between centralization and decentralization,
between open and closed systems of innovation, between a culture domi-
nated by a relatively small group of powerful corporations and a truly
democratic culture in which ordinary people are producers as well as
consumers of informational goods. These theorists argue for increasing
decentralization, for increasing connectivity, for increasing democratiza-
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tion of culture and information technologies, for putting more powerful
information production tools in everyone’s hands and making informa-
tion cheaper and more easily accessible to everyone.

I support these goals. I do not offer the argument in this chapter to
suggest that we should abandon them. Instead, I offer this analysis to
suggest that we face other issues as well. If we are interested in promot-
ing human rights, we must also be interested in how human beings will
change in response to changes in information technology and informa-
tion flows. Culture reshapes what it means to be human. As the network
changes, and as we become increasingly subjected to it, we will become
human in different ways.

Ironically—or perhaps not—human beings will use the language of
liberal individualism to justify and legitimate the world we are enter-
ing. We will defend the spread of memes, the deployment of new
global neural connections, and the proliferation of information power
in the name of freedom—to speak, to innovate, to buy and sell—and
in the name of security—from crime, from terrorism and from the
theft of intellectual property. But our model of individual liberties and
rights—and our political struggles over the same—does not fully cap-
ture how power changes and spreads with the evolution of global infor-
mation architectures and global information flows. That is because the
forces of global information evolution are orthogonal to the pursuit of
human freedom. Our goal is to divert this new form of power toward
human ends. It will proliferate in any event. The real question is how it
proliferates.
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