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The book takes a multi-disciplinary approach to explore the role national security
intelligence agencies played in supporting national governments’ response to
COVID-19.

Spanning the ‘Five Eyes’ intelligence countries (UK, USA, Canada, Australia
and New Zealand), this book offers the first cross-comparative analysis of what
intelligence agencies need to focus on in responding more effectively to future
emerging health and biological security threats risks and hazards post-COVID-19.
The volume addresses three principal issues. First, it investigates what roles the
Five Eyes intelligence communities played (along with other key stakeholders,
such as public health agencies) in managing the COVID-19 pandemic. Second, it
assesses the challenges of and lessons learnt from these intelligence communities’
engagement in managing aspects of the pandemic. Third, it explores how the Five
Eyes might play more effective roles in managing future health security threats
and risks, whether those are intentional (bioterrorism and bio crimes), accidental
(laboratory releases) or unintentional (pandemics) in origin. Overall, this book
offers a coherent and holistic research agenda that seeks to improve understanding
about the role of national security intelligence in managing health security threats
and risks post-COVID-19.

This book will be of much interest to students of intelligence studies, health
security, public health and International Relations.

Patrick F. Walsh is a Professor of Intelligence and Security Studies at Charles
Sturt University, Australia. He is a former intelligence analyst who has worked in
Australian national security and law enforcement agencies. He has written multiple
books and research articles on intelligence capability issues, including related to
health and biological security.
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1 Introduction

Patrick F. Walsh

Objectives and Overview

According to the World Health Organization (WHO), reporting from 5 January
2020 to 3 March 2024, the total (cumulative) number of global COVID-19 cases
is estimated to be over 774 million infections with 7 million deaths.! Beyond the
significant loss of life lies profound global economic, political, and social changes.
Its impacts remain poorly understood even four years since the onset of the pan-
demic and will likely affect nations for generations. In many liberal democracies,
including the ‘Five Eyes’ countries (United States, United Kingdom, Australia,
Canada and New Zealand) there has been increasing commentary that the political,
economic, social and of course public health impacts of the COVID-19 pandemic
are having, and will continue to have, national security implications.

However, the extent to which health security events regardless of their origin
(intentional malicious acts or natural/accidental) are national security threats
remains contested by differing academic and practitioner perspectives. These
debates are not new, though COVID-19 brings them back into the spotlight. In this
book the editor, contributors and other scholars whose work is cited in it, increas-
ingly hold the view that health security threats and risks, such as pandemics, do have
national security implications (Wilson 2017, Wilson et al. 2013; Dahl 2023; Walsh
2018; 2020a, 586—-602; Walsh 2020b; Wark 2020; 2021; Bowsher et al. 2020: 1-9;
Lentzos, Goodman and Wilson 2020, 465-76). As noted, however, such a view is
not universal. Moreover, the research agendas of health security scholars, who have
assessed the national security implications of health threats and risks have not always
grabbed the attention of policy makers or intelligence studies scholars. Despite an
inconsistent focus and understanding of the national security dimensions of health
threats/risks since 9/11, the COVID-19 pandemic provides an opportunity for a
renewed attention by policy makers on these issues. It is unclear, however, whether
the same level of policy maker focus demonstrated during the acute phase of the
COVID-19 crisis will remain in the current post-emergency phase of the pandemic.
Already, evidence suggests this is less likely. Additionally, can we expect now any
broader policy reforms that will eventually translate into paradigmatic changes in
how ‘Five Eyes’ intelligence communities perceive and understand health security
issues four years since the pandemic started in the current post-emergency phase?

DOI: 10.4324/9781003335511-2
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Will our ICs view them (health security issues) as being in the same vein as other
core and traditional national security threats/risks such as great power competi-
tion or terrorism? Or alternatively, as the international community continues to
shift into a post-COVID-19 world, will intelligence agencies revert back to playing
only a marginal or supportive role in dealing with future pandemics? The terrorist
attacks on the United States (September 11, 2001) resulted in major reforms to how
the U.S. intelligence community (U.S. IC) and its allies responded to a new evolu-
tion in global terrorism. Will the existential nature of COVID-19 usher in similar
profound reforms to ‘Five Eyes’ intelligence communities that will allow them to
play a more significant role in detecting, preventing and managing future health
security threats, risks and hazards? Time will tell. Already though, debates are
underway by scholars and policy makers about the role played by national security
intelligence agencies during COVID-19 and whether they were effective — as well
as what resources and capabilities ‘Five Eyes’ ICs should be harnessed for future
pandemics (Walsh et al. 2023, 1095—-1111). For example, debates are developing
about whether sub-optimal global and national warning systems designed to warn
nations about the emerging COVID-19 pandemic represents another example of
intelligence failure like the events of 9/11 (Dahl 2023, Gressang and Wirtz 2021).
There has also been increasing discussion about the specific roles ‘Five Eyes’ intel-
ligence agencies have played. Discussions have included how some intelligence
agencies have supported public health contact tracing and health orders, detecting
public health misinformation and assessing COVID-19 origins during the pan-
demic (Walsh et al. 2023, 1095—1111). Similarly, COVID-19 has facilitated several
biocybersecurity attacks against global pharmaceuticals and underscored several
vulnerabilities in critical health infrastructure and supply chains.? For example, the
malicious cyber hacking of big pharmaceuticals such as Pfizer BioNTech to steal
IP related to mRNA vaccines during COVID-19 can impact on the political, health,
economic and social wellbeing of countries (Walsh 2022, 335-355). Additionally,
such state-sponsored and non-state actor attacks on biotechnology industries can
impact scientific collaboration. A reduced willingness by countries to share scien-
tific data could in turn potentially result in delays in scientific discoveries that harm
the health of patients (Walsh 2022, 335-355).

COVID-19 is the result of several other strategic drivers that are worsening
globally and likely will continue to have national security implications for many
states. A combination of variables including climate change, globalisation and
ecological degradation that brings animals carrying novel infections closer to
humans — resulting in new zoonotic diseases. This means that consequential non-
routine disease outbreaks are likely to be more common in the future (Frutos et al.
2020; Mallapaty 2020; Murray 2020). At the same time, rapid changes in syn-
thetic biology, biotechnology and the digitisation of bioprocessing in the global
bioeconomy while opening new industries and beneficial products in agriculture,
pharmaceuticals and energy provide opportunities for these to be exploited by state
and non-state actors.

This book explores all these health security debates —some of which extend back
several decades prior to COVID-19 and others which have become strident recently
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due to the COVID-19 pandemic. The book seeks to contribute to these debates by
addressing three critical aims. First, it investigates what roles ‘Five Eyes’ intelli-
gence communities played (along with other key stakeholders such as public health
agencies) in managing COVID-19. Second, it assesses the challenges and lessons
learnt for ‘Five Eyes’ intelligence communities in how they have engaged in man-
aging aspects of the COVID-19 pandemic? Thirdly, how may ‘Five Eyes’ intelli-
gence communities play more effective roles in managing future health security
threats and risks — whether these are intentional (bioterrorism and bio crimes),
accidental (accidental laboratory releases) or unintentional (pandemics) in origin.

Given the existential nature of COVID-19 and other recent pandemics, it is crit-
ical that these questions are investigated in a timely fashion. An increasing number
of complex health security threats, risks and hazards will likely emerge that can
have significant impact on the economic, social and health wellbeing of nations
in the next few decades. As with COVID-19, the assessment of both the likeli-
hood and consequences of threats/risks/hazards and the ability by nations to pre-
vent, disrupt and mitigate them will require even more effective whole of society
responses and in most cases the aggressive pursuit of public—private partnerships
than has been the case before. This will mean the ability of all levers of government
including public health authorities, national security intelligence agencies and the
private sector being able to work together in more coordinated and effective ways
to manage health security threats that have the potential to impact on all aspects
of society. However, what is not understood sufficiently is what role both stra-
tegically and operationally should intelligence communities play in a world that
presents a range of potential yet complex health security threats, risks and hazards?
What unique value add can the ‘Five Eyes’ intelligence communities offer to
public health authorities and other responders as part of an all-hazards and whole
of society approach to managing such threats, risks and hazards? What are the
boundaries between what resources and capabilities our intelligence agencies can
bring to bear in managing health security threats and risks; and what is the role of
other public and private stakeholders?

As many of the health security threats/risks/hazards post COVID-19 become
more complex, clearer, more evidenced based decisions will need to be made by
policy makers, our intelligence communities and other health security stakeholders
about what role ICs can usefully play in preventing, disrupting and managing
health security threats/risks/hazards post COVID. This book fills a major gap in the
intelligence studies literature about what role ‘Five Eyes’ intelligence enterprises
should play in supporting policy makers, researchers, the public and private health
sector, in understanding health security threats/risks in a post-COVID-19 world.
Given the significant loss of life, economic and social damages wrought by this
pandemic, should such an impactful event change how national security intelli-
gence agencies play a role in the strategic and operational management of health
security threats, risks and hazards in the future? The contributors to this edited
volume believe so, and this book provides insights into how ‘Five Eyes’ intelli-
gence communities can play a larger collaborative role in dealing with future health
security threats, risks and hazards. While sometimes the ‘fog’ of a crisis makes it
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difficult for policy makers and practitioners to reflect immediately on the lessons to
be learnt — now four years post-pandemic it is timely to develop better knowledge,
processes and capabilities across the health security intelligence enterprise in order
to respond more effectively to likely future threats, risks and hazards.

This edited collection brings together a multi-disciplinary approach to
understanding emerging health security threats and hazards. It investigates the
role ‘Five Eyes’ intelligence partners could play (singly and collectively) in man-
aging them post COVID-19. In particular, the volume is a fusion of perspectives
from experts with extensive backgrounds in national security intelligence, and
other fields including but not limited to biodefence, public health, ethics, com-
puter science, medicine, biotechnology, and science and technology — to better
understand emerging health security threats/risks/hazards and to determine the
role national security intelligence could play in managing them. Additionally, the
volume synthesises perspectives from academic, government and private industry
sources.

As noted earlier, this book explores three aims. First, it will assess how the
national security intelligence enterprises in ‘Five Eyes’ countries played a role in
responding to health security threats and risks in the immediate period leading
up to and including the COVID-19 pandemic commencing in 2019. Second, and
reflecting on the background provided in the book’s first section, it investigates
what key challenges exist in managing health security threats/risks/hazards for
‘Five Eyes’ national security intelligence enterprises, in collaboration with the
public health, research community and private sector? Third, and reflecting on these
challenges, the book explores what opportunities exist for national security intel-
ligence agencies in collaboration with other stakeholders to better manage health
security threats and risks post-COVID-19? In summary, the book will address four
key objectives:

1 Understand and define key contested terminology such as national security
intelligence, health security, health security intelligence, biosecurity and intel-
ligence failure.

2 Understand the context of how national security intelligence agencies across the
‘Five Eyes’ became involved in responding to the COVID-19 pandemic.

3 Assess (post-COVID-19) the key challenges in managing future pandemics and
other health security threats and risks for national security intelligence agencies,
public health, the research community and the private sector?

4 Identify opportunities for national security intelligence agencies, public health,
the research community and the private sector to better mitigate health security
threats and risks post-COVID-19.

The Audience

Given the multi-disciplinary approach taken, we believe it will be useful to
researchers, policy-makers and practitioners, who have a stake in understanding,
preventing and managing emerging health security threats, risks and hazards
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post-COVID-19. The primary audience will be those working in ‘Five Eyes’ intel-
ligence communities (and other liberal democracies), who seek to improve cap-
abilities in order to more effectively support other public health, scientists and
first responders in managing health security threats, risks and hazards. However,
we also see this volume as being useful for a range of other stakeholders (e.g.,
public health, global health officials, researchers and the private sector), who need
a greater understanding of how ‘Five Eyes’ intelligence communities might play
more effective roles in the detection, prevention, warning and response to health
security threats and risks. A third audience for the book, we hope, will be scholars,
who do research in health security intelligence capability reform issues as well as
others outside of the intelligence studies discipline, who are interested in health
security areas. Finally, through this volume we seek to engage students contem-
plating higher degrees and encourage them to take up their own research projects
on health security intelligence issues.

The Book’s Points of Difference

As discussed above, this book’s editor and contributors have published frequently
on health security topics (e.g., Walsh 2016, 2018, 2020a, 2021; 2023; Dahl 2023;
Goodman, Wilson and Lentzos 2021; Bowsher et al. 2020, Bowsher and Sullivan
2021; Miller and Smith 2021; Henscke et al. 2024) in recent years. However,
what has been missing is a comprehensive book on health security intelligence
which brings together all relevant aspects of health security intelligence (e.g.,
collection, analysis, policy, capability gaps, technology, ethics and collaboration)
in one volume and shows how they are connected for a national security intelli-
gence, public health, research and private sector scholarly and practitioner audi-
ence. While some excellent works have been recently published on health security
and health security intelligence issues (see, for example, Dahl 2023; West et al.
2021) the intelligence studies literature has not focused deeply or sufficiently on
health security intelligence. And, traditionally, what health security intelligence-
related topics (e.g., pandemics, CBRN/WMD, bioterrorism, biosecurity, biosafety
amongst others) are covered have generally been dealt with through the narrower
prisms of biodefence or global health (Walsh 2018). Such approaches restrict the
focus, understanding and solutions down to a siloed ‘biodefence’ or ‘public health’
threat/risk-centric approach — not ones that are sufficiently multi-disciplinary or
necessarily fully one-health in perspective. While several pre-COVID-19 volumes
include health security-related material, they are treated through a biodefense prism
with a threat agent (state or non-state actor) weaponing a biological agent (Singh
and Kuhn 2019; Burnette 2013; Bombardt 2000). In particular, the literature and
government investments has been on attribution of intentional health threats/risks
while leaving significant knowledge gaps in other health security capabilities such
as global monitoring. As COVID-19 has demonstrated, a bias by practitioners and
in the literature on intentional attribution has been problematic as a final accurate
assessment on attribution can take a long time to resolve after a health security
crisis such as a pandemic (natural, accidental or intentional) has occurred. This
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book will discuss the importance of threat actors and attribution, but through a
broader national security and one health framework context that also examines the
security, health, social and broader economic risks posed by threat actors.

The first point of innovation, therefore, is a book that investigates in depth and
breadth all aspects of health security intelligence from a multi-disciplinary per-
spective. The book will bring together in the one place health security perspectives
from intelligence studies scholars, medicine, computer science, biodefence, bio-
technology, synthetic biology and ethics to define how national security intelli-
gence agencies, public health, research and the private sector can work together
on health security threats and risks. While the key focus is on how ‘Five Eyes’
intelligence enterprises might play a more strategically and operationally engaged
role in health security threats, risks and hazards post-COVID-19, we will dem-
onstrate how emerging health security threats and risks will demand national
security agencies work more collaboratively with a suite of multi-disciplinary,
public and private sector actors. Additionally, although the COVID-19 pan-
demic has recently become a catalyst for a growing body of research and policy
maker attention on various aspects of health security intelligence, particularly
early warning failure (Dahl 2023; Cho 2020; G20 2021; GPHIN Review 2021;
Wark 2021; Mehta 2020), what is needed is the development of a more coherent
research and policy agenda about the role of national security intelligence in the
broader health security intelligence field and vice versa. This research agenda
must include the investigation of a broader range of health security threats, risks
and hazards. Such an agenda would include not only the role national security
intelligence agencies should play in managing future pandemics, but also a range
of other emerging health security threats, risks and hazards emerging via animal
health, synthetic biology, biotechnology and the digitisation of biology. Hence
this book will, for the first time, map a coherent and holistic research agenda
(see Chapters 8 and 10) that seeks a common understanding about the role of
national security intelligence in managing health security threats, risks and
hazards post-COVID-19.

A second point of innovation is the cross-comparative (examining selected
‘Five Eyes’ alliance countries) focus of the book — including exploring what
health security intelligence role selected national security agencies played in these
countries during COVID-19. Each chapter will, to the extent possible, draw on
case examples and knowledge across ‘Five Eyes’ countries when addressing key
chapter themes. This will provide a rich contextual analysis of health security intel-
ligence themes, issues and help identify where good practice resides across both
the national security, health and disciplines with relevant stakeholders.

There are naturally currently limitations to how comprehensive the analysis can
be of the roles played by all ‘Five Eyes’ intelligence agencies during COVID-19.
Much of this type of information remains restricted. However, four years post the
emergence of the pandemic, scholars — through access to government reporting,
inquiries and research — are getting better knowledge of what roles particular intel-
ligence agencies played in supporting governments through the pandemic. This
book will build on that available knowledge, particularly in providing a normative
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approach to how ‘Five Eyes’ intelligence agencies ought to improve their post-
COVID-19 health security intelligence capabilities.

Book Structure

In order to address the four research objectives, this collection is divided into three
sections with ten chapters. The first section, ‘Health Security Intelligence and
COVID-19’, provides the theoretical and contextual foundations and comprises
two chapters. Chapter 1 (this chapter) by the editor introduces the aims, object-
ives and structure of the volume. In Chapter 2 (‘Framing National Security and
Health Security Intelligence”), Erik Dahl explores the theoretical, policy and prac-
titioner debates surrounding key terminology used throughout the book including
intelligence, national security intelligence, intelligence failure, health security,
and health security intelligence. Other key themes in Dahl’s chapter are collection
methodologies, and securitisation of health. Dahl concludes by arguing COVID-
19 represented an intelligence failure. This conclusion is linked to more funda-
mental questions about whether intelligence agencies had been providing sufficient
warning and if decision-makers acted appropriately on the intelligence provided.
Intelligence failure is a theme returned to in Chapter 10 (‘Conclusion’).

Section 2, ‘Challenges in Managing Health Security Threats, Risks and Hazards’,
consists of two chapters. Chapter 3 (‘Political Engagement’) by Patrick F. Walsh
and Ausma Bernot identifies thematically several key barriers including: political,
institutional, cultural, factors that have constrained the role many ‘Five Eyes’ intel-
ligence agencies played in dealing with major health security threats and risks such
as COVID-19. The chapter argues that these constraining factors are not new, but
rather are long-standing, stretching back to 9/11 and earlier. The chapter surveys
how different administrations in the United Kingdom and the United States have
shaped the policy framework for WMD, biodefence and health security emergen-
cies from post-World War Two up to COVID-19. It examines how political rhetoric
and disengagement has historically not consistently translated into a coordinated
investment by ‘Five Eyes’ governments in key areas of health security including
in effective preparedness, governance, threat assessment and international
coordination.

Chapter 4, ‘Disinformation: The COVID-19 Pandemic and Beyond’, by
Jennifer Hunt focuses on the role of disinformation, including cyber-enabled
disinformation during COVID-19 and its long-term implications in the current
post-acute pandemic period. The chapter explores in detail how disinformation
propagated by state actors, religious/ideologically motivated terrorists and hosts
of other issue motivated groups coalesced around several categories. These cat-
egories included: the origins of COVID-19, the pandemic’s severity, and the
effectiveness or otherwise of government responses. Hunt shows how disinfor-
mation was most effective when spread by groups (e.g., military, law enforcement
and officers of the courts) with a high degree of trust particularly in the United
States. Chapter 4 underscores how, during COVID-19, disinformation became
a kind of pollution and concludes with insights from social science research in
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psychology, political science and communication studies to support the design
of counter health security related disinformation narratives. Also discussed is
the role of new Al tools alongside enhanced efforts in regulation, education and
enforcement to counter public health misinformation/disinformation and con-
spiracy theories into the future. What role national security intelligence agencies
should play in countering disinformation campaigns is a theme discussed further
in Chapter 10 (‘Conclusion’).

Section 3, ‘Improving Health Security Threat and Risk Mitigation’, consists
of six chapters. Each chapter focuses thematically on areas where ‘Five Eyes’
intelligence communities can make enhanced investments in planning, resources,
knowledge, workforce and research in their health security intelligence capabil-
ities post-COVID-19. In Chapter 5 (‘Building Better Health Security Intelligence
Strategies Post COVID-19), Gemma Bowsher, reflecting on the many challenges
arising out of COVID-19 outlined in Sections 1 and 2 for ‘Five Eyes’ countries,
underscores the need for more effective strategic and operational responses to
respond to emerging health security threats and risks. Bowsher builds on the
political and institutional challenges identified in Chapter 3 by Walsh and Bernot
leading up to COVID-19. The chapter explores how, during COVID-19, similar
capability constraints identified in Chapter 3 impacted the advancement of health
security intelligence management goals of individual ‘Five Eyes’ nations and on
the ability of the alliance to integrate intelligence approaches for mutual benefit.
As the first chapter in Section 3, Bowsher’s chapter takes a macro perspective on
how individual and collective ‘Five Eyes’ countries might improve their intelli-
gence capabilities, along with public health and other key stakeholders to deliver
improved integrated domestic and international responses to health security
emergencies. Bowsher argues that now in the post-emergency period of COVID-
19, there is some evidence of ‘Five Eyes’ intelligence communities working
more effectively on health security, for example on the issue of the origins of the
pandemic and how national security approaches to early warning might inform
the development of more robust disease early warning systems used by WHO
and national public health institutions which have traditionally relied on epi-
demiological intelligence. Such achievements need to be expanded on going for-
ward and Bowsher provides several examples of how particular strategies and
institutional arrangements within and across ‘Five Eyes ‘alliance could provide
foundations for innovation and growth in health security intelligence capabilities
in the future.

Following the broader road map for developing more effective ‘Five Eyes’
intelligence capabilities provided in Chapter 5, Chapters 6 to 9 drill down in spe-
cific areas relevant to improving ‘Five Eyes’ health security intelligence threats in
the current post-emergency COVID-19 period. In Chapter 6 (‘Improving Health
Security Intelligence Warning Systems’), David Skillicorn, from a computer
science and machine learning perspective, explores whether we can really have
more robust health security intelligence warning systems within and across ‘Five
Eyes’ countries. Several earlier chapters and Miller’s discussion in the following
chapter (Chapter 7 ‘Biosecurity, National Security Intelligence and Ethics”) have
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already raised other challenges (e.g., epidemiological, political, policy and ethical)
in designing health security intelligence warning systems in the past leading up to
COVID-19. Chapter 6 asks whether, from a technical perspective, proactive rather
than reactive early warning is possible? Skillicorn explores how should we assess
the value of indicators used for warning and shows how the significance of indi-
cator values depends on a range of complex principles including the provenance,
relationship of indicators to semantics, context and rates of change. Skillicorn
poses several other fundamental questions that require careful reflection in the
development of any meaningful health security intelligence warning systems,
particularly how a judgement of ‘significance’ is not made based on a single set
of indicators in isolation, nor even the historical record of a single indicator, but
is instead based on the collective pattern of all indicators over all the historical
records. Chapter 6 concludes with a discussion on the real technical challenges
that still remain in building better health security intelligence warning systems
that can ‘warn’ or detect inherently rare events. The chapter offers suggestions
on how particular techniques such as neural network-based clustering algorithms
or a Bayesian approach might help improve anomaly detection, though Skillicorn
concludes more research is needed on how to select good indicators as well as
resolving other non-technical issues such as convincing governments to pay for
their collection and getting warning products to multiple stakeholders across the
health security intelligence enterprise.

In Chapter 7 (‘Biosecurity, National Security Intelligence and Ethics”), Seumas
Miller assesses the ethical challenges for public health, security and law enforce-
ment officials accessing diverse data sets (e.g., social media and health data) to
mitigate against various biosecurity and broader health security threats and risks.
Miller first examines several areas of biosecurity (e.g. bio-bank and data base
security, pandemics and dual use problems) and via a detail conceptual analysis
identifies the moral problems both associated with threat actors who might exploit
them, but also the ethical principles and challenges faced by national security intel-
ligence agencies in collecting and analysing ‘bio-data’ and other health data in
order to thwart malevolent activities of bad actors. In Chapter 8 ‘(Improving the
Health Security Intelligence Workforce and Research Agenda’) Kathleen Vogel
explores two key related strands critical to the success in building health security
intelligence capabilities across the ‘Five Eyes’ countries-workforce planning and
the development of impactful research agendas that build future capabilities. Vogel
asks given the now worldwide retirement of bio-weapons experts from most ‘Five
Eyes’ intelligence communities, how do we prepare the current and next generation
of intelligence collectors, analysts and the IC leadership to develop skills, know-
ledge, and competencies across the range of health security related disciplines?
Vogel’s chapter highlights the complexities underpinning how ‘Five Eyes’ intelli-
gence communities should plan for a skilled workforce in a multi-disciplinary area
such as health security. In many of our ‘Five Eyes’ intelligence agencies, particu-
larly within the intelligence analyst’s sections, we have seen debates about whether
‘generalist’ analysts are more cost-effective and flexible rather than subject matter
experts because the former can at least be more flexibly redeployed as new ‘issues
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of the day’ arise. But this approach clearly has its downsides in the ability for
analysts to deeply understand complex issues around public health, bio-defence,
molecular biology or biotechnology where there may be security concerns. It is
also obvious that intelligence communities cannot feasibly build deep expertise
in the fields of medicine, public health and the biological. As the 2021 publicly
released US Office of Director of National Intelligence report on the origins of
SARS-COV-2 shows, with complex health and biological security issues such as
this, our intelligence communities will always need to rely on external scientific
and technical expertise. This won’t change in the future, but Vogel’s chapters and
others in the book make the point that intelligence analysts still need expertise in
the interpretation of scientific material and how it relates to other sources of intelli-
gence collected. So, the question remains going forward, how do ‘Five Eyes’ intel-
ligence communities build this expertise in ways that build a corporate repository
of knowledge on health security intelligence issues inside the community yet are
cost effective and still allow analysts to seek advice from experts outside of the
national security enterprise.

In the second half of Chapter 8, Vogel pivots and asks how new knowledge can
be generated from future health security intelligence related research? The chapter
concludes by introducing the key components of a health security research agenda
which identifies and prioritises areas where new health security knowledge and
practice can improve the workforce for both ‘Five Eyes’ intelligence communi-
ties and stakeholders. Research priorities will also be returned to in Chapter 10
(‘Conclusion’). In Chapter 9 (‘Managing Health Security Threats at the Multilateral
Level’), Filippa Lentzos explores several critical themes around the role of multi-
lateral institutions such the WHO, and other global countermeasures and compli-
ance mechanisms aimed at preventing, disrupting and mitigating against emerging
health security threats, risks and hazards beyond COVID-19. Lentzos frames
her discussion about the need for stronger multilateral action on future health
security emergencies on the foundation of rising risks in the natural outbreaks
from zoonotic transmissions, the risks of lab accidents with the rise of gain of
function experiments — and the expansion of science and technology knowledge
increasing the potential rise in bioweapons from hostile actors. Lentzos shows how
the WHO-led multilateral efforts to investigate the origins of COVID-19 became
politicised, lacking transparency with incomplete results. In particular, a lack of
access of data and biological samples in China by non- Chinese nationals on the
Joint WHO—-China team fuelled further speculation and division in ‘Five Eyes’
capitals, particularly Washington DC, about the origins of COVID-19. Speculation
arose in the Trump Administration and some members of Congress that the COVID-
19 pandemic was more likely than not the result of a research-related incident. As
noted in earlier chapters, it was during this politicised background that the incoming
Biden Administration tasked the US IC to shed light on whether COVID-19 origins
were intentional, natural or accidental. While discounting early that it was a bio-
weapon, the US intelligence community remains split between a ‘lab leak’ or nat-
ural event scenario. There are clearly lessons to be learnt from the COVID-19
origins incident about how to improve multilateral monitoring and investigations
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of ambiguous health security threats, risks and hazards. Lentzos outlines in detail a
proposal for investigating ambiguous origin investigations in the future facilitated
through an investigative body via WHO and its International Health Regulations.
This public health rather than security approach might gain more traction from a
politically fractured international community where current proposals to establish
a new multilaterally agreed treaty /pandemic agreement for future preparedness
and response appears to be in jeopardy. Chapter 12 (‘Conclusion’) summarises key
themes identified in each chapter with a view to identifying critical next policy,
institutional and research steps for developing health security intelligence know-
ledge in both national security, public and animal health, and the research and
private sector communities. The final chapter has three objectives. First, to revisit
key themes identified in the book. Second, it will propose institutional and policy
reforms that may help better prepare both ‘Five Eyes’ countries and stakeholders
for the next inevitable health security threat, risk or hazard. Finally, it suggests
a research agenda for health security intelligence to engage both the ‘Five Eyes’
intelligence community and key public and private stakeholders.

Notes

1 These figures are obviously significantly underestimated. See WHO Coronavirus
(COVID-19) Dashboard: https://data.who.int/dashboards/covid19/cases

2 Bio-cybersecurity, or as its sometimes also referred to as ‘cyber-biosecurity’, is a new
field that seeks to protect digitalised biological and health data to safeguard the individual,
public, health care infrastructure and the development of biotechnological innovation.
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2 Framing National Security and
Health Security Intelligence

Erik Dahl

Introduction

Although it might seem surprising, there is little agreement among intelligence
professionals about how to define “intelligence,” and about what kinds of problems
and threats intelligence organizations should concern themselves with. There is
also debate over whether medical and public health professionals should be
considered to do “intelligence” work, or whether the kinds of disease surveillance
and other work they do is similar to, or something quite different from, the work
done by traditional national security agencies. This chapter explores and defines
these concepts and other key contested terminology, and it provides a foundation
for the analysis in later chapters.!

The chapter begins by examining the many ways that intelligence professionals
and scholars define the term “intelligence,” and addresses several fundamental
questions about intelligence, such as whether it needs to be secret, and whether it
should be considered strictly a function of government. Next, it asks, what are the
primary functions of intelligence—what is it used for? Later sections look at how
intelligence performs its functions, and whether intelligence can best be thought of
as a scientific endeavor, or an artistic one. This is followed by a brief review of the
important fields of medical and public health intelligence, and the many similar-
ities between what national security intelligence professionals do and what medical
practitioners do. The final sections review the key concepts of intelligence failure
and actionable intelligence, and the chapter concludes by drawing lessons from this
analysis that can help guide the reader’s understanding of the later chapters.

What Is “Intelligence,” Anyway?

There are many different ways to define intelligence, and even among intelligence
experts there is often little agreement on just what we mean when we talk about
“intelligence.” Intelligence historian Michael Warner complained a few years ago
that “the term is defined anew by each author who addresses it, and these definitions
rarely refer to one another or build off what has been written before” (Warner 2002,
p. 15). This section examines the debate over how to define intelligence, and poses
two key questions: Does intelligence need to be secret? And, is intelligence strictly
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a government function, or can it also be carried out by private companies and other
organizations?

Defining Intelligence

One aspect that most experts do agree on is that intelligence is different from infor-
mation. Intelligence is generally considered to be raw data, or information, that has
been collected and analyzed for some purpose; or to put it another way, the process
of collection and analysis turns raw information into intelligence. And there is also
consensus among experts that intelligence can be defined as the sum of its various
parts. Mark Lowenthal, for example, writes that intelligence can be thought of as
a process, by which information is collected and analyzed; as the product of that
analysis; and as the organizations and units that carry out the intelligence function
(Lowenthal 2023, 10).

Beyond this, however, there is little agreement about just how to define intel-
ligence. Lowenthal, for example, writes that “intelligence refers to information
that meets the stated or understood needs of policy makers and has been collected,
processed, and focused to meet those needs” (Lowenthal 2023, 1). This definition
is similar to that found in many intelligence textbooks, and at first glance it might
seem sufficient. But on a closer look, we can see that Lowenthal’s definition is
rather narrow—it describes intelligence as something produced specifically to
meet the needs of policy makers. This is in line with the idea that intelligence
agencies exist primarily to serve senior government leaders; as is often said, the
president is “customer number one.”? But such a definition neglects the use of intel-
ligence to inform consumers beyond the rather rarified audience of government
policy makers.

A quite different definition was proposed in 1955 by a task force under a blue-
ribbon commission known as the Second Hoover Commission. It stated that “intel-
ligence deals with all the things which should be known in advance of initiating a
course of action” (Warner 2002, 16). This broader definition suggests intelligence
can encompass much more than decision making by senior government officials. If
you want to buy a car, let’s say, you gather data from websites, recommendations
from friends, or data from other sources—that’s raw information—and you make
an intelligence assessment about what kind of car would be right for you.

Debates over how to define intelligence are more than just academic arguments.
From the point of view of the consumer of intelligence, different definitions of
intelligence could put you on very different paths. Do you want your intelligence
analysts to be taking a big-picture approach, using all sorts of information to ana-
lyze many different kinds of problems? Or do you want your intelligence to be
more focused, addressing specific problems and questions that you have identified?
And from the point of view of intelligence agencies and professionals, an inability
to agree on what we mean by the very term “intelligence” could make it difficult to
do the job in a coordinated fashion. As one article put it, without having a common
understanding of fundamental concepts, “the intelligence community, quite liter-
ally, does not know what it is doing” (Wheaton & Beerbower 2006, 320).
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One of the most useful definitions is that proposed by former CIA official
Lyman Kirkpatrick, who wrote that intelligence is “the knowledge—and ideally,
foreknowledge—sought by nations in response to external threats and to protect
their vital interests, especially the well-being of their own people” (Warner 2002,
17). Today, especially in an age when the world is grappling with a wide var-
iety of threats, including health threats, we should broaden that definition to the
following: “intelligence is knowledge and foreknowledge sought by a consumer
concerning threats to their vital interests.” But even this definition, of course,
leaves questions to be asked, such as whether or not intelligence must be secret.
The next section will begin to address these questions.

Key Questions about Intelligence

One of the most important questions to be asked about intelligence today is: does
it need to be kept secret? Many experts argue that intelligence fundamentally
involves secrets, and that is what makes it distinct. For example, a task force
sponsored by the Council on Foreign Relations examined the U.S. intelligence
system in 1996, and had this to say:

Intelligence is information not publicly available, or analysis based at least
in part on such information, that has been prepared for policymakers or other
actors inside the government. What makes intelligence unique is its use of infor-
mation that is collected secretly and prepared in a timely manner to meet the
needs of policymakers.

(Council on Foreign Relations 1996, 9)

Michael Warner also sees intelligence as fundamentally secret, writing that
“without secrets, it is not intelligence” (Warner 2002, 20). This emphasis on secrets
is what inspires intelligence agencies to seek to protect “sources and methods,” and
discourages them from publicizing their work very widely.

But this nearly exclusive focus on secret information has been changing for
some time, as intelligence agencies have realized the importance of what is usu-
ally called “open-source intelligence.” Former CIA deputy director and acting
director Michael Morell noted that one of the reasons why the intelligence commu-
nity failed to anticipate the revolutionary changes in the Middle East that became
known as the Arab Spring was that the IC was not paying attention to open-source,
unclassified information about unrest growing among Arab populations: “we had
become too accustomed to stealing secrets and were not paying enough attention to
important information that was streaming on Twitter for the world to see” (Morell
2015, 180).

More recently, the proliferation of unclassified and open-source intelligence,
such as commercial satellite imagery, means that, according to two intelligence
insiders, “private firms and journalistic outfits now often beat the intelligence com-
munity at its own game” (Brown & Medina 2021). And the Russian invasion of
Ukraine demonstrated the importance of open source intelligence, as journalists,
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private companies, and other organizations used a wide variety of sources to track
and report on the movements of the Russian military (A New Era of Transparent
Warfare 2022). The importance of unclassified, open-source intelligence is even
more widely recognized when assessing non-traditional threats and concerns, such
as natural disasters and climate change (Briggs, Matejova, & Weiss 2022); and as
later chapters of this book will discuss, open-source intelligence is critical in the
assessment and tracking of disease threats.

Another question often asked about intelligence is, who does it? Traditionally,
intelligence has been seen largely as a function of national governments. Warner,
for example, concluded following his extensive examination of definitions of intel-
ligence that “intelligence is secret, state activity to understand or influence foreign
entities” (Warner 2002, 21). But what then about the role of state and local author-
ities, or of the private sector?

It remains true that most traditional, national security intelligence work is
conducted by nation-states. Intelligence-sharing arrangements are common, such
as the ‘Five Eyes’ partnership involving Australia, Canada, New Zealand, the
United Kingdom, and the United States. But still, most fundamental intelligence
collection and analysis systems are national. The United Nations, for example,
has little intelligence capacity on its own, nor does the North Atlantic Treaty
Organization (NATO).

Since the 9/11 terrorist attacks, however, the role of state and local government in
intelligence has increased in the U.S. (Dahl 2021b), especially through the growth
of a network of 80 state and local intelligence fusion centers, including at least one
in every state. The role of private sector intelligence has also greatly increased in
recent years (Robson Morrow 2022). As will be discussed in Chapter 10 of this
book, the private sector has a particularly important role in providing open-source
warning and analysis of disease threats.

What Is Intelligence “For”?

Another question that might seem to have an obvious answer but is actually
contested is, what is the purpose of intelligence? What does it do, broadly speaking?
Intelligence officials frequently describe their job as “speaking truth to power,” and
it would seem logical to see the job of intelligence agencies and professionals as that
of helping leaders or decisionmakers establish the truth of a situation or problem.
This sentiment is captured in a phrase inscribed on the wall of the CIA headquarters
building: “And ye shall know the truth, and the truth shall make you free.” But even
this lofty sentiment is contentious, and Mark Lowenthal has described it as both
wrong and dangerous. It is wrong, he writes, because it overstates what intelligence
can actually do: “we rarely have a complete picture of a given situation” (Lowenthal
2021, 796). And it is dangerous, because when intelligence professionals misrepre-
sent what they are capable of providing, decision makers may rely on their analysis
more than should be warranted, potentially leading to bad policy.

Another popular but problematic view of the role of intelligence is that its job
is to predict or forecast the future. This goal is captured in a popular buzzword in
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American intelligence: “anticipatory intelligence.” But can we expect intelligence
agencies to anticipate coming threats and forecast future developments? Former
CIA Director John Brennan acknowledged the importance of this role during his
Senate confirmation hearings, when he said, “with billions of dollars invested in
C.I.A. over the past decade, policymaker expectations of C.I.A.’s ability to antici-
pate major geopolitical events should be high” (Mazzetti 2013). But although
intelligence experts acknowledge that policy makers will want to know about the
future, they are careful to not promise too much. As Harvard professor and former
chair of the National Intelligence Council Joseph Nye wrote, “no one can know the
future, and it is misleading to pretend to” (Nye 1994, 88).

Another frequently cited goal of intelligence is to understand the enemy. This
approach helped contribute to one of the greatest successes in the history of
American naval intelligence, before the Battle of Midway in World War II. As the
U.S. Navy was attempting to determine where the Japanese fleet was headed, the
American commander, Admiral Chester Nimitz, told his senior intelligence officer,
LCDR Edwin Layton, that Layton’s job was to get inside the mind of the enemy—
to “be” the Japanese commander. Layton, who had lived in Japan and was fluent
in Japanese, was able to give Nimitz a nearly perfect forecast of how the Japanese
would attack Midway, enabling the admiral to position U.S. ships to intercept
them.? Former Acting CIA Director Michael Morell put it this way:

An intelligence officer has a lot of different jobs. The main job is to accur-
ately describe a situation that a president and his or her national security team,
the country faces, to accurately describe that in all of its detail, in all of its
complexity. But they also have another job, and the other job is to be able to
accurately describe the way the adversary looks at the situation, to be able to
tell President Biden, “Here’s how President Putin sees the world. Here’s how
President Putin sees you. Here’s how the terrorists see the world. Here’s how
the terrorists see us.”

(Cruickshank 2021, 5)

Intelligence scholar Jennifer Sims takes a similar view, arguing that the purpose of
intelligence “is to gain competitive advantage over adversaries—that is, to help one
side win over the other” (Sims 2010, 392). Such an approach makes sense when
intelligence agencies confront traditional challenges, such as terrorist groups and
nation states. But does it apply when the threat comes from a natural disaster, or
an infectious disease? There is an “enemy” to be fought, to be sure, but is it appro-
priate for intelligence professionals to think about such enemies in the same way?
A broader view sees the job of intelligence to provide a “picture of what is
happening in the world,” as one of the first heads of the CIA, Hoyt Vandenberg, used
to say (Hilsman 1952, 3). Intelligence collects and assembles facts, but importantly,
its job is to provide meaning and significance to the facts (Hilsman, 15). And all of
this intelligence is intended for a specific purpose: most experts would agree that
intelligence exists to assist in planning and decision-making by decision makers.
As we have seen, this has traditionally meant senior-level officials, as expressed by
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Loch Johnson, who is one of the most respected intelligence scholars in the United
States: “put simply, the main purpose of intelligence is to provide information to
policymakers that may help illuminate their decision options” (Johnson 2010, 5).

But more often recently, such as concerning health threats including COVID-
19, those decision makers have not only been senior government leaders, but they
have been local health officials or medical and public health professionals. This
broader understanding of who can be considered decision makers was implied in
a comment written in the context of the COVID-19 pandemic by David Omand,
the former Security and Intelligence Coordinator for the British government and
former director of Government Communications Headquarters (GCHQ), the
British version of the American National Security Agency (NSA). Omand wrote
that “the purpose of having intelligence is to enable better, more timely, decisions
by reducing the ignorance of the decision takers” (Omand 2020).

Where Should Intelligence Focus?

Although many governments have used intelligence for internal control—what is
often called “security intelligence”—the primary role for national security intelli-
gence in most modern states, including the “Five Eyes” countries, has been to look
outside the nation’s border at external threats. And although one of the revelations
of the Edward Snowden leaks was that American intelligence had evidently listened
in on the cell phone of German Chancellor Angela Merkel, it is actually no secret
that countries, including allies, do spy on one another.

Although Western democracies have domestic intelligence functions, those
roles are typically limited and distinct from the foreign intelligence function. This
distinction can be seen in the U.K., for example, in the separate roles assigned to
MI-6, which is officially known as the Secret Intelligence Service and serves as
the U.K.’s foreign intelligence service; and MI-5, the Security Service, which is a
purely domestic intelligence and security agency without any police function. In
the United States, most of the agencies of the federal intelligence community are
legally limited in what they can collect and do on American soil and on American
citizens.

In the first years after the 9/11 attacks, the U.S. national security establish-
ment attempted to maintain a distinction between national security and home-
land security, such as by creating a Homeland Security Council, apart from the
more traditional National Security Council (NSC). But the Homeland Security
Council was within a few years folded back within the NSC, and in recent years
this distinction between foreign and domestic has been reduced. But this has raised
important legal and ethical dilemmas (examined in Chapter 7), such as how much
authority intelligence officials should have in monitoring citizens’ social media,
and the balance between privacy and security, particularly as it applied in the health
security context.

Another important question for intelligence agencies is how much of a focus
they should put on nontraditional threats and concerns such as health and infec-
tious disease. Many traditional national security intelligence organizations do
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indeed collect and analyze information about medical and public health issues.
The CIA, for example, has long tracked the health of world leaders and reported
on the national security implications of disease outbreaks. And during the COVID-
19 pandemic, many Americans learned for the first time of the existence of the
U.S. National Center for Medical Intelligence (NCMI), which is a relatively small
organization under the Defense Intelligence Agency that provides medical intelli-
gence covering issues ranging from bioterrorist threats to understanding the med-
ical capabilities of countries around the world.

Many intelligence experts argue, however, that traditional intelligence agencies
should not be concerned with health issues beyond subjects such as bioterrorism
that have a direct nexus to national security. Former senior British intelligence
official David Omand has argued that “the assessment of disease outbreaks is not
the business of the intelligence community” (Omand 2020). And national security
expert Josh Rovner argues that it would be inappropriate and possibly harmful if the
IC tried to significantly broaden its focus beyond collecting and analyzing secret
information on traditional threats such as from foreign nation-states (Rovner 2021).
Such a wider focus, Rovner believes, could duplicate the work done by academics
and other analysts and pull scarce resources away from the core threats where intel-
ligence agencies can employ their critical comparative advantage—the ability to
provide policy makers with secret information not available anywhere else.

This is related to a debate over the meaning of the term “national security.”
Should national security include nontraditional threats and concerns such as health
and disease? It might seem obvious that national security should indeed include
concerns such as health. After all, during the COVID-19 pandemic, many leaders
used the language of national security and even war to describe the struggle against
it. The United States and many other nations mobilized military forces to combat
the virus, and among many other obvious national security effects, the fallout from
the pandemic forced an American aircraft carrier to shore in Guam and led to the
resignation of the Secretary of the Navy.

But many critics argue that using the language of war and national security to
describe a pandemic or other health threat merely securitizes or even militarizes
what should instead be treated as a public health problem (Christoyannopoulos
2020). Paul Rogers, for example, has warned about the dangers of “securitizing
the pandemic as a threat to be controlled, not a common problem to be addressed
cooperatively with an emphasis on aid to the weakest and most marginalized”
(Rogers 2020).

Despite these concerns, the Biden administration has clearly signaled that it
does consider pandemics to be a matter of national security. It has issued a National
Security Strategy that calls for greater focus on global public health as well as
on preparing for health threats ranging from future pandemics to state-based bio-
logical warfare (White House 2022), and called on Congress to provide $88 billion
to address the challenges of pandemics and biological threats (Banco 2022). In add-
ition, Congress renamed the National Counter Proliferation Center as the National
Counterproliferation and Biosecurity Center, with an expanded mission to include
collecting and analyzing intelligence on biological threats (Dilanian 2021).
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How Does Intelligence Do Its Job?

This chapter has so far discussed how to define the concept of intelligence, and what
it is that intelligence agencies and professionals do. But how do they do their job?
How do intelligence analysts learn to understand the world, anticipate threats and
challenges, and help leaders and consumers of intelligence make better decisions?
The fundamental method used by intelligence is to use a process called the intelli-
gence cycle. The cycle begins with intelligence personnel developing a collection
plan in response to a requirement or a question from a decision maker; collecting
raw information that can help meet that requirement or answer that question; pro-
cessing and analyzing that information to convert it into an intelligence report or
product; and finally, providing that product or other kinds of assessments to deci-
sion makers.

Some experts have criticized the intelligence cycle for not representing the way
intelligence works in practice. Arthur Hulnick, for example, has written that in the
real world, policy makers rarely provide the kind of clear guidance and direction
that intelligence analysts are typically taught to expect (Hulnick 2006). And Robert
Clark has argued that the model of a cycle appears to make the process seem too
linear, with each step occurring one after another, when in actuality everything
may be happening at the same time (Clark 2020). But still, the intelligence cycle
can be seen like any other model of a system or a process—although it may not
provide an exact representation of how that system works, it can be a useful tool in
understanding the system. For example, a number of public health authorities have
seen the traditional intelligence cycle as a useful way to describe how public health
practices can be managed during a health crisis (Bowsher, Bernard, and Sullivan
2020, 440).

Another common method used by intelligence professionals is to attempt to
collect indicators, or signals, of potentially dangerous events or actions, in the
hopes of being able to provide warning of threats. The job of collecting and ana-
lyzing these signals is known as “indications and warning,” or I&W, and it is fre-
quently done by military analysts. History has shown that before military forces
can conduct significant action, they must make preparations that can be observed
by the other side, such as the fueling of aircraft, the assembly of ground troops, or
an increase in command and control communications. Before the Russian inva-
sion of Ukraine, for example, U.S. analysts tracked indications of Russian activity
(Barnes and Sanger 2022). Such indicators are signs of intent—of what the adver-
sary or competitor is planning to do. Some natural threats put off indicators, such as
earthquakes that can to some extent be predicted by the presence of minor shocks
ahead of time. But one of the key questions about health security intelligence is
whether the collection of indicators and warning can be as effective as it is in other
areas of analysis. These questions of whether indicators and warning systems used
in more traditional national security threats can be effective in the health security
context are discussed further in Chapter 6.

The task of collecting information, sifting through it, and analyzing it for poten-
tial threats is often seen as finding signals amidst the noise. In her classic book on
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Pearl Harbor Roberta Wohlstetter wrote, “in short, we failed to anticipate Pearl
Harbor not for want of the relevant materials, but because of a plethora of irrelevant
ones” (Wohlstetter 1962, 387). More recently the 9/11 Commission used a similar
phrase when it argued that U.S. intelligence agencies failed to “connect the dots”
of all the intelligence held by different parts of the intelligence community in the
years and months before the terrorist attacks (National Commission on Terrorist
Attacks 2004, 408).

Both of these phrases capture the same concept, that the job of intelligence
involves seeking out what is important amid a vast array of confusing and often
contradictory information. But we should note that the “connecting the dots” meta-
phor is resisted by many intelligence insiders, because it appears to suggest that the
business of intelligence analysis is little more than child’s play. Mark Lowenthal
described this phrase as “one of the most unperceptive, misleading, demeaning
and mean-spirited things ever said about any intelligence organization” (Lowenthal
2008, 300).

Another important way to describe the work of intelligence is through what are
known as the “INTS”—the various disciplines of the intelligence business. These
are the collection specialties, through which intelligence agencies collect the raw
information that makes up the ingredients of finished intelligence. Some of these
specialties are widely recognized, such as human intelligence, or HUMINT, which
is the collection of intelligence through contact or communication with individuals
themselves. The CIA is the primary HUMINT organization in the United States.
Signals intelligence (SIGINT) refers to the collection of a wide variety of kinds of
information (signals) transmitted by or to a potential adversary or other subject of
collection. SIGINT is so important an intelligence tool that the National Security
Agency (NSA), the primary US SIGINT agency, is believed to have the largest
budget of any element of the US intelligence community.

Geospatial intelligence, or GEOINT, is the collection of information through
imagery or other tools that are able to observe the earth. The primary GEOINT
organization in the U.S. intelligence community is the National Geospatial-
Intelligence Agency (NGA). A less well-known area of intelligence is measure-
ment and signatures intelligence, or MASINT. This is a highly technical discipline
that focuses on the emissions given off by weapons systems, human construction
such as factories, or natural and environmental phenomena. There is no separate
MASINT agency in the U.S. intelligence system. Finally, as has been mentioned
earlier in this chapter, another key intelligence source is known as open-source
intelligence (OSINT). Although intelligence agencies have long collected informa-
tion from open and unclassified sources, OSINT has traditionally been seen as sec-
ondary to—and not quite as respectable as—classified sources. OSINT collection is
coordinated within the U.S. intelligence community by an organization within the
CIA called the Open Source Enterprise. But because OSINT is growing in import-
ance, some experts argue that it deserves to be given its own agency. Intelligence
expert Amy Zegart and former CIA Acting Director Michael Morell write, “open-
source intelligence will never get the focus and funding it requires as long as it sits
inside the CIA or any other existing agency” (Zegart and Morell 2019, 95).



Framing National Security and Health Security Intelligence 25

An important distinction is often made between strategic and tactical intelli-
gence. Strategic intelligence tends to look at longer-term, broader issues, while tac-
tical intelligence addresses narrower focused and typically shorter-term problems.
Many experts and leaders say they prefer strategic intelligence, but it is not clear
that such warning is actually as effective as tactical intelligence and tactical
warning. In the context of health security, strategic intelligence often assesses the
danger from potential future outbreaks and pandemics, while tactical intelligence
warns about a specific virus or other disease threat that is developing.

One additional concept is important in understanding the role and functioning of
intelligence: the relationship between intelligence and policy. There is a large lit-
erature examining the factors that can make intelligence more effective in gaining
the attention of policy makers and other consumers of intelligence. The polit-
ical scientist Robert Jervis suggests that timing can be critical: “for intelligence
to be welcomed and to have an impact, it must arrive at the right time, which is
after leaders have become seized with the problem but before they have made up
their minds” (Jervis 2010, 196). Studies of the COVID-19 pandemic have found
that a strong intelligence-policy relationship appears to have been one factor that
contributed to quick, effective action among countries including South Korea,
Taiwan, Vietnam, and Germany (Dahl 2023, 104).

But this relationship is seen as something of a paradox. On the one hand, intelli-
gence is widely seen as being of no value if it does not get to someone who can make
use of it; in other words, there needs to be a close relationship between intelligence
professionals and leaders and other consumers of the intelligence they produce. On
the other hand, a too close relationship can be counter-productive, because it could
cause the analyst to lose his or her objectivity. Analytic objectivity is seen as neces-
sary for analysts to be able to provide decision makers with unbiased, accurate intelli-
gence. In addition, objectivity is required because intelligence personnel are expected
to remain out of policy debates. Mark Lowenthal expresses the relationship between
intelligence and policy this way: “in the ethos of U.S. intelligence, a strict dividing
line exists between intelligence and policy... . Intelligence has a support role and
may not cross over into the advocacy of policy choices” (Lowenthal 2023, 4).

There is a debate among intelligence experts over just how close the relation-
ship should be between intelligence professionals and the policy makers they
serve, but in general it is seen as important to keep some distance. Sherman Kent,
widely considered to be the father of intelligence analysis, and for whom the
CIA’s Sherman Kent School for Intelligence Analysis is named, believed that there
needed to be a strict separation between intelligence and policy (Davis 2002). Kent
wrote “intelligence must be close enough to policy, plans, and operations to have
the greatest amount of guidance, and must not be so close that it loses its objectivity
and integrity of judgement” (Dahl 2021a, 176).

Is Intelligence an Art, or a Science?

Beginning during the Cold War and continuing until today, there has been an effort
by intelligence experts and scholars to put intelligence on a scientific footing, and
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in particular to treat the job of intelligence analysis as a social science (National
Research Council 2011).

But there are other experts who believe that intelligence is as much an art as it is
a science, and that it would be a mistake to try to make it too scientific. New York
Times columnist David Brooks, for example, has argued that the intelligence com-
munity tries too hard to be scientific and quantitative, which is not the right way
to analyze and understand human behavior (Brooks 2005), while former Pentagon
official Elbridge Colby has criticized the CIA’s “deep ardor for political science”
(Colby 2007).

One view is that the work of intelligence focuses primarily on human-caused
threats and dangers, while much of science is concerned with natural hazards and
challenges. Similarly, some experts make a distinction between threats as refer-
ring to human-caused dangers, and hazards, which are naturally caused. ARAND
study described the concepts this way: “threats are defined as events that result
from an individual or group with both the intent and capability to cause harm.
Threats include terrorism and illegal activities. In contrast to threats, hazards refers
to naturally occurring events that lead to harm” (Willis et al. 2018, 3—4).

Despite these distinctions, the U.S. intelligence community has for many years
worked closely with scientists and scientific groups. One area of coordination has
been in the area of climate science and environmental research; in 1992 intelligence
agencies worked with climate scientists in what was called the Environmental Task
Force, and in 1994 the ETF evolved into a scientific advisory group known as
MEDEA (Barnard, Johnson, and Porter 2021). And more recently the National
Academies of Sciences, Engineering, and Medicine established a Climate Security
Roundtable, to bring together scientists and the IC to study ways climate change
affects U.S. national security.*

Today, however, intelligence agencies are turning to scientists more often,
as they are asked about issues and topics that have not normally been high on
their agenda (Barnes 2021b). Examples include studies about Unidentified Flying
Objects (Williams, Cohen, and Herb 2021), and about health issues including the
cause of the mysterious Havana Syndrome attacks (Vergano 2021), and about the
origins of the COVID-19 pandemic (Barnes 2021a). The connections between
intelligence and the scientific community and how they might be fostered further
is discussed in Chapter 8.

Medical and Public Health Intelligence

Thus far, this chapter has focused on traditional national security intelligence
concepts and organizations, which as we have seen often deal with threats related
to health and disease. But as later chapters will discuss in more detail, health
problems such as pandemics are primarily addressed by medical and public health
organizations and systems that are not formally linked to the national security intel-
ligence community.

There is a long history of intelligence and surveillance in medicine and public
health, and in fact surveillance is seen as a key part of public health. Former CDC
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director David Satcher writes, “in public health, we can’t do anything without sur-
veillance. That’s where public health begins” (Centers for Disease Control and
Prevention nd, 35). Public health surveillance typically means the systematic
collection and analysis on data concerning infectious diseases, but it can also be
used to track other health issues, including chronic diseases.

The language used to describe public health surveillance is often similar to
that used for national security intelligence. For example, Henry Rolka and Kara
Contreary write, “the purpose of public health surveillance is to support sound
decision making in order to prevent or control the spread of disease in a popula-
tion” (Rolka and Contreary 2016, 22; see also Bowsher, Milner, Sullivan 2016).
A number of experts in national security intelligence have noted a similarity
between what they do and what medical practitioners do. Stephen Marrin and
Jonathan D. Clemente, for example, have examined lessons from the medical
profession that can be used for improving intelligence analysis (Marrin and
Clemente 2005). There has been less research done from the opposite perspec-
tive, but nonetheless some medical experts have described what they do in terms
of intelligence. Others have used the intelligence cycle to describe the functions
of public health (Bowsher, Bernard, and Sullivan 2020). Still, some medical and
public health practitioners resist being labelled as part of an intelligence effort,
and as we have seen above, critics of the “securitization” of medicine and public
health argue it is wrong to see pandemics through a wartime lens (Nordstom and
Senk 2022).

Despite the differences between national security and health security intelli-
gence, professionals in both fields are often criticized for failing to use the tools
at their disposal to anticipate and prevent threats from arising. The next section
examines the concept of intelligence failure, and how it has been applied to both
national and health security intelligence.

What Is Intelligence Failure?

The topic of intelligence failure is one of the most widely discussed in the
study of intelligence, and it is something of a sore subject for many intelligence
professionals. Former U.S. Marine Corps intelligence director Lieutenant General
Paul van Riper complained that “the Intelligence Community does a damn good
job. It troubles me that people always speak in terms of operational successes and
intelligence failures” (Dahl 2013, 6). This view is not surprising, because intelli-
gence failures are more widely publicized than intelligence successes, since pub-
licizing successes may expose sources and methods that are still being used. As
President John F. Kennedy said in a speech to CIA employees, “your successes are
unheralded—your failures are trumpeted” (Kennedy 1961).

Intelligence failure is another contested term, with little agreement among intel-
ligence professionals or national security experts on just what should be considered
an intelligence failure. The classic case for national security intelligence is the
failure to warn about or prevent a surprise attack, such as Pearl Harbor or 9/11. In
the health security intelligence context, an example of failure was the intelligence
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community’s inability to understand the size, scope, and sophistication of the Soviet
Union’s biological weapons (BW) program during the Cold War. This failure only
came to light following the defection to the West of senior Soviet BW officials,
including Ken Alibek, in the late 1980s and early 1990s (Koblentz 2009, 157-169).
Happily, for the West, the uncomfortable surprise revelation of the full nature of the
Soviet BW program did not result in disaster, but the episode was an example of the
challenges for intelligence in assessing health security threats.

Major recent intelligence failures include the inability to properly assess Iraq’s
weapons of mass destruction program in 2003, to anticipate the spread of pro-
democracy movements in the Middle East that became the Arab Spring, and to
understand the rise of ISIS in 2013 and 2014. Mark Lowenthal defines the term
this way: “an intelligence failure is the inability of one or more parts of the intelli-
gence process—collection, evaluation and analysis, production, dissemination—to
produce timely, accurate intelligence on an issue or event of importance to national
interests.” (Lowenthal 1985, 51).

But this definition begs the question: is it enough for intelligence simply to have
warned of a threat? This was the argument made by Capitol Police intelligence
official Julie Farnam, who said after the January 6 attack on the Capitol, “I think
we provided the information. I think we did an excellent job” (Kaplan and Van
Cleave 2022). The problem is that after terrorist attacks, mass shootings, and other
disasters, we almost always learn that there had been warnings in the pipeline. This
is what James Wirtz has termed the “first law of intelligence failure”—that there is
almost always found to have been some warning before bad things happen (Wirtz
2006, 51). The question is, where should we set the goalposts; how much warning
is enough?

Before the COVID-19 pandemic, a number of intelligence leaders and
other experts warned about the threat of a global pandemic. The U.S. National
Intelligence Council, for example, published in 2008 a remarkably prescient scen-
ario about how in 2025 a pandemic starting in Asia could produce millions of
deaths in the United States alone (Dahl 2023, 88). And more recently, then-Director
of National Intelligence Dan Coats testified in 2019 that “the world will remain
vulnerable to the next flu pandemic or large-scale outbreak of a contagious disease
that could lead to massive rates of death and disability (Coats 2019, 21). Is such
warning enough to mean there was no intelligence failure? This argument has been
made by a number of intelligence experts. Calder Walton, for example, has written
that the pandemic was not an intelligence failure, because intelligence agencies
had been warning (Walton 2020). And according to James Wirtz, “it is clear that
COVID-19 cannot be characterized as an intelligence failure, or as a failure of
public health officials or the security studies community to understand the general
course and consequences of the threat. The possibility of a global pandemic was
not only predictable, it was also predicted by the scientific (and intelligence) com-
munity” (Wirtz 2021, 129).

But other experts from the fields of intelligence, medicine, and public health
have argued that the pandemic did represent a failure of intelligence, because
even though many agencies and analysts saw a pandemic coming, their warnings
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either failed to be heard, or had little impact on those who did listen to them (Levy
and Wark, 2021; O’Toole and Bourdeaux, 2020). This view relies on definition
of intelligence failure that I have offered in previous work (Dahl 2013, 7), which
sees intelligence failure as involving either a failure of intelligence to provide
intelligence needed by decision makers, or a failure by decision makers to act on
that intelligence appropriately. Seen that way, the COVID-19 pandemic can be
considered as an intelligence failure.

However one defines intelligence failure, the goal for intelligence producers and
consumers alike is clearly to avoid failure. How can we do better next time? Part
of the answer may be found in another concept familiar to national security intelli-
gence professionals: actionable intelligence.

Actionable Intelligence

One of the most popular buzzwords in recent years has been actionable intelli-
gence. It is highly sought after, and intelligence failures are often equated with a
lack of actionable intelligence. For example, President George W. Bush told the
9/11 Commission in a 2004 interview that prior to the 9/11 attacks “there was no
actionable intelligence on such a threat—not one” (Volz and Strobel 2022). In add-
ition, the Department of Homeland Security Inspector General found that before
the January 6, 2021, assault on the Capitol, DHS was unable to provide actionable
intelligence (Department of Homeland Security Office of the Inspector General
2022). The lack of actionable intelligence has also been seen in the context of
health problems; two medical and public health experts wrote after the Ebola crisis
of 2014 that “the common thread underlying failures associated with such public
health crises is deficiencies in actionable intelligence that inform process, policy,
and responsiveness” (Carney and Weber 2015, 1740).

The link between intelligence and action seems clear. As British intelligence
expert R. V. Jones has written, “the ultimate object of Intelligence is to enable
action to be optimized” (Jones 1989, 288). But what is actionable intelligence? It
too is a contested term. One expert defines it as intelligence that “is highly valued
as being timely and detailed enough to give decision-makers a decision advantage
in being able to act quickly” (George 2020, 295). Sometimes the term seems to be
used as a shorthand to describe any intelligence that is valuable or desirable. The
Department of Defense Dictionary of Military and Associated Terms, for example,
defines actionable intelligence as: “intelligence information that is directly useful
to customers for immediate exploitation without having to go through the full intel-
ligence production process” (Department of Defense 2016, 1).

Two key factors appear to be necessary in order for intelligence to be action-
able. First, actionable intelligence is specific intelligence—what in a military and
national security context would be called tactical intelligence. And second, it needs
to satisfy a need or requirement for a decision maker. Perhaps the most useful
definition comes from Loch Johnson, who writes that actionable intelligence is
“specific enough to allow policy officials to act upon the information” (Johnson
2010, 21).
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Conclusion

Much of the rest of this book can be seen as an effort to determine how the world
can provide better, more actionable intelligence and warning for the next global
pandemic or other major health security threats, risks and hazards. But the analysis
of this chapter can offer us several provisional conclusions.

First, actionable intelligence in the area of health security must be broad-based,
not relying solely on classified national security intelligence. It must be the product
of an all-source and whole of society effort including sources from epidemiology,
public health surveillance, and scientific research conducted by government as well
as private sector experts.

Second, in order for intelligence to be truly actionable—to be able to help
policy makers make decisions, and to help provide for health security and prevent
crises such as pandemics from happening—it must provide specific, tactical-level
warning, and it must be received by decision makers who have enough trust in
and understanding of their intelligence professionals that they are able to make an
educated decision.

Notes

1 Some portions of this chapter are drawn from my recent work (Dahl, 2023).

2 For example, this is how then-Director of National Intelligence James Clapper described
the president in 2016 (Clapper 2016).

3 This story has been often told, such as in (Dahl, 2013, pp. 60-61).

4 See for example, https://www.nationalacademies.org/our-work/climate-security-roundtable.
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3 Political Engagement

Patrick F. Walsh and Ausma Bernot

Introduction

This chapter surveys the political and institutional barriers that have constrained
‘Five Eyes’ intelligence agencies in playing consistent and effective roles in man-
aging health security threats and risks, from 9/11 up to and including COVID-19.
Building on the fundamental principles discussed in Erik Dahl’s chapter (Chapter 2),
we demonstrate that the lack of sustained political attention and coordinated policy
action on health security issues since 9/11 has left each of the ‘Five Eyes’ countries,
to varying degrees, unprepared to deal with the significant impact of COVID 19.
We argue that in most cases this absence of a consistent strategic and operational
approach to health security risks, threats and hazards—particularly at the polit-
ical level—resulted in an equally deficient investment in capabilities within ‘Five
Eyes’ intelligence communities. Such shortcomings, as well as the lack of robust
centrally coordinated collection and analytical structures on health security intelli-
gence within Five Eyes ICs, limited their ability to fully participate in supporting
whole-of-government efforts (including those led by public health agencies) to
warn, prepare, mitigate, and manage the impact of COVID-19. The discussion here
lays the foundation for Chapter 5 (Bowsher), which outlines how ‘Five Eyes’ intel-
ligence agencies might begin to address these political and institutional barriers
post-COVID-19.

Political Engagement and Policy Action

Before assessing the political engagement, institutional and policy action
challenges, it is important to contextualise how the terms ‘health security’ and
‘health security intelligence’ have been used since 9/11. As discussed in Dahl’s
chapter the notion of what is and isn’t ‘health security’ remains contested. From a
contextual perspective, since the 1990s, human security scholars have perceived
disease outbreaks in security terms due to their impacts not only on health systems
but also their potential to destabilize national economies and disrupt social life
(Human Security Centre 2006). We argue that ‘health security’ is an overarching
term that may be used to examine the security implications of both the security
and public health aspects of health incidents. Not all health security situations will
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involve the same mix of public health, intelligence, and security personnel; none-
theless, however, both dimensions are intertwined (Walsh 2020). Health security
intelligence refers to the collection of health security information, utilized before
and during the occurrence of the incidents. Health security intelligence prioritizes
three types of biosecurity threats—rapidly spreading infectious diseases, bio-
terrorism, and the potential weaponizing of dual use laboratory research (Walsh
2020). Health security threats are complex issues that require a multi-stakeholder
model of work between public health, national security, and intelligence commu-
nities to better facilitate and manage emergency warnings and responses. There
have been examples of such collaborations between the national security intelli-
gence, public health and scientific communities with the most well-known pub-
licly being the FBI collaboration with the CDC during the ‘Amerithrax’ (Anthrax
investigation), which lasted over seven years (The US Department of Justice
2010). However as will be discussed shortly, such collaborations during the period
from 9/11 up to and including COVID-19 have not been consistent or optimal in
their effectiveness.

The Amerithrax investigation nonetheless established new pathways for IC
agencies, public and other scientific personnel to collaborate more effectively
with 29 government, university, and commercial labs augmenting the FBI effort
to ‘develop the physical, chemical, genetic and forensic profiles of anthrax spores,
letters and envelopes used in the attack’ (The US Department of Justice 2010,
5). However, it also exposed difficulties between multi-stakeholder government
agencies in working effectively together. For example, the FBI tasked geneticist
Paul Keim to identify the Anthrax strain used by the attacker. Keim, in a subsequent
interview, discussed the challenges in converting his academic lab into a forensic
one, and some of the difficulties with the scientific and investigative communi-
ties working together including the natural desire of scientists to share knowledge
between peers vs. the security needs of the investigation to restrict information
flows. Additional challenges included handling scientific material in a way that
preserved the evidence from a law enforcement perspective, different from routine
scientific protocols (Bhattacharjee 2009, 1416). We argue that, while operational
challenges are to be expected during a multi-disciplinary investigation, they are
symptomatic of broader, longer-term political/policy and institutional barriers that
have periodically inhibited IC responses to biothreats since the immediate after-
math of 9/11, when Amerithrax occurred, and before COVID-19.

The first section of the chapter will survey briefly the key political/policy barriers
to consistent and effective IC responses to health security threats and risks from
9/11 up to COVID-19. The focus is almost exclusively on the US and the UK for
two reasons. First, space is limited and providing exhaustive coverage of all ‘Five
Eyes’ political and policy activities would not be possible in one chapter. Second, a
more significant amount of information is available publicly from the UK and US
as successive governments implemented various political and policy initiatives to
better manage health security threats and risks.

The second section of the chapter section builds on the analysis by thematically
exploring how key policy initiatives may have influenced the ICs’ ability to play
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a consistent and coherent role in supporting the management of health security
threats and risks from 9/11 up to COVID-19. We cannot fully know the specific
impact of all key policy initiatives on the ICs of the UK and US given much of
the details are sensitive or classified. However, there is sufficient publicly avail-
able evidence to thematically identify how various factors constrained ICs’ ability
to play a consistently effective role in the national health security strategy. In the
forthcoming section, we turn our attention to an analysis of key political and policy
initiatives from 9/11 up to COVID-19 for the UK and US respectively.

9/11 to COVID-19: The United Kingdom and the United States Health
Security Policy and Practice

United Kingdom Political and Policy Initiatives

The UK government’s historic interest in health security threats and risks extends
back to the 1930s with concerns that state actors would use a biological bomb
in warfare. There were growing concerns that Nazi Germany was developing
a bioweapons program. This resulted in policy attention that would support
the development of both defensive and offensive bioweapons at Porton Down
(Wiltshire) during 1940-45 (Balmer 2002). This research was carried out in closer
collaboration with other ‘Five Eyes’ partners namely the United States and Canada
that were developing similar programs (Carus 2017; Regis 1999; Spiers 2010).
However, policy-making priorities soon shifted after World War Two to a mainly
defensive program from 1955-1960. As the Cold War brought in a key concern in
London and other ‘Five Eyes’ capitals over the Soviet Union’s expanding nuclear
weapons capacity, interest in biowarfare began to diminish on the policy agenda
(Carus 2017; Regis 1999; Spiers 2010).

From this narrow military view of health security threats and risks, i.e.
bioweapons used in conventional warfare, in the period leading up to 9/11
successive UK governments gradually expanded their interpretation and attention
towards a broader set of health security threats and risks. These reflected a domestic
and international concern over infectious diseases, biosecurity, and bioterrorism.
In particular, both the 9/11 attacks and the Amerithrax incident in the US served
as catalysts for greater political and policy engagement by UK governments in
assessing the intent and capability of non-state actor terrorist groups such as Al
Qaeda to use bioweapons. Alongside, there was a growing concern that rogue
states like Saddam Hussein’s Iraq may possess bioweapons, even though the UN
weapons inspection team failed to locate them after the Gulf War in 1991.

The growing concern about bioterrorism was in part the reason for the UK
government establishing the Health Protection Agency (HPA) in 2004 (Nicoll &
Murray 2002, 129—130). Its role was to bring better coordination between national
and regional public levels as well as harness the expertise of other ‘non-health’
groups and stakeholders essential to health protection (Nicoll & Murray 2002, 131).
During this early post-9/11 period, the HPA represented the only major institutional
change to create greater coordination between civilian public health responses, the
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military and the police, and some members of the IC in the event of a bioterrorism
attack (Nicoll & Murray 2002, 132). Other than the establishment of the HPA, the
post-9/11 policy environment in the UK did not result in any additional significant
changes to existing health security response settings within government, including
in key areas such as preparedness and emergency response, which contrasts with
larger politically driven and more frequent policy changes in the US, as discussed
shortly.

Leaving aside the larger population and economy of the US, during the first years
after 9/11 and Amerithrax, the UK government also made only modest increases in
funding for countering some aspects of health security threats, risks, and hazards.
For example, according to the Select Committee of Science and Development, GBP
260 million was allocated in 2003 for bio-release countermeasures in chemical,
biological, radiological and nuclear (CBRN) terrorism (Jones 2005). This contrasts
with an estimated US government expenditure on civilian biodefense to be around
the equivalent of GBP 22 billion for the period 2001-2005, or 18 times the figure
spent in 2001 (Jones 2005). Similarly, comparing the two national agencies pri-
marily responsible for health security preparedness (the UK’s HPA vs. US CDC), in
2003 the former spent GBP 160 million on bio-release countermeasures compared
to the latter’s total budget of USD 6.7 billion, of which 1 billion was dedicated to
biodefense (Jones 2005, 346). Furthermore, it is evident that in the early post-9/
11 period, political and legal concerns in the UK were rising about a lack of an
overarching institutional design for addressing health security threats, risks, and
hazards. This included the previously discussed 2001-02 UK House of Commons
Defence Select Committee (2002) debates about how defense and civilian per-
sonnel should work together in the event of terrorist attacks that used bioweapons.

Shortly after 9/11, the policy-making focus pivoted to a wider range of health
security scenarios, including the growing belief by the Blair Labour Government
that terrorists would use WMDs to attack the UK, and an increasingly greater con-
viction that rogue states would use bioweapons. In particular, Iraq was endorsed
by the UK Cabinet as an immediate threat to the UK and its allies due to its
previous documented track record in the production of WMD (Chilcot 2016).
Almost immediately from 2002, the principal policy focus on health security was
directed at the threat of Iraq, rather than terrorists using bioweapons on UK soil,
infectious diseases or biosecurity. This served to reinforce a disjuncture between
international and domestic policy preparedness against a broader range of health
security threats risks and hazards. It also meant that the UK lacked a compre-
hensive health security policy describing how all major stakeholders, including
public health and national security intelligence agencies, could collaborate on
a larger range of health security threats, risks, and hazards. In stock with the
US Bush Administrations’ policy to initially contain then enact regime change
in Iraq through coalition military action, in early 2002, the Blair government in
Cabinet endorsed the view that Iraq still had WMDs, including nuclear weapons,
and was determined to develop them. Earlier in 2001, the UK’s Joint Intelligence
Committee had assessed that it was likely Iraq was producing chemical and bio-
logical agents and longer-range missiles capable of delivering them (Chilcot 2016,
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43). Though as the Report of the Iraq Inquiry led by Lord Chilcott revealed, the
extent of evidence and intelligence for Iraq’s WMD capability was unclear and
‘intelligence and assessments were used to prepare material to be used to support
Government statements in a way which conveyed certainty without acknow-
ledging the limitations of the intelligence’ (Chilcot 2016, 43).

In the post-Iraq War period, UK governments did start to turn their attention to a
broader (non-military) range of health security threats, risks, and hazards including
infectious diseases. Sir David Omand a former Director of UK SIGINT agency
GCHQ and Intelligence and Security Coordinator during the Blair Government
declared in a recent article that after 9/11 in his words ‘flu pandemics’ ‘occupied
the top right-hand corner of the strategic notice risk matrix — of all the threats
and risks, it posed the most lethal potential combination of impact and probability’
(Omand 2020). In the few years before the COVID-19 pandemic, as McMullen
notes, ‘there was a greater political commitment and resourcing to UK contributions
to global health security” and a ‘growing centralised role of the National Security
Council in health security threats, risk and hazards’ targeted both domestically and
internationally (McMullen 2020). This broader policy focus on health security was
beyond its traditional, more narrowly focused interpretations such as WMD or bio-
terrorism and can be seen in a few pre- and early COVID-19 initiatives by the UK
government. A key example was the 2018 Biological Security Strategy (Bowsher
et al. 2020; Cabinet Office 2018). The Strategy was a significant pre-Covid policy
landmark attempting to explain the role all government agencies (public health and
security) may play in managing domestic and global health security threats, risks
and hazards. It adopted a relatively comprehensive four-pillar approach (under-
stand, prevention, detection, and respond).

While it mentioned the role of intelligence agencies in the collection of infor-
mation to understand risks and the role of the Ministry of Defence in understanding
attribution, the document was largely vague on the general types of mandates the
UK IC might play in these areas (Cabinet Office 2018). Other than briefly stating
that a ‘cross-departmental governance board’ will oversee cross-agency activities
in the strategy, the document did not explain how inevitable governance tensions
will be resolved between activities deemed ‘cross-departmental’ vs. those which
are the responsibility of existing departments and how overlaps might be managed
(Cabinet Office 2018). A small qualitative study interviewing 12 senior UK leaders
in global health, development, and foreign policy during 2017 reinforced this lack
of clarity around the pre-COVID governance of health security in the UK. The
interviewees noted the national security council in the Cabinet Office was nom-
inally the lead on the health security agenda; however, there did not appear to be
a common strategy or policy to bring cross-sector collaboration between public
health, foreign policy, or national security agencies (McMullen 2020). While the
rhetoric of 2018 Biological Security Strategy suggested that the UK government
was finally going to address a range of health security threats/risks/hazards from a
comprehensive health and security perspective, the strategy soon stalled.

A scheduled parliamentary inquiry on biological security was cancelled in 2019
as Brexit and a general election loomed, which as Bowsher et al. (2020, 3) noted
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‘resulted in a total arrest of central planning to build on the recommendations of
the Biological Security Strategy.” Policy engagement with health security issues as
a priority to be holistically operationalized across the health and security sectors
stalled as the UK became mired in leaving the EU and domestic politics. Several
political and bureaucratic actions in reaction to the pandemic exacerbated a lack of
policy engagement by reinforcing poor historical governance challenges in man-
aging health security and increasing a lack of preparedness. Significant bureaucratic
transformation, such as the replacement of Public Health England with the National
Institute for Health Protection in 2020, was implemented during a health security
crisis. The Joint Biosecurity Centre, which was previously housed in the Institute,
was modelled after the intelligence community’s Joint Terrorism Advisory Centre
(JTAC), which provides the government with threat-level warnings on terrorism. In
the case of the Joint Biosecurity Centre, its function was to provide threat levels on
COVID-19. These changes were on top of other stand-up policy advisory groups
such as the Scientific Advisory Group for Emergencies (SAGE), which also had
a role in providing senior policymakers with advice on managing the pandemic.
While it is not the focus of this chapter to provide a detailed analysis of how these
‘on the fly’ policy reforms resulted in a suboptimal response to the pandemic
(see, for example, Chapter 5 for further analysis), the renewed policy engagement
and subsequent bureaucratic reforms in response to the COVID pandemic were
criticized for providing the government with a very narrow ‘epidemiological mod-
elling approach’ to formulate policy responses without a broader consideration
(Bowsher et al. 2020). This lack of coherent governance and the government’s
policy response in responding to COVID-19 including how UK national security
intelligence agencies may most effectively play their role reduced further the pre-
paredness, management, and resilience against COVID-19.

At the time of writing, all ‘Five Eyes’ governments, including in the UK,
have moved out of the acute and emergency phase of the pandemic. They are
issuing a range of policy declarations, strategies, and statements to learn the
lessons of COVID-19, particularly aimed at national preparedness and readiness
from threat/risk/hazard detection to recovery. The former Johnson government’s
2021 Integrated Review of Security, Defence, Development and Foreign Policy
(herein, the Integrated Review) demonstrates the government’s clear intention to
better resilience post-COVID, including health security (Cabinet Office 2021).
The Integrated Review says its first goal is to build national resilience, which it
argues, ‘is the product of effective and trusted governance, government capabil-
ities, social cohesion and individual and business resilience’ (Cabinet Office 2021,
87). However, previous policy declarations that stalled without delivering results
contained similar rhetoric, such as calls to establish ‘a whole of society” and ‘one
health’ approaches to resilience’ and integrate ‘national security with economic
health, environmental policy.” Unsurprisingly, the Integrated Review was short on
detail on how effective governance will be implemented to build national resilience
in health security (Cabinet Office 2021, 88).

Additionally, the lack of an integrated health security approach has also
extended into the UK’s forward-looking efforts evaluating national health security



Political Engagement 43

readiness and response. In December 2022, the UK Government appointed
Baroness Heather Hallet to lead an independent inquiry into the UK’s response to
COVID-19, including its preparedness, interventions, and lessons that should be
learnt from past policy-related investigations (Cabinet Office 2022). The Inquiry
website does not specifically mention whether Britain’s national security and intel-
ligence community will be invited to testify before hearings, which commenced
in June 2023 (Cabinet Office 2022). The Hallet Inquiry hearings are ongoing and
not expected to be completed until around July 2025. Finally, in June 2023 the UK
government launched the new Biological Security strategy which appears to be the
government’s latest attempt to understand emerging health security threats, risks
and hazards, and fuse public health information and national security intelligence
to ‘enhance situational awareness and to strengthen collective decision-making and
improve the effectiveness of decision-making’ (Cabinet Office 2023, 23). The new
biological security strategy devotes an entire section on ‘leadership, governance
and coordination’ and includes measures such as installing a lead minister and an
overall senior responsible officer (most likely the deputy national security advisor)
to oversee its implementation (Cabinet Office 2023, 56). The strategy goes much
further in describing how various aspects of the UK’s IC might be involved in and
work with public health and other important stakeholders, but time will tell if it can
fully address the many historic governance and leadership challenges underscored
in previous pre-COVID political and policy described above. Chapter 5 (Bowsher)
will investigate whether the UK and other ‘Five Eyes’ governments are currently
learning the lessons of COVID-19, which, as we suggest in this chapter, are lessons
that have not been learned cumulatively since 9/11.

United States

Similar to several UK governments from 1945 to the end of the Cold War the primary
policy focus of several US administrations was ‘state-based biological weapons
programmes’ with the former Soviet Union’s extensive bioweapons program being
the primary concern (Walsh 2018, 25). The US had a large bioweapons program
that weaponized Bacillus anthracis, Francisella tularensis, Brucella suis, and
Venezuelan equine encephalitis virus (VEE), amongst others (Walsh 2018). The
US Army’s Directorate of Biological Operations at Pine Bluff Arsenal (Arkansas)
had a capacity of 86,000 gallons though there also were other large plants at Vigo
in Indiana (Regis 1999). The history of the US bioweapons program, as well as
its Soviet equivalent, which lasted until the end of the Cold War, is remarkable in
that it demonstrates how breakthroughs in post-war microbiology could be rapidly
industrialized to develop major bioweapons programs. However, a full examin-
ation of these programs is beyond the scope of this chapter. For readers looking for
in-depth coverage of these programs, Regis (1999) and Kenneth Alibek’s interview
with Tucker (1999) provide helpful overviews. By the late 1960s, US President
Nixon announced a termination of the offensive American bioweapons program.
As discussed above, in the examination of important UK health security policy
milestones, policymakers in London and Washington concluded that the increasing
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capacity of atomic weapons provided a more reliable offensive option than a bac-
terial bomb (Balmer 2002).

There was a shift in policy circles in Washington based on a mixture of tech-
nical, economic, political, and legal considerations about how immediate a threat
state-based biological weapons were (Balmer 2002). While US policymakers may
have been scaling back the resources for offensive biological weapons, they began
to express similar concerns to their UK counterparts during and up to the end of
the Cold War about several rogue states (Iraq, Iran, Syria, and North Korea) that
were seeking to develop biological weapons (Koblentz 2009; Spiers 2010). Out of
all of these, Iraq seemed to be the one that the US intelligence community knew
the most about. Iraq showed an early interest (as far back as 1974) in developing
biological weapons for their strategic deterrent value (Koblentz 2009). By 1990,
the Hussein regime had tested and weaponized anthrax and botulinum toxin using
400-kilogram aerial bombs and Al Hussein warheads. Though these were thank-
fully not very efficient at disseminating biological weapons and the regime never
produced dried, powder agents, which could have covered greater differences and
potentially had more lethality (UNMOVIC 2007). By the end of the first Gulf War
in 1991, as UN weapon teams moved into Iraq, the Iraqi regime’s offensive BW
program was destroyed by inspectors including its bulk supply of biological agents
and munitions (Koblentz 2009).

During the mid-1990s, policymakers started to shift their focus again from his-
torical and traditional notions of biothreats (state-sponsored conventional biological
weapons programs) to the use of biological agents by non-state actors—primarily
terrorists (Koblentz 2009). Several events raised concerns in Washington about
the threat from non-state actors using bioweapons. The fall of the Soviet Union and
the risk of'its former bio-weapons scientists becoming ‘guns for hire’ to terrorists, the
1995 Aum Shinrikyo subway attack in Tokyo (Leitenberg 2001; Rosenau 2001), the
1993 attack on the World Trade Center in New York and the 1996 terrorist attack
in Oklahoma city all made clear to policymakers, Gronvall argues, that the United
States was vulnerable to terrorism. The implication is that some groups might use
biological weapons (Russell & Gronvall 2012). Further, the 9/11 attacks on the US
combined with some senior officials wrongly assuming there was a link between
Iraq’s Hussein regime and Al Qaeda (with the former even potentially supplying
the latter with bioweapons) consolidated the Bush Administrations’ threat percep-
tion of health security as a narrow band of rogue state-sponsored WMD and bio-
terrorism from non-state actors like Al Qaeda. As previously noted, the faulty and
politicized intelligence that Iraq still possessed WMD, as well as the scant evidence
of US soldiers discovering technical documents and equipment in a ‘biological
weapons laboratory’ under construction near Kandahar, underscored for the Bush
Administration Iraq and Al Qaeda had both the intent and likely the increasing cap-
ability to develop biological weapons (Pita & Gunaratna 2009; Tenet 2007).

The Bush Administration also expressed concerns publicly that advances in bio-
technology and life sciences would result in the creation by adversaries of new
novel bioweapons that would require ‘new detection methods, preventive measures
and treatments’ (Spiers 2010, 156). In April 2005, the Administration said:
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These trends increase the risk of surprise. Anticipating such threats through
intelligence efforts is made more difficult by the dual-use nature of biotechnolo-
gies and infrastructure and the likelihood that adversaries will use denial and
deception to conceal their illicit activities.

(Spiers 2010, 156)

Even after faulty intelligence on Iraq’s WMD possession led to the US-led invasion
of Iraq in 2003, other senior US legislators maintained that the threat from biological
weapons was growing and that genetic modification techniques would ‘allow the cre-
ation of even worse biological weapons’ (Robb et al. 2005, 34). Another important
aspect of this issue is that there were differences of opinion within the US intelli-
gence community and among biodefense experts on how significant the level of
threat and capabilities Al Qaida posed in bioweapons development pre-2001 and post
the invasion of Afghanistan (Leitenberg 2005; The Commission on the Intelligence
Capabilities of the United States Regarding Weapons of Mass Destruction 2005).
Such policy pronouncements during 1999-2009 were not consistently based on
‘sophisticated threat assessments’ and for many researchers in the field were ‘sys-
tematically and deliberately being exaggerated’ (Leitenberg 2005). In contrast to
the low-grade capabilities to weaponize dangerous pathogens by terrorist groups
such as Aum Shinrikyo and Al Qaeda, the September/October Anthrax letter attacks
allegedly orchestrated by microbiologist Bruce Ivins in 2001 may have vindicated
the rhetoric that ‘bioterrorism’ was a significant threat and needed to be invested in
accordingly. However, that attack vector was from a domestic scientist rather than a
foreign novice terrorist was likely a surprise to many in the Administration (The US
Department of Justice 2010; Walsh 2018). In short, throughout at least the first term
of the Bush Administration, the White House was fixing its narrow health security
policy in terms of rhetoric around the prism of biodefense against rogue states like
Iraq and terrorist groups (Al Qaeda) rather than an integrated one health approach
that looked more comprehensively across the one health spectrum.

The policy focus and legislation enacted by the Bush Administration during
this time underscore a narrower interpretation of health security threats, risks,
and hazards to one marked by domestic biodefense. For example, as noted by
Koblentz ‘up to 40% (or 23.6 billion) was spent on biodefense (from 2001-2009)
for research and development of countermeasures, diagnostics and sensors, and the
construction of high containment labs (Koblentz 2012, 136—-137). It’s clear some
US intelligence agencies, including the FBI and DHS, had a role in helping support
such biodefense measures (Walsh 2018). For example, the Biowatch Program
established in 2003 by the Bush Administration and managed by DHS designed to
provide a nationwide aerosol detection system for biothreat agents initially for 30
of the most populous cities in the United States is one of many biodefense measures
employed during the Bush years. The effectiveness of Biowatch has been limited
however since its initial implementation due to a range of technical, communi-
cation, and funding reasons. For a detailed analysis see, for example, Homeland
Security (2018); Currie (2016), Government Accountability Office (2014), and
Willman (2017).
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This domestic biodefense focus was also demonstrated in landmark legisla-
tion passed during the Bush Administration. For example, the 2002 Public Health
Security and Bioterrorism Preparedness and Response Act set in motion many
useful and important planks for protecting and preparing for bioterrorism acts and
other health emergencies. These included increased funding for the CDC, security
vetting for those with access to select agents and further research to detect bio-
logical events of concern. Nonetheless, the new legislation was largely devoid
of how the intelligence community would become involved in these and other
related activities described in the Act. Section 108 refers to the establishment of a
working group on bioterrorism and other public emergencies to work on a series
of recommendations across federal, state, and local government to prepare and
respond to such threats. The Act mentions the role in such a group by the Director
CIA, Secretary of Defence and Energy. All three are heads of IC agencies yet the act
remains vague on the specific mandate these and other IC agencies should bring in a
broad (unclassified) sense and how they might work with the US Health and Human
Services and Department of Agriculture to bring about key recommendations (A to
Q) listed in the legislation (House of Energy and Commerce 2001).

Increasingly from 9/11, there was another cluster of health security threats risks
and hazards which did not sit neatly under existing classifiers of ‘biodefense’ or
‘bioterrorism’ but also began to capture the attention of scholars and policymakers
post 9/11. ‘Bio-crime’ was one such area, though novel infectious diseases of
global significance grabbed the most focus of policymakers post-9/11 (Walsh
2018). Many of these, such as the 2003 SARS outbreak, the 2009 HIN1 influenza
pandemic, the 2014 West African Ebola outbreak and the 2015 expansion of the
Zika virus into South America were traditionally viewed as public health emer-
gencies given that they were the result of natural causes and not the intentional or
malevolent actions of threat actors (Walsh 2018). Nevertheless, all these cases had
wider impacts beyond public health. They showed how the pathogen involved was
zoonotic (i.e., could move from one species to another), and each impacted signifi-
cantly on the global economy and wealth of nations. For example, SARS forced
the closure of airports, reduced global travel, and resulted in increased sick days
in many countries. In the broadest sense of what ‘national security’ means, such
pandemics, particularly zoonotic ones including COVID-19, can have profound
impacts on the political, social, and economic resilience of nations.

As a result of some of these natural pandemics since 9/11, successive US
administrations (like other ‘Five Eyes governments in Australia, Canada, New
Zealand, and the UK)) implemented several policy initiatives that included a broader
focus and inclusion of other non-bio-terror threats and risks such as pandemics. In
the case of the US, biodefense was the main focus during the first term of the Bush
Administration and ‘initiatives to manage global health issues were kept largely
separate... Such policy separation impacted the way the intelligence community
was tasked and how it worked with the public health agencies also working on bio-
risks and threats’ (Walsh 2018, 67).

In contrast to the Bush years, the incoming Obama Administration placed a
greater emphasis on linking traditional biodefense threats with global health



Political Engagement 47

security risks such as pandemics and infectious diseases. Obama’s National 2009
Strategy for Countering Biological Threats underscored that global health security
capacity building, dual-use research, biosafety, WMD, and state-sponsored
bioweapons programs should be addressed in tandem by all stakeholders. This
meant that there was a role for national security agencies in assisting with global
health security issues such as pandemics, as well as the traditional responses to
domestic biodefense issues. The Strategy also made clear that there needed to
be a significant increase and depth in partnerships including information sharing
between health and security communities to achieve its objectives (The White
House 2009). Health security threats and risks were already on the IC’s radar in
various intelligence assessments, for example, Director of National Intelligence
(2008). Additionally, in 2007 the DNI established the Biological Sciences Expert
Group—a standing panel of non-government biologists to assist in assessing IC
research in the life sciences and to review the scientific validity of intelligence
assessments (Bhattacharjee 2009). In the same year, the DNI also created a national
strategy for public health security (Koblentz 2012).

As early as 2005 the FBI established a program called Science and Technology
Outreach (STOP) (later renamed the Biological Sciences Outreach Program) to
build trust between the scientific and law enforcement communities (Dvorkin &
Lanier 2010; Hummel 2017; Walsh 2018). Over the years the FBI outreach program
has sponsored do-it-yourself amateur synthetic biology groups and biohacker
events in collaboration with national and local FBI WMD coordinators (Wolinsky
2016). The Obama Strategy for Countering Biological Threats provided a further
catalyst for various IC agencies to engage more with public health and scientific
communities. The Strategy was accompanied by Presidential Policy Directive 2,
which established an inter-agency process (including the DNI) for its implementa-
tion and a framework for monitoring its progress (The White House 2009). While
the DNI was included, it was less clear what section within it should the DNI take
the lead for implementing the Obama Strategy for Countering Biological Threats.
What remained unclear was how the agency would identify IC enterprise-wide
efforts to implement the Directive, including identifying budgetary and program
priorities and the mechanics of coordinating with important stakeholders outside
of the IC.

The Trump Administration occupied the White House before the
commencement of COVID-19 in December 2019 and was in place throughout
most of the pandemic’s acute phase, i.e. December 2020. In 2018, two years into
the administration Trump enacted a National Biodefense Strategy. The Biodefense
Strategy was expected to ‘promote a more efficient, coordinated, and accountable
biodefense enterprise’ by bringing together Defense, Health and Human Services,
Homeland Security, and Agriculture to jointly develop a national biodefense
strategy and an implementation plan (Homeland Security 2018). In some respects,
rhetoric contained within the National Biodefense Strategy seems to go further
than the previous US administration’s efforts to encourage a whole-of-government
approach to biodefense that would include medical, public, animal and plant
health, emergency response, scientific and technical, law enforcement, defense,
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and security and intelligence. The Strategy sought to address the existing ‘fragmen-
tation throughout the complex inter-agency, intergovernmental and intersectoral
biodefense enterprise’ (U.S. Government Accountability Office 2020, 9). It was
aimed at (1) assessing enterprise-wide threats, (2) determining optimal biodetection
technologies, (3) building and maintaining emerging infectious disease surveil-
lance, (4) establishing situational awareness and data integration, and (5) enhan-
cing lab safety and security (U.S. Government Accountability Office 2020, 9).
Several goals were mentioned in the strategy, including Goal 1 Risk Awareness,
which made clear that national bio-risk decision-making needed to be informed
by intelligence, forecasting, and risk assessment. Goal 1 also required ‘further
enhancement of intelligence and analysis activities’ but failed to mention which
agencies within the IC should be responsible for these activities or who should take
the lead (Homeland Security 2018, 6-9).

The National Biodefense Strategy was accompanied in 2018 by the Presidential
Memorandum on the Support for National Biodefense/National Security Presidential
Memorandum-14 (NSPM-14): This memorandum was issued to support the National
Biodefense Strategy and provided the governance arrangements to implement it.
Specifically, the memorandum established two governing bodies—the Biodefense
Steering Committee (chaired by the Secretary of Health and Human Services) and
included the Secretaries of State, Defense, Agriculture, Veteran Affairs, Homeland
Security and the Administrator of the EPA. The Steering Committee’s role was to
provide the strategic oversight and leadership of the National Biodefense Strategy.
However, it did not include senior leadership from the US IC such as the Director
of National Intelligence and their participation was only on an as-required basis,
which we argue was a misstep (Homeland Security 2018). The other governance
instrument was the Biodefense Coordination Team, which consisted of senior
officers from the above-mentioned agencies including some input from the ODNI
that provided the day-to-day functions to assist the Biodefense Coordination Team
in monitoring the Strategy (Homeland Security 2018).

Ina2020 testimony before the Committee on Oversight and Reform, the Directors
of Homeland Security and Justice and Health Care observed that the early imple-
mentation of the strategy had three large challenges: (1) difficulties in adopting new
procedures, (2) guidance on methods for data analysis, and (3) roles and responsi-
bilities for joint decision-making (U.S. Government Accountability Office 2020).
A GAO review report two years into the implementation of the Biodefense Strategy
listed similar challenges and many more. Additional challenges included staffing
and organizational resources limitations to identify priority strategy areas such as
identifying and documenting biodefense programs across government, a lack of
capabilities to bring in expertise outside of government (e.g. private sector) where
most of the biodefense expertise is located and a lack of agreement on how agencies
would jointly identify and support enterprise-wide biodefense priorities rather than
those at the agency level (GAO 2020, 20-30). The review report completed by
the GAO concluded that the ‘implementation process required attention including
from stakeholders outside the Biodefense Steering Committee such as the National
Security Council Staff, OMB and the Congress’ (U.S. Government Accountability
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Office, 2020, 29). In particular, the GAO review noted how ‘staff turnover within
the NSC contributed to a lack of consistent leadership from the White House,
which created a lapse in momentum and disrupted the implementation process’
(U.S. Government Accountability Office 2020, 29).

Shortly after the February 2020 GAO report into the implementation of the
national biodefense strategy was released COVID-19 reached the US and any
ongoing implementation of the Biodefense Strategy was sidelined as the Trump
White House confronted the COVID-19 pandemic. The many good ideas
contained within the NSPM-14 and the National Biodefense Strategy for cre-
ating an enterprise-wide risk management approach to biodefense stalled as a
more disorganized and politicized process defined the White House’s response
to the pandemic (Alexander et al. 2022; Parker & Stern 2022; Rutledge 2020). On
the point of politicization, there are a few key examples that became evident
during the Trump Administration. For example, in 2016, the Obama administration
developed a response plan based on lessons learnt from Ebola and Zika, a document
titled ‘Playbook for Early Response to High-Consequence Emerging Infectious
Disease Threats and Biological Incidents.” The document included risk consid-
erations about novel coronaviruses and offered a plan for a coordinated national
response to a potential epidemic; in 2020, the Trump administration dismissed the
advice of the outgoing administration, only to blame it once the pandemic swept
the US (Yamey & Gonsalves 2020). We also saw how politicized during the Trump
Administration the issue of tasking the IC to find the origins of COVID-19 became
(Walsh et al. 2023).

In summary, several key initiatives from successive US administrations
showed a narrow and somewhat fragmented approach. Biodefense political and
policy responses focused almost exclusively on traditional state and non-state
actor bio threats. In the Bush years in particular, zoonotic diseases were often cast
as requiring public health or biosecurity responses not national security ones and
were often running in parallel with policy initiatives in the biodefense domain led
by the military or in some cases agencies within the intelligence community. The
Obama and later Trump Administration’s strategy around health security do show
efforts to bring global health security, biodefense and biosecurity threats, risks,
and hazards together. However, the net result of treating some health security
threats and risks (e.g., pandemics) as a public health problem only and others
(e.g., bioterrorism) as a national security threat reinforced a lack of governance,
leadership, and mission integration within and across a range of health security
threats, risks, and hazards.

The COVID-19 Health Security Choke Points: Preparedness, Governance,
Threat Assessment, Ethics, and International Coordination

We now turn to the second section which assesses the key factors from 9/11 to the
start of the COVID-19 pandemic that impacted both the UK and US ICs ability to
play a consistent and coherent role in supporting the management of health security
threats, risks, and hazards during this period. As noted earlier the analysis here
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relies on secondary data sources. A more comprehensive study of constraining
political, policy, and institutional factors would only be possible with detailed
interviews of a significant sample of IC personnel who have had responsibility in
managing health security threats, risks, and hazards during this timeframe. This
may be possible in the future and would be desirable to test the weighting we put on
the significance of various factors discussed here. Currently, however, such a study
is beyond the logistical possibilities of the authors. Nonetheless, there are suffi-
cient, detailed, and quality secondary data sources in which to assess factors that
were consistently at play from 9/11 up to COVID-19 that constrained both political
decision-making and IC leadership’s ability to develop capabilities to support the
management of health security threats, risks, and hazards more effectively during
this time frame.

Preparedness

COVID-19 was a large-scale test of decades of planning and preparation for such
events. While all pandemic events are unique, the lessons to be learnt often fall
into the same categories of prevention, preparedness, mitigation, and response. We
argued above that COVID just amplified a range of legacy factors that had not
been sufficiently dealt with historically in the policy, political, and institutional
responses to a range of health security threats, risks, and hazards from 9/11 to the
COVID pandemic.

The brief overview of both UK and US political and policy initiatives discussed
above underscores that neither political rhetoric nor even preparedness equals
action. This point is well illustrated by the paradox between global health pre-
paredness and an actual response to the Covid-19 crisis. The 2019 Global Health
Security Index published by the Nuclear Threat Initiative and Johns Hopkins
Centre for Health Security evaluated the United States as the top country in its pre-
paredness for prevention of the emergence or release of pathogens, early detection
and reporting for epidemics of potential international concern and rapid response
and mitigation of the spread of an epidemic, while noting that no country was fully
prepared for an epidemic (GHS Index 2021). Other ‘Five Eyes’ countries were in
the top five overall well-prepared scores in the index though interestingly New
Zealand was ranked thirty-fifth (GHS Index 2021).

While the United States was rated as no. 1 on the Global Health Security
Index, it performed worse than many other countries, including New Zealand, as
noted which had been rated thirty-fifth in the world on the same index for pre-
paredness. The Trump Administration dismissed previous preparedness plans,
delayed national response, and engaged in blame rhetoric (Parker & Stern 2022;
Schismenos et al. 2021; Yamey & Gonsalves 2020). In 2021, the Center for
Disease Control and Prevention (CDC) reviewed its response to the COVID-19
pandemic and officially admitted that its response to both COVID-19 and
monkeypox ‘did not reliably meet expectations’ despite the ‘75 years CDC and
public health have been preparing for COVID-19,’ triggering a major restructure
(Sun & Diamond 2022).
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The COVID-19 response miscoordination in the US resulted in 21% of the
global infections and deaths attributed to COVID-19 (Muellbauer, Aron, Janine
2020). In contrast, New Zealand’s government, despite being ranked lower in pan-
demic response preparedness, adopted a swift pandemic response initially focused
on eliminating COVID-19 and later adopted graduated risk-informed suppression
measures (Jefferies et al. 2020). These measures helped New Zealand achieve low
levels of population illness disparities, a low relative disease burden, and the ini-
tial effectiveness of COVID-19 eradication (Jefferies et al. 2020). The unexpected
variations in national responses highlight the importance not only of public health
preparedness to contain disease, but also the importance of political and institu-
tional coordination.

Governance

The history of political and institutional coordination of health security threats,
risks, and hazards from 9/11 to COVID-19 demonstrates that the effectiveness
of preparedness, mitigation, and response measures is dependent on a variety
of elements, the most important of which is undoubtedly robust governance.
Governance also influences other themes we have discovered having an impact
on health security preparedness, such as resolving legal and ethical challenges,
strategic vs. operational planning, risk, threat/hazard methodologies and institu-
tional cultures. Good governance means public health, national security agencies,
and other stakeholders all know what their mission, mandates, and accountability
points are in large bureaucratic environments at national, regional, and local
levels.

Governance in the intelligence context has an external and an internal com-
ponent. External governance relates to how well governments understand health
security, threat risks and hazards, and the extent to which they can fund and sustain
the development of evidence-based (less politicized) policy outcomes to improve
preparedness, mitigation, and response (Walsh 2011). Internal governance relates
to how senior leaders of public health and national security intelligence agencies
can prosecute the development of strategic and operational capabilities to identify,
prevent, mitigate, and respond to health security threats, risks, and hazards (Walsh
2011). Our analysis suggests that both poor internal and external governance has
contributed to the inconsistent whole-of-government approaches taken to health
security issues from 9/11 to the present.

While administrations in both the UK and the US have evolved in the develop-
ment of strategic health security planning that includes the right kind of rhetoric
of being ‘one-health’ or ‘multi-disciplinary,” these frameworks have often failed
to develop into integrated political and institutional responses to health security
over time. The net result of this has contributed to a lack of preparedness to opti-
mally manage health security threats, risks, and hazards during the period focused
on in this chapter, including COVID-19. From an external governance or political
standpoint, it is clear that political interests in health security-related threats, risks,
and hazards have not been consistent in both the UK and the US, especially in the
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earlier post-9/11 period when viewed through a narrower health security prism
such as ‘biodefense’ or ‘bioterrorism.’

There are a few other factors that are related to governance which have also
impacted the extent to which policymakers and ICs have engaged effectively
with health security threats, risks, and hazards in recent decades. These include
political-cultural differences even between the UK and the US and other ‘Five
Eyes’ countries. COVID-19, putting aside the influences of politicization, also
underscored differences between how each ‘Five Eyes’ country adopted public
health intervention policies within the confines of their political systems. One
could argue the more fractured, ‘tribal,” and innate mistrust of centralized power
baked into the US federal political system would not allow the same kind of fed-
eral and state cooperation seen in Australia or New Zealand when it came to
prosecuting various public health orders that restricted the liberties of citizens
in the earlier stages of the pandemic. In other words, the art of what is ‘politic-
ally doable’ in both a legislative and political sense must also be understood in
the existing nation’s political culture which historically may or may not facilitate
rapid emergency policy measures in some liberal democratic states as was seen
during COVID-19.

Narrow and sometimes fragmented policy perspectives contributed to a
less holistic understanding and warning of the range of health security issues
governments ideally should know about. In turn, a narrower political focus on what
might be seen as more ‘traditional’ biothreats (e.g., WMD/CBRN and terrorism
or rogue actor’s use of bio-weapons) also influences how the IC leadership views
the collection, analytical, and operational priorities within their agencies of
health security threats, risks, and hazards. Equally, a specific narrower focus on
one threat actor group (e.g., WMD by state actors) does not necessarily equip IC
agencies with the relevant threat and risk methodologies to understand let alone
collect relevant intelligence on CBRN terrorism, biohackers, or pandemics. This
in turn compounds the ability of ICs to effectively warn decision-makers of other
potentially emerging health security, threats, and risks. Both policy and IC group
think can also lead to insufficient intelligence collection and assessment, which
in turn leads to intelligence and policy failure either/or at the tactical and stra-
tegic levels.

The understanding and operationalizing of what constitutes a legitimate national
security threat like pandemics have of course been evolving within ICs from 9/
11 to COVID-19. Comments made by former distinguished IC leaders show how
national security implications of once less traditional bread and butter issues for
them like pandemics have now increasingly been understood as well as the role IC
agencies should play in supporting government to manage them.

For example, as noted earlier, former distinguished UK IC leader Sir David
Omand in a 2021 article written during COVID-19 argues that during his time in
government flu pandemics were considered high-priority risks with presumably
all the resource allocation that such a designation brings (Omand 2021). In the
same article Omand made some suggestions on how ICs can play a greater role
in health security, including building a greater capability to do so (Omand 2021).
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Yet in an earlier article he had suggested that the ‘assessment of disease outbreak
is not the business of the intelligence community, though he said governments
need warnings on these things which need to be a robust combination of intel-
ligence and scientific assessments’ (Omand 2020). Omand’s 2020 comment
seems to reflect a more traditional perspective on what role ICs should play in
pandemics—one that some IC leaders may still share in the current post-COVID
period (Walsh et al. 2023). COVID-19 will likely continue to challenge at least
to some extent the longstanding organizational cultures of ICs—a culture that for
decades has been built around responding to threat actors, not more amorphous
risks and hazards like pandemics or climate change (Walsh et al. 2023). It is clear,
however, that Omand’s 2020 perspective has evolved like many IC leaders after
COVID-19. Omand’s earlier 2020 statement about the ‘assessment of disease
outbreaks’ somehow not being in the lane also of national security intelligence
agencies we argue is somewhat contradictory because to provide robust intelli-
gence warning one needs IC staff who understand well both the scientific, health,
and intelligence on health security and how it relates to the national security
intelligence information, particularly if you are trying to build better warning
systems post-COVID.

Just how many people in the IC need to have this knowledge and where located
will require careful consideration post-COVID-19 by all governments and particu-
larly the IC leadership. These issues are taken up in Chapter 8 by Vogel. It will be
in part determined by budgets, IC leadership and governance, and whether political
leadership expects to see more IC health security products that are multidiscip-
linary in nature.

Ethics

In addition to any political legal and constitutional challenges faced by political
leaders in the management of health security crises like COVID-19, the history
of political and policy responses to these issues also shows a series of ethical
dilemmas for policymakers and ICs in what is the appropriate level of intrusion
into citizen’s privacy (medical history and identity-related data) and their lib-
erty in implementing various public health orders and other non-pharmaceutical
interventions.

What is clear from our survey of policy action from 9/11 to COVID-19 is that
greater integration and collaboration needs to occur between public health and
national security agencies particularly ways to share more rapidly data sources of
relevance to the mission of both sectors. However, also as seen during the period
examined in this chapter, institutionalizing cooperation between health and security
agencies implies potentially a securitization of the public health area. The intended
goal of linking health with security data sources is to rapidly identify and disrupt
the spread of infectious diseases with the least loss of life and negative impacts
on social and economic life. However, overt securitization might have unintended
consequences, such as restricting the work of public health scientists (Vines
2018). Political pushes towards more securitization without clear accountability
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mechanisms in place might lead to populist purposes of ‘political policy’, where
more securitization might not be required. It is therefore key that decision-makers
deploy ethical considerations before melting barriers to information sharing across
government jurisdictions.

Ethical practices in the expansion of increased integration continue to be a
contested area. Walsh and Miller (2015), Miller et al. 2022 amongst others, for
example Henschke et al. 2024, contend that intelligence studies literature has been
slow in identifying ethical aspects of intelligence practice, but also critiques anti-
intelligence activism that does not offer pathways to ensure national security. They
argue that policy guidelines should not necessarily provide “specific ‘one size
fits all” policy prescriptions, but rather develop generic standards, purposes and
parameters that could apply to different contexts” and propose that they should con-
sider (1) methods, (2) context, and (3) targets of intelligence gathering (Walsh &
Miller 2015, 348-349). Miller and Blackler (2005) expand those ideas by detailing
six ethical principles that should follow:

1 Surveillance and interception are in themselves an infringement of the
individual’s right to privacy and should therefore be only overridden by other
moral considerations, such as preserving the right to life during wartime.

2 Benefits of surveillance must intercept the costs.

Surveillance must be deployed only for serious crimes.

4 Reasonable suspicion/belief that a crime and/or probable cause that the indi-
vidual under surveillance is intending to commit a crime.

5 No alternative feasible method should be available to obtain the information
required.

6 Law enforcement must be subject to strict accountability requirements.

7 Individuals under surveillance must be informed about surveillance at the
earliest time following the completion of the investigation.

w

Despite the complex issues surrounding the ethical expansion of public health
intelligence, scholarly literature has identified some best practices in evaluating
the need for intelligence and surveillance as well as their evaluation. Additionally,
proactive measures of public consultation have also been engaged by some
governments: in 2019, New Zealand announced an overhaul of the country’s
Biosecurity Act and included a formalized consultation process with Maori,
industry partners, environmental groups, among other groups, as well as a plan
for a period for formal public consultation (MPI 2019). Although scholars have
called for increasing accountability requirements (Walsh & Miller 2015), signifi-
cant concerns (e.g., the effectiveness of expanded security rights) remain unad-
dressed. Seumas Miller’s contribution (Chapter 7) explores these issues in detail
particularly how post COVID-19 the many ethical risks emerging from the use of
public health data during the pandemic and the conditions under which national
security agencies may have access to it in any future health security emergencies
is unresolved.
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International Health Security Coordination

A final dimension to how policymakers and ICs engaged with health security
threats, risks and hazards relates to the extent ‘Five Eyes’ states have participated in
various international and multilateral health initiatives during the period studied in
this chapter. While the chapter focus has been on how domestic policy initiatives
in the UK and the US have impacted IC’s ability to support health security, the
role of international health institutions and initiatives no doubt has also impacted
‘Five Eyes’ countries’ ability to receive, timely and accurate global health data
useful to providing early warning and decision maker support. Historically, inter-
national utilization of health security intelligence faces an even larger number of
challenges in working together to counter health security threats. Even when health
intelligence is collected, numerous barriers exist to effectively communicating
that information. For instance, during the early months of the 2014-2016 Western
Africa Ebola outbreak, several factors contributed to health intelligence failure,
including the Guinean government’s inadequate capacity to handle the crisis, the
government’s inaccurate assessments of the crisis, the US embassy’s failure to con-
textualize the risk information appropriately, and the US embassy’s readiness to
accept the Guinean government’s assessment without question (Ostergard 2021).
At the international level, rapidly spreading infectious diseases are monitored
by the Global Outbreak Alert and Response Network (GOARN), which was
formed in 2000 and places the World Health Organization (WHO) at the center of
network coordination. GOARN is a network of more than 250 global institutions
and networks that can help respond to and deploy staff and resources (Global
Outbreak Alert and Response Network, n.d.). After the 2002-2003 SARS outbreak,
GOARN was linked at the international and national level: national systems were
to monitor disease outbreaks national and report their data to the WHO, which
could then monitor and report outbreaks as well as liaise with countries affected
(Wark 2021). Equipped with the International Health Regulations that mandated
outbreak reporting, GOARN was to rely on transparent national reporting and the
WHO’s capabilities to aggregate information internationally. To add to the infor-
mation in case some countries were unable or unwilling to report outbreak data,
the WHO included additional reporting from non-state sources. One of those
sources was the Canadian Global Public Health Intelligence Network (GPHIN)
(Government of Canada n.d.). In 2019 and 2020, however, the GPHIN failed to
report on COVID-19, for reasons that were later uncovered via investigative jour-
nalism including: Canadian officials’ focus redirection away from global to North
American health monitoring, technological issues, budget shortfalls, restraints
on internal scientific reporting, mismanagement, cessation of reporting to global
instruments (Wark 2021; Government of Canada 2023). The review of GOARN
is still underway (Global Outbreak Alert and Response Network, n.d.), which
will determine how international health intelligence will be coordinated across
the interconnected national and international levels. A broader review of the
WHO'’s early warning capabilities has also taken place along with a range of other
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multi-lateral measures including potentially an international health treaty aimed at
mandating greater transparency on disease outbreaks of concern by member states.
These post-COVID international measures are discussed by Lentzos in Chapter 9.

Conclusion

Barriers to effective political engagement at both the domestic policy and IC
institutional levels as noted above have been many and accumulated over sev-
eral decades from 9/11 up to including the COVID-19 pandemic. The solutions to
addressing such constraints are not straightforward both at the political, policy and
IC institutional levels. The remaining chapters will pick up many of the themes
identified here and examine how they might begin to be addressed. There is again,
as in the past, a small window to keep policy maker’s attention on health security
threats, risks, and hazards in the wake of COVID-19 before it seems the inevitable
disengagement on these issues begins again.
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4 Disinformation
The COVID-19 Pandemic and Beyond

Jennifer Hunt

Introduction

Disinformation has emerged as a crucial national and international security con-
cern, topping the list of risks in the World Economic Forum’s 2024 Global Risks
Report (World Economic Forum 2024). From pandemics to climate change,
efforts to confront global challenges are impeded by the erosion of trust in science,
experts and public institutions. Instead, misinformation, disinformation and con-
spiracy theories — some employed as part of information warfare — pollute the
information global commons, poisoning understanding and action. The COVID-
19 pandemic provided a vivid demonstration of the weaponization of false infor-
mation. Unscientific assertions downplayed the severity of the virus, the need for
mitigation efforts, and the motive of state and public health communities. These
narratives compromised mitigation efforts such as masks, lockdowns and vac-
cination, formed the basis of radicalization and recruitment efforts for extremist
groups, boosted the political currency of malicious actors, and even promoted
violence. The global reach of these narratives was accelerated by technological
connectivity and their influence boosted by algorithms primed for engagement
rather than accuracy. This chapter examines the role of disinformation, including
cyber-enabled disinformation, during the COVID-19 pandemic and its long-
term implications. While the US forms the primary case study of this analysis,
both as an early hotspot of the virus, and the home of the technology platforms
through which disinformation spread, the effects were felt around the world and
the ramifications are global in reach.

Disinformation

A plethora of terminology abounds to describe the phenomenon of confusion over
facts associated with the post-truth age, including disinformation, misinforma-
tion, fake news, alternative facts, and conspiracy theories. While each term has
a particular history and connotation, all share a commonality as “problematically
inaccurate language that disrupts politics, business and culture” (Jack 2017, 1).
Distinguishing between the main foci of this chapter, misinformation, disinforma-
tion and conspiracy theories, is intention. In much the same way that manslaughter

DOI: 10.4324/9781003335511-6
This chapter has been made available under a CC-BY-NC-ND 4.0 license.


http://dx.doi.org/10.4324/9781003335511-6

Disinformation 61

and homicide are differentiated by intent, but not outcome (in both instances there
is a dead body), misinformation and disinformation are both false information,
but the former is unintentionally so. Conspiracy theories occupy a fertile middle
ground — being fervently believed (and thus not intentionally false), but not rising
to the level of credible evidence either. The difference is potentially important for
corrective strategies. If disinformation is deliberately and knowingly false, while
misinformation and conspiracy theories are still inaccurate but not intentionally
so, only one is amenable to correction. Conspiracy theories act as “shortcuts to
understanding” particularly in a time of rapid change. For some, the moon landing,
the death of JFK, a pandemic, all being overwhelming developments that only secret
cabals and government orchestration could sufficiently explain them. According to
social psychologist Sander van der Linden, providing its adherents a way to satisfy
their skepticism of authorities, to claim insider knowledge that makes them feel
valuable, and often position themselves as part of a larger mission of good against
evil (NPR 2022). In this way, conspiracy theories offer clarity and community in a
time of great anxiety and turmoil, and allow the individual a way to assert control
over their lives during seemingly overwhelming and random global events.

Cyber-Enabled Disinformation as Information Warfare

In security studies, disinformation and conspiracy theories have been analyzed
as a tactic of hostile foreign state actors. For instance, the Soviet government
promulgated conspiracy theories that the CIA was responsible for the creation of
AIDS, that JFK was murdered by his own government, and called into question the
integrity of elections (Rid 2020; Hunt 2021). UK intelligence regularly produced
assessments of Soviet disinformation operations and evolving tactics from for-
geries (deep fakes) (Evans and Novak 1979) and conspiracy theories (UK Foreign
Office and Foreign and Commonwealth Office 1966).! More recently, China and
Iran have been accused of sowing confusion about COVID-19 as a means of great
power competition.

In particular, security scholars and public health researchers have documented
ongoing cyber-enabled disinformation campaigns around public health issues.
A 2018 study examined the role of hostile foreign actors on social media platforms
in undermining trust in vaccines, with Russian bots and trolls promoting confusion
and discord. Broniatowski et al. (2018, 1370) concluded that Russian “accounts
masquerading as legitimate users create false equivalency, eroding public con-
sensus on vaccination.” In 2020, reports by the European Commission and the US
State department found that foreign actors, led by Beijing, Moscow and Tehran
had carried out campaigns through social media aimed at stoking confusion about
the COVID-19 pandemic and undermining state responses. Kremlin-linked sites
boosted conspiracy theories that allege COVID-19 was a bioweapon, that billion-
aire Bill Gates is plotting to use the pandemic as an excuse to microchip people,
and that plans for the vaccine are a well-orchestrated money grab by pharmaceut-
ical companies (US State Department 2020). As some of these efforts predate
COVID-19, they are likely to continue beyond it. But why?
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Scholars argue that disinformation is best understood as a campaign, a suite of
information actions, deployed to mislead for a strategic, political purpose (Starbird,
Arif and Wilson 2019, 127). A former Soviet disinformation officer defines disin-
formation as “a carefully constructed false message leaked to an opponent’s com-
munication system in order to deceive the decision-making elite or the public”
(Bittman 1985, 49). One of those tactics is to erode trust and credibility. The pur-
pose is to create doubt, about facts and their sources, thus the threshold of success
is not necessarily to convince but to confuse. Together these activities are known in
security circles as Russian Active Measures (Watts 2017).

Active Measures

* Create general distrust or confusion over information sources by blurring the
lines between fact and fiction

» Foment and exacerbate divisive political fissures

* Undermine citizen confidence in democratic governance

» Erode trust between citizens and elected officials and their institutions

The most comprehensive report on the tactics, methods and goals of disinforma-
tion campaigns were released by the US Senate Intelligence Committee. Over four
volumes of their investigation of Russian Interference in the US 2016 election,
these reports confirmed the cyber tools used by Russia including algorithmic-
ally targeted propaganda and disinformation campaigns launched over social
media designed to rupture civil society (US SSCI 2019). The documents detail
the Kremlin’s strategic disinformation narratives around voter fraud in order to
erode trust in electoral infrastructure and democratic processes, a narrative boosted
starting in 2012, when Kremlin-aligned Russia Today (RT) ran regular segments
alleging US election fraud, contending US election results cannot be trusted and
do not reflect the popular will (US Director of National Intelligence 2017). This
narrative, combined with a Supreme Court decision dismantling anti-discrimination
provisions of the Voting Rights Act (1965) in 2013 (Condon 2013), later formed the
foundation for “stolen election” narratives which emboldened thousands of people
to convene at the US Capitol building threatening to kill lawmakers who certified
the election (Hunt 2021). In a demonstration of the overlap of these two disinfor-
mation narratives, a speaker at the DC rally the night before the January 6 attack on
the Capitol told attendees during one of the largest death tolls of the pandemic that
COVID-19 was a hoax, encouraging the gathered crowd to, “Go hug somebody.
Go ahead and spread it out, mass spreader. It’s a mass spreader event!” (Moye
2021). An examination of specific COVID-19 disinformation narratives that would
incite such behaviour is useful to identify patterns and impacts for the rest of the
chapter.

COVID-19 False Narratives

As Jonathan Swift wrote, “Falsehood flies, and the Truth comes limping after it, so
that when men come to be undeceived, it is too late” (Swift 1710). While scientists
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and researchers methodically gathered and analyzed data, disinformation was
already on the march, spreading and mutating rapidly both online and off. False
information coalesced around several categories including: origin of the virus, its
severity, the role of institutions, mitigation efforts (lockdowns, masks), and vaccines.
A brief sample is below, though specific narratives were adapted to local audiences.

Categories:

* Origin: Chinese-engineered bioweapon

» Severity: Hoax, “Just the flu” Mortality exaggerated or lethally designed popu-
lation cull

» Institutions: Unprepared to active part of Deep State or globalist WHO/UN/
WEEF plot

Mitigation strategies:

* Lockdowns: Form of tyranny, orchestrated attack on economy to undermine
Trump’s re-election chances

* Masks: Ineffective to actively harmful to “God’s breathing system”

* Vaccine: Unnecessary, extortion, or control and tracking mechanism using 5G

Using this list, it is easy to see how these narratives fit within a broader pattern
of disinformation to “foment distrust, destabilize institutions, defame opponents
and delegitimize sources of knowledge such as science and journalism” (Sinclair
2023). Ilya Yablokov (2015, 302) argues that narratives such as disinformation and
conspiracy theories function to “unite audiences as ‘the people’ against ‘the other’
represented by a secretive power bloc.” In this narrative, vaccines, masks and social
distancing requirements are subjugation of “the people” rather than reasonable
measures to limit the spread of a contagious virus. Thus, the people may rationally
resist these attacks on their liberty with force, if necessary. Where these measures are
the advice of the scientific elite “The Other,” those prestigious institutions such as
the Centers for Disease Control and Prevention (CDC), World Health Organization
(WHO), or United Nations (UN), now themselves constitute a potential threat.

These narratives had several immediate impacts on the COVID-19 response,
and potentially more longer-term ramifications.

1 Undermining of mitigation efforts such as masks and lockdowns, as well as
vaccines

2 Politicization of scientific institutions, practitioners and researchers

Directing extremist-fueled violence towards above targets

4 Boosting political campaigns of conspiratorial actors

W

Undermining Pandemic Response

By 2021, the US had lost 1% of'its total population, surpassing World War II and the
1918 Influenza Pandemic death tolls. Despite a relatively small portion of global
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population (5%), the US at one point represented more than 25% of global cases
and by 2024 exceeded a COVID-19 death toll of more than 1 million. The Lancet
article identified the US as having the fourth highest global number of COVID-19
orphans (Hillis et al. 2021). These numbers demonstrate in part the toll of disin-
formation in politicizing the pandemic response and undermining public trust in
scientific institutions and practitioners.

During the pandemic and its aftermath, conspiracy theories regarding the viruses’
origin and severity, the need and efficacy of public health responses and mitiga-
tion efforts, and the role of officials and global institutions was spread through
social media to traditional outlets and even political actors. Repeatedly, the US
administration under President Trump was accused of spreading misinformation
(Saletan 2020). Surveys, protests and uptake rates of mitigation efforts provide
potentially useful indicators of the success of these narratives. For instance, a July
2020 PEW Report found that those who rely most on Trump for COVID-19 news
and information were more likely to believe the conspiracy theory that the outbreak
was planned by powerful people (Mitchell et al. 2020). Studies also attempted to
measure in real time the impact of certain news sources such as television and radio
programs on their audiences’ willingness to take action to protect themselves and
others against Covid-19.

In one study, Jamieson and Albarracin found that people who received their
information from mainstream print such as the New York Times, and broadcast
outlets such as NBC tended to have an accurate assessment of the severity of the
pandemic and their risks of infection. However, consumers of conservative sources
such as Fox News and Rush Limbaugh were more likely to believe conspiracy the-
ories, including that the Chinese government had created the virus, and that the US
Centers for Disease Control and Prevention had exaggerated the pandemic threat to
“damage the Trump Presidency”. Across radio and television, conservative media
undermined health communication on the lethality of the virus and the efficacy
of mitigation efforts. As detailed in Ricardson (2020), Rush Limbaugh described
mask wearers as “freaks” and encouraging young adults to disregard lockdowns
and rely on herd immunity. Consequently, a Pew research study found the partisan
divide over COVID-19 widened as the pandemic progressed. Between April and
June 2020, the percentage of Republicans who said that the coronavirus was “over-
blown” actually increased (Mitchell et al. 2020).

These messages encouraged audience non-participation in mitigation efforts
to disastrous impact. Studies estimate that in the US, 318,000 COVID-19 deaths
could have been prevented if those individuals had been vaccinated (Brown
University 2022). Misinformation and disinformation about COVID-19 vaccines
has been estimated to have cost the US at least 50 million per day in 2021 in
direct costs from hospitalization, long-term illness, lives lost and missed workdays
(Bruns et al. 2021).

Disinformation was most effective when spread by groups with a high degree
of social trust. In the US, this includes the military, law enforcement and officers
of the court. Research demonstrates that cyber-enabled disinformation has been
microtargeted to these groups, some successfully. Even after COVID-19 rocketed
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to become the main cause of death for law enforcement in the United States in 2020,
police unions in New York, Chicago and Seattle fiercely opposed vaccine mandates
(NBC News 2021). In other cases, impersonation of high-value messengers was
used. Sock puppet accounts impersonating well-respected social actors such as vet-
erans’ groups, were created on social media sites to sow disinformation and other
narratives, tactics which were previously demonstrated in foreign interference in
the 2016 US Presidential election (Shane 2019).

The most vivid demonstration of the reach and impact of disinformation
campaigns was armed demonstrators invading legislative buildings to stop elected
officials from passing pandemic response measures. When armed demonstrators
defied state issued stay-at-home orders by gathering illegally in front of courthouses
and state legislatures, then-President Trump encouraged their actions. In April
2020, Trump tweeted to his 80 million followers, “Liberate Michigan! Liberate
Virginia! Liberate Minnesota! They are trying to take your Second Amendment!”
(Trump 2020). Shortly thereafter in Michigan, the governor was targeted for kid-
napping, trial and potential execution by a militia group. A total of 14 participants
were eventually charged with federal- and state-level domestic terrorism offenses
(Clifford 2021). Across the US, demonstrators carrying tactical weapons and
wearing military style gear convened at the personal residences of policymakers,
health officials and judges. At the Kentucky governor’s mansion, one such group
gathered for the “Patriot 2nd Amendment rally” strung up an effigy of the gov-
ernor with sign “Sic semper tyrannis” [Thus Always to Tyrants] around his neck.
In Illinois, anti-lockdown demonstrators used Nazi slogans such as “Work Makes
You Free” to intimidate the Jewish governor, a tactic which drew the rebuke of
the Auschwitz Museum itself, whose verified account posted on May 2, “”Arbeit
macht frei” [Work makes you free] was a false, cynical illusion the SS gave to
prisoners of #Auschwitz. Those words became one of the icons of human hatred.
It’s painful to see this symbol instrumentalized & used again to spread hate. It’s a
symptom of moral & intellectual degeneration” (Auschwitz Museum 2020).

Well before a vaccine became available, disinformation was rampant regarding
its necessity and its side effects. Prevalent were myths that the vaccine negatively
affecting fertility in women and vaccines altering the genetic makeup of recipients
or even offering futuristic side effects such as wireless 5G. Messaging was multi-
modal, with memes used to attract younger audiences using humor and sarcasm.
A study found that anti-vaccination memes employed active measures tactics by
regularly vilifying government and social institutions as politically compromised
or corrupt, and merely using vaccines as a form of state surveillance, control or
profit (Baker and Walsh 2024). According to an August 2020 Gallup poll, more than
one-third of Americans said they wouldn’t get vaccinated when it becomes avail-
able (O’Kefee 2020). Meanwhile, successful mitigation efforts in countries like
Australia were portrayed as “tyranny,” with one US Republican governor calling on
the US review diplomatic ties (Wilson 2021). In their stead, dangerous “remedies”
were peddling as cures. As Ferreira Caceres et al. (2022, 263) note, “misleading
information also target[ed] beliefs for management and treatment — the consump-
tion of alcohol, cow excrements, cow urine, colloidal silver, teas, and essential oils
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have all been associated with curing COVID-19 infection.” Disinformation then,
sought to influence people to disregard the public health emergency, and avoid
taking action to protect themselves and others. In future, anti-vaccination messa-
ging could degrade support for other types of immunizations including childhood
vaccinations, on which herd immunity depends.

Politicization of Scientific Institutions, Researchers and Practitioners

Disinformation narratives around the pandemic called into question the integ-
rity and independence of key public health institutions such as the World Health
Organisation as well as health practitioners, scientists and researchers. Then-
President Trump ordered a halt to the WHO funding claiming a virus “cover up” and
formally withdrew the United States from the organization (reinstated by Biden the
following year). These narratives drove harassment campaigns and protests against
healthcare institutions and personnel. The most significant and frequently reported
attacks on healthcare related to COVID-19 included threats, physical assaults and
heavy weapon attacks at hospitals and health centers (WHO 2020). During the
first wave of COVID-19 more than 30 senior health officials across 13 US States
resigned, retired or were dismissed from their post, due to violent harassment, strain
or political clashes (Mossburg 2020). Though applauded as heroes at the start of the
pandemic, frontline nurses have been the target of abuse and intimidation leading
to retention problems in the profession. Nurses have noted that “people accuse us
of giving their loved one something else so that they would die and we could report
it as Covid. We heard it more than once that we were fudging the numbers, or we
were killing people on purpose to make Covid look like it was worse than it was, or
to make it look real when it wasn’t” (Reeve, Guff and Brunswick 2021). Combined
with the higher risk of infection to front-line health workers, such developments
could hollow out expertise and practitioner numbers for a generation, not only from
attrition but by driving down recruitment.

One challenge of disinformation is that it not only encourages non-participation
in mitigation measures and vaccination programs, but also motivates them to pre-
vent others from doing so as well (Hunt 2020). In the roll-out of the vaccine in the
US, protestors blocked mass vaccination sites, burned vaccination infrastructure,
and threatened the healthcare workers who staff them (Kika 2021). In one inci-
dent a protestor rammed her car through an outdoor drive through COVID-testing
site shouting “No Vaccine,” endangering seven health care workers (Bella 2021).
Security guards were hired to protect health workers “for the foreseeable future”
at three mobile COVID vaccination sites in Colorado following harassment and
vandalism including protestors throwing lit fireworks into the work site. One of
the earliest and largest vaccination sites in the US was forced to shut down at
Dodger Stadium in Los Angeles in January 2021 due to protestor blockades. The
organizers, coordinating on social media, noted that “this is a march against every-
thing COVID, Vaccine, PCR Tests, Lockdowns, Masks, Fauci, Gates, Newsom,
China, digital tracking, etc,” and in a nod to the political origins implored protestors
to “please refrain from wearing Trump/MAGA attire as we want our statement to
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resonate with the sheeple” (Gerber and Khan 2021). These demonstrations are not
limited to the United States. In Sydney, Australia a drive-through COVID testing
site in Sydney’s west was the target of an arson attack with the burned-out shell
graffitied with “take back the power” and “COVID equals lies” (Riga 2021). It
follows on from lockdown protests in Melbourne, Australia with protestors
chanting “Arrest Bill Gates!”

The concomitant attack on research institutes and public health institutions
such as the CDC, WHO and educational institutions, point to long-term problems
of politicization and funding. Unfortunately, at a time when the population was
most exposed to the twin viruses of the pandemic and conspiracy theories, the
body politics’ immune system was already being weakened. Erosion of trust in key
institutions and professions such as scientific institutions, universities and the free
press impacts the community’s ability to respond to the pandemic with evidence-
based policymaking. Public opinion polls have tracked Americans’ gradual loss of
trust in public institutions such as courts, law enforcement and legislative bodies.
But the most disturbing trends have a partisan edge and are much more recent.
A 2019 Pew report on higher education found that as of 2017, the majority of
Republicans surveyed identified universities as a threat to the nation’s well-being
(Pew Research Centre 2019).

As the pandemic continued, the range of institutions under fire expanded from
public health agencies to courts, school boards and local government. Town hall
and school board meetings broadcast live have documented concerted efforts
to undermine COVID-19 mitigation strategies such as masks and vaccines.
Meanwhile public health officials and practitioners were threatened with vio-
lence. German virologist Christian Drosten received a parcel with a vial of liquid
labelled “positive” and a letter telling him to drink it. In Belgium, a prominent
virologist and his family were placed in a safe house when a military sniper broad-
cast his intentions to target virologists (Nogrady 2021). In Maryland, USA, a
pharmacist was murdered for distributing the Covid-19 vaccine (Anderson 2021).
These attacks have continued, expanding to key institutions accused of compli-
city or corruption during the pandemic. In February 2024, a US man beheaded his
father for “being part of the Deep State” (he was a federal employee). He was later
charged with terrorism, after authorities found bomb-making materials and plans
for federal buildings (Catalini 2024). In this way, the allure of disinformation and
conspiracy theories as a form of inside knowledge providing certainty and com-
munity in a time of great chaos makes them valuable political weapons ripe for
violence. For instance, Qanon, a large online conspiracy theory community has
leveraged concern about government malfeasance and child trafficking, to label
COVID-19 a hoax and cover. These tactics were leveraged during the pandemic
to drive extremist recruitment.

Driving Extremism

The weaponization of social media and the promulgation of extremist groups on
Facebook has exacerbated challenges in nearly every policy area, from aiding
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terrorist recruitment, to being a state tool of great-power competition, to damaging
the vitality of democracy (Singer and Brooking 2018). Before the pandemic, in
mid-2019, an FBI memo warned against “conspiracy-driven domestic terrorism”
(Winter 2019). One group identified in the report, QAnon, pivoted from its core
message of child sex trafficking by political enemies (heir to the Pizzagate con-
spiracy theory) to COVID-related anti-government narratives. For instance, the
QAnon #SaveTheChildren mantra was redirected to fight mitigation efforts in
schools, including mask mandates and vaccination. When Facebook attempted
to shut down Qanon groups, membership surpassed 1 million members across 15
countries. Even more concerning was the fact that 60% of membership arrives in
the QAnon groups after Facebook’s own group recommender directed them there
(Wong 2020). Once arrived, it may not take long to radicalize the reader into
acting on their newfound belief. For instance, convinced by the QAnon Pizzagate
theory that a pizza parlor frequented by Democratic powerbrokers housed a
basement for sex trafficking, a man from North Carolina travelled five hours to
DC fully armed to “Save the Children.” He instead terrorized a child’s birthday
party and served four years in prison. From the first time that he encountered the
narrative online to loading up his vehicle with weapons for a five-hour drive, was
a mere three days.

Allied nations reported a similar phenomenon. In Australia, the head of the
Australian Secret Intelligence Organization (ASIO) warned in a rare public
briefing that far-right extremists were exploiting coronavirus to gather new
members. As reported by the ABC, “COVID-19 restrictions are being exploited
by extreme right-wing narratives that paint the state as oppressive, and global-
ization and democracy as flawed and failing,” the intelligence agency warned...
“We assess the COVID-19 pandemic has reinforced an extreme right-wing belief
in the inevitability of societal collapse and a ‘race war’” (Christodoulou 2020).
ASIO’s Director General had earlier that year identified the far right as the fastest-
growing extremist group in Australia: “In Australia, the extreme right-wing threat
is real, and it is growing. In suburbs around Australia, small cells regularly meet
to salute Nazi flags, inspect weapons, train in combat, and share their hateful
ideology. These groups are more organized than they were in previous years”
(ASIO Director General 2020).

The global reach of these groups is accelerated by technological connectivity
and advancement in tools that automate and disseminate their message. Cyber-
enabled disinformation has been the nexus of conspiracy-driven extremism.
During COVID-19, conspiracy theories blaming technology, religious minorities,
immigrants, secret cabals and political adversaries spread from the dark corners
of the internet to Facebook group pages, to traditional media and public officials.
These narratives implicitly rationalized violence. Narratives around 5G technology
were coopted to rationalize destruction of critical infrastructure across the United
Kingdom (UK), Australia and the Netherlands. According to Mobile UK, there
were more than 90 arson attacks in the UK against mobile infrastructure, and more
than 200 documented instances of abuse towards engineers in the first two months
of the pandemic (Vincent 2020). According to the Asian Americans Advancing
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Justice organization, which tracks hate crimes, more than 2,000 cases of assault
were reported between March and June 2020, with perpetrators mirroring the
rhetoric of “KungFlu” or “China virus” used by elected officials and influencers
(Donaghue 2020).

Similar intimidation tactics targeted public health officials, state governors,
scholars, researchers, philanthropists and other public figures on the front line of
COVID-19 response. Later they would target local school boards and university
leadership. These conspiracy theories helped to derail public health mitigation
mandates as well as hinder vaccination efforts, and endangered scientific com-
munities and educational practitioners. In an article entitled “I hope you die,” a
Nature survey of 300 scientists revealed the growing prevalence of threats against
researchers in Germany, Australia and the US (Nogrady 2021). As extremist groups
leverage disinformation to build their popularity to run for electoral office, they
have come to directly influence policy-making and public funding.

Boosting Political Campaigns

The weakening of these scientific institutions and the fracturing of social trust
provides opportunity for charlatans and conspiracy theorists to fill the vacuum,
mounting their own electoral campaigns for power over decision-making and
helping to oust office holders in their path. School board members reported intimi-
dation and harassment efforts to force them from office. In Florida, a local school
board member enacting COVID-19 measures described intimidation and credible
threats of violence including armed men showing up at her home, being followed
in her car, and bogus allegations to child protective services in an attempt to rob
her of custody (Gallion 2021). In the same state, the governor DeSantis withheld
pay from school board members who enacted masks mandates (Pedroja 2021).
In their place, conspiracy-driven extremists are running for local, state and fed-
eral office to overturn mask mandates and vaccination efforts. Two Republican
candidates backed by President Trump won high office in the 2020 election (and
re-election again in 2022) on QAnon narratives, and consistently conflated mitiga-
tion efforts to Nazism. These include newly elected US Congresswoman Lauren
Boebert (2021) tweeting that Biden “has deployed his Needle Nazis” and fellow
Congresswomen Marjorie Taylor Green (R-GA) compared vaccination workers
to “Nazi Brown shirts” and vaccine mandates as “segregation.” During her elect-
oral run, Marjorie Taylor Greene said of her candidacy against Democrats, “there’s
a once-in-a-lifetime opportunity to take this global cabal of Satan-worshiping
pedophiles out” (Greene 2021). By smearing political opponents as pedophiles,
Satanists, and Nazis, little cooperation or compromise is possible. This type of
rhetoric undermines democratic functioning. These tactics trickled down to state-
level government. A member of the Alaska legislature attempted to invoke the
1947 Nuremberg code to harass doctors who were distributing COVID-19 vaccines
(Brooks 2021). In Kansas (August 2021), commissioners were confronted with
an angry, mostly unmasked crowd before they mandated indoor public masks
for 2- to-12-year-olds who are too young to be vaccinated. During four hours of
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public comment, opponents invoked the Holocaust, the Taliban, and Japanese
internment camps (Kelleher et al. 2021). While stoked by hostile foreign actors,
these narratives become more potent when picked up by domestic political actors,
against which there are fewer avenues to address.

If we consider the global information commons akin to the natural environment,
disinformation resembles pollution. Similar to twentieth-century pollution, a few
main actors comprise the majority of the problem. A report from the Centre for
Countering Digital Hate showed 12 anti-vaccine accounts spread nearly two-thirds
of the anti-vaccine misinformation online (Center for Countering Digital Hate
2021). One of these “Disinformation Dozen,” Robert F. Kenney Jr, who repeat-
edly invoked Nazis and the Holocaust when denouncing COVID-19 mitigation
efforts, leveraged the pandemic to triple fundraising receipts for his anti-vaccine
group, Children’s Health Defense, and mounted a 2024 Presidential campaign
(AP News 2023). However, the scale and the reach of a small number of actors
cannot be underestimated. When a US celebrity tweeted an anecdote conflating STI
symptoms with a COVID-19 vaccine response, the impacts were immediate and
felt as far away as Trinidad and Tobago who publicly directed substantial resources
to squashing the misinformation (Mendez 2021).

Meanwhile, large swathes of the global information ecosystem are privately
owned. The financial motive of the platform owners to attract and hold users may
at times compete with efforts to fight disinformation on their sites. A change in
ownership can also drastically change moderation policies designed to combat for-
eign interference and disinformation campaigns. For instance, Twitter, while once
lauded for its comprehensive moderation and safety protocols during COVID-19,
saw a spike in disinformation regarding the pandemic after Elon Musk purchased
the site and dismantled safety protocols. ABC News reported “Covid 19 and
vaccine misinformation spiking on Twitter after Elon Mush fires moderators,”
(Purtill 2022) while researchers protested that API tools once freely distributed
to detect and track disinformation were made inaccessible. Journalists, scientists
and other health authorities also saw their reach on the site greatly diminished.
As Politifact reported in 2023, “In the year since Elon Must purchased Twitter for
$44 billion, the platform known as X has removed guardrails designed to restrict
the flow of mis and disinformation, including stripping away what was once a free
account verification process designed to combat impersonation, and replacing it
with paid ‘blue check’ accounts that guarantee posts will be prioritized by X’s
algorithm” (Czopek 2023). Twitter, under Musk, also removed a key tool in the
fight against disinformation warfare campaigns: labels that identified the origin
of Russian, Chinese and Iranian state media accounts, which consequently surged
70% (NPR 2023). These changes demonstrate that global disinformation fighting
tools embedded in private companies are potentially vulnerable to disruption.

Conclusion

Disinformation has significant and potentially long-lasting impacts. Over the last
few years, cyber-enabled disinformation campaigns, both foreign and domestic,
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have altered what people read, share, believe and act upon. Trust in those who
proffer facts — educational institutions, researchers, public health officials and
health practitioners — has suffered a decline and undermined their influence. By
eroding trust in scientific and government institutions and creating confusion over
facts, disinformation stymes collective action and cooperation both domestically
and with international partners. The Deputy Secretary of the North Atlantic Treaty
Organization (NATO), Rose Gottemoeller (2018) called “alternative facts a threat
to the alliance” as it undermines a sense of shared reality and a will to fight together
against common challenges. The implications for national security are consider-
able. From climate to covid, disinformation hampers policy response.

In the competition for influence, the COVID-19 pandemic has demonstrated
fruitful avenues to exploit by both hostile foreign powers and domestic partisans to
reshape power and decision-making. As H. Colleen Sinclair argues, “Information
warfare abounds and everyone online has been drafted- whether they know it or
not” (Sinclair 2023). Democracies have steadily begun to bolster their collective
defenses. Estonia, the target of one of earliest state-based cyber and information
warfare attacks, has developed a model for education and civil cyber defense
including information warfare. It has also collated international legal norms to
address cyber-enabled disinformation campaigns, embodied in the Tallin Manual
2.0 (see also NATO’s International Cyber Law Interactive Toolkit 2021).

Stanford Professor of Cybersecurity, Herb Lin (2019) notes the difficulties
of defense in securing the information global commons against disinformation
threats — while traditional cybersecurity threats exploit the vulnerabilities of the
system, these evolving attacks exploit its virtues, harnessing the openness and
virality of social media. Countries like Finland have demonstrated that defenses are
cross-disciplinary, in the social sciences and humanities. Finland has consistently
topped the annual Media Literacy index measuring resistance to fake news and
disinformation amongst 35 countries (Henley 2020; Media Literacy Index 2019).
Social sciences research in psychology, political science and communication
studies can also help support the design of counter-messaging strategies to fight
disinformation. Meanwhile, governments that work closely with technology com-
panies to identify extremist and illegal content such as Islamic State recruitment
and child pornography rings, have turned their attention inward to fight conspiracy-
driven domestic terrorism. New Al tools can assist, alongside a concerted effort in
regulation, education and enforcement. For instance, while generative Al offers
the potential to create disinformation narratives microtargeted at scale, the same
technology can be used in crafting evidence-based messaging to suit different
audiences to assist in countering public health misinformation, disinformation and
conspiracy theories.

For the new future, however, health and emergency communication must com-
pete with hostile foreign actors, profit seekers and snake oil salesmen for a valuable
resource, attention. The implications of disinformation which undermines evidence-
based discourse, decision-making and collective responses to crises will linger far
after the pandemic itself. In the post-pandemic world, defense against this type
of information warfare includes hardening targets through regulatory responses
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and educational campaigns. Social science provides insight into countering stra-
tegic narratives. Notably, when developers of the AstraZeneca vaccine, Gilbert
and Greene decried the deleterious effects of disinformation, they agreed that,
“certainly next time — and there will be a next time — we should include some
political scientists on the team” (2021, 27). To survive the post-truth age, it is
imperative that countries and allies strengthen their own capability and resilience
in countering disinformation challenges to state stability in all its various forms.

Note

1 For example, see UK Foreign Office and Foreign and Commonwealth Office: Information
Research Department: “Soviet disinformation operations” 1966 (FCO 168/2246);
“Disinformation: note on Soviet aims and methods” 1967 (168/2843); “Disinformation
activity by the KGB”, 1970 (FCO168/4181), “disinformation: KGB Operational
Methods 1970 (FCO 168/4188); UK Foreign Office and Foreign and Commonwealth
Office: Northern Department and East European and Soviet Department, “Soviet
Propaganda and Disinformation” 1983, (FCO 28/5813).
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Introduction

COVID-19 has marked a period of substantial rupture in international norms across
both the security and global health fields. The pandemic has been described as ‘the
9/11 of health security’ (Daoudi 2020), signalling its profound impact on reordering
security priorities at national and international scales. Global health security (GHS)
approaches have been consolidated across international health regimes, driven
by organisations such as the World Health Organization (WHO) and national
governments. Emerging innovations in financing, intelligence and preparedness
are building upon pandemic failures, placing health security approaches at the
centre of reform and recovery efforts (White House 2022).

Reflection on weaknesses in international COVID-19 responses repeatedly raise
the issue of intelligence as a critical failure across governance, health and security
fields (IPPPR 2021; Bowsher & Sullivan 2021). International collaboration in this
regard has been notable for its lack of strategic awareness on the emerging threat of
SARS-CoV-2. Additionally, intelligence alliances, such as ‘Five Eyes’ have been
challenged to counter a range of unique threats both within and well beyond their
traditional remits. Furthermore, diverse political approaches to disease responses
have polarised the advancement of common goals and revealed a health security
machinery that poorly integrates intelligence approaches across the ‘Five Eyes’
alliance and beyond (Bowsher et al. 2020).

The complexity of the biosphere! presents novel intelligence requirements
cutting across existing geo-political tectonics. Biological risks extend the trad-
itional remit of ‘Five Eyes’. Under the health security framing, issues such as
climate change, ecological destruction and wildlife extinction intersect with infor-
mation warfare, territorial disputes and cyber hostilities to produce a threat para-
digm requiring expanding interdisciplinary attention. Zoonotic diseases (pathogens
transmitted between animal and human populations) such as SARS-CoV-2, Ebola
and MERS have demonstrated the volatility of this space as well as the lack of dur-
able international infrastructure for combatting pandemic threats.

The pandemic has also driven an unprecedented convergence of information
production around a singular threat entity to produce an expanding platform of
intelligence approaches for use in both the national and security and public health
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contexts (West et al. 2021; 89-102). Organisations from sectors across health,
security and civil governance have reconfigured their operations to generate intel-
ligence to detect and respond to the multivalent, pan-societal disruption of the
pandemic (Davis 2020). In addition, the evolution of technologies from genomic
sequencing to big data has altered technical and organisational approaches to the
production of intelligence as well as shifting overriding strategic priorities for future
agendas (Bernard, Bowsher & Sullivan 2020, Shapira 2020). The ascendance of
open-source intelligence (OSINT) has further drawn national intelligence agencies
out of the shadows into a diverse ecosystem of intelligence providers (Janeva
et al. 2022).

COVID-19 has also exposed the centrality of information as a prime currency
for health security action across sectors and geographies. With informational
approaches such as surveillance being expanded globally, intelligence approaches at
the national and international level are becoming a lever around which information is
increasingly transformed into policy action. This need to deliver information on the
spreading pandemic, and its wider effects has galvanised diverse intelligence com-
munities in the public and private sectors that have been operating within, and at the
boundaries of health security risks over many decades (Walsh 2020; Walton 2020).

This chapter examines recent ‘Five Eyes’ political and operational planning
emerging from the governments of these countries and explores how articulations
of health security intelligence could be further established within national and
international strategies. It asks how the machinery of ‘Five Eyes’ security, public
health and intelligence sectors can be organised to deliver improved integrated
domestic and international responses to health security emergencies. Finally, it
explores how ‘Five Eyes’ can better rationalise its strategic commitments to health
security, whilst continuing to address the full diversity of global threats from cyber-
warfare, to conflict and terrorism.

Where Have We Reached with Health Security Intelligence?

Accompanying the growth of intelligence practice in response to health security
threats, there are a broad spectrum of associated themes, methods and tools (Lentzos
& Goodman 2020). No singular definition of health security intelligence exists that
clarifies the discipline’s boundaries based on its observed practices both before and
during COVID-19 (Walsh 2020b). Disease surveillance and the mitigation of bio-
logical weapons lie at the heart of the earliest explicit approaches to the use of intel-
ligence practices to inform health and biological strategies. As the Global Health
Security (GHS) movement has coalesced, the centrality of surveillance has grown
and complexified in line with emerging technologies (Lakoff 2018).

The security sector has become more overt in its role as an intelligence actor
working in health security. In particular, the ‘Five Eyes’ Alliance has demonstrated
novel commitments to health security collaboration. The countries of the alliance —
the United Kingdom, the United States of America, Canada, Australia and New
Zealand — have each employed unique approaches to the pandemic (UK Gov 2020,
Pfluke 2019). ‘Five Eyes’ nations have delivered a range of pandemic-associated
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intelligence programmes from countering disinformation, to supporting med-
ical capability assessments (Wilson et al. 2022). Public announcements from
various intelligence agencies have demonstrated a greater willingness to deliver
public intelligence products in the health security field particularly in the cyber
and influence-associated domains (CSE 2020, Sengupta 2020). In January 2023
the US Director of National Intelligence took the rare step of declassifying the
National Intelligence Estimate examining the ‘Economics and National Security
Implications of the COVID-19 Pandemic through 2026°, once again signalling
increasing efforts at transparency in the health security domain from Five Eyes
Intelligence agencies (NIC 2022).

The establishment of the WHO Hub for Pandemic and Epidemic Intelligence
is emblematic of parallel strategic shifts by non-governmental health actors to
prioritising intelligence-based approaches to improving epidemiological data. The
unit’s mission to ‘detect new events with pandemic potential and to monitor disease
control measures on a real-time basis’ represents the acknowledgement of intelli-
gence as a relevant form of praxis within the international health security appar-
atus. This increasing receptivity towards intelligence approaches in organisations
such as the WHO, and the newly instituted US CDC Centre for Forecasting and
Outbreak and Analytics, signals the scope to enhance existing epidemiological intel-
ligence with lessons from national security early warning principles. The G7 inter-
governmental forum expressed its support for these approaches at the 2021 Carbis
Bay Summit where it commissioned a One Health Intelligence Review (G7 2021).
The United Kingdom’s Integrated Review of Security, Defence, Development
and Foreign Policy in 2021 has declared the UK Government commitment to
strengthening ‘analytical, policy and operational tools — including the collection
and use of data — to better assess cross-cutting, complex risks’ including health
(Cabinet Office 2021, G7 2021). The Review also announced that the UK ‘will
adopt a new approach to preparedness and response to risks, which fully recognises
that natural hazards and other risks can cause as much disruption to the UK’s core
interests as security threats’ (Cabinet Office 2021; 87). Such pronouncements
cement shifts in security policy, placing intelligence collection on natural hazards
squarely within national security matrices, and expanding the bounds of govern-
ance action in this domain. This is further bolstered by the Review’s acknowledge-
ment that ‘we have increased our Five Eyes cooperation, including in response to
the pandemic, and will seek to strengthen policy cooperation further on a range of
issues’ (ibid). The ‘Five Eyes’ intelligence partnership has not previously declared
involvement in health security working, and this represents an important acknow-
ledgement of the impetus provided by the pandemic to re-orient security doctrines
and bring to bear traditional security sector intelligence approaches to evolving
pandemic threats.

Intelligence Communities Convene Around COVID-19

By the time of the first official notice of an outbreak of atypical pneumonia in
Wuhan on 31 December 2019, reports had been circulating for several weeks
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amongst intelligence communities that an outbreak was unfolding in the city
(Markson 2021, Wilson 2022). In March 2020, the leaders of the G7 released a
statement stressing the value of ‘real-time information sharing to ensure access
to the best and latest intelligence, improving prevention strategies and mitigation
measures... we will pool epidemiologic and other data to better understand and
fight the virus’ (G7 2020).

Subsequently, COVID-19 has drawn diverse security and intelligence commu-
nities together around a singular threat entity to reveal the potential of a biological
phenomenon — a pandemic — to disrupt ‘business as usual’ through a complex
web of health, security and wider social effects (Bricknell & Horne 2020). Early
critiques of pandemic response have centred on the ‘failure’ of intelligence com-
munities to identify and action early warning signals (Omand 2020; Levy & Wark
2021; Briggs et al. 2022; Bronskill 2020; Dahl 2023). The Canadian Global Public
Health Intelligence Network (GPHIN) was deemed by an Independent Review
Panel, not to be ‘operating as clearly or smoothly as it should’ (PHAC 2021). The
panel raised the important point that for ‘GPHIN to succeed, it must be situated
within an environment that makes the best use of the intelligence it produces’, with
particular attention required towards connection with risk assessment functions
(ibid.).

The close alignment of intelligence and health communities called for in various
national defence and biosecurity strategies (e.g. UK, US and Canadian) was
deemed inadequate in providing early notice and threat assessment (Zenko 2020).
Intelligence communities have, however, been integral to the response phase of the
pandemic, reflecting a shared threat mission across varying approaches and cultures
(Shapira 2020). Epidemic intelligence organisations have been at the forefront of
outbreak surveillance — spanning national and international organisations such as
the UK Health Security Agency (UKHSA), GPHIN, CDC, WHO and European
Union (Baker et al. 2021). These activities have included the monitoring of dis-
ease signal via tools such as indicator-based surveillance, genomic surveillance
and increasingly open-source intelligence through event-based surveillance tools.

National security communities and their intelligence infrastructure have also
been tasked with pandemic-related functions ranging from medical capacity and
capability assessments, for example monitoring and sourcing PPE, to assessing
potential concealed outbreaks in ‘rogue’ states such as North Korea (Migliore et al.
2021; Wilson et al. 2022). Domestically, both the Australian Criminal Intelligence
Commission and the US NCMI were involved in public health functions such as
contact tracing, disease modelling and logistics support (Walsh 2020; Walton 2020).

The second order effects of COVID-19 have also been clear targets of ‘Five
Eyes intelligence organisations. Alongside the direct health consequences of the
virus, hostile nation states, criminal and extremist groups have been emboldened
by shifts in national and international orders precipitated by pandemic disrup-
tion (Babb & Wilner 2021). Weaponisation of the information environment has
been a notable phenomenon of the coronavirus experience (see Chapter 4). When
the Director General of the WHO, Tedros Adhanom Ghebreyesus announced
that the world was fighting both a pandemic and an ‘infodemic’, it signalled the
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growing impact of the cyber risks in health security (Zarocostas 2020). Intelligence
organisations worldwide were tasked with tackling these issues; the UK announced
that its signals intelligence (SIGINT) organisation, GCHQ and the British military
intelligence organisation 77 Brigade were working on COVID-19 disinformation
from hostile nation states, as well as supporting cyber-security functions of vaccine
development and healthcare sector entities (Sengupta 2020, Young 2020). Similar
responses were seen across ‘Five Eyes’ allies (Wark 2020, Walsh 2020a), Whether
through exploitation of digitally dependent systems through cyber-attacks or via
the spread of mis- and disinformation, information warfare ascended as a critical
‘extra-viral’ dimension of the COVID-19 threat (Bernard et al. 2020).

Building Better Health Security Intelligence Post-COVID-19

COVID-19 emerged amidst an already challenging international security environ-
ment. Intelligence agencies across ‘Five Eyes’ were occupied with the demands of
countering foreign interference, cyber warfare and deteriorating regional security
in critical areas such as the Indo-Pacific and Europe, when the pandemic emerged
to provide a further fulcrum for hostility and insecurity. Unsurprisingly, despite key
synergies between national security intelligence communities and the associated
threats of a health security emergency, they had not sought to invest in what Walsh
(2020a) has described as ‘bureaucratic bandwidth’ into making disease outbreaks a
national intelligence priority.

This operational reality sits in contrast with the longstanding acceptance at the
top tier of policy-making that disease outbreaks occupy a conceptual space in the
same territory as regular national security threats. Professor Sir David Omand,
the former director of GCHQ, has written: ‘During my time as UK Intelligence and
Security Coordinator after 9/11, a mutated flu pandemic occupied the top right-
hand corner of the strategic notice risk matrix — of all the threats and risks, it poses
the most lethal potential combination of impact and probability’ (Omand 2020).
Despite this recognition, the responses to COVID-19 demonstrated the effects of
several decades of inadequate biodefence strategies across Five Eyes nations, with
insufficient attention directed towards integrated inter-agency and international
approaches to emerging biological threats.

Now that ‘Five Eyes’ has confirmed its involvement in various facets of the
COVID-19 response, it is valuable to reflect on how a coherent programme of local
and global operations can be maintained to support evolving health security intel-
ligence platforms. Delivering improved health security intelligence is an attainable
goal of ‘Five Eyes’ allies; strengths across a range of complex intersecting threat
paradigms mark a high capability alliance in need of a concrete operational plan to
ensure future success (Bowsher 2021).

Command and Control

The first challenge to such a programme of work centres upon the disparate nature
of health security intelligence production and its connection to decision-makers
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across the nations of ‘Five Eyes’. The responsibility for dealing with infectious
disease threats such as COVID-19 tends to lie across a range of national and sub-
national health authorities with varying involvement of national security intelli-
gence organisations. In practice, this resulted in a dearth of organisations generating
focused health security intelligence, with limited cohesion across domains to orient
collection processes within an overarching threat paradigm.

During COVID-19, one of the first domestic developments across some ‘Five
Eyes’ states was to stand up their respective advisory bodies composed of subject
matter experts to inform high-level decision-making processes. In the UK, this took
the form of the Scientific Advisory Group for Emergencies (SAGE), chaired by the
Chief Scientific Advisor, in Australia the Health Protection Principal Committee
drew together state and territory Chief Medical Officers, and the US stood up
the “White House Coronavirus Taskforce’ (Jarman et al. 2022; Freedman 2020).
Feeding into these committees were various sub-committees, health, security and
intelligence authorities, with the final responsibility for decision-making lying with
political leaders. These entities represented an attempt to coordinate diverse pools
of information into a coherent platform for decision-making in the health security
space. Nevertheless, criticisms cited issues with accountability, transparency, and
the translation of evidence into advisory outputs and consequently, decisions taken
by political leaders. Although leaders regularly cited their intention to ‘follow the
science’, the mechanisms through which emerging evidence were parsed through
structured information management processes to support political decisions were
relatively variable and opaque (Vickery et al. 2022).

Such criticisms have been explored in emerging literatures spanning intelli-
gence studies and sociological analyses of COVID-19 governance. The Science
and Technology Studies (STS) scholars Collins and Evans (2002) have previously
sought to delineate the boundaries between the ‘scientific’ and the ‘political’ by
considering the differences between political and technical phases of decision-
making processes, even when both are underpinned by the insights of best available
(and often incomplete) scientific evidence. Robert Evans (2022) has argued that a
key distinction of these elements lies in what participants are trying to achieve;
the ‘technical’ being ‘to act scientifically’ and the “political’, to ‘act in accordance
with democratic principles’. Evans and other scholars (including the author) have
questioned whether bodies such as SAGE and the White House taskforce were
tasked with appropriate questions, or intelligence requirements by policymakers
(Evans 2022; Bowsher & Sullivan 2021a). Common pathways of evidence uptake
and expression of uncertainty are integral within intelligence frameworks, how-
ever a key criticism of political leadership across several poorly performing ‘Five
Eyes’ nations has been the political reliance on scientific discourse with limited
open acknowledgement of uncertainty within the technical advice provided.
Documentation from SAGE and other advisory bodies did convey this uncertainty,
however political messaging that characterising ‘the science’ as deterministic of
policy production obfuscated some of the more contentious elements of pandemic
governance during the emergency response phase (Freedman 2020). Subsequent
recognition by Governments such as the Biden Administration of the uncertainty
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regarding COVID-19 origins, as expressed in the declassified NIE, has begun to
open up discussions of the challenge of science-policy translation during health
emergencies.

The translation of data into actionable products for policymaking audiences is
a central objective of intelligence processes. Both the procedural and conceptual
distinction between ‘science’ and ‘intelligence’ is important when considering the
necessity of high stakes decision-making; the author has outlined the role of the
intelligence cycle and its application to complex bio-emergencies which, as in
other scientifically-informed security-relevant domains, bridge sometimes con-
tentious divides between technical and political communities (Bowsher et al.
2020, Bowsher & Sullivan 2021a). At its simplest, this approach requires the
operationalisation of the intelligence cycle in health security information man-
agement across governmental networks. The structured process beginning with
‘direction” moving through ‘collection, analysis, production and dissemination’
ensures at a minimum, a common pathway of information processing in a multi-
source, data-rich ecosystem (ibid). Essential dimensions of this undertaking
include the response to specific, and appropriate intelligence requirements, as
well as deploying the appropriate form of intelligence collection strategy to the
requirement at hand. Subsequent analysis demands key expert stakeholders and
inter-thematic liaison to appropriately weight the risks, costs and uncertainties.
Finally generating tailored intelligence products appropriate to audience is vital
to ensure impact upon dissemination to support the separate role of decision-
makers. Calls for the clearer adoption of such an approach were made early in
the pandemic by experts such as the former Secretary of the US Department of
Homeland Security, Michael Chertoff, who proposed the creation of a Global
Corona Intelligence Analysis Center (GCIAC) to pool international information
and even ‘help track the potential for rogue states and terrorists to weaponise
pandemics’ (Chertoff et al. 2020).

Clarity in these processes provides important accountability and transparency
for government work, even when the content of intelligence products and pro-
cess of deliberations require a degree of sensitivity and even secrecy. Constructing
an effective operational-policy apparatus both within and between ‘Five Eyes’
states is crucial to delivering a rational approach to health security intelligence
across the alliance. The revised 2023 UK Biosecurity Strategy has laid out a
much clearer framework for this purpose, which clarifies roles and taskings and
outlines the overriding strategic enablers to support integrated workflows (HM
Gov 2023). Relationships between intelligence functions such as those within
the Cabinet Office, the Ministry of Defence (MOD), and other security-oriented
functions are mapped in relation to the UK Health Security Agency (UKHSA),
Foreign Commonwealth and Development Office (FCDO) and other government
departments. This evolution reflects institutional recognition of failures in integra-
tion and inter-operational working of intelligence and capabilities during COVID-
19, and maximises the varied functions within the UK health security apparatus.

There are various infrastructure-based means with which to integrate a greater
‘intelligence mindset’ for health security within ‘Five Eyes’ nations. National



86 Gemma Bowsher

intelligence communities have already shown the value of the intelligence fusion
centres which classically work across inter-sectoral thematic fields on a range
of issues such as terrorism and cyber. Across ‘Five Eyes’, fusion centres such as
the Canadian Integrated Terrorism Assessment Centre, the UK Joint Terrorism
Assessment Centre, the Australia National Threat Assessment Centre, the New
Zealand Combined Threat Assessment Group and the US National Counterterrorism
Center have proven the role for national foci that collate, integrate and analyse data
from across member organisations and then disseminate intelligence products to
relevant government departments. Domains such as health security, which encom-
pass broad information from a wide array of sources are good candidates for intel-
ligence fusion organisations.

The UK has taken up this approach through institutional reform of its health
security infrastructure. In May 2020 the Joint Biosecurity Centre (JBC) was
established to bring together data science, assessment and public health expertise
on COVID-19 to support regional and local health leaders. This unit and national
public health governance bodies (Public Health England) have subsequently been
consolidated under the auspices of the newly established UK Health Security
Agency (UKHSA), now responsible for ‘protecting every member of every com-
munity from the impact of infectious diseases, chemical, biological, radiological
and nuclear incidents and other health threats’ (UKHSA 2024). Its mandate reaches
further to connect ‘scientific and operational leadership at national and local level,
as well as on the global stage, to make the nation’s health secure’. The UKHSA
is an important exemplar of a form of health security organisation housing fusion
capabilities (albeit with an extended remit as the designated national public health
agency), which is focused on a theme, tasked with handling diverse forms of infor-
mation — e.g. genomic surveillance, population indicators, clinical data and sen-
sitive biological research data — and provided with a mandate for producing and
sharing health security intelligence regionally or by geographic need.

Calls for a greater adoption of health security intelligence fusion approaches
across ‘Five Eyes’ build on arguments that the ability of states to neutralise bio-
logical threats depends on their ‘aggressive and pre-emptive response’. Scholars
such as Albert et al. (2023) have suggested that the US establishes at least one ‘epi-
intel” fusion centre within each State, with a structured staffing roster encompassing
key agencies to support the effective passage of intelligence from the States to
the Federal government and vice versa. Canadian mechanisms for information
sharing may centre on reviving and revitalising the health security function of the
ITAC and institutionalising greater connection across the Public Health Agency of
Canada (PHAC) and devolved provincial agencies. Further Canadian evolutions
have included the creation of the Canadian Centre for Integrated Risk Assessment
(CIRA) which operates under an all-hazards plan that ‘defines the framework
within which the Public Health Agency of Canada (PHAC) and Health Canada
(HC) will operate to ensure an appropriate response to any emergency’ (PHAC
2023). Of course, fusion is one way to organise intelligence functions, and may be
an appropriate goal in the context of health security intelligence involving multiple
disparate data sources and agencies. Fusion approaches however, have not been
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without criticism in other national security contexts, such as policing, with the
central lesson emerging that there is no ‘quick fix’ to complex ‘analytical issues of
mutual concern’ involving varied actors, organisations and interests (Walsh 2014).

Intra‘-Five Eyes’ cooperation can be consolidated in the health security space
through the established information sharing and liaison networks already adopted
across the alliance on other key security themes. ‘Five Eyes’ Intelligence sharing
can take many forms, involving co-located liaison networks, multi-actor locations,
fusion networks and common access databases/servers (Pfeifer 2012; Bowsher
2021). Medical intelligence is already shared through mechanisms such as the
Quadripartite Medical Intelligence Committee involving the US, UK, Canada and
Australia. Sharing can also be informal and ad hoc, without formal partnership
mechanisms in place, but actioned on a ‘need to know’ basis if delivering time crit-
ical information of value to actors in relation to specific threats. There is scope for
the creation of a cadre of ‘health security liaison officers’ to disseminate expertise
across the intelligence agencies of the alliance in the same manner as is done for
signals intelligence (SIGINT). The recent announcement by the US Secretary of
State Anthony Blinken of plans for establishing a Bureau of Global Health Security
and Diplomacy represents an opportunity for locating liaison-foci across similar
‘Five Eyes’ national bodies. Building on pre-pandemic commitments to use intel-
ligence processes and collaborate with intelligence communities on health security
matters would represent an import commitment across ‘Five Eyes’ to adopt more
rational processes for evidence uptake and translation (HoC 2018).

Intelligence and Early Warnings

How the early signal of an emerging disease outbreak is detected is a challen-
ging intelligence problem (Levy & Wark 2021; Wilson & McNamara 2020).
Common and emerging pathogens appearing sporadically across large geographies
pose enormous difficulties for international detection and surveillance systems
(Bernard & Sullivan 2020). Intelligence communities have long grappled with how
best to accommodate this widening spectrum of risks into a coherent operational
strategy. It follows that to effectively monitor and forewarn of spreading risks,
a degree of international cooperation and intelligence sharing is required across
states, non-governmental networks, and increasingly private sector organisations.
The sharing of early warning signal remains a key intelligence priority across
‘Five Eyes’ — media reports that signals of SARS-CoV-2 were shared across the
Quadripartite alliance provide precedent for inter-allied sharing of outbreak early
warnings (Brewster 2021). The field of early warnings however remains disparate,
posing technical and regulatory challenges for the alliance. The key challenges for
addressing many of the technical challenges in providing better early warning are
discussed by Skillicorn in Chapter 6.

International surveillance networks such as Global Public Health Intelligence
Network (GPHIN) and the Global Outbreak Alert and Response Network (GOARN)
already operate as forms of open-source intelligence sharing across constituent
member states. So too do certain mechanisms within the WHO’s new Pandemic
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Intelligence Hub such as the Epidemic Intelligence from Open Sources Initiative
(EIOS). The growth of Open-Source Intelligence (OSINT) and other innovations
such as artificial intelligence have upended traditional security sector activities by
national intelligence agencies who have been forced to marry their existing cap-
abilities with emerging technologies (Zegart 2023). Health security intelligence has
experienced a strong drive to incorporate these tools also (Bernard et al. 2018). The
abundance of forecasting and early warning tools in the private sector has produced
an array of commercial entities such as Blue Dot, Palantir and Metabiota (Niiler
2020), which have supported early warning systems and response in settings such
as the US, UK and Taiwan (Allam 2020). The Data science lead of Metabiota
has reported that the company is working with the US intelligence agencies on
COVID-19 issues as part of Metabiota’s work with In-Q-Tel, a nonprofit venture
associated with the CIA (Heilweil 2020). The Chinese company Hikivision has
been used to provide facial recognition tools for COVID-19 positive individuals
in European Commission buildings, and in 30 London Councils (Manancourt &
Scott 2021).

Private sector involvement in support of national security intelligence functions
is not a new phenomenon, however ethical concerns arise as the reliance on these
organisations and their sometimes-opaque technologies escalates during health
emergencies. Privacy concerns over the collection of population surveillance data
by private entities warrant serious engagement by governments. Bernard et al.
(2021a) have written of the expansion of bio-surveillance during the pandemic and
the historical precedent for governments to retain such tools beyond the life cycle
of a public health emergency (Davis 2021). A common operating framework for
‘Five Eyes’ States contracting out elements of health security intelligence infra-
structure is warranted, in the same way that controls on foreign companies engaged
with ‘Five Eyes’ digital infrastructure (e.g. Huawei) have previously been effected.
Agreements such as the 2020 UK-US Agreement on Artificial Intelligence lays the
foundation for coordinated bilateral research and development to cement intra-‘Five
Eyes’ power bases, a theme that was subject to discussion during the November
2021 Annual Meeting of the Five Eyes Intelligence Oversight and Review Council
(FIORC) (DNI 2021; UK Gov 2020).

Strengthening ‘Intra-Five Eyes’ clarity on the abundance of early warning tools
and role for intelligence sharing in this space is a core goal if the alliance is to
engage substantively on Health Security Intelligence. Further criticisms may be
levelled that this abundance is part of the problem, and too many tools are not fit for
purpose. Nevertheless, capability mapping and the conduction of robust validation
assessments of emerging tools and platforms is a priority in a rapidly expanding,
poorly regulated, multi-actor domain. Leadership through the form of formal multi-
lateral agreements on outbreak early warning, or via expressions of support by pol-
itical leaders for existing multilateral architectures such as the International Health
Regulations and Pandemic Treaty negotiations, can articulate a commitment to
longer-term support of health security objectives, including innovations in health
security intelligence.
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Evolving Geopolitics

The Russian invasion of Ukraine and the growing threat of China in the Indo-
Pacific reiterate the enduring importance of ‘Five Eyes’ as a vital forum for cooper-
ation around shared principles and pressing security threats. Hemmings and Varnish
(2021) have cited the ‘fluid informality’ of the partnership which is maintained
through shared values and common institutional approaches. This fluidity can also
deliver agile and imaginative approaches to new and emerging intelligence prior-
ities. Although the health security intelligence priority was firmly on the agendas
of constituent nations, during the COVID-19 emergency, the challenge now will be
how best to maintain this attention amidst an increasingly tumultuous geopolitical
terrain.

The period since the onset of the COVID-19 pandemic has been beset by geo-
political turmoil and geostrategic realignments. The invasion of Ukraine, the
escalation of Chinese hostilities in the Indo-Pacific and the continuing violence in
regions such as the Sahel have placed health security in a complexifying field of
overlapping security interests. The UK’s Integrated Review and the US Security
Strategy both cited the importance of Indo-pacific influence and the establishment
of the AUKUS Pact between three of the Five Eyes nations — Australia, the US and
the UK — signals these geostrategic shifts, in particular by articulating the role of
Australia in asserting the ‘Five Eyes’ power base in the region. Further discussions
are ongoing regarding the possible future inclusion of Japan in a ‘Five Eyes +’
alliance to bolster against growing regional Chinese influence (Walsh 2023).

Considering this trend in the context of health security intelligence, a number of
geostrategic priorities emerge. The Indo-Pacific has long been held up as vulner-
able to emerging outbreaks due to a combination of urban connectivity, expanding
agriculture and an extensive animal trade. Concerns that major health security
actors such as China have concealed emerging pandemics such as SARS-1 and
SARS-CoV-2 have pushed states and multilateral organisations such as the World
Health Organisation (WHO) to bolster regional disease surveillance infrastruc-
ture. The Indo Pacific has become a focus of Australian-led health security efforts
through its Indo Pacific Centre for Health Security whose objective is to ‘con-
tribute to the avoidance and containment of infectious disease threats with the
potential to cause social and economic harms on a national, regional or global
scale’ (Australian Government 2019). The Centre possesses a range of functions
including a Government Reference Group into which are seconded officials from
a range of Australian Government Agencies. The Centre delivers vital situational
awareness on a critical region of health security consequence. Other Indo Pacific
health security programmes supported by ‘Five Eyes members include cooperation
between the Canadian Weapons Threat Reduction Programme (WTRP) and the
ASEAN Emergency Operations Centre Network for public health emergencies
that coordinates regional health security intelligence sharing with member states.
Both of these mechanisms can be considered additional useful assets to ‘Five Eyes’
nations (ASEAN 2021).
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Beyond the technical interventions, initiatives such as these leverage influ-
ence through health security diplomacy. The Indonesian granting of emergency
use approval to a Chinese mRNA COVID-19 vaccine and Russian collaboration
with the Brazilian Government on its Sputnik V Vaccine highlight the intra-
regional contestations being played out through COVID-19 diplomacy (Reuters
2022). Leveraging existing health security assets across geographies of import are
critical to securing both the health and geopolitical security of member nations.
Greater engagement across ‘Five Eyes’ with a view to cementing health security as
a vehicle of strategic and operational influence in key geographies is a pragmatic
approach given the escalation of hostilities in a range of critical global settings in
which ‘Five Eyes’ is already operating.

Information Warfare and Cyber-Biological Threats

The manipulation of the online terrain by hostile state and non-state actors reached
a new height during the pandemic. Further hostile activity online has centred
on cyber-threat activity targeting infrastructure such as the health sector and
vaccine research alongside the manipulation of information via pandemic-related
disinformation.

Health disinformation, particularly the campaigns waged in recent years by the
Kremlin have already compromised essential health and scientific programmes
(Bernard et al. 2021b). At the onset of the Russian invasion, Ukraine was the least
vaccinated country in Europe against COVID-19 after years of targeted information
warfare levelled against immunisation programmes for measles and other vaccine
preventable diseases (Bowsher 2022). Russia’s triggering of Article V of the
Biological Weapons Convention following its spurious disinformation campaigns
regarding US biolabs reflects its commitment to undermine international solidarity
on vital disarmament regimes using health security and biological research as a
narrative lever (Lentzos & Littlewood 2022). Chinese activities have centred on
narratives pushing blame for the emergence of COVID-19 outside of China and
undermining support for Western vaccines (Hemmings & Varnish 2021). Further
disinformation campaigns by non-state actors such as Boko Haram, Al Qaeda, Far
Right Groups such as the Proud Boys, and criminal gangs such as MS13 charac-
terise an increasingly diverse and hostile health disinformation ecosystem (Babb &
Wilner 2021; Atrache et al. 2020).

In addition to the health of populations, the health sectors of ‘Five Eyes’ nations
have been targeted during the pandemic. Agencies including the NSA, CSIS and
GCHQ have publicly acknowledged their efforts countering cyber threat activity
directed at State-led cyber-attacks on COVID-19 vaccination programmes (Bell
2020; Fisher and Smyth 2020). During pandemic disruption, criminal actors latched
onto the value of health data as a profitable focus of online activity. Cyber-attacks
on health sectors such as the Waikato District Health Board in New Zealand have
compromised services such as oncology, COVID-19 vaccination and emergency
care resulting in patient harm and significant service disruption (Joyce et al. 2021).
Following the 2017 Wannacry attack on the UK’s National Health Service, calls
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were made to advance cyber protections for critical health infrastructure, how-
ever the escalation of cyber-biological risks outpaced the efforts of ‘Five Eyes’
members (HoC 2018, Bernard et al. 2021b). At the onset of the pandemic, the real-
isation that health sector vulnerabilities were placing populations at risk catalysed
a rapid re-direction of effort from national intelligence communities towards this
relatively neglected sector.

COVID-19 drove an explosion of cyber-biological threats that has generated
an unprecedented public response from ‘Five Eyes’ (Bernard et al. 2020). In a
2020 joint Ministerial Statement, ‘Five Eyes’ Ministers reflected on the way that
‘criminals and hostile actors are exploiting this increased online activity cap-
italizing on anxieties about the pandemic’ and reaffirmed their commitment to
cooperation (Australian Government 2020). The tasking of intelligence agencies
in all Five nations on these threats has marked a crucial joint venture (Bell 2020).
Anticipating that future biological emergencies will be associated with cyber-
biological campaigns led by hostile state and non-state actors is a key area upon
which ‘Five Eyes’ can consolidate activity. Building on existing joint ‘Five Eyes’
consensus to deliver concrete operational interventions will be necessary to accom-
plish sustained progress against this complexifying threat landscape.

Climate Security and One Health

One of the critical drivers of zoonotic risks (pathogens transmitted between animal
and human populations) is the growing impact of climate change, which can
drive spillover events by altering equilibria across ecosystem, animal and human
domains. Deemed a security priority by the UK Government and described in the
2022 US National Security Strategy as ‘the existential challenge of our time’, cli-
mate change and health security risks increasingly intersect as risk multipliers as
they shift from the periphery to the centre of security agendas.

One Health is becoming a dominant paradigm to understand relationships
between ecological, social and biological drivers of disease. The 2021 G7 meeting
of world leaders pressed the need to develop approaches to improve and strengthen
capabilities for One Health horizon scanning and intelligence (G7 2021). Zoonotic
diseases such as SARS-CoV-2, Ebola and the MERS have demonstrated the vola-
tility of this space as well as the lack of durable international infrastructure for
combatting pandemic threats. The majority of epi- and pandemics originate in
animals before spilling over into humans, however the lack of integrated surveil-
lance and poor international animal health governance means emerging infections
are poorly monitored across animal species globally. A joint statement by President
Biden and former British Prime Minister, Boris Johnson committed to strengthen
surveillance and genomic sequencing capabilities to tackle ‘variants of concern
and emerging infectious disease threats with pandemic or epidemic potential..(by)
adopt(ing) a One Health approach to account for animal health, and zoonotic and
environmental risk’. Multilateral international engagement in this space has been
coalescing around the biothreat dimensions of One Health risks, driven in part by
Canada’s Weapons Threat Reduction Programme (WTRP) and the G7-led Global
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Partnership against the Spread of Weapons and Materials of Mass Destruction
(GP), which have been operating at the One Health-health security interface to
support capacity-building activities strengthening public health functions and pro-
moting health security intelligence capabilities.

The US Government has also acknowledged that the Russian invasion of Ukraine
hastens the need to move away from fossil fuels — a shift which may produce
dividends in both climate and health security terms. As ‘Five Eyes’ Governments
coordinate their efforts on energy security, independent efforts to address climate
and health security risks gather pace across the alliance. The UK Health Security
Agency (UKHSA) launched a centre for Climate and Health in October 2022, and
the US CDC maintains a programme on this theme operating across cities, states,
tribes and territories. Opportunity for further ‘Five eyes’ cooperation on this atyp-
ical dimension of contemporary security agendas requires imaginative thinking; in
the same way that some scholars have called for ‘Five Eyes’ interagency working
groups or collaborating centres on emerging technologies, so too does this cross-
cutting issue warrant a joined-up approach, which capitalises on the immense sci-
entific and multilateral capabilities already in place.

Conclusion

Intelligence and health security communities overlap far more than has been
publicly acknowledged. COVID-19 has been transformative for driving intelli-
gence sectors to affirm varied taskings and innovations in intersectoral practice.
Addressing health security within these intelligence matrices can no longer be seen
as a peripheral concern, rather a cross-cutting security issue of significance across
‘Five Eyes’ (Bowsher and Sullivan 2021a). As the nature of health security threats
increasingly centres on the cross-border dimensions of accidental, deliberate or
natural infectious diseases, so too have intelligence methods and infrastructure
flourished across multilateral networks and in both traditional and non-traditional
sectors.

Looking ahead, ‘Five Eyes’ faces immense challenges, of which the health
security intelligence priority is only one. Nevertheless, the pandemic has raised
vital questions over the meaning and purpose of collective security, which have
only been cemented by overlapping and intersecting crises. International security
orders such as NATO and ‘Five Eyes’ are rightly considering their commitments in
financial, existential and ethical terms. The lessons of COVID-19, however, caution
against short memories and short-termism, which contributed to the relatively poor
performance of some ‘Five Eyes’ Nations in their own COVID-19 responses. The
crisis has provided an opportunity to build upon collective approaches to increas-
ingly complex threat landscapes to support even greater sharing of intelligence on
consensus themes. Collaboration on health security intelligence through developing
coherent ‘counter’ approaches’ will extend the role of ‘Five Eyes’ in the health
security ecosystem by strengthening core infrastructure, but it will also bolster key
existing programmes of work from information and influence operations, to cyber
defences, and geostrategic realignment. Ongoing forensic attention towards gaps,
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failures and opportunities is vital to strengthen future health security intelligence
operations in ‘Five Eyes’ and beyond.

Note

1 The ‘biosphere’ refers to the region of the earth’s surface, sea and air that is inhabited by
living organisms.
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6 Improving Health Security
Intelligence Warning Systems

David Skillicorn

Introduction

The technical challenges of developing an automated health intelligence warning
system can be summarised in these three key questions:

*  Which indicators should be attended to?

*  When does an indicator’s value become significant (that is, when does an indi-
cator produce an indication)?

* How should significant indications be combined to become actionable?

In a health context, indicators can be of many kinds: pathogen related (genetic
changes), public health related (case counts), social (behaviours associated with
transmission), social media (misinformation, denial), infrastructure (PPE supply,
sampling capacity, vaccination capacity), political (funding levels), international
(misinformation, espionage), and climate (heatwaves).

The requirements of intelligence warning systems make answering these key
questions difficult. The initial indications of never-before-seen events often do
not seem important. For example, in the COVID-19 pandemic, the importance of
social media in spreading misinformation or of criminal activity in misappropri-
ating government funding and stealing PPE was not anticipated. Most indicators
in intelligence settings are weak or uncertain — any individual indicator’s values
at a particular moment can seem like noise, an outlier, a glitch along the collection
pathway, or in some other way insignificant (Ansoff 1975; Holopainen and
Toivonen 2012). Situational awareness, sensemaking, and deciding to act require
noticing and combining the values of multiple weak indications, appropriately
weighted, to create a strong indication.

Approaches to detecting and integrating weak or uncertain indicators have been
developed in business (Ojala and Uskall 2006; Schoemaker and Day 2009; Kima
and Lee 2017), health (Veerman et al. 2007; Macrae 2014), information security
(Kajava et al. 2005), counterterrorism (Papachristos 2009; Bryniellsson et al. 2013;
Beardsley and Beech 2013; Koivisto et al. 2016; Andrews et al. 2018; Dudenhofer
etal. 2021), and policing (Vogt 2017). These papers are, however, almost all abstract
(surveys of the space of solutions) or anecdotal. Computational work exists, for
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example Andrews et al. (2001) and Brynielsson et al. (2013) but these systems con-
sider only indicators arising from natural language content, for example posts by
potential lone-wolf terrorists, and use relatively simple bag-of-words approaches.
The state-of-the-art even in well-developed intelligence warning systems is still
patchy.

Some health systems, for example Epiwatch (www.epiwatch.org/map) process
many millions of online documents, and extract mentions of diseases or syndromes,
making them available as geographical counts. However, most of the situational
awareness is left to analysts who must notice changes in the pattern of counts.
One of the subtle drawbacks of such systems is that online documents are mostly
written about surprising occurrences. This is exactly what is needed for health
intelligence early warning, but the difficulty is that there is typically no baseline for
a disease or syndrome because ‘ordinary’ occurrences do not get written about. So,
for example, there may be documents written at the beginning of ‘flu season’ but,
unless the case rates are unusual, there tend to be few documents written during it.

Figure 6.1 shows an example of the output of Epiwatch, in this case for Australia
in (Southern) Winter of 2023 for three selected diseases. Despite being the middle
of ‘flu season’ the number of dark black shaded each with a value of ‘1’ (ILI) is
very small and provides no sense of the progress of the season.

There are also some developments in process control, where the kind of warning
systems we are talking about here are sometimes called dynamic risk assessment
(Paltrinieri and Khan 2016). Pasman (2020) surveys some examples of the failures
of warning systems and makes the point that failures are sometimes the fault of
those who should have heeded the warnings rather than the warning system itself.
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Figure 6.1 Each block is a mention of a particular disease or syndrome on a particular day.

Source: Generated by author using data derived from Epiwatch.
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The risk literature, of course, has tried to detect risks and adverse events, but they
have typically focused on risks that are straightforward to quantify, for example by
actuarial models. There is growing acknowledgement of more serious categories
of anomalous events that would previously have been regarded as too unlikely for
consideration and action: gray rhinos (Wucker 2016), catastrophes whose likeli-
hood is high and visible, but for which preventive actions are still not taken; black
swans (Taleb 2010), unpredictable, rare catastrophic events; and dragon kings
(Sornette and Ouillon 2012), unique, high-impact catastrophes. The discussions
of these classes of events are still rather abstract and computational approaches to
detecting any of them are limited. However, in the wake of the COVID-19 pan-
demic and several substantial financial crises, the banking sector has become much
readier to face the possibility of catastrophic events and to incorporate these into
their risk modelling.

Intelligence systems also face a particular problem: there are adversaries who
are deliberately trying to break the ability to respond in a timely and appropriate
way by corrupting the data collected, and by creating artificial indicator values
(both too low to suppress attention, and too high to create false alarms until users
learn to ignore the system outputs). This is less of a problem for health intelligence
systems that collect data about disease activity itself. However, there is often con-
siderable overlap between systems to warn of health issues and mainstream intel-
ligence warning systems — for example, the use of anthrax in the aftermath of the
9/11 attacks, the manipulation of social media during the COVID-19 pandemic
to create fear and have political effects, and the cyberespionage aimed at stealing
intellectual property related to vaccines. Even health intelligence warning systems
must be aware of a possible adversarial dimension.

The ideal intelligence warning system would be a kind of dashboard that shows
both the values of each indicator and an integration into an overall situational
awareness model. In security intelligence settings, this is still largely a human-
driven process in which information is collected by analysts who try to make sense
of it, decide which parts are most salient, and integrate them into an intelligence
brief that represents the current moment. Systems such as Palantir (www.palantir.
com/) provide some tool support for this task, enabling data to be presented and
manipulated in subtle ways to assist analysts to make sense of it, and to ensure that
important parts are not ignored. However, such systems are assistants for human
analysts rather than tools that directly warn of developing dangerous situations.
The skill of analysts deciding what information to collect, how to assess and weight
it, and how to integrate disparate pieces into an actionable whole remains key to
the process.

Health intelligence warning systems are not, at present, so sophisticated. Most
countries have some form of disease early-warning system, but the COVID-19
pandemic showed that these are often too sluggish to respond to exponentially
increasing cases, and struggle with multiple, incoherent sources of data. There are
some exceptions: the Acute Care Enhanced Surveillance system (www.kflaphi.
ca/acute-care-enhanced-surveillance/) in Ontario, Canada, collects textual data
entered by the triage nurse as each patient arrives at the emergency department at
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every hospital in the province. It then automatically applies natural-language data-
analytic clustering techniques to map the patient into one of 80 syndromes in real
time. The current state and rate of change of the syndromes can be viewed from
moment to moment by any public health unit in the province. The system was sen-
sitive enough to detect an outbreak of food poisoning early enough to trace it to its
source. However, the limitations of such systems are illustrated by the COVID-19
pandemic. Early cases presented with symptoms that overlap with many other
diseases (pneumonia, influenza-like illness), and so the ACES system did not
immediately detect the local start of the pandemic. Also, the ACES system lives
within a single-payer provincial health insurance system and so the data collection
is consistent and mandatory. In more complex environments such as the U.S., a
system of this kind would be extremely difficult to deploy because of the patch-
work of organisations that would be involved: hospitals, clinics, public health
organisations and health insurers, themselves within city, county, state and federal
jurisdictions. At international scale the problem is, of course, much more diffi-
cult. The World Health Organisation’s Epidemic Intelligence from Open Sources
system detected the first document about an unusual cluster of pneumonia in
Wuhan on 31 December 2019, but many weeks passed before this early indicator
led to action. The first case outside China was detected on 13 January 2020, but it
was not until 14 January that the World Health Organization indicated that there
might have been human-to-human transmission. A pandemic was not declared
until 11 March, by which time many countries were on the brink of lockdowns.
Retrospective studies (Macintyre et al. 2023) have shown that COVID-19 could
have been detected many days earlier if the right indicators had been available and
were being tracked.

Automated or partially automated health intelligence warning systems can assist
public health professionals by drawing attention to a changing environment and
help to decrease the inertia that often prevents sharp changes from being fully
appreciated. Health intelligence systems need to warn proactively, especially in a
globally connected world, but it seems clear that the World Health Organisation’s
ethos was to be conservative. Automated systems can help to convince governments
of the need for action because the systems themselves cannot be accused of being
self serving, and so an aspect of the political dimension is removed from the pro-
cess. Of course, the best health intelligence warning system is useless if those who
could act fail to do so; and such a system must build a robust track record that
makes it easier for decision makers to act.

Which Indicators Should Be Attended to?

There is an inherent tension between the cost of collecting as many potential
indicators as possible (with the downstream computational cost of processing
them) and the blind spots from missing indicators that turn out to be important.
Recent health cases have made the point. The COVID-19 pandemic showed that,
with the best will in the world, many important indicators were not, and often
could not, be collected. Case counts, hospitalisations and deaths could not be
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accurately measured (and still cannot after several years), even in Western coun-
tries with strong health systems (Alvarez et al. 2023). The Mpox epidemic could
perhaps have been reduced if a significant indicator had not been missed: the
sudden increase in rate of mutations of the virus in West Africa. This fact had been
observed, but its potential importance was not (Scientific American 2022). It is
inherently difficult to tell, in advance, which indicators will turn out to be critical
in predicting a significantly changing risk or an adverse event (Ansoff 1975). The
conservative strategy, therefore, is to err on the side of collecting more indicators
but, in a public health environment, cost is typically a more important issue than
coverage.

When Does an Indicator’s Value Become Significant?

Before the significance of an indicator can be assessed, its properties must be
understood, including:

» Its provenance. The source of each indicator and its reliability need to be under-
stood before any other judgement can be made about it. Indicators may come
from: physical devices such as temperature sensors or other Internet-of-Things
devices, digital data such as counts of emergency visits to a hospital, outputs
of data-analytic models such as natural-language analysis of online posts, or
anecdotal information from discussions among physicians. All have potential
sources of unreliability. A temperature sensor may have a hardware failure or
may be in direct sun during part of the day; some hospitals may not provide
counts of emergency visits on weekends or may silently aggregate multiple
days. Attempts to assess influenza-like illness (ILI) using online mentions (a
system once used by Google) can founder because of the use of ‘flu’ to describe
many different, even non-respiratory, illnesses; and anecdotes are, by their
nature, sparse data. This is further complicated by the possibility of adversaries
deliberately trying to corrupt the data being collected.

e The relationship of indicator magnitude to semantics. We have become
accustomed to the magnitudes of common measurements so that it is easy
to forget that these magnitudes do not necessarily correspond in a straight-
forward way to their meanings. Americans travelling internationally can be
surprised at the apparently high speed limits, but the surprising cold tempera-
ture forecasts — they assume the wrong semantics because of misunderstood
magnitudes. Another common measure whose semantics nobody understands
well is the probability of precipitation in weather forecasts. What does it mean
when there is a 40% chance of rain?

In every location in the area 40% of the time? In 40% of the locations?

The decoupling of magnitude from meaning is particularly evident when
the indicator is itself the product of some upstream process. For example, it is
common for data-analytic predictors to output a value between 0 and 1. However,
the magnitude of this predicted value often has little to do with the strength
of the prediction, except to the obvious extent that a larger value indicates a
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prediction of one outcome more than the other. In particular, there is no justifi-
cation for treating such an output as a probability, although this is often done.

e Its context. The larger system from which the indicator comes must be
considered when making judgements about it. Of course, some indicators are
designedly independent of their context — a fire alarm is a straightforward
indicator that everyone is expected to act on. But most other systems have
some room for interpretation in the gap between the indicator and a following
action. For example, a common mantra in security is ‘if you see something,
say something’. But individuals hardly ever do say something, and when they
do, those they say it to hardly ever act on it. (One of the differences between
security organisations and fire fighters is that fire fighters roll on every alarm,
while intelligence organisations are much more restrained.) A recent terrorist
attack changes the threshold, making it far more likely that individuals will
say something and security organisations will take it seriously and a recent
pandemic has a similar effect, but these changes are not long lasting (Phillips
and Pohl 2020).

Of course, this dynamic makes it possible for bad actors to conceal their
actions using ‘the boy who cried wolf” strategy: generating so many false
alarms that those who should react stop doing so until eventually a real alarm
is ignored. This dynamic can happen even when humans are not involved: a
device that continually produces false alarms will eventually be ignored. This
strategy has been exploited against high-end burglar alarms; after several false
alarms the temptation is strong to turn off the apparently malfunctioning part
of the system.

A single case of Ebola in a country where it is more or less endemic produces
a public health response, but not on the scale that a handful of cases of Ebola
did when they were detected in the U.S. in 2014 (https://archive.cdc.gov/#/deta
ils?url=https://www.cdc.gov/about/ebola/ebola-by-the-numbers.html). It is not
usually possible to decide on the meaning of a single indicator’s value without
some context.

» Rates of change. Many indicators change their values with time, and it may be
a second-order effect, the rate of change, that is important. Some change their
value in a cyclic way, for example ambient outdoor temperature. This under-
lying, expected variation must be discounted before it is clear whether a par-
ticular change warrants attention. For example, influenza-like illness (‘flu’) has
a characteristic high incidence during the winters in non-equatorial countries.
While higher than normal incidence peaks are of interest, peaks outside the
normal timeframe are a much more significant indicator.

To determine if an indicator is anomalous, all of these properties must be taken
into account: is the indicator reliable, is its value meaningfully unusual, is it unusual
in its context, and is it unusual in its time frame? There is a further complication: if
an indicator value is slightly unusual then this is probably significant but if it is
extremely unusual, it probably is not. For example, if an indoor temperature sensor
reads 50°C then this may be significant, but if it reads 5000°C then this is far more
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likely to be a problem with the sensor. Judging the boundary between unusual and
implausible is difficult. One of the takeaways from the COVID-19 pandemic is that
most people do not understand exponential growth; they understand that growth
can be fast, but not that the rate of growth itself can constantly increase. With 1,000
cases today, a prediction of 4,000 two days away and 16,000 four days away was
interpreted as totally implausible, and discounted by many people (Lammers et al.
2020), including public health professionals (www.bbc.com/future/article/20200
812-exponential-growth-bias-the-numerical-error-behind-COVID-19).

In many systems where humans make judgements of anomaly, they rely on
experience, perhaps encoded in rules of thumb. A large part of the training of
intelligence officers is exactly aimed at developing such judgement. However, a
number of high-profile examples — the Challenger disaster, the 9/11 attacks, the
invasion of Iraq, the COVID-19 pandemic, and the invasion of Ukraine — show
how this process can fail even when the process and the participants are both
sophisticated. Rules of thumb are also surprisingly persistent, even in the face
of strong contrary evidence. In the first few months of the COVID-19 pandemic,
public health responses tended to assume that COVID-19 resembled an influenza-
like illness, for which some pandemic preparations had been made and training
scenarios had been exercised, even though it quickly became clear that COVID-19
was not at all like ILI. Another example of acting on outdated rules is the Axis
confidence, in World War II, that an Allied attack on the European mainland must
come through Calais, even after it was clear that a massive landing had already
happened in Normandy.

Statisticians have long developed methods for judging significance that are
not so vulnerable to human nature. These are mostly answers to questions of
the form: how likely is it that this outcome is the product of chance rather than
representing an underlying reality? Such methods are routinely used to assess
whether experiments have in fact demonstrated what they were designed to do.
There are two weaknesses to using these methods in intelligence settings. First,
the most interesting situations from an intelligence perspective are one-offs and
so general models of significance do not straightforwardly apply. Second, stat-
istical significance testing almost always wires in an assumption of Gaussian or
normal distributions, which are representative of many natural-world phenomena
but not of those that involve human activity. For example, today’s temperature can
be estimated from the distribution of temperatures on this day in previous years,
which will typically have the bell shape of the Gaussian distribution. However,
the number of people with asthma arriving at an emergency department today is
much harder to estimate; there will perhaps be a Gaussian component, but it also
depends, for example, on the day of the week (since emergency department visits
peak on Mondays).

In particular, many human-mediated systems can best be modelled using stat-
istical distributions that are heavy-tailed, that is the probability of cases far from
the mean or median is much higher than a Gaussian distribution would indicate.
For example, financial market operators such as Nassim Taleb (2010) have argued
for decades that real-world systems behave in ways very different from Gaussian,
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but that risk management techniques persist in using Gaussians because it seems
intuitive and makes the analysis more tractable. The difference is illustrated by the
joke ‘Bill Gates walks into a bar, and suddenly the average net worth of everyone
present becomes hundreds of millions of dollars’. The fact that insurance payouts
are heavy-tailed (there are occasional extremely large payouts — for a single car,
$US1.2 million, hurricane Katrina, $US45 billion, and the collapse of the Lloyd’s
‘names’ in ship insurance, multiple ‘hundred year’ floods in the past century) shows
that the risks of many adverse events must be heavy tailed too.

A robust health intelligence system is most useful when it accurately predicts
the most extreme events, but this is not necessarily obvious to the users of such
systems. Suppose that, before the COVID-19 pandemic, public health officials
were asked if they would prefer an intelligence system that would accurately pre-
dict each year’s ILI severity, or the start of a pandemic. Most would have chosen
the first alternative for what would have seemed obvious reasons: ILI is expen-
sive for health systems but remains quite unpredictable, while pandemics are rare.
Even without an explicit preference, the amounts spent on pandemic preparation
reflected the perceived low priority of this possibility. And yet, in retrospect, the
cost of the COVID-19 pandemic is many orders of magnitude higher than that of
ILI for the entire time since the ‘Spanish Flu’ epidemic of a hundred years ago. The
heavy tailed parts of distributions are the most important to model, but they are the
easiest to neglect when designing models.

How Should Significant Indicator Values Be Combined to Become
Actionable?

One way of compensating for the difficulty of determining when any individual
indicator is significant is to consider each indicator against the background of
the other available indicators. It is unlikely that any significant event can be
seen only in the change in one indicator, so considering the entire set of indi-
cator values at once is an overall better strategy. Each indicator’s significance is
assessed by considering it against the background of the values of all the other
indicators. Of course, there is a circularity here, but it is one that can be addressed
computationally.

Suppose that we define the space spanned by all the available indicators and
call this a configuration space. For example, if a building has two temperature
sensors then this space is two-dimensional. The instantaneous outputs of the
indicators define a point in this space. This space provides a way to consider how
the indicators from the sensors relate to one another, and to the sets of previous
indicator values. In other words, there is a context for each of the instantaneous
indicator value sets: where the corresponding point lies in the configuration space;
but also the history of the sets of indicator values, a trajectory through the config-
uration space.

In a typical building, each temperature sensor probably reads between 18°C
and 25°C but these will vary through the day. Although both sensors will tend to
move in a roughly synchronous way, this won’t be exact because of differences
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Figure 6.2 Stylised representations of the trajectories of temperatures from two sensors
through time.

Source: Author.

in location. Normal patterns will produce a cloud of points in the region bounded
by 18 and 25 in each of the two dimensions, but the cloud will be cigar-shaped
because a larger value in one sensor tends to be correlated with larger values in
the other. Within the cloud there will be a roughly cyclic trajectory reflecting how
temperatures increase and decrease through each day. A stylised representation is
shown in Figure 6.2. Now if one of the sensors has a much higher reading, say
30°C, then the corresponding point will fall outside the cloud, and the trajectory
leading to it will turn, probably sharply. The presence of the cloud makes it easier
to see how significant this unusual reading is. The judgement of significance is not
made based on a single set of indicator values in isolation, nor even of the historical
record of a single indicator, but is instead based on the collective pattern of all of
the indicators over all of the historical records. This is a much more robust way to
make judgements of significance.

Scaling up this idea faces two challenges. In practice there are many indicators,
perhaps hundreds or more, so the dimensionality of the configuration space is high.
And the scales of different dimensions are not necessarily comparable, so that the
change in an indicator value in one dimension causes a different change in the pos-
ition of a configuration than a change in an indicator value in another dimension.
For example, if we have sensors that measure temperatures in Celsius and relative
humidity in percent, then we can define a two-dimensional configuration space
for the readings of the two sensors, but the difference between readings of (18°C,
65% humidity) and (20°C, 65% humidity), and between (18°C, 65% humidity) and
(18°C, 67% humidity) are not the same, even though each is a change of magnitude
2 in one of the values.
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These are not new challenges since they also apply to data-analytic clustering
algorithms that also start from the space spanned by the attributes. The key property
that we need is to define a meaningful similarity between configurations, because
only then can we decide when a particular configuration is dissimilar enough to
others to be significant.

The first step is to normalise the indicator values so that all indicators are on the
same scale. This is not a completely solvable problem: how should a difference of
2 degrees be compared to a difference of 2 percent relative humidity? The conven-
tional approach is to convert the values of each indicator to z-scores, computing the
mean and standard deviation of each dimension and then subtracting the mean and
dividing by the standard deviation of each value for that indicator, and using these
values instead. This converts the values of each of the indicators into common
units of standard deviations which are at least plausibly comparable. This process
of using the mean and standard deviation is only an accurate transformation if the
values of each indicator are distributed in a Gaussian way and, except for some
natural-world properties, this is almost never the case.

This approach also does not work for indicators that have a fixed number of
discrete values (say, low, medium, and high), where one common convention is to
use one-hot encoding. For example, a hospital admission record might describe, for
each patient, a condition or syndrome for which they were admitted. An indicator is
associated with each possible syndrome with a 1 for the indicator corresponding to
the patient’s syndrome and a O for all the others. This works reasonably well when
the number of possibilities is small but does not scale well. If there are 80 different
syndromes, then the original indicator with 80 discrete values (‘ILI’, ‘pneumonia’,
‘broken bone’, ...) has become 80 new indicators. Measuring similarity between
patients becomes more difficult because each has only one (or perhaps a few) non-
zeroes among these 80 indicators.

For some kinds of qualitative indicators, the same approach (one-hot encoding)
can be taken, or the indicator values can be converted to numbers. For example,
a terror attack threat level (low, moderate, high, immediate) could be one-hot
encoded, or just mapped to the values 1, 2, 3 and 4 because the original levels have
an implicit order.

Normalisation is a necessary evil — any plausible computational definition of
similarity requires it, but it always introduces artifacts into the configuration space.

Once the configuration space has been normalised, that is its extents along
each axis are on the same scale, similarity becomes equivalent to distance: similar
configurations are close. It is now straightforward to answer questions like: how
unusual is the current configuration (compared to all of the others), and how
unusual is it looking back over the trajectory of recent configurations? However,
high-dimensional spaces, generated from many indicators, are awkward settings to
measure similarity, intuitively because there are so many ways to be dissimilar. It is
therefore conventional to reduce the dimensionality by projecting the configuration
space into a space of fewer dimensions in a way that preserves as much of its struc-
ture as possible. A little surprisingly, reducing the dimensionality often improves
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the calculation of similarity because it also removes some of the variation among
points that is the result of noisy measurements.

If it is sensible to regard the configuration space as linear, that is the dissimi-
larity between two points (configurations) is represented exactly by the distance
between them no matter where they are in the space, then linear dimensionality-
reduction techniques are appropriate. These can be thought of as flying a drone
around the cloud of points in the high-dimensional representation looking for a
viewpoint from which the cloud has the greatest variation. The cloud can then be
projected onto the plane of the drone’s view, producing a one dimensional smaller
representation, and the process repeated. The standard way to do this is to use sin-
gular value decomposition (Skillicorn 2007), a method that has two advantages.
First, it guarantees that a projection into a smaller number of dimensions is the
most faithful possible representation of the cloud in that lower dimensionality, that
is it guarantees to preserve as much structure as possible. Second, it produces a
sorted list in decreasing order of the magnitudes of the variations in each of the
new dimensions so that the choice of how many dimensions to use can be informed
by knowing exactly how much variation is being discarded by that choice. An
example of a dashboard using this idea and applied to intrusion detection in com-
puter systems is found in Skillicorn (2012).

Figure 6.3 shows a configuration space derived from the number of emergency
room visits for three syndromes: ILI, an infectious disease, asthma, caused by a
combination of genetics and environmental triggers, and COPD, caused by long-
term exposure to lung irritants, over the period of a year. The figure shows one point

Figure 6.3 Trajectory of daily emergency room visit counts for ILI, asthma and COPD over
one year in a linear configuration space.

Source: Author.
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for each day, numbered by the day of the year it represents, with lines connecting
adjacent days whose colours get darker through the year.

The points on the right-hand end of the configuration space are for dates pri-
marily in February and March. This is entirely expected for ILI which, in the
Northern Hemisphere, peaks at this time of year, but it is surprising to see that
incidence of asthma and COPD are correlated with ILI but only during this period.
In the remainder of the year, the counts of the three syndromes are uncorrelated.
This is probably explainable by invoking either increased time spent inside, and
so greater exposure to triggers, or increased exposure to other respiratory viruses
causing breathing distress as side effects. But the need for an explanation at all
would not have been visible without the configuration space representation of
the data.

The similarity between two configurations may not be best captured simply by
the distance between them. For example, the difference between a newborn baby
and a two-year-old is a significant difference, but the difference between a 60-year-
old and a 62-year-old is not, despite both being a gap of two years. For temperatures,
a gap of 2 degrees is usually not significant, except if the gap is between +1° and
—1°. The cloud of points (configurations) may form a spiral, so that some points
may be quite close to one another in distance but obviously on different parts of the
spiral. A reasonable way to compute similarity should take into account properties
of the neighbourhood, not just the distance between two points in isolation. In cases
like this, a non-linear dimensionality-reduction technique is more useful.

Non-linear dimensionality-reduction uses, broadly speaking, two different
techniques. The first turns the set of points into a (mathematical) graph by joining
pairs of points by an edge weighted by how similar the two corresponding indicators
are, usually with a threshold so that pairs that are only weakly similar do not get
connected. This results in an abstract structure, the graph, rather than the config-
uration space. This abstract structure can be embedded in a new, low-dimensional
space that reflects its structure using spectral embedding (von Luxburg 2007). The
embedding technique is akin to singular value decomposition so that the choice
of dimensionality can be made knowing how much structure is being ignored by
discarding some dimensions.

The second technique uses neural-network-based clustering algorithms to
represent the non-linear similarities. Some of the choices are t-SNE (van der
Maaten and Hinton 2008), (variational) autoencoders (Kingman and Welling
2019), radial basis neural networks (Hwang and Bang 1997), or a number of other
deep-learning approaches (Arvanitidis et al. 2012). These techniques are relatively
new, so there is no consensus about which technique is best. Most of them also
have many parameters so it can require considerable experimentation to find good
low-dimensional representations.

Although configuration spaces are appealing, and perhaps even necessary as
ways to represent anomalies, the state-of-the-art from data analytics is still under-
developed. Linear configuration spaces are better understood, but their use for
anomaly detection is patchy. Nonlinear configuration spaces are even less well
understood. These are active research areas in data analytics.
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One glaring omission in the research in this area is the application of Bayesian
concepts. The central Bayesian idea is that the relevance of some piece of data or
evidence to a conclusion must also depend on the base probability of that conclu-
sion, its prior probability or just prior. In a simple example, suppose that flashing
lights are observed in the sky at night. What are the chances that they are caused
by invading aliens? To estimate the answer correctly it is important to know how
likely it is to see flashing lights in the sky at night (quite likely) and how likely it
is that aliens are invading, in the absence of any information (extremely unlikely).
The product of these two likelihoods is small, so we conclude that the flashing
lights almost certainly do not mean aliens are invading. The likelihood that planes
are flying overhead at night is moderate in the absence of other information, so the
product of these two likelihoods — quite likely flashing lights and moderately likely
planes — is moderate, so we conclude that that the lights are plausibly associated
with planes.

Conspiracy theorists often acquire their ideas because they ignore the important
role of priors and concentrate instead on evidence alone, thereby giving it much
greater weight than it would otherwise have. But many others who are not con-
spiracy theorists are also fooled by failing to think about priors. Suppose that a
medical test has a diagnostic accuracy of 80% and a patient has a positive test.
What is the chance that she actually has the disease? Many practitioners will say
that it is 80%; after all the test misses only 20% of the cases. But the correct answer
also depends on the base rate for the disease, that is what is the chance that anyone
chosen at random has the disease. Suppose for simplicity that the base rate is 10%,
so 10 in a hundred have the disease. If one hundred patients are tested, then 8 out of
10 of those who actually have the disease will test positive and 2 will test negative.
For the other 90, 72 will test negative, but 20% of them, 18, will test positive. So, of
the 26 who tested positive, 8 actually have the disease but 18 do not, so the chance
that the patient with a positive test actually has the disease is 8/26 = 0.31 = 31%.
This is much smaller than 80%! If the base rate were much smaller, then almost
all the positive tests would be false positives. In other words, it is really difficult to
detect inherently rare events.

For a health intelligence system, a Bayesian approach is a more formal way
to consider the role of context. There has been little research on how to include
Bayesian ideas into detecting unusual events. Roberts et al. (2022) develop an
interesting approach that incorporates priors (or uncertainties) on inputs but is still
forced to make Gaussian assumptions to get good performance.

An entirely different approach is to make the decision about how significant
each new configuration is using a stacked predictor. Each known set of values of
the indicators, that is each observed point in the configuration space, is treated
as a row of a dataset, and labelled according to whether it is significant or not.
A data-analytic predictor is trained on this dataset usng any high-performing
predictor (random forests, gradient boosted trees, support vector machines, or
neural networks (Zaki and Meira 2020)). Each new configuration of indicators
can then be fed to the predictor which outputs its prediction of whether or not it
is significant.
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Most high-performing predictors are black boxes — they make a prediction
but do not explain why they made it. This can make it difficult to act on, since
humans are more comfortable acting when they understand the justification for
it. There are ways to elicit some of the reasons behind a particular prediction, but
they are limited, especially when the number of indicators is large (Rozemberczki
et al. 2022).

Hierarchical Models

So far, we have implicitly assumed a single monolithic set of indicators and
a single decision of when a configuration is significant and requires action.
However, many systems are hierarchically structured in some way, and responses
specialised to some parts of the system may also be important. For example,
a health emergency may take place in a geographically limited region, and a
warning should be raised for that region, even though the emergency might not
appear significant on a national or international scale. In a drug trial, the number
of patients with side effects may be small overall, but the distribution of side
effects within subpopulations must also be considered. In such settings, decisions
about significance must happen at multiple scales, and so models must be hier-
archically composable into larger models. It is also often the case that a large-scale
adverse event is the result of a cascade of smaller ones. Appropriate detection
and response to smaller adverse events might often have prevented a larger one
(Ferguson 2021).

It is therefore prudent to design health intelligence warning systems in a hier-
archical way. This does not substantially change the techniques needed; indeed, it
can help by reducing the problems of scaling. There are some subtleties to con-
sider: suppose that a particular indicator is an input to multiple lower-level systems,
and the outputs of all of these systems are then inputs to a higher-level system. That
indicator is, in a way, double counted in the higher-level system and may cause
distortions as a result.

Conclusions

Health intelligence systems today are almost all based on collecting natural lan-
guage reports from online sources, extracting counts of mentions of a range of
diseases and syndromes, and presenting these, usually graphically, to human
analysts. There are two drawbacks to such systems. First, online mentions of
diseases or syndromes tend to occur only when they are unexpected. So, for
example, there are very few mentions of ILI during flu season since its presence is
entirely expected, Second, human analysts have to learn to make judgements about
when the number of mentions requires action and it may take time and skill to make
these judgements.

Developments in data analytics could straightforwardly provide new function-
ality in three ways. First, such systems can learn the temporal properties of disease
and syndrome occurrences and so can derive thresholds for each regardless of the
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number of diseases or syndromes being considered. Second, they can use linear
configuration spaces to detect when a constellation of diseases or syndromes is
unusual, even if each independently is not. Third, they can use other forms of data
such as counts derived directly from emergency room or physician visits, drug pre-
scription data, vaccination rates and so on. Human analysts would still be needed
but they would be presented with a more holistic, situational view.

Further enhancing health intelligence systems is more challenging, and a topic of
active research. On the front end of the process, more research is needed on how to
select good indicators (and then convincing governments to pay for their collection).
As we have discussed, there are many open technical questions: how to incorporate
Bayesian ideas into indicators, how to design richer configuration spaces, particu-
larly nonlinear ones, and how to improve anomaly detection algorithms. Research
is also needed on how best to present the situational awareness derived from con-
figuration spaces to public health professionals, government and media.

COVID-19 has shown the importance of health intelligence systems, and
developments in data analytics have shown how some of the challenges that health
intelligence creates might be tackled computationally. There is a pressing need to
make significant progress in this area if we have learned anything from the recent
pandemic.
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7 Biosecurity, National Security
Intelligence and Ethics

Seumas Miller

Introduction

The focus of this chapter is on various ethical issues that arise at the interface of
biosecurity problems (construed as a subset of what are often referred to as health
security issues) and national security intelligence activity (Miller 2009: Ch. 7,
MacLeish 2017; Walsh 2018; Davis 2021; Walsh 2021). Needless to say, there are
many biosecurity problems that do not constitute national security problems and
there are many national security problems that have nothing to do with biosecurity.
Our interest is with biosecurity problems that do constitute national security
problems (at least potentially) and that, therefore, require national security intelli-
gence activity. More specifically, our interest is with the ethical dimension of such
national security intelligence (NSI) activity.

Prior to discussing the national security problems addressed in this chapter
we need to get some clarity on the concepts of biosecurity, biosafety and national
security (discussed in the first section), and on the relation between individual
rights, security and collective goods explored in this chapter. In doing so we
acknowledge that definitions of all these concepts are somewhat vague, contest-
able and that therefore a degree of stipulation is inevitable. (For somewhat different
definitions from those offered here, see Dahl 2024, and Walsh et al. 2023, in this
volume and Walsh 2018, 10-13.) The national security ethical issues addressed
thereafter arise in the following contexts: Biobank and Database Security, and
NSI and Bulk Databases (third section); Pandemics (fourth section) and; Dual Use
Problems (fifth section).

Biosecurity, Biosafety and National Security

In what follows we must distinguish between security and safety and, therefore,
between biosecurity and biosafety, notwithstanding the close relationship between
these two concepts.

On our account security presupposes a malevolent individual or organisa-
tion possessed of an infention to do harm, whereas safety does not presuppose
such an intention. Thus, accidental harm is a safety issue whereas intended harm
is a security issue. We note, however, a grey area, namely, culpable negligence.
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Arguably, culpable negligence should be regarded as a security issue, notwith-
standing the absence of an intention to do harm (Miller 2018, 9). Consider the
COVID-19 pandemic. While the debate on the initial cause of the outbreak of
COVID-9 in China continues to rage, it may be the case, firstly, that SARS-CoV-2
escaped from a Wuhan laboratory in China resulting eventually in the COVID-
19 pandemic and, secondly, that the escape resulted from lax, indeed culpable,
biocontainment (Rabinowitz 2023). If so, then the initial escape was a biosecurity
beach and not merely a biosafety breach. Of course, ultimately, COVID-19 became
a major biosafety and biosecurity issue. If a person is infected, then they are a risk
to others. If this person is asymptomatic, does not know that they are infected,
and reasonably could not know this, then they constitute a biosafety risk but not
necessarily a biosecurity risk (although they might ultimately become a biosecurity
risk). If they do know that they are infected yet refuse to take reasonable steps to
avoid contact with other persons, then they constitute a biosecurity risk. More gen-
erally, a pandemic is a biosecurity issue, as opposed to a biosafety issue, insofar
as members of a population are aware that, if infected, they pose a potential threat
to the lives of themselves and others, which they can choose to minimise (e.g., by
complying with symptom monitoring, testing, contact tracing and tracking, quaran-
tine requirements, hand washing, social distancing, mask wearing, and, ultimately,
vaccination (Miller and Smith 2021; Miller and Smith 2023; Sorell 2023). While
the danger emanates from the transmissible, virulent pathogen, nevertheless, it is
the irresponsible behaviour of human beings that transforms this safety issue into
a security issue.

Thus, by the lights of our distinction between biosafety and biosecurity, the
COVID-19 pandemic involved both biosafety and biosecurity issues. At any rate,
in this chapter we will treat culpable negligence as a security issue rather than
merely a safety issue.

Accordingly, if an adversary designs, manufactures and/or uses bioweapons this
is clearly a biosecurity issue. If the bioweapon is in the hands of terrorist groups
it is a bioterrorism issue (and potentially also a biowarfare issue depending on the
nature and scale of the threat it poses, e.g., a few anthrax letters sent to terrorise
public officials, as in Amerithrax (CCR 2002), would not constitute biowarfare). If
the bioweapon is in the hands of state actors it is a biowarfare issue (and potentially
also a bioterrorism issue depending on whether the civilians are targets but also
on whether using bioweapons against combatants is deemed to be terrorism). On
the other hand, if an unpredictable earthquake causes the collapse of a building in
which there is an otherwise properly designed and maintained laboratory containing
hazardous biological material then the consequence of this natural disaster is a
biosafety issue, supposing there is now a high risk of exposure to this material.
Now consider gain of function (GOF) research conducted on a pathogen to enhance
its transmissibility (Selgelid 2016). An instance of GOF research was the so-called
ferret flu experiments conducted on the deadly flu virus H5SN1 by scientists in the
US and the Netherlands. While H5SNI causes bird flu it could cross species barriers
and infect humans. Accordingly, these experiments were designated experiments of
concern and constituted dual use experiments (NSABB 2015; Miller and Selgelid
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2007; van der Bruggen et al. 2011; Miller 2013; Miller 2018, 12—14). We discuss
these issues further in the fifth section below on dual use problems. Here we simply
note that if the enhanced pathogen were to escape from the laboratory due to culp-
able negligence with respect to biocontainment requirements, then this would be a
biosecurity issue — at least on our account of the distinction between biosafety and
biosecurity.

It might be thought that the conceptual distinction between safety and security
and, therefore, between biosafety and biosecurity while it is interesting from a
theoretical perspective, nevertheless, does not have great practical significance.
However, on the contrary, the distinction has considerable institutional and, there-
fore, practical significance. Obviously, the remit of national security agencies,
including NSI agencies, is national security. By contrast, there are an array of other
institutions that have responsibilities in respect of various forms of safety, including
the safety of drugs and food (e.g., the US Food and Drug Administration), sewage
health and safety (e.g., Water Quality Australia), safety of buildings and bridges
(e.g., Bridge Health and Safety (UK)), bushfire (wildfire) safety (e.g., rural fire
brigades), disaster prevention and relief (e.g., tsunami and earthquake warning
systems, disaster relief agencies), and the protection of coral reef eco-systems (e.g.,
the Australian Reef Authority is responsible for the Great Barrier Reef).

Let us set aside the question as to whether it would be an efficient and effective
use of resources to widen the remit of national security agencies so that it included
dealing with safety issues, although it is surely self-evident that such a radical
program of institutional redesign would not be rational in terms of the division of
institutional labour in a complex modern nation-state. The point to be stressed here
is that given the intrusive powers of NSI agencies and, inter alia, their requirements
to collect (often on a large-scale) and analyse sensitive personal and confidential
data, it would be highly morally problematic for a liberal democracy to extend
the remit of its national security agencies, and NSI agencies in particular, in this
manner. Of course, as mentioned above in relation to pandemics, many natural
disasters and other safety issues are also, or ultimately give rise to, security issues,
including national security issues. Accordingly, there is a need at times for NSI
agencies and those institutions responsible for various forms of safety to collab-
orate. Thus, national security agencies might benefit from detailed information
provided by detection and early warning systems in relation to pandemics, given
the potential for the emergence of national security problems. This collaboration
might involve inter alia NSI agencies getting access to personal or confidential
information that they might not otherwise be entitled to. For instance, they might
get access to sensitive health and smartphone information; information used to
determine a person’s health, whereabouts and movements for contact tracing and
tracking in order to identify potentially infected individuals in the context of com-
batting a pandemic. However, such access might have the potential via ‘mission
creep’ to enable the security agencies to create or enhance movement profiles and,
thereby, violate privacy rights.

The notion of security is vague, contested and used to refer to various form
of security, notably various forms of collective security. The forms of collective
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security include the traditional ones of national security and community security.
An instance of a current grave threat to national security, and the national security
of Ukraine in particular, is the current ongoing Russian invasion of that country.
An instance of a current threat to the security of a community is the recent well-
publicised dramatic increase in alcohol-fuelled assaults, shop break-ins, car burnings
and other crimes perpetrated by indigenous youths in the town of Alice Springs in
Central Australia which has evidently spread fear in the local community, resulted
in a curfew being imposed and undermined community security (Cassidy 2024).
Here, as elsewhere, the long-term solution might not lie principally in the response
of the security agencies, i.e., the police, but rather in addressing the underlying
socio-economic and other conditions; when dealing with security problems, pre-
vention is better than cure. At any rate, our concern is with biosecurity which, of
course, can be a matter of community security and/or of national security. Thus,
the Soviet bioweapons program created a biosecurity risk for its adversary nation-
states and their communities (Shoham and Wolfson 2004). Again, community
security problems can escalate to the point at which they become national security
problems, as seems to have happened in Haiti where violent gangs have taken over
most of the capital city, Port-au-Prince (Coto 2024). It follows that these various
forms of collective security are not mutually exclusive. Moreover, there is a further
point to be made here. Biosecurity problems can also give rise to global security
problems; problems confronting, as it were, the entire ‘community’ of nation-states
and their populations. Thus, bioweapons constitute a biosecurity problem and,
as a consequence, a community and a national security problem. However, since
bioweapons are typically in the hands of the security agencies of adversary nation-
states (and, potentially, in the hands of terrorist groups with transnational agendas)
they also constitute a global security problem. Pandemics are another instance of
a potential global security problem. Indeed, the COVID-19 pandemic constituted
a global biosafety problem and, arguably, also a global biosecurity problem. We
return to this issue in the fourth section on pandemics below.

As we saw above, in relation to the conceptual distinction between safety and
security, it might be thought that the conceptual distinction between national
security and other forms of collective security, and that between biosecurity threats
that rise to the level of national security and ones that do not, while interesting
from a theoretical perspective do not have great practical significance. However, by
parity of reasoning with respect to the safety/security distinction, these distinctions
in respect of national security also have considerable institutional and, therefore,
practical significance. At the risk of restating the obvious, by contrast with national
security agencies, including NSI agencies, there are an array of institutions that
have responsibilities in respect of various forms of security other than national
security. These include local police services concerned with crime and community
security in their jurisdiction, private security firms that protect homes or businesses,
multiple private and public sector cybersecurity incident response teams, corporate
fraud and corruption units, and so on. As above, let us set aside the question as
to whether it would be an efficient and effective use of resources to widen the
remit of national security agencies so that it included dealing with all or most of
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these security issues (although self-evidently it would not be rational for a com-
plex modern nation-state to do so). The point to be stressed here is essentially the
one made above in relation to institutions responsible for various forms of safety,
namely, that given the intrusive powers of NSI agencies it would be highly morally
problematic for a liberal democracy to extend their remit in this manner, given that
in a liberal democracy domestic police organisations, private security organisations
and the like are justifiably constrained in their intelligence activities to a greater
extent than NSI agencies are. Indeed, there have already been concerns in relation
to, for instance, counter-terrorism that NSI agencies in the US and elsewhere have
engaged in overreach (and, at times, unlawful overreach) and, thereby, arguably
violated the privacy and other moral rights of their citizens (e.g., the US National
Security Agency (NSA) bulk data collection of the metadata of US citizens (Walsh
and Miller 2016)).

The Moral Right to Individual Security, National Security and
Collective Goods

Thus far we have distinguished biosecurity from biosafety, and national security
from other forms of collective security. However, there are, of course, a var-
iety of forms of individual security, as opposed to collective security, relevant to
biosecurity; notably personal physical security. Personal physical security pertains
to (justified or unjustified) threats to one’s life (e.g., the use of bioweapons), phys-
ical movement (e.g., curfews) or physical wellbeing (e.g., an infected person know-
ingly spreading a disease).

The notion of physical security embraces not only threats to personal physical
security but also threats to inanimate objects such as buildings, physical property
and the like, although the biological threats to inanimate objects are likely to be
indirect, (e.g., as a result of anti-lockdown protests in a pandemic). Moreover, the
physical things that we seek at times to secure, whether they be animate or inani-
mate, are not necessarily goods, such as life, freedom and property. For we seek
to secure, or at least, safely contain, harmful or dangerous things, such as toxins,
pathogens and infected humans (e.g., by means of quarantine). By the lights of
our account of the distinction between safety and security, security (but not safety)
presupposes the actuality or possibility of: (i) an external intentional attack or
threat of an intentional attack (e.g., the Soviet bioweapons program, the WannaCry
ransomware attack in 2017 on the UK National Health Service (Collier 2017);
(i1) an internal intentional breach of a protective system (e.g., unauthorised dis-
closure of confidential information as in the case of Edward Snowden’s leaking
of classified documents (Walsh and Miller 2016) and, in the case of Abdul Qadeer
Khan, his 1976 theft from the Anglo-Dutch-German nuclear engineering consor-
tium, Urenco, of classified scientific information which made a crucial contribu-
tion to Pakistan nuclear weapons programme (Albright and Hinderstein 2004));
or (iii) culpable negligence on the part of an internal or external actor (e.g., the
above-mentioned alleged escape from a Wuhan laboratory of SARS-CoV-2 as a
result of lax biocontainment, and the 1984 Bhopal toxic gas disaster which caused
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thousands of deaths, and hundreds of thousands of injuries, and resulted in the con-
viction of a number of employees for culpable negligence (Cassels 1991)).

The notion of security in so far as it pertains directly or indirectly to human
beings (our concern in this chapter), embraces not only physical security but also
psychological, institutional and of particular interest to us in the third section
below, data security. Psychological security is a form of individual security whereas
institutional security is a form of collective security. Harassment on social media
may threaten one’s psychological security; Russian interference in the 2016 US
Presidential elections constituted a threat to US democratic institutions (Mueller
2019). By contrast, data security might be a form of individual security (e.g., if an
individual’s sensitive medical data is stolen) or a form of institutional security (e.g.,
if a NSI agency’s secret intelligence is stolen).

An important distinction to be made here is that between the security of those
things or features to which one has moral rights and those things or features to
which one does not have a moral right. One has moral rights to one’s life, freedom,
privacy, physical property, personal data and so on but not (at least typically)
to someones else’s life, freedom, privacy, physical property or personal data.
However, the concept of security can apply not only to things or features to which
one has a moral right but also to things or features to which one does not have
a moral right. Thus, a thief might secure property he stole to prevent its being
retrieved by the person he stole it from. He might have a security problem with
respect to this property, but he does not have a security right in respect of it; it
does not belong to him. In short, security per se is not necessarily a moral right; it
all depends on whether one has a moral right to the thing or feature being secured.

Since most, perhaps all, moral rights are not absolute and, therefore, can under
certain circumstances justifiably be overridden, then the associated security rights
can typically also justifiably be overridden. Thus, one’s right to personal data and,
therefore, to the security of that data in, for instance, a genomic database such
as Ancestry.com, can be overridden under certain circumstances, such as by law
enforcement officers investigating a murder and needing to access a suspect’s DNA
data held in the Ancestry.com database (Smith 2018; Smith and Miller 2021, 39—
54; Miller and Smith 2022). Now consider the accessing of personal data in the
context of a pandemic such as COVID-19. Metadata might help to identify indi-
viduals who need to be tested for COVID-19 because they may have been in close
contact with an infected person. Moreover, this need may well override the privacy
right to one’s metadata (Miller and Smith 2023).

Personal (physical) security is a more fundamental notion than collective
security. Indeed, collective security in its various forms is in large part derived
from personal security. Thus COVID-19, for example, is a threat to public health
and national security precisely because it threatens the lives and physical well-
being of individual citizens. However, collective security is not simply aggregate
personal (physical) security. For example, COVID-19 might be a threat to the
integrity of institutions, including public health institutions.

Notions of collective security, national security, global security and so on are
collective goods. There is evidently a family resemblance between notions such as
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common good, collective good, common interest, collective interest, public good,
public interest and so on. Such goods or interests are attached to, or are enjoyed
by, groups and other collectives, such as the collective good of Australian people
(e.g., public health) or the collective interest of the pharmaceutical industry (e.g.,
record profits). The contrast here is between common goods, common interests
(or, in our parlance, collective goods), on the one hand, and a single person’s
interest or a benefit that is or could be produced and/or enjoyed by a single person.
Historically, notions of the common good, collective interest and the like in the
political sphere are associated with philosophers such as Aristotle, Aquinas,
Hobbes and Rousseau. Here we need to draw attention to the possibility of col-
lective goods and collective interests in which the collective in question is the
world’s population; that is, we need to note the existence of global collective
goods and global collective interests. The threat posed by climate change to the
world’s population is one instance; the world’s population has a collective interest
in combating climate change. Another instance is the collective interest of the
world’s population in avoiding pandemics.

There is a distinction to be made between the collective good in general and spe-
cific collective goods. Security, public health and an efficient transport system are
all examples of specific collective goods. We can presumably, at least in principle,
draw up a list of such specific collective goods. In what follows we shall focus
on what we are referring to as collective goods and put some restrictions on the
meaning of that term. Collective goods in our favoured sense (Miller 2001, 217—
220; Miller 2010, 66-76) are goods that are produced, maintained or renewed by
collective action. Moreover, members of a community or citizens of a nation-state
may have a collective moral responsibility to produce, maintain or renew certain
collective goods, e.g., national security, and in order to do so they have a collective
responsibility (Miller 2001: Ch. 8; Miller 2010, Ch. 4) to perform the collective
actions that are the means to realise the collective goods in question. In complex
modern societies these collective responsibilities are typically discharged in large
part by members of institutions; institutions that have as their raison d’etre or insti-
tutional purpose to produce or maintain the relevant collective goods (Miller 2010).
Naturally, particular institutions, such as military forces and NSI agencies, have
been established to maintain the collective good of national security. However, in
times of war, for instance, maintaining this collective good requires the contribution
of virtually the whole citizenry and not simply the members of the military forces
and of NSI agencies. In time of war there is a collective moral responsibility on
the part of all, or most, citizens to contribute to the war effort. Likewise, in relation
to pandemics the collective good of public health and, relatedly, security, requires
the contribution of virtually the whole citizenry and not simply the members of
the public health institutions and relevant security agencies, e.g., police to enforce
quarantine restrictions, NSI agencies to identify the threat of a pandemic to enable
adequate preparations (Feltes 2021; Miller and Smith 2023).

National security is a good by virtue of the thing secured, namely the nation,
specifically the liberal democratic nation-state, being a good (a collective good).
Ultimately, the liberal democratic nation-state is itself a collective good, indeed
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a collective moral good, in so far as it embodies, respects and protects the moral
rights of the members of its population. NSI activity is, therefore, in the service
of a collective good which is a moral good, namely, national security. Moreover,
national security activity on the part members of NSI agencies is a moral respon-
sibility, a collective moral responsibility. This collective moral responsibility is
derivable from the collective moral good of national security (Miller 2022).

It is important to distinguish between national security and national interest (and
between both of these concepts and what might be thought to be, or presented as,
national security or national interest, respectively). Clearly, all manner of autocrats
and demagogues (especially) have falsely claimed that some policy which is really
only in their own political interest, or only in the interest of their political party, is
in fact in the national interest; or is a matter of national security. So it is important to
determine what is, objectively speaking, in the national interest. It is also important
to determine what is, again objectively speaking, a matter of national security.
However, it is also important to distinguish the concept of national security from
the concept of national interest although, of course, it is in the national interest to
preserve national security. However, national interest is a much wider notion than
national security. The remit of national security agencies does not, or ought not,
include acting in the national interest on matters that are not matters of national
security.

That said, the content of the term ‘national security’ is notoriously ill-defined,
indeterminate, open-ended and contestable. Moreover, the concepts of national
security and national interest can be conflated. Importantly, national security should
not simply be understood as national interest since the latter notion is very permis-
sive and could license all manner of individual and collective rights violations.
For instance, it might be in the national interest of a nation state to increase its
territory by invading a neighbouring nation state. Perhaps the Russian invasion
of Ukraine might ultimately be thought to have been in Russia’s national interest,
assuming that Russia ends up acquiring not only Crimea but also, say, the Donbas
industrial region of eastern Ukraine. Again, it might be thought to be in the national
interest of some nation states to enslave a population, or to otherwise engage in
widespread, serious rights’ violations, to increase its own wealth. Historically, the
slave trade was thought to be an economic imperative and, therefore, in the interest
of, for instance, the US during the eighteenth century. The Chinese incarceration
of hundreds of thousands of Uighurs in oil and resources-rich Xinjiang might be
thought by members of the Chinese communist party to be in the national interest.

However, as noted above, national security is not the same concept as national
interest. National security involves serious internal or external (direct or indirect)
threats to the nation state itself, or to one of its fundamental political, military, crim-
inal justice or economic institutions, and that these threats might emanate from state
or non-state actors, such as terrorist groups. NSI pertains to such threats. So NSI
includes military intelligence, but also some criminal intelligence and economic
intelligence, since the latter may have national security implications. Consider,
for instance, intelligence on drug cartels destabilising governments or on fighter
aircraft being built by private companies. Note also that while national security
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threats (as opposed to safety threats) are necessarily posed by state or non-state
(and, therefore, human) actors, the conditions under which these security threats
emerge might have arisen as a result of other, including non-human, sources, such
as (at least in some cases) pandemics, famines or water shortages consequent on
climate change.

A final point regarding collective or common goods. Economists typically speak
of a species of common goods that are public goods. They define public goods
as being nonrival and nonexcludable. If a good is nonrival, then my enjoyment
of it does not prevent or diminish the possibility of your enjoyment of it (e.g., a
street sign is nonrival since my using it to find my way has no effect on you like-
wise using it). Again, a nonexcludable good means that, if anyone is enjoying it,
then no one can be prevented from enjoying it (e.g., national security). The public
goods in question are typically relativised to the nation-state but increasingly to
the global economy. Non-rivalness and non-excludability are relevant to the char-
acterisation of collective goods. However, the notion of a collective good is not
necessarily defined in terms of them. Other properties relevant to the notion of
a collective good include jointness of production. Collective goods in our sense
are jointly produced, maintained or renewed. And perhaps, if a collective good is
enjoyed, then it is enjoyed by all; or if not, it ought to be. However, the point not to
be stressed here is that collective goods in our sense might or might not be public
goods in the economists’ sense.

Biobank and Database Security

Data in, or extracted from, biobanks and health, medical, biometric and human
genomic databases (NHGRI 2019) is increasing and the technology to analyse it
is becoming more sophisticated (e.g., Al technology). Much of this data and the
results of it are potentially available to law enforcement, including NSI, agencies,
e.g., to enable their pandemic threat assessments. The recent COVID-19 pandemic
has given impetus to this process (Davis 2021; Macnish and Henschke 2023).
Moreover, forensic biometric databases (e.g., fingerprint databases) and gen-
omic databases (e.g., DNA databases) are larger and more reliable, given recent
developments in science and technology (Smith 2018; Smith and Miller 2021;
Miller and Smith 2022). In so far as these developments facilitate legitimate NSI
purposes they are welcome. However, there are actual and potential moral costs
in terms of privacy and confidentiality, and specifically in terms of data security
broadly construed. For health, medical, biometric and genomic databanks are vul-
nerable to inter alia cyberattacks, thereby potentially threatening critical infrastruc-
ture (Miller and Bossomaier 2024: Ch. 5). Moreover, the vulnerability of forensic
databanks gives rise, in some instances, to additional national security risks — add-
itional to the ones the data in some of these databanks was being used to address,
(e.g., successful cyberattacks on forensic DNA databases compromising criminal
cases, including national security criminal cases).

In this section our concern is with the ethical issues that arise in the context
of threats to the data security of biobanks and health, medical, biometric and
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genomic (including forensic) databases, and especially what is morally at stake
in respect of this data security. What is morally at stake turns in part on what
moral rights there are to the data under threat of, say, theft or destruction, e.g.,
violation of privacy rights, and in part on what further harmful consequences
might flow if data rights are violated, e.g., by ransomware attacks. It also turns
on what collective goods result from the collection, storage and analysis of this
data, e.g., public health, national security, as well as on what collective harms
might potentially be done if it is collected in the first place, e.g., universal DNA
databases arguably contribute to a power imbalance between the state and the
citizenry (Miller and Smith 2022).

The terms ‘biobank’ and ‘database’ are often not well-defined. We will use
the ‘term’ biobank to refer to a large, structured collection of human or non-
human (e.g., plant, animal or microbe (including pathogens) biological material
and related data or information. By contrast, we will use the term, ‘database’ to
refer to large, structured collections of data or information which might or might
not relate to biological material and might or might not also contain biological
material. Moreover, the biobanks and databases of interest here are ones relevant
to our biosecurity concerns; they are not necessarily restricted to ones that are only
used for research. Thus, as mentioned above, DNA databases, for instance, are
often used for forensic purposes by law enforcement agencies, including national
security agencies, and may contain samples. However, we do need to keep in mind
the distinction between forensic databases established for law enforcement and/
or NSI purposes and non-forensic biobanks and databases not held by security
agencies but to which NSI agencies might have access (perhaps on a piecemeal
basis under warrant).

Further, we distinguish between data and information; and between both of
these concepts and knowledge. Data is not the same as information, let alone
knowledge. Data can be false and in need of clarification, interpretation and veri-
fication. Moreover, if we assume that information is not only meaningful but also
true, accurate, probable, or otherwise in some sense correct, information might,
nevertheless, not constitute knowledge, since knowledge is typically regarded as
a true, accurate, probable, correct belief, statement, report etc., for which one has
good and decisive evidence (Miller 2022). Because data is not the same as infor-
mation, let alone knowledge, whether the data is ultimately useful depends on the
capacity to clarify, verify and adequately interpret the raw data and such interpret-
ation involves inter alia setting the data in question in a pre-existing framework
of knowledge, e.g., within the framework of pre-existing knowledge (or, at least,
presumed knowledge) of the human genome; consequently, accessing data in and
of itself may not provide meaningful information, let alone useful knowledge.
Moreover, if health, medical, biometric, genomic and other data, information or
knowledge, or the results of the analysis of same, constitutes national security
intelligence, and is thus relevant to NSI agencies, then it needs to be actionable;
the intelligence products of NSI agencies must be actionable, including by virtue
of being disseminated to, and adequately grasped by, the NSI agencies’ political
masters.
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As we have seen, biobanks, health, genomic and other bulk databases are typ-
ically the means to provide collective goods, such as public health (e.g., databases
of those infected by communicable diseases and biobanks used to conduct research
and develop vaccines), and security (e.g. forensic DNA databases) or both (e.g.,
pandemic surveillance databases). Moreover, as we have also seen, in some
instances individuals have collective moral responsibilities to provide the samples
or data to enable the construction of these collections.

The notion of collective responsibility in play here is connected to the prior
notion of a joint or cooperative action. Roughly speaking, a joint action can be
understood thus: two or more individual persons perform a joint action if each
of them intentionally performs his or her action but does so with the (true) belief
that, in so doing each will do their part, and they will jointly realise an end that
each of them has, and which each has interdependently with the others (i.e., a col-
lective end) (Miller 2001, Ch. 8; Miller 2010, Ch. 4; Miller and Feltes 2021; Feltes
2021). On this view collective responsibility is joint responsibility and, therefore,
collective responsibility is ascribed to individuals. Moreover, if the joint action in
question is morally significant (e.g., by virtue of the collective end being a col-
lective good or a collective harm), then other things being equal the individuals
are collectively morally responsible for it. Each member of the group is indi-
vidually responsible for his or her own contributory action and, at least in the
case of most small-scale joint action, each is also individually (fully or partially)
responsible for the aimed at outcome (i.e., the realised collective end) of the joint
action. However, each is individually responsible for the realised collective end,
Jjointly with the others. Hence, the conception is relational in character. Moreover,
if the collective end of the joint action is a collective good or a collective harm,
then these individual persons are collectively morally responsible for this good
or harm.

In the case of bulk databases, the joint action called for is joint epistemic action
(from the ancient Greek work, ‘episteme’, meaning knowledge); each individual
is providing some information rather than performing a behavioural action and, of
course, there are a very large number of individuals contributing their data (Miller
2022). However, in general the data or information, if it is health or medical data,
requires their consent to be collected since it is data to which they have some sort
of prior moral (and frequently legal) control right, e.g., it is governed by their right
to privacy.

Many large-scale, health and medical data collection, storage and analysis
facilities are referred to as health and medical information commons (HMIC).
Roughly speaking, it is a commons by virtue of two main properties: (1) the
personal data in question is provided by a large number of the members of whole
populations (i.e., the aggregated data is jointly provided); (2) the aggregated data
constitutes a structured knowledge base of big data (a collective epistemic entity)
that, since it is ultimately in the service of a collective good such as public health
(e.g., via the use of data analytics), is itself an instrumental good (i.e., an epi-
stemic collective good). However, there are numerous other bulk databases which
provide collective epistemic goods and which directly or indirectly can assist
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NSI activity. These include law enforcement and NSI databases of offenders and
their offences, fingerprints, DNA, photos, associates, intelligence reports and so
on but also numerous other public and private sector databases of names, phone
numbers, email addresses, social media accounts, social security accounts, facial
images scraped from the internet, car number plates, bank accounts, credit card
numbers, tax files and so on. All of these databases are, at least in principle, poten-
tially accessible to NSI agencies, even if in liberal democracies in many cases
only under warrant. Moreover, there is the technical possibility to integrate these
databases and to link persons, accounts and so on (via integration platforms such
as Palantir used in the private sector). Further, there is the technical possibility
of integrating these databases with surveillance technology, such as CCTV and
facial recognition technology. China’s social credit system is demonstrating just
what can be achieved in this area; China appears to be on the way to establishing
what amounts to a so-called surveillance state. One way to think of such a state
is as one confronting a major national security threat to the citizenry but a threat
emanating from the national security agencies of the state — the institutions whose
responsibility is to protect the citizenry from national security threats. In short
national security agencies, including NSI agencies, provide the collective good
of national security but they also have the potential to threaten it if left to operate
without constraints.

The constraints in question include institutional purpose, i.e., the collective
good of national security (Miller 2022), and the principles of discrimination (‘do
not target the innocent’), necessity and proportionality (Miller 2021; Henschke
et al. 2024). Accordingly, in determining whether or not it is morally and legally
permissible for NSI agencies to establish any given bulk database (e.g., a universal
DNA database), or to have some right of access to an existing bulk database not
held in a NSI agency or other law enforcement agency (e.g., health, medical, bio-
metric and genomic databases held in a wide array of public and private sector
organisations), there needs to be recourse to considerations of institutional purpose
and to the principles of necessity, proportionality and discrimination. Moreover,
in order to ensure accountability, NSI agency access to external databases might
require a warrant issued by a judicial officer in accordance with these principles.

There are individual rights to the data and to the collective goods, such as public
health and, in the cases of interest to us, national security which itself may depend
on the maintenance of public health, e.g., prevention of pandemics (see the fifth
section below). However, matters are more complex than this, since there is an
intervening collective epistemic good — namely the aggregated data. This collective
good is epistemic since it consists in information or perhaps knowledge, and it is
an instrumental good by virtue of being a means to realise the goods of public
health and security. The question that now arises pertains to the nature of the own-
ership, or moral rights, to this collective epistemic good. After all, any data element
pertaining to a single person is unimportant considered on its own. It is only the
aggregate of data that has utility. Big data is the means to the end. We suggest
that this collective epistemic good is jointly owned by those who contributed their
personal data (Miller and Bossomaier 2024, Ch. 5).
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Of what does this joint ownership consist, given that the data in question needs to
be analysed if it is to be useful for public health and security purposes? Presumably,
the joint owners of the data contribute their data on the condition that it is analysed
in certain ways, to realise certain purposes (e.g., to prevent and mitigate diseases).
However, it would not follow from this that their joint rights to the data and, for that
matter, the underlying individual rights to it, had been extinguished.

Clearly the existence of biobanks or databases gives rise to data security
concerns. Data security is compromised if unauthorised actors gain access to the
biological material or data in question and either steal it (and potentially release
it), tamper with it (or otherwise change it) or destroy it. In the case of human bio-
metric, genomic, medical or healthcare data, unauthorised access may consist of
the violation of one or more of the following related moral (and possibly legal)
principles: privacy rights; confidentiality; autonomy rights (e.g., rights of an indi-
vidual to control their data); personal identity rights (e.g., biometric data); owner-
ship (e.g., intellectual property rights). We take that data pertaining to features of
one’s personal identity includes such things as DNA data and facial images (Miller
and Bossomaier 2024, Ch. 5).

In the light of the above discussion, we can identify some of what is morally at
stake when the data security of biobanks and health, medical, biometric and gen-
omic databases is compromised. Self-evidently, one or more of the individual moral
rights mentioned above, namely, privacy, autonomy and personal identity might
have been violated; moreover, the moral principles of confidentiality and owner-
ship might have been flouted. Further, if data security breaches become widespread
then individuals might not provide their personal health, medical, biometric or gen-
omic data, supposing this to be optional. Indeed, in some cases their collective
moral responsibility to do so might be overridden or, at least, they might think it
is, given the moral costs to themselves in terms of privacy and other violations, if
they do. Consider, for instance, people who have self-tested positive for COVID
but suffer only mild symptoms. They might be reluctant to provide their health
data, including their test results, location and movements for the purposes of con-
tact tracing and tracking, given they do not believe public health authorities are
able to prevent data security breaches. This reluctance may undermine provision
of the public health and national security benefits, i.e., the collective goods, of the
databanks in question.

Aside from the failure to provide collective goods, there are the collective harms
caused by some biobank or data security breaches. Depending on the nature and
extent of these harms, they may have national security implications, as in the case of
an attack on critical public health but also the possibility of samples of pathogens,
such as Ebola, held in biobanks being stolen and used for bioterrorism. Moreover,
if the data security of biometric and genomic databases, such as DNA databases,
is compromised then this might directly impact national security institutions them-
selves, e.g., adversarial foreign states accessing DNA data in conjunction with
open source and other information may be able to generate the genetic identity
of, say, US field agents and other national security personnel (Rioss 2022, 1397).
Finally, there is the threat posed by universal forensic databases, e.g., universal
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DNA databases, and especially by the integration of these databases with a wide
array of bulk databases, including (but not limited to) health, medical, biometric
and genomic data established for research and health purposes. Here the spectre
of the surveillance state, as is evident in the case of China’s Uighur population in
Xinjiang (Qiang 2019), looms large.

Pandemics

As noted above, pandemics are a potential security problem (as well as a safety
problem). In the case of the COVID-19 pandemic, an actual serious security
problem arose by very large numbers of people knowingly or, at least, negligently —
i.e., by refusing to take reasonable precautions against its spread, such as by getting
vaccinated; or, in the case of political leaders, refusing to implement policies enab-
ling and requiring people to take reasonable precautions — infecting other people,
leading to the severe illnesses and deaths of very large numbers of people, e.g. over
one million in the US.

Inadequate regulation of cyberspace, and of social media platforms in particular,
has enabled antivaxxers to spread disinformation, propaganda, and conspiracy the-
ories in order to discredit vaccination programmes and, typically, play down the
severity of the virus. This has had the effect of facilitating the spread of the pan-
demic by virtue of the large numbers of unvaccinated people who, nevertheless,
continue to interact with others as though being infected was not a serious health
risk. In some cases, antivaxxers have engaged in violent protests, like the so-called
freedom convoy to Ottawa in early 2022, which led to the shutdown of the down-
town area of a major city, the closure of a major US/Canada border crossing for
a couple of weeks and the declaration of a state of emergency by the premier of
Ontario (Woods and Pringle 2022).

Moreover, the problem has been compounded by foreign intervention and,
specifically, the use of computational propaganda by Russia and China, in par-
ticular, in the overall national security context of the waging of cognitive warfare
against Western liberal democracies (Miller 2023). Regarding computation propa-
ganda, the advent of social media platforms and the associated cybertechnologies,
such as algorithms and automated software (e.g. bots that mimic real people), has
brought with it an exponential increase in the spread of disinformation, misinfor-
mation, conspiracy theories, hate speech and propaganda on the part of a wide
array of actors, including individual citizens, single-issue pressure groups, right-
wing and left-wing extremist groups, terrorist groups, criminal organisations,
and, importantly in relation to our concerns here, state actors, notably Russia and
China. Cognitive warfare is a recent development that makes use of computational
propaganda. Cognitive warfare emerged from prior related non-kinetic forms of
warfare, such as PsyOps operations and Information Warfare. In doing so it has
relied heavily on new communication and information technologies, notably Al.
Key features of cognitive warfare include its targeting of entire populations (as
opposed to, for instance, merely military ones in wartime), its focus on chan-
ging a population’s behaviour by way of changing its way of thinking rather than
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merely by the provision of discrete bits of false information in respect of spe-
cific issues (e.g., denying the extent of casualties in a kinetic war), its reliance on
increasingly sophisticated psychological techniques of manipulation, and its aim
of destabilising institutions, especially governments, albeit often indirectly by way
of initially destabilising epistemic institutions, such as news media organisations
and universities. Importantly, cognitive warfare has been able to harness the new
channels of public communication, such as social media, upon which populations
have become increasingly reliant. Moreover, in some contrast with traditional ideo-
logical contestation, e.g., the ideological conflict between the Soviet Union and
the West during the Cold War, in which each of the protagonists have a system or
quasi-system of ideas to try to ‘sell’, cognitive warfare also has a very strong initial
focus on sowing division and undermining cooperation in its target population by
emphasising existing differences and promoting polarising views, e.g., promoting
both extreme left-wing and extreme right-wing views. In short, cognitive warfare
makes heavy use of computational propaganda. Russia and China seized upon the
opportunity of the COVID pandemic to increase their operations in cognitive war-
fare, e.g., to promote various conspiracy theories in the US population to promote
the anti-vaxxer campaign.

If left unchecked, pandemics by their very nature lead to security problems
(e.g., security breaches at quarantine facilities and overcrowded hospitals, violence
at retail outlets due to food shortages, and violent protests against lockdowns).
Accordingly, the lack of regulation in cyberspace has not only had the effect of
enabling the views of antivaxxers and the like to flourish, thereby undermining
vaccination programmes, but it has also caused security problems to arise as a con-
sequence of an uncontrolled pandemic.

It is, of course, impossible to precisely determine the extent to which the COVID-
19 virus has been spread knowingly or negligently. However, the number of people,
including national leaders, such as former US President Donald Trump and former
President of Brazil Jair Bolsonaro, who have through their public stance on vaccin-
ation inadvertently facilitated the spread of the virus is presumably in the hundreds
of thousands, if not millions. Moreover, pandemics, and certainly COVID-19, create
tremendous burdens on critical health infrastructure (e.g., hospitals), cause large-
scale economic downturns, and potentially lead to political instability. In short,
while pandemics are in the first instance a personal security problem, as well as a
safety problem, they are also a potential national security problem.

Governments around the world have used a variety of measures to respond to
the COVID-19 pandemic. These measures include identifying the occurrence and
spread of an infectious disease in a community — notably, by means of disease
reporting requirements, which have traditionally taken place by phone, mail, or
fax, but more recently by means of digital disease reporting, including syndromic
surveillance (e.g., observance of disease categories identified by means of clusters
of symptoms). Other measures seek to stop the spread of the disease by means
of economic lockdowns, curfews, border shutdowns, quarantines, contact tracing,
social distancing, hand washing, mask wearing, and so on. They also include, cru-
cially, the creation of vaccines to generate a degree of immunity.
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An important global institutional framework for combating pandemics is the
International Health Regulations (IHRs), which involved the establishment of a
global surveillance system for public health emergencies (MacLeish 2017, 70—
73). This surveillance system collects and analyses public health data in order
to generate information to enable the assessment of threats to public health, not-
ably pandemics, and the determination of appropriate responses to these threats.
The system operates locally, nationally and globally. Nation-states are required
to notify the WHO of public health emergencies that might transcend national
boundaries, e.g., pandemics. According to MacLeish (MacLeish 2017, 71), under
the IHRs national sovereignty is subordinated to the derived collective good of
global disease surveillance and, ultimately, the collective goods from which it is
derived, namely, global public health and global security (and, therefore, national
security) in so far as global security relies on global public health. Of course, the
IHRs are not enforceable, at least in the case of powerful nations such as China.
Nevertheless, the global surveillance system is a clear example of the applica-
tion of our framework of collective responsibility in the service of a collective
good(s).

Cybertechnology, such as metadata and phone apps, has been used for contact
tracing. Moreover, there is an important role for big data and associated analytics,
including machine-learning techniques, in the prevention and mitigation of
pandemics, especially when used in conjunction with whole genome sequencing
(WGS) (CDC 2022). This pathogen WGS data can be linked to administrative
and other big data, like mobile phone tracking data (GPS) and social media use,
to provide very early warning and accurate monitoring during the early stages of
disease outbreaks. Moreover, the digitised health and genetic data of populations
can be used more generally to identify groups that are particularly vulnerable to
specific pathogens, especially when such data is linked with social media data,
as well as data about age, location, occupation, and so on. It can also be used
for research purposes (e.g., creation of vaccines). However, as we saw in the
third section above, there are significant data security risks associated with health
and genetic databases and, potentially at least, under certain circumstance these
may offset the benefits; certainly these risks need to be mitigated and taken into
account.

As also mentioned in the third section above, there is potential utility in sharing
health and genetic data stored in databases in the form of a health and medical
information commons (HMIC) to combat pandemics. Moreover, our framework of
collective goods and associated collective responsibilities is applicable to HMICs.
Firstly, there is a collective moral responsibility to combat a pandemic. Secondly,
there might be a derived collective moral responsibility to contribute to the creation
of such a commons by providing relevant personal data, including not only health
and genetic data linked to social media data for research purposes, but also location
data from one’s smartphone for contact tracing purposes. However, it is important
to note that the contribution to the commons should have a defined time horizon
and defined connectivity with other data. Thus far, there has not been a great deal of
progress in relation to a global health and medical information commons to assist
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in the control of pandemics. On the other hand, as mentioned above, there have
been significant developments in relation to technologically enhanced communic-
able disease surveillance systems and contact tracing.

Governments have used metadata, apps, social media and messaging services
to respond to the COVID-19 pandemic. For instance, South Korea has used phone
metadata tracking to directly inform community messaging about the virus (Sorell
2023; Miller and Smith 2023). The government publishes anonymised data of
the locations of individuals who have contracted COVID-19, making it avail-
able to the public via websites and apps. Text messages are sent to citizens in a
specific locality by the health authority. These are very specific and can include
anonymised maps of individuals’ location history. Depending on the population
size of the locality, the specificity of these messages may allow those individuals
to be identified, and therefore may infringe upon privacy rights. However, under
certain conditions, the collective moral responsibility to combat the pandemic may
override individual privacy rights — and, therefore, the right to autonomy, which is
constitutive of privacy.

For, as mentioned above, the right to privacy is not absolute; it can be overridden.
Moreover, its precise boundaries are unclear. A person does not have a right not to
be observed in a public space, but arguably does have a right not to have their
movements tracked by their smartphone, even if this right can be overridden under
certain circumstances. For instance, this right might be overridden if a person
has been directed to self-isolate in a hotel because they have recently returned
from overseas — and then only for the purpose of identifying other members of the
public who may have been exposed to the virus. Moreover, their right to freedom
of movement might also be overridden, given the need for quarantine and, if neces-
sary, enforced quarantine.

What of persons who are carrying the COVID-19 virus and are at a risk of
passing it on to other members of the community? Presumably, it is morally accept-
able to utilise available data to identify these persons. If so, then it seems mor-
ally acceptable to utilise metadata to identify whom these individuals may have
contacted, to isolate them, and to provide treatment as early as possible to reduce
the chance that they will become ill and possibly die. This will reduce the number
of people to whom they will pass the disease.

Evidently, strategies for combating COVID-19 involve a complex set of often
competing, and sometimes interconnected (e.g., some privacy rights, such as con-
trol over personal data, are themselves aspects of autonomy) moral considerations.
Hard choices have to be made. However, the idea of a collective responsibility on
the part of individuals to jointly suffer some costs (e.g., loss of privacy rights) in
favour of a collective good (e.g., eliminating or containing the spread of COVID-
19) lies at the heart of all such effective strategies. This idea provides the theor-
etical framework for contributing to the collective goods of global public health
and security, including, but not restricted to, the prevention and mitigation of
pandemics.

Moreover, even if the collection, storage and analysis of health and medical
data in an information commons, and the use of metadata or similar tracking and
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tracing methods, can be morally justified in principle as necessary to avert the
threat to the collective good of public health (indeed, global public health) and the
collective good of national security (indeed, global security) posed by COVID-
19, nevertheless, ethical problems arise from the expanding use of such data for
public health surveillance and other security purposes. This is especially the case
because of its potential interlinkage with other data available to governments, such
as data from social media, biometrics and the rapidly developing capabilities of
data analytics and artificial intelligence. First, as already mentioned, and discussed
in the third section, these problems include data security risks. Second, the security
contexts in which the use of this data is to be permitted might become both very
wide and ongoing. For example, the COVID-19 (‘biosecurity emergency’) context
becomes the need to prevent future pandemics and maintain public health more
generally; just as, arguably, the ‘war’ (without end) against terrorism became the
war (without end) against serious crime; which, in turn, could at the limit become
the ‘war’ (without end) against crime in general and, in doing so, result in unneces-
sary and disproportionate curtailment of civil liberties. Third, data, including
surveillance data, which was originally and justifiably gathered for one purpose
(e.g., taxation or combating a pandemic) is often interlinked with data gathered for
another purpose (e.g., crime prevention or in the service of national security), for
which there might not be an appropriate justification. Metadata use, in particular,
has expanded in some countries, from initially being used by only a few police and
security agencies to wide use by governments in many Western countries. This is
an example of function creep and illustrates the potential problems that might arise
as the threat of COVID-19 eases.

However, as mentioned in the beginning of this section, the public health and
national security problems arising from disinformation, computational propaganda
and cognitive warfare during a pandemic (and in the overall context of an unregu-
lated cyberspace) might present a moral problem of greater magnitude than either
data security risks or potential function creep during and after a pandemic; or at
least this might be so for Western liberal democracies.

Dual Use Problems

The history of science and technology is replete with examples of scientific research
being used intentionally or unintentionally to create weapons, including WMDs.
Scientists have developed chemical, nuclear, cyber and biological weapons. Such
weapons include the following historical examples: the mustard gas used by
German and British armies in World War 1; the aerial spraying of plague-infested
fleas by the Japanese military in World War 2 that killed thousands of Chinese
civilians; the dropping of atomic bombs on Hiroshima and Nagasaki by the US Air
Force in World War 2; the large-scale biological weapons programme in the Soviet
Union from 1946-1992; the biological weapons programme of the apartheid gov-
ernment in South Africa, and; the use of chemical agents against Kurds by Saddam
Iraqi Hussein’s regime in 1988 and in 2015 by the Assad government in Syria
against opposition forces. More recently, cyber-technology has been used to create
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cyber-weapons which have the potential to cause large-scale harm, e.g. malware
used in denial of service attacks. Stuxnet was a worm used to disable Iran’s nuclear
facilities and, more recently, WannaCry disabled the UK National Health Service’s
computer systems.

It goes without saying that WMDs are an extraordinary national security threat
and, indeed, a global security threat. Therefore, they are, or ought to be, a major
focus of NSI agencies. Moreover, of necessity this focus needs not only to be on
adversary national security agencies and WMD facilities but on their own relevant
facilities and their scientists and engineers. Thus in recent decades there have been
a number of high profile ‘defections’ of scientists from developed liberal demo-
cratic states to authoritarian and/or less developed states with WMD programmes.
For example, as mentioned above, Abdul Qadeer Khan joined, and in large part
established, Pakistan’s nuclear weapons programme after working for Urenco in
the Netherlands, and Frans van Anraat (also from the Netherlands) went to Iraq to
assist Saddam Hussein’s WMD programme producing mustard gas.

The security threat posed by WMDs involves various categories of harm and
exponentially increases the magnitude of these harms. The ‘harms’ in question
include not only physical and psychological harms to human beings, but also
damage to material things, such as artefacts and the physical environment, damage
to institutions and, for that matter, to computer software and the like. The security
threat posed by WMDs is perhaps most obvious in the case of chemical and nuclear
weapons. However, the security threat associated with infectious diseases relating
to their potential use in biological weapons is also a major concern. The use of a
highly contagious and deadly infectious disease in a biological weapon could lead
to an epidemic with catastrophic consequences.

The potential users of WMDs include not only state actors but also non-state
actors, such as terrorist groups, nihilistic ‘end-of-the-world’ groups and, poten-
tially, malevolent ‘lone-wolf” actors. Of course the threat of the use of some
WMDs by some kinds of malevolent actor is far greater than others. The military
forces of nation-states with sophisticated R&D programmes are far more likely
to use nuclear weapons than non-state actors, at least in the near-term. On the
other hand, the use of chemical weapons by non-state actors, such as international
terrorist groups, is far more likely than is their use of nuclear weapons. This is
in part because of the availability of stockpiles of the relevant toxins and in part
because the delivery systems of chemical weapons are relatively unsophisticated.
Biological weapons are different again. Much debate regarding the threats posed
by biological weapons — and bioterrorism in particular — has focused on the issue
of so-called dual-use life science research (NSABB 2015; Miller 2018). While
advances in genetics, biotechnology, and synthetic biology may lead to important
medical progress, they might also enable production of a new generation of bio-
logical weapons of mass destruction. Such dangers are well illustrated by recent
research (conducted in the Netherlands and United States) that demonstrated how to
produce a strain of avian influenza (H5N1) that is highly contagious among ferrets
(which provide the best model for influenza among humans). Due to concerns
about the public health and security implications of publishing details about this
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research, the US National Science Advisory Board for Biosecurity (NSABB), in
December 2011, recommended that detailed description of materials and methods
be omitted from publications (in science journals) describing the experiments in
question (2015). Dual use problems pose a particularly acute problem in relation
to national security. On one hand, dual use research ought to be allowed since it is
beneficial to humankind. But on the other hand, it is potentially highly dangerous;
indeed it can be used to enable WMDs. Let us get greater clarity on the problem of
dual use science and technology.

The problem of dual-use ethical dilemmas in relation to powerful, new and
emerging technologies, including genomics and biometrics, arises because such
technologies have the potential to be used for great harm as well as for great
good (Miller and Selgelid, 2007; Miller and Selgelid 2008; van der Bruggen et al.
2011; Tucker 2012; Miller 2013; Miller 2018). As stated above, on the one hand,
such technologies can contribute greatly to individual and collective well-being.
Consider, for example, nuclear technology that enables the generation of low-cost
electricity in populations without obvious alternative energy sources. So nuclear
technology is a good thing. On the other hand, these same technologies can be
extremely harmful to individuals and collectives; indeed, can be used to create
WMDs. Consider, for example, the atomic bombs dropped on Hiroshima and
Nagasaki. So it seems that some powerful technologies or, at least, some uses of
some powerful technologies, are a bad thing and, therefore, knowledge of these
technologies is a bad thing and ignorance a good thing. Accordingly, the question
arises as to whether we ought to limit the development of these technologies or,
more likely, restrict the uses of these technologies and, in particular, the prolifer-
ation of these technologies and perhaps dissemination of the knowledge how to
develop them (assuming this is possible).

By definition, dual-use technologies are potentially harmful as well as bene-
ficial, and therefore, there is a need to limit these technologies, or their uses, in
a manner that decreases the risk of harm while preserving the benefits. In rela-
tion to the potential for harm, governments, regulators, scientists, designers and
manufacturers technology and, in the cases of interest to us, law enforcement and
national security agencies who use the technology, have a moral responsibility and,
specifically a collective or joint moral responsibility, even if not at present a legal
responsibility, to cooperate in order to avert or, at least, minimise the risks; so
dual use research and technology is a matter of collective moral responsibility to
avert or minimise harm. But how does collective responsibility figure in the various
scientific, technological and institutional contexts in question? More specifically,
should some dual use research and technologies be impermissible or, if not, should
certain uses of these technologies be curtailed? More generally, what institutional
arrangements, e.g., regulations, ought to be put in place in relation to dual use bio-
metric technologies and uses thereof, specifically in the context of this work by
security agencies? We note that given the global threat posed by dual use biometric
technology (e.g., virulent transmissible pathogens resulting from gain of function
research know no borders) the institutional arrangements require international
cooperation; there is a collective moral responsibility on the part to nation states to
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develop, implement and enforce a global regulatory framework to deal with these
dual use problems (and related threats).

‘Dual use’ refers to scientific research or technology that can be used for both
beneficial/good and harmful/bad purposes. However, this general sense of dual
use is too broad since it has the effect that almost everything could count as dual
use. For instance, machetes are used for farming, but they were also used in the
Rwandan genocide in 1994 as tools of murder. So we require a narrower notion
of dual use. Most of the current debate has focused on research and technologies
with implications not simply for weapons but for weapons of mass destruction
(WMDs), in particular — i.e., where the harmful consequences of malevolent use
would be on an extremely large scale. That said, defining dual use simply in terms
of WMDs yields too narrow a notion given, for instance, the possibility of creating
de novo new pathogens which are both highly virulent and highly transmissible
(NSABB, 2015; Selgelid, 2016) but might not be weaponised. Accordingly, let us
try to get a better fix on a serviceable notion of dual use by setting out a number of
different preliminary definitions of dual use familiar in the literature and doing so
on the assumption that any definition will involve a degree of stipulation (Miller,
2018 Ch. 1).

Research or technology is dual use if it can be used for:

Military and civilian (i.e. non-military) purposes;

Beneficial and harmful purposes — where the harmful purposes are to be realised
by means of WMDs;

3 Beneficial and harmful purposes — where either the harmful purposes involve
the use of weapons as means, and usually WMDs in particular, or the large-scale
harm aimed at does not necessarily involve weapons or weaponisation.

[N

In relation to the purposes (or ends) of the research, we need to distinguish the
following conceptual axes: (i) beneficial/harmful; (ii) military/non-military; and
(iii) within the category of military purposes, the sub-categories of offensive/pro-
tective. Consider the aerosolisation of a pathogen undertaken for a military purpose.
The purpose in question might be offensive, e.g. biowarfare; but it might simply
be protective, e.g. to understand the nature and dangers of such aerosolisation in
order to prepare protections against an enemy known to be planning to deploy the
aerosolised pathogen in question as a weapon.

The categories beneficial/harmful and military/non-military do not necessarily
mirror one another. Some non-military purposes are, nevertheless, harmful, e.g. the
supplier of a vaccine releasing a pathogen to make large numbers of people sick
in order that the sick buy the vaccine against the pathogen and, thereby, increase
the supplier’s profits. And some military purposes might be good, e.g. the above-
mentioned research on the aerosolisation of a pathogen undertaken for purely pro-
tective purposes in the context of a morally justified war. The United States Project
BioShield is an example of research aimed at providing ‘new tools to improve
medical countermeasures protecting Americans against a chemical, biological,
radiological or nuclear (CBRN) attack’ (USDHSS 2004). However, some of the
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protective research would probably yield results that could assist in the develop-
ment and delivery of biological weapons.

Notice that in the case of GOF research, such as research that enables the cre-
ation of a highly virulent pathogen that is transmissible to humans, the researchers
(presumably) do not have a malevolent purpose (Selgelid 2016). Perhaps they want
to understand the process by means of which such a virulent pathogen might mutate
and put humans at risk having as an ultimate end to create a vaccine against such
a transmissible pathogen. Nevertheless, these researchers have in fact created a
highly dangerous new pathogen which has the potential to be intentionally released
into a human population by persons other than the researchers. Accordingly, such
GOF research is dual use on our definition, notwithstanding that it does not involve
an explicit process of weaponisation.

In light of the discussion thus far, it is clear that there is a need for the imple-
mentation of a significant array of regulatory measures in the biological sciences in
respect of dual use issues, albeit not over-regulation to the point that, so to speak,
the baby is thrown out with the bathwater. Moreover, those with responsibilities in
this regard are many. They include not only researchers, but institutional managers,
members of governments and, for that matter, citizens. Accordingly, and given what
is at stake, there is a collective moral responsibility in this regard. These measures
ought to be integrated such that taken together they constitute a web of prevention;
so the collective moral responsibility is to be institutionally embedded in a web of
prevention comprised of various regulatory measures. Such measures include the
imposition of limits on dual-use experiments and on the dissemination of poten-
tially dangerous information resulting from dual-use discoveries. Moreover, the
national security threat posed by dual use research in the biological sciences, NSI
agencies need to have a critical role in relation to the development and implementa-
tion of these regulatory measures and, of course, in ensuring that the regulations are
being complied with both nationally and, in so far as it is possible, internationally.

Some obvious regulatory measures that should be considered include the
following ones identified by Miller (Miller 2018: 112—113) and Miller and Selgelid
(2007) (see also van der Bruggen, Miller and Selgelid 2011): regulations providing
for mandatory physical safety and security of the storage, transport and physical
access to samples of pathogens, equipment, laboratories etc.; licensing of a limited
number of laboratories to engage in research involving dual-use technologies;
vetting of researchers; censorship constraints, e.g., research findings might need to
be disseminated in such a way that anyone being informed of these findings would
not be able to replicate the experiments that enabled the results reported in the
findings; an international agreement on safety and security procedures in the bio-
logical sciences, including but not restricted to dual use issues and export controls
worldwide; verification procedures should be added to the Biological and Toxin
Weapons Convention.

As noted above, there is a collective moral responsibility on the part of nation
states to implement and enforce a set of regulations, such as the ones just proposed.
However, there is a collective action problem with respect to a number of these,
including the requirement for verification procedures. Nation-states are adversaries
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in the development of technology and, in some instances, adversaries to the point of
waging war, as the Russian invasion of Ukraine and NATO’s support of Ukraine,
demonstrates. Moreover, as noted above, there is a history of biological warfare
programmes. In this adversarial international context, international cooperation
confronts a collective action problem (Miller 2013). On the one hand, it is in the col-
lective interest to cooperate in relation to dual use problems in the biological sciences
to prevent massive collective harm in the form of, for instance, a catastrophic pan-
demic or biowarfare and the proliferation of biological weapons. On the other hand,
it might be in the interest of each, or at least some, to free-ride, i.e., to press ahead
with dangerous dual use research or to develop a ‘defensive’ biowarfare programme.

Conclusion

The focus of this chapter has been on biosecurity problems that constitute national
security problems and, therefore, require national security intelligence activity and,
specifically, the ethical dimension of such national security intelligence activity.
We have provided conceptual distinctions between biosecurity and biosafety,
and between national security and national interest, and introduced a normative
framework based on the concepts of collective moral goods and collective moral
responsibility. We have discussed in general terms three fundamental problems
with an ethical dimension, namely data security (broadly construed), pandemic
control and dual use issues. Each of these issues deserves much greater attention
than could be given in a single book chapter. Moreover, we have not addressed a
number of important biosecurity problems with an ethical dimension. For instance.
we have not addressed directly and in detail bioterrorism and biowarfare, although
each of the three problems that are discussed have important implications for com-
bating bioterrorism and biowarfare. In relation to dual use problems in the bio-
logical sciences, we have focused on developments in synthetic biology in respect
of pathogens. However, the so-called CRISPR revolution involves gene editing in
respect of humans and, as such, brings with it an array of acute ethical problems.
The analysis of these will need to be left for another day.
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8 Improving the Health Security
Intelligence Workforce and
Research Agenda

Kathleen M. Vogel

Introduction

The COVID-19 pandemic has illustrated the current and future need for incorp-
orating health security intelligence knowledge and expertise into the intelligence
community (IC) workforce. Traditionally, expertise in health security has not been
a driver in the hiring and professional development of intelligence practitioners.
In general, this state of affairs is because Patrick Walsh writes, “historically ICs
have not had a good understanding of bio-threats and risks from the Cold War up
to and after the Coalition invasion of Iraq in 2003 (Walsh 2020, 586). To better
understand natural, accidental, and deliberate causes of disease outbreak and trans-
mission, health security expertise, ranges from the biological and life sciences,
medicine, public health, animal health, epidemiology, physical sciences, data/
information science, public policy, humanities, and the social sciences (Morens
et al. 2020; Wilson & McNamara, 2020; Jehn et al., 2022; Seth 2018; Desclaux &
Anoko 2017; Smith et al. 2019; Taylor 2019; Bernard et al. 2021; Ross et al. 2021;
Bernard & Sullivan 2020).

It can also encompass specialized expertise related to biological weapons
(e.g., how different state and non-state actors have developed and used biological
weapons), as well as the intersection between disease and war/conflicts, and
how these issues could pose additional types of health security threats (Wheelis
2000; Smallman-Raynor & Cliff 2004; Geissler & van Courtland Moon 1999;
Guillemin 1999). There has been recognition that currently the number of world-
wide bioweapons experts, who have deep knowledge of former weapons programs,
is diminishing due to aging/retirement, death, and a lack of career opportunities
for young professionals. All of this, coupled with the fact that more new emer-
ging diseases are expected to appear worldwide due to climate change, displaced
populations, conflict, a rise in antimicrobial drug resistance, globalization, and
other factors, we can expect the demand for health security intelligence to rise—
particularly within intelligence communities as they are tasked with identifying
security threats to the homeland (Office of the Director of National Intelligence
2023; National Intelligence Council 2021). The key question then becomes how to
start inculcating and building up health security expertise within intelligence com-
munities now and in the years to come. It should be stated, however, that although
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greater engagement with, and development of, health security expertise by the IC
is desirable, it remains to be seen whether national governments and their intel-
ligence agencies might prioritize such initiatives. In spite of this, it is useful to
consider different approaches that one could take to guide IC workforce develop-
ment strategy for health security—each has pros and cons that would need to be
considered by intelligence officials. These will be outlined in the sections below.

Building Health Security Expertise and Knowledge within Intelligence
Communities

To date, there have been a series of debates within intelligence communities about
whether intelligence practitioners should be “generalists” (have broad knowledge,
be able to work on many different accounts, and able to be fungible) or “specialists”
(able to have particular expertise that they apply to a specific work account for
extended periods of time). Historically, specialists, particularly within the ana-
lytic cadre, have dominated intelligence community practices. This was true, for
example, in the United States through much of the Cold War. However, starting in
the 1970s and more acutely after the Cold War ended and the rise of concerns over
new state and non-state actor threats in the 1990s, U.S. IC management preferred
to train and hire analysts who were generalists so that they could be adaptable for
whatever security threat might arise (Russell 2007). This preference has intensified
in subsequent decades, such that now the generalist model for hiring and promotion
is dominant in the U.S. intelligence analytic cadre. Although the generalist model
can allow for more management flexibility, it can also be a contributing factor to
producing erroneous threat assessments when important expertise is not available
or used, as was seen in the intelligence failures leading up to the 2003 Iraq war
(Vogel 2013; Kerr et al. 2005).

Discussions about future intelligence workforce needs on health security demand
that IC officials consider the implications of whether a “generalist” or “specialist”
hiring strategy is pursued. As noted above, the multi-disciplinary nature of health
security intelligence means that regardless of which intelligence community (IC)
workforce strategy, or combinations of strategy, are chosen, there will be a need
to incorporate a range of disciplinary knowledge and expertise as health security
threats arise (Lentzos et al. 2020).

If one adopts a specialist model, a first approach could be to launch a hiring
priority on health security expertise to augment the existing IC analytic work-
force. These hires could be positioned within different regional or functional units
within IC analysis and collection. An alternative approach would be to create new
centers within the IC where this specialized expertise is housed, similar to how the
U.S. Central Intelligence Agency (CIA) has recently created a new Directorate of
Digital Innovation and a new China Mission Center to focus attention and expertise
on these high priority issues (Central Intelligence Agency n.d.a; Marquardt 2021).
Interestingly, in December 2022, the U.S. Department of State announced that it
would establish the Bureau of Global Health Security and Diplomacy to strengthen
its capabilities in preparing and responding to global health security threats
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(Blinken 2022). One can anticipate that the State Department’s intelligence arm,
the Bureau of Intelligence and Research, would also play some role in this new
Bureau although this remains to be revealed.

More opportunities for professional development among the IC workforce
could be created to support either generalists or specialists that would involve
academic outreach. IC analysts could spend rotations at universities to learn about
different knowledge sets and analytic techniques related to projecting future
health security threats or deepen their existing knowledge about health security
issues from institutions such as the WHO Collaborating Center for Global Health
Security at Johns Hopkins University (Arizona State University, n.d.; World
Health Organization, n.d.). There is also the IC’s Public-Private Talent Exchange
(PPTE) program, which provides IC personnel opportunities to engage with pri-
vate sector partners and learn new skills and expertise (Office of the Director of
National Intelligence, n.d.); these could be applied to private sector entities with
expertise in health security collection and analysis (e.g., pharmaceutical or bio-
technology industries, biosurveillance and data analytics companies). To support
these rotations/details, there need to be new promotion and reward opportun-
ities for IC practitioners, and also a more flexible work routine to allow it. The
COVID-19 pandemic has opened the door for more flexible work arrangements,
including remote work and there are various IC debates about if these would con-
tinue in the future (Danoy 2021; Landon-Murray & Anderson 2021; Gioe et al.
2020). These arrangements, however, would provide analysts with more oppor-
tunities and flexibility to meet and talk to experts on the outside and attend rele-
vant health security meetings, seminars and other educational opportunities to
build their health security expertise in-house. However, it should be recognized
that not all health security needs should be built within the IC—the ICs of any
country could work to collaborate more with public health agencies and other
public health experts to augment its in-house capabilities (e.g., reaching out to
national academies of science members for specific technical questions). In turn,
external outreach by the IC to public health experts could enhance the ability of
the public health community to better understand national security concerns, as
well as national security approaches to threat assessment, such as early warning
methods.

Another parallel approach would be to draw on relevant outside experts and
bring them into the IC for short- or long-term postings. The State Department’s
Bureau of Intelligence and Research’s Analytic Exchange program convenes
leading experts from academia, thinktanks, nongovernmental organizations
(NGOs), and private industry worldwide to participate in meetings, workshops,
seminars on IC-relevant topics (U.S. Department of State Bureau of Intelligence
and Research, n.d.). There is also the Jefferson Science Fellowship program (run
by the U.S. National Academies of Science) that brings in tenured professors from
American universities into the U.S. Department of State to work for one-year in a
variety of bureaus, including the Bureau of Intelligence and Research (INR), one
of seventeen intelligence agencies within the U.S. IC (U.S. National Academies of
Science, Engineering, and Medicine n.d.). Moreover, the CIA has also launched a
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new CIA Technology Fellows program to bring promising experts to the agency for
one to two years of public service (Harris 2021).

In contrast to the United States, Patrick Walsh has noted, the Australian
Intelligence Community, “has been more insular and risk adverse in its approach
to external research collaboration than other Five Eyes partners such as the US
and Canada” (Walsh 2016, 14). In 2018, the Office of National Intelligence in
Australia created an emergent academic outreach program, but it is still under
development and a more formalized program is needed. While some progress in
the last couple of years is evident, it is unclear whether health security will be
considered within this program (Walsh 2022). Australia also has a national intel-
ligence science advisory board, which includes senior IC managers, and prom-
inent STEM and social science academics for advising on where research priorities
should be invested (Walsh 2022); this advisory board could consider research pri-
orities in the health security space. In Canada, the Canadian Security Intelligence
Service (CSIS) has had for many years its Academic Outreach and Stakeholder
Engagement program, which has periodically engaged with the academic and
research community through various workshops and meetings; although these
programs have not focused on biological threats or health security, more oppor-
tunities here could be geared potentially towards relevant health security issues
(Government of Canada 2022; Tiernan 2017, 147-62).

On the research front, there are also opportunities for outside experts to work
on health-security related intelligence projects relevant to the U.S. IC, such as in
the CIA Labs which was created in 2020 to bring together CIA officers together
with the private sector and academics to conduct research on science and tech-
nology matters that relate to CIA interests (Central Intelligence Agency, n.d.b),
as well as the Intelligence Advanced Research Projects Agency (IARPA). For
example, [ARPA has sponsored a series of research programs around COVID-19
(Intelligence Advanced Research Projects Agency, n.d.). Also, the IC Associates
program enables academics to work with the IC on a contractual basis and conduct
studies/white papers/consultations related to IC topics of interest (The Intelligence
Community Inc, n.d.).

Moreover, there are existing national research collaboration programs avail-
able among the “Five Eyes” (Australia, Canada, New Zealand, the United
Kingdom and the United States) that could promote more work on health security
intelligence: These include the U.S./UK NSF-UKRI partnership to promote
collaborations between U.S. and U.K. academic scholars; these projects could
involve topics related to health security issues involving both technical and
social science expertise (National Science Foundation, 2022; UK Research and
Innovation, 2022). There is also an NSF—Canada research partnership that could
be expanded to include health security topics of mutual interest (National Science
Foundation, 2021). In Australia, its Office of National Intelligence (ONI) set up
about two years ago a National Intelligence and Security Discovery Research
Grants (Intelligence Challenges) scheme, which is administered currently by the
Australian Research Council, but funded via the ONI, which could support health
security “challenges.” Indeed, in a recent funding round, ONI identified “emerging
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biological and materials science exploitation challenges” as one of its key research
priorities, which funding research that can improve the ability of Australia’s IC
to “detect, identify, analyse, counter, defeat and prosecute threats” from emerging
biotechnologies (Office of National Intelligence 2023). The Australian Department
of Defence National Security Science and Technology Centre (NSSTC) has a
similar scheme to support research of national security and intelligence interest.
A national social science intelligence research group, with various interest sub-
groups focused on social and behavioral sciences has also been established in
Australia, but it is still in preliminary stages (Walsh 2022). In addition, there was
a recent Australian CSIRO-U.S. NSF research collaboration program on artificial
intelligence (CSIRO, 2022); a similar type of funding call could be developed
for health security issues. There could also be other relevant agencies across the
“Five Eyes” that could fund research in health security intelligence. For example,
the U.S. Office of Naval Research Global with the U.S. Embassy in Singapore
sponsors research collaborations between U.S. and Singaporean scientists (Office
of Naval Research n.d.; U.S. Embassy Singapore 2021); one could imagine health
security issues relevant to the Asia region being supported through this type of
program.

Beyond IC—academia interactions, there are also useful roles that the larger
area of Open Source Intelligence (OSINT) can play. The IC defines open source
information (either in verbal, written, or electronic form) as that which can be
obtained legally, for instance from the Internet, a human source, or physical
locations that US or allied forces have taken control over (Richelson 2015). Open
source information can include, in electronic or non-electronic form, various cat-
egories, such as: (1) traditional media (e.g., foreign and domestic television, radio,
and print media); (2) information obtained via the Internet which includes online
publications, online reviews, blogs, discussion groups, citizen media and user
generated content (e.g., people taking pictures with their cell phones and posting
them), YouTube, and social media and networking sites (e.g., Facebook, LinkedIn,
Instagram, Twitter), online discussion groups such as Reddit, bookmarking sites
such as Pinterest, and E-Commerce such as Amazon; (3) public government
data (e.g., government reports, budgets, hearings, telephone directories, press
conferences, websites, speeches); (4) professional/industry/academic publications
and commercial data (e.g., commercial imagery, financial and industrial
assessments, databases); (5) seized foreign material; (6) grey literature, including
foreign or domestic open source material that is usually only available through
specialized channels and may not enter normal channels or systems of publica-
tion, distribution, bibliographic control, or acquisition by booksellers or subscrip-
tion agents (e.g., technical reports, patents, business documents) (Richelson 2015;
Henricks 2017).

Although greater OSINT capabilities on health security issues could be
cultivated within the IC, there are also many private sector actors who could be
hired to contractually provide this expertise and capacity to the IC. For example,
there are OSINT entities such as Bellingcat, which is a Dutch-based investiga-
tive journalism group using a variety of online sources, as well as data science
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techniques to investigate security-related issues. Bellingcat has conducted open
source research to dispel a variety of disinformation campaigns and cyber-attacks
related to the COVID-19 pandemic (Koryakina & Jolokhava 2020; Tian 2020;
Antonova 2020). Entities such as Bellingcat could also help the IC assess and
refute various Russian disinformation campaigns about U.S. origins of disease
outbreaks and bioweapons activities (Lentzos & Littlewood 2022). Finally, there
are other private sector companies that collect open source information about local
disease outbreaks worldwide in order to anticipate surges indicating an epidemic or
pandemic (Wilson 2016; Wilson 2018; Wilson et al. 2022).

Regardless of which strategy/approach is pursued, a recent RAND study notes
that there are important considerations for IC workforce planning that can serve
as guideposts for the future: (1) rebuilding lost (or largely absent in the health
security case) capability takes time, (2) resource flexibility is needed, (3) risk is
an essential element in workforce planning, (4) systematic planning shores up
requirements (Nemfakos 2013). Intelligence communities should start strategizing
now about how they will build up health security workforce needs. It is clear that
with many current and future environmental and geopolitical changes that health
security threats will be with us for the long-haul and it is in the IC’s interests to start
planning for new outreach, workforce additions, and professional development to
address these threats on the horizon.

Organizational Questions and Potential Challenges

As noted above, there exist a variety of opportunities and mechanisms for either
building in health security intelligence expertise within the IC or creating new
conduits for acquiring this expertise from the outside. New initiatives could be
launched, with new funding to support this agenda. However, there are poten-
tial intelligence organizational issues that would need to be resolved to ensure
the effectiveness of these new initiatives. Organizationally, who/what should
be the focal point for health security intelligence? How should it be organized
internally compared to other important mission areas? Typically, one way to
focus attention and resources on new threats in the IC is to create “Centers.”
However, one downside is that these approaches may not inculcate health
security expertise more broadly across different regional and functional bur-
eaus/units. Or, alternatively, one could consider creating smaller, innovative
units within different parts of the IC as has been done for other emerging/
experimental issues (Vogel and Tyler, 2019). These kinds of units, however,
tend to be fragile, and require a variety of high level leadership and organiza-
tional supports to last long term.

This gets to the larger issue of who would “own” or have authority over health
security intelligence within the IC or should health security intelligence be seen
as a cross-cutting issue? More often than not, health security intelligence would
likely be housed within units that work on biological weapons issues—but is
that the right home in intelligence moving forward? Health security intelligence
encompasses issues that go beyond purely deliberate attacks. Also, in many
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cases, it can be difficult to know the attribution of an unusual disease outbreak
in the early stages, and so all possible origins need to be investigated. Thus, in
a more provocative move, it is useful to consider: should health security intel-
ligence be the main organizing umbrella for all biological threats within intel-
ligence? Under this formulation, biological weapons threats or other kinds of
deliberate attacks involving biological materials would only be one of several
threats considered for intelligence involving biological issues. This umbrella
health security arrangement would allow for episodes like disease outbreaks and
epidemics around the world to receive more intelligence attention and resources
than they have had in the past. Resolving this issue of who owns health security
intelligence might also help to ward off turf issues or help to resolve conflicts
when difference of opinion/dissent arise among different intelligence experts
about the nature of a health security threat. This problem was seen with the
U.S. intelligence community’s assessment of the COVID-19 origins, in which
the IC was divided between two camps: those who believed the data on the virus
were consistent with a laboratory-associated incident and those who believed the
data were more consistent with a natural exposure to an infected animal (Office
of the Director of National Intelligence/National Intelligence Council 2021;
Pollard and Kuznar 2022, 17-24).

As diseases do not respect borders, there is also a need to develop greater coord-
ination, collaboration, and information sharing mechanisms across the Five Eyes
on health security intelligence. This could take a variety of forms. For example,
the “Five Eyes” could organize regular health security intelligence exercises (e.g.,
audit/after action reports, forecasting/backcasting exercises, scenario planning) to
promote learning and analytic best practices. The “Five Eyes” already organize
regular annual/semi-annual meetings among bioweapons experts; one could think
about using a similar model or mechanism to organize regular health security
meetings among the “Five Eyes” that would also involve a broader array of health
security experts. In the next section I will discuss what a health security research
agenda could look like within and across the Five Eyes.

An Emergent Health Security Research Agenda

I will end this chapter by focusing attention on six key areas that would benefit
from prioritized research by the IC in the health security domain. Any agenda
of course is dependent on whether “Five Eyes” ICs see the need for resourcing
or supporting these research areas as their attention inevitably begins to shift to
managing other threats and risks post COVID-19. Actual engagement with health
security issues by each “Five Eyes” ICs will depend on the culture and mission of
their ICs, and political expectations, including the framing of intelligence prior-
ities. Nonetheless, IC capability can be built by investing in: (1) effects of climate
change; (2) emerging bio-science/technology; (3) bio-data/algorithmic security
risks; (4) dis/misinformation; (5) resolving health security disputes among
experts; and (6) early warning systems. First, it is clear that the varying effects of
climate change (changing temperatures and precipitation patterns) have caused
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the increase of a variety of pathogens worldwide, including into new geographic
areas that pose risks to human and animal health. We need better understandings
at both the micro- and macro-levels of combined scientific and social science
data that reveal more specifically how climate change is affecting particular
populations of pathogens and their interactions with human and animal hosts.
Second, with advances in life science research, there are continually new scien-
tific and technological breakthroughs (e.g., genome editing, creation of potential
pandemic pathogens) that can pose increased risks to human and animal health
through either accidental or intentional release of pathogens from a laboratory. In
this domain, we also need more clear understandings of how the skills associated
with these advances are democratizing and becoming available to a wider com-
munity of potential users, and also how, in some cases, what scientific skills are
still difficult to master or replicate. This research will help security agencies better
determine what scientific and technological developments are worth the time,
effort, and resources to worry about.

Third, with the increased use of big data and algorithms in biological science
work, there are growing concerns about the current and future risks of malicious
exploitation at the interface of advanced data analytics and artificial intelligence/
machine learning technologies with genomic and other kinds of biological data.
With the increasing digitalization of biology, we need more research on the health
security risks that can stem from the use of bio-data. Fourth, related to bio-data
in its various forms, it is clear from the COVID-19 pandemic and public debates
about vaccination, that there are a number of state and non-state actors who choose
to use (whether knowingly or unintentionally) misinformation or disinformation
to spread falsehoods about health security issues (Bernard et al. 2021; Ling 2022;
Winter et al. 2021). A new research agenda in this space would focus on how to
detect and counter health mis/disinformation campaigns. Fifth, the COVID-19
pandemic has further shown the challenges of how to resolve disputes among
experts working in various health security domains. Scientific, public health, and
intelligence communities have struggled to research and analyze the origins of
the COVID-19 pandemic to determine whether it was a natural outbreak or one
stemming from accidental release from a laboratory. Future pathogen outbreaks
that arise may also face these same challenges to identify the origins of the out-
break. More technical and social science research is needed to better sort through
disparate pieces of data and claims, as well as how to reconcile opposing views
on health security threats when the data remains inconclusive or contradictory.
Finally, for whatever pathogens might arise in the future, we need better indicators
and early warning detection systems using classified and unclassified informa-
tion to be able to identify more quickly and accurately potential health security
threats as they arise. From a health security perspective, each of these six areas
are expected to remain priority concerns in the years and decades to come so it
will be money well spent for governments to invest and build up research capabil-
ities in these areas in anticipation of, and to better counter, the next set of health
security threats.
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Conclusion

Shortly after 9/11, biosecurity scholar Gerald Epstein (2001) wrote, “The bio-
logical research community, the biotech industry, and the national security com-
munity do not share a history of interaction that has characterized other disciplines
such as microelectronics, computer science, or space technology” (pp. 321-322).
Even more nascent is the public health sector—IC relationship—which has typic-
ally been more sporadic/ad-hoc and usually focused on disease threats of soldiers/
forces deployed abroad (Bowsher et al. 2016; Baker et al. 2020). Health security
expertise related to intelligence matters has also been brought to bear on specific
types of deliberate bioweapons incidents, such as the Sverdlovsk anthrax outbreak
(Guillemin 1999), the yellow rain controversy (Guillemin et al. 1985), smallpox
threat assessments in the 1990s (Henderson et al. 1999), bioterrorism incidents
(Torok et al. 1997), or more recently, gain-of-function experiments (Tilley 2022).
These past examples have tended to be ad-hoc and more reactionary outreach
efforts when a controversy arises—what is needed is a more long-term workforce
strategy that would allow for more timely expertise to be brought to bear on the
next health security intelligence problem. As Sue Gordon, the former Principal
Deputy Director of the Director of National Intelligence states, “When the nature
of the national security threat changes, intelligence must change” (Dilanian 2020).
Now is the time to start building health security capacity within intelligence.
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9 Managing Health Security Threats
at the Multilateral Level

The Challenge of Investigating Ambiguous
Outbreaks

Filippa Lentzos

Introduction

At the international level, the World Health Organization (WHO) has tradition-
ally played a central role in alerting states and communities to developing disease
outbreaks and in supporting national and international responses. The COVID-19
pandemic was no exception. On 31 December 2019, the WHO Country Office in
China picked up a media statement on the Wuhan Municipal Health Commission
website reporting cases of “viral pneumonia” in Wuhan. The Country Office noti-
fied the International Health Regulations (IHR) focal point in the WHO Western
Pacific Regional Office about the media statement. On the same day, the WHO’s
Epidemic Intelligence from Open Sources (EIOS) platform also picked up a
media report on ProMED (a programme of the International Society for Infectious
Diseases) about the same cluster of cases in Wuhan. Several health authorities from
around the world also reported information on the cluster of atypical pneumonia
cases from the Chinese authorities. On 2 January 2020, the WHO Representative in
China wrote to the National Health Commission of China, offering WHO support
and repeating the request for further information on the cluster of cases. The WHO
also informed its sister United Nations (UN) agencies, international organizations,
major public health agencies and laboratories, which are all part of its Global
Outbreak Alert and Response Network (GOARN), about the atypical pneumonia
cases, which later became named COVID-19.

The WHO also played a central role, as it has in past epidemics and pandemics,
of investigating the origins of COVID-19. But the investigation—and the political
controversy that ensued and that continues to plague the investigation—highlighted
a significant gap in the international community’s ability to investigate outbreaks
where it is not clear whether the outbreak results from natural, accidental or delib-
erate causes.

These ambiguous events are likely to become more frequent in future. Risks of
natural outbreaks from zoonotic transmissions are increasing for a host of reasons
including human population growth and our continued encroachment on animal
habitats as well as intensive farming and wildlife trade. Climate change, too, is
a factor, not only increasing the frequency of interactions with animals but also
altering vector distribution, leading to the emergence of tick- and mosquito-borne
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infections in regions where they were previously uncommon. The risks of labora-
tory accidents are increasing as more high containment laboratories are built around
the world and ever more extreme high-risk experiments are conducted, including
so-called “gain-of-function” research that enhances the virulence or transmissi-
bility of potential pandemic pathogens compared to naturally occurring strains.
Growth in large-scale viral prospecting and more intense field sampling are also
contributing to accidental outbreaks from research-related activities. Finally, risks
of deliberate outbreaks are increasing as barriers to developing biological weapons
are coming down and advances in science and technology mean that it is technic-
ally possible for biological weapons to emerge that are capable of causing greater
harm than before, that are more accessible to more people, with attacks that can be
more precisely targeted, and that can be harder to attribute.

While the WHO has traditionally taken the lead on investigating naturally-
occurring outbreaks, the UN General Assembly has bestowed the UN Secretary-
General with powers to investigate allegations of deliberately-caused outbreaks.
Moreover, the Biological and Toxin Weapons Convention (BWC) provides its 185
states parties with the ability to request that the UN Security Council investigate an
allegation of biological weapons use, and the Security Council can also establish
an investigation outside of the BWC as it did with the UN Special Commission
on Irag (UNSCOM). However, while both the health and security spheres have
mechanisms in place for investigation, there are no agreed multilateral processes
for investigating accidentally caused outbreaks.

As an outbreak unfolds, it might not be clear whether it is naturally, accidentally
or deliberately caused. A key challenge for the international community highlighted
by the COVID-19 pandemic is how to effectively investigate outbreak origins
while remaining open to all three possibilities. This chapter details COVID-19
origin investigations in 2020, 2021 and 2022; sets out three proposals currently on
the table to address the investigation gap; and, rejecting these proposals, provides
a more near-term and pragmatic alternative for how the international community
should handle investigations into outbreaks of ambiguous origins.

Investigating the Origins of COVID-19

The WHO?’s first novel coronavirus press conference on 14 January 2020
highlighted the importance of finding the animal source of SARS-CoV-2 (World
Health Organization [WHO] 2020a). The first IHR Emergency Committee of inde-
pendent scientific experts advising the WHO Director-General, Tedros Adhanom
Ghebreyesus, on the pandemic recommended convening an international multi-
disciplinary mission, including national experts, to “review and support efforts
to investigate the animal source of the outbreak” (WHO 2020b). The Director-
General directly raised the matter of identifying the virus origins and intermediate
hosts with President Xi Jinping during his visit to China in January 2020 (WHO
2020c).

While not its main focus, considering the source of SARS-CoV-2 formed part
of the WHO-China Joint Mission in February 2020. Led by a senior adviser to



156 Filippa Lentzos

the WHO director-general and the chief expert of the Chinese National Health
Commission, the mission team comprised 25 experts from the WHO, China,
Germany, Japan, Republic of Korea, Nigeria, Russia, Singapore and the USA
(Mallapaty 2020). Over nine days beginning on 16 February, the mission team
consulted provincial governors, municipal mayors, senior scientists, public health
workers and others. They visited hospitals, disease control agencies, transport hubs
and emergency supply warehouses in Beijing, Guangdong and Sichuan. They also
visited a wet market, though not the one in Wuhan that had been identified as the
possible spillover site. Only select team members travelled to Wuhan, where they
visited a hospital and a mobile cabin hospital. The mission report concluded that
the novel coronavirus was a zoonotic virus, that bats appeared to be the virus res-
ervoir, and that no intermediate hosts had yet been identified (WHO China Joint
Mission 2020). One of the report’s recommendations was that “additional effort
should be made to find the animal source, including the natural reservoir and any
intermediate amplification host, to prevent any new epidemic foci or resurgence of
similar epidemics” (WHO 2020c). To that end, and in line with the prevailing theory
that the spillover event happened at a wet market, the mission report highlighted
activities already underway by Chinese authorities to investigate the pandemic’s
origins. These involved taking environmental samples from the Huanan Wholesale
Seafood Market in Wuhan and obtaining records about the wildlife species sold at
the market, as well as examining early COVID-19 cases in Wuhan (WHO China
Joint Mission 2020).

The joint mission’s call for greater efforts to examine the pandemic’s origins
was later echoed by the IHR Emergency Committee on the pandemic. Ahead of the
annual May meeting of the World Health Assembly, the group advised the WHO
to “work with the World Organisation for Animal Health (OIE), the Food and
Agriculture Organization of the United Nations (FAO), and countries to identify
the zoonotic source of the virus and the route of introduction to the human popula-
tion, including the possible role of intermediate hosts” (WHO China Joint Mission
2020). In the days before the World Health Assembly meeting, the European Union
(EU), Australia and others also called for an international investigation into the
origins of the pandemic (Lentzos 2020).

At the opening of the virtual meeting of the 73rd World Health Assembly on 18—
19 May 2020, President Xi Jinping, who had previously strongly opposed an inter-
national investigation, seemed to reverse his stance and support an international
review—albeit a review on his own terms (Niquet 2020). The World Health
Assembly’s resolution on the COVID-19 response echoed the IHR Emergency
Committee’s request to the WHO Director-General “to continue to work closely”
with the OIE, the FAO and states on identifying the virus’s zoonotic source and
path of transmission to humans, “as part of the One-Health Approach,” “including
through efforts such as scientific and collaborative field missions” (World Health
Assembly 2020).

Based on the request, the WHO and China began work to initiate “a series of
studies that will contribute to origin tracing work” (WHO 2021a). In July, WHO
experts travelled to China to define the role of the international investigative team,
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which was to explore the potential sources of infection amongst the first reported
cases in Wuhan in December 2019, to attempt to identify earlier human cases
through sero-epidemiologic studies, and to conduct further animal and environ-
mental studies (WHO 2021d). The investigative team, agreed by both the WHO
and China, was formed in September, but only made public on 20 November
2020. The team included a broad range of expertise with experts from Australia,
Denmark, Germany, Japan, the Netherlands, Russia, the UK, the USA, Vietnam
and Qatar, and also included five WHO experts, two FAO representatives and two
OIE representatives—alongside an equal number of scientists (17) from China
(WHO 2020c). The first virtual meeting of the international experts with their
Chinese counterparts was held on 30 October 2020, (WHO 2020c) and the terms
of reference for the Global Study of the Origins of SARS-CoV-2 was published on
5 November 2020 (WHO 2021b).

The terms of reference show clear indications of a political settlement between
the WHO and China. They emphasized that “the virus may have circulated else-
where” before it was “identified through surveillance in Wuhan” and that “the
global origin tracing work is therefore not bound to any location and may evolve
geographically as evidence is being generated, and hypotheses evolve” (WHO
2021c). The document is firmly in line with Beijing’s origins narrative from the
second half of 2020 that SARS-CoV-2 may have initially spilled over in Italy,
France, the United States, or elsewhere and circulated undetected before it was
identified in Wuhan, or that the virus may have been introduced to China through
imported food products. The terms of reference note that there is currently no evi-
dence of SARS-CoV-2 transmission on food products, but the document stresses,
on multiple occasions, the possibility of an origin outside China (WHO 2021¢).

The joint WHO—-China team, plagued by delays, finally began its field visit to
China in January 2021. In advance of it doing so, and very late in its tenure, the
outgoing US Trump administration issued a fact sheet on the pandemic’s origins on
15 January 2021 (US Department of State 2021). It said SARS-CoV-2 could have
first entered the human population through human contact with infected animals.
Alternatively, it could have spilled over into the human population as a result of
a lab accident, where “initial exposure included only a few individuals and was
compounded by asymptomatic infection.” The fact sheet noted that “scientists
in China have researched animal-derived coronaviruses under conditions that
increased the risk for accidental and potentially unwitting exposure,” and listed
three elements deserving “greater scrutiny.” All associated with the Wuhan
Institute of Virology (the premier laboratory in China working on coronaviruses),
these three elements were genetic experiments with coronaviruses, COVID-19-
like illnesses in the autumn of 2019 and secret military activity at the institute. The
US fact sheet said that “any credible investigation into the origin of COVID-19
demands complete, transparent access to the research labs in Wuhan, including
their facilities, samples, personnel, and records” (US Department of State 2021).

After four weeks of work, including two weeks of quarantine imposed on the
international experts by the Chinese government, the joint WHO-China mission
reported its highly anticipated findings at a press conference on 9 February 2021 in
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Wuhan (WHO 2021¢e). The co-heads of the mission, Peter Ben Embarek and Liang
Wannian, laid out four origin hypotheses that had formed the basis of the mission’s
investigation. First, the virus could have jumped directly from an animal species
to humans. Alternatively, and second, the virus could have leapt from one animal
species to an intermediary animal host in which the virus further adapted before
jumping to people. A third, and surprising, hypothesis, which had not featured in
prior origin discussions, was that the virus could have been introduced to Wuhan
via the food chain, for example from imported frozen products. A final hypoth-
esis was that the virus could have been accidentally released through a lab-related
incident. The joint mission, made up of Chinese scientists selected by China and
an equal number of international experts selected by the WHO, concluded that the
second hypothesis, where the virus jumped from one species to another before
infecting people, was the “most likely” pathway (WHO 2021). While the mission
reported that the direct spill over and food-chain ideas needed more investiga-
tion, Ben Embarek said the team dismissed the lab-leak hypothesis as “extremely
unlikely” and that it would not be pursued any further.

Although the findings of the joint team were widely reported in the press as
representing the findings of the WHO itself, they did not represent the official
position of the WHO. This was made clear two days after the press conference
briefing, when the WHO Director-General undercut the remarks by Ben Embarek
and the team, by “clarifying” that no hypotheses had been ruled out and that “all
hypotheses remain open and require further study” (WHO 2021d).

The mission report was eventually released on 30 March 2021, seven weeks
after the mission ended (WHO 2021). It showed that the joint team saw its pri-
ority as seeking a zoonotic origin, not as fully examining all possible sources of
the pandemic. The published data supporting the report mostly presented reviews
of Chinese studies that had not been published, shared with, or reviewed by the
international scientific community. The report also showed that, well over a year
after the initial outbreak, critical records and biological samples that could have
provided essential insights into the pandemic origins remained inaccessible and
had not been accessed by the team. The international members of the joint team, by
their own admission, had often relied on verbal assurances given to them by their
Chinese counterparts rather than independent investigation. This was particularly
the case when it came to the possibility of a research-related accident. The final
process used by the joint team for assessing the likelihoods of a natural spillover or
a research-related accident—amounting to a show of hands by the team members
based on a superficial review—failed to reach basic standards of credible analysis
and assessment. The report also showed that it was, at best, unclear whether the
Chinese team members had the leeway to express their fair evaluation of the origin
theories in the presence of their Chinese government minders. Finally, the report
made clear that the team had used different evidentiary standards for the origin
theories it assessed.

On the day the report came out, the WHO Director-General further distanced
himself and the WHO from the team’s findings. In a statement, he said that all
origin hypotheses must still be examined, including the possibility of a lab-related
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incident; that China must be more forthright in sharing essential data and bio-
logical samples; and that the WHO was prepared to send additional missions
and experts to China to thoroughly examine all origin hypotheses (WHO 2021).
A joint statement, on the same day, by 14 countries, led by the United States,
was also critical of the report (US Department of State 2021). It underscored
the need for a transparent and independent analysis, free from interference and
undue influence, and it voiced the countries’ shared concern that the joint study
lacked access to complete, original data and samples. A similar statement was
made by the European Union (European Union 2021). Independent experts also
voiced concern about the joint mission’s independence, investigation process and
conclusions (New York Times 2021).

On 13 May 2021, 18 leading scientists published a letter in the prestigious
journal Science calling for a full investigation into all pandemic origin hypoth-
esis, including a lab incident (Bloom et al. 2021). This followed an earlier open
letter on 4 March from scientists and social scientists calling for a full investigation
into the pandemic’s origins (Butler et al. 2021). On 26 May 2021, President Biden
issued a statement saying he had asked the US intelligence community to inves-
tigate the origin question and to report back to the White House in 90 days (The
White House 2021a). Over the course of the spring and early summer of 2021,
the lab-leak theory was also given greater prominence in the media (Wade 2021;
Jacobsen 2021; Eban 2021).

A 13 June 2021 statement by G7 leaders meeting in Cornwall, England stressed
that the second phase of the WHO-convened origins study should take place in
China and be “timely, transparent, expert-led, and science-based” (The White
House 2021b, para. 16). At a press briefing on 15 July 2021, the WHO Director-
General told reporters that for the second phase of the origins study the WHO was
“asking China to be transparent, open and cooperate, especially on the informa-
tion, raw data that we asked for at the early days of the pandemic” (WHO 2021).
The Director-General expressed his view that there had been a “premature push”
to rule out the lab theory, saying, “I was a lab technician myself, an immunologist,
and I have worked in the lab, and lab accidents happen. It’s common.” In opening
remarks to the “WHO member state information session on pandemic origins” on
16 July 2021, the WHO Director-General made clear operational plans and terms
of reference for the second phase were still in development. He highlighted that the
origins study “is a scientific exercise that must be kept free from politics” (WHO
2021). He continued: “For that to happen, we expect China to support this next
phase of the scientific process by sharing all relevant data in a spirit of transpar-
ency. Equally, we expect all member states to support the scientific process by
refraining from politicising it” (WHO 2021d).

At the member state information session, the Director-General also announced
that the WHO was establishing a permanent international scientific advisory group
for origins of novel pathogens (SAGO), which would “play a vital role in the next
phase of studies into the origins of SARS-CoV-2” (WHO 2021). The group even-
tually selected comprised 27 individuals, including several scientists from the pre-
vious joint WHO-China study (WHO 2021).
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On 24 August 2021, the US intelligence community delivered its classified report
on pandemic origins to President Biden, and a short, two-page unclassified sum-
mary was released on 27 August 2021 (Office of the Director of National Intelligence
[ODNI] 2021). Made up of several agencies, the intelligence community was divided
on the origin question. Four agencies and the National Intelligence Council assessed
with low confidence that the pandemic was most likely caused by natural spillover.
One agency assessed with moderate confidence that it was caused by a laboratory-
associated incident. Three institutions were unable to make a judgment either way.
These different assessments resulted from “how agencies weigh intelligence reporting
and scientific publications, and intelligence and scientific gaps” (ODNI, 2021, para.
2). To reach a conclusive assessment the report said China’s cooperation would most
likely be needed. There were, however, two things the intelligence agencies could
agree on. The first was that the virus was not developed as a biological weapon,
and the second that the Chinese government did not have foreknowledge of the
virus before the outbreak began. Most agencies also assessed, with low confidence,
that SARS-CoV-2 was probably not genetically engineered, though two agencies
believed there was insufficient evidence to make that judgement. On the release of
the report, President Biden said that while the review had concluded, “our efforts to
understand the origins of this pandemic will not rest” (The White House 202 1c, para.
1). He stressed that “critical information about the origins of this pandemic exists
in the People’s Republic of China, yet from the beginning, government officials in
China have worked to prevent international investigators and members of the global
public health community from accessing it” (The White House 2021¢, para. 2). He
said the United States would continue to press China to fully share information and
to cooperate with the WHO’s second phase of the origins study. He concluded that
“we must have a full and transparent accounting of this global tragedy. Nothing less
is acceptable” (The White House 2021c, para. 3).

In June 2022, the WHO released the first preliminary report from the scientific
advisory group for the origins of novel pathogens (WHO 2022). The report noted
that no new data had been made available to evaluate the ‘lab leak’ hypothesis and
recommended further investigations on origins. It recognized that lab leaks had
happened historically with other pathogens, and that it was important to include
studies to address risks of biosafety or biosecurity breaches. The report provided
key recommendations “for further studies needed on humans, animals and the envir-
onment in China and around the world” (WHO 2022, 5). The SAGO emphasized
the preliminary nature of the report, and that work was ongoing, but indicated that
“currently available epidemiological and sequencing data suggest ancestral strains
to SARS-CoV-2 have a zoonotic origin” (WHO 2022, 5). However, the SAGO also
noted that it would “remain open to any and all scientific evidence that becomes
available in the future to allow for comprehensive testing of all reasonable hypoth-
eses” (WHO 2022, 6).

Nevertheless, the lab leak theory continues to be a source of political tension.
In response to the SAGO’s preliminary report, the Chinese Ministry of Foreign
Affairs reverted to its defensive narrative that the origins study must be conducted
“on the basis of science and free from political interference” (Chinese Ministry of
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Foreign Affairs 2022). It continued: “The lab leak theory is a false claim concocted
by anti-China forces for political purposes. It has nothing to do with science.
The Chinese side has invited WHO experts to visit the Wuhan lab, and the joint
report reached the clear conclusion that ‘a laboratory origin of the pandemic was
considered to be extremely unlikely’. Since the SAGO report has called for inves-
tigation into biological laboratories ‘located worldwide where early COVID-19
cases have been retrospectively detected’ for the next phase of study, investigation
should first target highly suspicious laboratories such as those at Fort Detrick and
the University of North Carolina in the US” (Chinese Ministry of Foreign Affairs
2022). In October 2022 a US Senate committee released its own interim report
on the origins of the pandemic, which concluded that “the Covid-19 pandemic
was, more likely than not, the result of a research-related incident” (US Senate
Committee on Health, Education, Labor and Pensions 2022, 26).

There are many lessons that can be taken away from the COVID-19 origins
investigation. Three overriding ones are: (1) a mandate and process for investi-
gating an ambiguous outbreak needs to be in place before the outbreak happens; it
cannot be negotiated as it unfolds; (2) established rules and procedures of operation,
covering, among other things, sample collection and access to people, institutions,
records, databases and documents, must be agreed in advance; and (3) an origin
investigation of an ambiguous outbreak must have in-built capacity to go beyond a
standard epidemiological investigation and switch to a forensic mode of investiga-
tion if required (Lentzos 2020).

Proposals for New International Investigative Powers

The need to establish an investigative body, residing at the nexus between the public
health and security spheres, was apparent to some already before the World Health
Assembly agreed on collaborative field missions to identify the origins of SARS-
CoV-2 in May 2020. The former British foreign secretary, Lord William Hague of
Richmond, for example, declared that animal to human virus transmission must
in future be treated as a weapon of mass destruction, and, just as the world has
systems to monitor nuclear facilities and ban the proliferation of weapons of mass
destruction, so too, Hague said, it is time for a new international order to inspect
the biological threats that “pose the greatest danger to human health and the global
economy” (Wright 2020). Hague was speaking at the launch of a report by the con-
servative think tank Policy Exchange which called for “a new or strengthened co-
ordinating body at the international level, ideally UN-based, to lead the monitoring,
research and inspection of high-risk activities” that increase risks of zoonotic dis-
ease outbreaks (Policy Exchange 2020).

The idea of a new international body that could inspect high-risk activities and
investigate outbreaks of unknown origin have also been raised by others. One key
initiative, whose impetus, among other things, were the “numerous suspicions
and accusations that the COVID-19 virus was man-made, that the pandemic
leaked from a laboratory or was part of a biological weapons program,” calls
for an International Agency for Biological Safety and was first introduced by the
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President of Kazakhstan, Kassym-Jomart Tokayev, to the UN General Assembly in
October 2020 (Biological and Toxin Weapons Convention [BWC] 2020, para. 4).
Framed within the Biological and Toxin Weapons Convention (BWC), and further
elaborated at the ninth review conference of BWC in 2022, the proposal envisages
a range of functions for the agency including the power to conduct inspections of
biological activities as well as a rapid response team of permanently employed
and trained experts to be dispatched in case of accidental or deliberate use of
bioweapons on the request of the state concerned (BWC 2022).

A second initiative calls for a new Joint Assessment Mechanism (JAM) “to
rapidly identify the origins of high-consequence biological events, specifically in
cases where there is ambiguity about whether an outbreak is naturally emerging
or the result of a deliberate or accidental release” (Kane et al. 2022). Proposed by
the Nuclear Threat Initiative (NTI), it envisages an internationally diverse roster
of scientific experts within the office of the UN Secretary-General that would con-
duct ongoing data analysis and that would have “an operational capability to rap-
idly launch an assessment of a biological event of unknown origin—within 48
hours of UN authorization.” “Its mandate would be to establish the facts regarding
the origin of an unusual outbreak, and its approach would be rapid, transparent,
and evidence-based,” taking advantage of new tools, methods and technologies,
such as bioinformatics, data science and Al, and building on existing resources
associated with existing UN investigative mechanisms.

Regardless of their merits, proposals to establish new multilaterally agreed
bodies or mechanisms simply do not match today’s political reality. While they
can be goals for the longer term, more immediate near-term solutions are needed.
A public health-focused, rather than security-focused, investigation mechanism is
likely the most politically palatable approach to a state where an outbreak starts
spreading—and cooperation from the origin state would be crucial for an effective
investigation as the COVID-19 investigation has demonstrated. Any measures
introduced have a higher chance of acceptance if they are anchored in existing
international frameworks and are as minimally intrusive as possible. The WHO,
as the world’s premier forum for dealing with public health and with a global
on-the-ground presence, is an obvious choice, and while politicized, it is fairly
science-driven, and certainly less politicized than other international forums like
the UN General Assembly, the UN Human Rights Council, or the UN Security
Council, where one country or another frequently blocks international action on a
given issue seemingly as a matter of course. Going through the WHO also means
all member states would contribute, and have a stake in, an investigation through
funding from assessed contributions. The WHO’s existing International Health
Regulations provide a clear mechanism for expansion to enable a stepwise meth-
odology to guide an ambiguous origin investigation.

A Pragmatic Approach to Investigating Outbreaks with Ambiguous Origins

Any ambiguous origin investigation should start from an initial focus on natural
origin sources and build on traditional epidemiological principles. The investigation
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would typically begin with defining the Who, What, When, and Where of infection.
Investigators would take case histories and conduct interviews to determine who
is being infected, by what disease agent, when infection occurred, and in what
location. By first describing the epidemiology in this way, investigators can ask
the following key questions to explore potential indicators of a laboratory accident
or unusual source: Is the infecting agent unusual for the location, or time of year?
And, is it affecting unusual populations, in unusual ways?

Next, investigators would seek to determine the How and Why of infection.
How did infection occur, and what circumstances enabled infection? To explore
these analytical epidemiology questions, investigators typically assess, first, the
epidemiological triangle (the relationship between a disease agent (typically in an
animal reservoir), a human host and the environment) for indicators of conver-
gence that would enable spillover of the infecting agent from its natural reser-
voir to humans. If no epidemiological link is apparent, investigators can seek to
identify risk factors that might enable such exposure by asking the following key
questions: Has the human population expanded into areas where the disease agent
resides in animal reservoirs, for example due to wildlife trade, deforestation, or
industrial farming? Has the disease agent expanded into human populations, for
example due to animal reservoir overgrowth, vector population overgrowth (e.g.,
ticks, fleas), or interspecies spillover? Has the environment brought animal and
human populations closer together, for example due to short-term meteorological
shifts or longer-term climate shifts? To continue the exploration of the How and
Why, investigators would assess the infecting agent genome for indicators of geo-
graphical and temporal spread. By comparing the infecting agent’s genome with the
genomes of well-characterized reference strains in the public domain, investigators
can identify the closest known relative of the infecting agent and determine whether
the infecting agent’s genome has amassed mutations consistent with known patterns
of natural emergence. For example, SARS-CoV-2’s genome closely resembles that
of a bat coronavirus (Zhou et al. 2020) but a small section of the genome called
the “polybasic cleavage site,” believed to provide a selective advantage for disease
transmission, would have been expected to evolve over time but instead is present
in the earliest sequences of the virus Zhan et al. 2020). Investigators can further
determine whether the infecting agent’s genome so closely resembles a given refer-
ence strain that a period of limited or no replication is likely. Such so-called “frozen
evolution,” when an infecting agent’s genome lacks the expected accumulation of
mutations over time, suggests that alternate origin hypotheses such as a laboratory
accident must be explored (Pascall et al. 2020).

Based on descriptive and analytical epidemiology findings, investigators may
collect and/or analyze additional animal, human or environmental samples with the
goal of closing information gaps in the prevailing origin hypothesis. If contact with
an animal reservoir is suspected, investigators may collect animal or environmental
samples at the suspected animal-human interface, whether a market, farm, abattoir,
or in the wild. Analysis of these samples may identify the reservoir or provide add-
itional clues that can be traced back epidemiologically and genetically. “Banked”
human samples predating the outbreak may also be tested to this end; often, such
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clinical samples are retained for extended periods of time, and may be revisited for
further analysis, for example if they came from patients with clinical presentations
resembling the current outbreak (Deslandes et al. 2020). In addition, investigators
may actively collect human samples that might indicate exposure or infection in
so-called sentinel populations at the animal-human interface. For example, sero-
logical testing of hunters or wildlife traders may identify antibodies against the
agent causing the current outbreak, indicating exposure that may then be traced
back to an animal reservoir (Dovih et al. 2019). If a natural source is not identified,
or if early evidence indicates a potential laboratory source, the search for a natural
source should continue as the investigation expands to include laboratory sources.
At this point, unrestricted access to need-to-know information, site and personnel
becomes increasingly necessary.

If expansion of the investigation to include potential laboratory sources is
warranted, the first step is to perform a risk assessment of proximal laboratories
to identify: what biological agents or unknown/suspect samples are being worked
with that might be relevant to the outbreak (causing similar symptoms and signs,
related genetically, or otherwise associated by person, place or time); using what
techniques, such as high risk culturing (liquid bacterial culture or viral culture),
animal studies, or genetic manipulation of relevant samples or specimens iden-
tified in the previous step; and at what level of biosafety to identify unsafe or
uncertain safety conditions where high risk activities with relevant samples or
specimens are being performed (Piltch & Pomper 2020). These factors deter-
mine the potential risk to surrounding communities that a laboratory mishap may
spark an outbreak, for example due to worker infection, incomplete decontamin-
ation of waste, or aerosol release. Any combination of factors that poses undue or
unknown risk to the surrounding community should be categorized as “high risk”
requiring mitigation.

If the laboratory risk assessment indicates that further investigation is
warranted—for example, relevant specimens or samples are present, high-risk
activities are being performed, or safe working conditions are either lacking or
uncertain—the next step is to perform a comprehensive onsite assessment. The
assessment would require unrestricted access to the laboratory and its personnel,
conditional upon the findings of the laboratory risk assessment.

To enable this stepwise methodology the current WHO’s International Health
Regulations would need to be expanded to cover an international investigative
body with a mandate to enable need-to-know access to, at minimum, laboratory
sample receiving and accessioning logs, and laboratory safety and security records,
as well as conditional access to the laboratory and its personnel.

If findings at any stage of the outbreak investigation suggest the possibility
of a deliberate origin, systematic sample collection, careful documentation of
chain-of-custody to ensure the integrity of evidence, and analysis in accredited
laboratories become paramount. Law enforcement must become involved either
at the national level, possibly with support from other states, but most likely at
the international level under the UN Secretary-General’s Mechanism (UNSGM),
and likely in coordination with other relevant international organizations such as
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the WHO, the World Organization for Animal Health (OIE, now WOAH) and
Interpol. A security-focused investigation would involve additional evidence
collection and examination, patient and witness interviews, coordination with
intelligence officials regarding adversary capabilities and motivations, and targeted
intelligence-gathering activities.

The mandate of the UNSGM, established by a General Assembly resolution
in 1987, authorizes the Secretary-General to carry out an investigation into the
possible use of chemical or biological weapons, including dispatching a fact-
finding team to the site(s) of the alleged incident(s) (UNODA n.d). The Secretary-
General is to promptly report the results of any such investigations to all member
states. The UNSGM mandate was reaffirmed by the UN Security Council in 1988.
Agreed guideline and procedures for a UNSGM investigation were endorsed by
the General Assembly in 1990 and technical appendices were updated in 2007. The
UNSGM is not a standing investigative body. Instead, member states nominate
expert consultants, qualified experts and analytical laboratories which are then
listed in a roster and may be called upon to support a UNSGM investigation. As of
30 December 2022, there were 562 qualified experts, 60 expert consultants and 88
analytical laboratories nominated by member states from all UN regions listed on
the roster United Nations Office for Disarmament Affairs 2022).

There have, to date, not been any allegations of biological incidents, but
UNSGM investigations have taken place for alleged use of chemical weapons in
Mozambique and Azerbaijan in 1992 and in Syria in 2013. In addition, training
activities provide UNSGM rostered experts with additional knowledge and skills to
operate as a cohesive UN team in the challenging field conditions to carry out their
mandate. The first training course was offered by Sweden in 2009, and, since then,
more than 20 training courses have been held in six countries (Australia, Denmark,
France, Germany, Sweden and the United Kingdom) as well as organized by two
international organizations (INTERPOL and the Organisation for the Prohibition
of Chemical Weapons). The most recent was the two-part Capstone exercise
conducted by the Robert Koch Institute in Germany and completed in 2022, which
involved a table-top exercise and a full-scale field exercise simulating an entire
investigation mission of a deliberate biological outbreak.

Key next steps once the International Health Regulations have been expanded
to include an international investigative body is to develop agreed guidelines and
procedures, nominate rostered experts, and train them to investigate ambiguous
events and to work collaboratively with UNSGM rostered experts.

Conclusion

Since COVID-19, the war in Ukraine, the assault on laboratories during Sudan’s
civil unrest, and earthquakes and floods in Syria, Morocco and Libya, have
highlighted the precarity of biological security amidst the pressing concerns of
conflict, climate change and natural disasters. With increasingly confrontative
global geopolitics and active disinformation campaigns, future unusual disease
outbreaks will likely have increased ambiguity about their origins. Suspicions
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and allegations about biological weapons are likely to become more frequent.
Trends to this effect are already visible; for example, in allegations of BWC non-
compliance and in disinformation campaigns on prohibited biological weapons-
related activities, which have been a topic of formal consultations at the United
Nations in Geneva.

To effectively investigate unusual disease outbreaks, it is crucial that the inter-
national community develops a mechanism that is open to possibilities of nat-
ural, accidental or deliberate origins. This chapter has set out a near-term and
pragmatic proposal for how the international community could handle such an
investigation.
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10 Conclusion

Patrick F. Walsh

Introduction

This chapter has three objectives. First, it will provide a final reflection on key
themes arising from each chapter. There are many recurring themes across chapters
and the first section will seek to combine many of these into larger ‘meta-themes’
to provide a foundation for anchoring further discussion in the final two sections
of the chapter. The second section (Institutional and Policy Reform), informed
by the previous thematic discussion will highlight areas where institutional and
policy reform must take place across the health security intelligence enterprise in
order to deliver more consistent, effective intelligence capabilities. Such reforms
are essential if all stakeholders can harness their capabilities in ways that can
better understand, prevent, mitigate and respond to future health security threats,
risks and hazards. Thirdly, the chapter signposts a research agenda for researchers
currently working across the health security intelligence spectrum as well as
encouraging early career researchers to become more involved in this research in
the future.

Key Themes Revisited

The first major theme identified early by Dahl (Chapter 2) is what role should
national security intelligence agencies have in managing health security threats,
risks and hazards? Should the prevention and response to health security related
incidents and particularly emergencies such as COVID-19 be left solely up to
public health authorities to manage? It would seem obvious that such agencies
would play the major leading role in health security emergencies. Yet, as argued
in this book, is there expertise and capabilities in the national security community
that can support a whole of society strategy approach for the prevention and man-
agement of health security, threats, risks and hazards?

As stated several times throughout the book, COVID-19, beyond the sig-
nificant public health impacts, also had profound economic, social and political
ramifications — many of which are still being experienced globally. So, the implica-
tion of COVID-19 and some earlier health security threats, risks and hazards is that
they can have wider (beyond public health) national security implications.
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However, as discussed earlier, not all national security intelligence agencies
played a role in dealing with COVID-19. Further, nor have they all necessarily in
earlier decades been engaged actively in the management of other bio or health
security threats and risks that have arisen including during the WMD in Iraq
episode, Amerithrax and policy maker concerns over potentially growing bio-
terrorism in the post-911 years. What national security intelligence agencies will be
able to provide capabilities to assist in managing health security, threats, risks and
hazards depends on several factors. These include: their mission identities, legis-
lative powers, capabilities and the nature of the particular health security issue.
COVID-19 has demonstrated also that some intelligence agencies have clearer
mandates and missions that allow them to support and participate along with other
non-national security stakeholders in managing health security issues. Though in a
book that largely argues that national security intelligence agencies can and should
play a greater role in managing health security threats, risks and hazards, we need
to be mindful not all health security issues will have national security dimensions.
And in these cases, their appropriate management is better managed exclusively
by public health authorities or other scientific experts. However, as Walsh and
Bernot suggest in Chapter 3 the inconsistency in the roles played by many national
security intelligence agencies from 9/11 up to and including COVID-19 is not just
a product of their actual mission identities and capabilities, but it is also in part
due to long-standing inconsistent policy maker and institutional attention to health
security, threats risks and hazards.

Chapter 3 showed that although there has definitely been political focus on bio
and health threats, risks and hazards across some ‘Five Eyes’ countries since 9//
11 (and even earlier), political rhetoric is not the same as profound, sustained and
coordinated policy response that allows national security intelligence agencies to
develop health security intelligence capabilities over time in ways that can adapt
effectively as the threats, risk and hazard landscape changes. If policy makers
and IC leaders are not sufficiently focusing on health security, threats, risks and
hazards, or perhaps only during a crisis then it is difficult for national security
intelligence agencies to determine what their mandates should be in these areas
let alone building the right capabilities for any future role. This critical issue of
what is the mandate and types of missions national security intelligence agencies
should be involved in the health security context remains unresolved. It is crit-
ical that this fundamental issue is addressed by policy makers in the current post-
COVID emergency period.

The second important theme again in Dahl’s chapter is whether COVID-19
represents a historical intelligence failure? Dahl’s chapter captures well the dis-
cordant voices on whether COVID-19 represents an intelligence failure. In some
ways, a case can be made that it was perhaps in terms of the quality of intelli-
gence provided, but also arguably more importantly was the warning provided to
policy makers sufficiently impactful? Intelligence failures, as Betts reminds us,
are often inevitable, complex and multifactorial. Insufficiencies at the collection
and analytical stages can contribute to failure, but so too can broader IC organisa-
tional issues as well as decision-makers ignoring or not acting on the intelligence
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provided (Betts 1978). The theme of intelligence failure in the health security intel-
ligence context will be returned to in the second section below (institutional and
policy reform).

A third theme arising from Jennifer Hunt’s Chapter 4 (‘Disinformation: The
COVID-19 Pandemic and Beyond’) is, in the current post-acute COVID-19 period,
what role should national security intelligence agencies play in monitoring disin-
formation propagated by state actors, religious/ideologically motivated terrorists
and hosts of other issue-motivated groups that relate to health security issues?
Malignant disinformation and misinformation relating to vaccines, public health
interventions, trust in research, governments have only increased post-COVID
not abated (Asiedu 2024; Gloor et al. 2024). Disinformation can be corrosive
in liberal democracies causing further deterioration in government public health
initiatives and the broader workings of democracy. We have seen how state actors
such as China and Russia have taken advantage of disinformation campaigns
during COVID-19, which suggests a clear mandate for national security intel-
ligence agencies to better understand the nature of various state and non-state
actors involved and the threat and risks they pose. Disinformation is both an issue
that needs to be addressed at the policy and research levels and is discussed fur-
ther below.

In Chapter 5, Gemma Bowsher provides several examples of how some ‘Five
Eyes’ countries have taken further steps to improve how their intelligence com-
munities might work more effectively on health security threats, risks and hazards
in the post-emergency period of COVID-19. We have seen, for instance, on the
issue of the origins of the pandemic how the US IC became involved, and it seems
most ‘Five Eyes’ intelligence communities have been engaged in monitoring threat
actors involved in disinformation. Through several examples, Bowsher provided
a road map for developing more effective ‘Five Eyes’ intelligence capabilities
post COVID-19. Chapter 5 underscores a fifth theme in the book, which is about
the need for a more coherent strategic and operational approach by ‘Five Eyes’
intelligence communities to the management of health security threats, risks and
hazards. We will come back to this theme in the next section (Institutional and
policy reform).

In Chapter 6, Skillicorn discussed the clear technical challenges that remain
in building better health security intelligence warning systems that can ‘warn’ or
detect inherently rare health security or biological security events that may well
have national security implications. His chapter frames in detail the many technical
fundamentals that have led so far to sub-optimal warning systems both arguably
used by public health authorities and ones that ‘Five Eyes’ intelligence communi-
ties may rely on to warn decision-makers about intentional and unintentional health
security, threats, risks and hazards.

Skillicorn’s chapter reminds us that there are no ‘quick fixes’ to improving
health security intelligence warning and underscores a sixth theme that improving
warning capabilities post-COVID 19 will remain difficult. Further, as noted in
other chapters, more robust approaches will also require a significant investment
in multi-disciplinary research to investigate both the technical and non-technical
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dimensions needed to optimise warning capabilities. This issue is discussed further
in the remaining two sections.

In Chapter 7, Seumas Miller lists several large themes (biobank and database
security, pandemics and dual use problems) where there remain significant moral
problems that require policy-makers and ‘Five Eyes’ ICs engagement in order to
manage more effectively biosecurity and broader health security threats, risks and
hazards. Miller reminds us that while national security intelligence can serve a col-
lective epistemic good, COVID-19 demonstrated several moral principles (privacy,
confidentiality, autonomy rights, personal identity rights and ownership) are vul-
nerable to violation. And the ethical dilemmas raised in the collection and ana-
lysis of health security intelligence during the pandemic will need to be addressed
more squarely by ‘Five Eyes’ ICs as they are confronted with post-COVID-19
biosecurity and health security, threats risks and hazards.

Kathleen Vogel in Chapter 8 (‘Improving the Health Security Intelligence
Workforce and Research Agenda’) explored a range of critical issues relating to
whether ‘Five Eyes’ intelligence communities currently are building a workforce
capability that can play an effective role in managing health security and biological
security threats, risks and hazards in a post-COVID 19 world. The second strand to
Chapter 8 and related to building intelligence capability in this area, is how best to
develop impactful research agendas that will also bring the cutting-edge knowledge
and skills to build future capabilities. A central theme in Chapter 8 is therefore how to
build future capability building within ‘Five Eyes’ intelligence communities in health
security and biological security issues? Building on the excellent analysis by Vogel,
this theme will be discussed further under the remaining two sections of the chapter.

Finally, Chapter 9 by Filippa Lentzos (‘Managing Health Security Threats at
the Multilateral Level”) explored several critical themes around the role of multi-
lateral institutions such the WHO, and other global countermeasures and compli-
ance mechanisms aimed at preventing, disrupting and mitigating against emerging
health security threats, risks and hazards beyond COVID-19. While highlighting
the failures of the WHO multi-lateral efforts to investigate the origins of COVID-
19, Lentzos argued persuasively that multilateral efforts to manage future health
security threats, risks and hazards can be improved.

In particular, Lentzos’ idea for development of an investigative body via
WHO and its International Health Regulations to investigate ambiguous origin
investigations in the future might gain traction in an increasingly fractured inter-
national community where security focused approaches such as an international
treaty for future pandemic preparedness look increasingly unlikely. A key central
theme emerging from this chapter is how best can ‘Five Eyes’ nations further bol-
ster multilateral responses led by WHO and other international bodies to prevent,
manage and investigate future health security threats, risks and hazards? What are
the lessons that need to be learnt from failure points in WHO’s investigation of
COVID-19 origins and how can ‘Five Eyes’ nations and other like-minded lib-
eral democracies encourage stronger and coordinated multilateral action on health
security that promote robust global health responses, transparency and international
confidence building?
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Policy and Institutional Reform

Policy Reform

Reflecting on the themes discussed above, this section explores briefly what in an
ideal world policy maker and ‘Five Eyes’ intelligence communities ought to do in
order to better prepare for a post-COVID 19 health security environment — where
a range of threats, risks and hazards may impact on the public health and broader
national security interests of these nations and others globally.

‘Five Eyes’ countries are at risk of repeating earlier policy and institutional
shortcomings seen in their responses to COVID-19 and previous health and bio-
logical security risks threats and hazards. At the time of writing, already four years
after the acute phase of COVID-19 started, there is evidence that policy makers in
some of these countries have set reforms in place to better respond to a future pan-
demic and perhaps other kinds of health security threats, risks or hazards. In the
United States, under the Biden Administration, there have been several executive
orders, strategies and policy documents (e.g., White House 2022a; White House
2022b; Biden 2022). In the UK the 2023 UK Biosecurity Strategy (2023) was
launched (see Chapters 3 and 5 for further discussion). In the case of Canada at
time of writing there has not been a substantive national government policy reform
response to COVID-19 on the back of lessons learnt. However, in November 2023
a 643-page report by an independent national citizens inquiry was released into
the appropriateness and efficacy of COVID-19 response by authorities there (NCI
2023). Time will tell whether policy initiatives in some of the above landmark
initiatives across the ‘Five Eyes’ countries will be fully implemented and effective
in preparing them for future health security events. However, despite these attempts
at articulating policy reforms, four years after the COVID-19 pandemic started, it is
likely that ‘Five Eyes’ policy makers have largely moved onto other more pressing
national security issues nationally and internationally. Alongside policy-makers
shifting attention away from health security threats, risks and pandemics, there are
also national elections on the horizon in the US, and Canada, along with a recent
change of government in the UK, which will distract further attention away from
these issues. Given this attention shift by policy-makers away from health security
issues in ‘Five Eyes’ capitals, it would not be surprising if their intelligence com-
munities also reduce collection or analytical focus on health and biological security
issues to what are considered more pressing collection and assessment priorities.
In short, the crowded national security policy-agenda post-COVID-19, including
Russia’s invasion of Ukraine, China’s coercive strategic and military posturing in
the Indo-Pacific and instability in the Middle-East present dangerous threats and
risks for ‘Five Eyes’ countries. Such complex and significant risks create an envir-
onment not necessarily conducive to their ICs reflecting deeply on what missions
and mandates should national security intelligence agencies play in the health and
biological threats, risks and hazards in the future?

Despite an inevitable shift in focus by policy-makers away from COVID-19
crisis management and responding to the pandemic’s impact, there is still both the
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time and the need to make sure lessons can be learnt and captured from the whole
of society response to the pandemic in order to provide a more comprehensive,
robust and evidenced-based preparation for future health security, threats, risks and
hazards. As noted above, in most ‘Five Eyes’ capitals governments in addition to
announcing new policy strategies a number of independent (judicial) and/or parlia-
mentary inquiries into various aspects of national responses to COVID-19 have been
established. The key ones so far being, for example, the UK COVID-19 (Baroness
Heather Hallett DBE) Inquiry announced in December 2022 (UK COVID-19
Inquiry nd), the Australian COVID-19 inquiry (led by Angela Jackson, Catherine
Bennet and Robyn Kruk) announced in September 2023 (Chrysanthos 2023),
and the New Zealand Royal Commission of Inquiry into New Zealand’s COVID
response announced in December 2022 (Ensor 2022). At time of writing all of three
inquiries remain in progress. All three are independent judicial or expert-driven
inquiries focused on COVID-19 issues such as preparedness, decision-making, role
of government, data, legislation and a range of public health interventions. To date,
there has been no independently commissioned inquiries into the US or Canadian
government’s response to COVID-19. In the US, and other ‘Five Eyes’ countries,
there have been several parliamentary inquiries stood up during COVID-19. Some
of these are continuing now into the post-emergency COVID-19 period. There are
too many committees to name here, but examples are the US Senate Homeland
Security and Governmental Affairs, the now concluded Australian Senate Select
Committee on COVID-19 and in the UK multiple parliamentary committees such
as the House of Commons Science and Technology Committee and the Health and
Social Care and Science and Technology Committees have investigated a range of
aspects regarding COVID-19 response and preparedness. While valuable insights
are garnered from parliamentary/congressional committees the influence of par-
tisan politics can and does constrain accounts of policy successes and failures
as one or more political parties seeks to blame policy shortcomings on another
party whilst its administration was in government during a particular stage of the
COVID-19 pandemic.

It is also so far unclear based on the terms of reference and the records for
these independent inquiries and parliamentary committees the extent to which
they are fully capturing and evaluating the role of national security intelligence
agencies in supporting whole of society responses to COVID-19 in ‘Five Eyes’
countries. Understandably, the focus of the various inquiries underway in the post-
acute COVID-19 period have a public health and social impact emphasis. While
this is appropriate, inquiry results may be insufficient if they do not investigate
what activities non-public health stakeholders such as national security intelligence
agencies were involved in to support government’s COVID-19 response, whether
they were sufficient and effective and how this knowledge might inform the roles
‘Five Eyes’ intelligence communities should take on now in order to prepare for
future health security, threats, risks and hazards.

It is currently unknown the extent to which ‘Five Eyes’ intelligence communi-
ties have undertaken any internal reviews of their support to COVID-19 including
identifying challenges and capability gaps to more effectively support whole of
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society responses to future health security threats, risks and hazards. But as noted in
previous chapters — in the US, most starkly, but also in other ‘Five Eyes’ countries —
aspects of governments and their bureaucratic handling of COVID-19 has become
politicised (see Chapter 3) This raises the questions about whether both the current
independent and various parliamentary inquiries can provide both non-partisan and
comprehensive oversight of the role of IC agencies played in managing aspects of
COVID-19 and the extent to which they are preparing for any future health security,
threats risks? Are there other feasible review options that can provide oversight of
the role of ‘Five Eyes’ ICs during COVID-19 and their mandates into the future? In
the case of Australia, the government has commissioned two former senior intelli-
gence and policy leaders Richard Maud and Heather Smith to review the state of the
national intelligence community (NIC). These independent reviews are done regu-
larly in Australia (every five to seven years). The last in 2017 ushered in significant
changes to Australia’s intelligence community including the establishment of the
Office of National Intelligence and the expansion of the NIC to ten agencies (Walsh
2021; and L’Estrange and Merchant 2017). The terms of reference for the current
2024 independent intelligence review did not include any government request for
the reviewers to examine how the NIC responded to COVID-19 (Independent
Intelligence Review 2023). However, Walsh and Bernot (see Chapter 3) provided
in their written submission to their reviewers areas (including but not limited to
governance, early warning and workforce) where they should investigate regarding
the NIC’s response to COVID (Walsh and Bernot 2023; Walsh et al. 2023). The
reviewer’s report is due to be released later in 2024 and at this point it is unclear
whether reporting on how the NIC engaged with national COVID-19 response will
be included in their report. But it does provide at least for one ‘Five Eyes’ nation
another independent non-partisan opportunity to review NIC capabilities relating
to COVID-19 and potentially how they may be configured to manage future health
security, threats, risks and hazards.

Leaving aside what might be included in the next Australian independent intel-
ligence review, concerns over the remit of current independent inquiries and the
extent to which existing of future parliamentary reviews have become politicised,
it is argued here that in each ‘Five Eyes’ country it will still (after four years) be
beneficial for an independent non-partisan review into how the national security
intelligence agencies participated in supporting COVID-19 responses. An inde-
pendent non-partisan review should include an investigation into their effect-
iveness and how they might position their capabilities to meet emerging health
security threats, risks and hazards. Several scholars and commentators have
suggested for several years now that governments need the equivalent of a ‘9/11
Commission’ independent non-partisan inquiry into national COVID-19 responses
(Chyba et al. 2021; Gronvall 2020). Regardless of opinion on the outcomes of
the 9/11 Commission, the two-year review resulted in a detailed report, which
included many ideas about how the US IC might reconfigure its capabilities to
deal with counter-terrorism in the future. However, the political will — arguably in
all ‘Five Eyes’ countries — for such a detailed forensic (9/11 Commission equiva-
lent) review of national security intelligence capabilities used during COVID-19
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in extended public hearings has likely gone. Nonetheless, it is still possible and
desirable for ‘Five Eyes’ governments to commission more scaled-down, inde-
pendent non-partisan inquiries into how their respective intelligence communi-
ties engaged in COVID-19 and the lessons to be learnt. Much like the regular
Australian independent intelligence reviews, independent expert reviewers can
be appointed, and they can interview all key players and produce both a classified
and unclassified report that serves both policy maker requirements and promotes
public accountability into the actions of their intelligence communities during the
pandemic.

There are several areas that reviewers should focus on, all of which are central
themes identified in this book by contributors. Due to space limitations these will
not be repeated here. However, critical areas ripe for review are governance, which
includes what mandates and missions each IC agency should play in health security
threats, risks and hazards? What agency should lead the coordination of the whole
of IC response and how should mission deconfliction take place? Another gov-
ernance issue is how should ICs work with public health, biotechnology, private
sector and other stakeholders in carrying out this mission in the future? Other crit-
ical review topics include to what extent COVID-19 was an intelligence failure
and if is it possible to build better warning capabilities for future similar health
security threats, risks and hazards. Other important review themes could investi-
gate how best to lever external expertise yet also building better internal subject
matter expertise within the ICs workforce? While researchers should remain real-
istic about the prospects that policy makers may not invest in these much-needed
independent health security intelligence reviews, the downside of not doing so
leaves ‘Five Eyes’ intelligence communities reverting to patchwork reforms as
each agency moves on to other more pressing business. And any IC reforms that
do occur are at risk of being done in siloes rather than a whole of IC approach to
reform which unfortunately has been the fallback position to several reform efforts
pre-COVID-19.

National Health or Biological Security Strategies

The second important strand to improving policy and institutional reform in
responding to health security threats, risks and hazards in the future is the need for
each ‘Five Eyes’ to develop national health or biological security strategies. This
is not to suggest that no strategic work has been completed by policy makers on
how to respond to ‘future COVID-19s’. Previous chapters, particularly Chapters 3
and 5, have given several examples of policies and strategic initiatives some ‘Five
Eyes’ capitals have implemented during and after COVID-19. For example, in
Chapter 5 Bowsher discussed the revised 2023 UK Biosecurity Strategy, which
clarifies roles and taskings and outlines how workflows and relationships between
intelligence functions such as those within the Cabinet Office, the Ministry of
Defence (MOD), and other security-oriented functions are mapped in relation to the
UK Health Security Agency (UKHSA), Foreign Commonwealth and Development
Office (FCDO) and other government departments (HM Gov 2023). The reader is
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referred back to Chapters 3 and 5 for granular discussion of more recent policy and
strategic initiatives in response to COVID-19. But leaving aside the existence of
these initiatives, it is uncertain whether this planning sufficiently provides a clear
roadmap for all stakeholders (national security intelligence agencies included) to
identify and operationalise their mandates, missions and capabilities to prevent,
disrupt, mitigate and respond to future health security issues. In an idea world, a
best practice public policy response here would be informed by all the inquiries
currently underway as mentioned earlier, as well as the independent health security
intelligence reviews advocated for in the last section. Though recognising it is not
always possible for strategies to be informed by other parallel processes, it is now
important for governments to release national health or biological security strat-
egies that provide sufficiently detailed framework for a ‘whole of society’ response
to health and biological security issues over the next several (five to seven) years.
Such a strategy should be sufficiently detailed yet remain high level. A good tem-
plate to develop these may be national cyber-security strategies across ‘Five Eyes’
countries. National cyber-security strategies are instructive because they gener-
ally articulate a comprehensive role for all critical stakeholders including how the
public also has a role in protecting themselves from cyber threats. It’s this ‘whole
of society’ approach that seems to be still lacking in current policy and strategic
initiatives on health and biological security.

A national health security strategy will clearly contain different content in each
‘Five Eyes’ country depending on the country’s political institutions, size of research
and biotechnology communities, legislation, governance and oversight mechanisms.
But regardless of distinct national characteristics, such strategies should include
similar broad components. Here, I am suggesting six components. The first compo-
nent should describe the current and emerging health/biological security landscape.
In other words what are the threats, risks and hazards and how are they evolving? The
second component needs to outline comprehensively the role of key stakeholders
who to varying degrees will need to engage with the strategy. These include, but are
not limited to: public health, animal health, IC agencies, the research and biotech-
nology sectors and the public. For each listing of a stakeholder there needs to be an
articulation of the relevant governance arrangements and how common missions
are identified, integrated and deconflicted. A third component should address health
and biological security critical infrastructure. This section may include the role and
responsibilities of various stakeholders (national security agencies, public health,
multi-lateral institutions, regulation, and the biotechnology and research sectors).
COVID-19 demonstrated how supply chains in medical supplies (e.g. vaccines,
ventilators, and personal protective equipment) and how pandemic lockdowns also
impacted adversely on the broader supply of other goods and services across ‘Five
Eyes’ economies. A fourth component in a strategy could provide a strategic frame-
work for building national capabilities. This section could usefully include how
a nation grows its national health security workforce not just in national security
agencies, but supporting the growth of a security workforce in the pharmaceutical,
health, biotechnology research and innovation industries that in the future will have
leadership and managerial responsibility for countering potential health security,
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threats, risks and hazard particularly in the private and public sector. A fifth com-
ponent could focus on regional and international measures that a nation could seek
to influence that fosters confidence-building measures, norms and standards for
addressing emerging health security, threats, risks and hazards. A final section in the
strategy would map out the evaluation metrics governments and stakeholders would
be held accountable for delivering at various phases or milestones of the strategy.
A national health or biological security strategy of course is insufficient on its own
to push policy and institution reform in health or biological security post-COVID.
Each critical stakeholder, including national security intelligence agencies would
need to develop in collaboration with national governments their action plans to
provide an operational response to the strategy.

In the action plans of each ‘Five Eyes’ intelligence community, a granular dis-
cussion of topics identified in the higher-level strategy would be expected. Action
plans should lay out a framework that explains clearly how each ‘Five Eyes’ intel-
ligence community and each agency within these communities, would operation-
alise mandates, functions, governance and oversight activities. It’s likely that there
would be some overlap between several activities in an action plan. For example,
under a ‘prevention’ heading further description of activities may include: early
warning systems, managing disinformation, security vetting, establishing intel-
ligence collection and assessment priorities. Under ‘mitigation’ and ‘response’
headings, many of the activities listed under ‘prevention’ might remain relevant
but will have a different operational focus. Added to a ‘mitigation’ or ‘response’
phase of an action plan may be intelligence-led disruption activities, attribution
investigations, counter-intelligence/deception detection by state actors, critical
infrastructure protection, compliance and logistical support by national security
intelligence agencies in broader public health activities — such as public health
orders, and contact tracing where appropriate legally and with due consideration to
ethical issues (see Chapter 6, Miller). Much of the policy and institutional reforms
suggested here can also be informed by identifying lessons learnt but assessing
what is good practice also requires an investment by ICs in research projects that
identify ways capabilities and processes can be improved. We turn now to a final
reflection on research priorities.

Research Agenda

In Chapter 8, Kathleen Vogel presented six research priorities areas related to
health security intelligence relevant for ‘Five Eyes’ ICs. These are: climate change,
emerging bio-sciences and technology, bio-data/algorithmic security risks, disin-
formation/misinformation, resolving health security disputes amongst experts and
early warning systems. Many of these research priority areas have also been iden-
tified thematically in other chapters in the book. Additionally some of the research
priorities and challenges are already openly recognised by IC agencies (e.g., early
warning, disinformation/misinformation and resolving disputes among health
security experts). However, less is known about the IC’s interest or investment in
other research priorities identified.
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This section provides a final reflection on some of the research priorities iden-
tified by Vogel and other contributors in the book. It explores what additional
considerations need to be taken into account in approaching the design, funding,
coordination and management of research priorities of relevance to ‘Five Eyes’
IC agencies. The purpose is not to provide granular or prescriptive projects for
research areas explored. Rather it is to argue for both a sustained and multi-
disciplinary investment in research within and across ‘Five Eyes’ ICs to address the
current capability gaps each research priority area represents. Given limited space,
I will focus only on three research priorities identified on Vogel’s list: emerging
bio-sciences and technology, early warning and disinformation/misinformation.
These three have been selected because of how frequently they were discussed in
previous chapters, in the literature and with discussions with IC practitioners. In
short, a strong case can be made for them being priority investment research areas
by ‘Five Eyes’ ICs.

In terms of the first research priority — emerging bio-sciences and technology
there are a range of critical unknowns and knowledge gaps across ‘Five Eyes’
ICs about how the rapid acceleration of innovations in synthetic biology and bio-
technology may create security dilemmas (Walsh 2018; Vogel and Ouargraham-
Gormley 2018; Watters et al. 2021; West and Gronvall 2020; Paris 2023). Firstly,
it would be erroneous to suggest that ‘Five Eyes’ ICs are not currently sponsoring
research to better understand the security implications of synthetic biology and
biotechnology. The literature suggests some ICs are particularly focused on
funding research projects in synthetic biology that seek to improve intelligence
capabilities and enable more effective responses to broader bio-defence missions
(Walsh 2018; Trump et al. 2021). Similarly, the literature shows that ICs continue
to sponsor research and consultancy expertise on issues such as the attribution of
both natural and various synthetic bio-agents in order to ascertain whether they
might be synthesised deceptively for malevolent intentions such as bioterrorism
(Worobey et al. 2022; Callisher et al. 2021; Walsh et al. 2023). One area of syn-
thetic biology and biotechnology where ICs are showing increasing concern for
several years now is genomic editing. In February 2016, Director of National
Intelligence James R. Clapper issued a warning in the ODNI’s annual World Wide
Threat Assessment of the United States Intelligence Community that genomic
editing could be misused deliberately or unintentionally to create harmful bio-
logical agents or products (Clapper 2016). While the announcement by the then
US Director of National Intelligence highlighted an interest in genomic editing,
it also arguably demonstrated how little most ‘Five Eyes’ IC understood about
the potential national security implications of these increasingly used techniques
(e.g. CRISPR) by the broader scientific and biotechnology industries. Eight years
on from the 2016 DNI announcement, there is likely an increased understanding
of the national security dimensions of genomic editing like CRISPR within some
‘Five Eyes’ IC agencies. Nonetheless, I would argue both the collection and
assessment capabilities on the potential misuse, threats and risks associated with
genomic editing are not optimal. In short, better intelligence collection and analysis
of threats, risks and hazards posed by the intentional weaponization of synthetic
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biology and biotechnology techniques and technologies (like CRISPR) can only
be achieved by more sustained investment by IC agencies to gain evidenced based
multi-disciplinary knowledge that can better assess associated threats, risks and
hazards. This statement is obvious. But what is less certain is the extent to which
post-COVID ‘Five Eyes’ IC agencies that have a mandate to collect and assess
against health and biological security threats, risks and hazards are committed
longer term to obtaining this evidence-based multi-disciplinary-based knowledge.
Are the almost exponential innovations in synthetic biology and biotechnology that
CRISPR represents viewed by many in the IC as being too complex and likely at
best low probability/high impact threats/risks? Does the potentially overwhelming
complexity of genomic editing almost as default relegate them to low collection
and assessment priorities by ICs? It’s true that already over-stretched ICs do not
have the bandwidth nor need to chase every imagined security implication of all
the innovations in synthetic biology and biotechnology. But given the critical cen-
trality CRISPR and other genomic editing techniques and technologies currently
have and likely will continue to have in the global biotechnology sector, ICs do
need to develop more granular evidenced-based collection and analysis of their
security implications.

The recent COVID pandemic only highlights starkly the importance by ICs to
better understand the security implications associated with genomic editing. As
noted earlier, the scientific and medical response to COVID-19 underscored how
innovations such as genomic editing became the backbone of developing rapid
detection tests for SAR-CoV-2 and are expected to play an increasing role in the
development of mRNA vaccines for COVID and other viral diseases in the future.
The rapidity in which mRNA vaccines produced by companies like Pfizer and
Moderna was possible in large part because of the growing automation of pharma-
ceutical bio-processing — itself facilitated by the integration of cyber/Al enabled
and bioprocessing, which in turn allowed the faster design, manufacturing and
delivery of research outputs such as vaccines.

However, attacks against global pharmaceuticals during COVID-19underscored
several vulnerabilities in critical health infrastructure and supply chains. Further,
as discussed earlier, the malicious cyber-hacking of big pharmaceuticals such as
Pfizer BioNTech to steal IP related to mRNA vaccines during COVID-19 can
impact on the political, health, economic and social wellbeing of countries (Walsh
2022, 335-355). Additionally, such state-sponsored and non-state actor attacks on
biotechnology industries can impact scientific collaboration. A reduced willing-
ness by countries to share scientific data could, in turn, result potentially in delays
in scientific discoveries that harm the health of patients (Walsh 2022, 335-355).
In short, these recent examples from the acute COVID-19 period demonstrate that
‘Five Eyes’ ICs do have cause for concern that state and non-state actors may mali-
ciously exploit both the public and private synthetic biology and biotechnology
sectors. It also means that as the use of genomic technologies and techniques
become increasingly ubiquitous in these sectors they could be exploited by mal-
evolent individual, state and non-state actors for ideological, political, strategic
and economic ends.
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The significant knowledge gap within ‘Five Eyes’ ICs about how genomic editing
techniques and technologies could be misused by malevolent actors and what risks
these would pose cannot be met solely within ICs. Although some genomic editing
techniques are becoming scientifically more accessible and easier to use, there are
as Paris suggests a range of barriers (technical, social, operational, logistical and
ethical) that for the most part still need to be overcome even by skilled scientists,
who may be working for state and non-state actors to weaponize these techniques
(Paris 2023, 213). There is even lesser probability that a threat actor with lower
laboratory skills, knowledge and experience could ‘weaponise’ CRISPR to create
a bio-weapon (ibid.). Nonetheless, the complexities and nuances about what threat
actors and how CRISPR could be weaponised needs a deeper, longer-term multi-
disciplinary research investment by ‘Five Eyes’ ICs than hitherto has been the case.
‘Five Eyes’ IC capability funding needs to harness a collaboration of molecular
biologists, Al, biotechnology, intelligence studies, psychology, regulatory/legal
and ethical scholars to ensure there are overtime comprehensive improvements in
what genomic technologies and techniques are likely to be misused by bad actors
and how these threats, risks and hazards are best mitigated against — while not
blocking progress in legitimate application of genomic editing in the synthetic
biology and biotechnology sectors (Nester 2022; Paris 2022; Valdivia-Granda
2019; Vogel & Ouagrham-Gormley 2018; Wang et al. 2023; Watters et al. 2021;
West and Gronvall 2020).

The second research priority area that also needs sustained investment by all
‘Five Eyes’ ICs is health security intelligence early warning systems. Several
chapters focused on the technical, policy challenges and deficiencies associated
with the failure of health security intelligence early warning systems used by public
health and national security agencies leading up to and including COVID-19 (see
Chapters 2, 3 and 6). Similar to genomic editing, again it is not that ‘Five Eyes’
ICs are not aware of the need to develop more robust health security intelligence
early warning systems, but being aware is one thing and investing in research and
development to improve these systems is another matter. During COVID-19 and
now in the current acute pandemic period an increasing number of researchers are
working on various aspects of how to improve early warning systems (Gu and
Li 2020; Mehta et al. 2020; Newell 2021; Maclntyre et al. 2023; Coocia 2023;
Han and Ginsberg 2019). Governments rhetoric, as noted in the above section
post-COVID-19, has also declared nationals and the international community
needs to develop better early warning systems. For example, work underway at
the national level US CDC Centre for Forecasting and Outbreak and Analytics,
signals scope to enhance existing epidemiological intelligence with lessons from
national security early warning principles (see Chapter 5). The newly established
(January 2024) Australia’s Centre for Disease Control at this point also looks like
it might develop over time an horizon-scanning early warning capability in the
future (Australian Centre for Disease Control n.d). Similarly at the international
and multilateral level the WHO with assistance from member states has established
the WHO Hub for Pandemic and Epidemic Intelligence (WHO 2021). And as
Bowsher argued in Chapter 5, for some in the WHO there has been more focus on
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intelligence (national security) based approaches to improve traditional epidemio-
logical data to monitor disease and control measures on a real-time basis.

Yet the literature shows a diverse field of disciplines currently engaged in
‘early warning’ against pandemics. Some appear to be just trying to automate
already existing traditional disease surveillance systems, others seek to improve
on longstanding digital epidemiologic surveillance systems — while others seek to
develop early warning that may detect indicators of emerging novel diseases that
may have pandemic potential. Hence, the research on early warning can be both
diverse and confusing as it stretches across diverse temporal contexts. Confusing
because different researchers and practitioners have different views on what ‘early
warning means’ in their contexts. On one end of the spectrum, there are early
warning systems to allow traditional contact tracers heads up where an already sig-
nificant disease outbreak may be heading next and on the other, systems exist that
attempt to provide longer-term strategic warning of indicators that novel disease of
pandemic potential is on the horizon. The early warning literature can also be siloed
within or across only a few disciplines such as machine learning and Al aspects
(Maclntyre et al. 2023), while others focus more on epidemiological warnings for
public health contact tracing and predicting and modelling disease spread (Donelle
et al. 2023). What the bulk of this literature shows is the broader early warning
systems that have existed now for several decades have produced patchy results
as shown in their application against the initial onslaught of the COVID-19 pan-
demic (Parker et al. 2022; Simek et al. 2018; Sweeney 2020; Syrowatka et al.
2021; Donelle et al. 2023; Wilson 2017). As Skillicorn (see Chapter 6) reminds us
health security intelligence warning systems are ‘not, at present, so sophisticated’.
‘While most countries have some form of disease early-warning system, the
COVID-19 pandemic showed that these are often too sluggish to respond to expo-
nentially increasing cases, and struggle with multiple, incoherent sources of data’
(Chapter 6).

Skillicorn explored some areas of data analytics such as linear configuration and
non-linear configuration spaces in addition to Bayesian approaches that may help
with anomaly detection and improve functionality which is critical for building
early warning systems for unknown novel diseases of pandemic potential. However,
as noted in Chapter 6, many of these developments in data analytics require active
research to further assess their utility to building better health security intelligence
warning systems that could provide longer strategic warning than has been the case
with systems so far.

The inconsistent performance of so many early warning systems before and
leading up to COVID-19 requires a significant investment in research and devel-
opment of better health security intelligence warning systems that obviously lead
to better public health outcomes. But also warning systems should also have utility
for ‘Five Eyes’ ICs where novel or even ‘suspicious’ disease outbreaks may require
their involvement in understanding them as early as possible in order to warn policy
makers of any potential national security dimensions of outbreaks.

What COVID-19 highlighted was a proliferation of digital technologies used
by WHO, nations, their public health agencies (local, regional and national levels),
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and the private sector. Hardware such as CCTV, drones and digital thermometers
were all used. In terms of software, aggregate mobile data, data from private com-
panies, Apple- Google API, crowdsourcing technology and immigration databases
were also exploited. Finally, in respect to technology, health insurance date bases,
google trends data, geofencing, mobile phones apps, QR codes, social media and
remote monitoring were all used (Donelle et al. 2023, 7-8).

With so many public and private stakeholders now trying to develop more
effective early warning systems post-COVID-19, there are significant knowledge
and capability challenges for ‘Five Eyes’ ICs on what kind of health security intel-
ligence warning systems would best support their mandates in managing emerging
health and biological threats, risks and hazards.

Skillicorn and the broader literature demonstrate the significant technical
challenges in building better building better health security intelligence warning
systems that can ‘warn’ or detect inherently rare events. While there is historical
and, in some parts, deep expertise on early warning capabilities within some ‘Five
Eyes’ ICs, the application of existing principles and capabilities do not necessarily
translate into detecting emerging complex health and biological security issues.
Now is the opportunity for the ‘Five Eyes’ ICs to engage in deep collaboration with
trusted researchers to unravel the challenges in progressing more reliable health
security intelligence early warning systems. Again, along with all the research
challenges discussed in this chapter and the book ‘Five Eyes’ ICs need to invest
for the longer term in multi-disciplinary research collaborations that will identify
the range of technical and non-technical issues currently constraining better early
warning systems in this area. Much has already been said about some of the current
technical (data analytics /machine learning) barriers constrain the development of
more responses health security intelligence early warning systems. But from a range
of multi-disciplinary perspectives there are many other challenges that will not be
solved if early warning systems become captured solely by public health or machine
learning experts —however essential they are in providing part of the solution. Other,
perhaps even more fundamental, questions need to be explored. For example, what
kind of early warning system do ‘Five Eyes’ ICs need? What levels of decision-
making should it be focused on: tactical, operational or strategic — or a combination
of all three? What kind of indicators are most valid to include and what public and
private data should be collected to inform those indicators (e.g. hospital visits, social
media, genomic surveillance data, contact tracing)? Additionally, as Miller noted in
Chapter 7, what non-national security intelligence information such as public health
data should be shared with ‘Five Eyes’ ICs for this warning purpose? What internal
governance processes within ‘Five Eyes’ ICs need to be resolved in order for intel-
ligence analysts and relevant leadership chains to assess the validity and reliability
of warning triggers coming from various different IC agencies?

The final and third research challenge, which also has urgency, is for ‘Five
Eyes’ ICs to sponsor multi-disciplinary research collaborations on how to best
manage disinformation and misinformation propagated by threat actors that can,
as we saw during COVID-19, impact on trust in governments, their public health
interventions, scientists and the resilience of democracies in general. As pointed
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out by Jennifer Hunt (Chapter 4), the impact of COVID-19 disinformation con-
tinues at a pace even though the acute pandemic stage looks to be over. State, non-
state and conspiracy theory driven individuals continue to fuel narratives about
the perceived danger of vaccines, public health expertise and mistrust in the gov-
ernment particularly in the United States. While progress is being made by some
ICs to better understand disinformation in general — particularly as it may involve
foreign state actor interference, a greater, more sophisticated understanding of
threat and risk taxonomies as they relate to health and biological security issues is
critical. Being able to classify threat and risk is critical if liberal democracies are
to better prepare for any future substantial health security event. It is particularly
important in supporting government’s communication of valid public health mes-
saging while detecting and constraining the physical and virtual malignant messa-
ging by threat actors who seek to ignite social disharmony and violence. Again, as
with the other two research priorities, the production of better-quality knowledge
and evidence that ‘Five Eyes’ ICs can use to play their role in managing disin-
formation requires a multi-disciplinary research design. A collaborative approach
that includes researchers in psychology, political science, communication studies,
Al, regulation, law, ethics, public health and national security amongst others can
all usefully bring something to the table. Part of this research obviously needs to
focus not just on the quicker detection and classification of threat actors, but pro-
vide ICs with support in deciding what role they should play in designing counter
health security-related disinformation narratives. In particular, to what extent and
circumstances where trust in ICs across liberal democracies is low should they
be seen to curate, disrupt or deliver counter-narrative interventions? And to what
extent could other non-intelligence public sector agencies or the private sector take
this up? Arguably, many of these questions remain unresolved.

The Future

Finally, to circle back to the three aims listed in Chapter 1. The book seeks to con-
tribute to ongoing debates about health and biological security and its national
security implications post-COVID-19 (Frutos et al. 2020). First, it investigated
what roles ‘Five Eyes’ intelligence communities played (along with other key
stakeholders such as public health agencies) in managing COVID-19. Second, it
assessed the challenges and lessons learnt for ‘Five Eyes’ intelligence communi-
ties in how they have engaged in managing aspects of the COVID-19 pandemic.
Third, how may ‘Five Eyes’ intelligence communities play more effective roles in
managing future health security threats and risks — whether these are intentional
(bioterrorism and bio crimes), accidental (accidental laboratory releases) or unin-
tentional (pandemics) in origin.

There is still much to learn from how democracies such as ‘Five Eyes’ countries
responded to COVID-19 and what this means for designing better whole of society
resilience against future significant health and biological security events. In any
current and future public policy reforms post COVID-19, we argue a truly effective
‘whole of society’ resilience to emerging health security threats, risks and hazards
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must also include articulating a clearer mandate and enhanced capabilities of ‘Five
Eyes’ ICs in order to play their part in them. However, what is not understood
sufficiently is what role both, strategically and operationally, intelligence commu-
nities should play in a world that presents a range of potential yet complex health
security threats, risks and hazards? The book also sought to begin unravelling other
key questions. These include: what unique value can the ‘Five Eyes’ intelligence
communities offer to public health authorities and other responders as part of an
all-hazards approach to managing such threats, risks and hazards? What are the
boundaries between what resources and capabilities our intelligence agencies can
bring to bear in managing health security threats and risks; and what is the role of
other public and private stakeholders?

This book fills a gap in the intelligence studies literature about what role ‘Five
Eyes’ intelligence enterprises should play in supporting policy makers, researchers,
the public and private health sector, in understanding health security threats/risks
in a post-COVID-19 world.

The edited collection also brought together a multi-disciplinary approach to
understanding emerging health security threats and hazards. In particular, the volume
is a fusion of perspectives from experts with extensive backgrounds in national
security intelligence, and other fields including but not limited to biodefence, public
health, ethics, computer science, medicine, biotechnology, and science and tech-
nology — to better understand emerging health security threats/ risks/hazards and to
determine the role national security intelligence could play in managing them.

There is no pretence that this edited volume comprehensively assesses the roles
played by all ‘Five Eyes’ intelligence agencies during COVID-19. Some coun-
tries have received wider coverage than others mostly due to a greater availability
of open-source information and where contributors are from. COVID-19 remains
for many countries a sensitive political issue and details about what ICs did or
didn’t do during this period is likewise sensitive — hence the calls in the book for
an independent inquiry in each country. The book has its limitations both from
disciplinary and scope perspectives. The approach has been deliberately multi-
disciplinary, but the analysis would have been richer with additional voices from a
range of other fields such as epidemiology, animal health, disease ecology and rele-
vant stakeholders in the private sector. It is hoped nonetheless that the collection
will generate broader and deeper discussions from researchers, ICs, policy makers,
public health, biotechnology about the national security implications of health and
biological security threats, risks and hazards post-COVID-19. It is hoped that the
book will encourage more policy and research activity around the issues presented
and provide a foundation where the many gaps in health and biological security
knowledge over time will be filled.
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