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1.1  Nuanced Socio-Legal Approach Towards Censoring 
Information

Partly because the topos of crisis now permeate our media and social lives, it is 
easy to forget that a crisis is not a discrete event or circumstance but rather a phe-
nomenon that disrupts, inverts, or even undermines the logic deployed to under-
stand and respond to life. In other words, a crisis questions our decision-making 
and evaluation systems. This is no more apparent than in the case of Russia’s inva-
sion of Ukraine, which undeniably challenges the conventional wisdom of global 
audiences and the perceptions of Russian citizens. On 24 February 2022, Russian 
troops invaded Ukraine, claiming to be engaging in a “special military operation,” 
which escalated to be an unprecedented human rights and security crisis. In peace-
time, decreasing military expenses and maintaining neutrality have been treated as 
a sign of democratisation (Clardie, 2011). However, even stable democracies like 
Sweden and Finland were inclined to increase military expenditures with accession 
to NATO membership.

Likewise, Russian citizenry has witnessed a radical change, with its government 
waging a de facto war against its neighbouring country, resulting in international 
sanctions. To make matters more unintelligible, international organisations previ-
ously supported by the government were immediately declared to be unfriendly. 
Access to international media has been banned, and any form of dissent is branded 
as foreign influence. Counteracting foreign influence goes along with fractious 
disputes over authentic Russianness (Alapuro et al., 2012; Laruelle, 2019), which 
reframe general legal principles, such as the rule of law, free expression, the legiti-
macy of parliamentary representation, and the impartiality of courts. All of these 
reforms have vast implications for the implementation of human rights.

True, there is a crisis when these developments occur. However, crises usu-
ally pass, and Russia remains after assimilating these changes. A more nuanced 
approach is required to understand how the authorities in Russia legitimise restrict-
ing the free flow of information. Selecting a relevant theoretical framework for 
researching these issues by examining prominent theories helps explain how 
authorities use censorship. The legislation tightening freedom of expression is 
examined in this book, starting from 2012. This examination is done through the 
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2 Freedom of Expression and the Law in Russia

theoretical lens of asymmetrical information, as introduced by George Akerlof 
(1970), and within the methodological framework of the legitimation code the-
ory (LCT) by Maton (2014; Maton et al., 2015). The year 2012 is linked to the 
pre-Crimea annexation, Putin’s re-election, and the period of harshening freedom 
of speech, termed “new authoritarianism” (Lewis, 2020; van der Vet, 2018; von 
Gall, 2024). Such an approach allows for a holistic application of general theories 
of freedom of expression, access to information, and governance, detailed by sev-
eral niche framework theories (e.g. dual state and legal dualism, communicative 
power, and agenda-setting) for data analysis and interpretation. Our framework of 
asymmetrical information is thus rooted in a substantive research theory based on 
supportive theories of free expression and access to information and elucidated by 
relevant specialised theories.

According to Akerlof (1970), asymmetrical information emerges when the pro-
viders of services have more information about the actual content and quality of these 
services than the consumers. A market system based on asymmetrical information 
risks becoming unsustainable. In market transactions, if one side has valuable infor-
mation and the other does not, it can lead to an “adverse selection” problem. For 
instance, high-risk individuals predominantly take out insurance policies (p. 493). 
Importantly, Akerlof (1970, 1976, 1997) explores informational asymmetries in a 
context radically different from Russia’s legal system. For our discussion, however, 
his insights mean a lot, pointing out that a good administration should be responsive 
to the needs of the people (e.g. security and economic stability). If the government 
exploits these needs as a pretext to gain and consolidate power, it delivers services 
of substandard quality, thereby generating informational asymmetry.

Akerlof further asserts that a market system based on information asymmetry 
would collapse. Consumers would only pay high prices for known quality goods, 
making it difficult for honest sellers, while dishonest sellers would look for another 
market to maximise profits. Even if honest providers are capable of offering ser-
vices of actual quality, the general costs associated with asymmetrical information 
would result in both honest and dishonest providers being expelled from the sys-
tem. Akerlof refers to this as “a loss of a legitimate market” (1970, p. 495).

Applying this to Russia, we might hypothesise that, first and foremost, when the 
government presents corrupt information to the citizens and silences the dissent, it 
is surrounded by a populace that is neither capable nor willing to counterbalance its 
actions and decisions. Such a government is more likely to take high-risk actions 
and policies that are contrary to the citizens’ needs and interests, such as security, 
public order, and open public discussions. Under a façade, or lemon, using Aker-
lof’s (1970) terminology, authorities make decisions to accumulate power, elimi-
nating all possible decisions sponsoring human rights. Moreover, the leadership, 
bereft of public criticism and accountability, believes its actions are justified and 
supported by the populace, thus disconnecting itself from global norms of respect-
ing human rights law and its principles.

The only way to sustain the system or compensate for the “cost of dishonesty” 
(1970, p. 495) is by symmetrising information, enabling free information flow. Even 
so, the current regime in Russia is barely capable of doing this, since asymmetries 
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are what it is all about. This contradicts Black's (1961) median voter theorem, 
where he contends that the median voter ultimately decides the winner. Asym-
metrical information-based systems can declare themselves winners by moulding 
the image of “median voter preferences” to assert that they are the popular choice 
in the absence of conditions for genuine elections.

Considering that Russia continues to operate without symmetrical information 
flow yet also without a major collapse, it is significant to examine whether Akerlof’s 
ideas are relevant to Russia’s context. If they are, what are the key features of the 
asymmetrical information technique in Russia that prevent the entire system from 
collapsing? The framework of asymmetrical information can provide new insights 
as, amidst constrained information flows, the citizenry is forced to either consume 
existing information or seek alternative means of finding information. As a result, it 
is probably reflected in citizens’ actions and inactions concerning the Russian regime.

However, estimating the proportion of people supporting and opposing the 
regime is complex. Those who genuinely share the official narrative do not want to 
see alternatives, while those who see alternatives either speak up, constituting the 
vocal minority (Kohut & Bowman, 2017), or are silenced or choose not to speak out, 
instead finding new ways to practise silent resilience. While the official propaganda 
machine invents new ways to legitimise its actions by limiting freedom of expres-
sion, part of the citizenry also devises ways to resist, if not through protests, then by 
laying flowers to the dead oppositionist’s Aleksei Navalny’s grave (RFE/RL, 2004).

Although asymmetrical information in this context can refer to restrictions on 
free speech, propaganda, or censorship, it also provides a more detailed under-
standing of the processes governing these restrictions. Additionally, it may help 
explain why the autocratic regime remains viable. With that said, we analyse leg-
islative changes aimed at restricting open society and the free flow of information 
since 2012 and help to explain the lack of active opposition to the regime.

1.2   Asymmetrical Information: A Working Concept, an Analytical 
Framework, and Our Goals Regarding Its Exploration

1.2.1  Our Goals

As mentioned, our ultimate theoretical dilemma is whether Akerlof’s claims 
regarding asymmetrical information can stand within Russia’s legal system. We 
use Niklas Luhmann’s “systems theory” as an analytical tool. Involving Luhmann’s 
insights is inevitable as we test Akerloff’s market system ideas against Russia’s 
legal system. For an in-depth understanding of Russia’s legal system, an external 
observer can use asymmetrical information as a framework, which is nuanced and 
complex, involving a variety of other approaches related to communications and 
information. We return to these in Section 1.5. Therefore, we have the following 
key research questions:

• In the Russian legal system, what are the critical characteristics of asymmetrical 
information?
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• What role do these techniques play in the system’s survival?
• Are there specific asymetrising information techniques that this legal system 

went through?

In other words, we are not proposing or defending adjustments but analysing 
the legal system based on asymmetrical information. We are not trying to estab-
lish whether or when the system can collapse. We also approach the asymmetrical 
information-based legal system in Russia analytically because, in the end, no infor-
mation can be completely neutral or complete. Our key intention is to see how the 
asymmetrising of information is performed with the help of law.

The question may, however, arise: What are the signs of asymmetrical infor-
mation in its normal state, as it evolved post-2012 legal amendments, in limit-
ing freedom of expression and entering a pathological condition? Peripherally, we 
will try to establish criteria for distinguishing the pathological condition. We can 
employ Luhmann’s arguments, contending that a pathological sense arises only 
when “certain tolerance thresholds are exceeded” (Luhmann, 1992, p. 258). Using 
a methodological trick, we will also determine when the system might have been 
in a pathological state. This will be accomplished by analysing legal amendments 
using legitimation code theory (see Section 1.6). At this point, if the explanations 
for enacting new laws are nothing more than statements of fact, we could conclude 
that the system was busy with something other than inventing explanations.

1.2.2  The Working Concept of Asymmetrical Information

Taking Akerlof’s ideas into account, we assume that information becomes asym-
metrical due to the efforts of its transmitter, or the creator, in the case of a legal 
system, who is more aware of its asymmetrical nature than its receivers. Asym-
metrical information in this book refers to information or data (e.g. amendments 
to laws that limit free speech, preparation materials, and court cases that enforce 
them). Secondly, asymmetrical information is more than merely a narrative; it is 
a way of narrating. In contrast to facilitating free information flow, asymmetris-
ing information involves a set of actions that results in data lacking impartiality, 
objectivity, or completeness. Thirdly, these are data manipulated and transmitted 
(or communicated) asymmetrically within a legal system that includes laws and 
agencies responsible for creating, interpreting, amending, revoking, and enforcing 
them. When disseminating asymmetrical information, data in focus are communi-
cated selectively, while other information is withheld or distorted to gain a strate-
gic advantage. By considering Luhmann’s “information-utterance-understanding” 
communication triad,1 the utterance of asymmetrical information aims to manipu-
late information and individual perception of specific facts and events.

We demonstrate in this book that it is done by using specific language either 
too vague or, on the contrary, too bold in arguing for something as well as the 
amount of time and effort involved in “appearing” and “explaining oneself” behind 
legal amendments for making the essence of the narrative clear (Luhmann, 1992, 
p. 253). With all these extra marketing campaigns, asymmetrical communication of 
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doctored data interferes with understanding events and forces those who disagree to 
express their perceptions only within the system’s parameters. Regardless of what 
participants may understand in their self-referentially closed consciousnesses, the 
communication system works out its understanding or misunderstanding (1992).

As such, in this book, we treat asymmetrical information as a research phenom-
enon, or something normal, which concurs with Luhmann’s functionalist approach 
and to some extent also with Akerlof’s narrative, which claims that “in the real 
world . . . information is neither complete nor costless” (Akerlof, 1976, p. 599). 
As far as communication is concerned, he continues, “It is without goal or end, 
without immanent entelechy . . . . It occurs, or it does not-that is all that can be said 
about it” (Luhmann, 1992, p. 254).

1.3  Asymmetrical Information: From Market to the Legal System

Asymmetrising information in this book is studied as occurring within a legal sys-
tem (a social system insofar as Luhmann's (1995) systems theory is applied). It thus 
depends on specific relationships between the system that is always autopoietic 
(i.e. capable of self-reproducing, operatively closed, and self-referential) and its 
environment (i.e. a product of the internal operations that are observed) (1995). 
This relationship that revolves around freedom of thought and expression creates 
and maintains the asymmetry. This is where Luhmann’s and Akerlof’s insights on 
asymmetrical information and adverse selection intersect, as legal and economic 
systems are social systems.

Luhmann argued that similar features apply to any social system, including 
law and economics (Luhmann, 1995). The proof for the feasibility of extending 
Akerlof’s concepts to law undeniably goes beyond Luhmann’s claim that all social 
systems follow his logic. Thus, references to other studies extend the application 
of Akerlof’s ideas beyond second-hand car markets, which in one way or another 
highlight the problem of adverse selection that results from inaccurate information. 
For example, when institutions provide corrupt information about the premises to 
be insured from fire, this leads to incorrect risk assessment (Bartley & Schneiberg, 
2002). Also, with health insurance relationships, when patients conceal informa-
tion about the state of their health, which, when practised en masse, can impair the 
entire health insurance system (Horne, 2017). This idea applies Akerlof’s ideas in 
studies dealing with the rationality of decision-making in the context of democracy 
studies (Pennington, 2010).

Akerlof saw a difference between social and economic systems when asserting 
that social decisions have social consequences, whereas economic decisions do not 
(Akerlof, 1997, p. 1006). However, Akerlof (1970) brought examples of adverse 
selection based on reluctance to hire minorities. He later expanded social science 
perspectives in his economic writings aimed at understanding how markets and 
employment work. In particular, he raised the issue of including knowledge about 
social systems, such as the role of stories, a battle between “us” and “them,” and 
the search for self-respect, in the discourse on the economics of minority poverty 
(Akerlof & Shiller, 2010, p. 163).
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The social sciences dimension of Akerlof’s ideas rests on discourses that 
seem to have a standard line that certain countries from which migrants come are 
poorer because of a lack of skills, financial assets, and discrimination, ignoring the 
“thought patterns that animate people’s ideas and feelings,” or “animal spirits,” as 
he called them (Akerlof & Shiller, 2010, p. 1). Akerlof approaches asymmetries 
via a concept of social distance. According to Akerlof, social decisions are influ-
enced by people’s dependency on the actions of others (Akerlof, 1997, p. 1005). 
In extreme cases, these interactions may create long-term traps, deviating from 
socially optimal outcomes. He further asserts that it is possible to make interven-
tions in closed systems to achieve social transformation and provides several suc-
cessful examples (p. 1021).

The asymmetrical information-based system in Russia illustrates this as accu-
rate but in an adverse way. As a result of official narratives that call for social unity 
in Russia against Western values, such solidarity increases the distance between 
those who agree with the government’s cause and those who believe in individual 
human rights. This imposed solidarity also counteracts dissent by making people 
agree with the prevailing viewpoint. These insights are similar to the effects of 
the spiral silence theory, where voices of dissent are silenced by fear of not being 
accepted (Noelle-Neumann, 1993). Moreover, they emphasise Luhmann’s binary 
division between us and them to guarantee autopoiesis for the system.

According to Luhmann, asymmetry within a system is caused by distorted 
notions of equality. In highly differentiated societies (e.g. Russia), equality is not 
about recognising phenomena based on similarity and difference but about making 
the system constantly evaluate whether two similar cases are equal or not (Luhmann, 
1993, p. 133). In an asymmetrical information-based system, unequal treatment thus 
requires justification, and such justification transforms into asymmetry through the 
constant “rule and exception” operations (pp. 132–134). This book does not lack 
examples of these operations when the laws and their application justify unequal 
treatment. For example, when the Constitutional Court agreed that banning criti-
cism was illegal, it also claimed banning criticism of public officials was acceptable 
because of the public official’s unique role (see Chapter 7 of this book on prohibi-
tions of discrediting the military and the authorities). When equal treatment is not the 
rule but a reason to justify exceptions, there comes the demand for criteria of what is 
equal in this situation (p. 134), creating asymmetry. The foundations of asymmetrical 
information, as approached by Akerlof and Luhmann, are sketched in the Figure 1.1.

1.4  The Choice of Data for Analysis and Limitations

The choice of data for analysis (legal amendments introduced after 2012) is based 
on principles derived from several theories of freedom of expression and partici-
patory governance. These theories foreground the interrelation between the right 
to freedom of expression, access to information, and participatory governance. 
Our attention is focused on legal amendments that limit citizens’ avenues for 
free expression, specifically, public expression addressed to an unidentified cir-
cle of recipients, in line with Luhmann’s distinction between the system and the 
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environment. This attention implies that our discussions do not cover legal limita-
tions on political party activities orchestrated by the authorities that are part of 
the system, nor how citizens can exercise their freedom of expression within their 
social circles, although both topics are undeniably important.

Thus, the choice of legal amendments for review is derived from, among other 
things, recent research on restricting the open society and freedom of expression 
by a diverse range of means, including creating a disreputable image of civil soci-
ety actors receiving foreign funding. Matejova et al. (2018) studied governmental 
control over the activities of NGOs through legislation by grouping the means 
of the control into five categories: (a) administration, by introducing stringent 
requirements for registering NGOs; (b) finance, through controlling the economic 
foundation of NGOs; (c) communication, in limiting freedom of expression; (d) 
movement and activity, by restricting freedom of cooperating with other entities 
and NGOs; and (e) harassment, in introducing strict requirements for the staff, 
restricting personal freedoms. Moreover, Toepler and Fröhlich (2020) approached 
the issue of controlling civil society from the perspective of regulating the advo-
cacy activities, which they divided into political, policy, and program advocacy, 
as well as case and public or community advocacy via the freedom of expression.

Of the multitude of legal amendments issued since 2012 that relate to freedom 
of expression and access to information, we chose the following: (a) regulating 
the so-called enlightenment activities, which involve information-sharing, often on 
political issues, and are pursued outside formal educational curricula through open 

Figure 1.1 Foundations of Asymmetrical Information
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lectures, discussions, and talks; (b) issuing a public register of traditional ethical 
and moral values; (c) tightening requirements for conducting public protests; (d) 
prohibiting criticism of the authorities and the military; and (e) extending foreign 
agent legislation concerning private individuals. While these laws have existed 
for some time, their use to suppress civil society grew significantly after Putin’s 
election to a third term (McCarthy et al., 2023, p. 129). Our approach discusses in 
a nuanced manner how the authorities issuing laws, the Constitutional Court that 
is supposed to decide whether these laws are constitutional, and the administrative 
authorities and courts that apply these laws articulate their specific vision of why 
these laws are needed amidst the present crisis. Lastly, we parallel these amend-
ments and interpretations with how the vocal minority of citizens try to argue 
against limitations imposed by them in courts of law and on the streets of Russia.

1.5  The Choice of Framework Theories

A broader range of socio-economic and sustainability studies examines different 
aspects of information asymmetry. However, most conclude that free expression 
and cooperation are the keys to long-term social sustainability. The substantive 
research framework of asymmetrical information, together with the following rel-
evant theories inquiring into the issues of restricting open society and censoring 
public information, helps us understand how and with which narratives and trig-
gers certain legal amendments can deprive citizens of the opportunity and willing-
ness to criticise the government.

The prisoners’ dilemma was formulated from the 1952 Flood and Dresher 
experiment (Flood, 1958), which suggested that two alleged perpetrators who can-
not be proven guilty must choose between cooperating for mutual benefit or betray-
ing each other for personal gain. If neither testifies against the other, they will each 
receive the mildest punishment (two years in prison). If one confesses to the princi-
pal charge and betrays the other, they will be pardoned, while the other must serve 
the full term (ten years in prison). The concept of adverse selection is employed by 
Akerlof (1970) to explain such stifling of mutually advantageous transactions. As a 
result of this dilemma, we see the benefits of symmetrical cooperation.

In this book, good faith cooperation means playing the game fairly and allow-
ing the free flow of information. The prisoners’ dilemma can also be interpreted 
by considering the value of punishing wrongdoings. If a government chooses only 
loyal supporters by corrupting information, it betrays the ideal of free information. 
Personal benefits from such cooperation will mean nobody will be held account-
able for breaching the universal or social good, as embodied in international human 
rights norms. Open and fair cooperation is the premise of international economic 
organisations, like the WTO, which Russia still features. Sustainable resource 
consumption can only be achieved through cooperation and fair play. Defeating 
another party by consuming a shared resource will likely benefit one party. How-
ever, other parties can also deceive even more effectively and benefit more from 
consuming the same resource. In the end, the resource is consumed quickly with-
out considering sustainability. This means that manipulating information could 
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adversely affect regime supporters in the Russian context. Authoritarian leadership 
is even more susceptible to risky actions without checks and balances. Such a situ-
ation is dangerous for a nation with the largest nuclear arsenal in the world.

The theory of the dual state (Sakwa, 2010, 2011, 2021) and associated theories, 
for example, the informal network approach (Ledeneva, 2011), telephone justice 
(Ledeneva, 2013), the duality of control (Daucé, 2015; Salamon et al., 2015), 
and legal dualism (Hendley, 2017, 2022; McCarthy et al., 2023) contextualise 
more general theories of participation and access to information by underscor-
ing the duality of Russia’s administrative apparatus. These theories imply that 
governance in Russia relies on a mixture of formal institutions, primarily for rou-
tine cases, and informal administrative practices for serious political encounters 
(Sakwa, 2010, 2011).

An administrative regime tends to assume “extra-constitutional leadership in a 
divided society” (Sakwa, 2010, p. 191). The asymmetry of information resulting 
from a lack of legal certainty is enhanced by lacking remedies to protect human 
rights. The deeper the crisis, the greater Russia’s emphasis on non-formal tools 
of governance (Sakwa, 2011). In a dual state, consolidation of the administrative 
authority is inevitable since other collective players (e.g. the wealthy Russians hav-
ing extricated themselves from state control) are swept away (Tilly, 2007; Volkov, 
2002). Where the channels of information, bereft of opposition, would have other-
wise been taken by citizens, the dual state imposes its agents (Sakwa, 2010, p. 193), 
who can even profess to defend the constitutional democratic state.2

The appearance of individuals being essential for the state is reinforced by direct 
addresses to the citizens (Ibid.), underpinning the position of the administration, as 
illustrated by Putin’s 2023 Address to the Federal Assembly, claiming that no ordi-
nary citizen will sympathise with wealthy people whose wealth is currently held by 
Western states because of the sanctions against Russia. The dichotomy (or taxonomy 
as proposed by the Legitimation Code Theory (Maton et al, 2015)) between Russian 
and Western values, as exemplified by Russians who stayed in the homeland and 
Russians who chose to leave the country, allegedly lured by the material benefits of 
the West, is clearly illustrated in this statement. Explaining how the Russian gov-
ernment rationalises their regime’s defence in the citizens’ eyes, Sakwa proposes a 
concept of stabilocracy (stabilokratiya). This system is designed to maintain stabil-
ity by manual or mechanical means (Sakwa, 2021), which implies the exploitation 
of Putin’s government as an instance that created a stable economy with comfortable 
cities. This perspective also means one must not support the West to protect stability.

Although the idea of duality between the rule of law and orders by the adminis-
tration has been invoked by several renowned scholars in various modifications to 
explain why Russia’s regime remains viable, Sakwa’s approach is more germane 
because he employs the concept of para-constitutional institutions and practices 
(Sakwa, 2011)3 which are not prescribed by the Constitution but carry out sig-
nificant tasks of strengthening the regime. Para-constitutionalism is essential for 
our analysis because the current regime in Russia seeks to “influence outcomes 
through a closed and shadow political system” (p. 3). The regime can achieve the 
desired effect in a dual state by circumventing popular choice. However, the 2020 
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Constitutional Amendments were a massive change. Earlier administrative meth-
ods relied on circumscribing the Constitution rather than changing it. After the 2020 
Constitutional Amendments, it became clear that the administrative element began 
to take precedence over other measures. The revised constitution expanded the idea 
of Russia as being a “continuator” (pravoprodolzhatel’) of the Soviet Union and 
carrying out the task of protecting “historical truth” (Mälksoo, 2021, p. 83).

We explain how legislation legitimises the government’s course by ana-
lysing the legal amendments controlling information flow. The concept of a 
para-constitutional institution – an arena for “intra-élite intrigues” (Sakwa, 2011, 
p. 50) – helps to account for how the regime can legitimise its actions by acquiring 
an institutional component. As a result, para-constitutional practices grant legiti-
macy to the system’s preferences, instead of popular choice, using the veneer of 
public participation to control public affairs. This dynamic is similar to Black's 
(1961) median voter’s theorem but in reverse.

Theories on access to information and influence through public discourse (i.e. 
citizen participation) also frame the process of understanding the broader societal 
implications of censoring information. The rights-based approach to free expres-
sion highlights the interrelations between freedom of expression and participation 
in public affairs (Matthies & Uggerhøj, 2014; Waldron, 1998, 1999), as guaranteed 
by Article 25 of the ICCPR, to which Russia is still a state party. The asymmetrical 
information-based system aims to preserve its existence by keeping its operations 
closed from the influence of actors other than those belonging to the system. Thus, 
limiting individual opportunities to exert influence on public decision-making is 
essential, and it is done through limiting freedom of expression since participatory 
rights are realised through adjacent freedoms (UHRC, 2006, par. 8). These theo-
ries help understand the interconnection between asymmetrical information and 
good and authoritarian governance. Without the opportunity for free expression of 
views that differ from those of the authorities, citizens are less likely to organise 
themselves to collectively and efficiently quash the official narrative. The current 
regime, hence, controls public engagement in politics by eliciting and containing 
citizen participation (Richter, 2009, p. 41), resulting in a controlled or managed 
society (Ledeneva, 2013; Petrov et al., 2010; Richter, 2009). Therefore, to have a 
managed democracy, Russia’s regime controls participation by facilitating various 
institutionalised hubs (e.g. within the public chamber). In these hubs, however, citi-
zens are not supposed to engage with the state but to act within the institutionalised 
ramifications under strict management (Richter, 2009, p. 60).

The idea of a controlled society intertwines with the theory of collective action 
(Coleman, 1966; Olson, 1965; Smelser, 1962). Most recently, Ekaterina Shulman 
(2022) invoked this theory to analyse citizens’ reactions to the special military 
operation. Schulman, who specialises in decision-making mechanisms in auto-
cratic regimes, is a scholar who is now in exile because of the uncertain position 
she and other scholars critical of the regime found themselves in foreign agents. In 
her recent interview, she invoked this theory to explain why Russian citizens have 
few chances to influence the current political situation. Participation should be on a 
mass scale to exert influence because individual action can lead only to persecution 



Introduction 11

and oppression (Zhelnov, 2022). As an illustration, she revealed an open letter that 
the rectors of almost 600 Russian universities signed in Spring 2022 to support 
the special military operation in Ukraine (2022). If some of these rectors had not 
signed this letter, asserts Schulman, there is a strong possibility that these persons 
would suffer consequences and would have their positions in the university filled 
by someone else who is kindly disposed to the system and inclined to implement 
the official ideology (2022). However, Schulman concludes that the letter would 
not have been released if the majority had disagreed.

A lack of collective action also reflects the idea of a passive adaptation, “when 
actors take for granted, without questioning or apparent reflection on their pres-
ence or involvement” in political processes (Siisiäinen, 2014, p. 29; Volkov & 
Kolesnikov, 2023). A lack of collective action is thus something that maintains the 
asymmetrical information-based system’s autopoiesis by holding an information 
monopoly (Shulman, 2022). Opposition figures like Aleksei Navalny or Vladimir 
Kara-Murza and many others who refused to adapt and have been arrested, yet 
still could exert an influence from prison. Their influence, counterbalanced by the 
official propaganda reinforcing the inviolability and righteousness of the regime, 
results in people who could otherwise be against the government refraining from 
expressing their opinions.

Citizens can choose not to oppose the regime for various reasons, which we, 
unfortunately, cannot systematically address in this book. However, one of the goals 
of asymmetrical information is to manage uncertainty by creating a quasi-statistical 
perception of opinions. When restrictions on the free flow of information create 
the official picture of what is right and what is not while assessed on the go by the 
courts in the absence of clear legislative provisions, any opinion at odds with the 
official line, thus, becomes unpopular. According to the spiral of silence theory, 
people tend to conceal their opinions if they appear unpopular. A silent opposi-
tion is thus a threat to the system, as it creates a vacuum that would prevent most 
citizens from openly and publicly reflecting on and redefining their actual position. 
Although there are individuals whose opinions remain unaffected by propaganda, 
such people are probably not in the majority position (McDonald et al., 2001). 
Thus, the system proceeds with increasingly broader restrictions, even starting 
to believe that they enjoy popular support. Nevertheless, the risk is that without 
adversarial groups, the government will be inclined to pursue even more dangerous 
policies with unpredictable consequences.

We assume that there are other states with policies that tend to restrict the open 
society and where widespread protests do bring certain results, for example, Ira-
nian popular protest movements led the moral police to halt enforcing the com-
pulsory hijab for women. This book attempts to explain how, through specific 
techniques of asymmetrising information, the current regime in Russia attempts 
to preserve itself. With his asymmetrical information theory, Akerlof explains 
that a vicious circle occurs when the government bans free media and punishes 
those who chat on social media or express themselves during protests or at various 
associations. At the same time, an alternative version of reality is represented via 
government-controlled media channels. Hence, Akerlof’s ideas can also be viewed 
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in light of communication theories and agenda-setting theories, explaining how 
targeted campaigns affect individual perspectives. In particular, Banas and Miller’s 
(2013) inoculation theory explains how and when one can be inoculated against 
propaganda.

Finally, we put Russia’s asymmetrical information practices in a broader context 
of repression as a coordinated communication power exerted via targeted media 
and military policies. This strategy continues to efficiently self-correct, learn from 
mistakes and failures as they go along, and get better each time (Rodgers & Lano-
szka, 2023). While focusing on national law, this book also fills in the gaps left 
by ignoring Russia’s power dimension during its international performance, dur-
ing which it tries to consolidate support and exert influence. Various information 
manipulations in Europe have exposed Russia’s involvement in influencing West-
ern politics (Karlsen, 2019, p. 2). The recent crisis between Russia and Ukraine has 
reignited propaganda, which is not surprising in the middle of a war since propa-
ganda research shows that signalling potential military deployments increases fight 
success (Slantchev, 2005).

To gain an edge in Ukraine, Russia seeks to project strength. Earlier, it was 
believed that signaling military might by autocratic states was often a bluff, as these 
states have low internal audience costs and are less concerned about losing cred-
ibility among oppressed citizens (Fearon, 1994). Recent research on propaganda 
as a strategic communication tool suggests that non-democracies can incur high 
“audience cost” even while tolerating street protests (Weeks, 2008; Weiss, 2013). 
Given Russia’s history of ignoring opposition, international audiences have greater 
reasons to scrutinize its communication strategies – an opportunity explored in this 
book. Thus, asymmetrical information can be seen as a method by which Russia 
influences both internal and external policies through targeted communication (see 
our concept of asymmetrical information, which rests on three pillars: information, 
its asymmetrisation, and its communicating, in Section 1.2.2 “The Working Con-
cept of Asymmetrical Information”).

We return to Niklas Luhmann’s idea that the law maintains the system’s 
autopoiesis and operative closure by linking earlier and later decisions (Luhmann, 
1993). Adjusting the narrative to align with environmental changes serves the 
system’s essential needs. Our attempts to prove the validity of the asymmetrical 
information framework in the context of Russia’s legal system rest on the premise 
that it serves to hibernate the opposition and manage the uncertainties which free 
information flow could bring in (Luhmann, 1992, p. 255). It is possible to stir strife 
deliberately and ridicule dissent through asymmetric information, like in Russia 
with its legislative amendments post-2012 limiting freedom of expression. This is 
how the system is both created and maintained.

1.6   Explaining the Data Analysis With the Help of the LCT 
Framework

This monograph’s methodological framework draws on Karl Maton’s work, par-
ticularly his LCT, which provides an interdisciplinary framework for analysing 



Introduction 13

information about theories, laws, and practices. This is done by examining data 
(texts of legal amendments with preparatory materials, their interpretation by 
the Constitutional Court, and their application by courts of law) and structuring 
their contents into leading themes or legitimation codes that extend said princi-
ples across academic, practical, and national frontiers towards new forms of 
knowledge-building (Maton et al., 2015).

In our analysis, we use LCT to avoid arbitrariness, and our central justification 
for preferring this method is that it is topic-related. Asymmetrical information is 
understood in this book as data that have been modified (asymmetrised) and com-
municated so that one aspect of a topic is highlighted without mentioning the rest. 
Such asymmetries in modelling and communicating data can be tracked by LCT. 
As LCT maintains, the actor who issues a statement controls the process by estab-
lishing “specific legitimation codes as dominant and so defines what is legitimate, 
shaping the social field of practice as a dynamic field of possibilities” (Maton, 
2014, p. 18). Each code has several dimensions, but the specialisation codes are 
especially relevant for our research since they allow the organising principles of 
practices to be conceptualised (p. 3). These codes position discourses in the struc-
tures of knowledge and knowers and establish independent relations to these two 
structures (2014). LCT recommends distinguishing between epistemic relations to 
knowledge structures (ER) and social relations to knower structures (SR). These 
relations can exhibit relatively stronger (+) or weaker (−) classification and fram-
ing. In other words, code dimensions in laws, interpretations, and the application of 
law may emphasise the knowledge structure, the social relations to knower struc-
ture, or neither. Depending on these modalities, we can assess our key findings and 
triggers to justify legal amendments. This assessment can be done by categorising 
the results:

1. using knowledge codes (ER+, SR−), in which specialised knowledge concern-
ing concrete facts and events is underscored, and the attributes of actors are 
downplayed. Therefore, the more valorised shared knowledge is, like Western 
values emphasising pleasure or the West intimidating Russia, the more likely it 
is to have a significant impact, provided dissent is silenced.

2. relying on knower codes (ER−, SR+), in which specialised knowledge is down-
played but the attributes of actors are emphasised as measures of achievement. 
This would entail a classic example of bragging by emphasising the country’s 
greatness while not mentioning the diversity of opinions or the value of indi-
vidual rights.

3. employing élite codes (ER+, SR+), in which legitimacy is established based 
on both possessing specialised knowledge and being the right kind of knower 
(the term élite here refers not to social exclusivity but rather to possessing both 
legitimate knowledge and legitimate dispositions). Facts and claims are released 
that call for behaviour to support or stop certain actors (e.g. citizens protesting), 
but they are provocateurs and must be stopped.

4. acting through relativist codes (ER−, SR−), in which “legitimacy is determined 
by neither specialist knowledge nor knower attributes” (Maton et al., 2015, 
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p. 13). The latter codes are just data communicators announcing that the rules of 
behaviour are changing without any further explanation.

This book will provide numerous examples of how preparation materials for 
legal amendments or court interpretations allow such claims. However, if we iden-
tify examples from the previous three groups of techniques, we might discern that 
the system is in a creative phase, preparing to fine-tune the narrative. If we find a 
fourth example, it would mean that the system is too busy to invent creative ways 
to self-correct or that it is satisfied with its performance. Because of difficulties 
communicating, there is no way to further inquire and clarify in routine communi-
cation without causing emotional strain, which indicates an abnormal condition of 
the system. Methodologically, we perform LCT-grounded document analysis and 
organise data into topics of importance (or codes), with each topic further analysed 
according to four principal specialisation codes: ER+, ER−, SR+, and SR−.

While asymmetry of information by justifying the isolation of everything for-
eign is often at the forefront of contemporary discussions, using LCT will help us 
see this as only one of many elements in a matrix of stakeholders and considera-
tions connected to how and why such a system could be created and survive. Such 
an approach can sustain a nuanced account of how disparate stakeholders articulate 
their needs and concerns in the face of any specific need or crisis and deliver research 
results with textual analysis of data that properly acknowledges the socio-political 
context. The LCT framework is beneficial for legal studies investigating limita-
tions of free speech and access to information since it allows laws and regulations 
to be examined as an amalgam of connections between various research theories. 
LCT typically moves from social ontologies, such as theories of social systems and 
access to information, to explanatory frameworks, theories of the dual state and 
legal dualism, and theories of collective action and agenda-setting, to elaborating a 
substantive research area of asymmetrical information (Maton, 2014).

This process is not static or unidirectional: while social ontologies provide 
meta-theoretical implications for explanatory frameworks, the latter informs social 
ontologies by mediating their access to the social world. It is understanding how 
restricting the free flow of information is developed and not met with an adequate 
response by any independent entities where LCT can be fruitful, even essential, 
since the framework theories explain how the administration could control organ-
ised interest groups and replace them with its agents. Because the present status 
quo was established due to a lack of opportunities for determined opposition, any 
accurate analysis of this status quo will require an approach that can parse epis-
temic and social relations between different actors.

Perhaps most important is that although our research framework guides this 
study, the study also speaks back to theory and helps evaluate the data it provides 
(Maton, 2014). This dynamism is partly why LCT, applied and adapted in various 
ways, has proven to be a successful approach to human rights and information 
inquiries. Harzing (2016), for instance, used and adapted the LCT method to study 
the publication of academic sources, which provides a verified methodological 
apparatus for analysing data, nuancing the nature of academic and legal discourse, 
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and developing insights into how objective information is accessed, shaped, and 
changed (Martin et al., 2020). The benefit of the LCT framework is its capacity to 
effectively apply the framework theory of asymmetrical information to publicly 
available data, revealing subtle assumptions, connections, and, ultimately, mean-
ings.4 See “Appendix” at pp. 148–149.

LCT-grounded examination of publicly available data (e.g. travaux prepara-
toir, subsequent amendments to other laws triggered by the law in question, public 
speeches of officials, interpretations of Richter (2009), Constitutional Court, and 
application of the law by the courts and administrative organs) allows further con-
textualising the meaning of the legal provision introduced in phase 1 and filtering 
out common topics with the CCA method as most speakers emphasised national 
security interests when justifying legal amendments related to foreign agent restric-
tions. Analysing each topic against four principal specialisation codes, ER+/− and 
SR+/−, can explore how the information security-based argument justifies why 
some persons should be labelled foreign agents. In statements made by A, B, and 
D, we could see either ER+/– meaning relatively strong or weak framing of the 
epistemic relationship. For example, quoting authoritative names indicates ruling 
out any possible foreign influence and either SR+/– meaning relatively strong or 
weak framing of social relationships by not mentioning any protest movement or 
NGO activity related to protecting freedom of speech.

Reading the findings in the context of the theories of access to information and 
the theories of the dual state, classified as knowledge-knower-élite-relativist codes, 
would lead to the formulation of new substantive research findings, demonstrating 
how exactly and with which triggers and techniques information released to the 
public is asymmetrised or moulded to persuade citizens to accept it uncritically.

Notes
 1 As Luhmann wrote in his essay What is communication? (1993) and developed in further 

works, including Law as a social system (Luhmann, 1993), the three factors of communi-
cation are information, its utterance, and understanding. As he pointed out, this distinction 
is not new in linguistic communication; it was developed from works by Biihler, Austin, 
Searle, and Habermas, with Habermas adding a typology of implicit validity claims to his 
theory (Luhmann, 1992, pp. 252–254).

 2 As one could witness in Russia when, for example, the trusted national political par-
ties were strengthened while regional political agglomerations had to undergo severe 
restrictions.

 3 The establishment of federal districts to control regional authorities’ activities gradually 
elevated the Security Council’s status, which ultimately sanctified the invasion of Ukraine.

 4 See Wilmot (2020, p. 21), who demonstrates how to use LCT in moving from simple 
sentences (“I enjoyed the Tuesday reading group where I was able to learn from more 
experienced peers”) to complex ideas (“Communities of practice are valued by postgradu-
ate students”), often achieved by employing multiple theories within one stance.
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2 Context

2.1  General Remarks

In this book, legal amendments are discussed that have tightened freedom of expres-
sion since 2012. This is a period that included the forthcoming annexation of Crimea 
and Putin’s re-election. To analyse Russia’s asymmetrical information-based legal 
system, we need to understand the context in which it operates. As discussed in 
the introduction, Akerlof’s idea of asymmetrical information, which he developed 
through concepts of adverse selection (Akerlof, 1970) and social distance (Aker-
lof, 1997), serves as the theoretical lens for this analysis. In considering the legal 
system, we also apply Niklas Luhmann’s systems theory, which describes asym-
metries in distorted equality and maintaining operative closure.

To summarise what was said in the introduction, legal regulation is crucial to 
maintaining the legal system’s closure or the impossibility of changing it from the 
outside. One thing about Russia is that it often relies on information asymmetry 
to justify enacting laws. Some facts are shared selectively, while others are sup-
pressed and distorted. It deviates from equal treatment because this approach justi-
fies unequal treatment between wanted and unwanted political actors (Luhmann, 
1993). According to Luhmann (1993), asymmetries like that happen in highly 
stratified societies, where equality can be shaped differently, leading to unequal 
treatment. Along the way, the system creates criteria for what is equal and what 
is not without figuring out what exactly these criteria should be since creating the 
form of equality (i.e. something moulded out of equality by authorities) emphasises 
the system’s existing dynamics.

Therefore, equality becomes non-normative in the Russian legal system, with 
interpretations of vague laws acting as ad hoc norms. Chapter 7 shows how the 
Constitutional Court prohibited criticism of armed forces, citing their vital role in 
national security: criticism of the military should be banned, unlike other forms 
of criticism. Such interpretations become possible when legal norms are drafted 
to justify inequality using asymmetrical information techniques. Also discussed 
in this book is the issue of citizens being excluded from opportunities to exert 
influence through public discourse due to a broad definition of foreign agents. 
Along with other asymmetrical information techniques discussed in this book, 
these examples contradict the constitutionally guaranteed right to free expression. 

https://doi.org/10.4324/9781032613383-2
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Under Article 29 of the Russian Constitution, freedom of expression is guaranteed 
to everyone (RF Constitution, Article 29). The first paragraph of this article states 
that everyone is entitled to freedom of expression and thought. The second para-
graph prohibits propaganda and agitation that incites hatred and hostility based 
on social, racial, national, or religious grounds. Additionally, it prohibits promot-
ing social, racial, national, religious, or linguistic superiority. In accordance with 
the third paragraph, opinions or beliefs cannot be imposed or forcibly renounced. 
According to the fourth paragraph, individuals can seek, receive, transmit, pro-
duce, and disseminate information as they see fit. Federal law determines what 
information constitutes a state secret. According to Article 29’s fifth paragraph, 
media freedom is guaranteed, and censorship is prohibited. In the following sec-
tions, the reader will be able to understand better how the current legislation allows 
such manoeuvres.

2.2  The “Not Possible to Change” Constitution

2.2.1  Rules on Changing the Constitution

Why Article 29 still exists in its current form despite heavy constitutional revi-
sions in 2020 is easy to explain. There is no way the Federal Assembly or the 
Russian Parliament can change Chapters 1, 2, and 9 of the Russian Constitution 
(RF Constitution, Article 135, par. 1). In other words, the chapters that set out 
the state’s foundations, fundamental human rights, and amendments to the Con-
stitution can only be changed by revising the whole document. In this case, revi-
sion means creating a new draft of the Constitution, negotiating it, and getting it 
approved in all of Russia’s regions. Moreover, a special Constitutional Assembly 
must approve a new constitution draft under specific federal constitutional (or 
organic) law. The assembly can only be called if both chambers of parliament 
approve the proposal to revise the mentioned non-amendable chapters (RF Con-
stitution, Article 135, par. 2).

Currently, no organic law regulates how the Constitutional Assembly gets gath-
ered. Given the current Russian legal environment, organic law can still be passed 
at any time (Chapter 7 of this book explains how the authorities can adopt the nec-
essary legislation quickly through the existing legislative processes, a process we 
refer to as “legislation through winter preservers.”). Most likely, this was not the 
main reason the Russian Constitution was not updated. Yes, the hypothetical con-
stitutional assembly could either draft a new Constitution or confirm the invariabil-
ity of the current one. However, each decision must be approved by more than half 
of the electorate in a national referendum. Considering that various unforeseeable 
circumstances could undermine the desired outcome, the current leaders may think 
revising the Constitution is too risky (see our discussion in Section 2.6.3 about 
adverse selection). Because of this, the current text of the Constitution, adopted in 
December 1993 and heavily amended in 2020, is inherently contradictory. Looking 
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at its foundations should give us a better understanding of how asymmetrical infor-
mation is used in law.

2.2.2  Place of International Law and Role of Constitutional Court

While the authorities might wish otherwise, Article 15, paragraph 4 of the Con-
stitution, which cannot be amended, asserts a long-standing monistic principle 
regarding international law in Russia by stating that international law and inter-
national treaties are integral parts of Russian law. Article 15 of the 1993 Constitu-
tion remains the supreme legal authority over laws enacted in Russia (including 
ratification laws).

Even though this hierarchy existed, some scholars argued that interna-
tional human rights should precede ordinary law in Russia. Smith (2007) 
argued that since Article 55 indicates that enumerating constitutional rights 
and freedoms should not negate or diminish other widely recognised rights, 
these rights should serve as a guiding framework for political actors. Specifi-
cally, Article 55 prohibits any law that diminishes or abolishes the rights and 
freedoms (para. 2).

This principle of international law being a part of Russia’s legal system was 
introduced in 1993 to challenge Soviet time dualism, which viewed international 
law as a parallel system. Only the 1993 Russian Constitution has an “integration 
clause” relating to international law (Kalinichenko, 1998). While the Soviet Union 
ratified significant UN human rights treaties, no change to the law was required 
(Bowring, 2018). To monitor the Soviet Union’s treaty compliance, treaty bodies 
reviewed compliance and made mild political decisions in individual cases where 
national authorities accepted the possibility of submitting individual complaints. As 
a result of censorship and controls over the third sector, shadow reports by NGOs 
could not counterbalance official reports. To erode international law’s importance, 
Russia amended its Constitution as far as possible in 2020 to revert things to fac-
tory settings. In his address to the Federal Assembly, before the amendment was 
finalised, Putin announced his intention to maintain the supremacy of the Constitu-
tion (RF President, 2020). In his speech, the president stated that Russia can only 
enforce international legislation, treaties, and decisions that do not contradict the 
Russian Constitution. There is a limit on applying international law in the (revised) 
Russian Constitution:

Only if it does not limit human rights or freedoms or contravene Russian 
constitution principles can the Russian Federation belong to interstate asso-
ciations and transfer parts of its authority to them.

(Article 79)

A new amendment to Article 125 of the Constitution strengthens the RF Con-
stitutional Court’s power to legitimise non-enforcement of international treaties 
when they violate the Constitution. A new paragraph 6 in Article 125 states, 
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“. . . non-conforming international treaties and agreements cannot be enforced 
or applied.” After amending the Organic Law of the Constitution in 2015, the 
courts now have the power to make non-executive decisions for interstate bodies 
and foreign or international courts, imposing obligations on the Russian Fed-
eration if those decisions violate Russian law and order. With the 2020 Con-
stitutional Amendments, this power gained constitutional status in Article 125, 
paragraph 5.1 b.

Article 125 indeed elevates the Constitutional Court’s role as interpreter and 
defender of the Constitution, but this role has also eroded and become asymmetri-
cal. It is ironic, too, that before the Constitutional Court, the Committee for Con-
stitutional Supervision of the Soviet Union initiated joining the optional protocols 
to UN treaties, which made it possible for citizens to submit individual complaints 
about violations of UN treaties (Bowring, 2018). This committee was also the last 
Russia-driven constitutional body that strove to remain apolitical before it folded 
in 1991. In its statement regarding the establishment of the Commonwealth of 
Independent States, the committee claims that the statement in the Belovezhsk 
Agreement that “the USSR ceases to exist as a subject of international law and 
geopolitical reality” is just a “political assessment of the situation, which has no 
legal force” (USSR, 1991). For example, in 1992, the Constitutional Court ruled in 
a compromise decision that Yeltsin had rightfully dissolved the Communist Party. 
Still, the party could continue at the local level, even though the applicants in a 
new Russia probably thought they would get a definitive condemnation of the party 
(Bowring, 2024). Neither did the Court become more robust or more independent 
when it received powers over international decisions; instead, it moved from legiti-
mising public decisions to interpreting legal gaps and ambiguities even when no 
decision had been publicly announced.

Whether it was amending the Constitution (RF Constitutional Court, 2020), jus-
tifying the joining of East Ukraine’s territories to Russia (RF Constitutional Court, 
Postanovlenie No. 36-P, 2022; RF Constitutional Court, Postanovlenie No. 37-P, 
2022; RF Constitutional Court, Postanovlenie No. 38-P, 2022; RF Constitutional 
Court, Postanovlenie No. 39-P, 2022), or explaining why it was acceptable to be 
sentenced criminally for no crime except a series of minor violations of protest 
legislation (RF Constitutional Court, 2017) (see Chapter 5), the Court supported 
all kinds of decisions. In the end, the role of the Court became even more notable 
when it had to proclaim things the authorities would not say aloud, such as explain-
ing how citizens would support Russia’s enemies by criticising its government and 
military (RF Constitutional Court, 2023). Olga Podoplelova calls it a constitutional 
paradox: the more fervently the Court legitimises unconstitutional laws, the more 
quickly it loses its political influence (Podoplelova, 2024). This book also asserts 
that these developments are one of the guarantees of asymmetrical information. 
Niklas Luhmann pointed out that not all authorities’ motives can be turned into 
law. There will never be a statement in a judgment that a legislative act was due 
to a party’s manoeuvring or that it was now politically correct to take a stance on 
the matter. There is only one issue: how to limit moral zealots’ active interpretation 
(Luhmann, 1993, p. 115). The Constitutional Court seems to handle this well.



Context 23

2.3  Law and Accountability

2.3.1  Legal Dualism and Ways Around the Law

The 1993 Russian Constitution states that law-making is vested in the Federal 
Assembly, the country’s representative and legislative body (RF Constitution, 
Article 94). Legislation is drafted and debated in the Federal Assembly, and then 
the president approves it (RF Constitution, Articles 104, 105, and 107). When the  
Council of the Federation fails to enforce the law it passed, the State Duma, the 
lower house, has a veto right (RF Constitution, Article 94, par. 5). However,  
the parliament does not have an absolute veto over the president’s approval of the 
law (RF Constitution, Article 107, par. 2). On the one hand, if the president vetoes 
a law passed by parliament, the veto can be overridden by both chambers with a 
qualified majority. On the other hand, in 2020, the procedures were changed so that 
the president could submit a law he is not happy with to the Constitutional Court 
for review. If the Constitutional Court rules the law unconstitutional, the president 
returns it to parliament without signing it, effectively ending the legislative process 
for that law. With the president nominating the Court’s members, it is more likely 
that the Constitutional Court will concur with him. Since the Constitutional Court 
was created in its current form, it “didn’t condemn a single law that undermined 
democracy or curtailed public participation in politics” (Podoplelova, 2024).

As we will witness in this book, Russian law limits freedom of expression, the 
press, assembly, and association, and it relies heavily on the courts to enforce these 
limitations (Pomeranz, 2021). There is also a shift from normativity and legal cer-
tainty in applying law. For instance, McCarthy et al. (2023) and Hendley (2022) 
discuss the emergence of a politicised version of the law and legal dualism that 
coexists with a legal system and serves citizens’ needs in ordinary, non-political 
situations. McCarthy et al. (2023, p. 127), nevertheless, point out that while the 
state has more latitude since the war began with censorship of anti-war criticism, 
the law still plays an essential role in Putin’s Russia, whether to provide internal 
legitimacy, punish dissents, or to teach others.

When justifying the introduction of cumulative criminal liability after a series 
of minor administrative omissions, the Russian Constitutional Court articulated 
its interpretation of legal dualism. As discussed in Chapter 5 of this book on limit-
ing protest activities, the Constitutional Court concludes that administrative law 
and criminal law “share the same duties, guiding principles, and goal of defend-
ing human rights.” According to the Court, using administrative law liability as a 
basis for criminal liability or applying a dualistic approach is one way to prosecute 
offences. The law is dualistic when you have a dual state, as Sakwa calls Russia 
(Sakwa, 2007). It is an asymmetry where the law loses its role in setting mandatory 
rules, but courts mainly handle its role in deciding what is legal. It encroaches on 
the law’s normative closure, in which facts and cases are distinguished as equal or 
unequal (Luhmann, 1993, p. 23).

Since the law picks facts and uses distinctions differently than ethics or politics, 
the distinction between equal and unequal should have a different meaning within 
the law (Luhmann, 1993, p. 23). This distinction does not exist in modern Russia. In 
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the event of a law that is inconvenient for calling legal what is illegal, asymmetris-
ing information techniques help to justify and invent ways around it. Getting laws 
adopted quickly can be done interestingly if the circumstances are tight. On the 
one hand, the Constitution lays out a general framework for law-making, including 
a timeframe that cannot be rushed. These constitutional guidelines are detailed in 
legislation, including Parliamentary Rules of Procedure (RF State Duma, 1998). 
The State Duma registers draft laws submitted by authorised actors and refers them 
to the Duma profile committee for consideration. Once the committee reviews the 
draft, either amendments are made or it is added to the lower house schedule for 
the current or upcoming session (RF State Duma, 1998, chap. 12). Neither of these 
procedures requires a minimum timeframe, and a call for an extraordinary session 
of the lower house is permitted under Article 43 of the Rules of Parliament. Never-
theless, a minimum of 15 days is required to fix possible amendments after adopt-
ing the law in its first reading (RF State Duma, 1998, art. 119, para. 5).

Borzenko (2019) demonstrated in a study that, on average, a law takes 170 days 
to be adopted in Russia. On the other hand, authorities can circumvent legislative 
restrictions if there is an urgent need, like after the invasion of Ukraine, when mili-
tary critics were silenced (see Chapter 7). There was a tactic used to speed up the 
legislative process. The authorities took materials associated with another draft law 
that was already pending. They incorporated them into the passage of the neces-
sary statute after the blitzkrieg failed in Ukraine, intending to introduce legislation 
prohibiting defamation of military forces as soon as possible. Opening winter pre-
serves is what we call this strategy, a phrase Petranovskaya used to describe similar 
legal manoeuvres. Therefore, the legislative processes are on hold to preserve sup-
plies for the harsh winter. Figure 2.1 summarises the president’s powers over all 
critical state organs.

2.3.2  Rule of Law

New legislation and legal institutions need new frameworks to tame old cat-
egories and justify them if they mean stepping away from the previous course.  

Figure 2.1 President’s powers over all critical state organs
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Consider the following two quotes to understand how this works in Russia’s asym-
metrical information-based system.

Lawmakers must follow constitutional principles of equality, fairness, and 
proportionality when regulating public relations. Therefore, laws must be 
clear, adequate, reasonable, sufficient, proportionate, and legally certain, 
clear, and consistent across sectors.

(RF Constitutional Court, 2014)

We indeed quoted the 2014 Russian Constitutional Court ruling in these two 
sentences. It is only later that the Constitutional Court will refine and detail its 
understanding of the rule-of-law state, as we will see in Chapter 7 of this book on 
prohibitions of discrediting the military and the authorities. As the Court explained 
in 2023,

If citizens challenge public authority decisions, it means Russia isn’t a 
rule-of-law state, the Constitution isn’t supreme, and people don’t obey it.

(RF Constitutional Court, 2023)

These two quotes perfectly illustrate Luhmann’s idea of the system self-correcting 
to avoid collapse. Russia’s constitutional architecture allows for this kind of 
self-correction since it has a weak system for holding executive bodies accountable 
despite the rule-of-law claim in Constitutional Article 1 (Sakwa, 2007, p. 7). By 
2020, the Federal Assembly had the constitutional power to exercise parliamentary 
control and direct parliamentary inquiries to the government, local governments, 
and other authorities (RF Constitution, Article 103.1). All major branches of gov-
ernment, however, are controlled by the president. In his role, he is responsible 
for the general management of the government and makes resignation decisions 
(Article 83). The president holds the prime minister personally accountable (RF 
Constitution, Article 113). The president can issue mandatory edicts and decrees  
(RF Constitution, Article 90) and formulate international and domestic policies (RF 
Constitution, Article 80). The president can dissolve parliament’s lower chamber.

Parliament became even weaker after the 2020 constitutional revisions because 
the president could now dismiss the lower house in three situations instead of two. 
It used to be that the lower house could be dismissed if the Duma rejected the 
candidate the president proposed as head of government (i.e. the Prime Minister)  
(RF Constitution, Article 111) or if parliamentarians voted with no confidence 
in the government (RF Constitution, Article 117). When the latter scenario hap-
pens, the president must choose between resigning and dismissing the legislature.  
With the 2020 amendments, the president can also dismiss the Duma if it rejects the 
candidacy three times of key deputy heads of the government and federal ministers 
in charge of defence, state security, internal affairs, justice, foreign affairs, disaster 
relief, and public safety (RF Constitution, Article 112). A change in the composi-
tion of parliament’s upper house allowed the acting president to nominate up to 
seven senators for life (RF Constitution, Article 95).
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The acting president nominates key officials: the head of government and depu-
ties (whom he can dismiss), the president of the Constitutional Court, the Pros-
ecutor General, and the chief leader of the armed forces (RF Constitution, Article 
83). Besides running the State Council and Security Council, he upholds Russia’s 
military doctrine. The impeachment process, or otreshenie ot dolzhnosti, involves 
high treason or another serious crime and must be approved by both chambers of 
parliament, with the Senate making the final decision (RF Constitution, Article 93). 
It is determined by the Supreme Court and the Constitutional Court (whose leaders 
are the president’s picks) to regulate whether the process is legal.

2.3.3  The Novelty of the President Emeritus

A strong and largely irremovable president was to be the focus of stability in a 
1993 Constitution adopted amid the chaos of the Soviet Union’s collapse while the 
government had lost control of parliament (Sakwa, 2007, p. 7). In 1996, the 50% 
minimum threshold of electorate necessary for taking part in elections was aban-
doned, making it possible to decide election results based on any number of votes, 
thus preventing citizens from boycotting the elections. Taking proactive measures, 
the Constitution was amended to deal with the situation when Putin is no longer a 
president. In order to address this challenge, the President Emeritus institution will 
be constitutionally enshrined after the 2020 amendments. The revised Constitution 
does not mention President Emeritus as such. Still, several new provisions make it 
easier to get privileges, immunities, and guarantees for “president Rossiiskoi Fed-
eratsii, prekrativshii ispolnenie svoikh polnomochii v sviazi s istecheniem sroka 
ego prebyvaniia v dolzhnosti ili dosrochno.” In English, “the Russian president 
whose powers have lapsed since the end of his term tenure or earlier.”

As a result of renewed Constitutional Article 125, the Constitutional Court should 
assess the compliance with the Constitution of the process for bringing charges of 
treason or other serious crimes against the acting president and the president who 
ceased to exercise his powers. As part of the renewed Constitution, Article 92.1 gives 
the president immunity if he ceases to exercise power after his term ends or earlier if 
he resigns or becomes permanently disabled. Also, the President Emeritus received a 
lifetime seat in the upper house, the Council of the Federation. In theory, the immu-
nity of the President Emeritus could be revoked. This can only be done through a 
complicated process outlined in Article 93 of the Constitution, in which the Constitu-
tional Court plays a significant role. It is a further assurance for Putin since senators 
enjoy immunity, which means they cannot be detained, arrested, or searched, except 
for arrests at crime scenes and personal searches (RF Constitution, Article 98).

Other than the constitutional powers granted to the president, several differ-
ent institutions and tools are in place, reviewed below, that were not, or are not, 
envisioned in the Constitution. With Luhmann’s idea that systems are shaped by 
their environments, they help sustain the cycle of the story – the new legislative 
 pressure – the new story to fix the old one that keeps the system going.

We do not argue that people are tangible assets for the system since they are 
labourers, taxpayers, and military forces. We claim that citizens and the system’s 
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environment, in Luhmann’s words, also provide immaterial resourcefulness to 
keep it from collapsing, as Akrelof suggests an asymmetrical-based information 
system should. Our first step will summarise the ideology of the new authoritarian 
system to understand how it maintains its operational closure. By ideology, we 
mean a set of ideas that governs action or policy and beliefs that govern behaviour 
(Oxford English Dictionary, 2023).

2.4    Stratification Based on Traditional Values and Distancing 
From Foreign Affiliations and Values

A lack of equality and legal certainty keeps distance within society and between 
the system and its environment. As with any other system, asymmetrical 
information-based systems can only be changed from within or by the state, not the 
environment, thus widening this gap to give them more power. During his address 
to the Russian parliament on 21 February 2023, Putin condemned those Russians 
who shared Western liberal ideas as national traitors (Krupskiy, 2023, p. 55).

Russia’s constitutional foundations are juxtaposed with the norms of interna-
tional law and the decisions of international bodies, further exacerbated by the 
distinction between those who keep up with Russia’s values and others. According 
to Luhman, strict adherence to traditional values is probably the strongest binary 
division or cause of enhancing social distance.

Several constitutional amendments refer to family values, high moral ideals, 
historical memory, and generational continuity, which the President identifies as 
traditional spiritual and ethical values (see Chapter 6 about codifying traditional 
values). Article 67.1 of the Constitution, which explains that Russia continues the 
Soviet Union, recognises that Russia has a thousand-year history, preserves the 
memory of ancestors who passed on their ideals and faith, and maintains con-
tinuity in development (RF Constitution, Article 67.1, par. 2). Respect for older 
people is interwoven with the obligation to look after the unmighty parents that the 
non-disabled children have (RF Constitution, Article 72, par. g. 1). In essence, it is 
a tautology of an obligation stated in Article 38 of the Constitution that cannot be 
changed. Moreover, Russia honours the memory of its defenders, guarantees the 
protection of historical truth, and does not tolerate any belittlement of the people’s 
fight for their homeland (RF Constitution, Article 67.1).

The new rule of the Constitution also stipulates the power of the federal govern-
ment to protect marriage as a union between a man and a woman, reinforcing the 
orthodox rejection of same-sex relationships (RF Constitution, Article 72, par. g. 1).

As a result of the 2020 changes, we can see what some researchers call the 
ethnic turn in the Constitution (Laine & Zamyatin, 2001), meaning the empha-
sis on Russian culture and language. According to the Constitution, Russian is 
the language of the state-forming people of the Russian Federation throughout its 
entire territory (RF Constitution, Article 68, par. 1). It is the state’s responsibility 
to ensure and support Russian culture as unique heritage of its multi-ethnic citizens 
(RF Constitution, Article 68, par. 4). Furthermore, the Constitution reaffirms its 
commitment to support compatriots living abroad in implementing their rights, 
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protecting their interests, and preserving their cultural identity (RF Constitution, 
Article 69, par. 3).

Several new amendments introduce restrictions regarding individuals holding 
citizenship in foreign countries. Several new amendments restrict high-ranking 
public servants from holding foreign citizenship, or opening foreign bank accounts. 
Only the candidate for an RF President position was given a preference not extended 
to other officials. Citizens of states that were either admitted or part of which were 
accepted to the Russian Federation are not subject to the requirement of lack of for-
eign citizenship (RF Constitution, Article 81, par. 2). The only way to understand 
this exemption is to wait and see who might be introduced as Putin’s successor and 
whether their roots are from the territory annexed by Russia.

2.5   The “Balanced” Information Flow of the Soviet Era

The 2020 amendment to the Constitution added another novelty. Russia, based on 
the Constitution’s new Article 67.1, paragraph 1, was now a continuator (pravo-
prodolzhatel) of the Soviet Union in terms of membership in international organi-
sations and their organs, membership in international treaties, and when foreseen 
with international treaties concerning actions and obligations of the USSR beyond 
Russian border. As opposed to succession, with continuity, the previous subject 
continues to exist despite issues like revolution, temporary occupation, or territory 
loss (Mälksoo, 2021, p. 83). As demonstrated by the president’s appeal to voters 
at a World War II memorial in Rzhev before the 2020 constitutional referendum, 
Russia’s constitutional commitment to the Soviet legacy has become a cornerstone 
of state identity based on the Soviet victory in World War II (2021, p. 84).

Allusions to the Soviet Union in the amended RF Constitution recall when the 
Soviet leadership tried to prevent the principle of free flow of information from 
becoming part of the UN. The 1948 Geneva Conference on Freedom of Informa-
tion attempted to propose a Special Convention on Freedom of Information, but 
disagreements arose due to Soviet lobbying, so it was not adopted (Riekkinen, 
2017, p. 139). The Geneva Conference was triggered by the UN General Assembly 
recognising freedom of information as a fundamental human right in 1946 (UN 
General Assembly, 1946).

The conference proposed three conventions: the Gathering and International 
Transmission of News, the Draft Convention Concerning the Institution of an 
International Right to Correction, and our Draft Convention on Freedom of Infor-
mation. The draft of the Freedom of Information Convention “hasn’t even been 
finalised” (Eek, 1953, p. 11; Österdahl, 1992, pp. 28–29). Throughout the confer-
ence, democratic governments were “trying to develop freedom of information” 
(Kish, 1995, p. 41), and authoritarian states attempting to restrict it could not agree 
on what freedom of information meant. The first Draft Convention on Freedom of 
Information was approved 31 to 6 with two abstentions. It was the Soviet bloc that 
voted against the resolution with six votes (Eek, 1953, p. 19).

Amendments to the draft Convention were recommended by the General Assem-
bly to be considered during its next session. In the meantime, the Soviet Union had 
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established its official position on adoption, saying it was “for a convention on 
freedom of information to be drafted as soon as possible” (UN Secretary General, 
1958). It did it for its own reasons. Freedom of information did not align with 
USSR politics, especially Article 2, which called for special legislation on freedom 
of expression. Among the special guarantees of Article 2 were prohibitions against 
censorship and government criticism, strengthening the link between freedom of 
expression and political participation, and keeping the links between free informa-
tion, free speech, and political involvement strong by prohibiting censorship and 
criticising the government (UN General Assembly, 1960). In addition, the Draft 
Convention on Freedom of Information was based on the free flow of information. 
The Soviet Union, meanwhile, was pushing for a balanced flow (Kortteinen et al., 
1992, p. 402) of information based on exchanges” between political actors. Adopt-
ing the Draft Convention stalled after 1971 (UN General Assembly, 1971).

The Soviet Union slowed down the process of universalising freedom of infor-
mation once the International Bill of Human Rights was conceived and spread 
far beyond the 1948 Geneva Conference (Humphrey, 1979, p. 25). Despite being 
nominated by Chairman Roosevelt of the Human Rights Commission of ECOSOC 
as part of the drafting committee for the Universal Declaration of Human Rights, 
it refused to acknowledge the right to the free flow of information. In the alterna-
tive version of Article 19 of the Universal Declaration, the USSR promoted its 
favourite “balanced” flow of information. As a result of debates, the accepted draft 
was developed, but Soviet Ambassador Bogomolov objected saying, it was “full of 
solemn affirmations that lack sense” (Humphrey, 1979, p. 25).

Later, the Soviet Union supported the 1978 UNESCO Declaration on mass 
media and peace, human rights, and fighting racism, apartheid, and war. Although 
the Soviet Union was ready to adopt the declaration, they proposed changing the 
free flow of information to the exchange of information (Österdahl, 1992, p. 186). 
Even so, with the developments leading up to the collapse of the Soviet Union, 
by 1989, when the CSCE Information Forum was held in London, “it was evident 
that the Soviet position . . . had changed considerably in favour of information 
freedom” (1992, pp. 74–75). A well-known policy called glasnost had already 
been enacted by Gorbachev, which relaxed censorship in the media, introduced 
transparency in the government, and gave people the right to sue executive organs 
(McNair, 1991). Boris Yeltsin issued a decree on the right to information in 
December 1993, outlining a draft law that would not be adopted until 1995 (RF 
President, 1993). There would be a new federal law on information in 2006, where 
information is seen as an object of legal protection (RF Federal Law No. 149-FZ, 
2006). According to Irina Maskaeva’s analysis of this federal law in 2012, only its 
two articles, eight and nine, refer to 16 other laws, which were primarily federal 
ones (Maskaeva, 2012). As this book will show, the law relating to information 
has significantly been revised since the 2012 legal amendments tightened freedom 
of expression.

All the previous attempts to adopt international instruments regarding the free-
dom of information did not succeed because of a political conflict over press and 
information freedom, mostly because Communist ideology viewed the press and 
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information as tools for ruling elites. At the same time, Western doctrine saw their 
freedom as tools for social progress and change, criticism, and dissent (Eek, 1953). 
Having the leadership of Russia more in tune with international human rights might 
have made it easier to accommodate free expression, free press, and freely flow-
ing symmetrical information. After 2012, information again became a tool for the 
government, with laws restricting free expression. As evidenced by the Soviet time 
restrictions on free information flow, authoritarian regimes do, on the one hand, 
learn from each other (Hall, 2023, p. xiii). Still a technical detail about suppressing 
dissent by law: as opposed to the Soviet Union’s almost exclusive (McCarthy et al., 
2023, p. 129) reliance on criminal law, the current regime uses both criminal pros-
ecutions and administrative liability, probably giving possible opponents a chance 
to back down after an administrative fine.

2.6  “Appearances” of Ideology

2.6.1  External Threat and Reliance on Power Ministries

In Russia, informal practices often overshadow formal ones, as Sakwa argues in 
his dual-state theory (Sakwa, 2011). There is a good chance these practices are 
motivated by a belief that Russia was weak under Yeltsin and is now strong under 
Putin (Taylor, 2011, p. 107), strengthening the power vertically (Fauconnier, 2020, 
p. 164). Since his first presidential term, Putin’s main slogan marks a significant 
change from Yeltsin’s era, when the government delegated coercive functions to 
regional governors rather than maintaining direct control over the power minis-
tries (Partlett, 2021, p. 323; Taylor, 2011, p. 111). As the economy boomed fol-
lowing the fall of the Soviet Union and Russia was trading natural resources at 
high global energy prices, it may be argued that Putin’s image gained momentum 
(Taylor, 2011, p. 108), a circumstance exploited to rationalise the regime of sta-
bilocracy in the eyes of the citizens (Sakwa, 2021, pp. 222–241). This resource 
wealth also enabled the power ministries to spend more money, which some schol-
ars have described as the resource curse (Treisman, 2010). From 2012 onward, 
regardless of terminology, the philosophy behind the official regime relying on 
the power ministries, albeit corrupted and divided among themselves, has been 
cultivating the belief that the state is under severe external threat (Treisman, 2010, 
pp. 107–108, 314).

Apart from being a formidable state, Russia is also promoting the idea of itself 
as a unique civilisation and a global multipolarity alternative (Kalinin, 2019, 
p. 461) with sovereign ideology as well as a sovereign internet (Allerson, 2022, 
p. 233) – all with a gradual erosion of the previously celebrated idea of sovereign 
democracy (Taylor, 2011, p. 109). Sovereign Internet Law is the informal name for 
the 2019 Federal Law’s on Communications and Information legal amendments 
(RF, Federal Law No. 90-FZ, 2019). Under these amendments, Russia is building 
a national routing system for Internet traffic starting in 2023. The law protects the 
domestic portion of the Internet from outside threats. In the law, traffic routing rules 
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are defined, compliance is controlled, and infrastructure is set up in case Russian 
telecoms cannot connect to foreign root servers. Under the law, Russian users’ 
data can be transferred abroad as little as possible. Researchers call this approach 
state-sponsored civilisational nationalism (Linde, 2016, p. 606), which reached 
its political zenith in 2012 with Putin’s presidential campaign articles. Russia’s 
multi-ethnic civilisation and the role the Russian people played in uniting the coun-
try were emphasised in those articles. Eventually, the 2013 Foreign Policy Concept 
included the narrative of civilisational difference, highlighting the importance of 
global competition on a civilisational level, which implies a clash between various 
values and development models (RF, Concept of Foreign Policy of the Russian 
Federation, 2013). A year before invading Ukraine, Putin wrote a 2021 article titled 
“On the Historical Unity of Russians and Ukrainians,” calling Ukraine’s statehood 
artificial and a justification for the invasion (Putin, 2021).

With writing sources under heavy control and censorship and freedom of expres-
sion limited to the point where criticising the military or government is forbidden, 
disseminating such ideas through mass media is supposed to work as a catalyst of 
social memory, according to Luhmann (1993, p. 234), which swaps history. The 
state silencing possible opposition and selecting information with its own choice is 
also an example of asymmetrical information technique in Akerlof’s sense. Aker-
lof says asymmetrical information happens when there is an imbalance in power 
and information between parties. As long as the state controls the dissemination 
of information and silences any potential opposition, individuals cannot make 
informed decisions, and the flow of information is skewed.

The selective information feed excludes other topics since “Russia is strong 
under Putin” makes a distinction between what is said and what is not. However, 
it could be more robust by avoiding war and keeping positive relationships with 
the rest of the world (Luhmann, 1992, p. 254). To achieve far-reaching goals, the 
authorities selectively share information, which allows them to minimise or ignore 
the difficulties that individuals are experiencing today. By omitting or distorting 
other information that would be useful for presenting an alternative viewpoint, this 
asymmetrising manipulation can heighten nationalistic feelings that could be used 
to silence dissent and minimise criticism. On the other hand, focusing on individual 
concerns would draw attention to individuals’ immediate needs and experiences, 
potentially mobilising public opinion against governmental policies.

Every revised foreign policy concept has incorporated this approach, includ-
ing the one from 2016 that is no longer valid (RF Concept of Foreign Policy 
of the Russian Federation, 2016) and the latest working concept from 2023 (RF 
Concept of Foreign Policy of the Russian Federation, 2023). According to the lat-
est 2023 document, Russia is “a distinctive state-civilization, a vast Eurasian and 
Euro-Pacific power uniting the Russian people and other peoples that make up the 
Russian world’s cultural and civilisational community” (RF Concept of Foreign 
Policy of the Russian Federation, 2023, par. 4). On the other hand, Europe is per-
ceived as lacking sovereignty or somewhat unable to afford sovereignty because 
it depends on the United States (Lipman, 2016). Essentially, these approaches 
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are only the appearances of ideologies or attempts to “transform own propaganda 
cliches into ideological platforms” (Shulman, 2022). Instead, the asymmetri-
cal information (or propaganda) forms an ideological platform retroactively or 
attempts to do so.

2.6.2   Conceptual Framework(s): From Sovereign Democracy to New 
Eurasianism

No matter how resistant many citizens are to believing in new ideologies (2022), 
the balance between information flows and political expediency requires a concep-
tual framework for asymmetrical information to operate. Researchers have identified 
Vladislav Surkov and Alexander Dugin as the key designers of this framework.

It has been suggested that Vladislav Surkov, who went from being Putin’s 
deputy chief of staff and deputy head of the government to becoming his advisor 
before he was arrested in 2022, was a critical proponent of an earlier version of the 
Kremlin’s philosophy of sovereign democracy (Eltsov, 2019; Taylor, 2011, p. 109). 
Surkov’s views on advocating Russian independence without external interference 
ranged from sovereign democracy to Putinism. His 2006 argument was that Rus-
sia’s governance should be called a sovereign democracy so that Russia can be an 
open nation among other open nations, cooperating with them under fair rules and 
without being controlled from the outside (Surkov, 2006).

Already in 2019, in his article “The Long State of Putin,” the meaning of sover-
eignty has been elevated to the concept of “Putinism.” Surkov goes on to describe 
Russia’s descending from the Soviet Union to its present state as a collapse (obval) 
that could still be halted by Russia’s immodest role in world history (Surkov, 2019). 
He claims that by the mid-2000s, Russia had shaped into a state that did not exist. 
Surkov says Russians should stick to national interests, which have been proven 
by events like Brexit, not to be naïve in the face of globalisation. In addition, he 
argues that Russia’s state is honest in justifying its coercive character because its 
most brutal power structures run directly down the facade without hiding:

[w]ith vast heterogeneous spaces and constant presence in the thick of the 
geopolitical struggle, the military-police functions of the state are essential 
and decisive.

(Surkov, 2019)

According to Surkov, there have been four main state models throughout Rus-
sian history: Ivan the Third, Peter the Great, Lenin, and Putin, all named after their 
long-willed creators. The Russian Federation will, therefore, remain Putin’s Russia 
after many years, just like France, which still considers itself the Fifth Republic 
after de Gaulle. Consequently, Putin’s rule embodies a complex ideology of the 
future and a system of dominion (sistema vlastvovaniia).

Even the least intuitive reader can see that dominion power has little to do 
with democracy, however sovereign both might be. To avoid raising eyebrows 
about where the sovereign democracy went, Surkov insists that Russians are not 
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dependent on democratic institutions. In contrast to the West, where people trust 
institutions, Russians trust only the first person. In his words, Russians are “always 
canny (sebe na ume), untouched by social surveys, agitation, threats, or other forms 
of direct influence” (Surkov, 2019). People participate in party meetings, wars, 
elections, and economic experiments but live differently.

Surkov’s mission was to “frame public thinking about contemporary domestic, 
regional and global political affairs through their representation of Russian state 
actions in light of Russian cultural traditions” (Silvius, 2017). He described it him-
self like this: “[p]eople need it. Most people need their heads to be filled with 
thoughts” (Foy, 2021). So, this mission fits the definition of propaganda. It has 
been found that relying on the leader’s popularity is the best way to avoid overt 
repression (Frye, 2021). The idea of denying individual freedoms associated with 
democracy to concentrate on the collective values assured by Putin fits into the 
concept of diversion and mobilisation used as propaganda tools.

In the first case, attention is diverted from the current socio-economic problems 
within a country, while in the second, supporters are mobilised to overpower oppo-
sition (Hubb & Wang, 2023, p. 6). Public attention is likely to shift away from the 
grieving losses of family members on the battlefield, the high level of inflation, not 
to mention the possibility of removing the government of Ukraine (Kirby, 2023a) 
due to Putin’s appeal to broader, far-flung goals of fighting nazism and liberating 
Eastern Ukraine territories (RF President, 2022). By focusing on Putinism, and later 
Neo-Eurasionism, as detailed below, instead of sovereign democracy, the commu-
nication of asymmetrised information aims to affect understanding of disturbing 
facts. This dynamic follows Luhmann’s information-utterance-understanding that 
distracts the public from important issues and manipulates their perception of real-
ity by manipulating their perceptions (Luhmann, 1992). It is possible to redirect 
attention away from pressing individual concerns by focusing on broader objec-
tives and thus inflating the significance of the stated policy objectives.

In 2006, Surkov, the author of the sovereign democracy framework, claimed it 
was not different from European democracy (Surkov, 2006). He turned to conclude 
that democracy is not for Russians because it uses distrust to increase criticism and 
anxiety. Following this turning point, the invasion of Ukraine, expulsion from the 
Council of Europe, and constitutional changes that nullified Putin’s two-term presi-
dency seem to prove democratic peace theories, even though they are contested 
(Henderson, 2001).

Aleksander Dugin is the latest name associated with self-correcting the official 
ideological framework. The leading international media and research sources men-
tion Alexander Dugin as Putin’s current ideological architect (Auxier, 2023, Sands, 
2022, Von Drehle, 2022). Dugin has called for invading Ukraine since 2012 to 
approximate a new system he designed (Camus et al., 2017, p. 227). In the wake 
of the (sham) referendums in Eastern Ukraine, Putin alluded to Dugin by say-
ing the West fears Russia’s philosophy and encroaches on philosophers (Beiner, 
2023, p. 64). Darya Dugina, Aleksander’s daughter, perished in a car bomb blast 
in August 2022, and it was speculated that her dad was the real target (Sands, 
2022). On the other hand, research indicates Dugin was not close to Putin before 
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the annexation of Crimea, and he is not in Putin’s closest circles now (Camus et 
al., 2017, p. 230). Dugin rose to fame with the annexation of Crimea, his writ-
ings gained influence among Russia’s ruling circles, and the heavily controlled 
state media treated him favourably, starting with Putin’s return to power in 2012 
(Kalinin, 2019).

A book published by Dugin in 1997 titled “Fundamentals of Geopolitics” argues 
that Russia should regain its dominance by seeking alliances and conquests against 
the rival North-Atlantic powers led by the United States (Dugin, 1997). In research, 
Dugin’s ideology, which argues for building a different socio-political system model 
in Russia from liberal democracy (Mirtesen, 2022), is labelled neo-Eurasianism 
(Kalinin, 2019). This model encourages people to create a morally upright, spir-
itual, and just society by focusing on the future (Camus et al., 2017, p. 214). Dugin 
employs Russian Sovietism to argue for an anti-Western space that contrasts Eura-
sian and Anglo-Saxon power (2017, p. 214).

According to Dugin, the Orthodox Russia is a distinct civilisation competing 
for dominance among global powers. Dugin suggests a multipolar framework to 
promote communication between Russia and other civilisations (Donaldson et al., 
2015). In his speeches, Putin often refers to a multipolar world, overtly disput-
ing the dominance of the United States (Biscop et al., 2022; RG, 2023; TASS, 
2022). The Gorbachev years, by the end of which the Constitutional Court applied 
international treaties directly, are seen as one of the most agonising geopolitical 
setbacks in the millennia-long history of Russia, East Asia, and the USSR (Dunlop, 
2004) and a conscious transition from a bipolar to a unipolar world (Kalinin, 2019, 
p. 461). In one of his internet posts, Dugin praises Putin’s commitment to enlist-
ing traditional spiritual values, arguing that as liberalism focuses exclusively on 
individual morality, it resulted in an unprecedented decline in Russian moral values 
after the fall of the Soviet Union (Mirtesen, 2022).

2.6.3   Adverse Selection Effect: Widening Social Distance

It could be anything from a power play, or intra-elite intrigues (Sakwa, 2011) to 
an unlikely coincidence that Sovereign Democracy turned into Putinism and then 
new Eurasianism. In this book, we see these developments disseminate or “utter” 
in Luhmann’s terms (Luhmann, 1992) asymmetrical information to ensure the 
system’s viability through self-correction, which introduces the danger of adverse 
selection. According to Akerlof’s adverse selection claim, if information is asym-
metric between parties in a market, the party with better information will exploit 
the other party. At a minimum, when a state hires loyal advisors who follow the 
state’s pattern of action, it will not get high-quality advice. Surkov himself was 
deposed and under investigation for embezzling funds intended for the Ukrainian 
region of Donbas (Stewart, 2022).

Potential rivals can be found within the system’s structures during the adverse 
selection process. Adverse selection also affects the system’s inner circle and can 
contribute to finding rivals within the system’s structures. As laws are non-normative 
and vague and intended to impose fear and instil obedience, no one (e.g. the inner 



Context 35

circle and the environment) has the ultimate threshold of what is permissible and 
what is not. Instead, everyone is left to determine the game’s rules independently. 
Per the adverse selection idea, individuals driven solely by their interests rather 
than other motivations such as public duty, loyalty to superiors, or the greater good 
can be introduced into the system.

Morale can be eroded within the inner circle, resulting in decreased collabora-
tion and increased instability. This prompts individuals to question their roles and 
responsibilities. In the absence of agreed-upon rules, exploitation and unfair prac-
tices can occur, further exacerbating inequalities and creating a hostile work envi-
ronment. Power fluctuations may result in a new power struggle, threatening the 
system on its allies’ side. A coup attempt has already been orchestrated by Putin’s 
“chef,” Mr. Prigozhin, who raged at Defence Minister Sergei Shoigu and Armed 
Forces Chief Valery Gerasimov for not supplying his mercenaries with sufficient 
equipment (Rosenberg, 2023a). Putin appeared confused, albeit for several hours, 
likely for the first time, as Wagner Group fighters crossed from occupied eastern 
Ukraine and passed by the observing Russian Army up the main motorway en route 
to Moscow in June 2023 (Kirby, 2023b). The Russian president accused Prigozhin 
of embarking on an armed rebellion and stabbing the back of the country. Despite 
Surkov’s deposition not being made public, it is only possible to speculate about 
what occurred in the president’s office. Other regime allies were also investigated 
for various crimes (Murray & Ford, 2023, Stewart, 2022).

Leonid Nikitinskiy, a Russian journalist and lawyer, disagrees that Putin created 
power verticals or police states since those would be strictly disciplined (Taylor, 
2011, p. 313). Nikitinskiy asserts that the Russian system is more like feudalism, 
where officers might serve their bosses but not the whole administration. This 
system makes it possible to charge allies for things the state cannot do, which is 
perfect for asymmetrising information. Ekaterina Shulman also remarks that one 
of the features of the current Russia’s system is turning propaganda cliches into 
ideologies (Shulman, 2022).

One can see better what we mean in the example below. The world media, for 
instance, reported that Russia’s troll farm was involved in well-planned campaigns 
to influence the 2016 U.S. presidential elections (Lee, 2018). Over a dozen Rus-
sian nationals were charged with using stolen identities and social media strategies 
to influence American voters. It was alleged that the Russian Internet Research 
Agency (IRA) posed as U.S. volunteers, using shift work to divide and enrage peo-
ple. Over 100 American real-life participants participated in the campaign, unaware 
they were playing pawns. Moscow denied interfering in the election. However, 
Yevgeny Prigozhin, nicknamed Putin’s “chef,” who headed the infamous Russian 
private military company Wagner, admitted to starting the IRA before his death 
(Krever & Chernova, 2023). In addition to tuning information flows internally, the 
system also pays attention to outside disinformation campaigns, and non-existent 
information freedom makes it possible.

Considering this in line with Akerlof’s ideas of asymmetrical information, 
we can conclude that adverse selection among the system’s supporters is also 
problematic, affecting citizens. If the same government is likely to continue to 
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govern for another 12 years following the infamous nullification of Mr. Putin’s 
presidency tenure, it becomes unnecessary to make further investments. Citizens 
who are apprehensive about something wrong around them do not seek to improve 
the system since they are unwilling to pay the price without guaranteeing a better 
lifestyle. Luhmann’s understanding of asymmetry again helps us understand why 
such adverse selection occurs when information is asymmetrical (Luhmann, 1993, 
pp. 132–133, 136, 138).

Separating the system from its environment undermines equality: by sacrificing 
individual freedoms, obedience is guaranteed. Chapter 6 in this book details how 
the presidential decree enlisted traditional societal values. Moreover, throughout 
the present chapter, we can see how Russia’s Strategy of National Security mas-
terfully illustrates the dangers of Western ideas impinging upon moral principles 
and “emphasising pleasures” (RF President, 2021). Social distance, as asserted by 
Akerlof, will also increase whenever people are made to overlook their freedoms, 
advantages, or even pleasures, whether ideologically, economically, or through 
punishments or prosecutions. People with power, pleasure, and benefits are sepa-
rated from those without; distance is also widening between those who are com-
pelled to swallow their beliefs to appear obedient and those who are courageous 
enough to protest and fight for their liberties.

2.6.4  Autocorrecting the Story to Keep the System Going

There was a consistent focus on power verticals with “new authoritarianism” (van 
der Vet, 2018), a process (as illustrated in Chapter 6) where the values Putin took 
up during his 2012 re-election became part of the National Security Strategy and 
the Constitution, becoming a powerful ideological tool (Barry, 2012; RF Presi-
dent, 2021). Putin’s image as a defender of traditional values and religion has also 
been exploited as a powerful ideological tool (Shuster, 2016). There were many 
issues with the official story, from minor technical errors to severe ideological 
gaps. The first example of Putin’s reputation as a defender of traditional values 
does not require specific cases, just common sense. In the unlikely event that Rus-
sia allows free expression and democracy, it does not mean there will be more 
gays or fewer divorces. A democratic government means power is balanced and 
changed periodically without violence, but it does not mean that country A will 
become just like others.

The paradigm focuses on external threats and values. It does not leave room for 
questions like why values cannot be protected with rights and freedoms, not just 
alone, and why freedom of speech needs to be limited to protect Russia from external 
enemies with its impressive nuclear arsenal. Despite there being different ideological 
frameworks for explaining why, there is another case where the president divorced 
even though he promoted family values (Vasilyeva, 2013). There has been some skil-
ful editing to accommodate these and other inconsistencies found along the way. As 
attributed to Soviet-era singer Iosif Kobzon, a Kremlin ally, the statement “Putin is 
married to Russia” (Milchanovska, 2015) intended to make Putin seem like one of us 
(Sharafutdinova, 2020). One appears to be concerned if the president is portrayed as 
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a busy man promoting Russia’s interests. Because of the system’s inventiveness, the 
information has always been asymmetric to avoid causing problems.

Authorities also try to seem like they are listening, and plenty of exam-
ples exist. However, whether they target citizens or regional leaders supporting 
central power. Following the 2004 terrorist attack at the Beslan school, greater 
security-related authority for the power ministries was introduced (Gidadhubli, 
2004, pp. 4705–4706), in addition to changing Chechnya’s administration. To bal-
ance this, the president set up the Public Chamber, a consultative body composed of 
representatives from civil society and non-governmental organisations (Riekkinen, 
2013, pp. 87–88). Russians make up almost a quarter of the members. The Public 
Chamber supports citizen initiatives and conducts zero hearings on draft legislation 
where civil society must provide input (RF Federal Law No. 32-FZ, 2005, arts. 2, 
6). Almost a quarter of the Public Chamber are Putin’s nominees (RF Federal Law 
No. 32-FZ, 2005, Article 7). Later in this book, we will see how the zero hearing 
regarding the introduction of exhausting legal regulation for the so-called enlight-
enment activities was an overwhelming justification for the amendment, with only 
a few courageous voices opposed (see Chapter 3).

Regarding more recent examples, although changing Chapters 3–8 of the Rus-
sian Constitution does not require a referendum, the 2020 amendments have nev-
ertheless been put to a nationwide vote (Russell, 2020). It was beloved by people 
Valentina Tereshkova, the first woman to fly in space, who formally proposed the 
nullification amendment at the end of drafting the 2020 constitutional amendments 
(Mälksoo, 2021, p. 78). Under the 2020 constitutional amendments, the lower 
house gained the authority to recommend to the President candidates for deputy 
heads of government and federal ministers, which the latter is obligated to accept 
(RF Constitution, Article 112).

Nevertheless, Article 83 of the Constitution does not exempt the President from 
nominating exclusively the key deputies and ministers in charge of defence, state 
security, internal affairs, justice, foreign affairs, disaster relief, and public safety 
(RF Constitution, Article 83, par. d1). It is how this facade moves toward democ-
ratisation hiding its fundamental limitations. As soon as the current president 
announced his intentions to run for president in 2023, the idea of democratisation 
played out with the TV phone-in show. Many journalists, including a BBC Rus-
sia editor, were present in the studio where Putin acted as Russia’s “Mr. Fix-it” 
(Rosenberg, 2023b). Text messages from citizens were displayed on the big screen, 
including ones criticising Putin’s long-term rule. To temper this appearance of 
democracy, questions presented to the president were carefully selected, the BBC 
representative could not ask a question, and no one responded to critical comments 
projected on the screen (Rosenberg, 2023b).

Emphasising how the state looks out for its people makes the ideology’s doctri-
nal vision more coherent. Some academics have viewed Russia’s 1993 Constitu-
tion and admission to the Council of Europe as a sign of the country’s transition to 
democracy from a Soviet system (Roter, 2017). The transition to democracy does not 
necessarily imply its attainment. Accordingly, others contend that Russia has never 
truly achieved democratic rule (Snegovaya, 2023) and state that Putin’s rule past 
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2012 has amounted to a new authoritarianism (Lewis, 2020). Historically, there may 
have been a reason for this asymmetry: Democracy would have benefited the 1993 
new Russian leadership as it sought support from and membership in the Council of 
Europe (Busygina & Kahn, 2020, p. 65; Taylor, 2011, p. 107). Yeltsin supported Gor-
bachev’s idea of a Greater Europe with Russia as a party, whose purpose was to end 
European security cooperation with the United States (Menkiszak, 2013, pp. 9–10). 
Public officials initially hailed Russia’s accession to the Council of Europe (Bow-
ring, 2018). Even the early Putin expressed positive sentiments about Europe despite 
excluding liberal and democratic rhetoric and focusing on national interests (Men-
kiszak, 2013). When Putin became president, he explicitly spoke about ratifying 
the European Convention on Human Rights and Fundamental Freedoms (Bowring, 
2018). However, later, Putin rarely mentions the Council of Europe except as an irri-
tant. Those ideas implied Russia’s dominance in Europe by differentiating between 
the Western and Eastern European pillars, thus undermining the U.S.’s importance 
(Bowring, 2018, pp. 5–6; Busygina & Kahn, 2020, p. 65; Taylor, 2011, p. 71).

Thus, despite the potential benefits of managing its domestic audience, Moscow 
remained hesitant to initiate a genuine political conflict with the West during the 
2000s (Busygina & Kahn, 2020, p. 65; Taylor, 2011, p. 72). This can be attrib-
uted to the fact that the first European Court of Human Rights cases against Rus-
sia, those of Burdov and Kalashnikov, were not delivered until 2002 (Busygina & 
Kahn, 2020, p. 65). To authorities who believed Soviet-era international law was 
something of a fancy outfit one could put on occasion (e.g. operationalising foreign 
trade) and not requiring changes in legislation, becoming a pioneer of all cases 
tried by the international courts must have been something of a bad surprise.

As Moscow expanded in the 16th century, it was part of European politics and 
law, influencing and being influenced by everything, while now Russia sees itself 
as essentially Eurasian (Bowring, 2018). As Russia tunes its identity, there are more 
discrepancies between formal calls for more democracy and grassroots autocratic 
practices. These discrepancies may pose challenges to the stability of the system. 
A regime without a strong ideological commitment among its officials may not 
be able to provide a high standard of state quality. In the context of Russia, these 
drawbacks cannot be compelling enough. There are many ways in which a lack of 
commitment can manifest itself (Hollyer & Wantchekon, 2015), including promot-
ing institutions that allow subordinates to coordinate the ouster of an autocrat if the 
leader promises to reward them (Myerson, 2008). Failures are easier to conceal if 
free expression is limited, and tuning is easier on the fly. It might seem counterin-
tuitive, but despite its changing identity, Russia’s sustainability can be explained 
by effective self-correction amidst non-existent criticism. Therefore, freedom of 
expression is the guarantee, or basis, of symmetrical information; only when it is 
limited will other tricks, techniques, and strategies of self-correction work.

2.6.5  “Creating an Audience”: A Focus on Children

When it comes to the system’s environment or the citizens, we cannot help but 
wonder why so many Russians disobeyed orders to observe self-isolation during 



Context 39

the COVID-19 spread (Riekkinen, 2021), but fewer protested against the war. Cer-
tainly, there has been significant opposition, with 21,000 arrests and 370 prosecu-
tions for anti-war statements in 2022, but you do not see huge crowds daily on 
the streets of Moscow or St. Petersburg (Kuleshova, 2023). In addition, it is inter-
esting to note that most powerful opposition figures are over 45, as was Aleksei 
Navalny before his death. Answering these questions will reveal another feature 
of Russia’s asymmetrical information system. There has been a significant invest-
ment in military-patriotic work with children since the late 1990s, when a federal 
law requiring such work was introduced. “Military-patriotic” work with children 
is required by the 1998 Federal law “On Military Duty and Military Service” (RF 
Federal Law No. 53-FZ, 1998, art. 14). In subsequent years, federal and regional 
programme documents emphasised the importance of explaining the foundations 
of patriotism and military service to children. Nationalistic rhetoric and patriotic 
education have increased since Putin was re-elected in 2012. As he put it in his 
2012 address, the nation’s consolidating base was national identity and patriotism 
(RF President, 2012).

There have been four successive 5-year federal patriotic education programs 
since 2001 in Russia. Government bodies and organisations are supposed to pro-
mote this kind of education to make people patriotic, loyal to their Fatherland, and 
ready to do their civic duties and constitutional obligations to protect the Moth-
erland. The scope and focus of these five-year programs have evolved, address-
ing different aspects of Russian society, including children, youth, continuity with 
the Soviet experience, and upgrading teacher and professor training (Kviatkovskii, 
2001; RF Government, 2005, 2010, 2015; RF Ministry of Enlightenment, 2020). 
Russia’s national pride, patriotism, and support for strong leaders are still strong 
global forces, with many unaware of their names’ actions and judging by state TV 
(Kizlova & Norris, 2022). When it tried to make Russians self-isolate amidst the 
COVID-19 outbreak, the Russian government did not have decades of propaganda 
behind it. People who are now in their 50s majored in the 80s or early 90s when the 
country was too busy with other political and economic issues to focus on gaining 
control of schoolchildren’s minds.

Both examples show that critical thinking and dissent are possible when the 
system does not mould the environment. It is like McGuire’s inoculation theory 
that insists, in a nutshell, that pre-emptive messages can protect attitudes from 
counter-attitudes (Papageorgis & McGuire, 1961). With McGuire’s explanation 
and Akerlof’s approach, we can see why working with consumers is a strategy 
for asymmetrical information holders to take advantage of consumers by chang-
ing the market. People are suddenly becoming aware that information asymmetry 
is not the market the system needs. Therefore, the system must keep its market 
from awakening. Investing heavily in patriotic education makes the soil absorb all 
the other possibilities in the official narrative by constantly interrupting the social 
memory chain sequence. In short, we used to be affiliated with the Council of 
Europe, but now we are not sad about breaking ties; we must protect our country. 
When patriotism is at the centre of attention, it is easier to explain sudden changes 
in political direction in a way that does not raise further questions. Ultimately, 
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many will tell the same story, which coincides with official narratives. No one heals 
when they are exposed to constant and systematic propaganda. By restricting free 
speech, dissent is silenced so nobody can get vaccinated in the unlikely event the 
propaganda virus leaves the body.

An interesting study by Banas and Miller (2013) explains people’s susceptibil-
ity to propaganda based on McGuire’s inoculation theory. The University of Okla-
homa’s John Banas and Gregory Miller experimented to affect the perception of the 
9/11 events through propaganda. A conspiracy story was invented and presented 
to two groups: familiars and newbies. The second group was more accessible for 
implanting a new narrative, while the first group was “vaccinated” with prior knowl-
edge, so propaganda could not take hold. These findings give us an idea of why 
some people still support Putin: brought up in the spirit of military patriotism and 
listening to the same story daily; they become resistant to other views and explana-
tions. Some even like the phrase special military operation because: “[w]e’re liber-
ating [Ukraine] from Nazis and fascists, not stealing anything” and “[t]hat’s what 
Putin called it, so I trust him” (Volkov, & Kolesnikov, 2022, 2). Reports and nar-
ratives that are the bread and butter of Russian state media coverage of the war are 
not questioned by these people. Interventions reinforce their convictions instead of 
disenchanting them. This explains why many Russians living abroad (McCausland, 
2022) or accessing freely available information oppose the leadership’s current pol-
icies. Apathy is also a choice between the turbo-patriots and those who are openly 
against the current political course (Volkov & Kolesnikov, 2023, p. 1).

Being away from state TV and media, along with mastering access to technol-
ogy, like VPN applications allowing international and social media following, is 
one of the reasons why young people risk slipping out of the Kremlin’s hands 
(Milov & Khvostunova, 2019). This may explain why the 2020 constitutional 
amendments added Article 67.1 (par. 4), which states that children are the most 
crucial priority of Russian state policy, and adds that:

by instilling patriotism, citizenship, and respect for elders in children, the 
state creates conditions promoting holistic spiritual, moral, intellectual and 
physical development.

(RF Constitution, Article 67.1, par. 4)

Before these revisions, children were already seen as objects by Russia’s law, 
which employed the term legitimate interests of the child instead of the internation-
ally recognised “best interests of the child” (UN CRC Committee, 2014, par. 26 a). 
The 1998 federal law outlining guarantees of children’s rights introduced this term. 
Interestingly, this federal law is titled not as concerning children’s rights but as 
concerning basic guarantees of rights, focusing on regulating the process of imple-
menting principal rights and legitimate interests, or the rights and duties of state 
organs in Russia, rather than those of children (RF Federal Law No. 124-FZ, 1998, 
art. 2). Would we consider the following to be a standard legal rule? The Child 
Ombudsman’s activities also protect children’s legitimate interests (RF Federal  
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Law No. 501-FZ, 2018, art. 2). These are the legitimate interests of the child, one 
of the child welfare agencies’ top goals (RF Federal Law No. 48-FZ, 2008, art. 4, 
par. 2).

Both the 2015 Code of Administrative Procedure (RF Federal Law No. 21-FZ, 
2015, art. 11, par. 10) and the 2013 Code of Civil Procedure (RF Federal Law No. 
138-FZ, 2002; Kodeks administrativnogo sudoproizvodstva Rossiiskoi Federat-
sii No. 21-FZ, 2015) reference underage people’s legal interests, exempting court 
decisions from public dissemination in cases involving their legitimate interests. 
Underage persons’ legal interests are also referenced in the ode of Administrative 
Procedure, both providing an exemption from the principle of public promulgation 
of court decisions in cases involving the legitimate interests of underage persons. 
It may appear to be law at first glance. However, legitimate interests are defined in 
the law, while best interests are determined individually. In its 2014 report on Rus-
sia, the UN Committee on the Rights of the Child indicated that references to the 
legitimate interests of the child are not equivalent to the child’s best interests (UN 
CRC Committee, 2014, par. 26 a). Hence, the child’s interest is not considered a 
consequence of concrete circumstances and needs but a result of the architecture 
of concrete laws.

When it comes to Russian law, pursuing the legitimate interests of a child means 
interpreting it as restrictively as possible: the state makes sure that children only get 
everything the law specifies, including military-patriotic education. By regulating 
the type of information available to young people, the authorities can ensure they 
only access controlled information, thereby limiting their ability to receive diverse 
perspectives and critical thinking skills, and potentially restricting their exposure 
to dissenting voices or opposition movements. By manipulating the flow of sym-
metrised or free-flowing information, the government may have sought to control 
the younger generation and minimise their potential involvement in activities such 
as protests. As discussed in Chapter 5 of this book on limiting protest activities, 
this countered against Aleksei Navalny’s attempt to address young people directly 
with his anti-corruption claims. The 2018 legislative amendments may have been 
introduced in response to those attempts to control the information flow to young 
people, limiting their access to certain information.
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3.1   Legislative Amendments

To control even those discussions outside the education curriculum, a new set of 
legislative amendments was introduced on 5 April 2021 (RF Federal Law No. 
85-FZ, 2021). More particularly, the Federal Law “On Education in the Rus-
sian Federation” (hereinafter: The Federal Law on Education) was amended 
to regulate discussions targeting intellectual and moral development within an 
educational context, which became classified as enlightenment activities. These 
activities can take various forms, such as lectures, seminars, masterclasses, round-
tables, or other formats. A comprehensive regulation was provided by adding Arti-
cle 12.22 (i.e. general requirements for enlightenment activities) and amending 
Article 2 with paragraph 35 (i.e. basic concepts used in this Federal Law). In 
the following year, the government of Russia published a decree that formalised 
procedures for conducting the activities in question and ensured that these were 
performed under conditions stipulated by the government and monitored accord-
ingly (RF Government, Decree No. 1195, 2022). This package of amendments 
was part of a broader set of legislation aimed at tightening regulations regarding 
non-governmental organisations, public meetings, media operations, and freedom 
of expression in general.

Justifying the rationale for amending the Federal Law on Education, its explana-
tory note stated that Russia’s current laws lack “procedures for conducting enlight-
enment activities” and “requirements for their participants.”1 Russian citizens, 
especially pupils and students, should be kept away from anti-Russian propaganda 
in teaching materials with the new amendments, according to the note:

Since there is no appropriate legal regulation, anti-Russian forces can 
uncontrollably conduct propaganda activities at schools and among pupils 
under the guise of educational activities.

(Explanatory Note to the Draft Law No. 1057895-7)

Following the authors of this draft law, these forces can rely on propaganda 
sponsored by foreign states to discredit the Russian Constitution, distort history, 
and discredit official policies.

3 Analysing Legal Amendments 
Since 2012
Regulating Enlightenment Activities

https://doi.org/10.4324/9781032613383-3
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With the amendments of 5 April 2021, coming into legal force, enlightenment 
activities are currently legally defined by the Federal Law on Education as:

carried out outside the framework of educational programs activities that dis-
seminate knowledge and experiences, develop skills, values, and competen-
cies for intellectual, spiritual, moral, creative, physical, and (or) professional 
development, fulfil the educational needs and interests of the individual, and 
affect relations governed by this Federal Law and other regulatory legal acts 
of the Russian Federation.

(RF Federal Law No. 273-FZ, 2012)

Public authorities and authorised organisations should carry out these activities. 
(Federal Law No. 498-FZ, 2022). Conducting enlightenment activities by individu-
als is subject to several restrictions obligating natural persons to pursue these activ-
ities “subject to the requirements outlined in this Federal Law and other normative 
acts of the Russian Federation” (Federal Law No. 498-FZ, 2022, Article 12.2, par. 
1). Candidates for the role of enlighteners must meet specific requirements before 
agreeing with an educational institution that outlines their role and responsibilities. 
They must have good legal standing and at least two years of experience in enlight-
enment activities, demonstrating involvement in socially significant initiatives. In 
addition, this person should be able to conduct teaching activities without legal 
restrictions. Article 331 of the Russian Federation’s Labour Code lists these restric-
tions. The enlighteners are thus no longer just individual researchers and activists 
but are government-authorised agents of enlightenment and education.

In December 2022, an additional legal amendment was introduced, restricting 
the conduct of enlightenment activities by individuals identified as foreign agents 
who became prohibited from conducting enlightenment activities for minors (Fed-
eral Law No. 498-FZ, 2022). When enlightenment is in question for adults, for-
eign agents must declare their responsibility as foreign agents for preparing and 
delivering messages and materials during enlightenment activities. Enlightenment 
activities include lectures, presentations, seminars, masterclasses, round tables, 
and discussions through various methods, including the internet, and all statements 
made by foreign agents on the internet are considered enlightenment activities (RF 
Government, Decree No. 1195, 2022).

When legal persons wish to pursue enlightenment activities as organisations, 
they need to meet the following criteria: (a) not being enlisted on the Ministry of 
Justice’s register of foreign agents; (b) not being in debt for taxes, fees, or other 
obligations that also extend to individual employees; (c) having employees meeting 
the requirement of Article 331 of the Labour Code regarding a lack of obstacles for 
teaching activities;2 (d) having an updated website with the following information: 
the date of establishment of an organisation, information on its founders, its loca-
tion, contact information, information about the employees who plan to conduct 
educational activities, their education, qualifications, experience, and information 
about contracts with educational personnel.
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Since the amendments require that the government must issue special regula-
tions for their implementation, the latter becomes a key player in operationalis-
ing enlightenment. Specifically, the federal executives are given the authority to 
coordinate the participation of educational institutions in international cooperation 
(RF Federal Law No. 273-FZ, 2012, Art. 13.2). Organisers of enlightenment activi-
ties involving budget funds must notify the Ministry of Enlightenment, along with 
a schedule of activities. The Ministry reviews these schedules to ensure compli-
ance with Russia’s legislation and strategic planning documents. Depending on 
the need, such an evaluation can involve other Ministry-authorised organisations. 
Since notification of the forthcoming enlightenment activities should be submitted 
no later than 30 working days before the expected start date and are to go through 
a review procedure, it virtually excludes the possibility of immediate discussion of 
any urgent matter of public significance.

Moreover, a concluding statement should be obtained from the Ministry of 
Enlightenment whenever an educational institution contracts with foreign per-
sons (organisations or individuals) to conduct enlightenment activities on its 
behalf (RF Federal Law No. 273-FZ, 2012, Art. 105, par. 4). In the first year 
following the entry into the legal force of the amendments, all educational insti-
tutions were required to obtain such statements from the Ministry of Enlighten-
ment.3 When foreign persons perform enlightenment activities, this requirement 
applies in the following areas, outlined in Part 3 of Article 105 of the Federal Law 
on Education:

• collaboration with foreign or international organisations to develop educational 
and scientific initiatives;

• exchanges among students, faculty, and researchers, including those between 
foreign countries;

• collaborative scientific projects, fundamental and applied scientific research in 
the field of education;

• joint implementation of innovative activities;
• participation in network educational program implementation;
• participation in international educational, research, and scientific-technical pro-

jects in international congresses, symposiums, conferences, seminars, and inde-
pendent organisation of these events, as well as the exchange of scientific and 
educational literature on a bilateral and multilateral basis.

Additionally, the amendments may have maximised efforts to ensure the purity 
of education discourses by considering the methodological support provided for 
formal education. Amendments required a distinct inventory of organisations sup-
porting educational activities in public institutions with scientific and methodologi-
cal expertise. In addition to approving the rules for selecting organisations for this 
inventory, the Russian Ministry of Enlightenment must also approve the inventory 
itself. The Ministry maintains this inventory and adopts regulations regarding the 
selection and inclusion of specific organisations, including the requirements for the 
reporting forms.
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The amendments brought in a strict set of rules governing the content of the 
enlightenment activities. Such activities are forbidden from spreading false infor-
mation about historical, national, religious, or cultural traditions of peoples, incit-
ing racial, religious, or social hatred, or agitating against citizens based on their 
social, racial, national, religious, or linguistic affiliation, or their attitudes toward 
religion, as they promote exclusivity, superiority, or inferiority (RF Federal Law 
No. 273-FZ, 2012, art. 12.22, par. 2). There are no official guidelines for deter-
mining what information qualifies as false in disseminating historical information. 
Given the current practice of rewriting history books to justify the war against 
Ukraine, the question of which year or edition to use safely can be particularly 
confusing. Moreover, the rules for the implementation of enlightenment activities, 
introduced by the government, stipulate that those activities should be carried out 
following traditional Russian values, also outlined in the legislation of the Russian 
Federation. Rules for the implementation of enlightenment activities were upheld 
by the government (RF Government, Decree No. 1195).

The issue was important enough for the people to call a zero hearing of the 
draft law in question within the Public Chamber. The Public Chamber is one of 
the initiatives the authorities present to strengthen democratic institutions. It was 
founded in 2004 in the wake of the Beslan tragedy in which children and teachers 
were taken hostage by terrorist groups, causing significant casualties and calling 
for more transparency in decision-making. These hearings were a novelty within 
the Chamber’s practices, introduced in 2014 as modified public expert examina-
tions to assess acts and decisions made by authorities and verify compliance with 
legislation, human rights, and NGOs’ interests. As a variant of public hearings, 
these hearings aim to facilitate civil society-authorities dialogue (RF Public Cham-
ber, 2021).

The session called together representatives of the Ministry of Enlighten-
ment, the Public Chamber, regional public chambers, and representatives of 
research institutions and civil society organisations. At the beginning of the ses-
sion, Maxim Grigoryev, a director of the Moscow-based non-profit Foundation 
for Research on Democracy with a Ph.D. in political science, spoke strongly 
in support of the draft law (RF Public Chamber, 2021, 0:20:00 on recording). 
The participants generally supported the draft. However, Olga Orlova (Public 
Chamber in Kurgan Region of Russia) (RF Public Chamber, 2021, 01:03:38 on 
recording), Irina Bergovskaya (Public Chamber in Kaluga Region) (RF Public 
Chamber, 2021, 01:20:00 on recording), Sergey Popov (professor of the Russian 
Academy of Sciences, whose popular science releases are well-known in Russia) 
(RF Public Chamber, 2021, 39:06:00 on recording), along with Ilya Ferapono-
tov, the only journalist on the meeting (“N+1” media outlet general editor) (RF 
Public Chamber, 2021, 01:45:00 on recording) remained critical of it. The major-
ity of sceptics, however, appeared outside the session as YouTube commenters 
under footage of zero hearings, commenting on the draft law and the noncritical 
opinions from participants. Many critics have argued that excessive regulation of 
freedom of speech slows down education and development by introducing more 
bureaucracy.
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In its conclusion on the already adopted legislative amendment related to the 
enlightenment activities, the Federation Council’s Committee on Constitutional 
Legislation and State Building found no contradictions with the Constitution, fed-
eral constitutional laws, or federal laws (RF The Federal Assembly of the Rus-
sian Federation, 2021). In the final third reading, 308 members of parliament 
voted in favour, and 95 voted against it, including the draft law’s authors Nikolai 
Ryzhak and Rizvan Kurbanov (who voted against their own bill). A single vote 
was abstained. The Communist Party and Liberal Democratic Party representatives 
expressed concerns about bureaucratisation, shrinking free discussion spaces, and 
stifling valuable programs (Smith & Mahlay, 2021).

3.2   Reactions from the NGOs and Individuals

Cases in which individuals defend their rights to engage in enlightenment activi-
ties or challenge sanctions imposed for violating enlightenment regulations are 
not yet included in publicly accessible legal databases. The Constitutional Court 
has not examined the constitutionality of these legal amendments. Nevertheless, 
it was possible to find information about the 15th December 2021, case from the 
Moscow City Court in which a citizen was penalised for violating protest regula-
tions after participating in demonstrations against the adoption of amendments to 
the Federal Law on Education to formalise the conduct of enlightenment activities 
(Ovd.info, 2022).

Moscow City Court, on appeal, cancelled a fine imposed on an activist for pro-
testing the new law on enlightenment activities (under Article 20.2, par. 5 of the 
RF Administrative Code). After the said protest held on 16 May 2021, near the 
Moscow State University Lomonosov Complex, at least 26 people were detained 
by police and fined (Ovd.info, 2021). The cancellation of the fine for the appli-
cant in the case under consideration (₽ 20,000 ) was not substantiated by the unjust 
limitation of freedom of expression expressed in the protest demonstration but by 
violations of the fine-imposing procedure. Procedural omissions were made during 
the drafting of the protocol, which is necessary in administrative cases. Although 
the authorities redrafted the protocol after the Nikulinsky District Court ordered 
them to, they did not invite the person accused of a violation, which was another 
abuse of the procedural rules.

Aside from public protests, there were many social media discussions and 
petitions against the draft law (Deklaratsiia uchenykh i populiarizatorov nauki; 
Otkrytoe pis'mo ob otklonenii zakonoproekta nomer 1057895). For instance, on 5 
January 2021, a public petition opposing this law-making initiative was launched 
on the portal Change.org. Authored by Sergey Popov, an astrophysicist and profes-
sor of the Russian Academy of Sciences, it received more than 247,632  signa-
tures before being closed (petition against the amendments to the law regarding the 
enlightenment activities). The law was criticised for its isolationist nature, poten-
tial censorship increase, broad and vague scope, and unconstitutionality. As the 
multiple open letters noted, the law could rob Russian society of various academic 
resources (Smith & Mahlay, 2021).

https://Change.org
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3.3   Communicating Data Analysis Findings Back to the Theory

3.3.1  Separating the History of Enlightenment in Russia From Related Legal 
Amendments

The attempts to combat historical knowledge with the new legislative changes take 
on an intriguing new meaning when considering the historical origins of enlighten-
ment in Russia. To demonstrate how far the system can go in re-narrating the past 
in order to self-correct, we need to look back in history up to the Imperial times. In 
contrast to current practices, the Russian Enlightenment may have triggered, rather 
than distorted, rule-of-law awareness before the Great Reforms in the middle of the 
19th century. In those times, the enlightenment was confined to a small group of 
jurists, enlightened bureaucrats, reformist officials, professors, and others (Poole, 
2021, p. 5). Although there were no social groups that could help balance power 
distribution, the Enlightenment was crucial as an intermediary between the people 
and the Absolute.

Orthodox Canon Law was not a significant source of this development, but it was 
an inspiration for Russian religious philosophy (initiated by Vladimir Solovyov in 
his 1880 “A Critique of Abstract Principles”). The concept of enlightenment was 
first encountered through Feofan Prokopovich (1681–1736), a theologian, a head 
of the Kyiv Theological Academy, and Peter the Great’s friend and supporter. It 
provided the groundwork for practical enlightenment, which was the idea of apply-
ing knowledge and education in practice to achieve the goal of working for the 
welfare of the state under the direction of a Tsar who received European education 
(Dmitrieva, 2023, p. 162).

Approximately a thousand books were printed in Russian until 1700, but over 
600 publications were published in the first 25 years of the 18th century (Danilevs-
kiy, 1954, p. 27). The Enlightenment under Peter the Great increased the transla-
tions of secular literature: manuscript works were an exceptionally high proportion 
of political treatises translated during this period. During this period, the political 
lexicon evolved: by the 1760s, educated elites had embraced the new ideas bor-
rowed during Peter’s reign. The reigns of Elizabeth and Catherine deduced the 
new lexicon and made them widely available during these eras because of their 
definitions (Polskoy, 2020). As Peter the Great introduced modernisation to Russia, 
he embraced the tenet of rule of law rather than rule by law (Kahn, 2006). Respec-
tively, the Enlightenment of those days encouraged the education of the clergy, 
albeit the Russian autocrats ran the risk of people discovering that the law served a 
higher purpose than the current needs of an absolute (Poole, 2021, p. 8).

3.3.2  Enlightenment, Civil Society, and Universal Education for All

Civil society may have been fostered by informal aristocratic learning societies 
that supported orphanages, schools, libraries, and museums. The 18th century saw 
these societies emerge as saloons or living rooms, producing a group of social crit-
ics who could shape Russian social philosophy in the future (Jones, 1998). During 
the second half of the 18th century and the early 19th century, the Russian concept 
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of enlightenment was probably closest to its European counterpart, based on either 
the state of Russian society at the time or the ideal social structure that would char-
acterise an enlightened society. In particular, Alexander Radishchev (1749–1802) 
and his famous 1790 novel Journey from St. Petersburg to Moscow exposed the 
misuse of authority by the government, the demagogic nature of Catherine II’s 
enlightenment programs, and the gravity of the enslavement of peasants (Dmit-
rieva, 2023, p. 163).

A full-fledged Russian popular science magazine was first published in St. 
Petersburg: from 1755 to 1764, the Imperial Academy of Sciences published the 
journal Monthly Essays for the Benefit of and Entertainment of Servants (Vaganov, 
2016, p. 69). In its first issue, published in January 1755, the magazine’s motto was 
short and unambiguous: “For All.” During Alexander I’s liberal aspirations at the 
beginning of the 19th century, the system of enlightenment was reformed. A sys-
tem of state secular schools was established through the 1803 Preliminary Rules 
of Public Enlightenment and the 1804 Charter of Educational Institutions (Kusber, 
2021). The continuity of education connected parish schools, district schools, and 
gymnasiums for one, two, and four years, respectively (see Riekkinen & Riekki-
nen, 2022). The progress made during this period, however, did not endure. Even 
though by the early 20th century, the saloon informal learning societies had spread 
beyond living rooms despite repressive laws and government distrust (Linden-
meyr, 2012), late imperial Russia severely restricted workers’ socialising chances.

3.3.3  Dissent Suppression: Old Decembrists Versus New Views

What connects the history of the Enlightenment to present-day practices is that 
social critique, which arose from Enlightenment concepts, has been later sup-
pressed along with free speech. As a result of their failed 1825 uprising, the famous 
Decembrists, members of oppositional secret organisations founded between 1812 
and 1825, were severely punished. As a movement composed primarily of young 
noblemen, the Decembrists were educated during the relatively liberal reign of 
Alexander I. Sharing the ideas emerging from the French Revolution promoted 
social critique as an enlightenment principle that would lead to social transforma-
tion (Lincoln, 1976). Plans and prospects for universal enlightenment occupied a 
special place in the Decembrist program documents.

After their revolt was suppressed in 1825, the Decembrists were banished to 
Siberia, where the living conditions were harsh. The Decembrists, originating from 
wealthy noble families, were likely among the most educated individuals of their 
time, contributing to the enlightenment of Siberia, which was then rural, cold, and 
mostly uneducated. Despite the regime’s oppression in the cities, the exiles pro-
moted enlightenment in remote Siberia, where literacy rates were only 1.5–2.0% 
at the dawn of the 19th century (Vasilieva, 2014, p. 32). However, the exiles were 
able to build schools, libraries, and cultural centres in Siberia and teach the locals 
basic literacy. They were the Decembrists who began introducing modern edu-
cational methods, including the system of public primary schools.4 By providing 
access to books and resources, the Decembrists hoped to create a more informed 
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and educated population of rural Siberia. Thus, the discussion of enlightenment 
initiatives and Russia’s long history of penalising descendants are closely related. 
Asymmetrising information in the modern Russian Federation parallels these his-
torical repercussions of dissent.

Since the 2020 constitutional amendments, new textbooks have been approved 
by the federal authorities, providing, among other things, new interpretations 
of the enlightenment activities in exile. For example, the 2023 textbook on the 
foundations of Russian statehood published by the Russian Academy of National 
Economy and Public Administration under the President of the Russian Federation 
asserts that “the rebels were deported to Siberia, where they built churches, opened 
schools, and served the Russian state” (Uvarov, 2023). Moreover, the popular sci-
ence journal Zagadki Istorii (Mysteries of History) further aggravates the image of 
Decembrists by putting on the first-page material alleging that the West sponsored 
their uprising (Zagadki istorii, 2023). Sporadic comments on Russian policy back 
this notion via the internet. Nikolai Starikov, who has appeared on the Ukrainian 
and Aleksey Navalny Anticorruption Foundation’s list of people who have called 
for war, raised this topic in 2010 in the Komsomolskaya Pravda periodical (Kaftan, 
2010).

3.3.4  Enlightenment and the Soviet “Entertaining Science”

There is little mention of the term “enlightenment” in the Soviet period except 
when it is strongly associated with popularising science, with the new Marxist 
state focusing on technology and strengthening the Communist Party. Many saw 
the new Marxist state as a suitable ally in their efforts to educate an uneducated 
public after the 1917 Bolshevik Revolution. Soviet authorities believed scientific 
and technological progress could help strengthen the Communist Party’s goals and 
revive the industrial sector (Andrews, 2013). During the early to mid-1920s, 60% 
of Soviet workers lacked access to books, with the remainder consumed mostly 
political literature. However, by 1922, popular science books had outperformed 
political literature by a noticeable margin. In 1926, the publisher Vremya began a 
series called Entertaining Science, which included Entertaining Physiology, Enter-
taining Aviation, Entertaining Mineralogy, and even Entertaining Technology in 
the Past (Andrews, 2013). The series aimed to provide scientific information in the 
most lively and understandable way possible, in such a way that reading the book 
would not be tedious work but a form of relaxation and entertainment even for 
readers most distant from science. Educators, enlighteners, and unprepared readers 
used these books (Block, 1929).

When it comes to popular science, its revival in the Soviet period corresponds 
to the emergence of new public science and technology policy in the aftermath of 
the world wars (Vaganov, 2016, p. 69). Consequently, Stalin launched a brand-new 
popularisation campaign focused on technology (Andrews, 2013). During the 
Khrushchev era, Soviet leaders realised that technology could be used for global 
competition, promoting extensive campaigns to publicise their achievements 
(2013). This was especially true about nuclear power and space programs.
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Thus, during different historical junctures of the Soviet period, enlightenment 
aligned with the paradigmatic goals of mass education and propaganda. By the 
mid-1980s, popular science had become the dominant genre in the Soviet Union, 
with publisher Znanie producing half of its publications (Vaganov, 2016, p. 71). 
Communist Party congresses, plenums, and Central Committee meetings issued 
directives on propaganda and agitation activities across the country. In 1947, the 
All-Union Society “Znanie” (i.e. the All-Union Society for the Dissemination of 
Political and Scientific Knowledge) was established as an enlightenment organisa-
tion (Seleznev, 2018, p. 2). But at other times, it was contentious in promoting 
freedom of expression, conscience, and pluralism. Eventually, over 218 million 
copies of popular science literature were released on the eve of the collapse of the 
USSR in 1990 (2018, p. 2). After the collapse of the Soviet Union, even given the 
abandonment of the one-party system and overwhelming communist ideology, the 
term “enlightenment” was not featured in public discourses until the early 2000s 
and the popularisation of science. By 2015, Putin issued an edict revitalising the 
“Znanie” society (RF President, 2015), charging it with the tasks of: (a) popular-
ising science in an educational context, introducing innovations, and informing 
citizens of scientific achievements; (b) facilitating the integration of older peo-
ple with modern information technology; (c) supporting teachers and pupils; (d) 
funding promising educational projects; (e) promoting a healthy lifestyle among 
the younger generation; nurturing patriotism; (f) preserving natural and historical 
monuments; (g) fostering interethnic harmony; and (h) combating pseudoscience 
and falsifying history.

3.3.5   From Civil Liberties to Sovereignty Protection: The Enlightenment 
Aligns Formal Narrative

A key question remains: should legal enlightenment, as outlined in various federal 
laws, be considered equivalent to general enlightenment? According to Article 28, 
par. 2, legal clinics within higher education organisations and non-state centres 
of free legal assistance are entitled to provide law-related information and legal 
enlightenment (RF Federal Law No. 324-FZ, 2011). Many non-state organisations 
monitoring human rights have been declared non-grata as foreign agents, reducing 
some of the risks that legal enlightenment might pose to the official narrative. For 
law clinics within universities, it is unrealistic to expect them to seek licenses from 
the Ministry of Enlightenment to provide individual legal advice. Additionally, 
under the Federal Law on the Basics of Crime Prevention, both public authorities 
and persons involved in crime prevention, namely citizens, public associations, and 
other organizations, may pursue legal enlightenment to inform citizens and organi-
zations about “protecting rights and freedoms, society, and the state from unlawful 
attacks” (RF Federal Law, 182-FZ, 2016, Art. 18). While such enlightenment may 
be communicated through various educational and informational measures, the law 
does not require special permission from the federal executive for these activi-
ties. The contradiction between Enlightenment activities and legal enlightenment 
appears to have been overlooked in the legal amendments.
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Additionally, it is problematic that the new legal provision regulating Enlight-
enment activities has been added to Section 12 of the Federal Law on Education, 
which governs educational programs.5 Section 12 regulates formal programs, while 
the enlightenment is expected to occur outside of formal education by its very new 
legal definition. Authorities seemingly see no contradictions and even take pride in 
not regulating enlightenment activities as they do formal education. For example, 
the Ministry of Enlightenment is in the process of developing a draft regulation to 
eliminate unnecessary regulation in the area of enlightenment activities (RF Min-
istry of Enlightenment, 2022). This draft aims to ensure the openness and transpar-
ency of the enlightenment activities.

Meanwhile, this draft is being worked on by the temporary commission of the 
Federation Council for the Protection of State Sovereignty headed by Andrey Kli-
mov, who is one of the co-authors of the legal amendments to regulate these activi-
ties. Among the hurdles that lawmakers must overcome is eliminating unnecessary 
requirements for educational activities (Egorova, 2022). The people behind the 
proposed regulation are glad they decided against adding standards for enlighten-
ment activities that would have resembled those for educational activities despite 
associating state sovereignty with restrictions on discourse about society and the 
state, even outside the classroom.

3.3.6 Counteracting Pseudoscience

According to the authors of the amendments in question, they are preventing vio-
lations of Russian law by countering the dissemination of various types of fakes 
and information meant to incite hatred, hostility, and the like. During the early 
2000s, when enlightenment as a social endeavour became discussed publicly, it 
became synonymous with popular science, which also increased citizen science 
projects. It could have responded to the rapid decline of the prestige of science. 
Thus, in 2011, only 13% of Russians were interested in space exploration, down 
from nearly 100% 25 years earlier (Vaganov, 2016). In 2013, almost 80% of people 
interviewed by sociologists could not name even one domestic scientist ( n=1,600  
in 138 populated areas surveyed by the All-Russian Centre for the Study of Public 
Opinion) (2016). However, pseudoscience was widely disseminated during that 
period, which served as an efficient pretext for officials to pass these amendments.

Thus, in response to pseudoscience’s spread, the Presidium of the Russian Acad-
emy of Sciences established a Commission on Combating Pseudoscience (KLN-
RAN, 2024). Founded in 1998 and reorganised in 2018, it identifies and counters 
pseudoscience and pseudoscientific publications through analytical, methodologi-
cal, and expert work. In addition to speaking out against pseudoscientific beliefs, 
the commission condemns ufology, astrology, alternative medicine, and the use of 
religion in science and education. Its most recent Memorandum No. 3, published in 
2023, exposes the pseudoscientific basis of astrology (KLNRAN, 2023).

The task of counteracting pseudoscience was reiterated during the discussion 
of formalising enlightenment activities. For instance, at the zero hearing as men-
tioned above held by the Public Chamber, Tatyana Chernigovskaya, a professor 
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at Saint-Petersburg State University, and a television host for science-related pro-
grams (yet ambiguously perceived for her strong statements), defended the enlight-
enment amendments. When defending the amendments in question, she relied 
on the argument that pseudoscience was being combated (RF Public Chamber, 
2021, 01:26:41 on recording). Similarly, Artyom Kiryanov, representing the Pub-
lic Chamber, supported the amendments (Klyuchevskaya, 2021). As a result of 
these changes, Kiryanov believes the internet will be cleansed of phoney seminars, 
courses, and other events.6

3.3.7  The Dictatorship of Law Presumes All Enlighteners Guilty?

However, the idea that all enlightenment should be monitored for disseminating 
fake information implies that they are not acting in good faith. In this regard, we 
again see a sharp binary division between enlighteners deemed credible by the 
state and all the rest who are left outside of this realm. Thus, disapproved enlight-
ener candidates only care about protecting their interests and not those of Russia 
and its citizens, who are believed to share these values. It is also implied that the 
authorities are concerned with protecting their visions and narratives through law. 
It satisfies Putin’s view of the rule of law, which he refers to as a dictatorship of 
law aimed only at protecting law-abiding citizens after they have proved to be 
law-abiding (Kahn, 2006).

Even when international law was respected most during the early Yeltsin years, 
including due to the desire to join the Council of Europe, this stance still prevailed 
in independent Russia. It may have been Yeltsin’s difficulty accepting limitations 
to his executive power that a rule-of-law state necessarily imposed upon him, or 
maybe it was a general difficulty balancing institutional realities with the ideal of 
the rule of law. However, his famous phrase, “the state should be bound by the 
law,” still stands out as a replacement for what was intended by his legal advisors, 
who were bound by the rule of law (Kahn, 2006, p. 390).

The following is a real example of counteracting phoney events under Yeltsin’s 
regime. Upon adopting the new Constitution in July 1993, the framework legisla-
tion on citizen health began to regulate the practice of traditional medicine, or 
healing tselitel’stvo, following the rise in mass healing sessions in the early 1990s 
(RF Fundamentals of Legislation of the Russian Federation, 1993). Anatoly Kash-
pirovsky was probably the most acclaimed healer who filled concert halls with 
people willing to be enlivened with his healing energy. Channel One invited Mr. 
Kashpirovsky to hold TV séances (Huxtable, 2017). In these sessions, for instance, 
the healer would look into TV viewers’ eyes and send positive energy to them dur-
ing moments of silence.7 According to surveys, almost the whole country watched 
these programs, with over one-third stating they were beneficial (2017).

Having gained fame in 1988 by performing two operations without anaesthe-
sia on the Soviet current affairs program Viewpoint/Vzgliad (2017), Kashpirovsky 
eventually became a parliamentarian and joined the state Duma’s health commit-
tee. Healing has acquired an uncontrollable sense in the society of those days. 
Thus, to counteract harmful practices, it was legally defined as methods of healing, 
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prevention, diagnosis, and treatment based upon the experiences of many genera-
tions of people, established in folk traditions and not registered according to law. 
All healers were obligated to obtain licenses based on statements from medical pro-
fessional associations. Most importantly, mass healing sessions, including media, 
were explicitly prohibited by Article 57 of that framework legislation.

The aforementioned is thus a way to control a concrete social hazard. It is exces-
sive to certify all educational discourses when combating false science or limiting 
foreign discourse influence on children. In an open legal system, one can prohibit 
harmful actions, such as mass healing sessions, while teaching children and stu-
dents how to evaluate information critically and strengthening the ability to detect 
fraudulent information. There would, however, be a greater risk for the system in 
question since citizens may come across web resources containing analytics that 
the Ministry of Education does not approve.

3.3.8  Asymmetrical Information via Many-Sided Control

Although studying judicial techniques to analyse the legal logic of introducing 
the Enlightenment into the Federal Law on Education is worthwhile, we should 
also consider the broader picture of freedom of speech being curtailed. Shulman 
(2022) suggests that educational indoctrination is among the main tools used 
by the current regime to reshape its approach to education on the way from a 
semi-authoritarian into a totalitarian model. As a result of formalising any form 
of exposure learners may have to ideas outside those that fit official narratives, 
authorities may be able to systematically asymmetric information entirely under 
the guise of aligning formal and informal education to counteract lawbreaking and 
spread disinformation. Through the new amendments, the executive authority will 
not only be able to exert strict pre-emptive control over enlightenment activities 
by reviewing the preliminary programs for enlightenment, but it will also be able 
to conduct ex post facto reviews by looking at the reports on how those activities 
were implemented.

The amendments also encourage citizens to snitch on one another: the gov-
ernmental rules for implementing enlightenment activities stipulate that public 
authorities and natural persons have the right to inform the Ministry of Enlighten-
ment about any facts or allegations of enlightenment activities contrary to legisla-
tive regulations (RF Government, 2022, par. 9). The Federal Law on Education 
as amended, is broad in formulating what qualifies as violating the legislation on 
enlightenment activities (RF Federal Law No. 273-FZ, 2012, art. 12.2, par. 2). 
Incitement of hatred on social, racial, national, or religious grounds, promotion of 
exclusivity, superiority, or inferiority based on social, racial, national, religious, or 
linguistic affiliation, and religious views, including by spreading false information 
about historical, national, religious, and cultural traditions, as well as encourag-
ing actions that violate the Constitution, are prohibited by this paragraph. When 
applied to, for example, the prohibition to incite actions contrary to the Consti-
tution, these requirements ensure that no room is left for discussions of societal 
changes that would contradict the official position.
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As an example, let us look at a hypothetical scenario. A 2020 constitutional 
amendment initiated by Putin before launching the aggressive campaign against 
Ukraine states that marriage is a union between a man and a woman. Should one 
conclude that Article 12.2 of the amended Federal Law on Education (RF Federal 
Law No. 273-FZ, 2012) means that citizens do not have the right to discuss issues 
such as legalising same-sex unions or homosexuality in general? Considering that 
enlightenment activities are precisely those that seek to promote social and politi-
cal change, this may be consistent with the general policy of severely restricting 
freedom of expression adopted by the officials before the invasion of Ukraine.

Thus, with regulating the enlightenment activities, no threat can be ruled out as 
a potential danger to official discourse in today’s social reality shaped by oppres-
sive legislation and practices, on the one hand, and modified truths, which one 
hears every day, on the other. It is the responsibility of federal bodies to coordinate 
the speeches of enlighteners, as submitted by rectors, deans, and other administra-
tors of educational institutions beforehand. Ultimately, only a proven orator who 
is government-friendly will be invited to speak to individuals. Still, while these 
changes can be viewed as ensuring that everyone receives pre-approved informa-
tion, they seem excessive since most educational institutions8 and religious organi-
sations support the power (Smith & Mahlay, 2021).

Furthermore, the amendments under review are excessive, considering that 
Russia already has regulations governing how children should be raised. In 2015, 
shortly after Crimea’s annexation, the Russian Federation adopted the Strategy for 
Establishing an Enlightened Russia by 2025 (RGRU, 2015). As outlined in this 
document, Russia’s priority task in raising children is to develop highly moral indi-
viduals who share Russian traditional spiritual values, possess modern knowledge 
and skills, can realise their potential in contemporary society, and are prepared 
to create and defend the Motherland peacefully. As a strategic national priority, 
raising children requires consolidating efforts of civil society institutions and 
departments at the federal, regional, and municipal levels, according to the said 
document. Before the invasion of Ukraine, the goal of encoding traditional values 
in the minds of minors had been set.

According to Luhmann’s view of communication, excessive legal control is 
one of the characteristics of autopoietic self-referential systems. Luhmann states 
that communication can heighten sensitivity rather than cause rejection in cultures 
where communication that can lead to rejection is avoided or wishes are met before 
expression occurs (Luhmann, 1992, p. 255). Therefore, if they believe that adding 
more laws will strengthen the official narrative even if they do not change overall 
circumstances, Russia’s parliamentarians who are loyal to the leader will do so to 
comply with his wishes before those expressed.

3.3.9  Exempting Religious Organisations in a More Asymmetrical Manner

Further, asymmetry is created by the detail, which can go unnoticed at first glance. 
The rules on enlightenment activities do not apply to “relationships associated with 
enlightenment activity within the framework of culturally enlightened activities of 
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Table 3.1 A Summary of the Enlightenment-Related Legal Amendments

Amendment Contents of Enlightenment

Enlightenment activities are carried out outside the framework of educational programs, activities that dissemi-
nate knowledge and experiences, develop skills, values, and competencies for intellectual, spiritual, moral, 
creative, physical, and (or) professional development, fulfil the educational needs and interests of the individ-
ual, and affect relations governed by this Federal Law and other regulatory legal acts of the Russian Federation

Definition

Forbidden from spreading false information about historical, national, religious, or cultural traditions of peoples, 
inciting racial, religious, or social hatred, or agitating against citizens based on their social, racial, national, 
religious, or linguistic affiliation, or their attitudes toward religion, as they promote exclusivity, superiority, or 
inferiority, should be implemented, taking into account traditional values

Special Prohibitions

Amendment Affected Persons
Obtain approval from the Ministry of Enlightenment for enlightenment initiatives to be pursued with budget funds
Obtain the Ministry of Enlightenment’s conclusion whenever foreigners attempt to promote enlightenment
Make contracts on enlightenment activities

Educational Institutions

Prohibited from enlightening minors
Obliged to declare responsibility as foreign agents for the preparation and delivery of messages and materials  

during enlightenment activities for adults

Persons Recognised as Foreign 
Agents

Obligation contracts with educational institutions
Special requirements: good legal standing; meeting the requirement of Article 331 of the Labour Code regarding 

a lack of obstacles for teaching activities; at least two years’ experience in enlightenment activities; demon-
strated involvement in socially significant initiatives

Individual Educators

Obligation to make a contract with the educational institution
Special requirements: not being on the Ministry of Justice's register of foreign agents; not being in debt for 

taxes, fees, or other obligations; having employees meeting the requirement of Article 331 of the Labour Code 
regarding a lack of obstacles for teaching activities; having an updated website with the required information, 
including, among other things, about contracts with educational personnel

Organisations

Being enlisted in an inventory of organisations that support educational activities in public educational organisa-
tions with scientific and methodological expertise

Organisations Supporting 
Educational Activities with 
Scientific and Methodological 
Expertise

Amendment Exempt Organisations
Religious Organisations
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religious organisations” (Smith & Mahlay, 2021). According to Smith and Mahlay 
(2021), the Orthodox Church appealed to authorities to exempt Sunday schools 
from upcoming legal changes. In this case, we can see that the exemption was 
much broader than just Sunday schools. Taking into account the authorities’ ties 
with Orthodox Church leaders (Agadjanian, 2017), this exemption for religious 
organisations may suggest the intended elimination of all possible weak points to 
influence citizens outside of loyal educational institutions, which can disapprove of 
the official narrative. Continuous religious enlightenment can target even those who 
may not adhere to traditional morality but may still sympathise with the idea that 
this morality is a shield from the allegedly deteriorating Western values narrative.

Religious organisations are called to play an essential role in the state’s policy 
to preserve and strengthen traditional values, which rest on the foundations of state 
policy according to Presidential Decree No. 809 (RF President, 2022). As stated 
in paragraph 26(e) of this decree, religious institutions and other institutions of 
civil society are required to participate in state policies that uphold and promote 
traditional values. This could give the authorities greater control over the narrative. 
As a reminder, religious organisations remain among the five institutions Russians 
trust the most. As a result of a recent sociological study conducted by the Levada 
Centre in Russia (September 2023), the following institutions are highly trusted: 
the president (76%), the army (72%), state security agencies (60%), government 
(56%), and religious organisations (55%) (Levada Centre, 2023)

Considering Russia’s current censorship of freedom of expression, sociological 
surveys should be analysed carefully for bias: those who disagree with the gov-
ernment are unlikely to participate in surveys because they fear sanctions. How-
ever, in the absence of other verifiable data, Levada Centre’s data, which has been 
acknowledged as a foreign agent, is considered the most credible by the Euro-
pean Parliament, which regularly monitors public opinion regarding Russia’s war 
against Ukraine.

In conclusion, the legal amendments in question have now renamed the word 
enlightenment to prosveshchenie, which carries a positive connotation, imply-
ing the charitable and noble goal of spreading knowledge with features of cau-
tion, threat, control, and limitation. A summary of the enlightenment-related legal 
amendments can be found in Table 3.1 (Smith & Mahlay, 2021).

Notes
 1 An initiative for this project was initiated by senators A. Klimov, E. Afanasyeva, A. Vain-

berg, L. Glebova, O. Melnichenko, along with members of the State Duma of the “United 
Russia” party: A. Iisaev, V. Piskarev, A. Alshevskikh, A. Shkhagoshev, and the “Just Rus-
sia” party; N. Ryzhak, A. Chepa, and R. Kurbanov of the Communist Party; and I. Belykh 
and D. Savelyevof the Liberal Democratic Party. Natallia Poklonskaya, member of parlia-
ment, withdrew her name from the list of authors on 24 November 2020.

 2 Several factors make certain individuals ineligible to participate in teaching activities 
under this article. These include being denied the right to teach due to a court verdict in a 
criminal case, having a criminal record, being prosecuted for crimes against life, health, 
freedom, honour, dignity, sexual integrity, family members and minors, public health, 
morality, constitutional foundations, state security, peace and security for mankind, and 
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public safety. An individual with an unexpunged conviction or outstanding conviction 
for another intentional grave crime, a diagnosis of legal incompetency, or a condition 
approved by the federal executive body can also be admitted to teaching activities if the 
Commission on Minors and Their Rights makes a decision.

 3 The obligation does not apply to agreements supplying educational services to foreign 
citizens or agreements that expire before September 1st, 2021.

 4 Among other things, the Decembrists established the first public library in 1842 in the 
town of Tobolsk, Siberia, where locals could see and handle books. The wives of Decem-
brists often accompanied them into exile, and their children often grew up there. Women 
educated their children at home, where children of locals were also invited.

 5 Similar to the solution aligning the enlightenment with formal education programmes in 
Section 12 of the Federal law on education, Chapter 7 of the Russian Constitution covers 
both the judiciary and the Prokuratura – two bodies that do not represent the same branch. 
The Constitution includes the Prokuratura in the judiciary chapter, even though it is not 
a judiciary. The Constitution only mentions the Prokuratura in one article, so no separate 
chapter was allocated to it.

 6 Individuals have, for instance, paid for an internet course on tax avoidance strategies and 
then had issues with the tax authorities. Even though these courses harm the public inter-
est in equitable taxation policies (just as self-medication courses can harm public health), 
heavy regulation of all extracurricular learning is excessive.

 7 “Charged” photos of Mr. Kashpirovsky, sold in U.S. dollars, could also be purchased. 
The author remembers her grandmother putting a 3-liter glass of water in front of the TV 
during prime time. The entire family was supposed to drink the “charged” water in order 
to heal. The popular practice of drinking water blessed by the Orthodox church today can 
be explained by religious motives, but charging from a TV transmitting the image of an 
unlicensed healer has no rational explanation and can become a health and life hazard in 
cases where healing is preferred over doctor visits.

 8 A few years ago, the rectors of Russian universities signed a letter supporting the invasion 
of Ukraine. Since then, no one from the educational establishment has openly criticised 
the government.
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4.1   Background

Russia’s foreign agent legislation covers NGOs, mass media, and, since 2022, 
individuals receiving foreign aid, being under foreign influence, and engaging 
in political activities, both broadly and vaguely defined as specified below. The 
foreign agent procedure is routinely invoked so that any NGO, mass media, 
or individual the authorities define as a foreign agent is included in a special 
registry maintained by the Ministry of Justice. It must comply with obligations 
(e.g. regular activity reports) and restrictions (e.g. using the foreign agent label 
when releasing information to the public). Failure to comply with the restrictions 
may entail the dissolution of a legal entity, high fines, or even imprisonment for 
individuals.

Foreign agent legislation initially consisted of provisions in several federal 
laws and regulations introducing significant restrictions on the said individuals 
and organisations. The development of this legislation dates back to a 2012 revi-
sion of the federal laws on non-commercial organisations and public associa-
tions. Each status, depending on whether its bearer is an NGO, a member of the 
media, or an individual, has specific features and a regulatory framework that 
includes legislative regulation and is subject to relevant acts of the Ministry of 
Justice.

Thus, until December 2022, the status of foreign agents was regulated by 
several federal statutes: Federal Law “On Non-Commercial Organizations” (RF 
Federal Law No. 7-FZ, 1996); Federal Law “On Public Associations” (RF Fed-
eral Law No. 82-FZ, 1995); Federal Law “On sanctions for persons involved in 
violations of fundamental human rights and freedoms, rights and freedoms of 
citizens of the Russian Federation” (RF Federal Law No. 272-FZ, 2012); Law 
of the Russian Federation “On the mass media” (RF Law of the Russian Fed-
eration No 2124-I, 1991). In 2022, the consolidated Federal Law “On the con-
trol of the activities of the persons influenced by foreign entities” was adopted 
(Federal Law of 14 July 2022 No. 255-FZ). Compared to the previous items of 
legislation that dealt with the status of foreign agents, this federal law, which 
entered into force on 1 December 2022, introduced one more qualifying feature 
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to define foreign agents – being under foreign influence. Article 1 defines a 
foreign agent as:

A person who receives support and is under foreign influence in other forms 
carries out political activities, collects targeted information on the military 
and military-technical activities of the Russian Federation, distributes mes-
sages and materials intended for a wide range of people, or (or) participates 
in making such messages and materials.

(RF Federal Law No. 255-FZ, 2022, Art. 1)

The concept of “support” comprises “funds and (or) other properties provided 
to a person by a foreign source, as well as organisational, methodological, scien-
tific, and technical assistance provided by a foreign source” (RF Federal Law No. 
255-FZ, 2022, Art. 2). Article 4 of this Federal law specifies that political activ-
ity entails activities “related to establishing a state, protecting the constitutional 
foundations, ensuring the sovereignty of the country, and protecting its territorial 
integrity.” In addition, it “entails ensuring legality, law and order, public and state 
security, national defence, foreign policy, socio-economic and national develop-
ment, as well as the political system of the country, as well as the activities of the 
public authorities, legislation regulating the rights and freedoms of citizens in order 
to influence public policy, the creation of public authorities, their actions and deci-
sions” (RF Federal Law No. 255-FZ, 2022, Art. 4).

The 2022 consolidated federal law also introduced the requirement for a uni-
fied registry of all categories of persons addressed by the foreign agent legislation. 
Before, there were four registries for each category: registered non-commercial 
organisations, non-registered public associations, mass media, and natural persons. 
It also introduced one more criterion for recognising a person as a foreign agent, 
which was lacking until then. Namely, being under foreign influence is defined as 
an “act of supporting or influencing a person by a foreign source, including through 
coercion, persuasion or other means” (RF Federal Law No. 255-FZ, 2022, Art. 2).

Its Article 8 also introduced a set of six criteria upon which a person can be 
unlisted from the registry:

• termination of activity of a legal person after its dissolution;
• termination of activity of the unregistered public association and other entities;
• the death of a natural person;
• not receiving any foreign aid for one calendar year before the submission of 

an application for unenlisting, as confirmed with the results of a non-planned 
inspection by the authorised body;

• not receiving any foreign aid for three calendar years before the submission of 
an application for unenlisting by a person who had already been unlisted from 
the registry, as confirmed with the results of a non-planned inspection by the 
authorised body;

• the return of the foreign funds within three months of their receipt, provided that 
no other (technical, methodological, etc.) aid has been provided by the foreign 



70 Freedom of Expression and the Law in Russia

person or organisation, as confirmed by the results of an unplanned inspection 
by the authorised body (RF Federal Law No. 255-FZ, 2022, Art. 8).

In an explanatory note accompanying this federal law, it was noted that its adop-
tion was necessary because current legislation contains “disparate provisions” that 
are enshrined in different federal laws and establish different approaches to essen-
tial elements, making a person a foreign agent (Explanatory Note to the Federal 
Law No. 255-FZ). The note focuses on its innovations and contents instead of 
explaining why this law was introduced. In the end, this law concludes that the 
measures proposed will protect and guarantee Russia’s security, sovereignty, ter-
ritorial integrity, and rights and freedoms, as well as ensure a prompt response 
to “internationally wrongful acts” by preventing foreign interference in Russian 
society and state affairs, and ensuring that citizens’ rights and freedoms are imple-
mented (Explanatory Note to the Federal Law No. 255-FZ).

As of 1 March 2024, 774 entries are listed in the registry of foreign agents 
maintained by the Ministry of Justice (in January 2023, there were 522 entries 
when the author of this book did her research), including entries on persons who 
had been unlisted (RF The Registry of Foreign Agents, 2023). The list has been 
growing unevenly. For example, in 2016, the number of organisations included in 
the registry almost tripled, amounting to 154 (Brikul’skii, 2022). In January 2023, 
there were 73 organisations in the registry with several members of the mass 
media, who were difficult to identify, being listed as foreign agents (because both 
legal entities and natural persons are enlisted in the same registry), which is prob-
ably due to the liquidation of foreign agent organisations, either voluntarily or 
based on a court decision for various violations of the foreign agent legislation 
(2022).

From the beginning, Russian authorities attempted to publicly legitimise the 
enactment of foreign agent legislation, providing explanations in response to the 
arbitrary actions of U.S. officials. At issue was registering Russian-sponsored news 
media outlets as foreign agents in the United States. Russia, thus, claimed its for-
eign agent restrictions “mirror those in other countries, mainly the US” (RFERL, 
2017a). Under the 1938 Foreign Agents Registration Act (FARA), U.S. officials 
can require an entity to register under foreign agent requirements (Robinson, 
2020). At least six foreign media outlets are known to be registered under FARA 
in 2017, including Canada’s CBC, Japan’s NHK, and the China Daily (RFERL, 
2017b). However, unlike what is happening in Russia, where the enactment of 
foreign agent status is “simply triggered when an entity or an individual engages in 
political activity,” the U.S. legislation, first, requires a proven connection with for-
eign governments, and second, registering under FARA legislation does not affect 
the ability to report news and information (RFERL, 2017b). However, these two 
distinctions do not prevent Russian officials from invoking “mirror” arguments. 
For instance, when the Russian state-funded “RT” television network was sug-
gested to register under the U.S. FARA legislation for spreading misinformation, 
several senior Russian officials publicly announced future legislative amendments 
in response to the U.S. limitations on RT, enabling Russia to declare foreign media 
outlets as foreign agents (RFERL, 2017a).
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The amendments extending the foreign agent legislation to individuals mean 
that organisations and physical persons who negatively comment on the Russian 
military or security services and their employees can be named foreign agents 
(Roth, 2023). Following the aggression against Ukraine, these amendments were 
adopted without offering significant public explanations. Considering the timing 
when these amendments were enacted and their targeting of critics of the state, 
these amendments were deemed to be repressive. Simple data analysis can show 
that the critical underpinnings of these legislative amendments went further to 
de-symmetrise information to strengthen the authorities’ position vis-à-vis possi-
ble opposition.

4.2    Extending Foreign Agent Legislation to Individuals  
to De-Symmetrise Information

The foreign agent legislation, when read in conjunction with other laws subse-
quently amended, indicates a total prohibition for individuals listed in the foreign 
agent registry from pursuing any activities that allow free direct or indirect par-
ticipation in the conduct of public affairs. It also precludes an opportunity for free 
public dissemination of political opinions.

Attempts to manipulate public opinion in Russia by dramatising the role of for-
eign agents lead to the propagation of such binary oppositions as Russia versus 
foreign states and law-abiding Russian citizens versus those who are under foreign 
influence. Labelling individuals as foreign agents, thus, excludes any possibility 
of expressing a dissenting opinion in public. With restrictions imposed on foreign 
agents, Russian authorities seek to undermine human rights, as well as diversity, 
which the authorities consider foreign values.

Not surprisingly, access to direct democracy is prohibited to those the state 
declares as foreign agents. The electoral laws related to electing the President and 
the members of the State Duma had been gradually amended with particular articles 
explicitly prohibiting foreign agents from direct participation in elections (RF Fed-
eral Law No. 19-FZ, 2003, Art. 11; RF Federal Law No. 20-FZ, 2014, Art. 11). Not 
only foreign agents themselves but also those individuals who, two years before the 
start of the electoral campaign, were founders of an organisation or members of the 
mass media recognised as foreign agents or individuals receiving funding from for-
eign agents are also among those who are prohibited from running for office. In this 
regard, a new category of persons before the law was introduced in 2021, persons 
“affiliated with foreign agents” (i.e. Article 2, para 35.1 of the Federal Law of 12 
June 2002 No. 67-FZ. “On the basic guarantees of the electoral rights and the right 
to take part in the referendum of the citizens of the Russian Federation”).

Restricting the possibility of exerting influence through public debate indirectly 
is enforced in several significant ways:

• The obligation to use the badge every time information is released to third par-
ties via the media and when communicating in social networks is introduced, 
warning that “this information was conveyed by a person recognised as a for-
eign agent.”
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• Introducing a prohibition on disseminating information and educational activi-
ties for under-aged persons.

• Prohibition of carrying out pedagogical activities in state and municipal educa-
tional organisations.

• Introducing a ban on foreign agents operating significant objects of critical 
information infrastructure and carrying out activities to ensure the security of 
such objects.

Using a foreign agent label is also required from citizens should they wish to 
address public authorities. The foreign agent law obligates the citizens recognised 
as foreign agents to make notes of their special status in any communication with 
public authorities.

Furthermore, foreign agents are prevented from organising public gatherings.
Foreign agent restrictions prevent individuals from membership in various pub-

lic organisations, consultative organs, and commissions whose principal aim is to 
defend human rights. These restrictions eliminated the ability of foreign agents to 
nominate candidates for public commissions under the aegis of public associations.

Foreign agents, meanwhile, seem to be considered outside the realm of personal 
data protection since the government adopted a regulation on publishing foreign 
agents’ dates of birth, tax numbers, and pension certificates in December 2022, 
all of which allow these individuals to be personally identified (RF Govern-
ment, 2022). This is even though the Russian Federation’s Code of Administra-
tive Offences punishes violations of personal data protection (RF Federal Law No. 
195-FZ, 2001, Art. 13.11).

The Ministry of Justice had adopted a procedure for maintaining the foreign 
agent’s register and posting the information on the official website (RF Ministry 
of Justice, Order No. 307.2022, November 29). In these regulations, among other 
things, the register is maintained on paper and electronic media. It has also been 
determined how an individual may be excluded from the register for the first time 
and how foreign agents may apply for exclusion from the register. This was done 
as part of implementing the Federal law “On the control of the activities of the per-
sons influenced by foreign entities” (RF Federal Law No. 255-FZ, 2022).

4.3  Interpretations by the Constitutional Court

In 2014, the RF Constitutional Court delivered its judgment on a case initiated 
by the Ombudsman and the regional foundation “Kostroma Center for Support 
of Public Initiatives.” The case concerned the constitutionality of the laws “On 
non-commercial organisations” and “On public associations” insofar as they relate 
to the status of foreign agents. In its Ruling No. 10-P, the Constitutional Court 
confirmed the constitutionality of the legislation on foreign agents (RF Constitu-
tional Court, 2014a). The Court adjudged that the registration as a foreign agent, 
with all its associated responsibilities and restrictions, not to mention the sanc-
tions for breaching these, conforms with the Constitution. Justifying this conclu-
sion, it invoked the human right to association, as guaranteed by international law 
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and protected by the ECtHR. As for the Court’s principal stance on the purpose 
of foreign agent legislation, the Court ruled that the registration of an entity as a 
foreign agent does not imply any “negative assessment” of its activities, while the 
laws in question do not intend to form “a negative attitude” towards the political 
activity of such organisations (RF Constitutional Court, 2014a, par. 3.1). The Dis-
senting Opinion of Judge Yaroslavtsev, however, is significant not only for finding 
the “foreign agent” concept unconstitutional but also for the way this conclusion 
is grounded.

Yaroslavtsev maintains that the legal norms under consideration violate the con-
stitutional right to association, which, in turn, is a motivation to participate in public 
and social life based on free formation and expression of opinion as guaranteed by 
international human rights law. Unlike the majority decision, which uses proclama-
tions and statements of fact, this dissenting opinion relates the information men-
tioned above embedded in international law to the views of the knowledge-holders 
and, expressly, the ECtHR, stating that the said freedoms are at the core of a demo-
cratic society. Above all, he also appeals to the Russian classics in Ivan Turgenev’s 
novel Fathers and Sons, which cites the moderate liberal Pavel Kirsanov. In par-
ticular, the quote states that “without dignity and respect for oneself . . . there is no 
solid foundation for the public good” (RF Constitutional Court, 2014a). This refer-
ence implies that by denying freedom of conscience and opinion, the state denies 
human dignity, without which there is no firm basis for the state. This dissenting 
opinion reveals another essential contradiction, pointing out that, based on the 2008 
Governmental Decree No. 485, necessary universal and regional human rights and 
cooperation organisations, such as UNESCO, the European Commission, the Coun-
cil of the Baltic States, the Nordic Council of Ministers, and other entities, consti-
tuted a list of organisations for cultural and scientific cooperation for which the 
government allocated special funding. Yaroslavtsev refers to the latter as follows:

Authoritative international organisations, which one would not believe, 
would negatively impact the fragile souls of Russians and even more so on 
representatives of the state power, who are confident in the “flawlessness” 
[nepogreshimost’] of their own decisions.

(RF Constitutional Court, 2014a)

The above statement implies that people who legitimately choose the govern-
ment are expected to believe in its decisions, and no outsider, especially those who 
enjoy public trust, can undermine this belief. It also spotlights the policy reversal 
by stressing that those the government once regarded as trustworthy would later 
proclaim these entities as harmful. Finally, Yaroslavtsev further reveals this contra-
diction by observing that governmental decisions, flawless or weighed and justi-
fied, should not be influenced by external entities.

Likewise, in the 2019 Ruling No. 4-P regarding the application of foreign 
agent-related limitations to Radio “Chance” Ltd., the Constitutional Court asserted 
that legal provisions restricting the influence of foreign organisations and their 
agents on the “adoption of strategic decisions” in, among other things, shaping 
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public discourse via mass media, especially those decisions concerning elections, 
aim at protecting the security of information of the Russian Federation (RF Con-
stitutional Court, 2019). Such a conclusion is, however, questioned by Justice 
Aranovsky, who ultimately resigned from the Court in September 2022. He main-
tained that the 2016 Doctrine of Information Security cannot be used to justify 
the constitutionality of legal restrictions on foreign agents, as this doctrine was 
adopted two years after the foreign agent legislation had been introduced. Follow-
ing Aranovsky, the necessity of such restrictions is unjustified because any threats 
to national security are merely risks, and their possible consequences need to be 
proven. The foreign origin of persons, funds, or ideas cannot per se prove a threat 
to the constitutional order. On the contrary, the dissenting opinion argued that iso-
lation from the rest of the world deprives the constitution of meaning since it is 
addressed to the multinational peoples of Russia.

While the Constitutional Court, in the 2019 Ruling, limited itself to general 
proclamations, the 2014 Ruling mentioned above No. 10-P is an example of apply-
ing several new rules to foreign agent legislation (RF Constitutional Court, 2014a) 
that had not been prescribed by federal legislation.

First, the Court declared that no specific feature of foreign aid, be it duration 
and regularity, amount and volume, or the type of funding (donations, grants, 
bonuses, etc.), should be relevant for enacting foreign agent legislation which, 
as such, excludes the possibility of its arbitrary application. Second, foreign aid 
should be accepted by the entity, not merely transferred to its accounts, which 
implies that if a person returns foreign funds before starting a political activity, 
there are grounds for enacting foreign agent legislation. Third, the Court speci-
fied the features of activity that should be defined as political to enact foreign 
agent legislation. It started by reinstating that such activity relates to participa-
tion, including financing, in arranging political events to influence the adop-
tion of decisions by public authorities and change their state policy, as well as 
shaping public opinion on the said matters. It further detailed that the forms of 
such participation can vary by extending the involvement in public events and 
can include (a) campaigning for elections or referendums, (b) publicly petition-
ing public authorities, (c) distributing their assessment of decisions, policies, 
and other actions by public authorities, which cannot be enlisted in a detailed 
manner.

Fourth, it established that when assessing the political nature of events in which 
non-commercial organisations participate, the focus of these actions should be 
decisive. Moreover, the focus should be on influencing directly or via the shap-
ing of public opinion and the adoption of decisions by public authorities. Fifth, 
activities in the areas of science, culture, art, healthcare, welfare, motherhood, and 
childhood, as well as protection of persons with disabilities, promotion of a healthy 
lifestyle, physical education, and sports, protection of flora and fauna, and promo-
tion of charity and volunteerism, cannot be defined as political activities in terms 
of foreign agent legislation, even if the organisation aims at influencing decisions 
and policies by public authorities, provided that these goals do not extend beyond 
the framework of the said activities.
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4.4   Reactions From the NGOs and Individuals

When only introduced as a proposal in 2012, these amendments faced public resist-
ance from NGOs and academicians, notably the Presidential Council for Human 
Rights and the Development of Civil Society. That resistance proved, however, to 
be unsuccessful and was instead followed by a massive, unannounced, and inva-
sive inspection of NGOs, starting from October 2012, marking the enactment of 
legal amendments (Flikke, 2016). Naturally, enacting foreign agent legislation faced 
international criticism, including from the Venice Commission, which found it to be 
a violation of the freedom of association (Venice Commission, 2014). After the cam-
paign against independent media and journalists as foreign agents intensified in 2021, 
the OSCE Representative on Freedom of the Media expressed concerns with these 
practices (OSCE, 2021). Commenting on actions taken against the Moscow-based 
independent television channel “Dozhd” (TV Rain) and the Latvia-registered inves-
tigative media portal “Vazhniye Istorii” (iStories), the Representative observed that 
“a lack of legal certainty and proportionality on the matter” is distressing.

When it comes to individual attempts to protect their right to freedom of 
expression from the restrictions associated with being declared a foreign agent, 
it is daunting to verify how many individuals and organisations have attempted 
to argue against the Ministry of Justice’s decision to include them in the registry. 
We can examine the Registry of Foreign Agents (2023), the press releases, and the 
available national case law to learn how individuals and organisations protest these 
decisions and the officials’ stance in response to these protests.

The Register of Foreign Agents (2023), available on the Ministry of Justice web 
page, shows 167 dates when individuals and organisations were removed from the 
registry (as of January 2023). Unenlisting, unfortunately, does not mean that the 
person or organisation was granted redress since, under the 2022 Federal Law on 
the control over the activities of foreign agents, termination of a legal person is 
grounds for unenlisting (RF Federal Law No. 255-FZ, 2022, Art. 8). Unenlisting, 
thus, often means that the organisation no longer exists as a legal person (e.g. the 
case with the organisation memorial, which had been dissolved based on a court 
decision for not complying with the foreign agent legislation. Another example is 
the organisation “Golos,” which had been listed as a foreign agent between 2014 
and 2020 (RF The Register of Foreign Agents, 2023, entry 2). In 2016, the court 
dissolved it, but it was restructured in 2018. The new “Golos” had been listed in 
the Registry in 2021 (The Register of Foreign Agents, 2023, entry 241). It is also 
possible that the foreign agent status is deactivated in the Registry. For example, on 
29 April 2022, two members of “Golos,” Arkady Lebedev, an expert on elections, 
and Liudimila Kuzmina, a regional human rights activist, were unlisted from the 
register (RBC, 2022). That created the first precedent of unenlisting individuals 
acting as mass media entities (2022).1

A fresh listing can follow the unenlisting of physical persons from the Registry 
of Foreign Agents. Thus, Vladimir Voronov, a coordinator of “Golos,” had been 
unlisted in 2022. He and a journalist, Vitalii Kovin, received no foreign aid for 
one year before applying for unenlisting (Rossiiskaia Gazeta, 2021). Surprisingly, 
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20 days after the unenlisting, the entry on Mr. Kovin, a political scientist, appeared 
in the register again. Mr. Kovin commented that he was first listed as a foreign 
agent in September 2021 because of three payments to his account from the citi-
zens of the Kyrgyz Republic, Ukraine, and Uzbekistan, varying from 69 to 500 Rub 
and what the Ministry of Justice called “participation in producing the materials of 
mass media foreign agents” (Kommersant, 2022a). In early October 2022, he was 
unlisted, yet listed again, allegedly for political activity in favour of Ukraine, which 
he claims he did not participate in, as he had not produced any publications on this 
issue (2022a).

The available case law, where citizens initiate a legal process against their 
inclusion in the foreign agent registry, provides material for analysing how the 
authorities employ the existing legal framework to create new norms. This task 
is otherwise not vested in the courts of law. Although limited by the availability 
of information, the following review of the available full-text decisions illustrates 
how the courts apply the rules that evolved into para-constitutional institutions. 
Even if we assume that the courts still publish online all decisions, as required by 
the Federal Law of 9 February 2009 No. 8-FZ “On Access to information about the 
activities of state bodies and local self-government,” access to the courts’ websites 
from abroad is restricted in the interests of ensuring information security (RF Fed-
eral Law No. 8-FZ, 2009). Below, we analyse two full-text decisions: The Memo-
rial Case (RF Supreme Court, 2021) and the case of the Institute of Law and Public 
Policy (RF Zamoskvoretsky District Court, 2021). These decisions can be retrieved 
through an online database, sudact.ru,2 using the search word “foreign agent.”

The analysis of the cases, as mentioned earlier, differentiates the following 
issues of concern resulting from the application of foreign agent legislation:

• The concept of “political activity,” the pursuit linked with receiving foreign aid, 
is the decisive factor in recognising a person as a foreign agent.

• The concept of “receiving funds and (or) other property from foreign sources” 
is applied as such, with no information as to the purpose of the funding or the 
regularity of its acceptance. Receiving funds from another entity recognised as 
a foreign agent is also considered foreign funding.

• No minimum amount of foreign funding from a foreign source is necessary since 
the amount of funding is insignificant when enacting foreign agent legislation.

The following three issues are analysed below:

1. The problem of mixing scientific and political activity is revealed in the Institute 
of Law and Public Policy (from now on referred to as the Institute).3 According 
to the Ministry of Justice, the political activities of the Institute are as follows:

 Publication of reports with proposals and recommendations for improving 
the regulation of the legal profession and human rights protection mecha-
nisms, as well as extrajudicial mechanisms for establishing and publishing 
facts about the unlawful appropriation and retention of power, torture, and 
enforced disappearances.
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  Elaboration of the text of the draft law “On Amendments to the Law of 
the Russian Federation of 18 October 1991 No. 1761-1 “On the Rehabilita-
tion of Victims of Political Repressions”” and distributing information about 
this draft law in the media and within the framework of petitions to public 
authorities.

  Submitting amicus curiae opinions with the Constitutional Court. Signing 
petitions to amend the regulations on the Constitution of the Russian Fed-
eration. Addressing the Ministry of Justice by conveying information about 
the draft law proposals related to implementing general measures within the 
meaning of the ECHR judgment in the Lashmankin case vis-a-vis the pro-
posals related to implementing freedom of peaceful assembly in Russia.

  In addition, the Ministry of Justice introduced a novel qualifying require-
ment for such activity, that is, its systemic nature. In particular, the politi-
cal activities of the Institute were found to be systemic because the latter 
arranges public debates, discussions, seminars, and round tables on issues 
related to the functioning of the state, the constitutional system, and human 
rights implementation. In conjunction with the fact that such activities tend 
to result in proposals for legislative amendments subsequently sent to the 
authorities, the purpose of such activities is, according to the Ministry, rooted 
in influencing the legislative process and the judiciary.

  The Zamoskvoretsky District Court not only upheld the said arguments 
of the Ministry by concluding that the draft legislation relates to the sphere 
of law-making, irrespective of the theme of the draft law, but should also be 
considered a political activity under par. 3 p. 2 Art. 6 of the Federal Law “On 
Public Associations.” It also devised two more criteria, which show that the 
activity engaged in by persons is political and prohibited under foreign agent 
legislation:

 comprehensive coverage in the media and appeals to state authorities. 
According to the court, these two criteria fall under one of the forms of 
political activity stipulated in par. 3 p. 2 of Article 6 of the Federal Law 
“On Public Associations,” referencing public appeals to state bodies to 
influence their activities, including adopting, amending, repealing laws, 
or other regulatory legal acts. In doing so, the court, at its discretion, sup-
plemented the criterion of the public circulation of information with two 
more criteria not provided for by law.

  In the case of the Memorial Organisation, the political activities providing 
grounds for enacting foreign agent legislation were found to be “dissemina-
tion, including the use of modern information technologies, of opinions on 
the decisions made by state bodies and their policies, as well as by authoring 
socio-political views and beliefs in order to influence the development and 
implementation of state policy” (RF Zamoskvoretsky District Court, 2021).

2. As for the lack of connection between receiving foreign funding and the pur-
pose of this funding, the Memorial Case is an example of when human rights 
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awards and prizes, received over the long period between 2005 and 2016, were 
considered by the Supreme Court as foreign funding.4 Funding from another 
entity recognised as a foreign agent is considered foreign funding to enact for-
eign agent legislation (RF Supreme Court, 2019).

3. Regarding a lack of a minimum requirement for foreign funding, Russian leg-
islation does not regulate this issue, unlike the 2017 foreign agent legislation 
introduced in Hungary, which establishes the minimum amount of funding 
received from abroad among the conditions of labelling organisations as foreign 
agents. Although the legislation in Russia does not comment on the minimum 
amount of funding, the courts stipulated that failing to mention the minimum 
amount implies that any sum received from foreign sources can be regarded as 
foreign funding.

4.5   Communicating Data Analysis Findings Back to the Theory

The analysis of the aforementioned legal amendments, read in conjunction with their 
interpretations by the RF Constitutional Court and their application in cases of two 
organisations by the RF Supreme Court and Zamoskvoretsky district court, reveals 
that the authorities resort to the so-called taxonomising technique, as suggested by 
the LCT theory. The national authorities, whose decisions are portrayed as just, are 
juxtaposed with other entities attempting to undermine those decisions (including 
domestic NGOs, whom the state considers to be under foreign influence merely 
because of receiving even minimal non-recurring payments and especially for-
eign organisations, foreign states, and their agencies). The government-controlled 
media transmit such sentiments embedded in public speeches to create a negative 
image of criticism of the state. For instance, Malkova (2020) reports the results of 
her analysis of multiple sources where citizens shared their opinions about foreign 
agent NGOs, concluding that while there is a poor understanding of foreign agent 
legislation, individuals taking part in surveys reveal strong disapproval of the idea 
that Russian NGOs receive aid from abroad, and the phrase ‘foreign agent’ evokes 
negative associations (2020, p. 205).

Foreign influence had always been something commonly known and con-
demned in the Soviet Union, as shown in Chapter 2 of this book, explaining the 
context of the Soviet Union’s treatment of the idea of the free flow of informa-
tion. The amendments in question run parallel with the Soviet campaigns in the 
press regularly invoked to condition citizens and the police and judiciary against 
unwanted persons or groups (Kramer, 2019, p. 607; Lokshina, 2012). The Iron 
Curtain, ensuring that citizens on both sides were not exposed to the adversarial 
ideologies of East and West, became a “symbol of Russia’s prevention of the free 
flow of ideas and information” (Feuerlicht, 1995, pp. 187, 189). A special commis-
sion for travel abroad, established in the 1920s under the Central Committee of the 
All-Union Communist Party, functioned with various modifications until 1991, 
when trips abroad were liberalised (Orlov, 2019). The Commission approved 
certain candidates for travelling abroad, and the rules were strictly regulated to 
ensure, among other things, that only “credible” citizens with a Soviet-oriented 
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worldview would travel abroad. The “thaw”/“ottepel’” period under Khrush-
chev eased the clearance procedure for visiting the socialist states. Still, a strict 
pre-selection of travellers was in place, as were strict rules for conducting oneself 
abroad, such as prohibiting solo trips to cafes and similar places (Orlov, 2019). 
Information related to foreign influences and matters of public significance was 
controlled in the Soviet Union, and it also included information related to citizens 
as physical beings.5

Now, when many EU and North American states sanctioned Russia, among 
other things, by not issuing travel visas to its citizens, Russia’s leadership keeps 
the borders open. However, the authorities deem it essential to ensure that West-
ern ideas do not reach Russian citizens. With foreign agent legislation, those 
Russians who received funding from abroad and who pursue (vaguely defined 
in law) political activities are not allowed to participate in public debate, and 
access to leading world news media outlets is banned in Russia. At the same 
time, the president introduced an inventory of traditional values that Russians 
should share.

The legal amendments under review, ordinary laws and special subordinate 
decrees, and the courts’ interpretative practices create a para-constitutional institu-
tion labelling as a foreign agent any individual sharing foreign values and pub-
licly protesting the war. This is probably best illustrated with the publication of a 
comprehensive 60-item list of topics by the FSB, the Russian intelligence and law 
enforcement agency, which posits that individuals can be included in the registry 
of foreign agents after sharing reports on social media, (e.g. physical abuse of 
individuals by the authorities or of incidents of corruption) (Roth, 2023). Inter-
estingly, this list also mentions “collecting information on military procurements, 
reporting on financial troubles at the Russian space agency, revealing information 
about soldiers’ morale and past military experience, as well as the results of inves-
tigations into abuses in the military and security and intelligence services” (2023). 
It also includes comments on the financial assets of public officials, which used to 
be public information until winter 2023, when amendments were enacted, keeping 
the incomes of public officials confidential. To limit the risk of scandal (2023), the 
FSB topic list contributes to information asymmetry by creating a more positive 
image of the state.

By applying the theories of the dual state (Ledeneva, 2011, 2013; Sakwa, 2010, 
2011) to an analysis of how the aforementioned legal amendments impact freedom 
of expression, access to information, and the possibilities of taking part in public 
affairs, we noted that these theories were less relevant to the current legal realities. 
Earlier, the regime was duplicitous, adopting laws yet at the same time relying on 
direct administrative orders for constricting civil society “by threats of dissolution 
and reducing the quality of civil control over state organs” (Salamon et al., 2015), a 
scenario that is hardly applicable to the current Russian realities. The foreign agent 
legislation eliminated duality by encrypting the administration’s wishes to counter-
act opposition to the laws, which is illegitimate from the perspective of freedom of 
thought and expression. These amendments exclude any influence on public affairs 
other than those within the regime.
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The possibility of foreign agent legislation keeping unwanted persons outside 
the public domain means that the state no longer relies on extra-legal mechanisms 
to deprive unwanted individuals of their rights. The goal of eliminating everyone 
who follows a foreign ideology is nowadays reinforced by the power of the law 
(allowing the conclusion that the duality between acting under the law and act-
ing under administrative orders no longer applies to silencing those who receive 
foreign aid). An idea of duality between acting under the law and acting under the 
orders of the administrative leaders (what Ledeneva (2013) calls “telephone jus-
tice”) was also applied to characterising the ways of controlling NGOs by Daucé 
(2015) and Salamon et al. (2015). These authors assert that the control of NGOs 
in Russia relies on repression (of the unwanted organisations) by law enforcement, 
on the one hand, and favouring (a posture adopted by the state) NGOs by public 
subsidy, on the other. This argument is also no longer valid at the current stage of 
applying foreign agent legislation. One could conclude that the economic manage-
ment of NGOs via subsidies gave way to repression. To avoid sanctions, the NGOs 
must comply with foreign agent legislation, which limits cooperation with any for-
eign entity or individual.

Such is a situation where an authoritarian regime openly silences its critics while 
not concealing rules which it easily circumscribes. The legal amendments under con-
sideration demonstrate a clear shift from “paternalism” to those organisations and 
persons who openly support the regime to “combatting the enemy,” as embodied by 
“the whole of the third sector” (Flikke, 2016, p. 110). The Venice Commission calls 
the latter a chilling effect (the Venice Commission, 2014) of the foreign agent leg-
islation on exercising political freedoms. It also shows how controlling information 
flow by creating a negative image of organisations and persons under the alleged 
foreign influence, as well as by restricting foreign ideas and values from influenc-
ing domestic NGOs and persons, leaves those organisations, which are dependent 
on public funding, compelled to comply with the state at the expense of their own 
opinions and ideas. This is a way of controlling NGOs, which Plantan (2022) calls 
selective policies to adjudicate among risks and benefits in the third sector.”

As for (Daucé’s) argument, imposing restrictions on various NGOs weakens the 
groups’ ability “to work together to contest oppressive policies” (Daucé, 2015). 
As mentioned earlier, the results of the analysis concur with this thesis. Three sce-
narios of how the recognition of a person as a foreign agent affects the individual.

1. Some individuals opt to comply with the requirements of the foreign agent leg-
islation, for example, sending activity reports and using the foreign agent tag 
when releasing publications to clear their status after one year of not receiving 
any foreign aid, as the legislation prescribes. However, an entry in the official 
registry of foreign agents is not removed, albeit a mark indicates that the sta-
tus of the foreign agent was cancelled. In other words, one cannot be released 
entirely from foreign agent status.

2. Some individuals attempt to argue against the inclusion in the registry before a 
court of law. No known attempt has so far been successful in this respect. At the 
same time, citizens risk being exposed to added sanctions for violating foreign 
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Table 4.1 Analysing Legal Tightening of Foreign Agent Legislation

New Rule Impact on Access to Information and Participation Legal Basis Reactions

Tightening 
Foreign 
Agent 
Legislation

Imposing activity labelling requirements on individuals
Introducing a set of prohibitions for individuals recognised as foreign 

agents:
On appointment to positions in public authorities, including filling positions 

in the state civil service and municipal service, for example, a member of 
an election commission or a referendum commission.

Participating in the activities of commissions, committees, consulta-
tive, advisory groups, experts, and other bodies formed under public 
authorities.

On nominating candidates for the Public Monitoring Commission. Public 
associations are included in the registry.

On activities that facilitate or hinder the nomination of candidates, lists of 
candidates, the election of registered candidates, the initiative to hold a 
referendum and the conduct of a referendum, the achievement of a par-
ticular result in elections, and a referendum, as well as other forms, for 
example, election campaigns, referendum campaigns, etc.

On organising public events.
On donations to a political party and its regional branches.
On educational activities about minors and (or) pedagogical activities in 

state and municipal educational organisations.
On producing educational products for minors.
On receiving state financial support, including the implementation of crea-

tive activities.
On operating significant objects of critical information infrastructure and 

carrying out activities to ensure the security of significant objects.
On participating as an expert in the state environmental review, participat-

ing in the organisation and conducting the public environmental review.
Violation of the Russian Federation’s legislation on foreign agents entails 

administrative, criminal, and other liabilities by established procedures.

Federal law of 
14 July 2022  
No. 255-FZ. On 
the control of the 
activities of the 
persons influenced 
by foreign entities

Three scenarios:
1.  Some opt to comply 

with the requirements of 
foreign agent legislation to 
reinstate their status after 
one year of not receiving 
any foreign aid.

2.  Some argue against their 
inclusion in the registry 
before a court of law.

3.  Some combine the said 
two strategies: Attempts to 
challenge the inclusion in 
the register in courts with 
rare stories of success.

Not all argue against these 
decisions; some pre-
fer to comply with the 
requirements.

When ruling against the 
applicants, the courts create 
tighter rules and interpreta-
tions than those stipulated 
in the law.
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agent-related restrictions when the courts pronounce new rules for applying for-
eign agent legislation. It is also possible that the status of legal persons may be 
annulled for violating regulations on foreign agents.

3. Some individuals combine the said two strategies, that is, attempt to argue 
against inclusion in the foreign agent registry while waiting out the one year 
without receiving foreign funding to apply for unenlisting from the registry. 
However, in all three cases, a person may participate in public activities for 
a year while significant developments unfold.

Restrictions on political activities are, nevertheless, relevant for the functioning 
of the regime as such. When the critics of the administration are silenced, there is 
nobody to lead groups that would follow up, for example, systemic abuse of gov-
ernmental power or corruption. This conclusion aligns well with the postulates of 
the asymmetric information theory, whereby the government, no longer exposed 
to public criticism, is inclined to engage in more risky actions, further increasing 
political instability. The aforementioned dissenting opinion by Justice Yaroslavtsev 
in the Ruling of the RF Constitutional Court No. 10-P aptly illustrates the previ-
ous point (RF Constitutional Court, 2014a). Yaroslavstev remarks that the fact that 
many non-commercial organisations, which, for example, fought corruption, are 
now facing “foreign agent” restrictions implies that the state punishes those who 
oppose corruption as a critical threat to the state itself.

Implementing human rights, especially in the public sphere, must provide the 
conditions for achieving social goals and interests effectively and allow people to 
correlate their behaviours with normatively established rules, allowing them to pre-
dict the consequences of their actions to a reasonable extent. Consequently, arbi-
trariness is accompanied by uncertainty and inconsistency of law, which violates 
not only equality and the rule of law but also legal guarantees, including judicial 
protection of citizens’ rights, freedoms, and legitimate interests. Legal uncertainty, 
inconsistency, incompleteness, and gaps in laws may lead to a conflict between 
legal norms and constitutional rights based on them (RF Constitutional Court, 
2014a, 2014b). The summary of these legal amendments is in Table 4.1.

Notes
 1 Polina Kostyleva, also associated with the Golos movement, has been unlisted in 

August 2022 because of receiving no foreign aid for a one-year period (Kommersant, 
2022a, 2022b). Later, the unenlisting of Vladimir Zhilkin, Aleksandr Liutov, Aleksandr 
Grezev, and Iliia Pigalkin (registries numbers 267, 279, 261, and 281) followed, based on 
their own applications and the documents received from the public authorities (Lenta.ru, 
2022).

 2 Sudact.ru is still operating as an open, free-of-charge resource of legal information, 
despite attempts to close it down in 2019.

 3 The Institute is an organization known for its expertise in the field of constitutional and 
international law, which was entered by the Ministry of Justice of the Russian Federation 
into the registry of NGOs-foreign agents.

 4 The Hrant Dink Prize for consistent efforts to preserve the memory of state terror, draw-
ing public attention to new cases of human rights violations, 2012; Pierre Prize Simone, 

https://Sudact.ru
https://Lenta.ru
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France, 2005; an award from the American Holocaust Museum in Washington, 2016 (RF 
Supreme Court, 2021).

 5 Confidential medical records are a salient example. Records handwritten by doctors’ 
assistants during each patient’s visit were kept in the archives of medical centres and not 
handed out to individuals but transported straight to the archive and then delivered to the 
doctors’ offices before each new appointment. Empowering doctors to reveal only the 
information that the doctor considered worth revealing to the patient, the state controlled 
the entire information flow. Soviet ideology put common interests above private interests 
(Lichterman, 2005).
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5.1  Introduction

5.1.1  General Notes on Legal Regulation of Public Assemblies

Russia took its “new authoritarian” turn in 2012 with the rule stipulating a com-
pulsory notification procedure about upcoming protests and demonstrations. Noti-
fications must be submitted ten days before the planned public assembly, based on 
the 2004 Federal Law “On Assemblies, Meetings, Demos, Marches, and Picket-
ing” (from now on referred to as the Federal Law on Public Assemblies). This 
law stipulates (RF Federal Law 54-FZ, 2004) that when and where protests are to 
take place should be negotiated with authorities rather than simply notifying the 
public bodies that the protest will be held (RF Federal Law 54-FZ, 2004, Art. 12). 
Non-pre-agreed assemblies are, hence, to be dispersed. Those who refuse to cease 
such demonstrations face enforcement measures (RF Federal Law 54-FZ, 2004, 
Art. 17), to which belongs, for instance, administrative detention of up to 48 hours 
(RF Code of Administrative Offences, 2001, Art. 14). The executive authorities 
have always had the option of rejecting notifications of the forthcoming assem-
blies based on the alleged violation of the arranging procedures (RF The Code 
on Administrative Offences, 2011, Art. 12). The authorities have dismissed many 
requests for public gatherings (Council of Europe, 2017).

The Venice Commission considered the model of pre-agreeing public events 
sketched above too restrictive (Venice Commission, OSCE/ODIHR, 2019, par. 82, 
112). Even assuming that authorities are always acting in good faith, the rigid noti-
fication timeline prevents citizens from expressing an immediate response to sig-
nificant events. However, the Constitutional Court has ruled that such a procedure 
does not violate fundamental rights (RF Constitutional Court, 2011). According to 
the Court, the legal regulation of the notification period was intended to prevent 
assemblies from going violent and misuse of the right to assemble. At the same 
time, the Court points out that choosing the date of a public event carefully is cru-
cial to its success, especially if the assembly is linked to an anniversary or a specific 
date. The Court argues that excluding the event on the designated day may vio-
late the Constitution and deprive the right to peaceful assembly (RF Constitutional 
Court, 2014). Nevertheless, the Court does not see any contradiction between a 
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10-day notification requirement and the possibility that a designated day could be 
any day when an unforeseen decision or event occurs that the citizenry wishes to 
respond to. The Constitutional Court had only softened these restrictive provisions 
by extending the notification period if notification is to be submitted on a bank 
holiday (RF Constitutional Court, 2014).

5.1.2  The Spontaneity of Protests and the Visibility of Alexei Navalny

A spontaneous attempt to change Russia’s political agenda was made in late 
December 2011, following the federal parliamentary elections and preceding 
Putin’s third election. Thanks to modern technology, voters could record infrac-
tions during those elections. For example, ballots filled out in advance for “Edi-
naya Rossiya,” which still holds most parliamentary seats, could be recorded 
(Riekkinen, 2016). The word about these and other discoveries spread quickly 
through social media, causing rallies of citizens advocating for free and fair elec-
tions. On Bolotnaya Square and the Avenue of Academician Sakharov, two promi-
nent protest meetings took place in Moscow, attracting thousands of protesters to 
oppose unfair electoral practices. On 6 May 2012, Bolotnaya Square witnessed 
the culmination of the “Marsh Millionov” (the March of Millions) demonstration 
(RF Constitutional Court, 2014). It is estimated that 80,000  to 120,000  people 
were involved. According to a commentator for a major Russian media outlet, this 
projection would have been written off as science fiction if it had been created 
a year earlier (Kirian, 2011). This achievement is impressive, especially following 
the prolonged political stagnation and since many citizens had already gone on 
much-anticipated holidays.

As much as citizens were dissatisfied with the results of the parliamentary elec-
tions, Putin’s declaration of his intention to run for president again may also have 
been motivated by this political activity (Medvedev & Putin, 2011). Putin was then 
the Prime Minister. Simultaneously, then-President Dmitry Medvedev announced 
he would run for Prime Minister. Those developments enabled power-holders to 
consolidate control by reorganising the key state executive nominations. And, of 
course, they revealed the behind-the-scenes deals that shaped the regime’s authori-
sation. The acting Prime Minister was supposed to become a President, and the 
acting President was supposed to become a Prime Minister. So, despite overall 
stagnation and no major internal crisis, this double political swap (Nuzov, 2012, 
p. 314) signalled a critical turn, preventing Russia from returning to its path of 
transition to democracy (Lewis, 2020). A robust organising force led the citizens: 
prominent bloggers, Russian celebrities, and opposition leaders, with Alexei Nav-
alny still alive and speaking against the “Edinaya Rossiya”’s overwhelming victory 
(Dress, 2024).

In stifling authoritarian tendencies, citizens have protested on the streets 
without agreement with public authorities but without being bothered by heavy 
fines and administrative detention. Protests broke out in response to Navalny’s 
Anti-Corruption Foundation’s “Don’t Call Him Dimon” video released in 2017 
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(Dollbaum, 2020, p. 194). The New York Times dubbed Mr. Navalny’s coordinated 
display of public dissatisfaction in Moscow and other cities throughout Russia on 
26 March 2017, “the largest coordinated display of public dissatisfaction since 
anti-Kremlin demonstrations in 2011 and 2012” (Higgins & Kramer, 2017). These 
rallies entitled “On vam ne Dimon” (He is not your Dimon) were a response to 
an unofficial investigation conducted by the anti-corruption foundation led by  
Mr. Navalny into Prime Minister Dmitry Medvedev’s property assets (Mortensen 
et al., 2017).

As a result of the local electoral commissions preventing opposition candidates, 
including Liubov Sobol and Ivan Zhdanov, both of Navalny’s Anti-Corruption 
Foundation and Dmitry Gudkov, from running for the Moscow parliament in 2019, 
there was another intense protest wave (FIDH, 2019).

There was, however, no increase in protest activities following the harsh sup-
pression of protests against the invasion in Ukraine, the introduction of cumulative 
criminal responsibility for several minor violations of the procedure for participa-
tion in assemblies (discussed below), and the exile of many oppositionists.

Public protests can thus bring spontaneity into the political calendar (Izquierdo, 
2013, p. 49; Leonard, 2017, p. 9), which might explain the existence of strict pro-
test regulations. As discussed above, starting in 2011, the protesters exposed the 
authorities to the risk of losing control over the information flow. A protest can, 
at least in the ideal world, prevent the government from denying the legitimacy 
of contrasting views and attempting to suppress dissenting voices. The post-2012 
legal amendments tightening the freedom of assembly reveal how things turned out 
in non-ideal Russia.

5.2   Legislative Amendments

5.2.1  Amendments of 2012: Prohibitions on Covering Faces, Widening 
Authority Over Protest Locations, Banning Series of One-Person 
Pickets, and Introducing More Prohibitions for Organisers

In June 2012, the Federal Law on Public Assemblies was substantively amended 
to include a prohibition against the wearing of masks at public events, a harsher 
penalty for violating the rules for gathering protests, including higher fines (up to  
₽ 20,000  (£167) and community service (from 20 to 200 hours), wider restrictions 
for organisers of assemblies, and a ban on assembling one-person pickets (which 
would not require authorisation) that share a common agenda (RF Federal Law 
No. 65-FZ, 2012). The protest authorisation procedure was also tightened in the 
amendments.

The Explanatory Note for the 2012 draft law, which followed Medvedev’s claim 
about protesters embodying extremists and provocateurs, states that Russian laws 
governing public events “primarily safeguard the rights and interests of event plan-
ners” (Explanatory Note to the Federal Law No. 65-FZ). However, the authors of 
the amendments believe that the law should also include more significant sanc-
tions and preventive measures to promote civility and adherence to citizens’ lawful 
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interests. Public protests are cited as violating lawful interests by limiting access 
to residences, workplaces, leisure areas, business premises, public transportation, 
and pedestrian passage. Moreover, due to public protests, landscaping is damaged, 
and sanitary and epidemiological conditions are deteriorating. The Explanatory 
Note claims that administrative sanctions and stringent restrictions for infrac-
tions are insufficient to punish violators of established procedures effectively. The 
Explanatory Note positions fines and community service as humanistic punish-
ments because they use predominantly mild punishments in place of administrative 
arrests.

In particular, the amendments stipulate that participants in public assembly 
events are not allowed to hide their faces, including not wearing masks, disguises, 
and other items especially “designed to make it difficult to establish the identity 
of a participant” (Explanatory Note to Federal Law No. 65-FZ). Those who hide 
their faces during protests to make determining their identity more difficult can 
receive up to 40 community service hours for infringing on the established pro-
cedure for holding public meetings (RF Code of Administrative Offences, 2001, 
Article 20.2, par. 5). Furthermore, the amendments tightened the process for 
gaining a permit to organise public protests and expanded the power of regional 
authorities to determine where protests could be held.1 In effect, the law we exam-
ine now requires coordination with the executive authority of a constituent entity 
of the Russian Federation or a local government body regarding the place and 
time of the forthcoming event instead of submitting a notice of the forthcoming 
event.

Lastly, a new prohibition was introduced for one-person pickets that did not 
need preliminary authorisation. With these amendments, courts can now recognise 
as one protest event actions carried out by one participant and involving several 
protesters acting in turn, as long as a common purpose of the protests is estab-
lished.2 In this case, all participants of one-person demonstrations with a common 
goal without authorisation to hold a public assembly would thus be recognised 
as violating picket rules. As discussed in the following paragraph, the Constitu-
tional Court of the Russian Federation declared the raising of fines as penalties 
for infringing on the procedure for the conduct of public events unconstitutional 
less than a year after they were introduced. Lastly, persons convicted of a breach 
of public peace and security or who have been subject to administrative penalties 
for rally violations twice or more within a year are also prohibited from organis-
ing public assemblies.3 Due to the tendency to penalise various procedural viola-
tions during assemblies, this rule targets those who actively express their dissent 
(Amnesty International, 2015).

A constitutional challenge was filed against these amendments. The Constitu-
tional Court delivered Ruling No. 4-P on the constitutionality of the 2012 amend-
ments, tightening the right to assembly on 14 February 2013 (RF Constitutional 
Court, 2013). Overall, the Court upheld the amendments but stated that fines for 
unlawful public events should be reduced. In addition, the Court argued that com-
munity service can only be mandated as a penalty in cases where unlawful assem-
blies harm another person’s property or health.
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A remark worth noting is that the Constitutional Court emphasised back in 2013 
that Russia is a democratic state based on the rule of law. Notably, it stressed that 
the right to assemble peacefully, hold meetings, rallies, and demonstrations, and 
participate in processions and picketing is inextricably bound to one’s legal status 
in Russia as a democratic state governed by the rule of law. Further, the Court 
noted that the right to assembly allows citizens to influence the activities of public 
authorities and contribute to a peaceful dialogue between civil society and govern-
ment while criticising state and local government actions. According to Section 7 
on prohibitions of discrediting the military and the authorities, by May 2023, the 
Constitutional Court had interpreted the freedom of expression vis-à-vis public 
authorities and the military as not allowing criticism. Moreover, the Court stressed 
the importance of public authorities responding neutrally to public events. Regard-
less of the political views of the protesters, the Court continued, the authorities 
should ensure conditions for citizens and associations to exercise their right to 
assembly, including clear rules for organisation and conduct, within permissible 
restrictions in a democratic state.

As part of this ruling, the Court also commented on the procedure of prelimi-
nary notification of upcoming public events. According to the comment, public 
event organisers must notify the authorities of the event’s nature, format, location, 
start and end times, attendees, and strategies for maintaining public order as soon 
as possible. As a result, the authorities will comprehensively understand the event’s 
nature and scope, enabling them to uphold and safeguard human rights and liber-
ties as per their constitutional duty. By balancing both public and private interests, 
this legislative requirement does not compromise peaceful assembly rights.

According to the Court, restrictions on the right to assemble are necessary and 
permissible since state protection of peaceful public gatherings can be limited by 
Federal Law. The Court cites international law as a source of justification for its 
position, particularly the Universal Declaration of Human Rights, the International 
Covenant on Civil and Political Rights, and the Convention for the Protection of 
Human Rights and Fundamental Freedoms. In addition to the ruling under review, 
11 European Court of Human Rights judgments mention that freedom of assembly 
is subject to limitations, including those against Armenia, Greece, Moldova, Rus-
sia, Turkey, and the UK.

5.2.2   Amendments of 2016: Prohibiting One-Person Pickets Using 
Construction Structures

2016 brought further restrictions to the regulations for arranging a one-person pro-
test. As a result of the amendments, the rule of no authorisation has been narrowed 
to require authorisation only if the participant in a forthcoming one-person picket 
intends to use a prefabricated structure (RF Federal Law No. 61-FZ, 2016), mean-
ing an easily assembled and disassembled construction like stairs or stages. Using 
such structures is likely to make the protest more visible, thereby increasing the 
chances of attracting public support and attention. That seemed a valid reason to 
limit the number of solo protesters using them.
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5.2.3  Amendments From 2014 to 2020: Regarding Limitations for 
Journalists

In 2014, legislators began restricting journalists’ professional activities during pro-
tests. In the beginning, journalists were required to wear a sign that would allow 
them to be distinguished from the protesters. As part of the amendment, journalists 
at public events must have an editorial certificate or other document verifying their 
authority and professional credentials. The amendments further state that a journal-
ist attending a public event must wear a distinguishing sign of a mass media repre-
sentative (RF Federal Law No. 258-FZ, 2014). To safeguard their health and ensure 
their ability to perform their duties, it is imperative to identify journalists in the 
crowd immediately, as explained in the Explanatory Note. There was further tight-
ening of the requirements for distinguishing journalistic signs by 2020. Journalists 
today must display a mass media sign when covering public events, and this sign 
must meet a complex regulatory standard. In particular, the standards are set by the 
federal executive body that controls and supervises mass media, mass communi-
cations, information technology, and communications. Federal executive bodies 
with jurisdiction over internal affairs, national guards, arms trafficking, and private 
security are required to collaborate with relevant state departments to develop these 
standards (RF Federal Law, No. 497-FZ, 2020).

The Explanatory Note to the 2020 amendments requiring journalists to display 
a sign during public events sheds light on the legislator’s motivations (Explanatory 
Note to the draft law introducing limitations for journalists). It clarified the procedure 
for media representatives’ participation in public events to create additional condi-
tions for ensuring their rights. During professional activities at a public event, a jour-
nalist is not allowed to take part directly in its conduct, including completing several 
actions that are the responsibility of organisers and participants in the event (e.g. 
administrative functions, collecting signatures, participating in decision-making, 
and using visual propaganda). The Explanatory Note also explains that multiple 
one-person pickets cannot be held simultaneously to improve legal certainty and 
ensure consistency in their preparation and execution (Explanatory Note to the draft 
law introducing limitations for journalists). This necessitates the introduction of 
a provision that allows a court to recognise various types of picketing, including 
single-participant pickets, alternate participation, and mass movements of citizens 
expressing opinions and demands on political, economic, social, and cultural topics.

5.2.4   2014 Amendments: Tightening the Penalties for Non-Pre-Agreed 
Assemblies, Riots, and Introducing a Cumulative Criminal Liability for 
a Series of Minor Offences

Due to new legislative amendments passed in May 2014, riots, or mass disorder 
during public assemblies, will now be punishable by a maximum of 15 years in 
prison instead of ten (RF Federal Law No. 130-FZ, 2014). As a means of prevent-
ing mass disorders, these amendments also operationalised citizen snitching by 
adding an amendment to Article 212 of the Criminal Code (i.e. on liability for 
organising and participating in mass riots) that relieves the individual of criminal 



Analysing Legal Amendments Since 2012 93

liability for passing the training for organising mass riots if the individual informs 
the authorities of their involvement in such training (2014). Three State Duma 
deputies, including Alexander Sidiakin, who wrote the 2012 law on foreign agents, 
proposed the amendments (Human Rights Watch, 2014).

The legislative amendments adopted in July 2014 introduced a maximum penalty 
of 10 days of administrative arrest for organising or holding a public event without 
submitting the required notice of the public event (RF Federal Law No. 258-FZ, 
2014). One can be arrested for up to 15 days for participating in non-pre-agreed 
public events that interfered with life support facilities, transport or social infra-
structure, communications, pedestrian and vehicle movement, or citizens’ access to 
residential properties or transportation or social infrastructure facilities.

Also included in the amendments is a new Article 212.1 in the Criminal Code 
that penalises repeated violations of public assembly procedures (RF Criminal 
Code, 1996). Criminal sanctions for repeated violations include fines of ₽ 600,000  
to ₽1,000,000  (approximately £ 5,000  to £8,400 ) or the number of the employ-
ee’s wages for two to three years, community service (up to 480 hours), corrective 
labour (up to two years), forced labour (up to five years), or imprisonment for the 
same term (up to five years). In this context, repeated means committing a viola-
tion more than twice within 180 days if the individual was previously brought to 
administrative responsibility for an administrative offence, as defined in Article 
20.2 of the Russian Federation Code on Administrative Offences (RF Code on 
Administrative Offences, 2001).

The 2014 legal revisions restricting those with prior criminal convictions from 
organising public events are also based on the assumption that the penalties for 
violating the procedure are so mild they endanger the health and safety of citizens. 
Even after receiving multiple fines for violating public event regulations, many 
people still participate in unapproved gatherings, say the authors of the revisions 
in the Explanatory Note (Explanatory Note to the draft law on improving regula-
tion on public assemblies). To support the requirement for criminal penalties of up 
to five years for persistently violating the public events protocol, the Explanatory 
Note attempts to use statistical evidence. As a result, the statistics are based on three 
single demonstrations in Moscow in February 2014. Out of the dozens detained for 
participating in non-agreed protests, two or three individuals were found guilty more 
than ten times under Article 20.2 of the Code of Administrative Offences prohibit-
ing violations of the procedure for holding public events. These figures prompted 
parliamentarians to consider criminalising non-agreed rallies to strengthen liability.

In its 2017 Ruling No. 2-P, the Constitutional Court interpreted Article 212.1 
of the Criminal Code relating to criminal liability for repeated violations of the 
procedure for holding public assemblies (RF Constitutional Court, 2017). Citizens 
Iakimov, who initiated this case, claims that imposing liability on him under Article 
212.1 of the Criminal Code is unconstitutional as it provides the legal framework 
for the imposition of criminal penalties for violations of public events held in peace 
as well as punishments for actions that do not harm people or property.

As a matter of constitutional law, Article 50 prohibits convicting someone twice 
for the same crime. The Court remains mindful of the importance of adhering to 
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this. At the same time, it also stated that the authorities should protect the right to 
peaceful assembly without exerting excessive control over those who participate 
in and organise. As well as supporting legitimate civil initiatives, the authorities 
should oppose unjustified restrictions on meetings, rallies, demonstrations, pro-
cessions, and picketing. The Court, nevertheless, determined that such repeated 
violations are constitutional grounds for additional punishment and restrictions on 
freedom of assembly. To protect rights and values from public danger, criminal 
liability is necessary for violations of assembly rules.

Once again, the Court declared at the outset that the right to freedom of assem-
bly is an essential component of an individual’s legal status in Russia, which is a 
democratic state governed by the rule of law that recognises political and ideologi-
cal diversity as well as multiparty systems and is responsible for defending its citi-
zens’ rights and freedoms. Again, the Court cited international law and decisions 
of the European Court of Human Rights to support its claim that limitations to 
freedom of assembly are permissible.

While breaking the law by organisers and participants of assemblies may not 
always result in property or health damages, the Court clarified that procedural 
infractions are inherently harmful. This manifestation should, therefore, be stopped 
and repressed by the state using “all legal means.” In one sense, the Constitutional 
Court defines criminal law as an exceptional tool for the state to protect public rela-
tions and respond to illegal behaviour. On the other hand, the federal legislature can 
enforce criminal coercive measures against individuals who violate public assem-
bly rules, ensuring the right to freedom of assembly is protected.

Furthermore, the Court concluded that administrative law and criminal law share 
identical duties, guiding principles, and the objective of defending human and civil 
rights. Thus, it is possible to prosecute offences using administrative liability as a 
basis for criminal liability, therefore using a dualistic approach. Referring to the 
European Court of Human Rights as the authority, the Constitutional Court defends 
the said approach. It is claimed that the Strasbourg Court differentiates administra-
tive offences from crimes, finding that certain administrative offences are criminal 
due to their severity.

In conclusion, criminal liability for repeated violations of established procedures 
for organising public assemblies does not involve excessive coercion, deviation 
from equality, proportionality, or fairness. It does not exceed the federal legisla-
tor’s discretionary powers. The Constitutional Court concludes that the repeated 
commission of administrative offences indicates insufficient administrative and 
legal mechanisms for combating them. The close nature of relevant actions and 
the potential harm they can do to social relations under criminal law make them 
constitutionally significant. This is the rationale cited in the Explanatory Note to 
the legal revisions that introduced the rule under review.

5.2.5   2016 Amendments Regarding the Powers of the National Guard 
During Protests

In 2016, National Guard troops, recently introduced by Putin (see Section 2), were 
tasked with supervising order in public protests based on the Federal Law on Public 
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Assemblies amendments (RF Federal Law, No. 227-FZ, 2016). The amendments 
stipulate that public event participants must comply with all legal requirements of 
the organiser, persons authorised by them, representatives of executive bodies, and 
employees of internal affairs (including military and National Guard troops). Only 
two paragraphs long, the Explanatory Note to the legislative changes is brief unless 
the file containing it is corrupted or damaged (Explanatory Note to the draft law on 
powers of the national guards). Improving state and public security and protecting 
human rights and freedoms are the stated objectives of the draft legislation. The Note 
concludes that legislative changes in Russian law will be required to ensure that the 
tasks and functions assigned to the Russian National Guard troops are fulfilled.

5.2.6  2018 Amendments Penalising Minors Involved in Unauthorised 
Protests

A further amendment to the Federal Law on Public Assemblies was made in 2018, 
regulating participation by underage individuals in non-authorised public meetings 
(RF Federal Law No. 557-FZ, 2018). As mentioned, Aleksei Navalny organised 
anti-corruption protests across Russia in March 2017, which led to the prohibitions, 
as discussed below. Thus, an amendment to Article 20.2 of the Code of Administra-
tive Offences prohibits involving a minor in an unauthorised meeting, demonstration, 
procession, or picketing if the action does not constitute a criminal offence. Under 
these actions, citizens are subject to administrative fines ranging from ₽30,000  to 
₽50,000  (£ 260 – 445 ), community service of 20 to 100 hours, or administrative 
arrest for 15 days. A higher fine may be imposed on officials, and a tenfold increase 
may be imposed on legal entities should they be responsible for such actions.

5.2.7  Stricter Protest Location Limits in 2020 Amendments

A new set of stricter rules was implemented in 2020 to regulate protests with more 
participants. An (obligatory) notification of a forthcoming public event with an 
estimated number of participants exceeding 500 people should now include details 
of the organiser’s bank account used to collect funds for arranging a public event. 
All funds for arranging a public event, with the estimated number of participants 
exceeding 500 people, are transferred only by bank transfer to the bank account 
specified in the notice of the public event and opened with a Russian bank. The use 
of other bank accounts for these purposes, as well as the acceptance of cash, is not 
allowed (RF Federal Law No. 541-FZ, 2020).

5.2.8   2022 Amendments: Foreign Agent Prohibitions and Stricter Fiscal 
Requirements

By 2022, prohibitions for foreign agents to organise public events followed (RF 
Federal Law No. 498-FZ, 2022). In the same law on amendments, new prohibitions 
were introduced on places where public events could be held, including:

• Educational, medical, and welfare organisations’ buildings and territories, and 
children’s and sports grounds.
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• Buildings, adjacent territories, and infrastructure, and network and support 
facilities of public authorities.

• Territories directly adjacent to: (a) the residences of the president, (b) the 
buildings occupied by courts and emergency operational services, and (c) the 
territories and buildings of institutions executing punishment in the form of dep-
rivation of liberty (RF Federal Law No. 498-FZ, 2022).

The following phrase provides a concise explanation of these 2022 legal adjust-
ments (Explanatory Note to prohibitions related to foreign agents). A draft law “On 
amending separate legislative acts of the Russian Federation” is part of a package 
of federal laws designed to optimise foreign agent regulation. The rationale for 
introducing more restrictions on protest sites was not explained.

5.3  Discussion

5.3.1   Legal Amendments as Means of Asymmetric Information: 
Communication of the Findings Back to Theories

The legal amendments outlined above demonstrate how asymmetrised information 
attempts to limit mass mobilisation’s determinants in non-democracies: political oppor-
tunity structures or “dimensions of the political environment,” grievances that breed 
social unrest, and formal, informal social networks (Nikolayenko, 2023, p. 207). We 
can use Niklas Luhmann’s categories to understand how these determinants are lim-
ited. Therefore, a legal system based on asymmetrical information would not accept 
spontaneous changes in political agenda via protests as they would interfere with its 
autopoiesis or ability to correct itself. In the context of the legal system, autopoiesis 
refers to the ability of the system to maintain its identity and integrity by resisting 
external influences and changes. Therefore, an asymmetrical information-based legal 
system will strive to limit the right to assemble since unrestricted freedom of assembly 
can threaten its stability. After Alexei Navalny’s imprisonment and death, mass assem-
blies were replaced by other forms of protest. At ad hoc memorials throughout Russia 
and even abroad, thousands of people paid tribute to Navalny, probably not believing 
in active assemblies, at least for the time being. On occasions, even those silent and 
sad mourning demonstrations led to police detentions in Russia (Reuters, 2024).

In addition to restricting the freedom of assembly, an asymmetrical 
information-based system would thus not welcome any significant driving force 
behind the protests, such as past Boris Nemtsov and Alexei Navalny. As a result 
of Alexei Navalny’s support and motivation for citizens to speak out against the 
restrictive governance style, he was hailed as the “Hope for Russia.” This hope died 
on 16 February 2024 (Faulconbridge & Light, 2024). Developments on the struc-
tural level, when the laws are rewritten to tighten the freedom of expression further, 
require not only legitimation and explanations, as those which we have seen in 
the Explanatory notes to amendments, but also action against individuals who are 
strong enough to voice their own story that challenges the official narrative loudly.
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This also suggests that it is not enough to neutralise the known descendants; 
it is imperative to detect other potential challengers. Ensuring that faces are not 
covered during public assemblies also aligns with the rationale of asymmetrical 
information systems to detect potential opponents early on. A symmetrical legal 
system would have raised ethical issues concerning this prohibition in parliament, 
rather than applause for the respective 2012 amendments. These amendments are 
particularly relevant considering the following events. In 2017, Moscow opened 
one of the largest video surveillance networks in the world. By 2023, face recog-
nition technology will be integrated into the surveillance network to track politi-
cal activists enlisted by the authorities, particularly those involved in extremism 
(Masri, 2023). In the absence of adequate privacy protection and accountability 
regarding the collection, storage, and use of data, these practices could, and have, 
led to mass surveillance.

Consequently, it becomes clearer why additional avenues for citizen snitch-
ing were introduced in 2014. People who reported coaches for mass riot arrange-
ments were promised rehabilitative relief through these avenues. Here, we can find 
another vital technique and feature an asymmetrical information-based system by 
increasing the divide between “us” (those who are loyal to the system) and “them” 
(those who are disloyal by sharing the international human rights and values of the 
unfriendly West). Luhmann called it a binary division, while Akrelof explained a 
similar idea with the category of social distance.

5.3.1.1  Interventions at the Individual Level: The Bolotnoe Affair

Legal amendments tightening the freedom to assemble, which we will examine 
above, were supported by individual efforts to punish most active protest organis-
ers and participants. Thus, with the efficient application of the legislation, the most 
vocal series of cases within the Bolotnoe Affair (Riekkinen, 2016) were designed 
to suppress protesters’ freedom of expression via judicial prosecution. The term 
Bolotnoe is derived from Moscow’s Bolotnaya Square, often used for political 
demonstrations and meetings due to its size and location. The dispersal of public 
assemblies on the spot was not the only disproportionate action the security forces 
took (European Parliament Resolution on Russia, 2014, par. E). Those who went 
on the streets were subjected to disproportionate verdicts and politically motivated 
charges (2014, par. E). Many protesters were penalised under the Code of Adminis-
trative Offences for failing to comply with lawful orders to cease illegitimate rallies 
(Riekkinen, 2016).

Additionally, as we discuss the current use of the law to suppress protests, it is 
essential to note that the Bolotnoe Affair paved the way for invoking Article 212 of 
the Criminal Code (prohibiting riots) when sanctioning protesters. Despite being 
pre-arranged with Moscow authorities, the May 2012 assembly turned violent as 
demonstrators clashed with police, resulting in mass detentions, administrative 
arrests, trials, and prosecutions, followed by a series of pilot decisions by the Euro-
pean Court of Human Rights against Russia. Some of the Bolotnoe protesters were 
sentenced to life imprisonment for participating in riots, even though during the 
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“March of the Millions,” protesters organised sit-in strikes during the assemblies 
in question, resulting in the disarray that ensued (Riekkinen, 2016). Put another 
way, the idea of turning a minor violation into a criminal verdict followed, if not 
the result, the practices found in the Bolotnoe case.

The courts sentenced several of the most vocal protesters, including Alexei 
Navalny and Boris Nemtsov, who would later lose their lives under the regime, 
to prison sentences for disobeying police during non-pre-agreed demonstrations 
(European Parliament Resolution on Russia, 2014, par. I). These events led to Nav-
alny being placed under house arrest for violating his travel restrictions and com-
mitting an administrative offence, eventually resulting in his death in prison.

Detentions and prosecutions within the Bolotnoe Affair are once again being 
sided with asymmetrical information strategies that utilise the media under wide-
spread government control to discredit the protesters. A slight valorisation of the 
word bolotnyi, which is an adjective derived from the noun “boloto” (i.e. swamp), 
was displayed by the media when the events of the mass prosecution of protest-
ers were named the Bolotnoe Affair. In Russian folklore, a swamp symbolises 
dark forces,4 representing dishonesty and violations of the law by the opposition. 
While there were reports of police violence and unfair trials in international and 
foreign media, Russian media referred to the Bolotnoe case as a mass disorder in 
Moscow, transmitting information regarding the protesters’ violations of the law 
(Interfax, 2014).

5.3.1.2   Interventions at the Structural Level: Discrediting the Sincerity 
of Protest Views

In his 2011 annual address to the Federal Assembly, then-President Dmitry Medve-
dev warned against attempting to manipulate the will of the citizens in response to 
the Bolotnoe protests, which was a reaction to the protests. He said that these pro-
tests were instigated by extremists and provocateurs who should not interfere with 
the internal affairs of the state (RF President, 2011). In this way, asymmetricing 
information can discredit dissenting views to minimise the number of possible other 
protesters by accusing those who protest the ruling power of interference with pub-
lic affairs. If the authorities ignore the actual opinions of the people about elections, 
they can dismiss their objections to dubious electoral practices as unreasonable and 
ill-intentioned. Based on the assumption that criticising the government is tanta-
mount to provoking the authorities, Medvedev’s speech has little to do with sym-
metrical citizen-government communication. By presenting only those who agree 
with the state (and are not willing to understand its inner affairs) as law-abiding 
welcomed voters, the state artificially widens what Akerlof called social distance 
and Luhmann designated as a binary division between us (obedient citizens) and 
them” (provocative protesters). Denial of the sincerity of protesting views could 
lead to the perception that protesters are outsiders, extremists, and ultimately to the 
undermined legitimacy of their concerns. In this context, asymmetrical information 
refers to an attempt to create a disparity of knowledge between those who recog-
nise the truth and those who prefer to ignore it, seeing only the picture presented to 
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them by the authorities. Therefore, suppressing protests as a means of asymmetri-
cal information allows unequal information distribution between the state and its 
obedient electorate, which can erase biased perceptions of decision-making.

Annual presidential addresses to the Federal Assembly, as the one by Dmitry 
Medvedev quoted above, served as a precursor to future legislative action address-
ing the priorities raised. As we can see, there was no delay in implementing the 
amendments that tied up the requirements for public protests in this case. In 
June 2012, a series of legislative amendments increased punishments for violating 
laws in public assemblies and legal possibilities for criminal prosecution of people 
who commit a series of minor offences (RF Federal Law No. 65-FZ, 2012).

5.3.2   Dividing to Self-Correct: Early Allusions to Russia as a Democratic 
Rule-of-Law State and to the Now-Unfriendly West

The “unfriendly” West was not yet discussed when Russia was a member of the 
Council of Europe in 2012. By analysing the Explanatory Note to the 2012 legal 
amendments (Explanatory Note to amending the Code of Administrative Offences) 
with an eye on how they treated the now-unfriendly West, the asymmetrical binary 
division of “us” and “them” becomes evident. In 2012, legislators sought to tighten 
public protest legislation, citing the example of now-declared unfriendly Western 
states, including the United States, the critical official non-friend of Russia. According 
to the Explanatory Note, the National Foreign Policy Laboratory examined foreign 
legislation regulating public meetings and processions of citizens at the request of 
the Public Chamber. This, however, could not be verified due to a lack of publication 
information. The report indicates that Western legislation regulates demonstrations 
and marches more strictly and specifically than Russian law, with longer application 
periods in major U.S. cities, bans in Germany, blacklists in Sweden, and other restric-
tions. There is a special mention of the recent referendum in Geneva, where a canton 
allegedly approved a law tightening street demonstration rules, imposing fines of up 
to €110,000  or five years of depriving participants of their rights to participate in 
street demonstrations. All developed democracies are also cited as examples. The 
authors of the legal amendments under review quoted the report as stating that citi-
zens of developed democratic countries are criminally liable for abusing their free-
dom of assembly, with distinctions made between different types of public events, 
allowing swift enforcement methods and severity of punishment.

In Chapter 5 of this book, the West, which provided an example previously, and 
liberal democracy were almost overnight branded as malicious. As a result of the 
new amendments, those recognised as foreign agents for pursuing allegedly politi-
cal activities and receiving funding from abroad will not be permitted to organise 
public assemblies. Taking a more authoritarian turn is, in a sense, understandable: 
becoming an authoritarian does not presuppose that there exists dissent. Righteous 
leadership that is strong, authoritarian, and perfect does not look good to itself if it 
produces leaders like Alexei Navalny. To make sense of internal issues, it is neces-
sary to reference external enemies, and this external enemy was declared to be the 
unfriendly West, which fed the opposition.
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5.3.3  Struggling for the Audience: Asymmetrical Feeding for Minors

As discussed in Chapter 2 of this book explaining the context, Russia spent much 
effort on military-patriotic upbringing to create a loyal army of construction bricks 
that composed the system’s environment. Alexei Navalny’s strategy of sending 
messages to young people via internet channels ran contrary to the official course 
of monopolising the younger generation’s attention. The 2018 legal amendments 
reviewed above, which introduce liability for involving minors in unauthorised 
public assemblies, illustrate a conflict between Navalny’s conscious policy of 
appealing to younger generations with addresses against corruption and political 
stagnation in Russia and the official course on indoctrinating minor minds with 
ideas of patriotism. As a result of underage persons participating in non-preagreed 
assemblies in 2017, the president’s spokesman, Dmitry Peskov, stated that the 
children were lured into the event by monetary compensation promises (MKRU, 
2017a). Under such an official course, the upbringing of children was later named 
by the 2020 constitutional amendments as the primary objective of the state (Riek-
kinen et al., 2019). We discussed how the policy of holding the next generation of 
Russians for the state’s benefit moved from 2020 to the Constitution in Chapter 2 
of this book, explaining the context.

A single non-authorised anti-corruption protest organised by Navalny’s team 
in the spring of 2017 drew around 1000 participants, most of them young (Hig-
gins & Kramer, 2017). It is not known exactly how many underage demonstrators 
exactly attended that event. Yet according to the information service of the Min-
istry of Internal Affairs of Russia, “there were a lot of students and minors” who 
participated (2017). Russian law permits minors to be detained for identification 
verification and to draw a protocol for administrative offences, provided that par-
ents or legal guardians are informed and the detention must not exceed three hours 
(The Code of Administrative Offences, 2001). Scores of schoolchildren stood with 
adults in a non-authorised gathering and were also detained by police. According 
to Russian media reports, 46 minors were arrested on 27 March 2017 (MKRU, 
2017b).

Video footage of underage protesters being taken away by the police, sometimes 
violently, and detained in police vans for hours before being taken to a station for 
paperwork has been widely circulated. There was a solid public reaction when 
teenagers were held in these circumstances. Valentina Matvienko, a close ally of 
Putin, proposes that parents be held responsible for their children’s protest partici-
pation and refrain from participating (Mislivskaya, 2017). However, the proposal 
had not advanced. Researchers in Russia (Chirun, 2013; Tsiunik, 2017, p. 149), and 
outside it interpreted Navalny’s actions as deliberate attempts to appeal to young 
people as supporters (Judah, 2013, p. 223). For instance, it is reported in the media 
that Mr. Navalny has appealed to the youth to boycott the school referendums 
scheduled by the Moscow region on 18 March 2018, the day after the election 
of the new president. The authorities intended to offer children the opportunity to 
vote on school-related issues to train their skills and become active participants 
in the political process (TASS, 2008). It was Navalny’s view that this move was 
intended to use the children as a way of attracting the attention of the children’s 
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families to the presidential elections by involving those children. During the run-up 
to these referendums, the oppositionist warned youth via his “YouTube” channel: 
“Don’t let them fool you, and don’t be fooled by their messages.”5 Children thus 
were attracted to participate in demonstrations by Navalny’s appeals through social 
media; some did not inform their parents (Higgins & Kramer, 2017).

When the 2018 amendments were adopted, the 2001 Code of Administrative 
Offences was in force, and those involved in administrative misconduct, includ-
ing those who organised illegal assemblies, were subject to special liability for the 
involvement of minors as aggravating circumstances (RF Code of Administrative 
Offences, 2001). Since the legislation in force at the time already provided legal 
liability for those who intentionally included underage people in illegal activities, 
it seems likely that the 2018 amendments were introduced for no other reason than 
to regulate what kind of information is available to young people, symmetrised or 
free-flowing.

The introduction of special liability for the involvement of minors in public 
assemblies in 2018 thus further demonstrates a motivation to deter and prevent 
underage persons’ participation in activities that could challenge the government’s 
authority. This aligns with the policy of holding the next generation of Russians for 
the state’s benefit, where the goal is to shape their thinking and behaviour to align 
with the government’s agenda. Chapter 6 of this book on codifying traditional val-
ues further explores how the free flow of information is symmetrised with the view 
of fostering information for children, especially when authorities prevent children 
from accessing LGBTQ+ resources or other information they may find, as well 
as harmful content, such as violence, pornography, and misinformation, that may 
adversely impact their mental health and development. Such intentions are good 
intentions unless they are used to limit freedom of expression, including through 
assemblies, and ban undesirable associations.

5.3.4  Increasing Reliance on Power Structures to Control Dissent

To control dissent, a repressive apparatus was widely deployed to track the exist-
ing and potential dissent following the 2011 protests of the electoral breaches 
to quell the growing protest opposition. The newly introduced National Guards 
troops (headed by Viktor Zolotov, a former bodyguard of Putin) have been given 
the authority to prevent mass disorder and to issue orders to citizens when law 
and order is alleged to have been violated in public gatherings. Police thus appear 
untrustworthy in such a way that elite military units with special anti-terrorism 
duties and guarding federal and regional leaders were chosen to reinforce their 
presence during protest demonstrations. Therefore, failure to comply with the 
instructions issued by the National Guard of the Russian Federation to terminate a 
public event incurs liability under the Act on Public Assemblies.

Trusting power ministries and structures to handle dissent became a topic again, 
as evidenced by the above discourse (see Chapter 1 for a description of our frame-
work for the legal system based on asymmetrical information). By appointing 
National Guard squads with authority to intervene in protests, the issue of regulating 
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free expression is further symmetrised with bias and favouritism towards govern-
mental structures. On the one hand, this further exacerbates the gap between the 
government and the people, which aligns with Akerlof’s social distance and Luh-
mann’s binary division between the system and the environment. Those who do not 
protest are further segmented from those who do by the system’s involvement of 
elite military units, which handle only the most severe offences.

Table 5.1 Summary of Legal Amendments Tightening Protest Regulations

Year Amendment New Penalty

2012 Prohibitions on covering faces, Community service 20–200 hours
widening authority over pro- Administrative fine of up to ₽ 20,000  
test locations, banning series (£167 )
of one-person pickets, and 
introducing more prohibitions 
for organisers.

2016 Prohibiting one-person pickets 
using construction structures.

2014–2020 To be distinguished among pro-
testers, journalists must wear 
a sign, and journalists must 
carry editorial certificates.

2014 Cumulative criminal liability Up to 15 days of administrative arrest 
follows minor protest law vio- for holding an unauthorised assembly
lations. A promise of liability Fines of ₽ 600,000  to ₽1,000,000  
relief if citizens snitch on (£ 5,000  to £8,400 ) or the number 
mass riot training organisers. of the employee’s wages for two to 

three years, community service (up to 
480 hours), corrective labour (up to 
two years), forced labour (up to five 
years), or imprisonment for the same 
term (up to five years)

2016 Supervising public assemblies 
becomes the role of National 
Guard troops.

2018 Prohibition for involving a Fines of ₽ 30,000  to ₽ 50,000  (£ 260
minor in an unauthorised –£ 445 ), community service (20–100 
assembly. hours), or administrative arrest for up 

to 15 days
2020 Over 500-person assemblies are 

under stricter control.
All funds for organising the 

assemblies must be trans-
ferred via banks, not cash.

2022 Foreign agents cannot organise 
public assemblies.

Assembly places are more 
restricted.
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5.5  Concluding Remarks

The gradual but steady tightening of the right to assembly has resulted in citizens 
protesting government policies and facing heavy fines and prison sentences of dec-
ades, if not more. Table 5.1 illustrates the heavy financial burden of protesting in 
the streets and the seriousness of the chances of arrest or imprisonment.

Notes
 1 Currently, Article 8, para. 1.1 of the Federal Law on Public Assemblies.
 2 Currently, Article 7, para. 1.1 of the Federal Law on Public Assemblies.
 3 Current Article 5, para. 2.1.1. of the Federal Law on Public Assemblies.
 4 Here is how basic Russian interpretive dictionaries, such as Vladimir Dahl’s, define the 

term “boloto.” In his description of the swamp, Dahl quotes the Russian proverb, “Vtik-
hom bolote (omute) cherty vodiatsia” (literally, “There are demons in quiet swamps” in 
the sense of assuming caution when dealing with a silent dog and still water). Dahl, 2008.

 5 Youtube.com, The video entitled “Ne daite sebia obmanut’” (Don’t let them fool you) is 
available at www.youtube.com/watch?v=VETOQ6BTTTQ
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6.1  Legal Amendments

As a result of the 2020 Constitutional Amendment, the concept of traditional values 
was introduced into the Constitution. In particular, the government received the power 
to ensure the implementation in the Russian Federation of an integrated socially ori-
ented state policy in the fields of culture, science, education, healthcare, social secu-
rity, support, strengthening, and protection of the family, preservation of traditional 
family values, and environmental protection (RF, Federal Constitutional Law No. 
1-FKZ, 2020). In July 2021, Putin approved Russia’s Strategy for National Secu-
rity, which included a section on preserving traditional Russian moral and spiritual 
values, culture, and history (The Strategy for National Security, 2021). This strategy 
contends that enduring moral principles and traditional spiritual guidelines are under 
threat in the modern world (2021, par. 84). Moreover, personal freedom is being 
absolutised, and violence, consumption, and pleasure are being ingrained (2021, par. 
85). Implementing reforms in science, education, culture, religion, language, and 
information without considering previous generations’ historical traditions and expe-
riences in science and education exacerbates polarisation and undermines cultural 
sovereignty. Multinational companies, foreign organisations, and the U.S. attack tra-
ditional Russian spiritual, moral, cultural, and historical values (2021, par. 87).

As a result of such informational and psychological warfare and “Westerniza-
tion,” Russia is more likely to lose its cultural sovereignty (2021, par. 88). However, 
Russia will maintain and strengthen its sovereignty by observing its fundamental 
moral, spiritual, and cultural-historical values. The traditional Russian spiritual and 
moral values are listed: putting the spiritual above the material, promoting high 
moral ideals, a strong family, creative work, historical memory and generational 
continuity, humanism, mercy, justice, collectivism, mutual assistance and respect, 
life, dignity, human rights and freedoms, patriotism, citizenship, service to the 
Fatherland and responsibility for its fate, as well as unity among the Russian peo-
ple (2021, par. 91). Traditional Russian spiritual and moral values unite Russia’s 
multi-ethnic and multireligious nation (2021, par. 90).

On 9 November 2022, Putin issued another decree approving state policy fun-
damentals for preserving and strengthening traditional Russian spiritual and moral 

6 Analysing Legal Amendments 
Since 2012
Codifying Traditional Societal Values
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values (RF President, 2022). Several sections make up the document: (a) general 
provisions, (b) risk assessment, (c) state policy goals to uphold and preserve tra-
ditional values, (d) tools to implement the policy, and (e) anticipated outcomes. 
Since it outlines a set of goals, objectives, and instruments for implementing the 
strategic protection of traditional Russian spiritual and moral values, culture, and 
historical memory, the decree is referred to as a component of strategic planning 
to ensure national security. In other words, it is intended to preserve traditional 
Russian moral and spiritual values. As per paragraph six of this decree, Orthodoxy 
plays an essential role in forming traditional values, which are influenced by Bud-
dhist, Islamic, Christian, and Jewish religious beliefs (2022, par. 6).

The decree under consideration defined traditional values as moral principles 
inherited from their ancestors and shaping the outlook of Russian citizens. In the 
spiritual, historical, and cultural advancement of Russia’s diverse population, 
these principles are the foundation for the nation’s cohesive cultural space and 
all-Russian civic identity, strengthening civil unity and promoting civic unity. It 
specifies that Russia views traditional values as the cornerstone of Russian soci-
ety, allowing the nation to safeguard and strengthen its sovereignty, maintain its 
unity as a multinational and multireligious nation, preserve its citizens, and realise 
human potential. Compared to paragraph 91 of the aforementioned 2021 Strat-
egy of National Security, the value inventory in paragraph five is identical. Values 
have been assigned to respond timely and effectively to new challenges and threats 
while preserving Russian civic identity (2022, par. 8).

Section 2 of the decree outlines the threats to traditional values and scenarios 
for developing the situation. Russia views the current situation as a global civilisa-
tional and value crisis that is leading to the loss of spiritual and moral guidelines. 
Russia’s social cohesiveness and spiritual growth should be enhanced to prevent 
humanity from losing moral principles (2022, par. 11).

According to this decree, several threats to traditional values are being reinsti-
tuted. These include extremist and terrorist organisations, certain media outlets, 
the actions of the United States and other unfriendly foreign countries, as well 
as transnational corporations and international non-profits, along with some Rus-
sian organisations and individuals (2022, pars. 12, 13). A destructive ideology that 
promotes immorality, permissiveness, and selfishness. These values alienate Rus-
sians, jeopardising their demographic stability and allegedly exerting ideological 
and psychological influence on citizens, as stated in paragraphs 14 and 15 of the 
documents under review (2022).

Consequently, this ideology juxtaposes family values, patriotism, and the natu-
ral continuation of life with non-traditional values. As a result of the destructive 
ideology proposed, self-destruction conditions can arise, socio-cultural stratifi-
cation will grow, moral health will suffer, antisocial stereotypes will emerge, an 
immoral lifestyle will develop, spiritual and ethical values will be neglected, his-
torical truths will be distorted, Russian identity will be denied, civic identity will 
be weakened, trust in state institutions will be undermined, and military and public 
service will be negatively viewed (2022, par. 17).
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Suggestions for avoiding them follow a list of potential hazards. State support 
for culture and education projects will be improved, strategic planning documents 
will be adjusted, interdepartmental coordination will be ensured, destructive ideol-
ogy will be countered, children and youth will be raised and educated better, and 
science, education, and cultural organisations will be strengthened. Law enforce-
ment agencies will be strengthened to prevent and suppress illegal actions that 
spread destructive ideology. Two possible implementation scenarios are presented 
for enhancing traditional values: negative and positive. In an optimistic scenario, 
state policy is implemented methodically, emphasising safeguarding Russian soci-
ety from external threats and cultivating morally upright individuals (RF Strategy 
for National Security, 2021, par. 21). An adverse scenario can arise if counteraction 
against harmful ideologies is not taken (2022, par. 22).

Implementing the state policy requires the creation of strategic planning docu-
ments, the participation of civil society organisations, and the enhancement of the 
regulatory framework. When determining whether state support is appropriate, 
action plans, project assessments (including information and other materials), pro-
grams, and activities aimed at ensuring traditional values are upheld, monitoring 
goal achievement, controlling budget compliance, and inviting civil society organ-
isations to participate in the implementation of state policies to strengthen and 
uphold traditional values are examples of organisational tools. According to para-
graph 27 of the decree, scientific and analytical tools include conducting research, 
developing methodological guidelines, and communicating with the media. Goals 
can be tracked using indicators derived from official statistics, sociological studies, 
and problematic data (2022).

In no way are these ideas novel. A speech by Putin in December 2012 cited 
spiritual and traditional values as counterbalances to the decline of Russia and 
denounced foreign influences (Barry, 2012). Rather than referring to democracy as 
the realisation of standards imposed from outside, he described it as the strength of 
the Russian people and their traditions. However, there is no doubt that the Russian 
Federation has taken action to safeguard these ideals. These actions include limit-
ing foreign ownership of Russian media and restricting website access. Systemati-
cally, it ensured that these ideals became the foundation of society. Corresponding 
amendments were introduced to the 1991 Law on Mass Media on December 5th, 
2022 (RF Federal Law No. 2124-I, 1991). Article 4 of this law, which stipulates the 
inadmissibility of abuse of freedom of the media, was amended to prohibit the use 
of media to spread content that encourages non-traditional sexual relationships and 
preferences, paedophilia, gender reassignment, pornography, violence, cruelty, and 
material with obscene language (RF Federal Law No. 478-FZ, 2022).

Previously, there was a list of prohibitions, including the illegal use of media, 
revealing state secrets, disseminating material that incites terrorism, and publicly 
defending terrorism. Under the amended Federal Law on Information, Information 
Technologies, and Protection of Information (RF Federal Law No. 149-FZ, 2006, 
Art. 10.6), owners of websites and pages have an additional responsibility. As 
part of the obligation, it is required to monitor material promoting non-traditional 
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sexual relationships and preferences, paedophilia, gender reassignment, and porno-
graphic, violent, or cruel content (RF Federal Law No. 478-FZ, 2022).

Based on the Explanatory Note accompanying the amendments to these federal 
laws (Explanatory Note, 2022), they are intended to shield society from misinfor-
mation regarding non-traditional sexual relationships and preferences, as well as 
shield kids from damaging information. In the amendments, the authors contend 
that the LGBT community is consolidating worldwide along with more straightfor-
ward gender reassignment procedures and that compulsive propaganda is depathol-
ogising these phenomena. Due to the internet, media, advertising, literature, and 
films actively disseminating information and distorting social equivalence of tra-
ditional and non-traditional sexual relationships, these phenomena have become 
more prevalent in the Russian Federation. The explanation note describes this kind 
of dissemination as aggressive, intrusive, and offensive, causing widespread public 
outrage. Non-traditional values, propagating non-traditional sexual orientation as 
an individualising factor, exaggerating the advantages of gender reassignment, and 
justifying paedophilia pose a particular threat to children and adolescents who are 
fragile, according to the draft law’s authors.

Thus, the first claim made in these travaux préparatoires is that media and 
information flow intentionally distort the balance and promote same-sex relation-
ships and gender identity transformation over traditional forms of relationships 
and gender identity. Nevertheless, the Explanatory Note later states that the current 
laws do not limit such phenomena; they refer to the distortion of social equivalence 
rather than the information itself.

The Federal Law on Information was amended again on 31 July 2023, targeting 
the dissemination of information regarding gender reassignment, paedophilia, and 
non-traditional relationships. This amendment could include websites spreading 
such information in the special prohibition inventory.1 This provision was added 
to Article 15 of the previously mentioned Federal Law, implying that websites that 
distribute these materials will be blocked.

6.2  Interpretations of the Constitutional Court

The Constitutional Court rendered an interpretation of the significance of tradi-
tional values as part of its 2020 evaluation of the constitutionality of the consti-
tutional amendments that introduced the Government’s power to ensure that a 
state policy aimed at preserving traditional family values was implemented (RF 
Constitution, Article 114, para. c). The Court considered that the power reflects 
social norms intended to safeguard and develop humanity. According to the Court, 
this strategy complies with international law and the Russian Constitution, and 
respects individual autonomy (RF Constitutional Court, 2020). Since marriage 
is a union of a man and a woman (Article 72, par. g. 1 of the Constitution), the 
state is not required to encourage, support, or acknowledge same-sex relationships 
but to respect traditional values. Through this power, the Russian government can 
carry out a cohesive, socially conscious state policy that supports, strengthens, and 
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defends traditional family values. Based on traditional values, the Court ruled that 
the state has the right to control individual relationships and sexual relations:

It is based on traditional values and the ethnic and religious makeup of Rus-
sia’s population that the country has the right to resolve certain issues of 
legislative regulation in areas affecting sexuality and related interpersonal 
relationships.

(RF Constitutional Court, 2020)

The Constitutional Court’s interpretation aligns with a list of traditional values 
and a National Security Strategy that followed later; these all assert that individual 
rights and autonomy must give way to immaterial values and collective interests 
rather than being used solely for pleasure. Thus, personal freedom, including liber-
ties associated with intimacy, should be restricted using these values.

6.3   Communicating the Findings Back to Theory

As mentioned above, in defence of traditional values, the Constitutional Court cites 
international law as a basis for limiting individual liberties. When ordering eve-
ryone to adhere to the codified values, the 2022 Presidential decree and the 2020 
Constitutional Court interpretation refer to universally recognised standards and 
principles. Allusions like these, however, do not sit well with the ideas of Alek-
sander Dugin, who described it as the cornerstone of Russian sovereignty in a 
commentary on the 2022 decree in enshrining traditional values (Mirtesen, 2022). 
Dugin sees these values as the core of Russia’s sovereign ideology.

Dugin asserted in his commentary that in Russia, we are currently discussing 
the creation of a socio-political model that will replace liberal democracy, which 
will be the foundation for the next phase of our civilisation war. He continued,  
“[t]he most important conceptual weapon for Russia during the Northeast Military 
District, which turned into a full-fledged conflict of civilisations, is Decree No. 
809 (Mirtesen, 2022). In contrast to the sovereign internet, the notion of sovereign 
ideology may not seem novel when viewed through the 2020 constitutional amend-
ments that define Russia as the continuator of the Soviet Union (RF Constitution, 
Article 67.1). This sovereignty thus echoes socialist views by shifting the focus 
from individual rights to community interests and controlling information flows.

As a result of misreadings between the international dimension of values and their 
essence as a basis for Russia’s sovereignty, we find ourselves back at the notions of 
a controlled society and managed democracy that international research suggests 
Russia consciously and consistently attempts to impose (Ledeneva, 2013; Petrov 
et al., 2010; Richter, 2009). Society is controlled not just by limiting freedoms and 
suppressing critical thinking but also by giving citizens the illusion of being in con-
trol. For example, certain advisory bodies can be established and revoked (Petrov 
et al., 2010, p. 3). The codification of traditional values by the president, who is 
portrayed as a defender of historical tradition, does not only serve to conceal the 
establishment of a lifetime presidency (Zorin, 2022). It is also intended to create a 
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bond between the president and the people by giving them the things they genuinely 
want, not to mention ensuring stability (Sakwa, 2021, pp. 222–241).

However, with Akerlof’s social distance model in mind, codifying traditional 
values reveals an additional dimension. More particularly, Akerlof (1970) pro-
vides two examples of social interventions to illustrate the concept of social dis-
tance (Akerlof, 1997). As a result of Eugene Lang’s college scholarship program 
in New York, most students who received this aid could secure scholarships on 
their initiative without Lang’s help. A dedicated social worker involved in the 
project and the support of parents were essential to this intervention’s success, but 
the students’ cohesiveness was equally important. Participants formed a cohesive 
group through this scholarship program and received peer support on a similar 
academic path. Based on the social distance model, Akerlof explains that students 
would expect to be more isolated from their peers if they dropped out. A similar 
explanation can also be applied to codifying traditional values in Russia as a way 
of symmetrising information, only in reverse order. The commitment to values 
can bring people together, and this vow is what Akerlof implied and what Russia’s 
authorities expect. In contrast to Lang’s faithful intentions, the Russian authorities 
assume a unified position around their narrative, or, in the words of Luhmann, 
around the alternative reality created by the system, emphasised by a new presi-
dential decree.

Akerlof’s model suggests individuals will maintain values if they value and 
benefit from being part of a group rather than if their thinking is restricted (Aker-
lof, 1997, p. 1006). In Luhmann’s view of values in communication, implication 
and assumption are significant means of enacting them (Luhmann, 1992, p. 256). 
A value bonus is provided to those who communicate in the name of good by 
assuming their values are valid. As Luhmann points out, nobody directly declares, 
“I support peace because I value my health” (and do not wish to be killed in war), 
since that could lead to rejection (1992, p. 256). Similarly, it is simpler to state that 
we are fighting for a higher purpose than to state that we started the war merely. 
A key observation of Luhmann is that values are volatile and can thus be applied at 
one time and possibly not at another.

An example of self-correcting the narrative using values is the switch between 
three official explanations justifying Ukraine’s invasion. Denazification of 
Ukraine (Troianovski, 2022), fighting NATO (Moskowitz, 2022), and preserv-
ing the Slavic people’s unity against assimilating with European values were 
all among the critical narratives. These three explanations employ values in a 
way that strengthens the system’s core: Ukraine is neo-Nazi because it opposes 
Russian-speaking regions supported by NATO, thereby helping the United States 
impose its beliefs on Russian-speaking people in Ukraine via Europe, where 
Ukraine seeks to join. Considering a military-rooted process such as Nazifica-
tion, a soft-power diffusion strategy through soft means would not be necessary. 
Despite the system’s apparent ease of communicating with citizens despite con-
tradictions like these, these contradictions reinforce the system’s recursive nature, 
which remains self-referential by repeating that Russia’s values are superior to 
NATO’s and European values.
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Likewise, urging citizens to unite around values leads to citizen snitching, as is 
evident on an increasing number of Russian websites displaying lists of national 
traitors compiled by those who probably adhere most to official narratives (Solda-
tov, 2015). The psychologist Liudmila Petranovskaia, who lives in exile after being 
declared a foreign agent, argues such behaviour makes sense given the history of 
repressions, in which neighbours reported one another to the authorities (Poligon.
Media, 2022). She continues that such behaviour illustrates generations’ agony, 
which calls for action. Being with abusers is easier than being abused, so identity as 
the aggressor is common. Victimisation and waiting for the worst to come are also 
standard practices, according to Petranovskaya. She, however, contends that these 
tactics lack specific values and convictions that could make them self-sufficient 
(Poligon.Media, 2022).

Instead of empathy, conformism or snitching on others shows a lack of ideas 
and forces for change. Considering Luhmann’s view of values within the system, it 
would be as if the individual is blatantly declaring: I am for peace because I chose 
my health, thereby rejecting any superior value. Such individuals do not get the 
social benefit of holding good values, yet they feel more secure in their well-being. 
As a result, managing and governing values suggests there are no values, only 
enforcement. While it can serve as a mechanism for the system’s self-reference, 
it cannot prevent it from collapsing. Petranovskaia, for instance, uses the histori-
cal example of the Black Hundred. This reactionary ultra-nationalist movement 
supported the Romanov family and opposed any change from the ruling monar-
chy during the early 20th century (Savino, 2018). One day, the Black Hundred, 
a watchdog everyone should fear, vanished. Even though these groups can harm 
separate individuals, they are not a guarantee for the system.

True, it is supposed to cause a value-split when individuals are forced to choose 
which side of the value system they believe in. The invasion of Ukraine ruined a 
long-term historical narrative of Russia as a protector who never attacked any-
one. The system could hold on to this argument for some time, but now it had 
to re-adjust its argument and self-correct. By reinforcing the idea of traditional 
values, the asymmetrical information could remind us that NATO now endangers 
these values, which is the cause of the current conflict. True, as if to confirm Luh-
mann’s assumptions, the system attempts to self-preserve by erasing misreadings 
in historical memory, moving from an old narrative to a new one. As a result of this 
shift, the nation’s identity and history books must be rewritten and redefined. For 
those who already have identified some values, it means a break from the system; 
for others, it means nothing. The narrative about Russia as a protector is no longer 
relevant, but many people still hold onto their child-parent image of power, follow-
ing Petranovskaia. Due to this, criticism of the state’s power has been forbidden 
(see Chapter 7 on discrediting the military and the authorities in this book). At the 
same time, people have been encouraged to unite for their motherland. This unifica-
tion would combine a moral argument appealing to the love of the motherland and 
a legal argument reminding them there are penalties for criticising public power.

The possible social distance between those who have values and those who 
do is not, however, sufficient to testify to any possibility of a civil war capable of 
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collapsing the system. All groups in the system environment have been affected 
recently almost equally, so there was no conflict of interest. As Petranovskaya 
points out, no group in society would be untouched by this development since, 
regardless of whose interests are most adversely affected, regardless of how dif-
ferently philosophically and otherwise these groups are, everyone is now at risk.

Additionally, civil wars require a significant number of young people, which 
is currently lacking due to long-term civil-patriotic indoctrination and otherwise 
unfavourable demographics. Moreover, no pathos or passion is necessary for social 
change. In addition to demographics, no one will brave death for an idea or value 
worth dying for when there is nothing worth dying for. Again, the system and the 
environment evolved together (Luhmann, 1995, p. 60). While everyone does not 
need to become more aware, economic decline and political instability may lead to 
a regression into primitive and archaic. It is difficult to predict what will happen, as 
the system has already invented a new argument to maintain its autopoietic closure, 
so even the current circumstances are probably not testifying for the system to be 
pathological.

Note
 1 The inventory is referred to as the “Unified Register of domain names, indexes of pages 

of sites on the internet, and network addresses that allow the identification of sites on 
the Internet containing information the distribution of which is prohibited in the Russian 
Federation.”
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7.1  General Remarks

One of the most significant steps towards restricting freedom of expression was 
revising legislation banning critical remarks about the Russian military. On the one 
hand, the amendments prohibiting criticism of the armed forces are in many ways 
expected, especially since the Constitution emphasises the significance of Russia’s 
performance defending its territory and prohibits any belittling of the importance 
of the people’s feat in defence of the Fatherland (RF Constitution, Article 67.1, 
par. 3). On the other hand, the new aspect was how the amendments were adopted. 
When it became apparent that the “special military operation” would continue 
beyond March 2022, the amendments were adopted through the legislative process 
concerning different matters, initiated much earlier but put on hold by the parlia-
ment. Trying to determine the length of the law adoption process, we found a study 
by Borzenko (2019) that showed that government drafts of laws typically take 
172 days; state Duma drafts take 217 days.

Given the long process of adopting a law, this explains why such a method was 
used. Therefore, the halted process serves as a “winter preservative” or “canned 
food,” as Petranovskaya described excessive legislative restrictions on LGBTQ+ 
individuals (Petranovskaia, 2023). As Petranovskaya noted, the limits may appear 
dramatic from afar, but they have little impact on the status quo inside Russia. Just 
like canned food, these restrictions can be easily lifted when the time comes to 
end the sanctions. If the time comes to talk about lifting sanctions, removing these 
restrictions can serve as a bargaining chip. A similar situation occurs with the leg-
islative process that is currently on hold, and, despite it relating to a different issue, 
it is used at just the right time to further one’s objectives.

Rather than the amendments themselves, the Constitutional Court’s interpreta-
tion of those amendments is at issue with asymmetrising information. The Court 
ruled on legislation banning critical remarks about Russian special military opera-
tions and the military. The Court clarified that the state is a constitutional value 
that citizens should respect and protect, even in combat zones, and should not be 
openly criticised.

7 Analysing Legal Amendments 
Since 2012
Prohibitions on Discrediting the 
Military and the Authorities

https://doi.org/10.4324/9781032613383-7
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7.2   Legislative Amendments

As of March 2022, criticism of the military, public authorities, and volunteers, 
as they act to protect the interests of the Russian Federation and maintain inter-
national peace and security, was prohibited (RF Federal Law No. 31-FZ, 2022). 
A new article, 20.3.3, has been added to the 2001 Code of the Russian Federation 
on Administrative Offences as part of this round of legislative revisions. Initially, 
this article stated that:

• Public actions aimed at discrediting the use of the Armed Forces of the Russian 
Federation to protect the interests of the Russian Federation and its citizens 
to maintain international peace and security, including public calls to prevent 
the use of the Armed Forces of the Russian Federation for these purposes, 
provided these actions do not contain signs of criminal activity, will entail 
imposing an administrative fine on citizens ranging from ₽ 30,000 –₽ 50,000,  
officials ranging from ₽100,000 –₽ 200,000, and legal entities ranging from 
₽ 300,000 –₽ 500,000.

• In addition to the same actions, calls for unauthorised public gatherings, as well 
as threats to property, lives, and health, a threat of widespread disturbances in 
public order and safety, or a threat of interfering with or stopping critical infra-
structure, energy, industrial, and communications facilities, transportation, or 
social infrastructure, provided these actions do not constitute criminal activity, 
may result in administrative fines of ₽ 30,000 –₽ 50,000  for citizens, ₽100,000
–₽ 200,000  for officials, and ₽ 300,000 –₽ 500,000  for legal entities. If these 
actions are not criminal, fines may be imposed.

Thus, the newly introduced Article 20.3.3 of the 2001 RF Code of Admin-
istrative Offences first permitted the prosecution of individuals, authorities, 
and legal entities who engage in public acts that undermine the legitimacy of 
the Russian Federation’s military in defending its territory and people, main-
taining international peace and security. A fine between ₽ 30,000 –₽ 50,000  
will be imposed on civilians, ₽100,000 –₽ 200,000  on officials, and ₽ 300,000
–₽ 5000,000  on legal entities. More severe penalties apply if the actions are 
related to unauthorised gatherings, mass disturbances, damage to property or 
health, or disruption of critical infrastructure. As we have already discussed 
in earlier chapters of this book review, authorities are not interested in mass 
protests that could significantly impact society, as criticisms of the military 
can be amplified in mass events – which can have a more significant impact if 
amplified.

The provisions of Article 20.3.3 of the Code of the Administrative Offences 
were further amended in March 2023 (RF Federal Law No. 57-FZ, 2023) to include 
a prohibition on discrediting state authorities and volunteer organisations in con-
nection with protecting Russia’s interests and international peace and security. 
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From that point on, the total wrongdoing, as prohibited by the amended Article 
20.3.3, includes the following:

• Public actions aimed at discrediting the use of the Armed Forces of the Russian 
Federation to protect the interests of the Russian Federation and its citizens to 
maintain international peace and security. This includes public calls to prevent 
the use of the Armed Forces of the Russian Federation for these purposes, pro-
vided these actions do not contain signs of criminal activity, or discredit the 
exercise of Russian Federation state powers outside the territory for the speci-
fied purposes by state bodies, or discredit the provision of assistance to the Rus-
sian Armed Forces by volunteer formations, organisations or individuals in the 
performance of those tasks, provided these actions do not constitute criminal 
activity.

Discrediting the military or public authorities may also be considered criminal, 
as we noted when analysing Article 20.3.3. Additionally, a new Article 280.3 was 
added to the Criminal Code on the same day administrative sanctions for such dis-
crediting were adopted. As initially drafted, this article prohibited the public from 
discrediting the military for its role in maintaining national security and interests.

Public actions aimed at discrediting the use of the Russian Federation’s armed 
forces to protect their interests and its citizens, maintaining international peace 
and security, including public calls to prevent the Russian Federation’s armed 
forces from being used in such a way, committed by a person after they have been 
brought to administrative responsibility for a similar act within a year, shall be 
punishable by (a) a fine between ₽100,000 –₽ 300,000 , (b) forfeiting the convicted 
person’s wages or other income for one to two years, (c) by forced labour for up 
to three years, (d) by arrest for up to six months, or (e) by imprisonment for up to 
five years without the right to hold certain positions or engage in certain activities.

If the same act causes death by negligence, harm to property, public order, or 
safety, or interferes with life support facilities, transport, infrastructure, credit 
institutions, energy, or communications facilities, harsher penalties are imposed. In 
addition to the amendments made by Federal Law No. 58-FZ dated 18 March 2023, 
this article prohibits discrediting the exercise of state power by Russian Federation 
state bodies and assisting volunteer formations, organisations, or individuals in 
fulfilling military tasks.

In the same move, the 1996 Criminal Code of the Russian Federation was 
amended to include another new Article 207.3 (RF Federal Law No. 32-FZ, 2022). 
Initially, it prohibited the public dissemination of knowingly false information 
regarding the use of the Russian Armed Forces:

• Public dissemination of false information under the guise of reliable messages 
containing information on the use of the Russian Armed Forces to protect Rus-
sian interests and its citizens, to maintain international peace and security,
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• shall be punished by a fine of between 700 and 1.5 million rubles, or in the 
amount equal to the wages or other income of the convicted person for 1 year 
to 18 months, or by correctional labour for 1 year, or by forced labour for up 
to 3 years, or by imprisonment for the same period.

A more severe penalty was imposed on these offences if they had been commit-
ted by an official or by a group, including a previous conspiracy, by an organised 
group, or by fabricating evidence out of self-interest or hate toward any social 
group, or out of hatred for political, ideological, racial, national, or religious 
beliefs, or if they entailed grave consequences. Article 207.3 of the Criminal Code 
was further amended in March 2023 (RF Federal Law No. 58-FZ, 2023), as with 
the grounds for administrative liability, to prohibit discrediting state authorities and 
voluntary formations.

The search for the Explanatory note that goes with these amendments to the 
Code of Administrative Offences and the Criminal Code leads to an unconventional 
circumstance and the outcome of not finding an official justification for penalising 
citizens for discrediting actions. The Explanatory note on the State Duma’s web-
site related to adopting the aforementioned legal amendments contains information 
justifying revised penalties for illegal external economic activity during the outer 
sanction pressure.1 Similarly, the Criminal Code amendments under review remain 
unexplained: the Speaker of the State Duma, Vyacheslav Volodin, introduced in 
2018 a draft law No. 464757-7 that stressed the need to amend the Criminal Code 
to increase penalties for crimes against constitutional order and state security, espe-
cially those that refuse to cooperate in the implementation of restrictive measures 
imposed in response to international sanctions.2 There was no progress on either of 
the draft legislations in 2018, so the process was put on hold. Thus, the amendments 
discussed against discrediting the military were adopted as part of a legislative 
process that had been started but paused to consider another set of amendments.

The procedure can have a variety of possible explanations that one can only spec-
ulate upon. The 2018 idea of toughening penalties for not cooperating with authori-
ties in the face of foreign sanctions may have been operationally revived. It could 
have been presented to parliament to undergo significant changes geared toward 
prohibiting criticism of the military in the heat of the moment. In February through 
March of 2022, when the amendments were adopted, the situation surrounding the 
Ukraine invasion worsened, and it became evident that a special military operation 
would be prolonged. There was not enough time to consider a credible update for 
the Explanatory note. A human error could also be the cause of the Explanatory 
Notes for the Criminal Code and Code of Administrative Offences amendments 
lacking a valid reason for forbidding criticism of the military – the documents can-
not be attached to the system in their actual form. To be clear, all of these are just 
conjectures. What is not speculated is that the legislative processes that were previ-
ously initiated, then put on hold, were used as “winter preservatives.” Petranovs-
kaya coined this phrase to describe unnecessary legal restrictions that could be 
lifted later if negotiations to lift the economic sanctions between Russia and the 
countries imposing them manage to resume.
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However, the provision that was initially intended to be introduced during the 
winter preservative legislative process, initiated in 2018, was also adopted. As part 
of the Criminal Code, Article 284.2 prohibits calls for restrictive measures against 
Russia, its citizens, and entities. A Russian citizen accountable for a similar act 
within a year may not call for implementing restrictive measures, specifically polit-
ical or economic sanctions against the country. These calls should be addressed to 
interstate and state associations and unions. There is a maximum fine of ₽500,000, 
three years of forced labour, six months of arrest, or three years of imprisonment, 
and a fine of up to ₽ 200,000  or one year’s worth of wages.

7.3  Interpretations by the Constitutional Court

In order to bring anti-war activists facing prosecution for discrediting the Rus-
sian army before the Constitutional Court, the Russian human rights organisations 
OVD-Info, Memorial, and Russia Behind Bars, along with private attorneys who 
collaborated with OVD-Info, formed a coalition (OVD-Info, 2023). Nearly 20 
cases were filed, urging the Constitutional Court to strike down Article 20.3.3 of 
the Code of Administrative Offences. As reported by Richter, the Constitutional 
Court rejected the admissibility of individual applications against violations of 
their constitutional rights by Article 20.3.3 of the Code on Administrative Offences 
with 13 inadmissibility decisions on 30 May 2023 (Richter, 2023). The reasons and 
text of those resolutions and later ones published in June 2023 are nearly identical. 
We obtained the full text of Kristina Markus’ decision, which is examined below.

The Constitutional Court of the Russian Federation rejected the application 
of Ms. Markus, a citizen who challenged the constitutionality of the prohibition 
against discrediting the Armed Forces but managed nonetheless to announce sev-
eral significant principles regarding the evaluation of citizens’ actions that may be 
construed as disparaging public authorities and the Armed Forces (RF Constitu-
tional Court of the Russian Federation, 2023). This application was rejected for 
consideration on merits by the Russian Constitutional Court.

The applicant challenged as unconstitutional Part 1 of Article 20.3.3 of the Rus-
sian Code of Administrative Offences, under which a citizen, official, or legal entity 
can be held accountable for actions that discredit the armed forces or the execution 
of state authority outside of Russia. Ms. Markus alleged that this provision violates 
the rights to freedom of conscience, thought, speech, assembly, and the principle of 
equality and prohibition of discrimination. As a result of an administrative offence 
committed in violation of Article 20.3.3 of the Russian Federation Code, a district 
court judge fined the applicant ₽ 50,000 .

According to the applicant, the legal provision under review violates the free-
doms of conscience, thought, expression, and assembly, as well as the freedom not 
to be compelled to adhere to any ideology because it penalises criticism of govern-
ment authority and the use of Russian military force. The applicant contends that 
administrative sanctions apply only to views and convictions critical of the Russian 
Armed Forces and how they exercise their authority outside the Russian Federation. 
Thus, both the equality principle and the prohibition of discrimination are violated.
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According to the Constitutional Court of the Russian Federation, the informa-
tion provided does not justify a review of the constitutionality of this case. The 
Court states that the Russian Constitution, from the Preamble onwards, gives state 
bodies authority to take actions and decisions, including those involving the armed 
forces, to maintain international peace and security and to protect the interests of 
the Russian Federation and its citizens. Federal legislation outlines constitutional 
parameters for such actions.

Under the Constitution, state authorities are authorised to decide whether to use 
their armed forces to accomplish their goals. Under the Constitution, human rights 
and freedoms cannot be used to justify rejecting the constitutionally established 
state system. In addition to the system in which the state guarantees human rights, 
such rejection can also apply to how such rights are implemented and protected. 
Hence, according to the Constitutional Court, the state is a constitutional value 
everyone must defend and uphold. Additionally, the rejection implies a denial of 
both a moral and constitutional duty to defend the Fatherland. If citizens violate 
the rights of others while exercising their freedom of speech or thought, they may 
be held accountable. The form of expression of one’s beliefs and the content of the 
information disseminated are essential here. A federal legislator is responsible for 
setting legal penalties for law and order, security, and public safety violations.

According to Article 20.3.3 of the Code of Administrative Offences, actions of 
a public nature intended to discredit the activities are prohibited. Considering the 
variety of forms in which actions acquire a public character in the modern informa-
tion society, the court affirms that the concept of public nature is subjective. Despite 
this, specific actions can still be qualified in this capacity. The term discrediting is 
not defined precisely in the article, but it is generally understood as undermining 
the confidence that individuals and society have in a person. Therefore, discredit-
ing implies undermining people’s confidence in an individual and their actions. 
Considering the variety of actions (e.g. verbal and visual) that may be intended to 
undermine trust, the legislator may not have defined discrediting. Accordingly, the 
circumstances must always be specified to determine whether publicly acting to 
discredit qualifies as an administrative offence.

Further, the disputed legal provision does not connect discrediting actions to 
any specific special military operation. Federal legislators have mandated admin-
istrative responsibility for actions undermining military operations based on their 
circumstances. The Constitutional Court defended the validity of the provision 
under consideration by citing its earlier decisions regarding the legality of inter-
national treaties between the Russian Federation and the four Eastern Ukrainian 
regions it had occupied (i.e. Donetsk, Lugansk, Zaporizhzhia, and Kherson). The 
Court concluded that there would be no constitutional challenges during the special 
military operations since it had already investigated the constitutionality of Russia, 
accepting four currently occupied regions in Eastern Ukraine onto its territory (RF 
Constitutional Court of the Russian Federation, No. 36-P, 37-P, 38-P, and 39-P, 
2022). In this regard, evaluating the contested provision outside the specified cir-
cumstances would effectively exercise abstract normative control. Abstract norma-
tive control would be a completely different procedure for the present application.
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Additionally, moral obligations and constitutional principles were invoked to 
defend the disputed provision of the administrative code. Keeping global peace and 
security and protecting Russia’s interests and its citizens are primary objectives for 
state authorities, so their decisions cannot be contested solely based on subjective 
assessment. If citizens challenged public authorities’ decisions, it would be implied 
that Russia is not a rule-of-law state, that the Constitution is not supreme, and that 
people do not abide by it.

The Constitutional Court agreed that safeguarding Russia’s interests often entails 
risks to life and health. People who carry out official, military, or civil duties deter-
mine the effectiveness of these actions primarily based on their moral and psycholog-
ical states. Consequently, society should support those who make relevant decisions 
and those who carry them out. As a result, constitutional values such as mutual 
trust between state and society,3 upholding citizens’ dignity, honouring Fatherland 
defenders, striking a balance between citizen rights and responsibilities, and promot-
ing social and political solidarity can only be achieved. Negative assessments of 
these activities can harm their implementation, reduce their effectiveness and deci-
siveness, and even assist forces that oppose the interests of the Russian Federation.

By calling for an end to the use of the armed forces, the public prevents the gov-
ernment from enacting policies to safeguard the interests of the Russian Federation 
and its citizens and protect them. These are, therefore, distinct offences governed 
by the disputed legal provision. The Administrative Code’s Article 20.3.3 does not 
advocate war, impose mandatory ideologies, or treat people differently based on 
their beliefs. The Constitutional Court examined the applicant’s claim of impos-
ing ideology. There is no violation of anyone’s right to choose and maintain their 
beliefs since such a right does not suggest committing offences. Expressing opin-
ions about the armed forces and state bodies, including pointing out shortcomings, 
is acceptable if it is based on open, trustworthy information and does not entail an 
arbitrary rejection of the constitutionally mandated administration system. A court 
must determine whether specific public actions are genuine expressions of one’s 
position or a cover-up for undermining the armed forces, the state, or their func-
tions. Courts should, therefore, consider the circumstances of disputed actions, 
including their location, timing, recipients, and contents. It is also essential to con-
sider whether the facts supporting the actions are objective or based on arbitrary 
opinions, value judgments, or doubtful information. As a result, Article 20.3.3 does 
not violate any of the applicant’s constitutional rights.

7.4  What Exactly Is Penalised

7.4.1  General Notes

There is much to be encouraged about the fact that some citizens were not deterred 
by the relevant legal amendments in many ways. Many people continued to 
express their critical opinions, even when fines and imprisonment threatened them 
for doing so. In the months following the enactment of the legislative modification, 
thousands of court cases have been filed in Russia.
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The majority of these cases occurred in the following regions: Samara Region 
(79), Komi Republic (77), Karelia Republic (73), Krasnodar Territory (164), 
Crimea (140), Kaliningrad Region (123), Perm Territory (82), Moscow (632), 
and Arkhangelsk Region (70) (RBC, 2022). Although current Russian broadcasts 
should be viewed with caution since they support the legal system’s effectiveness, 
there is no way to completely discount this information, as the publication we are 
citing supports this idea. Alexey Gorinov, the deputy and chairman of the Krasno-
selsky municipal district council, became the first person sentenced under Article 
207.3 of the Criminal Code (to seven years in prison) for expressing his opposition 
to war during a children’s drawing competition discussion (BBC, 2022).

Not only did Gorinov and other critics face consequences, but many also argued 
against the imposition of these penalties. A minimal number of cases were suc-
cessful in court, as can be seen from the results of our case analysis. Attempting to 
conduct our investigations of court cases, we realised we would only be able to find 
a few of the court cases for this study due to blocked access to the Russian courts’ 
website and the tight publication schedule for this book. However, we attempted 
to retrieve full texts of decisions available in publicly accessible Russian law data-
bases, including from abroad. In the sudact.ru database, searches for Article 207.3 
of the Criminal Code of the Russian Federation, Article 280.3 of the Criminal Code 
of the Russian Federation, and Article 284.1 of the Criminal Code of the Russian 
Federation did not yield any results.

Nevertheless, we retrieved 24 cases from the same sudact.ru legal database 
using the search words “Article 20.3.3 of the Code of the Russian Federation on 
Administrative Offences,” which allowed us to examine and view instances of 
public actions that the courts determined were violations causing administrative 
liability. All 24 cases were decided between 14 April 2022 and 27 February 2023. 
The recovered cases are all appeals that regional courts decided. We were able to 
retrieve several cases from the Yaroslavl Region Court, as well as from the Dag-
estan Republic, Kurgan Region, and Tula Region. In the cases reviewed below, 
the courts in four of Russia’s regions found all citizens guilty of the offence under 
Article 20.3.3, except for two instances where the cases were dismissed for proce-
dural reasons.

Based on substantive criteria, such as the type of actions deemed offensive 
by the court, and procedural criteria, such as whether the decision text discloses 
details about the messages disseminated and whether grave procedural omissions 
were allowed during the trials against citizens, these cases can be divided into the 
following 11 groups.

7.4.2  Penalties for Social Network Calls to Stop Using the Armed Forces

Mr. Andrey Broy was punished for publishing his comments on social media and 
sharing them within a social media community (Yaroslavl Regional Court No. 
30-1-289, 2022). The court found that the publication aimed to undermine the mili-
tary’s use of force for national security and peace. Mr. Broy expressed his desire to 

https://sudact.ru
https://sudact.ru
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prevent using the Armed Forces, thereby “distorting the goals of a special military 
operation.”

7.4.3  Penalties for Demonstrating With Posters Bearing (Undisclosed) 
Slogans

In five different cases, Citizens B, C, D, E, F, and G were found guilty of “using 
means of visual propaganda” to discredit the military, the contents of which were 
not made public. Citizen B “publicly demonstrated for an indefinite circle of peo-
ple” his homemade poster, which displayed an unidentified slogan. According to 
the court, the slogan undermined the Armed Forces’ role in protecting Russia’s and 
its citizens’ interests (Yaroslavl Regional Court, No. 30-1-185, 2022). In similar 
circumstances, citizen C came near the regional government building to undermine 
the legitimacy of the Armed forces. He held an image-filled poster for 45 minutes 
and displayed it to onlookers. However, nothing was disclosed about what was 
displayed in the image (Yaroslavl Regional Court, No. 30-1-216, 2022).

Citizen D was also found guilty of disparaging the military at a shopping 
centre. He held the poster (no information on the contents is given) as he dis-
played it to onlookers (Yaroslavl Regional Court No. 30-1-187, 2022). In front of 
onlookers near a house, E displayed a poster with a slogan for ten minutes. Even 
though the slogan’s content is undisclosed, the court determined that he engaged 
in public actions to undermine the military’s use (Yaroslavl Regional Court No. 
30-1-244, 2022). Similarly, citizen F went to the shopping centre to discredit the 
use of the armed forces. He displayed a poster with a slogan for 20 minutes to 
passers-by. Although the content of the slogan was not made public, the court 
found that he was engaging in public activities intended to undermine the use 
of the armed forces (Yaroslavl Regional Court No. 30-1-244, 2022). Citizen G 
displayed a poster with a slogan in front of a house for ten minutes. Even though 
the content of his slogan was not disclosed, the court determined that his actions 
were intended to discredit the use of the military (Yaroslavl Regional Court No. 
30-1-159, 2022).

7.4.4  Penalties for Posting on Social Networks (Undisclosed Contents)

H, I, and J were punished for spreading content (which was not disclosed in the 
decisions). Citizen H uploaded to the public domain of his social media page a 
publication and commentary “intended to attract the attention of wide audiences” 
and “indicating discrediting of the use of the Armed Forces.” The decision does 
not reveal the contents of the publication (Yaroslavl Regional Court (Yaroslavl 
Region), 2023, 2022). Citizen I released publications “intended to attract the atten-
tion of an indefinite circle of people” on her social network page, thus undermining 
the use of armed forces and promoting their prohibition (Yaroslavl Regional Court 
Similarly, No. 30-1-16, 2022). It is unknown what the social media posts contain 
(Yaroslavl Regional Court No. 30-1-367, 2022). The circumstances are similar to 
those of Citizen J, who posted information on his social media page, including 
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photographic material with overlaid text. An undisclosed text of the comment was 
intended to discredit the Armed Forces by drawing the attention of an indefinite 
circle of people (Yaroslavl Regional Court No. 30-1-393, 2022).

7.4.5  Penalties for Posting on Social Networks on Military Exceeding  
the Authority

In a case from the Kurgan Region of Russia, social network member citizen K was 
found to have defamed the military by authorising and posting information on it, 
criticising it, and claiming that its leadership had exceeded its authority (Shadrin-
sky District Court No. 5-116, 2023).

7.4.6  Penalties for Demonstrating with Posters Saying “No to War”

Citizens L and M were found guilty of using posters as a “means of visual propa-
ganda.” The poster of L read “No to war.” It included black text that read: “This is 
real, even though it’s difficult to believe. No to dictatorship” (Yaroslavl Regional 
Court No. 30-1-227, 2022). Similarly, citizen M demonstrated a poster. In the bot-
tom line of his poster were five black squares with a tick above the middle square; 
in the top line, there were three black squares with a tick above the last square. 
The well-known group “TaTu” used this image to protest the war. While holding 
the poster, he demonstrated it to passing citizens (Yaroslavl Regional Court No. 
30-1-188, 2022).

7.4.7  Penalties for Demonstrating with (Undisclosed) Inscriptions on Clothes

Citizens N and O were found guilty of discrediting the armed forces when walk-
ing in public places with inscriptions on their clothes. Citizen N participated in 
a 10-minute public demonstration in Yaroslavl, wearing an inscription-adorned 
jacket, which was visible to passers-by (Yaroslavl Regional Court No. 30-1-203, 
2022). In a public place, citizen O held a picket with two posters in A4 format, 
made at home, printed with a printer, one attached to the chest and the other to the 
back of his backpack. He was found to conduct a public action discrediting the 
military for 17 minutes by moving from a point within a radius of no more than 
10 meters, displaying these posters with the inscription “Stop the war” (Yaroslavl 
Regional Court No. 30-1-243, 2022).

7.4.8  Penalties for Making (Undisclosed) Inscriptions on the Walls of a 
Prison Cell

Accused of calling for extremism in public, Citizen P spent three days in a cell 
at the temporary detention facility. He made five inscriptions on the prison cells’ 
walls. The court found that these inscriptions were “addressed to an indefinite num-
ber of persons” and intended to discredit the use of military force during a special 
military operation in Ukraine (Yaroslavl Regional Court No. 30-1-2/2023, 2023).
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7.4.9  Penalties for Making Inscriptions on the School Fence

Two cases from the Republic of Dagestan reveal that citizens Q and R were found 
guilty of disrespecting the armed forces by spray-painting inscriptions on school 
fences with black aerosol paint. Citizen Q painted two phrases: “[name extracted] 
is a *** – (obscene word)” and “Z + Z = (Nazi symbols)” (Leninsky District Court 
of Makhachkala No. 5-7142, 2022). Additionally, the court has censored Citi-
zen R’s (undisclosed) inscription on the school fence (Leninsky District Court of 
Makhachkala No. 5-7143, 2022).

7.4.10  Penalties for Disseminating Social Media Communication About War-
Related Topics

In a case from Tula Region, Citizen S publicly corresponded with an unidentified 
group of people on social media. A communication he later shared related to the 
collapse of the Crimean Bridge and the partial mobilisation in Russia claimed, 
among other things, that “While we are shown something different to justify mobi-
lisation and war while our soldiers blew the bridge . . . We don’t understand . . . 
Once this bridge is repaired, no one will be able to cross it again and spend a vaca-
tion there because so many people lost their lives in these battles for nothing.” As 
a result of his post receiving 6,700  views, 59 likes, 14 comments, and 24 reposts, 
the court found him to be “undermining trust” in the authorities who authorised 
a special military operation to protect citizens of Donetsk People’s Republic and 
Lugansk People’s Republic and who announced the partial mobilisation (Yas-
nogorsk District Court No. 5-325, 2022).

7.4.11  Penalties for Reposting Publications in Social Media

The prohibition against discrediting the military is also violated by reposting publi-
cations on social media, as in the cases of T and U. Citizen T retweeted “Vesna”/The 
Spring Movement’s call for an unapproved public event. In the court’s view, T’s 
action undermined the legitimacy of the military intervention (Yaroslavl Regional 
Court No. 30-1-362, 2022). Furthermore, a citizen U was found guilty under Arti-
cle 20.3.3 when inviting social media community members to an unauthorised pub-
lic protest by reposting the internet messenger Telegram (Yaroslavl Regional Court 
No. 30-1-263, 2022). The post insisted that Google removed the Smart Voting app 
from Apple Stores due to pressure from Russian authorities. Imagine, the post 
continued, the government threatens to arrest an employee of a foreign company 
because there is an app on the Apple Store that lists election candidates. Accord-
ing to the post, people should resist since the government is accustomed to using 
force and will not stop at anything. U called for everyone to attend a rally that 
day, emphasising that the conflict in Ukraine was not a sudden event but rather the 
result of two decades of devastation, elections, legal proceedings, media coverage, 
economic decline, and imperialism. Even though the Telegram post impacted the 
removal of the voting application, the citizen was convicted under Article 20.3.3 of 
discrediting the military and authorities.
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7.4.12  Cases Where Citizens Were Convicted Despite Serious Procedural 
Errors

As a result of the following three cases, citizens V, W, and Vlasova filed appeals 
with the courts, citing procedural inconsistencies allowed by lower courts as they 
were found guilty of undermining the military.

On the positive side, the courts overturned the courts’ rulings of the first instance 
in two cases, ruling in favour of the citizens in two cases out of three. Thus, follow-
ing her appeal, the charge against citizen V was dropped by the Yaroslavl Regional 
Court. She had 2,529 followers on an open social media website when she was 
found guilty of discussing open-access articles to cast doubt on using armed forces 
by a first-instance court. However, when the court ruled, the procedural window for 
bringing her to administrative accountability was already closed. In other words, 
the appeals court considered the flagrant procedural deficiencies in the decision V 
argued against in nullifying the decision (Yaroslavl Regional Court No. 30-1-25, 
2023). Likewise, citizen W’s appeal against being found guilty of defaming the 
military in a court trial that involved serious procedural violations was successful 
in Yaroslavl Regional Court. In a recent trial, W was found guilty of publishing 
content on her social media page to “attract attention from an indefinite group of 
people to cast doubt on the use of force by the military.” However, an invitation to 
a trial was sent to W by text message. Even though text message notification is not 
recognised as a legitimate method of notifying trial participants, the case was tried 
in her absence. After W appealed, the regional court determined that there was no 
information in the case demonstrating that she had been appropriately notified of 
the hearing’s time and location. The decision of the first-instance court was thus 
reversed (Yaroslavl Regional Court No. 30-1-324, 2022).

On the other hand, the Yaroslavl Regional Court did not interpret procedural 
rules favouring citizen Vlasova, showed no leniency (Yaroslavl Regional Court 
No. 30-1-403, 2022). Before the legal amendments took effect, citizen Vlasova 
shared information on an open social media page. Following the court, the infor-
mation contradicted the notion that the Armed Forces had been called into action to 
launch a special military operation to protect the interests of Russia and its citizens. 
The disputed material distorted the goals and objectives of this special military 
operation, discrediting the use of the military (albeit the court did not reveal what 
the social media post said). Even though the post was published before the pro-
hibition laws were enacted, the appellate court confirmed citizen Vlasova’s guilt 
because she had not taken the materials down.

7.5   Bringing the Findings Back to the Theory

There can be various theoretical explanations for these legal restrictions. Maintain-
ing the system’s status quo when asymmetrical information serves its preservation 
is the most crucial consideration. A state engaging in aggression is doomed to face 
challenges in maintaining the notion of being a great nation with a bright future; 
in such situations, it is vital to eliminate any traces of opposition from public dis-
course to clear history. As authorities presumably thought, the victory of Russia 
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over Ukraine should be etched in stone as a landmark in history rather than the 
military being criticised.

These restrictions can be better understood considering views regarding the 
motivations behind propaganda. The invasion of Ukraine was initially revealed 
as a “special military operation” within a few days. So, it can be assumed that the 
authorities were anticipating victory, if not like the 2014 occupation of Crimea, 
then similar to the 2008 five-day war in Georgia. Small victorious wars describe 
situations where authorities anticipated an easy victory (Libman, 2010; Wood, 
2015). Initially, the concept was conceived to divert (Chubb & Wang, 2023, p. 5) 
attention from ongoing problems before the Russian-Japanese War, which started 
in 1904–1905. Due to civil rights violations, corruption, and declining living con-
ditions, Russia experienced political and economic difficulties during the early 
20th century. As a distraction from domestic problems, one of Nicholas II’s min-
isters suggested using the current Far Eastern conflict to wage a small victory war 
against Japan (Libman, 2010). Japan’s perceived weakness did not prevent Russia 
from losing the war, and the Emperor had to negotiate hard for peace.

The war in Ukraine may also contribute to severely restricting freedom of 
expression by reducing what researchers call audience costs of propaganda by sig-
nalling one’s military might abroad. In making announcements regarding military 
deployments (which are proven to help military advancement), they tie the hands 
of the authorities by raising the “audience cost” at home (Chubb & Wang, 2023, 
p. 4). A leader will likely be rebuked if he yields on his public promises. Authori-
tarian regimes thus have lower audience costs as they silence the possible opposi-
tion, as was done with the legislative amendments under review. The authorities, 
therefore, reduced the audience cost by silencing any possible opposition through 
the legislative amendments under review. Now, it is safer to threaten other coun-
tries with nuclear deployments and other measures to prevent them from providing 
Ukrainian military assistance, just as it might have been during the Soviet prosecu-
tion of anti-Afghanistan war expressions.

In analysing the distinction between law and how courts interpret it (even introduc-
ing new regulations), Sakwa and others’ dual-state theory (Sakwa, 2010) is brought 
back into focus. The Constitutional Court’s interpretations in the Kristina Markus 
case and the appellate decisions of four regional courts that we could find and exam-
ine demonstrated how judicial authorities could use the existing legal framework to 
create new legal rules (RF Constitutional Court of the Russian Federation, 2023). In 
Russia’s legal system, which is not based on precedent, courts are not supposed to 
assume such powers. When we discussed the extension of foreign agent legislation 
to private individuals, we saw a similar process in action – through case adjudica-
tion, the courts created rules of application that were absent from federal laws.

Inadmissibility decisions, such as Kristina Markus’ case, can show how the 
Constitutional Court has declared the state as a constitutional value that should be 
respected and protected:

State bodies are responsible for safeguarding a country’s and its citizens’ 
interests and upholding global peace and security. Their decisions and 



130 Freedom of Expression and the Law in Russia

actions cannot be arbitrarily questioned based only on subjective perception. 
Due to this, Russia’s rule-of-law nature, the Constitution’s primacy, and the 
requirement to comply with its regulations would be denied.

(RF Constitutional Court of the Russian Federation, 2023)

Suppose we ignore the debate over what a rule-of-law state should entail and let 
the Russian authorities devise their sovereign ideology and concept of a rule-of-law 
state. In that case, there will still be contradictions between the Constitutional 
Court’s interpretations and the Russian Constitution. This reasoning would appear 
to contradict Article 2 of the 1993 Russian Constitution, which states that human 
and human rights are the most valuable thing. Moreover, the (non-amended) Arti-
cle 2 stipulates that the state must recognise, respect, and protect human rights, 
of which free expression is one. This contrasts with the Constitutional Court’s 
explanation that citizens are expected to respect the government without criti-
cism. Banning criticism of the military appears to be against the spirit of the 2020 
Constitutional amendments, especially Article 67.1, which presents Russia as a 
pravoprodolzhatel or continuator of the Soviet Union. The contradiction becomes 
even more apparent when considering that the Soviet Constitution of 1977 (art. 49) 
guaranteed citizens’ rights to criticise and suggest improvements to state institu-
tions without fear of prosecution (Riekkinen, 2013, p. 80).

In this particular case of Markus, the Constitutional Court had a chance to deepen 
what Niklas Luhmann calls binary distinctions and what LCT calls taxonomisation. 
According to the Court’s earlier 2014 Ruling No. 10-P concerning foreign agents 
(RF Constitutional Court, 2014), taxonomy regarded those (individuals and enti-
ties) upholding Russian values and those upholding other values. Ruling No. 10-P 
cited international law, and the dissenting opinion quoted classical Russian litera-
ture. In Kristina Markus’ case, we do not even have a decision on the merits; it is 
only an inadmissibility decision. Despite this, this decision interprets the Constitu-
tion contrary to its original intent by simply introducing new rules coupled with its 
narration without citing any sources and juxtaposing the Russian state with every-
thing else. Defending restrictions most advantageous to the current administration, 
the Constitutional Court enacts new regulations without much justification. Still, it 
cannot avoid drawing contrasts between Russian interests and those of its enemies. 
Discrediting Russia’s interests, authorities, and the military can not only negatively 
affect the implementation of relevant measures but also decrease the decisiveness, 
effectiveness, and motivation of military personnel. Still, it can also “assist forces 
that are hostile to the interests of the Russian Federation and its citizens” – insisted 
the Court (2014). To justify the shift from “citizens and their welfare are the primary 
values” to “the state is the primary value, and citizens cannot criticise it,” one had 
to maintain a poker face. This admissibility decision achieved a challenging legal 
mission by declaring Russia’s state the highest value. As Finnish President Sauli 
Niinistö noted after Russia invaded Ukraine, “Now the masks are off” (YLE, 2022).

In clarifying that terms like public actions and discrediting are approximations 
that depend on the facts of each case, the Constitutional Court confirmed that the 
door is open to other courts to find discrediting citizens’ words and actions related 
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(or even unrelated, as we could witness (Yaroslavl Regional Court No. 30-1-263, 
2022)4 to military assessment). In any case, the regional courts, acting as appel-
late instances, were able to create new rules and interpretations that had not been 
specified in federal legislation even before this ruling of the Constitutional Court 
by applying the analysed legal amendments in individual cases. For instance, it 
demonstrated creativity when Yaroslavl Regional Court concluded that Russia’s 
military could be used outside its territory, including repelling or preventing an 
armed attack on another state that contacted the Russian Federation with a simi-
lar request, defending Russian citizens outside the Russian Federation (Yaroslavl 
Regional Court No. 30-1-289, 2022). While the Constitutional Court will explain 
in the Markus case that discrediting the military does not end with the current 
special military operation, the Yaroslavl Court reiterates that the use of the military 
is legitimate in the current situation when the authorities of LND and DNR asked 
Moscow for assistance in establishing independence from Ukraine. In another 
decision, the same regional court found itself authoritative in interpreting the fed-
eral code of law provisions when claiming that not having notions like discredit in 
the Code on Administrative Offences of the Russian Federation does not constitute 
a violation of “quality of law” (Yaroslavl Regional Court No. 30-1-188, 2022).

As demonstrated by the frequency of cases seeking indictments for defaming 
the armed forces, authorities are implementing the new laws. In addition, this 
represents an impressive consumption of resources. Public and law enforcement 
agencies spend astounding administrative resources on cases involving penalising 
criticism of the military, as evidenced by the volume of documents they produce 
to establish a person’s guilt. As part of its oversight of social media platforms, 
Roskomnadzor, the Russian federal communications agency, examines posts and 
comments that could undermine the government’s and military’s credibility (Shad-
rinsky District Court No. 5-116, 2023). There are countless documents to be col-
lected for each case as proof, such as social media inspection reports, the protocol 
of administrative offences, data from VimpelCom telecommunication company, 
media articles, and the testimony of several witnesses (Yaroslavl Regional Court 
No. 30-1-289, 2022). However, these resources are intended for activities similar 
to those prosecuting anti-war expression during the Soviet campaign in Afghani-
stan in the 1980s. Those who had been convicted were later rehabilitated, and those 
actions were acknowledged as “repression” (OVD-Info, 2023).

Notes
 1 Currently, documents accompanying draft law No. 1197680-7, titled “On Amendments to 

the Russian Federation’s Code on Administrative Offenses,” are available at https://sozd.
duma.gov.ru/bill/1197680-7. The package includes an explanation that the amendments 
are on establishing administrative liability for transactions or financial transactions with 
property obtained by criminal means in the interests of a legal entity, as well as public 
actions aimed at discrediting the use of the Armed Forces of the Russian Federation, as 
well as calls for the introduction of restrictive measures against the Russian Federation.

 2 Similarly, documents accompanying draft law No. 464757-7, titled “On amendments to 
the Criminal Code of the Russian Federation and Articles 31 and 151 of the Criminal 

https://sozd.duma.gov.ru/bill/1197680-7
https://sozd.duma.gov.ru/bill/1197680-7
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Procedure Code of the Russian Federation,” are available at https://sozd.duma.gov.ru/
bill/464757-7. The package includes an explanation that the amendments are on establish-
ing criminal liability for actions aimed at discrediting the use of the Armed Forces of the 
Russian Federation, as well as for disseminating knowingly false information about the 
use of the Armed Forces of the Russian Federation.

 3 A new concept of “mutual trust between society and the state” is introduced in Article 
75.1 of the Constitution as a result of the 2019 Constitutional Amendments.

 4 Among the cases discussed above is U who, when posting publications about a voting 
application withdrawn from the foreign-maintained services for download, was found 
guilty of discrediting the military. https://shorturl.at/bcgiX
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8.1   Our Findings in a Nutshell: The Primary Objective

Considering the analysis of legislative changes that restrict freedom of expression 
after 2012 based on the framework of asymmetrical information and its interpre-
tation through the analytical lens of systems theory, supportive theories, and the 
legitimation code theory (LCT), we are now approaching the point where we can 
conclude our analysis of Russia’s asymmetrical information-based legal system. 
Our primary objective was to determine whether Akerlof’s concept of asymmetri-
cal information applies to Russia’s legal system, which tightens freedom of expres-
sion. Using Luhmann’s insights, we could conclude that if the system does not 
enter a pathological state, Akerlof’s ideas are relevant to the critical topic of our 
inquiry. Hence, we did these studies to assert that the asymmetrical information 
framework, elucidated by Akerlof, applies to Russia’s legal system. Just one para-
graph from Niklas Luhmann’s Law as a Social System illuminates this conclusion:

For example, in economic transactions, personal preferences, interests, and 
wishes are not enough in law. Instead, forms of presentation should be sought 
out and found that suggest a rational, reasonable, or just solution is possible. 
It’s important to treat the system as a decision-maker, no matter how contro-
versial the facts, rules, and principles are.

(Luhmann, 1984, p. 428)

Russia’s legal system is controversial because of its asymmetry of information. 
Russia’s human rights situation has dramatically deteriorated due to the adoption of 
ambiguous laws that further restrict opposition and civil society actors and hinder 
freedom of expression and assembly (European Parliament resolution on Russia, 
2014, par. J). It does appear that the laws after 2012 reflect preferences, interests, 
and wishes to keep the status quo, no matter what the stakes are. It is hard to 
develop rational, reasonable, or just solutions when there are no differences of 
opinion, critical thinking, or free expression. The system is controversial, but it is 
also a decision-maker. A form of justice must be defined every time. So, the stakes 
are high, and even if citizens’ dissent is taken under control, even fully controlled 
power is vulnerable to being overtaken or misused on the side of its allies without 
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the strict rules of the game. Akerlof referred to these features of a system based on 
asymmetrical information as adverse selection (1970).

8.2  Asymmetrical Information – What Are the Critical 
Characteristics of Asymmetrical Information in Russia?

As explained in Chapter 1, our framework of asymmetrical information is based on 
three pillars: (a) information, (b) asymmetrising these data, and (c) communicat-
ing the asymmetrised data selectively. As we have used this framework, Figure 8.1 
illustrates the structure of asymmetrical information.

Below, we summarise our findings about creating asymmetrical information 
through legal amendments limiting free expression and communicating this infor-
mation to the public.

8.2.1  On Creating Asymmetrical Information

It has been found that Russian propaganda and techniques of asymmetrical infor-
mation fuel intensive self-correction and learning from mistakes (Rodgers & Lano-
szka, 2023). The results of the current study could support these claims as well. 
Utilising the possibilities of the LCT, we could analyse the explanatory notes to 
introducing new legislation tightening freedom of expression in Russia, also keep-
ing in mind the possibility of resorting merely to stating facts instead of inventive 
narrating to justify the needed legal outcome.

Additionally, based on the LCT, we can evaluate whether the explanatory notes 
for this legislation take into account the option of presenting straightforward facts 
rather than employing narratives to justify the intended legal outcome. We have 
found two examples of this practice. The process worked smoothly in most cases, 
with the inventive asymmetrising machine highlighting the specific knowledge and 
dramatising the threats to Russia while minimising the attributes of actors viewed 
as using Western influence and as detrimental and dangerous. This reflects the 
“ER+/SR-” narration style – the LCT methodology is explained in Attachment 1 
to Section 1. Table 8.1 summarises our findings on communicating asymmetrical 
information through legal amendments.

Based on our analysis of the process of asymmetrising information, we discover 
that most often, legal amendments are explained through thoroughly prepared nar-
ratives and legitimation. This process involves invoking alleged threats, supporting 

Figure 8.1 Asymmetrical information: the concept
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Table 8.1 A Summary of LCT-Based Analysis of Findings on Creating Asymmetrical Information Through Legal Amendments

Amendment(s) Document Finding Comment

Regulating the Enlightenment Activities Explanatory Note to the Draft Law  
No. 1057895-7 On Amendments to the 
Federal Law “On Education in the  
Russian Federation” (introducing 
Enlightenment Activities), https://sozd.
duma.gov.ru/bill/1057895-7.

Given that there is no legal regulation 
for these extracurricular activities in 
Russia, its formalisation was justified 
(ER+).

A negative image of the “West” is 
presented (SR-), allegedly trying to 
interfere with Russia’s education.

ER+, SR–

Extending the legislation on foreign 
agents to individuals

Explanatory Note to the Draft Law of 14 
July 2022 No. 255-FZ, https://sozd.duma.
gov.ru/bill/113045-8

It was necessary to adopt these amend-
ments based on the knowledge that 
current legislation contains “disparate 
provisions” in various federal laws, 
establishing different approaches to 
essential elements of the foreign agent 
status (ER+).

A negative image of the “West” is 
presented (SR-), which interferes with 
Russia’s society and commits “interna-
tionally wrongful acts” (SR-).

ER+, SR–

Limiting Protest Activities
2012 prohibitions on covering faces, 

widening authority over protest  
locations, banning series of one-person 
pickets, and introducing more  
prohibitions for organisers

Explanatory Note to the Draft Law “O 
vnesenii izmenenii v Kodeks Rossiiskoi 
Federatsii ob administrativnykh pravon-
arusheniiakh,” https://sozd.duma.gov.ru/
bill/70631-6

As a result of the knowledge that insuffi-
ciently regulated protests are a threat to 
society, new regulations are necessary 
(ER+).

The Western countries can show good 
examples of high fees for violating 
protest rules (SR+).

ER+,SR+

(Continued )
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Amendment(s) Document Finding Comment

2014 to 2020 amendments regarding 
limitations for journalists

2014 amendments tightening the penal-
ties for non-pre-agreed assemblies, 
riots and introducing a cumulative 
criminal liability for a series of minor 
offences

2016 amendments regarding the powers 
of the National Guard during protests

2018 amendments penalising minors 
involved in unauthorised protests

Explanatory Note to the Draft Law “O vnese-
nii izmenenii v nekotorye zakonodatel’nye 
akty Rossiiskoi Federatsii” (v chasti 
sovershenstvovaniia zakonodatel’stva o 
publichnykh meropriiatiiakh), https://sozd.
duma.gov.ru/bill/485729-6

Explanatory Note to the Draft Law “O vnese-
nii izmenenii v nekotorye zakonodatel’nye 
akty Rossiiskoi Federatsii” (v chasti 
sovershenstvovaniia zakonodatel’stva o 
publichnykh meropriiatiiakh), https://sozd.
duma.gov.ru/bill/485729-6

Explanatory Note to the Draft Law 
“O vnesenii izmenenii v otdel’nye 
zakonodatel’nye akty Rossiiskoi Federat-
sii i priznanii utrativshimi silu otdel’nykh 
zakonodatel’nykh aktov (polozhenii 
zakonodatel’nykh aktov) Rossiiskoi Fed-
eratsii v sviazi s priniatiem Federal’nogo 
zakona “O voiskakh natsional’noi gvardii 
Rossiiskoi Federatsii,” https://sozd.duma.
gov.ru/bill/1037366-6

Explanatory Note to the Draft of Federal 
Law “O vnesenii izmeneniia v stat’iu 
20.2 Kodeksa Rossiiskoi Federatsii ob 
administrativnykh pravonarusheniiakh v 
chasti ustanovleniia

administrativnoi otvetstvennosti za vov-
lechenie nesovershennoletnego v uchastie 
v nesanktsionirovannom publichnom 
meropriiatii,” https://sozd.duma.gov.ru/
bill/462244-7

The journalists should not join the 
protesters and fulfil their professional 
duties while remaining easily identifi-
able in crowds.

A statement of fact: ER–, SR–.

“Statistics” were cited to support crimi-
nalising protesters who committed 
several minor offences (ER+).

Protesters with ill intentions were criti-
cised (SR–).

In two sentences, a brief statement of 
facts.

The goals of legal amendments are 
merely reiterated with references to the 
irrelevant Eurasian Economic Union 
Treaty.

Indication of 
crisis

ER–,SR–

ER+,SR–

Indication of 
crisis

ER–,SR–

Indication of 
crisis

ER–,SR–

(Continued )

Table 8.1 (Continued)
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Amendment(s) Document Finding Comment

2022 amendments: foreign agent prohibi-
tions and stricter fiscal requirements

Codifying Societal Values

Explanatory Note to the Draft Law 
“O vnesenii izmenenii v otdel’nye 
zakonodatel’nye akty Rossiiskoi 
Federatsii,” https://sozd.duma.gov.ru/
bill/140449-8

RF Constitutional Court, Zakliuchenie of 
16 March 2020 No. 1-Z “O sootvetstvii 
polozheniiam glav 1, 2 i 9 Konstitutsii 
Rossiiskoi Federatsii ne vstupivshikh v 
silu polozhenii Zakona Rossiiskoi Feder-
atsii o popravke k Konstitutii Rossiiskoi 
Federatsii “O sovershenstvovanii reguli-
rovaniia otdelnykh voprosov organizatsii 
i funktsionirovaniia publichnoi vlasti,” 
a takzhe o sootvetstvii Konstitutsii 
Rossiiskoi Federatsii poriadka vstuple-
niia v silu stat’i 1 dannogo Zakona v 
sviazi s zaprosom Prezidenta Rossiiskoi 
Federatsii,” in Sobranie zakonodatel’stva 
Rossiiskoi Federatsii, 23.03.2020, No. 12 
item 1855.

A brief statement of facts in one 
sentence.

Quoting pre-existing traditional values 
(ER+)

Making allusions to international law 
(SR–)

Indication of 
crisis

ER–,SR–

ER+,SR–

Prohibiting Discrediting the Military and 
the Authorities

Using the preparatory materials from 
another legislative process that was on 
hold.

No explanation whatsoever
ER–, SR–

Indication of 
crisis

ER–,SR–

ER = knowledge framing SR = knower framing
ER+ SR- = knower qualities are downplayed in favour of knowledge
ER−, SR+ = knower attributes are emphasised, and knowledge is downplayed
ER+, SR+ = knower’s qualities and knowledge are both important
ER−, SR− = neither knowledge nor knower qualities are important

Table 8.1 (Continued)
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their significance, and highlighting the negative features of the external enemy 
(e.g. the West and those citizens who share its values) (ER+, SR-). In 2012, how-
ever, the explanatory note used a different technique to create a positive image of 
the West (SR+) and justify tightening protest rights based on the threat loose regu-
lation poses to society (ER+). During the protests, the system was most alert when 
dealing with the presence of journalists in demonstrations, the non-admittance of 
foreign agents in protests and the deployment of the just-created national guards 
to deal with mass demonstrations. Explanatory notes in these cases limited them-
selves to statements of fact (ER-, SR-). Moreover, the strategy of late oppositionist 
Aleksei Navalny, who appealed to young people regarding their appearance at pub-
lic protests, also appears to be an alert for the system since the 2018 amendments 
prohibiting minors from participating in unauthorised protests are a mere statement 
of facts (ER–,SR–). In the end, when things became more serious and Ukraine 
was able to resist Russia’s invasion for longer than expected, there was a need to 
silence opposing voices, and the legislators said no word about passing new laws to 
prevent it. A legislative process on hold was taken, we called it “legislation through 
winter preservatives” (ER-, SR-). As a result, our methodology successfully identi-
fied four crisis alerts when the asymmetrising technique deviated from its usual 
narration and explanation. Three of these involved the suppression of mass pro-
tests. In contrast, the fourth involved suppressed criticism of the war in Ukraine. 
The system is thus likely concerned about the possibility of its narrative being 
ruined by mass disobedience and by destroying a significant part of the current 
narrative: the planned and imminent victory in Ukraine. Free expression acquires 
more meaning for forming Russia’s system as it is now. Figure 8.2 summarises our 
framework of asymmetrical information.

8.2.2  The Process of Communication

Asymmetrised transmission occurs only when there is a difference between 
utterances and information (Luhmann, 1992). Thus, there is specifically organ-
ised communication or transmission of this data to ensure the doctored informa-
tion is understood in the way it is supposed to be understood. No information 
self-understands, requiring an independent decision whether to believe it.

The reason is that communication creates redundancy by allowing people to 
access the memory in different ways. The system thus limits access to memory by 
creating false memories with new stories and explanations. This is to avoid the risk 
that eventually, the limits of communication are reached or patience, that is, the 
burden the psychical environment can tolerate, is exhausted. Finally, an interest in 
other topics or partners takes precedence (Luhmann, 1992). So, the system silences 
dissent, sensors the news, and rewrites the history books.

When authorities often amend the law to asymmetrise information, they resort 
to the so-called taxonomising technique based on the LCT theory we discussed 
earlier. This taxonomy follows Luhmann’s binary coding (1992) of good, just, 
and right (positive value) and bad, unjust, and wrong (negative value), with con-
stant self-reference to we (national authorities and loyalists) and others (West and 
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traitors). The national authorities, whose decisions are portrayed as just with refer-
ences to traditional values, are juxtaposed with all other individuals and entities 
who are unjust foreign agents, the mass media calling the war “the war,” and indi-
viduals appearing on the streets to protest the public narrative. Therefore, follow-
ing Luhmann, juxtaposition occurs through self-referencing and other-referencing 
with positive and negative values: the “collective West” (1992, p. 86) and NATO 
with their unjust and wrong values versus traditional national authorities.

8.3   Self-Correction: Serving the System's Survival

This paragraph summarises how self-correction works and how non-existent free 
expression fits this process. It also provides answers to the following research 
questions:

• What role do asymmetrical information techniques play in the system’s survival?
• Are there specific asymmetrising information techniques this legal system went 

through?

Figure 8.2 Framework for asymmetrical information in Russia’s legal system
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This will be done by differentiating the functions of asymmetrical information 
to ensure its functioning: guaranteeing (i.e. preserving) the system, facilitating its 
construction, and dealing with uncertainties. We have already mentioned that the 
reviewed legal amendments strengthen the status quo of the existing regime as it 
existed before the invasion of Ukraine, which sparked the ongoing crisis.

8.3.1  Self-Correction: Preserving Operative Closure

Defining the system’s boundaries by law is among the primary means of pre-
serving the operative closure of the legal system. This defining is done by con-
centrating on societal issues and through binary coding of what is legal and 
what is not (Luhmann, 2004). In our case, laws are formulated and implemented 
based on the principle of information asymmetry. Fierce marketing campaigns 
for these amendments in media and public speeches support all of this, creating 
an atmosphere where the official narrative is the only one to be shared. A posi-
tion such as this deviates from equality; the official narrative is a narrative, and 
anyone can present one. However, in the current system, no one can speak their 
narrative aloud without fearing consequences. The legal amendments that we 
analysed are to make sure everyone is required to articulate the official narrative. 
Equal treatment should qualify as a reason in itself, whereas unequal treatment 
must be justified (Luhmann, 2004). However, our asymmetrical legal system 
justifies dissimilarity between wanted and unwanted actors in similar cases by 
introducing broad and vague legal formulations that the courts and administra-
tive authorities freely interpret in their favour. Nevertheless, this is not unusual 
for highly stratified societies that interpret equality in its current form as the 
norm (2004).

Notably, such forms of equality also emphasise the system’s dynamics. This 
occurs when frequently repeated questions are asked by the system concerning 
“whether something is equal or unequal” (Luhmann, 2004, p. 133). Thus, the sys-
tem must “create the criteria” upon request, using narration, inventing (vague) 
arguments, justification, or propaganda1 to justify its interpretation (Kenez, 1985). 
As a result, the legal principle of equality within Russia’s legal system ceases to 
be normative, and the laws adopted in violation of this principle and interpreta-
tions that defend these violations become an asymmetrised norm of the current 
forms of equality. In other words, the legal norms drafted through a technique of 
asymmetrical information are a legal basis for violating the equality principle. For 
example, we will see in Chapter 7 of this book on prohibitions of discrediting the 
military and the authorities how the Constitutional Court defended a new legal ban 
against criticism of the armed forces: armed forces activities are so vital to national 
security that criticising them should be prohibited, unlike criticism related to other 
topics. It may also be found in Chapter 4, revealing how the legislation provides a 
definition of a foreign agent that is too broad. When we examined how the courts 
apply such vague definitions, we could see that a lot of discretion is used, so almost 
any undesirable oppositionist can be excluded from the public sphere as a foreign 
agent.



Russia’s Asymmetrical Information-Based Legal System 143

8.3.2  Self-Correction: Facilitating the Construction

Self-correction in the frames of asymmetrical information also facilitates the con-
struction of the system. When read against the background of asymmetrical infor-
mation framework and systems theory, a journey of Russia’s freedom of expression 
legislation from 2012 until 2023, limiting free expression, acquires more meaning 
for forming Russia’s system as it is now. There are voices in research and the media 
claiming that the system has changed for the worse since the war in Ukraine started 
(Eltsov, 2019). Yet, we could not confirm this is true by analysing public speeches, 
interpretations of the Constitutional Court, general courts’ decisions, and Explana-
tory notes to new laws. There used to be all the same old ER+, SR- technique, 
except the four cases all through introducing legal limitations on free expression.

As it happened when legislation was introduced to tightening protest activi-
ties and prohibiting discredit of the military (using the ER-, SR- technique), we 
are left inferring that the system remained unchanged, despite the changes in the 
environment allowing opportunities to reveal its inner nature. During the Yeltsin 
period, Russia liberalised the economy, politics, and human rights, possibly to gain 
West-European recognition and EU Council of Europe support. Russia ran fiscal 
reforms to strengthen the ruble with the assistance of the IMF and the World Bank 
(Boughton, 2012). In 2012, Boughton predicted Russia’s potential failures, includ-
ing impoverishment, return to communism, and political isolation. Post-invasion 
of Ukraine, Boughton's 2012 scenario parallels what Russia is experiencing now. 
One thing to note is that the system accumulated significant financial resources to 
sustain all the implications, resources it acquired by trading natural resources with 
the West, and resources that enabled it to strengthen and resume familiar counter-
measures against NATO (2012).

8.3.3  Managing Uncertainty

According to systems theory, a message communicated to the audience can be 
believed or rejected. How Russia’s system communicates asymmetrical informa-
tion is to be accepted or rejected. Communication creates the first alternative and, 
with it, the risk of rejection (Luhmann, 1992). Even such doctored communication 
involves risk. Information asymmetry in Russia’s legal system has also revealed the 
purpose of managing uncertainty. It confirms Luhmann’s argument that every legal 
communication requires uncertainty (Luhmann, 2004, p. 255). Despite the recent 
amendments to the Constitution nullifying Putin’s acquired presidential terms, there 
is always uncertainty about the future. This is similar to Luhmann’s example of a 
good advocate entering a court case with a conditional uncertainty about the out-
come (2004, p. 255). It remains to be seen how those whose loyalty to the system is 
crucial will continue “quiet sabotage” (Shulman, 2022) after Putin “won” the Presi-
dency in 2024. However, by asymmetrising information, one can ensure that all 
possible measures are taken to prevent angry mobs from becoming angry electors.

The system is thus self-correcting to manage uncertainties. As Chapter 2 of this 
book explains the context, the gradual and steady tightening of freedom of expres-
sion strengthened new authoritarianism. It went conceptually through sovereign 
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democracy (akin to Akerlof’s sellers leaving for another used car market). During 
the pre-Ukraine invasion period, the system shifted from sovereign democracy to 
neo-Eurasianism,” altering the Constitution in a way that made Russia a “continua-
tor” of the Soviet Union. The renewed regime again increased restrictions on free-
dom of expression even more. It arrived at the constitutional guarantees of personal 
leadership, entrenching the institution of President Emeritus through the decline of 
international law and the censoring of military criticism. It invented a procedure to 
adopt a needed law overnight: opening winter preservatives.

The normativity of the law continues to diminish in importance as a result of 
the adoption of comprehensive legal rules and prohibitions, with the Constitu-
tional Court declaring a regime change in Kristina Markus’ case, where the Court 
declared that the central value of Russia is its Constitution and state, which citizens 
must protect at all costs, from withdrawing from criticism – playing in favour of 
Russia’s foes – or giving their lives on the battlefields (RF Constitutional Court, 
2023). The previous tricks answer our second research question, which is about the 
symmetrising techniques the system has gone through. Yes, it did go through quite 
a lot of them. But no, the system had not become worse; it evolved to the level 
where it can take off the masks, and limiting free expression, with all the tricks 
outlined above, guaranteed this evolution.

True, instability and failure are attributed to internal tensions by several pundits 
and scholars (Blank, 2006). It is also what Akerlof predicts will happen to the used 
car market based on asymmetrical information; it will collapse. A market based 
on lies is doomed to fail, following Akerlof’s “The Market for Lemons” – buyers 
won’t pay fair prices for good second-hand cars since they do not know all the 
cars’ qualities, and sellers will flee and look elsewhere for profits (Akerlof, 1970). 
In the real estate sector, asymmetrical information also impacts market dynamics. 
A negotiating power imbalance may result from buyers and sellers having different 
understandings of a property’s state, location, and potential resale value. This could 
result in unfair dealings or exploitation. To explain why Russia continues to exist 
as a “new authoritarian” state with tremendous nuclear power after imperialism, 
socialism, and democracy have fallen, a convincing argument would be needed.

There is a good explanation for this in both Akerlof’s and Luhmann’s ideas. 
In Luhmann’s view, non-democracies are just normal systems – that is, normal 
historically-first systems. Likewise, all the system’s characteristics are well applied 
to the legal system of an authoritarian state, its autopoietic, operatively closed 
self-referential core, as well as the environment, which is essential for its survival. 
Akerlof says that the ill-intentioned second-hand car sellers who have made the 
market non-democratic will leave and go elsewhere. Since any system is created 
and maintained by its environment, the authoritarian leadership cannot just stand 
up and leave it for another market. Another solution to this dilemma Luhmann 
offers is that the system can self-correct or fix the social memory when citizens are 
about to erupt (and hence create another market).

Thus, self-correction is the guarantee that the system will avoid pathological 
conditions. In an authoritarian, asymmetrical information-based system, obedient 
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masses can’t bring about progressive ideas and social change because human rights 
and freedoms are the foundation of democracy (Kelsen, 1955). It is thus up to the 
system to deal with its adverse selection problem and avoid reaching a pathologi-
cal condition close to a collapse. As Luhmann remarked, these are communication 
topics that facilitate the memory of communicative systems (Luhmann, 2000). He 
continued that by swapping and changing “local” modules of topics, a highly dif-
ferentiated memory can tolerate rapid topic changes while returning to them later. 
Taking the trail of events and explanations, let’s exaggerate and simplify to see 
how it happens in Russia:

As opposed to capitalism and the United States, we built socialism before 
transitioning to democracy to create the “Eastern pillar” of Europe. Europe 
and the U.S. threatened our efforts to establish a sovereign democracy. How-
ever, we might discover we don’t need Europe and democracy as long as 
Russia challenges the U.S.

Each time a significant crisis necessitates a collective regret over an ideology, 
a new one emerges. Meanwhile, Russia remains self-referential by opposing itself 
to the United States and the “collective West.” Russia positions itself as capable 
of self-defence in any tough time, so tuning a framework on the fly is just fine (in 
the absence of freedom of expression), regardless of what and how it does it inter-
nally. In Luhmann’s definition, “normal interception” and “absorption capacity” 
are typical cases for any system, whether it is “reciprocal noise, disturbances, and 
perturbations” (Luhmann, 1992, p. 258). What or, in our case, internal conflicts, 
such as Prigozhin’s coup.

Authoritarian leadership, even one that uses asymmetrical information, can sur-
vive until it reaches a pathological condition. Luhmann noted that a sense of the 
pathological occurs only when certain tolerance thresholds are transcended (1992, 
p. 257). There’s pathology when the system’s memory “is brought into play” (1992, 
p. 257) and “experiences of disturbances are stored, combined, represented again, 
and amplified by reinforcement of deviation and hypercorrection, as well as when 
increases in these abilities are exhibited” (1992, p. 259). By overusing methods, the 
system thus runs out of skilful ways to manipulate reality perception, so it risks creat-
ing a pathological condition. Liudmila Petranovskaia says it is hard to find too many 
such methods in Russia because people are so busy making ends meet that they don’t 
think about how they’re treated for their rights and freedoms (Poligon.Media, 2022).

As economies get tougher, social memory can also be affected, and Luhmann 
helps us understand how it happens. One can tune social memory and knowledge 
over time by delaying psychological memory performances sequentially (1992, 
p. 235). History is replaced by moulded memory that is shaped, for example, by 
how people share memories about war if they witness it and tell others about it. 
Social memory can create a false narrative if the first person to share their memory 
presents it differently from what happened in reality and subsequent witnesses 
repeat it.
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The drawbacks of such asymmetrising information are evident in divination and 
law (Luhmann, 1992, p. 235). All the earliest written forms of information were in 
documents that only certain people could access, possess, and read (1992, p. 235). 
Likewise, accessing confidential documents has been a stumbling block for dec-
ades, not just in the Soviet Union, but today, citizens cannot see them. Modernity 
has everything it needs to make access to information more accessible. Especially 
after 2012, Russia tried to shape this by censoring books, monitoring the inter-
net, controlling media that spread official propaganda, and imprisoning and exiling 
opposition leaders. Uncensored writing can achieve something unwelcome in a 
system based on asymmetrical information, “the basis for forming different opin-
ions” (1992, pp. 258–259).

8.4  Summing Up

We could establish that Akerlof’s suggestion regarding asymmetrical information 
and the adverse selection problem it causes holds to Russia’s legal system’s limita-
tion of free speech. Communication of asymmetrised data uses binarisation, legal 
for us but illegal for them, that maintains the self-reference and closure of the 
boundaries of the system. The situation is that citizens are offered a choice of top-
ics to think about, such as opposing NATO, fighting the elusive Nazis in eastern 
Ukraine, preserving traditional Russian values, opposing European LGBTQ+ dis-
course, etc. Despite the binary choices infused by the system and the taxonomies 
used to formulate laws, there is not much choice in what to conclude after such 
thinking: either to self-identify as “bad” like the West allied with Ukraine or to 
be “good” like Russia. No matter what colour plate the broccoli is served on or 
whether it is on a pink, white, or green plate, the customer is served only broccoli.

Another theoretical dilemma remains: when an asymmetrical information-based 
system will become a pathology. It is, however, true that some other states rely 
heavily on information censorship to limit opposition to their policies. Are sys-
tems with asymmetrical information or systems opposed to democracy, norms, or 
pathologies? In terms of Luhmann’s systems theory, he could not say whether the 
principles he devised for them could be applied to general standard or nonpatho-
logical social systems. Still, he was not able to deny it either (1992, pp. 258–259).

Akerlof’s insights suggest that systems based on asymmetrical information are 
likely unstable. This relates to the prisoners’ dilemma: if both accomplices cooper-
ate, they will receive a minimum sentence or no sentence at all. People who go to 
great lengths to protect others can take the penalty from their accomplices. Despite 
this, their punishment will still be less severe since crimes committed in collabo-
ration usually carry more serious penalties. Because of this, all accomplices will 
receive the maximum sentence if they refuse to work together.

The issue is, thus, who should sacrifice for the benefit of another one? While 
the system is not going to do it and collects all its inventiveness to self-correct, so 
does the citizenry who chose not to believe the official narrative; they go to great 
lengths to protect others. As we witnessed in this book, different societal groups 
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try to resist the system. Those who make these attempts may feel powerless and 
helpless, but it shows how smart and reflexive they are. True, it is risky to say what 
you think while in Russia now due to fear of consequences. To stay sane now, it’s 
only safe to have saloon-type discussions, as in the time when the Decembrists 
revolted and were suppressed. Meanwhile, the authorities are trying their best to 
control educational activities outside of the curriculum they call enlightening, as if 
in remembrance of the Decembrists and their Enlightenment.

Yet dissent tactics are also changing and evolving. Flowers brought to ad hoc 
memorials for oppositionist Aleksei Navalny’s death are a testament that many 
try to resist. After it became clear that the mass protest strategy following the 
“Bolotnoe Affair” was useless because of the financial and other toll, they had to 
invent different ways to change. According to Shulman (2022), there is currently 
“not quite a protest” but “quiet sabotage” from those whose loyalty is essential 
to the system, educators (teachers and school administrators) and parents. It is 
possible to protest and end up in prison, but it is also possible to gradually cre-
ate a climate of something badly wrong. It is a heavy climate for a system that 
is used to believing in its righteousness and stimulating public support. In the 
end, there can thus always be some symmetry found against the asymmetrical 
information.

Figure 8.3. People laying flowers at ad hoc memorials to pay respect to A. Navalny’s death
Source: Anonymous
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Note
 1 Which, in most general terms, is defined by Kenez as “[n]othing more than the transmis-

sion of social and political values in the hope of influencing people’s thinking, emotions, 
and behaviors” (Kenez, 1985, p. 4).
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An example of applying the LCT-grounded analysis with the framework theory of 
asymmetrical information to the issue of foreign agent legislation in Russia

Before an extended analysis of multiple data sources is made, an initial analysis 
of connections between the formal concepts of the law can be made with the help 
of the LCT-derived clausing tool. This tool, proposed by Maton and Doran (2017), 
allows analysing a text vis-à-vis relating theories and concrete legal issues with a 
view to finding out which clausing strategy (taxonomising, coordinating, charac-
terising, or establishing) is used in the formulations of the document, which is the 
result of condensing the meaning of the document. The scale of techniques used 
to formulate the laws by condensing the complex meanings and assumptions to 
technical legal provisions, thus, moves from taxonomising to establishing. Each 
strategy’s relative strength of condensing the message (i.e. how much or little 
they “pack in” meanings) is represented by using plus (+) and minus (–) symbols, 
with (++) and (–) indicating the strongest and weakest condensation, respectively. 
Stringer condensation (EC+) implies that more meaning is related to other mean-
ings, while weaker condensation (EC–) implies that less meaning is connected to 
the previous meaning (Wilmot, 2020, p. 21). In other words, more substantial con-
densation shows that more complex meaning is built into the message in one go, 
while weaker condensation indicates less knowledge-building. As applied to our 
goals, the benefit of this tool is its capacity to show how the narrative in the laws, 
official interpretations, and case law is constructed and which key themes or trig-
gers it relies on.

LCT-grounded analysis, as applied to the meaning and further political and soci-
etal implications of extending the application of laws on foreign agent status from 
organisations to natural persons, related to the laws amending the “foreign agent” 
legislation (data), would mean an analysis consisting of several stages:

An initial analysis of the definition of a foreign agent in the 2022 Federal Law, 
“On control over the activities of persons under the influence of a foreign 
entity,” with a clausing tool shows that the law relies on a straightforward 

Appendix
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technique of taxonomising between foreign agents, on the one hand, and 
ordinary law-abiding persons, on the other hand:

A foreign agent means a person who has received support and (or) is under 
the foreign influence in other forms and carries out activities, the types of 
which are established by Article 4 of this Federal Law.

(RF Federal Law No. 255-FZ, 2022)

Taxonomising is performed by establishing a binary distinction between indi-
viduals who received foreign support while carrying out activities mentioned in 
Article 4 (i.e. political activities) and individuals who are outside of the scope of 
this law, and by further classifying meanings within a schema of foreign support 
and foreign influence that is prohibited by law, indicating that one act of receiv-
ing a foreign grant or donation makes up a part of the other more serious con-
dition, remaining under the influence of foreign states and therefore outside the 
law-abiding realm, endangering Russia’s security.
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destructive ideology, countering 110
Development of Civil Society 75
dictatorship (poster) 126
dictatorship of law, presumption 59 – 60
dishonesty, cost 2 – 3
dissent: active expression 90; citizen 

dissent, control 135 – 136; control, 
power structure reliance (increase) 
101 – 102; counteraction, solidarity 
(imposition) 6; existence, presupposition 
(absence) 99; foreign influence 
branding 1; freedom (tool) 30; historical 
repercussions 56; possibility 39; power 
ministries/structures handling, trust 101; 
ridiculing 12; silencing 2, 6, 13, 31, 40, 
140; suppression 30, 55 – 56; tactics, 
change/evolution 146; tracking 101

distancing, basis 27 – 28
diversion, concept 33
Doctrine of Information Security (2016) 74
domain names 115n1
domestic audience, management 

(benefits) 38
dominion system (sistema vlastvovaniia) 32
Donetsk People’s Republic, citizens 

(protection) 127
“Don’t Call Him Dimon” video 88 – 89
Dozhd (TV Rain) 75
Draft Convention Concerning the 

Institution of an International Right to 
Correction 28

Draft Convention on Freedom of 
Information 28

draft, participants support 52
dual state 2; administrative authority 

consolidation inevitability 9; agents, 
imposition 9; effect, regime achievement 
9; Russia identification 23; theory 9, 
14 – 15, 30, 129; theory, application 79

Dugin, Alexander 32, 112

economic transactions, legal limitations  
135

ECtHR 73 – 73
Edinaya Rossiya (Navalny speech) 88
editorial certificate, usage 92
educational initiatives, development 51
educational programs activities, 

framework 50
education discourses, purity (ensuring) 51
elders, respect (instilling) 40
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punishment/restrictions 94; restriction 
96; right, importance (Court declaration) 
94; right, protection 94; tightening, 
post-2012 legal amendments (impact) 89

freedom of association 23; violation 75
freedom of expression 2; absence 145; 

censorship 63; general theories, 
holistic application 2; legislation 143; 
tightening, impact 143 – 144

freedom of speech, harshening 2
freedom of the media, abuse 

(inadmissibility) 110
freedom of the press 23
freedom, violation 82
free expression: citizen limitation 6 – 8; 

legal principle, reframing 1; opportunity 
10; rights-based approach 10

free speech, restrictions 3
French Revolution 55
funding, minimum amount 

establishment 78

Gathering and International Transmission 
of News 28

General Assembly, recommendations 
28 – 29

Geneva Conference on Freedom of 
Information (1948) 28 – 29

geopolitical struggle 32
Gerasimov, Valery 35
global peace, upholding 129 – 130
Golos 75 – 76
Gorbachev, Mikhail 38
Gorinov, Alexey 124
Government Decree No. 485 73
Great Reforms 54
Grigoryev, Maxim 52
Gudkov, Dmitry 89

heterogeneous spaces 32
historical monuments, preservation 57
historical truth, protection 10
history, falsification 57
holistic development, promotion 40
home, audience cost (raising) 129
human rights: implementation 1; protection 

mechanisms, regulation 76
Human Rights Commission of ECOSOC 29

ideology, appearances 30 – 41
impeachment process (otreshenie ot 

dolzhnosti), parliament approval 26
individual freedoms, denial 33

Federal Law No. 8-FZ 76; No. 58-FZ 119
Federal Law on Education 49, 60; 

amendment 61; amendment, rationale 
49; legal definition 50; Section 12 58

Federal Law on Education, Part 3 (Article 
105) 51

Federal Law on Information, Information 
Technologies, and Protection of 
Information 110 – 111; amendment 111

Federal Law on Public Assemblies, 
amendment 95

Federal Law on the Basics of Crime 
Prevention 57

federal patriotic education programs 39
Federation Council for the Protection of 

State Sovereignty 58
fiscal requirements, strictness (increase) 

95 – 96
flawlessness (nepogreshimost) 73
foreign affiliations, traditional values/

distancing (basis) 27 – 28
foreign agent legislation: extension 68, 

71 – 72; legal tightening (analysis) 81; 
possibility 80; requirements, individuals 
(compliance) 80, 82

foreign agents: affiliation 71; application 
76; ban 72; definition, analysis 
149 – 150; foreign agent-related 
limitations 73 – 74; personal data 
protection 72; prohibitions (2022 
Amendments) 95 – 96; registry, inclusion 
82; status 68 – 69; taxonomising 
technique 150

Foreign Agents Registration Act 
(FARA) 70

foreign citizenship, holding/absence 28
foreign countries, exchanges 51
foreign discourse, influence 60
foreign funding: consideration 76; 

receiving 77 – 78; requirement 
minimum, absence 78

foreign funds, return 69 – 70
foreign influence 69; counteracting 1
foreign organisations, collaboration 51
Foreign Policy Concept 31
foreign source, technical assistance 69
formal narrative, enlightenment (alignment) 

57 – 58
framework theories, choice 8 – 12
freedom of assembly 23; abuse 99; impact 

96; limitations, European Court of 
Human Rights judgments (impact) 
91; limitations, permissibility 94; 
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interpersonal relationships 112
interventions: individual level 97 – 98; 

structural level 98 – 99
intra-élite intrigues 10, 34

journalists, limitations 92
Journey from St. Petersburg to Moscow 

(Radishchev) 55
juxtaposition (occurrence), self-referencing/

other-referencing (usage) 141

Kara-Murza, Vladimir 11
Khrushchev, Nikita 56, 79
knower codes, reliance 13
knowledge: codes, usage 13; dissemination 

50; structures 13
“Kostroma Center for Support of Public 

Initiatives” 72
Kremlin, young people escape (risk) 40

Lashmankin case, ECHR judgment 77
law: accountability, relationship 23 – 27; 

dictatorship 59 – 60; skirting 23 – 24
Law as a Social System (Luhmann) 135
lawmakers, constitutional principles 25
Law on Mass Media (1991) 110
legal amendments 108 – 111; enactment 

128; enlightenment history, separation 
54; enlightenment-related legal 
amendments, summary 62; findings, 
communication 112 – 115; impact 
87; review 79; summary 102; theory, 
findings 78 – 82, 112 – 115, 128 – 131

legal amendments, post-2012 analysis 49, 
68, 87, 108, 117; discussion 96 – 102; 
legitimation code theory usage 4

legal dualism 2, 9; interpretation 
(articulation), Russian Constitutional 
Court (impact) 23; law evasion, 
relationship 23 – 24; theory 14

legal guarantees, violation 82
legal norms, constitutional rights 

(conflict) 82
legal profession, regulation 76
legal protection, object 29
“legislation through winter 

preservatives” 140
legislative amendments 49 – 53, 89 – 96; 

review 129
legislative changes, analysis 135 – 136
legitimate interests, violation 82
legitimation code theory (LCT) 2, 135, 140; 

framework 14 – 15; LCT-based analysis 

individuals: foreign agent legislation 
extension 68, 71 – 72; reactions 53, 
75 – 77

influence, exertion (restriction) 72
information: asymmetry 135 – 136; 

de-symmetrisation 71 – 72; 
dissemination, prohibition 72; 
evaluation, children education 60; flows, 
constraint 3; technologies, usage 77

information asymmetrisation 5, 11 – 12, 24, 
35, 56, 117, 141, 143; drawbacks 146; 
examination 4

information censorship 146; socio-legal 
approach 1 – 3

information technology, older people 
(integration) 57

information-utterance-understanding 
(communication triad) 4

innovations, introduction 57
innovative activities, joint 

implementation 51
inoculation theory 39 – 40
Institute of Law and Public Policy, case 76
integration clause 21
intellectual development: promotion 

40; skills/values/competencies 
development 50

interests/wishes, legal limitations 135
interethnic harmony, fostering 57
internal affairs, jurisdiction 92
internal audience costs 12
International Bill of Human Rights 29
International Covenant on Civil and 

Political Rights 91
international human rights, 

synchronization 30
international law: application, limitation 

21; Constitutional Court citation 
94, 112; decline 144; existence, 
cessation 22; expertise 82n3; human 
rights, ECtHR association/protection 
72 – 73; information, relationship 
73; integration clause, relationship 
21; justification source 91; monistic 
principle 21; norms, constitutional 
foundations (juxtaposition) 27; place 
21 – 22; principle 21; respect 59; Ruling 
No. 10-P citation 130; Soviet-era 
international law, perspective 38; 
strategy, compliance 111 – 112

international organisations, collaboration 51
international peace/security, 

maintenance 118
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minors: asymmetrical feeding 100 – 101; 
detention, allowance 100; public 
assembly involvement, special liability 
(introduction) 101

mobilisation, concept 33
modernity, needs 146
Monthly Essays for the Benefit of and 

Entertainment of Servants 55
moral development: promotion 40; skills/

values/competencies development 50
moral obligations, invocation 122 – 123
Moscow City Court, protest regulation 

violations 53
Moscow State University Lomonosov 

Complex 53
multi-ethnic civilisation 31

names: actions, awareness (absence) 39; 
authoritative names, quoting 15; domain 
names 115n1

narrative, Russian authority position 113
National Guard: instructions, compliance 

failure 101; internal affairs 95; powers, 
2016 Amendments (relationship) 94 – 95; 
Russian National Guard, tasks/functions 
(fulfillment) 95; squads, appointing 
101 – 102; troops, Putin introduction 
94 – 95; troops, supervision tasks  
94 – 95

national guards, jurisdiction 92
nationalistic rhetoric, increase 39
National Security Strategy 36, 112
NATO, fighting 113
NATO membership, accession 1
natural monuments, preservation 57
Navalny, Aleksei: Anti-Corruption 

Foundation 88 – 89; death, ad hoc 
memorials 147; Edinaya Rossiya, 
relationship 88; grave, flowers 
(laying) 3; “Hope for Russia” 96 – 97; 
imprisonment/death 96; leadership 
99; messages, sending strategy 100; 
non-authorised anti-corruption protest, 
participants (involvement) 100; 
opposition figures 11; visibility 88 – 89; 
young people connection, attempt 41

negative assessment/attitude 73
Nemtsov, Boris 96
neo-Eurasianism 144
network educational program 

implementation, participation 51
new authoritarianism 2, 38; power verticals, 

focus 36; strengthening 143 – 144

137 – 139; LCT-grounded analysis, 
application 149; LCT-grounded document 
analysis 14; methodology 136; suggestion 
78; taxonomy proposal 9; usage 4

LGBT community, consolidation 111
LGBTQ+: individuals, legislative 

restrictions 117; resources, children 
access (prevention) 101

liberal democracy, replacement 112
“Long State of Putin, The” (Surkov) 32
long-term traps, creation 6
Lugansk People’s Republic, citizens 

(protection) 127
Luhmann, Niklas 5 – 6, 22, 61, 97 – 98, 113; 

asymmetries, occurrence 19; binary 
distinctions 130; communication topics 
145; dilemma, solution 144; history, 
swap 31; juxtaposition, occurrence 141

many-sided control, usage 60 – 61
“Market for Lemons” (Akerlof) 144
market system, information asymmetry 

basis 2
Markus, Kristina, case of 121, 

129 – 130, 144
Marsh Millionov, Bolotnoe Affair 

culmination 88
masks, wearing 89
mass media representative, sign 

(distinction) 92
Maton, Karl 2, 12, 149
Matvienko, Valentina 100
media: comprehensive coverage 77; 

freedom, abuse (inadmissibility) 110
median voter: preferences, image 3; 

theorem 3
Medvedev, Dmitry 89 – 90, 98
Memorial (human rights organisations) 121
Memorial Organisation 77
military: authority (excess), social networks 

posting (penalties) 126; criticism 
issue 120; criticism, prohibition 
120; deployments 12; discrediting, 
prohibitions 117; targeted information, 
collection 69

military-patriotic education 41; 
inclusion 41

military-patriotic work, investment 39
military-police functions 32
military-technical activities, targeted 

information (collection) 69
minor offences, cumulative criminal 

liability (introduction) 92 – 94
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organisers: active protest organisers, 
punishment 97; assemblies, organisers 
(restrictions) 89; bank account, details 
(providing) 95; enlightenment activities 
51; law violations, impact 94; legal 
requirements, public event participants 
compliance 95; prohibitions 89 – 91; 
public event organisers, authority 
notification 91; responsibilities 92

Orthodoxy, impact 109
other-referencing, usage 141
OVD-Info (human rights organisations) 121

para-constitutionalism, importance 9 – 10
parliament: absolute veto, absence 23; 

amendment hold 117; chambers, 
proposal approval 20; changes, inability 
20; control, government loss (Soviet 
Union collapse) 26; impeachment 
process approval 26; law passage, 
president veto 23; military criticism 
issue 120; non-amendable chapter 
revisions 20; opposition candidate 
prevention 89; prohibition 97; Putin 
address (2023) 27; weakening 25

parliamentary elections, results 88
parliamentary representation (legitimacy), 

legal principle (reframing) 1
Parliamentary Rules of Procedure 24
participants: active protest organisers, 

punishment 97; faces, display 
(amendments stipulation) 90; group 
cohesion 113; law, breaking (impact) 
94; non-authorised anti-corruption 
protest 100; noncritical opinions 52; 
number, excess (issues) 95; picket 
rules violations 90; political process, 
active participants (impact) 100 – 101; 
public event participants, organiser 
legal requirements compliance 95; 
punishment 97; requirements, absence 
49; responsibility 92; self-referentially 
closed consciousness 5; street 
demonstration rights, deprivation 
99; trial participants, notification 
method 128

passive adaptation, idea 11
pathological condition of the system: 

avoidance, self-correction (impact) 
144 – 145; creation, risk 145; 
distinguishing, criteria (establishment) 
4; entry 4; reaching 145

pathological, sense (occurrence) 145

new authoritarian state, Russia 
existence 144

new Eurasianism, conceptual framework(s) 
32 – 34

Nicolas II, Japan victory 129
Niinistö, Sauli 130
non-authorised anti-corruption protest, 

participants (involvement) 100
non-disabled children, care obligation 27
non-governmental organisations (NGOs): 

activities 15; activities, governmental 
control (study) 7; control 80; domestic 
NGOs decisions 78; economic 
foundation, control 7; reactions 53, 
75 – 78; restrictions, imposition 80; 
shadow reports 21

non-planned inspection, results 69
non-pre-agreed assemblies, penalties 

(tightening) 92 – 94
non-pre-agreed public events, participation 

issues 93
non-traditional sexual orientation, 

propagation 111
Nordic Council of Ministers 73
Northeast Military District, weapon 

conceptualisation 112
“No to War” posters, demonstration usage 

(penalties) 126
“Not Possible to Change” constitution 20 – 22
now-unfriendly West 99

Old Decembrists, new views (contrast) 55 – 56
“On Assemblies, Meetings, Demos, 

Marches, and Picketing” (2004 Federal 
Law) 87

“On Education in the Russian Federation” 
(Federal Law) 49

one-person demonstrations 90
one-person pickets 92; series, banning 

89 – 91
“On Non-Commercial Organizations” 68
“On Public Associations” 68; Federal Law, 

Article 6 77
“On the control of the activities of the 

persons influenced by foreign entities” 
(consolidated Federal law) 68 – 69

“On the Rehabilitation of Victims of 
Political Repressions” (No. 1761 – 1) 77

On vam ne Dimon (He is not your Dimon), 
Navalny’s video address, rallies 89

operative closure (preservation) 
of the system, self-correction 
(relationship) 142
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proportionality, constitutional principle 
(following) 25

protest activities: increase, absence 89; 
limitation 23, 41; tightening 143

protesting, sincerity (denial) 98 – 99
protestors, sanctioning 97 – 98
protests: limits, strictness (increase) 

95; locations, authority (widening) 
89 – 91; national guard powers, 2016 
amendments 94 – 95; National Guard 
squad intervention 101 – 102; organisers, 
punishment 97; regulations, tightening 
(legal amendments) 102; regulations, 
violation 53; spontaneity 88 – 89

protest views, sincerity (discrediting) 
98 – 99

pseudoscience: combating 57; 
counteracting 58 – 59; dissemination 58

public assemblies: conducting, 
requirements (tightening) 87; legal 
regulations 87 – 88

public authority decisions, citizen 
challenge 25

public chamber 10
Public Chamber: initiatives 52; nominees, 

Putin selections 37; president setup 37; 
request 99; zero hearing 58 – 59

public decision-making, influence 10
public events: conduct procedure 

infringement, fine increase 
(unconstitutionality) 90; foreign 
agent organisation, prohibitions 
95 – 96; governing, Russian laws 
(impact) 89 – 90; holding procedure, 
violations (prohibition) 93; investment 
39 – 40; involvement, extension 74; 
journalists, editorial certificate (usage) 
92; masks, wearing (prohibition) 89; 
media representatives, participation 
92; non-pre-agreed public events, 
participation issues 93; organisers, 
authority notifications 91; organising, 
criminal conviction restrictions 
93; participants, organiser legal 
requirements compliance 95; 
pre-agreeing model, Venice Commission 
consideration 87 – 88; preliminary 
notification, procedure 91; protocol, 
violations 93; public authority neutral 
response, importance 91; types, 
distinctions 99

public interests, private interests 
(balancing) 91

patriotic education: federal patriotic 
education programs 39; increase 39; 
investment 39 – 50; military-patriotic 
education, inclusion 41

patriotism: instilling 40; nurturing 57
penalisation, defining 123 – 128
penalties, imposition 124
personal data protection 72
personal preferences, legal limitations 135
Peskov, Dmitry 100
Peter the Great, impact 54
Petranovskaia, Liudmila 114, 145
physical development: promotion 40; skills/

values/competencies development 50
picket rules, participants violations 90
police, disobeying (prison sentences) 98
political activities: concept 76; execution 

69; problem 76 – 77; restrictions 82
political environment, dimensions 96
political process, active participants 

(impact) 100 – 101
power: child-parent image 114; ministries, 

external threat/reliance 30 – 32; 
ministries, monetary spending 30; play 
34; public power, criticism (penalties) 
114; retention 76; verticals, focus 36

pravoprodolzhatel (continator) 10, 130
pre-Crimea annexation 2
Preliminary Rules of Public Enlightenment 

(1803) 55
President Emeritus: immunity, revocation 

26; novelty 26 – 27
President Emeritus institution: 

constitutional enshrinement 26; 
entrenching 144

Presidential Council for Human Rights 75
Presidential Decree No. 809, traditional 

values 63
Presidium of the Russian Academy of 

Sciences, Commission on Combating 
Pseudoscience establishment 58

Prigozhin, Yevgeny 35, 145
prison cell walls, inscription creation 

(penalties) 126
prisoners’ dilemma: asymmetrical 

information 146; formulation/
interpretation 8

private security, jurisdiction 92
professional development, skills/values/

competencies development 50
Prokopovich, Feofan 54
propaganda: audience costs 129; 

restrictions 3
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rule-of-law state: concept, creation 130; 
democratic rule-of-law state, allusions 
99; function, debate (ignoring) 130; 
imposition 59; Russia, contrast 123; 
understanding 25

Rules of Parliament, Article 43 24
Ruling No. 2-P, Constitutional Court, 

criminal liability for repeated violations 
of the procedure for holding public 
assemblies 93

Ruling No. 4-P, Constitutional Court, the 
application of foreign agent-related 
limitations 73 – 74, 90

Ruling No. 10-P, Constitutional Court, 
applying new rules, foreign agent 
legislation 72 – 74, 130

Russia: administrative apparatus, duality 
9; asymmetrical information-based 
legal system 135; asymmetrical 
information-based system 6; 
asymmetrical information, 
characteristics 136 – 141; democratic 
rule-of-law state, allusions 99; 
democratic state 91; Eurasian perception 
38; history, geopolitical setbacks 34; 
interests, protection/safeguarding 
122 – 123; legal status, right to freedom 
of assembly (relationship) 94; legal 
system, asymmetrical information 
(framework) 141; legal system, 
context 12; Motherland, defense 61; 
population, diversity 109; population, 
ethnic/religious makeup 112; 
regime, inviolability/righteousness 
(reinforcement) 11; regime, viability 
9; security, protection/guarantee 70; 
self-preservation attempt 11; sovereignty 
112 – 113; spiritual/moral values 108; 
Strategy of National Security 36; 
strength, projection 12

Russia Behind Bars (human rights 
organisations) 121

Russian Academy of National Economy 
and Public Administration 56

Russian Armed Forces: assistance 119; 
usage (information), false information 
(public dissemination) 119 – 120

Russian Constitution 36; Article 2 130; 
Article 12.2 61; Article 29 19 – 20; 
Article 55 21; Article 57 60; Article 
67.1 27; Article 125 21 – 22; chapters 
(change), parliament inability 20; 
integration clause 21; international law, 

public officials: criticism, banning 6; 
financial assets (comments) 79; 
incomes, confidentiality 79; Russia 
accession perspective 38

public power, criticism (penalties)  
114

public protests: citation 90; political 
calendar spontaneity 89

public thinking, framing 33
pupils: anti-Russian forces, propaganda 

activities 49; support 57
Putinism: concept 32; focus 33; sovereign 

democracy conversion 34
Putin, Vladimir: “Mr. Fix-it” action 37; 

presidential terms, acquisition 143; 
re-election 2; slogan, impact 30; 
spiritual/traditional values speech 110; 
Znanie edict 57

“quality of law” violation 131
quiet sabotage 143

Radio “Chance” Ltd., foreign agent-related 
limitations 73 – 74

Radishcheve, Alexander 55
“receiving funds and (or) other property 

from foreign sources” (concept) 76
Registry of Foreign Agents 75 – 76
relativist codes, actions 13 – 14
reliance 30 – 32
religious organisations: exemptions, 

asymmetrical manner 61, 63; power 
support 61; state policy role 63

repeated violations: criminal liability 
93 – 94; criminal sanctions 93; 
penalisation 93; punishment/restrictions, 
addition 94

RF Code of Administrative Offences, 
Article 20.3.3 118 – 119

RF Constitutional Court, interpretations 78
right to freedom of assembly 94
riots: participation, life imprisonment 

97 – 98; penalties, tightening 92 – 94
Romanov family, ultra-nationalist 

movement support 114
rule of law 24 – 26; administration 

orders, duality (idea) 9; basis 91; 
ideal, institutional realities (balancing 
difficulty) 59; legal principle, reframing 
1; Putin viewpoint 59; violation 82

rule-of-law awareness, trigger 54
rule-of-law claim (Constitutional 

Article 1) 25
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sense of the pathological, occurrence 145
Shoigu, Sergei 35
Shulman, Ekaterina 10, 35
Sidiakin, Alexander 93
slogan posters, demonstration usage 

(penalties) 125
Smart Voting app, removal 127
Sobol, Liubov 89
social distance: alignment 102; category 97; 

concept, usage 6, 19, 113; enhancement, 
binary division/cause (impact) 27; 
impact 36, 98; model (Akerlof) 113; 
possibility 114 – 115; widening, adverse 
selection effect 34 – 36

socialism, building 145
social media: communication, 

dissemination penalties 127; publication 
reposting, penalties 127

social memory 145
social network: calls, penalties 124 – 125; 

posting, penalties 125 – 126
social systems, economic systems 

(difference) 5
societies values, codification 108
socio-economic studies, range 8
socio-political model, creation 112
soft-power diffusion strategy 113
Solovyov, Vladimir 54
sovereign democracy: conceptual 

framework(s) 32 – 34; conversion 34; 
direction 32 – 33; establishment 145; 
framework (Surkov) 33; idea, erosion 
30; Kremlin philosophy (Surkov 
support) 32; system shift 144

“sovereign internet” 30
Sovereign Internet Law 30 – 31
sovereign protection 57 – 58
Soviet Constitution of 1977 130
Soviet “Entertaining Science,” 

enlightenment (relationship) 56 – 57
Soviet era, balanced information flow 

28 – 30
Soviet Union collapse 26
Special Convention on Freedom of 

Information 28
special liability, introduction 101
special military operation 117; Russia 

claim 1
speech, freedom (harshening) 2
spiritual development: promotion 40; skills/

values/competencies development 50
Spring Movement, The 127
stabilocracy (stabilokratiya) 9

application limitation 21; “Not Possible 
to Change” constitution 20; Organic 
Law, amendment 22 – 22; Preamble 122; 
updating, avoidance 20

Russian Constitutional Court see 
Constitutional Court

Russian Constitution (1993), integration 
clause 21

Russian Enlightenment 54
Russian Federation: Armed Forces usage, 

discrediting (public actions) 118, 119; 
citizens, rights/freedoms 68; interests, 
protection 118; international treaties, 
legality 122; Labour Code, Article 331 
50; legislation, outline 52; military/
military-technical activities, targeted 
information collection 69

Russian Federation Code on Administrative 
Offences, Article 20.2 93

Russian Internet Research Agency  
(IRA) 35

Russian Parliament, impact 20
Russian state-funded “RT” television 

network 70
Russian state policy, children priority 40

Sakwa, R.: dual state identification 23; 
dual-state theory 30, 129; stabilocracy 
concept proposal 9

same-sex relationships, rejection 
(reinforcement) 27

schools: anti-Russian forces, propaganda 
activities 49; fence, inscription creation 
(penalties) 127; school-related issues, 
children vote opportunity 100 – 101

scientific achievements, citizen 
awareness 57

scientific activity, problem 76 – 77
scientific initiatives, development 51
security: crisis 1; protection/guarantee 70; 

upholding 129 – 130
selective information feed 31
self-correction 99; allowance, constitutional 

architecture (impact) 25; construction 
facilitation 143; effectiveness 38; 
fueling 136; function 141 – 146; 
guarantee 144 – 145; operative closure 
preservation 142; pathological condition 
avoidance 144 – 145; usage 34; work, 
tricks/techniques/strategies 38

self-isolation, observation 38
self-referencing, usage 141
self-referentially closed consciousness 5
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unauthorised public gatherings, calls 118
uncertainty, management 143 – 146
UN Committee on the Rights of the 

Child 41
underage persons, legal interests 41
UNESCO 73
Universal Declaration of Human  

Rights 91
universal education 54 – 55
unmighty parents (care), non-disabled 

children (obligation) 27
unregistered public association, activity 

(termination) 69

values: development 50; traditional values/
distancing, basis 27 – 28

Vazhniye Istorii (iStories) 75
Venice Commission 87
victimisation 114
Viewpoint/Vzgliad (Soviet current affairs 

program) 59 – 60
vocal protesters, court sentencing 98
Volodin, Vyacheslav 120
Vremya (publisher) 56

war-related topics, social media 
communication dissemination 
(penalties) 127

winter preservatives: “legislation through 
winter preservatives” 140; legislative 
processes, usage 120; opening 144

World Trade Organisation (WTO) 8
writing sources, censorship 31

Yaroslavl Regional Court, citizen charge 
(dropping) 128

Yeltsin, Boris 29; international law 
respect 59

young people: civil war requirements 115; 
escape, risk 40; information, availability 
41; information, availability (regulation) 
101; information flow, control 41; 
messages, Navalny communication 
strategy 100; Navalny addressing, 
attempt 41; Navalny appeal 140

Zagadki Istorii (Mysteries of History) 56
Zamoskvoretsky District Court, arguments 

77 – 78
zero hearing (Public Chamber) 58 – 59; 

amendment justification 37; calling 52; 
conducting 37; footage 52

Znanie (publisher) 57

state: authorities, appeals 77; 
military-police functions 32; 
policy, implementation 110; 
power, representatives (impact) 
73; state-sponsored civilisational 
nationalism 31

“Stop the war” inscription 126
strategic decisions, adoption 73 – 74
Strategy for National Security (2021), Putin 

approval 108 – 109
stratification, basis 27 – 28
street demonstrations, participant rights 

(deprivation) 99
strife, deliberate stirring 12
structures (SR) 13 – 14, 140, 143
students, information evaluation 

education 60
Surkov, Vladislav 32
sustainability studies, range 8
system of dominion (sistema 

vlastvovaniia) 32
systems theory (Luhmann) 3

targeted information, collection 69
TaTu group, war protest image 126
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