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A note on our Creative Commons licence, free legal
resources on the Internet and citations of websites

For the first time, the authors, the editors and the publisher have collectively decided
to make available the fourth edition of Electronic Evidence under a Creative Commons
licence. We made this carefully considered decision because we want to promote
a better understanding of electronic evidence, and wish to facilitate the greater
accessibility and availability of our combined scholarship. We commend the Institute
of Advanced Legal Studies, University of London, for its strong and continued support
for academic education, learning and scholarship and the advancement of knowledge.

Most readers familiar with the common law will be aware of some of the free legal
sources on the Internet. For the uninitiated, the World Legal Information Institute
(www.worldlii.org) is a good start. Many of the more recent cases cited in this book,
but by no means all, are available on the various independent jurisdiction-specific
web sites that are linked to the World Legal Information Institute, which in turn is
coordinated by the Australasian Legal Information Institute (www.austlii.edu.au),
the first of its kind. Note also The Free Access to Law Movement (www.falm.info).
Additional links can be found on any university library web site, including the website
of the Institute of Advanced Legal Studies, London. It must be emphasized that the free
sources of case law that are available are not comprehensive.

Readers will be familiar with the changing nature of URLs. Every effort has been made
to ensure, where a URL is given, that it was live at the time of publication.

References have been made to Wikipedia on the basis that this source is relatively
accurate for information of a technical nature. Readers will be aware that these pages
are open to being up-dated and changed regularly. Although it is sometimes customary
to provide the date a page was last viewed on the Internet, it is taken as a given that
the reader does not need this information, given the dynamic nature of the Internet.

Errors and Omissions

While we, our authors and the publisher have tried hard to ensure all typographical and
other errors have been corrected, we are aware that we might have missed some. For
this reason, we will be delighted if you let us know if you notice an error. In addition, if
you detect any relevant case law, legislation, guidelines or reports that we have missed,
we will appreciate it if you inform us of any helpful and pertinent materials.
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Business records

Judge Nuri Efendi looked over his spectacles. ‘Now we have covered the main matters
to be dealt with in this case management conference, you may address the business
records point, Mr Ayarc1’

Mr Halit Ayarci stood up. ‘Your honour, thank you. My learned friend intends to
submit a number of spreadsheets into evidence. There are problems with this. The first
of which is that he only intends to submit print-outs of the spreadsheet application
or program, whatever our technical friends consider a spreadsheet to be. My learned
friend has declined to provide copies to the defence in electronic form. My application
is for the prosecution to provide copies of the relevant spreadsheets in electronic form.

Mr Hayri irdal stood up. Mr Halit Ayarci sat down.

‘Your honour, I must protest. A print-out is real evidence, and is to be received as
prima facie evidence of the entries. The defence is attempting to add to the costs in this
case by making an unreasonable request.

Judge Nuri Efendi interjected. ‘Mr Ayarci, please elaborate your point’

Mr Hayri irdal sat down. Mr Halit Ayarci stood up.

‘My submission is that the technical literature clearly demonstrates that all
spreadsheets have significant error rates, and it is our contention that it is obvious
that there must be some errors in the documents that affect the figures that my learned
friend wishes to have admitted. Indeed, as | have made it clear to my learned friend, the
collapse of the banking system in Jamaica in the late 1990s was partly due to the use of
spreadsheets and the failure to manage and control them. On this issue alone, I submit
that it cannot be right to admit these documents under the bankers’ books exception
without the electronic versions of the files being subject to analysis by appropriately
qualified digital evidence professionals.

Mr Halit Ayarci sat down. Mr Hayri irdal stood up.

‘Your honour, as my learned friend is only too well aware, the evidence also benefits
from the presumption that mechanical instruments were in order at the material time
- a presumption which, I do not need to remind your honour, intentionally included
computers. I most strongly resist this potentially expensive and unnecessary challenge
regarding the authenticity of the spreadsheets on the basis that this presumption
applies.

Mr Hayri irdal sat down.

Judge Nuri Efendi considered the submission. ‘Mr Ayarci, notwithstanding the
legislative provisions governing business records, the presumption of equipment being
properly constructed and operating correctly must be strong, and it is a particularly
strong presumption in the case of equipment within the control of the party. Please
address this particular issue

Mr Halit Ayarci stood up.

‘1 appreciate the nature of the presumption, your honour. The exception permits
records to be adduced because, in the past, employees entered information into
physical books by hand, and this meant they could be relied upon as a record made
at that point in time, and one could ascertain at a glance whether somebody tried to
change the entries. The justification was that such records were more reliable than
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the memory of a witness. This might have been so, but records in electronic form are
notorious for being inaccurate for a variety of reasons, and it must be common sense
that this rule cannot be relied upon in the twenty-first century.

Let me ask my learned friend what he means that computers are reliable. For
instance:

Does my learned friend mean that the spreadsheets are authentic, in that they are
the right ones, and they have not been tampered with?

Does he mean that the spreadsheets are valid, in that they contain the information
that is claimed of them?

Perhaps he means that the spreadsheets are internally valid, in that the
spreadsheets work? If this is the case, what evidence is there that the users of the
spreadsheet application checked that the algorithms were correct? My learned friend
might also like to confirm if the presumption that computers are reliable includes the
maintenance of the spreadsheets and who wrote them, and what qualifications they
had to be able to program ‘reliably’.

But perhaps he means that the software code of the operating system is reliable?
How does he know? How many updates have there been since the spreadsheets began
to operate? Were all updates applied? When updates occurred, how did they affect the
application software? What is his measure of reliability?

Does he mean that there are no errors of logic that can lead to an incorrect result?
What evidence does he have of this, taking into account the number of software code
updates to the spreadsheets? Perhaps my learned friend can kindly indicate the
number and purpose of each software update since its inception.

Perhaps he means that the employees that input the figures are always accurate?
And I presume the system is so reliable that inaccurate inputs are recognized and
corrected, and that these corrections are recorded?

No doubt my learned friend can also confirm, because the spreadsheet programs
are deemed to be reliable, that there are no errors of omission where the formula is
wrong because one or more of its input cells is blank or otherwise incorrect such as
referring to the wrong cells?

[ ask my learned friend, which part of this process is reliable? All of it? Parts of it? If
part of it, which part and for what reason?

But let me finish with another question on the basis that your honour is against my
request for electronic versions of the spreadsheets - perhaps my learned friend can
assure the court, if only paper versions of the record are to be admitted, that the full
information will be provided. That is, he will provide the respective algorithms that
undertake the calculations - after all, one does not admit the body of a motor vehicle
on its own into evidence to demonstrate the cause of a collision where it is claimed
that the brakes failed - one needs to know how the brakes worked and to view the
evidence of the braking system. But that is exactly what my learned friend is asking the
court to admit: the unsupported assertions of the truth of the contents of spreadsheet
programs in the absence of the mechanism by which the data was created.

Finally, before my learned friend responds, we have to consider the requirement
that the book is in the custody or control of the bank. This is a significant issue, because,
as we now understand it, the spreadsheets in question are maintained in the cloud ......



Preface

Stephen

The idea for this book came from Helen Vaux (as she then was), the commissioning
editor for Butterworths, who sent me an email on 28 January 2004 at 14:27, asking if
there was scope for a text covering the discovery, production and admission of electronic
information as evidence. (Incidentally, I no longer have this email in electronic form.
[ only have a version printed on paper with my manuscript notes added on the paper
print-out). I thought a book of this nature would be a good idea. The request was for
a book of at least 100,000 words. I was not sure that the topic would be sufficient for
the length requested (how wrong I was), which is why I suggested that we include
individual chapters from a number of common law jurisdictions. Including other
jurisdictions was also relevant in my view, because evidence in electronic form knows
no physical boundaries. This is how the book developed.

However, as one edition followed another, so the size of the text increased (the first
edition comprised 551 pages, the second 812 pages, and the third edition 934 pages).
A further increase in size was inevitable with the fourth edition. Unfortunately, and
understandably, no publisher wanted to contemplate the publication of a book that
would probably run into two volumes. This meant [ was placed in a dilemma. I take the
view that it is important for lawyers and judges to understand what other lawyers are
thinking, and how judges decide cases across the globe on the same topic. Naturally,
a decision in one jurisdiction will not necessarily be followed in another jurisdiction
for a variety of reasons, but lawyers and judges might wish to be made aware of
other decisions that are made given a similar set of facts. This argument aside, it was
increasingly obvious that the text could not continue in its previous form.

This was sad, but possibly inevitable.

The book had to be reduced in scope, so I concluded that the only alternative was to
structure it around the basic issues facing all judges and lawyers when dealing with
electronic evidence, and to base the text on the law of England & Wales, with the usual
references to important case law from across the world. It was not an easy decision,
because the authors of the various chapters had contributed time and energy into
the beginnings of a potentially significant international text. As part of the revision,
the topic of electronic disclosure in civil and criminal proceedings has been removed.
Although electronic disclosure has always featured in the book, it was inevitable that
the subject would eventually merit a separate book, although there is no text, other
than my own, Electronic Disclosure: A Casebook for Civil and Criminal Practitioners (PP
Publishing 2015) - and rapidly dating, that covers electronic disclosure in criminal
proceedings.

Stephen and Daniel

Our aim with the revised text is to provide an accurate guide to the state of the law and
the technology. Although the focus is on the law of England & Wales, we recognize thata
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great deal of important case law and legislation in other jurisdictions is relevant to the
issues discussed, and for that reason the text includes references to other jurisdictions
when appropriate.

We also recognise that the topic remains in flux, and are in no doubt that the text will
continue to evolve, and trust that the electronic nature of this text will facilitate that
evolution.

Stephen Mason Daniel Seng
Langford, Bedfordshire Singapore
stephenmason@stephenmason.co.uk lawsengd@nus.edu.sg

March 2017 March 2017
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The sources of electronic evidence

George R. S. Weir and Stephen Mason

1.1  Various devices are capable of creating and storing data in digital form, and
such data may serve as evidence. The aim of this chapter is to introduce the reader to
the technologies, their underlying principles and the general characteristics that set
evidence in digital form apart from evidence in analogue or physical form. The content
of this chapter does not deal with any of these matters in depth. Neither does it aim
to be a comprehensive review of the devices and technologies that create electronic
evidence. Rather, the aim is to provide a broad brush introduction to the relevant
technical issues, and to highlight features that a digital evidence professional and a
legal professional should be concerned about when investigating electronic evidence
and dealing with electronic evidence issues.

Digital devices

1.2  Historically, the term ‘computer’ was often used to describe almost any form
of processing unit. Now, digital computation and storage facilities are characteristic
of many devices that seem far removed in form and function from traditional
computers. Such devices include games consoles, wearable technologies (e.g., fitness
trackers, smart watches) and ‘smart’ domestic components (e.g., smart energy meters,
automated central heating systems). Most of these digital devices share important
features with more recognizably conventional computing devices such as desktop
computers, laptops and computer tablets. These features are based on what is
sometimes called an input-processing-output model:

The device receives an input of some sort, by way of a local file, sensor, mouse,
keyboard or through a communication channel (such as a network connection).
It processes the information.

It produces an output to a display, local file or printer, for instance.

It must be able to store (and/or relay) information.

It must be able to control what it does.

1.3  In the following, we detail the role played by the main components in digital
processing systems (digital devices).

The processor

1.4  The processor, also called the central processing unit (CPU), is the functional
core constituent of every such device, and is itself made up of a number of constituent
parts. Together, these parts receive data, perform logical or arithmetic operations and
output the results. The results are passed to a local storage facility or a display unit, or
‘uplinked’ via a network connection to another device.

George R S Weir and Stephen Mason, ‘The sources of electronic evidence’, in Stephen Mason and
Daniel Seng (eds.), Electronic Evidence (4th edn, University of London 2017) 1-17.
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Software

1.5  Software consists of programs that give instructions to the digital device. There
are two main categories of software: system software and application software.

System software

1.6  As the name suggests, system software is required for the basic operation of a
device. The set of software programs that manage the basic operation of a computer is
called the operating system. The operating system controls the flow of data, allocates
memory, and manages any hardware components of the device, such as the display,
input device(s), network interaction, etc. The operating system also permits the user to
manage any user-specific files, enabling multiple users to share the use of a computer,
and acts as an interface between the hardware and the application software.

Application software

1.7  Broadly speaking, for more traditional computing devices such as desktop
computers, laptops and tablets, the application software provides the user-facing side of
the system. This is ‘special purpose’ software that enables the user to undertake specific
kinds of tasks on the computer. These include word processing, desktop publishing, web
browsing, email, social networking, preparing and delivering presentations, performing
complex sets of numerical calculations and the like. Examples of application software
include Microsoft Word, Internet Explorer, Outlook, PowerPoint, Excel and LibreOffice.
These and other application programs represent the main reasons for which most
people use computers (that is, to perform specific tasks, made simpler by means of the
computer and its application software). For other digital devices, the user may only
engage the application software through a limited range of functions, such as status
checks on a fitness tracker or energy consumption from a smart meter.

The clock

1.8  One further component must be discussed in relation to the operation of digital
devices: the clock. The clock serves two functions:

(i) It is a device that produces pulses of time to ensure that events are
synchronized and occur in a predictable order. The clock coordinates all the
components of the CPU. Each step in any operation must follow in sequence, and
some operations run at different speeds. System operations are synchronized to
the pulses of the electronic clock. The frequency of pulses is controlled by a phase
locked loop (PLL), which, in turn, is regulated by a quartz crystal. The speed at
which the crystal oscillates, the step-up ratio of the PLL, and the number of steps
that each instruction requires, will determine the speed at which the computer
operates.

(ii) The clock also often serves to keep the time of day and date in a human sense.
Larger computer systems synchronize their clocks with a reliable time source
available over the Internet, using a system interface such as the Network Time
Protocol. This allows devices attached to the Internet to synchronize their time
settings (taking into account geographical locations and time zones). There
are two important reasons to provide for the synchronization of time. The first
purpose is to ensure that events occur on time, and in the correct sequence. This
permits events to be scheduled and enables the fact that they have occurred to
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be registered accurately. The second purpose is to enable a person to retrieve
information concerning past events, including establishing when the events
occurred and the sequence in which they occurred. This is only possible ifaccurate
time stamps are available. Examples include the time stamping mechanism
for the purpose of authentication, digital signatures and the diagnosis of faults
recorded on system event logs.

1.9 In most implementations, the built-in clock is powered by a battery and runs
continuously even when the device is switched off. Devices that have lain for a long
time without being powered on may not ‘boot up’ when they are turned on, because
the battery has run down and may require recharging or replacing. We should also note
that the clock in digital devices is often imprecise (like an inexpensive wristwatch).
Usually, the clock can be adjusted (and even incorrectly set) manually. This can result
in the system clock being slightly incorrect (through ‘drift’ in time keeping) relative to
the actual time in the local region. Such inaccuracy may affect both uses of the clock
indicated above, i.e.,, event scheduling and logging, since both aspects may depend
upon the time as derived from the system clock. Where time accuracy is important,
the clock usually requires occasional adjustment to bring the time back into line with
better reference sources (such as Internet time servers). This is a matter of some
significance, since unquestioned and out of context assumptions about the accuracy or
otherwise of a clock may result in a misleading conclusion.

Time stamps

1.10 From the perspective of electronic evidence, the system clock often plays a vital
role in time stamping events. For instance, the operating system uses the date and
time settings to annotate its record of events such as the creation or modification of
a file. In computers, such information is often referred to as file ‘metadata’ (the data
that describes or interprets the base data), since the date and time information is
associated with the file, but is not part of the data in the file or data that the user has
any direct control over. Time stamps are also recorded against system events such as
user logins, password changes and, depending upon the purpose of the device, sensor-
recorded events such as number of steps walked by the wearer. The time and date
information associated with such events is recorded in system log files (event logs).
Such logs are often an important source of event sequence information and afford
insights on purported specific user activity.

1.11 As noted earlier, the clock in a computer can be set by the user and may
not be configured to maintain the correct current time (such as using the Network
Time Protocol). Incorrect time settings will be reflected in the date and time stamps
subsequently recorded by the system. Obviously, this potential anomaly must be
considered when dealing with data that is time stamped. Since the time zone is also
set in the system, an incorrect choice of zones may result in an incorrect current date
or time. In addition, because of the critical role the clock plays, it features a great deal
in electronic evidence, particularly where it is manipulated by the defendant to hide
evidence of changes made to critical evidence.!

1 Chet Hosmer, ‘Proving the integrity of digital evidence with time’ (2002) 1 Intl ] of Digital Evidence
1; Chris Boyd and Pete Forster, ‘Time and date issues in forensic computing - a case study’ (2004) 1
Digital Investigation 18; Malcolm W Stevens, ‘Unification of relative time frames for digital forensics’
(2004) 1 Digital Investigation 225.
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Memory and storage

1.12 In order to retain programs, output results and other data on which programs
operate, digital devices rely on storage. There are generally speaking two forms of
storage: primary storage and secondary storage. Primary storage is storage that
is directly accessible by the processor. It typically takes the form of semiconductor
memory such as:

(i) An internal storage chip known as random-access memory (RAM).! This chip
is capable of repeatedly storing (writing) and retrieving stored data (reading).
(ii) An internal storage chip that is capable of storing data once, but does not
allow the data to be re-written. Once data has been entered, this type of chip only
allows the data to be read. This is called read-only memory (ROM).!

(iii) An internal storage chip that stores data and behaves as a ROM during its
normal operation, but permits data to be erased and replaced. This form of
device is known as erasable programmable read-only memory (EPROM).? A flash
ROM is a type of EPROM.

1 ‘Random-access memory’  (Wikipedia)  <https://en.wikipedia.org/wiki/Random-access_
memory>.
2 ‘EPROM’ (Wikipedia) <https://en.wikipedia.org/wiki/EPROM>.

1.13 Secondary storage is storage that is not directly accessible by the processor.
Where data on which it is stored is required, the processor will use its input/output
channels to obtain access to secondary storage and transfer the required data into
the primary storage. Unlike primary storage, secondary storage is non-volatile: it
retains its data when the device is powered down. Hard disk drives (HDDs) and
USB ‘thumb drives’ as storage media are typical forms of secondary storage. They
may be permanently attached to the computer (internal storage), or attached when
required (external storage). Other forms of external storage may be less proximal to
the computer, such as network-attached storage (NAS),! tape drives or ‘cloud’ storage.

1 ‘Network-attached storage’ (Wikipedia) <https://en.wikipedia.org/wiki/Network-attached_
storage>.

1.14 Because secondary storage is non-volatile, the hard disk and associated oftline
storage media are a significant source of electronic evidence for a device. But the fact
that primary memory is volatile does not mean that its data cannot be retrieved. An
experiment on ‘freezing’ RAM chips before physical removal and transfer to a different
computer revealed an unusual context in which RAM data may be recovered from the
treated chips.?

1 ] Alex Halderman and others, ‘Lest we remember: cold boot attacks on encryption keys’, in
Proceedings of the 17th Conference on Security Symposium (USENIX Association 2008), and (2009) 52
Communications of the ACM 91, <https://citp.princeton.edu/research/memory/> (abstract only)

Data storage facilities

1.15 The increasingly varied ways of storing digital data and the variety of storage
contexts means thatlocating relevant data as prospective evidence may not be a simple
matter. Data may be stored locally to a computing device, such as hard disks, DVDs
or CDs, flash drives, memory sticks, or micro memory devices (as commonly found
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in smartphones). But data may also be stored remotely such as on network-attached
storage, remote networks or ‘cloud’ facilities. Of concern to many digital investigators
is the difficulty inherent in locating and obtaining legal access to data that is stored
remotely from an individual’s computer. The common data storage contexts are
summarised in the table below.

Memory type Volatile Local

RAM Yes Yes

HDD (internal) No Yes

HDD (portable) No Perhaps
Flash/USB No Perhaps
CD/DVD No Perhaps
Network No Perhaps
Cloud No Typically No
Lost data

1.16 A digital evidence professional may be able to detect a range of ‘lost’ data on a
hard disk or other storage media:

(i) Where a user intentionally marks portions of the hard disk as ‘bad’, he can hide
substantial amounts of data in those portions that could not be seen without the
use of an appropriate disk diagnostic or examination tool (since the operating
system will automatically avoid making any use of these ‘bad sectors”).

(ii) When the user deletes data, it remains on the disk until the old file is
overwritten by new data. Only the system’s pointers in the filing system are
deleted. Even where part of a file has been overwritten, it is often possible to
recover part of the deleted file if the entire set of disk blocks containing the
original file has not been completely overwritten.

1.17 However, it does not follow that the recovered data is genuine or trustworthy
evidence just because it is found. There are numerous contexts in which data may
be lost or damaged, and this will affect the credibility of any resulting data that is
recovered. Examples include the corruption or loss of data from errors in the program,
and interference with the data from extrinsic sources.! Further, it should be observed
that the reliability of the evidence would also be affected by the way in which a digital
evidence professional carries out the examination and recovers the data. If the process
of investigation affects the evidence, it will be less reliable.

1 Peter Sommer, ‘Downloads, logs and captures: Evidence from cyberspace’ (2002) 8 CTLR 33;
Eoghan Casey, ‘Error, uncertainty, and loss in digital evidence’ (2002) 1 Intl ] of Digital Evidence;
Caroline Allinson, ‘Audit trails in evidence - A Queensland case study’ (2001) 1 JILT; and ‘Audit trails in
evidence: Analysis of a Queensland case study’ (2003) 2 JILT.
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Data formats

1.18 Digital data may be broadly classified into binary data, where the information
is represented in binary form, and text data, including alpha, numeric and punctuation
data. Text can be entered into the computer by a range of methods:

(i) The typing of letters, numbers and punctuation, mainly when using the
keyboard.

(ii) Scanning a page with an image scanner and converting the image into data by
using optical character recognition (OCR)* software.

(iii) Using a bar code. The bar code represents alphanumeric data. The bar code
is read with an optical device called a wand. The scanned code is converted into
binary signals, enabling a bar code translation component to read the data.

(iv) Reading the magnetic stripe on the back of a credit card.

(v) Voice data, where a person speaks into a microphone capable of recording
the sounds. This form of data, as well as video data, is encoded in binary form.
(vi) Speech to text. In this instance, the user speaks into a microphone that is
connected to the computer and a dedicated software application analyses the
input signal and converts this to a textual representation of the spoken words.

1 ‘Optical character recognition’ (Wikipedia) <https://en.wikipedia.org/wiki/Optical_character_
recognition>.

1.19 To enable a user to view text and numbers, and to see images or hear sound,
the binary form of the data must be converted using a code. Binary information can be
represented using the binary (base 2) number system, although it is more common to
represent computer numbers in octal (base 8) or, most commonly of all, hexadecimal
(base 16).

1.20 A range of codes exists for text data. Some of the codes that are in common
use are known as Unicode,! American Standard Code for Information Exchange
(ASCII),? Extended Binary Code Decimal Interchange Code (EBCDIC),®> and Unicode
Transformation Format-8 (UTF-8),* which is the standard character code used over
the Internet that is capable of encoding all possible characters. Most computers now
use Unicode and ASCII. Tools are available to display binary data used in computers
to enable a digital investigator to view features that are normally not visible to the
computer user. For instance, documents stored in the Microsoft Word format contain
application metadata that are normally not visible. By using certain types of software
programs, a digital evidence investigator is able to view all aspects of the data and such
data may reveal crucial information that may help an investigation.

1  ‘Unicode’ (Wikipedia) <https://en.wikipedia.org/wiki/Unicode>; ] Klensin and Michael Padlipsky,
‘Unicode format for Network Interchange’ (2008) RFC 5198 <https://tools.ietf.org/html/rfc5198>

2 ‘ASCII" (Wikipedia) <https://en.wikipedia.org/wiki/ASCII>; Vinton Cerf, ‘RFC 20 - ‘ASCII format
for Network Interchange’ (1969) RFC 20 <https://tools.ietf.org/html/rfc20>.

3 ‘EBCDIC’ (Wikipedia) <https://en.wikipedia.org/wiki/EBCDIC>; ] M Winett, ‘The EBCDIC codes
and their mapping to ASCII' (1971) RFC 183 <https://tools.ietf.org/html/rfc183>; R T Braden,
‘EBCDIC/ASCII mapping for Network RJE’ (1972) RFC 338 <https://tools.ietf.org/html/rfc338>.

4 ‘UTF-8 (Wikipedia) <https://en.wikipedia.org/wiki/UTF-8>; F Yergeau, ‘UTF-8, a transformation
format of ISO 10646’ (2003) RFC 3629 <https://tools.ietf.org/html/rfc3629>.
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Starting a computer

1.21 Every time a digital device is switched on, various components must interact
with each other for it to begin working. This is called the start-up process or ‘booting’
the system. Most devices have a program in read-only memory called variously a boot
loader, boot process, boot strap or initial program load. It is this program that enables
the system to start. In general terms, this is how it works:

(i) When the system is powered on, control is first transferred to the basic input
and output system (BIOS),! a program located permanently in the ROM of the
device.

(ii) The BIOS tests the various components of the system, verifying that they are
active and working. The results of the various tests it carries out may appear on
the system output. The boot process can also clear local primary memory of all
historical data and metadata. The BIOS locates the first (or default) secondary
storage device, looks for an operating system on the storage device, and passes
control to the operating system’s boot record (a set of instructions starting at a
specific location on the storage device).

(iii) The boot record takes control of the system. This program also contains a
boot loader, which, in turn, loads and tests the configuration before loading the
operating system.

(iv) Finally, the operating system will display any startup dialogue (for instance,
the identity of the mobile telephone service provider), and, if the user is
authorized (for instance by providing a code), grant access to application-level
programs and the user can take control of the device through the application.

1 ‘BIOS’ (Wikipedia) <https://en.wikipedia.org/wiki/BIOS>.

Types of evidence available on a digital device

1.22 A digital evidence professional can make a range of evidence available from a
digital device. This section provides an outline of some of the types of evidence that
can be gleaned.

Files

1.23 A wide range of application software is used on computers, laptops, tablets and
mobile telephones, including programs that enable a user to send messages, prepare
spreadsheets, databases and text documents, take digital photographs, and create
multimedia and presentations. The files, which will store messages, spreadsheets,
databases, texts, photographs, multimedia and presentations, may themselves be
electronic evidence. A great deal of data can be retrieved, depending on the method of
storage, the media on which it is stored, and the manner in which the device manages
data storage.

Imaging

1.24 Any digital forensic investigation will begin by ‘imaging’ the device on which
electronic evidence may reside. The imaging process is a non-destructive process that
creates an exact external digital copy of any data on the device. Subsequently, all data
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investigation should be performed on the imaged copy and not on data stored on the
original device.

System and program logs

1.25 In most modern operating systems such as Windows and Linux, virtually
anything and everything happening on and to the system is recorded in the form of
logs in some manner. This includes information about system events, including the
startup of applications and various classes of error messages. Information in the logs
may help to determine, for instance, how an unauthorized computer user obtained
access to a system with the intent of stealing information from the computer. It may
also be possible to configure the systems log (syslog) such that the log messages can be
sent to another networked system while retaining a local copy. As a result, if a hacker
acquires root privileges on a networked UNIX system, for instance, and wants to erase
something from the local logs, he would not be able to erase the datum from the remote
logs to remove all traces of his intrusion unless he also has the appropriate privileges
on the remote machine.

1.26 Unlike UNIX systems, the Windows operating system also includes a
‘registry’. This is a store of data that contains a great deal of information, including a
comprehensive database containing information on every program that is compatible
with Windows that has been installed on the computer. It also includes information
about the purported user of the computer, the preferences exercised by the user,
information about the hardware components, and information about the network
(if it is connected to a network). The values stored in the registry are in hexadecimal
format, but can be converted to ASCII. An example of the type of information that the
registry can provide to an investigator is the AutoComplete data for a user of Internet
Explorer visiting a particular website such as his name, address, telephone number,
email address and passwords. In addition, it is possible to establish when the user
last downloaded a file from the Internet, and the first page the user visited from the
registry.!

1  Although it does not follow that a user clicked on a website address that has been recorded in a
temporary cache file, for which see the case of State of Connecticut v Julie Amero (Docket number CR-
04-93292; Superior Court, New London Judicial District at Norwich, GA 21; 3, 4 and 5 January 2007).

For an exhaustive analysis of this case, see Stephen Mason (ed), International Electronic Evidence
(British Institute of International and Comparative Law 2008) xxxvi-Ixxv.

Temporary files and cache files

1.27 When a computer connects to the Internet, a range of information about its
activities is recorded and retained locally, including the websites that have been
visited, the contents that were viewed and any newsgroups that were visited. For
the purpose of enabling the browser to improve the user experience and speed up
browsing, temporary copies of websites that have been visited are stored in cache
folders. These folders contain fragments of the web page, including images and text.
Some versions of software will retain in more than one local file location information
about the websites visited.

1.28 Itis important to understand the legal consequences of the temporary files and
cache files. This is exemplified in the case of Atkins v Director of Public Prosecutions.!
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In this case, Dr Atkins, a university lecturer at the University of Bristol, Department of
English, had browsed the Internet for indecent photographs of children. He deliberately
saved a number of such photographs as files in the ] directory, but he did not know
that these photographs were also cached in the temporary cache folder of Internet
Explorer. He was convicted on ten offences of having in his possession indecent
photographs of children, nine in the form of temporary files in the cache folder and one
from the | directory. He was acquitted of a further 24 charges, some of which related
to the files deliberately saved in the | directory. Both his and the prosecutor’s appeals
were allowed. Simon Brown L] and Blofeld ] held that Dr Atkins should not have been
convicted of possession in respect to the photographs stored in the cache, because
he was not aware of its existence or what it did, and therefore could not be said to
have knowingly had possession of these particular photographs. He should only have
been convicted of intentionally placing the photographs in the ] directory, because he
knew what he was doing. The court ordered that the case be remitted with a direction
to convict Dr Atkins of the offences where he deliberately saved photographs in the ]
directory.?

1  Atkins v Director of Public Prosecutions; Director of Public Prosecutions v Atkins [2000] 1 WLR 1427
(QB); for a US case based on similar facts with an identical outcome, see United States v Kuchinski 469
F.3d 853 (9th Cir. 2006).

2 In Clifford v Chief Constable of the Hertfordshire Constabulary [2011] EWHC 815 (QB), Mr Justice
Mackay observed that the prosecution were fully aware of this issue, but prosecuted Mr Clifford in
any event: a prosecution that was eventually determined to be malicious; see also Clifford v Chief
Constable of the Hertfordshire Constabulary [2008] EWHC 3154 (QB) and Clifford v Chief Constable of
the Hertfordshire Constabulary [2009] EWCA Civ 1259.

1.29 In addition to browser caches, Windows and UNIX systems also have paging
file or swap space. This is an area of disk that is used as virtual memory. In the event
that the applications being run on the system require more RAM than a system has
available, low priority applications that are running are copied to the virtual memory
and the RAM they are using freed for use by applications with a higher priority. Swap
space is rarely cleaned during the normal operation of the system. This means that
when a system needs to be forensically analysed, it is often the case that useful data
associated with applications, which may not even be running at the time, can be found
by analysing the content of the swap space. This can also apply to data that is normally
stored on the standard file system in an encrypted form. Depending on the application
and the precise circumstances, some applications may allow unencrypted copies of the
data to be stored in the swap file.

Deleted files

1.30 File systems keep a record of where data are located on a storage medium. The
way data are stored will differ, depending on the software and the architecture of the
method used to allocate blocks of storage for files (the file system architecture). In
simple terms, the location of data on a storage medium is controlled by a file system.
For instance, the storage medium can be divided into partitions, and where this is
the case, the file will be stored on a particular location in a partition. When a file is
deleted, the instruction to delete removes the pointer to the location of the file, but
does not actually delete the file. For this reason, in the vast majority of cases, it is
possible to recover data that have been deleted, depending on the amount of disk
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writing activity that has been performed between the deletion of the file and the
forensic analysis.! Alternatively, when a device that is claimed to be non-functional is
forensically restored or unlocked, it may be possible to discover or infer evidence of
wrongdoing on the device. This is illustrated by the case of Sectrack NV v Satamatics
Ltd? concerning the misuse of confidential information. One of the defendants was in
possession of a Blackberry device, which he claimed was frozen or locked. When the
device was ‘unlocked’, it automatically downloaded various emails that the defendant
received, which implicated him in the misuse of confidential information.® Since this
case, manufacturers of hand held devices have developed extensive back-up systems
that permit the back-up of device data to other devices and storage facilities. In future,
without the use of encryption, it will be relatively difficult to delete data sufficiently for
it to be beyond recovery.

1  Andy Jones and Christopher Meyler, ‘What evidence is left after disk cleaners?’ (2004) 1 Digital
Investigation 183.

2 [2007] EWHC 3003 (Comm).

3 [2007] EWHC 3003 (Comm), [7].

Mobile devices

1.31 Hand held devices are now ubiquitous. These include the use of tablets and
smartphones that combine personal computer functionality with telephone and
camera. Such devices are computers, since they have a CPU, memory, keypad or
mouthpiece (input) and a screen or earpiece (output). And like computers, hand held
devices have ROM and RAM. The ROM stores the operating system and any essential
software required for the device to function. The RAM is used to store other software
and data that the user may wish to retain. More recently, these devices are equipped
with a programmable ROM known as flash-ROM, a form of solid-state memory chip
that is capable of retaining content without power.

1.32 Other types of specialist mobile devices include digital music players and ebook
readers that can use wireless technology to download large volumes of data from a main
computer. All these devices, together with laptop computers, are increasingly used by
organizations as components in an extended information technology infrastructure.
Where relevant, such devices may be investigated for electronic evidence, although
the amount of information that can be obtained will vary. For instance, while one may
only find a list of the most recent telephone numbers called from an ordinary mobile
telephone, a smartphone will probably yield substantial amounts of data, including
emails and other data from a network that might aid an investigation.

1.33 The examples given above emphasize the types of electronic evidence that can
be revealed by means of a forensic examination, including hidden or deleted data. Only a
highly skilled person could remove all traces of evidence on a computer, and such skills
are very rare. Some forensic techniques exist that can recover data even when it has
been strictly overwritten on disk. Whether these techniques will be used or deployed
will of course depend on the type and value of the data sought to be recovered.
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Networks

1.34 Gone are the days when most computers stood alone on a desk. The majority of
computers are now connected, or are intermittently connected, to other computers, or
a network. Given the trails left by the assortment of logs and files in computers, going
online can produce electronic evidence in abundance, including the using of email,
connecting to the Internet and viewing websites, and transferring of files between
computers. Other sources of electronic evidence can be obtained from server logs, the
contents of devices connected to the network, and the records of traffic activity. In
many instances, it could be that the only evidence that will be available is evidence on
a network, because the perpetrator of a crime may have successfully persuaded the
victim to destroy evidence by disposing of his hard drive and any other hardware.

Types of network
Internet

1.35 The development of the Internet was brought about because the military in
the United States of America recognized the need to ensure military communication
networks could continue to communicate, even if important parts of the infrastructure
were damaged beyond repair. Since the introduction of the World Wide Web, it has
become easier for people to use the Internet. Other networks also exist that operate at
higher speeds, such as the Internet2. When a computer connects to the Internet, it uses
asetof protocols called Transmission Control Protocol/Internet Protocol (TCP/IP).! This
set of communication standards can be regarded as a common language that enables
various types of networks to communicate, each with the other. When a computer is
connected to a network, it is referred to as a ‘host. The computer uses a modem or a
network interface card (NIC)? to send and receive information, although medium-sized
and large organizations will have a Local Area Network (LAN)? gateway to the Internet.
A computer, or host, that is connected to two or more networks is called a ‘router’ if
it mediates the passage of traffic between them, and if the networks have different
addresses. Most networks use bespoke routers. Routers are a very important part of a
network, because they act to direct data from one network to another; filter traffic that
is not permitted, and keep logs of activity. Most routers maintain system logs, which
may vary in terms of the quantity of data and the amount of detail in each log entry.

1 ‘Internet protocol suite’ (Wikipedia) <https://en.wikipedia.org/wiki/Internet_protocol_suite>;
Vinton Cerf, ‘Specification of Internet Transmission Control’ (1974) RFC 675 <https://tools.ietf.org/
html/rfc675>; F Baker, ‘Requirements for IP Version 4 routers’(1995) RFC 1812 <https://tools.ietf.
org/html/rfc1812>.

2 ‘Network interface controller’ (Wikipedia) <https://en.wikipedia.org/wiki/Network_interface_
controller>.

3 ‘Local area network’ (Wikipedia) <https://en.wikipedia.org/wiki/Local_area_network>.

1.36 A further component of the modern communication infrastructure is the
server, often viewed as a very powerful computer that provides a range of clients
with a service, for instance, hosting an organization’s web service or email facility.
Some servers, such as web servers, permit anyone to obtain access to its resources
without limitation. Other servers, such as email servers, only permit authorized users
to obtain access to the service, usually by means of a username and password. Sources
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of electronic evidence from servers include logs recording when a user connects to a
server, whether to grant access to the Internet or whether to download email.

Corporate intranets

1.37 An intranet, usually run by a large organization, is a private network that in
principle is only available to members and employees of the organization or others with
authorization to obtain access to and use the information contained on the network.
The intranet may look like a smaller version of the Internet, providing websites, mail
servers and time servers amongst other facilities. Usually situated within the corporate
firewall, an intranet is built to support the internal needs of the organization, and to
improve workforce connectivity and business operations. As such, it generally aims to
keep those outside the organization from gaining access, and is usually well protected.

Wireless networking

1.38 A further development in this form of networking is wireless technology. One
implementation of wireless networking is Wi-Fi! (a mark used by the Wi-Fi Alliance),
mainly through the 2.4 GHzand 5 GHz radio bands based on the 802.11 communications
standard.? Another wireless technology, known as Bluetooth,? is a wireless technology
standard for exchanging data between devices over short distances using ultra high
frequency (UHF) radio waves. From an evidential perspective, logs exist to record the
use of wireless networks, affording evidence of the use that a device has made of a
network.

1 ‘Wi-Fi’ (Wikipedia) <https://en.wikipedia.org/wiki/Wi-Fi>.

2 The number 802 is the name given to the interoperability standard developed by the Institute of
Electrical and Electronic Engineers for Local Area Networks and Metropolitan Area Networks, and Wi-

Fiis based on 802.11, which is a sub-set of the 802 standard relating to wireless local area networks.
3 ‘Bluetooth’ (Wikipedia) <https://en.wikipedia.org/wiki/Bluetooth>.

Cellular networks

1.39 A cellular network or mobile network is a communications network that
enables portable devices such as cellular telephones to communicate with each other.
The network is made up of a number of cell sites (base stations) within a defined
geographical area. An individual connected to a cell site can make and receive calls
over the network. Each cell site is connected to a central computing infrastructure,
comprising telephone exchanges or switches, which are in turn connected to the
public telephone network. This infrastructure processes the calls by routing them to
their destination, and retains logs for the purpose of sending out bills, maintenance
and, if necessary, carrying out investigations. The most recent developments in the
cellular technology include General Packet Radio Services (GPRS),! Third Generation
(3G)? Universal Mobile Telecommunications System (UMTS),® and the Fourth Generation
(4G)* Long Term Evolution (LTE)® standard, developments that provide for faster
transmission rates and enable applications such as mobile web access, IP telephony,
gaming services, high-definition mobile TV, and video conferencing. These supplant
and will eventually replace the Global System for Mobile Communications (GSM)®
standard, which, while incorporating encryption mechanisms, is now considered to
have security flaws which are complex, though feasible, to exploit.
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1 ‘General Packet Radio Service’ (Wikipedia) <https://en.wikipedia.org/wiki/General Packet_
Radio_Service>.
2 ‘3G’ (Wikipedia) <https://en.wikipedia.org/wiki/3G>.

3 ‘UMTS (telecommunication)’ (Wikipedia) <https://en.wikipedia.org/wiki/UMTS_
(telecommunication)>.

4 ‘4G (Wikipedia) <https://en.wikipedia.org/wiki/4G>.

5 LTE (telecommunication) (Wikipedia) <https://en.wikipedia.org/wiki/LTE_
(telecommunication)>.

6 ‘GSM’ (Wikipedia) <https://en.wikipedia.org/wiki/GSM>; H Haverinen and ] Salowey (eds.),
‘Extensible Authentication Protocol Method for Global System for Mobile Communications (GSM)
Subscriber Identity Modules (EAP-SIM)’ (2006) RFC 4186 <https://www.ietf.org/rfc/rfc4186.txt>.

1.40 A mobile telephone has several numbers that identify the device. The
manufacturer includes an Electronic Serial Number (ESN)! or the International Mobile
Equipment Identity (IMEI)? number as a code to uniquely identify mobile devices. The
International Mobile Subscriber Identity (IMSI)®> number is a unique identification
number; typically provisioned in the SIM card of the telephone to identify the subscriber
of a cellular network. To prevent the subscriber from being identified, this number
is rarely sent. What is sent in its place is the Temporary Mobile Subscriber Identity
(TMSI),* which is randomly generated and assigned to the telephone the moment
it is switched on, to enable the communications between the mobile device and the
base station. Finally, the Mobile Identification Number (MIN) or Mobile Subscription
Identification Number (MSIN)® is the unique telephone directory number for that
mobile subscription that is used to identify a telephone. It is derived from the last part
of the IMSI.

1 ‘Electronic serial number’ (Wikipedia) <https://en.wikipedia.org/wiki/Electronic_serial_
number>.

2 ‘International Mobile Station Equipment Identity’ (Wikipedia) <https://en.wikipedia.org/wiki/
International_Mobile_Station_Equipment_Identity>.

3  ‘International mobile subscriber identity’ (Wikipedia) <https://en.wikipedia.org/wiki/
International_mobile_subscriber_identity>.

4 ‘Mobility management’ (Wikipedia) <https://en.wikipedia.org/wiki/Mobility_
management#TMSI>.

5 ‘Mobileidentification number’ (Wikipedia) <https://en.wikipedia.org/wiki/Mobile_identification
number>.

1.41 To ensure the telephone company knows the correct base station to direct
the call, the position of the telephone is constantly tracked when it is switched on.
Thus, there is a broad range of electronic evidence associated with the use of a mobile
telephone, including where the telephone was located geographically, details of calls
made and received, and the recovery of the contents of text messages.! Where a
telephone is capable of being used in other ways, such as making micro-payments,
data relating to such services are also capable of being retrieved.?

1 InRvBrooker[2014] EWCA Crim 1998, Brooker falsely accused her former partner, Paul Fensome,
of various crimes, including rape and assault. Cell site analysis determined that Brooker was not at
various locations as she claimed. In addition, because Mr Fensome retained all of the text messages
exchanged with Brooker, it was possible to establish that the relationship between the two was not as
alleged by Brooker.

2 Svein Yngvar Willassen, ‘Forensics and the GSM mobile telephone system’ (2003) 2 Intl ] of Digital
Evidence.
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Types of network applications
Email

1.42 A significant amount of correspondence undertaken within and between
organizations takes the form of the exchange of email. Email is, essentially, an
unstructured form of communication, whose content determines its purpose:

(i) An email discussing official business between employees internally is an
internal memorandum.

(ii) A similar email sent out to a third party relating to official business is an
external communication, and by being sent with the same corporate information
that is contained on the stationery, should be treated as official stationery.

(iii) An extension of a telephone conversation, confirming something, for instance,
is a note to be added to a file, whether it is sent to people within the organization
or to external addressees, or a mix of internal and external addressees.

(iv) A note to a friend to say you enjoyed the party last night, or to colleagues
inviting them to join you in a glass of port and a slice of Dundee cake to celebrate
your birthday, is an item of private correspondence using the organization’s
resources. The use of email for this purpose may or may not be authorized by
the organization.

1.43 Email is an important source of electronic evidence. However, emails should
be treated with some discretion, because a person can conceal his identity and hide
behind a false email address with relative ease. It is very straightforward to send an
email that appears to come from someone other than the real source. Forging emails
might be effortless, but email is freely admitted into legal proceedings, both criminal
and civil.

1.44 To obtain access to email, it is necessary to interact with two different services,
one for outgoing mail and one for incoming mail. These services may, or may not, be
provided by the same server. To read email, the individual mustdirect the email program
to connect to a mail server using one of a number of protocols, the most common of
which are: Post Office Protocol (POP),! Internet Message Access Protocol (IMAP),? and
a proprietary Microsoft protocol called Messaging Application Programming Interface
(MAPI).2

1  ‘Post Office Protocol’ (Wikipedia) <https://en.wikipedia.org/wiki/Post_Office_Protocol>; ] Myers
and M Rose, ‘Post Office Protocol - version 3’ (1996) RFC 1939 <https://tools.ietf.org/html/rfc1939>.
2 ‘Internet Message Access Protocol’ (Wikipedia) <https://en.wikipedia.org/wiki/Internet_
Message_Access_Protocol>; M Crispin, ‘Internet Message Access Protocol - Version 4revl’ (2003) RFC

3501 <https://tools.ietf.org/html/rfc3501>.
3 ‘MAPI' (Wikipedia) <https://en.wikipedia.org/wiki/MAPI>.

1.45 The POP protocol (POP3 is the most widely used version) permits the user to
read his email by downloading it from a remote server and onto the storage facility of
his local computer or device. Once the email has been downloaded from the server, it
is automatically deleted from the live server, but probably not from the back-up server
that will invariably be used by the mail service provider for the purpose of recovering
from a failure for any reason. By contrast, the IMAP protocol (IMAP4 being the most
widely used) enables the user to leave all his email on the mail server. Keeping all the
email on a single server can be an advantage for an organization because the email for
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the entire organization can be backed up from a central location. However, the problem
with keeping all email communications on the server is that the server may eventually
become overloaded due to the volume of data. Both POP and IMAP protocols require a
user to have a username and a password before the user can obtain access to the mail
download service. In addition, the protocol servers keep logs of who checked emails
and when they were checked. This enables an investigator to look for evidence of email
traffic even where a user has deleted all of his emails.

1.46 Outgoing email uses a different protocol called Simple Mail Transfer Protocol
(SMTP),! although MAPI also supports outgoing email. The servers supporting SMTP do
not normally require a user to use a password. This makes it very easy for an individual
to forge a message. However, the SMTP server may keep a log of the messages that pass
through the system.

1 ‘Simple Mail Transfer Protocol’ (Wikipedia) <https://en.wikipedia.org/wiki/Simple_Mail_

Transfer_Protocol>; | Klensin (ed.), ‘Simple Mail Transfer Protocol’ (2008) RFC 5321 <https://tools.
ietf.org/html/rfc5321>.

1.47 When an email is sent from a computer, it will pass on to one of a number of
Message Transfer Agents (MTA). The MTAs act in the same way as post offices. A local
MTA will receive the email. Upon receipt, it will add to the top of the email message
received the current time and date, the name of the MTA, and other additional
information. This information in what is called the header of the email. As the message
passes through various MTAs, each MTA will add further date and time stamps to the
header. The most recent information will be at the top of the header.

1.48 Anotheritemofinformationthattendstobe collected inthe headeristhe Internet
Protocol (IP) address of the computer or system connecting to the server. Technically
astute users of email who may wish to hide their identity can send messages through
anonymous or pseudonymous re-mailing services. When email is sent through such a
re-mailing agent, the header information may be stripped before the message is sent
on to its destination. However, some other forms of electronic evidence are transferred
during such a process, and it is possible for forensic investigators to attempt to find
evidence that may be useful.!

1 See Craig Earnshaw and Sandeep Jadav, ‘E-mail Tracing’ (2004) 15 Computers & Law 7 for an
introduction.

Instant messaging

1.49 Instant Messaging (IM) is a form of online communications service that enables
the user to transmit a variety of text, voice and image messages with other individuals
in real time over the Internet. This form of communication is similar to a conversation
over the telephone, but the users typically communicate by typing messages into the
software. The technology also permits the user to share files. Instant messaging has
become popular because the software implementing the service can be downloaded at
no cost, and is easy to install and use.

1.50 Depending on the type of software used, the program will, when a message
is initiated, connect the two devices, either via a direct point-to-point configuration
or via a client-server configuration, through the ports of the devices. There are two
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significant problems. First, in a client-server configuration, the instant message server
may not necessarily log such messages, which means that such conversations can be
considered conceptually similar to conversations over the telephone. Secondly, the
program may have a feature that allows for messages to pass through legitimate open
ports if others are not available. Whether such conversations are recorded will depend
on the software used. In an earlier variation of Instant Messaging known as Internet
Relay Chat (IRC),' conversations take place in a similar way to a conference call. IRC
is mainly designed for group communications, though it also allows for one-on-one
communications via private messages. It frequently suffers from the same issues as
Instant Messaging, in that the servers relaying messages are not typically configured
to log conversations.

1 ‘Internet Relay Chat’ (Wikipedia) <https://en.wikipedia.org/wiki/Internet_Relay_Chat>; C Kalt,
‘Internet Relay Chat: Client Protocol’ (2000) RFC 2812 <https://tools.ietf.org/html/rfc2812>; and
‘Internet Relay Chat: Server Protocol’ (2000) RFC 2813 <https://tools.ietf.org/html/rfc2813>.

Peer to peer networking

1.51 As personal computers have developed, so have their capacity and power
increased. As a result, there is less of a dividing line between a client and a server. This
is because any host can be made a server by installing appropriate software into the
computer. The software then permits other clients to obtain access to the resources
of the computer over the network. This is called peer-to-peer networking (P2P),! and
is often the subject of litigation regarding intellectual property, especially for the
purpose of downloading music and films without payment. For instance, in Hong Kong,
a Norwich Pharmacal? order was granted in the case of Cinepoly Records Co Ltd v Hong
Kong Broadband Network Ltd® in respect of a number of IP addresses, and in the case
of Polydor Ltd v Brown,* summary judgment was granted against the second defendant,
Mr Bowles, for copyright infringement, after a Norwich Pharmacal order was made
against various Internet service providers whose subscribers’ IP addresses had been
identified as being used for allegedly infringing activity. In both cases, the infringers
were identified by the Internet service providers from their electronic records of the
[P addresses assigned to their subscribers at the date and time in question when the
allegedly infringing activity was taking place.®

1  Geoff Fellows, ‘Peer-to-peer networking issues - an overview’ (2004) 1 Digital Investigation 3;
‘Peer-to-peer’ (Wikipedia) <https://en.wikipedia.org/wiki/Peer-to-peer>; G. Camarillo (ed.), ‘Peer-
to-Peer (P2P) Architecture: Definition, Taxonomies, Examples, and Applicability’ (2009) RFC 5694
<https://tools.ietf.org/html/rfc5694>.

2 Norwich Pharmacal Co v Customs and Excise Comrs [1974] AC 133 (CA), revd [1974] AC 133 (HL).
See generally Paul Torremans, Holyoak and Torremans Intellectual Property Law (8th edn, Oxford
University Press 2016), 612, 694-7.

3 [2006] HKCFI 84; [2006] 1 HKLRD 255; HCMP2487/2005 (26 January 2006).

4 [2005] EWHC 3191 (Ch).

5 For a similar case in Denmark, see Per Overbeck, ‘The burden of proof in the matter of alleged
illegal downloading of music in Denmark’ (2010) 7 Digital Evidence and Electronic Signature Law
Review 87; Per Overbeck, ‘Alleged illegal downloading of music: the Danish Supreme Court provides
a high bar for evidence and a new line of direction regarding claims for damages and remuneration’
(2011) 8 Digital Evidence and Electronic Signature Law Review 165; similar comments were made by
Baker D] in VPR Internationale v Does 1-1017 2011 WL 8179128 (C.D.IIl. Apr. 29, 2011); Thomas M
Dunlap and Nicholas A Kurtz, ‘Electronic evidence in torrent copyright cases’ (2011) 8 Digital Evidence
and Electronic Signature Law Review 171.
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Social networking

1.52 The advent of Web 2.0 has seen an enormous increase in websites that permit
users to provide their own content. This varies in type from uploaded video clips (on
sites such as YouTube), photographs (on sites such as Flickr), personal musings in the
form of blogs (personal Web logs) and interactive exchanges with a wider audience
in the form of social networking sites (such as Facebook and Twitter) and their more
business-oriented alternatives (such as LinkedIn). As social networking has increased
in popularity, with meteoric growth in participating users, several contexts arise in
which the content of an individual's social network contribution may constitute
evidence. For instance, an individual may be located at a specific place by means of his
geotagged submissions to such a site, and photographs uploaded to a social networking
site often retain their geotag data and reflect the time and place at which they were
taken. Many of such sites with contributions that contain such information have been
used for the purposes of grooming! and blackmail.?

1 RvLawrence Michael Scott [2008] EWCA Crim 3201; Rv C.B. [2010] EWCA Crim 3009.
2 Rv]jake Breakwell [2009] EWCA Crim 2298.

1.53 In a different vein, an individual’s social network contributions may suffice to
determine political or social prejudices that in turn shed light on the character of a trial
witness. The evidence in such cases may be recovered from the witness’ contributions
to the social networking sites, depending upon the availability and accessibility of
such contributions to such sites. If an individual had made such contributions under
an alias, a digital evidence professional may be able to establish his true identity by
matching his online contributions to the same content that is found on the individual’s
storage media.

Concluding remarks

1.54 Given the ubiquity of digital devices and our near total reliance on them,
the range of electronic evidence that is capable of being captured, investigated and
disclosed in legal proceedings is very wide, as demonstrated in this chapter. From
the files on a digital camera to the complex behaviour of a computer attached to the
Internet, assessing electronic evidence has become the staple of a lawyer’s life. Every
lawyer should be equipped to offer appropriate advice to his clients in relation to the
investigation, disclosure, admissibility and treatment of such electronic evidence. All
these issues will receive due consideration in the subsequent chapters.
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The characteristics of electronic evidence

Burkhard Schafer and Stephen Mason

2.1 Lawyers are required to offer appropriate advice to clients in relation to the
disclosure or discovery of data in electronic form. If lawyers fail in their duty to more
fully understand the issues surrounding digital data, they may find themselves subject
to actions for negligence. Trying to persuade lawyers that they need to keep up to date
with technology is far from new. In 1904, judges and lawyers were urged to make
themselves aware of photography because ‘they might otherwise accept what appears
to be pure untouched work as reliable which was all the time outrageously worked
on’! And in 1959, an academic noted that ‘hundreds of important cases involving
disputed typewriting have been tried but there are still lawyers here and there who
apparently have never heard of them and courthouses where a disputed typewriting
has never been considered’? Although written more than 50 years ago, the statement
is undoubtedly still true today in many jurisdictions.

1  ‘Photographs as Evidence’ (1903) 115 LT 474.
2 Winsor C Moore, ‘The questioned typewritten document’ (1959) 43 Minn L Rev 727, 727-8.

2.2 Electronic evidence and computer forensics are relatively recent additions to
the means of proof in legal proceedings. Unlike many older forensic disciplines that
were often introduced into the trial process with little or no legal debate and scrutiny,
electronic evidence has caused considerable, and often controversial, discussion
among legal professionals. Different legal systems have reacted in various ways to
this new challenge. Some systems have introduced new legislation to specifically
address electronic evidence. Other systems try to establish a ‘closest match’ to existing
evidentiary concepts and have applied wherever possible existing rules analogously,
for instance whether electronic evidence was admissible depended on whether it
was similar to proof by (paper) document or proof by visual inspection. Most systems
adopt a combination of both strategies. Where new legislation is introduced, the
emphasis is on the differences between electronic and traditional forms of evidence.
This can prevent lawyers from utilizing their collective institutional experience in
evaluating and interpreting such evidence, often creating a sense of confusion and
uncertainty. Where analogous approaches are used, the emphasis is on the similarities
between traditional and digital evidence. Although this permits lawyers to draw on
their experience in assessing the strength of the competing narratives that are argued
by the parties, this can result in the inappropriate application of evidentiary rules. In
either case, it is important for lawyers to be aware of the distinctive characteristics
of electronic evidence to enable them to confidently and reliably evaluate the use of
electronic evidence.

2.3  Defining what we mean by ‘electronic’ evidence is not an easy task. The type
of evidence that we are dealing with has also been variously described as ‘digital
evidence’ or ‘computer evidence’. All three terms express some aspects of our pre-
theoretical intuition that this type of evidence has some distinctive features that

Burkhard Schafer and Stephen Mason, ‘The characteristics of electronic evidence’, in Stephen Mason
and Daniel Seng (eds.), Electronic Evidence (4th edn, University of London 2017) 18-35.
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set it apart from other means of proof. However, defining what these distinguishing
features are is far from straightforward. The rapid technological change in the field
of information technology means that any definition narrowly tailored to the current
state of technology faces the risk of becoming obsolete rapidly. Definitions that are
suitably future proof by contrast tend to be too abstract and will cut across traditional
divisions and categories in the law of evidence. For our purpose, we will take as our
approach the need of the lawyer to turn certain artefacts - digital objects such as
computer print-outs - into evidence that can be used for the purpose of proof in legal
proceedings. Such a legal-purposive definition may not always map perfectly to the
terminology in computer science, but if we keep this caveat in mind, we can develop a
workable definition that will suit most applications and purposes.

2.4  Various definitions of electronic evidence exist. These include ‘information of
probative value that is stored or transmitted in binary form’ and ‘information stored
or transmitted in binary form that may be relied on in court’? In his treatise, Casey
defines digital evidence as:

any data stored or transmitted using a computer that support or refute a theory
of how an offense occurred or that address critical elements of the offense such
as intent or alibi.?

1  Scientific Working Groups on Digital Evidence and Imaging Technology, ‘Best practices for digital
evidence laboratory programs glossary: version 2.7".

2 International Organisation on Computer Evidence, G8 proposed principles for the procedures
relating to digital evidence (I0CE 2000). This definition has been adopted by the US Department of
Justice Office of Justice Programs, National Institute of Justice, in Electronic Crime Scene Investigation:
A Guide for First Responders (US Department of Justice 2001) and Forensic examination of digital
evidence: A guide for law enforcement (US Department of Justice 2004).

3 Eoghan Casey, Digital Evidence and Computer Crime (3rd edn, Academic Press 2011) 7.

2.5  Although the emphasis of this definition is on criminal investigations, it is a
wider definition than the previous definitions, and it usefully explicates certain
important aspects of electronic evidence. For instance, the reference to ‘data’ is
to information that is held in electronic form, such as text, images, audio and video
files. Also, the word ‘computer’ must be understood in its widest possible sense, and
incorporates any device that stores, manipulates or transmits data. In addition, the
definition implies that the evidence must be relevant and admissible, a question that
can only be answered after we know what the electronic evidence, whether admissible
or inadmissible, actually is.

2.6  With the aim of offering a wider-ranging definition that includes civil and
criminal cases, we propose the following definition:

Electronic evidence: data (comprising the output of analogue devices or data in
digital form) that is manipulated, stored or communicated by any manufactured
device, computer or computer system or transmitted over a communication
system, that has the potential to make the factual account of either party more
probable or less probable than it would be without the evidence.

2.7 Thisdefinition has three elements. First, the reference to ‘data’ includes all forms
of evidence created, manipulated or stored in a device that can, in its widest meaning,
be considered a computer.! This is used here in a non-technical sense meaning roughly
‘a gathered body of facts. Computer scientists often distinguish between ‘data’ and
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‘programs’. This distinction is not helpful for our purposes. In a copyright case, if a
defendant has allegedly installed an unauthorized operating system, the presence of
the system on his computer is electronic data for our purposes.? Second, the definition
includes the various devices by which data can be stored or transmitted, including
analogue devices that produce an output. Ideally, this definition will include any
form of device, whether it is a computer as we presently understand the meaning of
a computer, telephone systems, wireless telecommunications systems and networks,
such as the Internet, and computer systems that are embedded into a device, such as
mobile telephones, smart cards and navigation systems. Third, the definition restricts
the data to information that is relevant to the process by which a dispute, whatever the
nature of the disagreement, is decided by an adjudicator, whatever the form and level
the adjudication takes. This part of the definition includes one aspect of admissibility -
relevance only - but does not use ‘admissibility’ in itself as a defining criterion, because
some evidence will be admissible but excluded by the adjudicator within the remit of
his authority, or inadmissible for reasons that have nothing to do with the nature of
the evidence. This could be, for instance, because of the way it was collected, such as
violating privacy or professional privilege in the process that can result in rendering
the evidence inadmissible. However, the definition of electronic evidence is limited to
those items offered by the parties as part of the fact-finding process. This contextual,
teleological aspect of the definition excludes, for instance, electronic documents that
are created during a trial in a purely administrative capacity, such as email reminders
of the date of the hearing sent to the parties by the court administrators. Of course, the
very same data can become ‘electronic evidence’ if offered in an appeal to show that
the information was not sent out in a timely fashion if this is part of the complaint.

1  Excluding though for the time being the human brain, which has also been compared to a computer.
2 Obviously, we also do not use ‘data’ in the way it is sometimes understood in telecommunications,
where only digital, but not analogue information, is sometimes referred to as data.

2.8 A particularly important form of evidence in all developed legal systems is
proof by document. Consequently, electronic documents are a particularly important
form of electronic evidence.! They are also a particularly good example to illustrate
some of the pertinent characteristics of electronic evidence. Because of the importance
of documents for our daily life, and the way we handle them as folders, documents and
photocopies, when dealing with electronic documents, many of the most important
software applications intentionally mimic the ‘look and feel’ of traditional, paper-
based stationery. We therefore create digital objects that are called documents, have
the same visual appearance as documents typed on paper, ‘turn’ their ‘pages’ (as with
some electronic readers for ebooks and ejournals), ‘put’ them in files and folders,
and discard them in paper baskets. Email also intentionally mimics the traditional
letter, from the letter icon on the inbox to the pencil icon to ‘write’ rather than type a
new letter. This inauthentic familiarity can create the misleading impression that the
electronic document exists somewhere on the computer as a single, complete whole and
maintains its structural integrity even when the file is closed or the computer switched
off, in the same way a paper document continues to exist when we put it out of sight and
into a folder. This overly naive view underestimates the differences between electronic
and paper based documents, and potentially also overestimates their reliability. The
converse, however, can equally happen, where a more sophisticated user sees through
the processes that intentionally create the appearance of a paper document, and
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dismisses all electronic evidence as essentially deceptive, spurious, and unreliable
rather than as a new kind of document. This becomes a particular problem for those
jurisdictions whose evidence law has formal definitions of ‘document’ and proof by
document, as for instance, the German ‘Urkundenbeweis’. In these jurisdictions, legal
rather than factual issues can increase the chasm between electronic and traditional
documents and require bridging legislation necessary to make electronic documents
also ‘documents-in-law’.

1  William Kent, Data and Reality (2nd edn, 1stBooks 2000) for an interesting discussion of how
humans perceive and process information, and how humans impose this outlook on data processing
machines.

2.9 A better and more realistic approach is to acknowledge that documents in
electronic form have particular characteristics that affect both the test for authenticity
(or provenance) should authenticity be in issue, and the way the electronic evidence is
secured and handled at the pre-trial stage. Arguably, evidence in electronic form ought
to be subject to a more rigorous mechanism than would normally be associated with a
document extant on physical media. John D. Gregory has observed that the integrity of
physical documents is ‘often protected fairly casually’,! yet the same could not be said of
documents that are created, modified, communicated, stored and deleted in electronic
form. For instance, a forensic document examiner can analyse the chemical properties
of the ink on a paper document to determine if more than one writing utensil was
used, or if the ink is consistent with the time at which the document was allegedly
created, or the material properties of the paper. Once the document is written, changes
or alterations will also leave physical traces. With paper documents, we have therefore
a clear understanding, routinely recognized in evidence law, between the original? and
its copies. They are objects with different physical properties. This crucial distinction
becomes problematic in the electronic medium, where not only copy and original are
indistinguishable, but the very act of working on ‘a’ document will automatically and
routinely without knowledge of the author create numerous copies on the computer,
copies that can persist and record earlier drafts even when the document is completed.
Documents in electronic form have a number of features that present particular
challenges that a paper carrier does not in the physical world, as outlined below.

1 John D Gregory, ‘Authentication rules and electronic records’ (2002) 81 Can Bar Rev 529, 533.

2 For a short note on the meaning of ‘original’, see Stephen W Teppler, ‘Digital data as hearsay’
(2009) 6 Digital Evidence and Electronic Signature Law Review 7, 9 n 18; Stephen Mason, ‘Electronic
evidence and the meaning of “original” (2009) 79 Amicus Curiae 26.

The dependency on machinery and software

2.10 Traditional documents make it easy for a reader to obtain access to information
long after it was created with little or no additional costs. The only thing necessary
is good eyesight, or a device to read the text to the person, and a knowledge of the
language in which the document is written. This enables us to obtain access to
information stored on ancient manuscripts and scrolls. Data in electronic form by
contrast is dependent on hardware and software. The data requires an interpreter
to enable it to be rendered into human-readable format. A user cannot create or
manipulate electronic data without appropriate hardware. An electronic document
should not be treated as an object ‘somewhere there’ on the computer, in the same way
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as a paper book is in a library. Instead, the electronic document is better understood
as a process by which otherwise unintelligible pieces of data that are distributed over
the storage medium are assembled, processed and rendered legible for a human user.
In this sense, the electronic document is nowhere: it does not exist independently from
the process (software) that recreates it with the device (hardware) every time a user
opens it on screen. If those electronic documents were produced in the 1990s, many
thousands of these programs are now no longer available commercially, and even if
such software were available, it might be impossible to load it on a modern operating
system. An additional problem for older data is that it might be necessary to have a
specific machine with specific software loaded in order to read the data.! This can
cause additional expense to a party, as in the case of PHE, Incorporated dba Adam &
Eve v Department of Justice,” where PHE was ordered to review information contained
in a database, even though no program existed to enable it to obtain the information
requested by the Department of Justice.

1 For instance, the jazz club Ronnie Scott’s, based in Soho, London, was refurbished in 2005-6. As
each part of the club was renovated, so large numbers of recordings of jazz musicians and singers, such
as Dizzy Gillespie, Ella Fitzgerald, Chet Baker, Sarah Vaughan and Buddy Rich, recorded during live
performances, were discovered. Some of the recordings were made on tapes that required machines
that were no longer in the possession of the club. Report by Bob Sherwood, ‘Ronnie Scott’s jazz club to
release archive of the greats’, Financial Times (London, 28 June 2006) 1.

2 139 FR.D. 249 (D.D.C. 1991); a similar problem was considered by Vinelott ] in Derby & Co Ltd v
Weldon (No. 9) [1991] 2 AllER 901, [1991] 1 WLR 652 (Ch).

The mediation of technology

2.11 Data in electronic form must be rendered into human-readable form through
the mediation of a set of technologies. This means differences occur in how the same
source object is displayed in different situations. A good example that is common to
all users of the Internet is that a website can look very different depending on what
type of screen and what browser is used, among other things. As a result, there can be
no concept of a single, definitive representation of a particular source digital object.
This can have obvious legal repercussions. An electronic contract document carelessly
drafted may informally refer to the ‘paragraphs’ of the document without enumerating
them since the formatting on the author’s computer makes them plainly visible
through line breaks in the text. Sent by email to the buyer and opened on her machine
with a different software program, this formatting data may be unreadable and the
paragraphs no longer apparent. Another example could be found in the changed
representations of ‘emojis’ (ideograms used in an electronic message similar to older
ASCII emoticons). For instance, in 2016, Apple controversially changed a ‘hand gun’
emoji into a ‘water pistol’ emoji. However, when a message containing this emoji is
send to a non-Apple device, it could appear on the recipients’ machine as a cartoon
image of a real gun.! If a message such as ‘bring <gun emoji> to our meeting’ or ‘retract
that or I come with my <gun emoji>’ is sent, what was intended by the sender as a
light-hearted joke will look like a threat for some recipients, depending on what device
they are using.

1 Bonnie Malkin, ‘Water pistol emoji replaces revolver as Apple enters gun violence debate’, The

Guardian (London, 2 August 2016) <www.theguardian.com/technology/2016/aug/02/apple-
replaces-gun-emoji-water-pistol-revolver-violence-debate>.
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2.12 With traditional evidence, the act of observing or analysing a crime scene
should not be allowed to alter it, a problem commonly known as ‘contamination’. In
contrast, with electronic evidence, the mere act of starting a computer and opening a
document changes it, for instance, by altering its metadata. Different observers using
only marginally different machinery will recreate different versions of the object in
question, and it is not an easy issue to decide which one of them should be regarded
as ‘more authentic’

2.13 To manage this issue, we can perhaps use the approach taken with eyewitness
evidence. We know that different observers of the same event will always provide subtly
different accounts as to what happened. Furthermore, an observer will unintentionally
and inevitably alter his memory of the events every time he tries to remember them. In
the same way in which we try to minimize these effects through appropriate protocols
and procedures - for instance for a line-up of people that might include the accused or
the interviewing of witnesses - protocols and procedures used by the digital evidence
professional can minimize, but not eliminate, the distortion that the investigation
creates. This means that it is crucial to identify appropriate standards, protocols,
benchmarks and procedures and the relevant hardware and software, in relation to
the management and use of any item of electronic evidence.

Speed of change

2.14 Technology changes rapidly in operating systems, application software and
hardware. As a result, data in digital form may reach a point when they cannot be
read, understood or used with new software or hardware. For instance, a software
company may no longer produce software that is backward compatible or ‘downward
compatible’ (where new versions of software are able to operate with older products).
Technical obsolescence is a major problem that affects every aspect of the legal process,
especially because the rate of change has now become so rapid.

2.15 Theincessantspeed of change hasanother consequence, again best explained by
contrasting electronic evidence with traditional evidence. Eyewitnesses’ identification
evidence is one of the oldest, if not the oldest, form of evidence used in trial. Despite this,
the way we elicit and interpret eyewitness evidence in legal proceedings has changed
little over the centuries, and legal systems regularly keep culturally obsolete concepts
such as the oath or dock identification for their ritual value. Fingerprint evidence is
much younger, with little over a hundred years of forensic use. Since its inception,
while the basics of the discipline have remained the same, important changes in the
way in which we interpret fingerprint evidence have been made, as have the features
that we look for when establishing a match. A fingerprint expert trained 90 years ago
would probably need at least a refresher course. DNA evidence is younger still, but in
its 30-year history, there have been considerable changes in the way in which DNA
is collected, analysed and interpreted. An expert trained in the 1980s would require
considerable retraining to be able to deal with current technology and equipment.
For electronic evidence, the pace of change is faster still. This makes it all the more
difficult to keep lawyers and other non-experts briefed of the relevant developments,
and increases the reliance on experts. It also means that it is essential that an expert
has up-to-date knowledge and receives constant training, which are more important
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than ‘experience’ in this field. A related problem to the rapid change over time is the
horizontal diversification of software and hardware. If a DNA expert analyses a blood
sample, she need not know in advance the age, nationality or gender of the donor.
By contrast, the digital evidence professional needs to know, and be trained for, the
specific type of device and software that she is asked to analyse.

2.16 The ability of those investigating crimes, for instance, is also hampered by the
speed at which the technology changes. In particular, obtaining relevant electronic
tools to analyse a device forensically can be difficult for two reasons: first, the tools
have yet to be devised, and second, because such tools can be expensive. In the case
of R v Hallam,! Sam Hallam’s conviction for three offences of murder, conspiracy to
commit grievous bodily harm and violent disorder was quashed. One of the grounds
of appeal was that Mr Hallam was in possession of two mobile telephones, one of
which was a 3G telephone. Although the police seized both telephones, neither was
the subject of forensic analysis. The defence did not seek to have them analysed
either.? It was subsequently established that evidence stored on the 3G telephone that
suggested that both Mr Hallam’s alibi was probably correct, and that the memory of
both Mr Hallam and his alibi witness were at fault as to the date they were together.
The observations by Hallett L], delivering the judgment of the court, illustrate a naiveté
in the prosecution’s forensic investigation of the data. She said

65. ... For reasons which escape us [the mobile phones] do not seem to have
been interrogated by either the investigating officers or the defence team. We
can understand why cell site evidence in relation to the use of the phones may
have been of limited value given the close proximity of the masts, the various
scenes, and the homes of those involved. However, given the attachment of young
and old to their mobile phones, we cannot understand why someone from either
the investigating team or the defence team did not think to examine the phones
attributable to the appellant. An analysis of mobile phone evidence played a part
in the investigation: see the schedule of calls between the co-accused to which
we have already referred.

67. One reason proffered for the failure to examine the phone was that in 2004

the Metropolitan Police did not have the technology in-house to examine 3G

telephones. However, given our limited knowledge, we would have thought that

even a cursory check might have produced some interesting results. Further,

it might be thought that the appellant would have alerted his defence team to

the fact that he had taken photographs on his new phone in the days before and

after the murder which might have jogged his memory and helped establish his

whereabouts.
1 [2012] EWCA Crim 1158.
2 This highlights the need for lawyers to ensure they are competent to practice, for which see in
particular, Denise H Wong, ‘Educating for the future: teaching evidence in the technological age’, (2013)
10 Digital Evidence and Electronic Signature Law Review 16 and Deveral Capps, ‘Fitting a quart into
a pint pot: the legal curriculum and meeting the requirements of practice’ (2013) 10 Digital Evidence
and Electronic Signature Law Review 23.

2.17 Because the electronic evidence in the telephone supported the defendant’s
alibi and contradicted the eyewitnesses’ testimony, which Hallett L] had described as
‘rock solid’, the court concluded that this was a case of mistaken identity and acquitted
the defendant.!

1 [2012] EWCA Crim 1158, [77].
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Volume and replication

2.18 Electronic documents are easy to manipulate: they can be copied,' altered,
updated, or deleted (and deleted in the electronic environment does not mean
expunged). The integration of telecommunications and computers to form computer
networks (such as wide area networks and the Internet) further allows data to be
created and exchanged in far greater volumes than had hitherto been possible, and
across physical and geographical boundaries. In essence, email, instant messaging and
Internet communications are a duplicate and distributed technology.? Once computers
are networked together in this fashion, an electronic document may be transmitted
and numerous copies distributed around the world very rapidly. By way of example,
in AMP v Persons Unknown,® the claimant’s mobile telephone was stolen or lost. It
was not protected with a password. A number of photographs were stored on the
telephone, some of which were of an explicit sexual nature. Shortly after the telephone
went missing or was stolen, digital images were uploaded on various social media
websites, enabling others to download and share the images. Some of the social media
sites removed the images when requested, but the images were seeded onto a Swedish
BitTorrent node and continued to circulate. Ramsey ] decided that the claimant was
entitled to an interim injunction to prevent the distribution of the digital images, either
by conventional downloading from a site or by downloading using the BitTorrent
protocol. The injunction was granted in the following terms:

50. I therefore grant an interim injunction in the following terms against persons
unknown being those people in possession or control of any part or parts of the
files listed in Schedule C to the order who are served with this order:

(1) shall immediately cease seeding any BitTorrent containing any part or parts
of the files listed in Schedule C of this Order.

(2) must not upload or transmit to any other person any part or parts of the files
listed in Schedule C of this Order.

(3) must not create any derivatives of any of the files listed in Schedule C of this
Order.

(4) must not disclose the name of Claimant (or any other information which

might lead to her identification) or the names of any of the files listed in Schedule
C of this Order.

1  Allegations of copying large numbers of electronic documents (around 56,000) formed part of the
allegations in Vestergaard Frandsen A/S v Bestnet Europe Limited [2007] EWHC 2455 (Ch), which is a
judgment in relation to an application by the defendants to strike out the action on the grounds that it
was vexatious and an abuse of the process; George L Paul and Jason R Baron, ‘Information inflation: can
the legal system adapt?’ (2007) 13 Rich J L & Tech 1.

2 Social media websites and sending text messages on mobile telephones and other devices were
used to foment rioting in the UK in 2011: R v Blackshaw and others [2011] EWCA Crim 2312.

3 [2011] EWHC 3454 (TCC).

2.19 The ease of communication and replication of electronic documents has
increased the potential volume of data that need to be identified to obtain relevant
documents pertaining to litigation or the prosecution of a criminal offence. For instance,
as part of the Enron investigation, the Federal Energy Regulatory Commission made
public a dataset corpus containing 500MB of messages. Yet ‘traditional’ messages like
these are a minuscule minority of all the electronic data (and potential evidence) that
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is routinely created by machines, such as monitoring and routing Internet traffic. In
addition to the sheer volume of this data, it poses the additional problem that in its raw
form, it is not intelligible to humans - most of the data are instructions sent between
and for the use by other machines. To turn them into evidence for legal proceedings
requires a significant amount of translation, or ‘sense making’ by a suitably qualified
expert.

2.20 To deal effectively with this amount of data, other computer tools such as data-
mining software will routinely be required. These methods of analysis carry their own
problems of accuracy, reliability, prejudicial effects and so on. Link analysis software,
for instance, can create from this data a picture of a network that shows how people
in the company formed communication circles that can be interpreted as the core of a
conspiracy, simply as a result of the way in which the software arranges and visualises
the information or other design choices not supported by the actual evidence.! On the
other hand, other forensic disciplines routinely use scientifically validated sampling
techniques.? At present, there is still a tendency not to use the same sampling protocols
for at least some types of electronic evidence, in particular the type of data that can
in principle be assessed directly by humans. This can force witnesses, such as police
officers, to visually inspect potentially large amounts of disturbing illegal material.
However, some jurisdictions have begun to use statistical methods of (electronic)
evidence collection more systematically. ‘Predictive coding’ or ‘technology assisted
review’ uses Bayesian probability theory and machine learning to scan electronic
documents for data relevant to the case, and automatically identifies ‘good candidates’
for further examination by humans. Used mainly in civil electronic disclosure or
discovery, it acquired approval from the courts in 2016.3

1 Cathleen McGrath, Jim Blythe and David Krackhardt, ‘Seeing groups in graph layouts’ (1996) 19
Connections 22.

2 1f300,000 suspicious pills are seized, only a small sample of them will be tested for being illegal
drugs, and a statistical confidence value reported. Colin G G Aitken and David Lucy, ‘Estimation of the
quantity of a drug in a consignment from measurements on a sample’ (2002) 47 ] Forensic Sci 968.

3 Pyrrho Investments Ltd v MWB Property Ltd [2016] EWHC 256 (Ch); Brown v BCA Trading Ltd
[2016] EWHC 1464 (Ch); Clive Freedman, ‘Technology assisted review approved for use in English
High Court litigation’ (2016) 13 Digital Evidence and Electronic Signature Law Review 139.

2.21 The ability to transfer evidence rapidly can also create issues relating to
jurisdiction. Many computer users now routinely upload all their files for back-up
purposes to Internet-based providers. Business data may be processed using ‘cloud
computing’ technology, which involves outsourcing the data to third party servers
not owned and controlled by the company and possibly located all over the world,
with each server holding at any time only pieces of the data.! On the other hand, the
automatic uploading of data also means that the user of a device loses control over
the information she has created. It can become increasingly difficult to delete, or rid
oneself of information once it has been created on a device and the information is
uploaded onto the ‘cloud.

1 Miranda Mowbray, ‘The fog over the Grimpen Mire: cloud computing and the law’ (2009) 6

Scripted Journal of Law, Technology and Society 133 <www.law.ed.ac.uk/ahrc/script-ed/vol6-1/
mowbray.asp>.



2 The characteristics of electronic evidence 27

Metadata

2.22 Metadata is, essentially, data about data. For instance, the metadata in relation
to a piece of paper as a physical document may be:

Explicit from perusing the paper itself, such as the title of the document, the
date, the purported name of the person(s) who wrote it, who received it and the
location of the document.

Implicit, which includes such characteristics as the types of type (font) used,
such as bold, underline or italic, the location of the document such as a coloured
file to denote a particular type of document, and document labels that also act
as pointers to allow the person using the document to deal with it in a particular
manner, such as a confidential file, for instance.

2.23 All documents in electronic format will contain metadata in one form or
another, including email communications, spreadsheets, websites and word processing
documents. In fact, an electronic document has to have metadata to help interpret the
purpose of the digital document. Such data can include, and be taken automatically
from the originating application software, or supplied by the person who originally
created the record. The list of information that is available includes, but is not limited
to: when and how a document was created (purported time and date), the file type,
the name of the purported author (although this will not necessarily be reliable'), the
location from which the file was opened or where it was stored, when the file was last
opened (purported time and date), when it was last modified, when the file was last
saved, when it was last printed, the identity of the purported previous authors, the
location of the file on each occasion it was stored, the details of who else may be able to
obtain access to it, and, in the case of email, blind carbon copy (bcc) addresses.

1 For instance, where a document is revised on a number of occasions, on different computers and
by different people, the name of the author will probably bear no resemblance to the authorship of the
document. In Crinion v IG Markets Ltd [2013] EWCA Civ 587, the judgment of the trial judge, HH Judge
Simon Brown QC, was taken word-for-word from the closing submissions of Mr Chirnside counsel for
the claimant, written in a Word file. The trial judge adjusted the text, and the ‘properties’ file in the
Word version of the judgment indicated that the ‘author’ was shown as ‘SChirnside’. Also, the person
originating a document may not use a new file, but begin the document by opening an old file, deleting
the majority of the text, then creating the genesis of the new text; further, the name of the author may
not be accurate if somebody other than the purported author logged on to a computer or system using
the name of the person, and there may be occasions that a person uses software on their own computer
that has been installed and registered in another name - although if the metadata is correct, it can
directly lead to a killer that has murdered a number of people over a long period of time, as in the case
of The State of Kansas v Dennis L. Rader, Case No. 05CR498, 2005, 18th Judicial District Court, Sedgwick
County, Kansas. The defendant entered a plea of guilty before Waller ] on 27 June 2005.

2.24 Because metadatais typically created automatically by the software and without
knowledge of the user, it is therefore also more difficult to alter, manipulate or delete.
Imagine that Alice writes a document on a computer. The software will add metadata
that is associated with this document, for instance the time when the document was
created. The file where this information is stored is the metadata that records the time
of the event of writing. Since it is not an intentional creation by the author, but an
automatic, software-generated artefact that is often invisible to the user, she may not
know about this data, and even if she did, may not know how to alter or delete it.
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2.25 However, it must be said that metadata is not infallible. Its interpretation
requires the need to make assumptions about the environment in which they were
created. If the time on the device was not accurate (for instance, a laptop flown across
time zones without being adjusted for this, or the clock is slow, or has been deliberately
changed), the recorded metadata will be false. Since the environment can in this
sense ‘lie’, informed criminals can intentionally manipulate the data. For instance,
experienced phishing attackers who use email will not only forge the sender’s address
of the emails they send, but manipulate the entire header to conceal the place from
where the email originates. Finally, since metadata is the unintentional creation of
information by the environment, examiners or other third parties who are operating
in the same environment will also create metadata, and so potentially contaminate the
evidence. A careless digital evidence professional, or an IT administrator of a company
who was alerted to potentially illegal activity by an employee, can by the very act of
opening and looking at the file create new metadata and overwrite the old (a new
time when the document was, according to the computer, created), thereby erasing
potentially useful metadata about the illegal activity such as the actual date and time
it was committed.

Types of metadata

2.26 Inbroad terms, there are three main types of metadata:*

(i) Descriptive metadata describe a resource for a particular purpose, such as a
disclosure or discovery exercise. The metadata may include such information as
title, key words, abstract and the name of the person purporting to be the author.
To understand the history of the document more fully, it would be necessary to
obtain information about how and when the system recorded the name of the
purported author.

(ii) Structural metadata describe how a number of objects are brought together.
Some examples of structural metadata include ‘file identification’ (e.g. to identify
an individual chapter that forms part of a book or report), ‘file encoding’ (to
identify the codes that were used in relation to the file, including the data
encoding standard used (ASCII, for instance), the method used to compress
the file and the method of encryption, if used), ‘file rendering’ (to identify how
the file was created, including such information as the software application,
operating system and hardware dependencies), ‘content structure’ (to define the
structure of the content of the record, such as a definition of the data set, the
data dictionary, files setting out authority codes and such like) and ‘source’ (to
identify the relevant circumstances that led to the capture of the data).

(ili) Administrative metadata, which provide information to help with the
management of a resource. Administrative data is further divided into rights
management metadata and preservation or record-keeping metadata.
1  For more information on metadata, see Dublin Core Metadata Initiative <http://dublincore.org>;
National Information Standards Organization, Understanding Metadata (NISO Press 2004) <www.
niso.org/standards/resources/UnderstandingMetadata.pdf>; M. Day, DCC Digital Curation Manual
Instalment on Metadata (UKOLN 2005) <www.dcc.ac.uk/resources/curation-reference-manual/
completed-chapters/metadata>.

2.27 The metadata can be fundamentally linked to and be a part of the electronic
document, included in the systems used to produce the document, or linked to it from
a separate system.! Metadata can be viewed in a variety of ways, one of which is to
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look at the ‘properties’ link in the application that created the document, or by using
software specifically written for the purpose. Some metadata can also be removed
with specialist software. This can be useful when sending files to third parties, but can
attract additional expense if a court orders the data to be delivered up in its original
format, asin the case of Williamsv Sprint/United Management Company.? Before passing
electronic spreadsheet documents in Excel form to the plaintiffs, Sprint modified the
electronic files by, among others, deleting metadata from the electronic files that
included the spreadsheets, and prevented the recipients from viewing certain data
contained in the spreadsheets by locking the value of certain cells. Sprint was ordered
to produce the spreadsheets in the manner in which they were maintained, including
the metadata, although the adverse analyses and social security numbers could be
redacted, and it was also ordered to produce unlocked versions of the spreadsheets. In
his judgment, the judge discussed metadata and whether it formed a sufficient part of
a document in electronic format for it to be given up to the other party.

1  See also the discussion by Waxse | in Williams v Sprint/United Management Company 230 ER.D.
640, 646-47 (D.Kan. 2005).

2 230 ER.D. 640, 646-48 (D.Kan. 2005).

3 230 ER.D. 640, 646-48 (D.Kan. 2005).

2.28 A further illustration of the importance of metadata is the case of Campaign
Against Arms Trade v BAE Systems PLC.* Mr Justice King granted Norwich Pharmacal
relief to the Campaign Against Arms Trade (CAAT) against BAE Systems PLC (BAE). On
29 December 2006, a senior officer of CAAT, Ms Feltham, sent an email to the members
of the CAAT steering committee using an internal email list (caatcommiteee@lists.
riseup.net), a private list not open to the members of the public and comprising only
the 12 members of the steering committee and seven members of CAAT’s staff. The
email contained privileged legal advice that CAAT received from its solicitors. A copy
of the email was somehow sent to BAE. By a letter dated 9 January 2007 and received
the next day, solicitors for BAE returned a copy of the email printed on paper to CAAT’s
solicitors. This was the first time that CAAT came to know of the leak. The printed
email returned to CAAT was incomplete (because the email metadata was missing). As
described by Mr Justice King:

It was a redacted version of that which had come into the possession of the
Respondent and/or its own solicitors. All the routing information, the header
address and so forth, which would give details of the email accounts through
which the email had been received and sent before arriving at the Respondent
and its solicitors, had been removed. Such removal must have been done either
by the Respondent or by its solicitors acting on its instructons.?

1 [2007] EWHC 330 (QB).
2 [2007] EWHC 330 (QB), [31].

2.29 The source of the leak could only be the result of two possibilities, and CAAT did
attempt, unsuccessfully, to trace the source, as described by Mr Justice King:

45. [T]here are really only two broad possibilities: either the source is one of
the authorised recipients of the email, i.e. a member of the Applicant’s steering
committee or staff, or the email was intercepted or retrieved by other means by
a person or persons unknown, be it by improper access to the Applicant’s or a
recipient’s computer system, interception at [the email distributionlist] oratsome
point whilst the email was sent over the Internet. In her first witness statement
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she explains how she made enquiries of each of the authorised recipients who
each denied forwarding the email on. Her second witness statement was made
in response to that part of the Respondent’s skeleton argument in which it is
said that the Applicant has not done enough and that before seeking the present
order the Applicant should have ... ‘examined the electronic data available to
it on its own computer systems and those of [the email distribution list] and
further should have asked any authorised recipients to provide it with access to
their personal electronic data for purpose of determining whether their denials
of involvement in the copying are accurate’.

46. In this later statement Ms Feltham says she did check the ‘sent folders’ on
the personal computers of the staff based in the Applicant’s office, but explains
that there was a major practical and logistical problem as regards access to the
computers used by members of the steering committee. Unlike the staff they
are not employees of the Applicant but volunteers who do not work in the office
or use computer systems belonging to the Applicant. Some are members of
other organisations who access emails from accounts and equipment owned by
their employers. Some are based outside London. This all means that to have
investigated further on the lines suggested by the Respondent, the Applicant
would have needed access to computers to which the Applicant has no right of
access and in any event the Applicant would have needed the ‘costly services of
a computer expert to go on a fishing expedition for emails which might or might
not have been sent which moreover would have been very time consuming’.

2.30 The claim by BAE that CAAT ought physically to examine every computer to
trace the route of the email is somewhat unrealistic, as explained above, and also fails
to grasp the fundamental issue: that electronic data knows no geographical or physical
bounds. Returning the email without the metadata is similar to returning a letter
received through the post in an envelope, yet refusing to deliver up the envelope. That
the routing and other technical data is ‘similar’ to the data included on an envelope
is an understatement, because the routing and other metadata available in relation
to an email is far more extensive than the metadata contained on an envelope. In this
instance, Mr Justice King concluded that the order sought ought to be granted, although
not in the terms requested.

2.31 This application illustrates the importance of the metadata associated with an
electronic object. Documents in electronic form include metadata as a matter of course,
and it seems unrealistic for the recipient to refuse to deliver up the full document,
including the associated metadata, in such circumstances.

2.32 A case from the United States of America serves to highlight how concerns
relating to the preservation of data are viewed, and the relevance of metadata. In
the case of Armstrong v Executive Office of the President, Office of Administration,
researchers and non-profit organizations challenged the proposed destruction of
federal records. The Executive Office of the President, the Office of Administration, the
National Security Council, the White House Communications Agency, and the Acting
Archivist of the United States intended to require all federal employees to print out
their electronic communications on to paper to discharge their obligations under
the provisions of the Federal Records Act. The members of the United States Court of
Appeals, District of Columbia Circuit, rejected this solution, because in the words of
Mikva CJ, the hard copy printed version ‘may omit fundamental pieces of information
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which are an integral part of the original electronic records, such as the identity of the
sender and/or recipient and the time of receipt’?

1 1F3d 1274 (D.C.Cir. 1993).
2 1F3d1274,1277 (D.C. Cir. 1993).

Social context and metadata

2.33 A significant amount of electronic data is created through communication
between people separated by geographical, political, social and cultural boundaries.
While the Internet brought people previously separated by distance into interaction, it
also creates anew form of ‘distance’ between the communicators. Some communication
practices do not translate well to this new medium, such as facial expressions and tone
of voice. Evidence is not created in a vacuum, however. It has meaning, and can be
interpreted only with knowledge of the context in which it was created. The exchange
‘I hate you all and wish you were dead’ between a teenager and his parents about
cleaning a room will be interpreted by most people acquainted with a similar cultural
background as insignificant and not serious. The same words found on a carefully
written letter will carry a different meaning. Therefore, consideration has to be given
to whether an email, a Twitter post, or an exchange on a discussion forum is more
similar to a letter, or to a direct verbal excange.

2.34 Consider the case of Chambers v Director of Public Prosecutions.! Paul Chambers
was a registered Twitter user with the handle ‘@Paul]JChambers’. He was due to fly to
Belfast from Doncaster Robin Hood Airport to meet another Twitter user, identified as
‘@Crazycolours’, on 15 January 2010.2 On 6 January 2010, Chambers became aware
of problems at Doncaster Robin Hood Airport because of adverse weather conditions,
and he and Crazycolours subsequently entered into the following exchange on Twitter:

‘@Crazycolours: I [Chambers] was thinking that if it does then I had decided to
resort to terrorism’

‘@Crazycolours: That's the plan! I am sure the pilots will be expecting me to
demand a more exotic location than NI’

1 Chambers v Director of Public Prosecutions [2012] EWHC 2157 (Admin).

2 The facts are taken from the judgment of Lord Judge LC] in Chambers v Director of Public
Prosecutions [2012] EWHC 2157 (Admin); Lilian Edwards, ‘Section 127 of the Communications Act
2003: threat or menace?’ (2012) 23 Computers & Law 21.

2.35 The court noted that in the context of the bad weather, these comments from
Chambers seemed to be a reference to the possibility of the airport closing. No reply
from Crazycolours was produced in court. Two hours later, when Chambers found out
that the airport had closed, he posted the following message, available to the 600 or so
followers of his Twitter postings:

‘Crap! Robin Hood Airport is closed. You've got a week and a bit to get your shit
together otherwise [ am blowing the airport sky high!!’

2.36 On 11 January 2010, five days after the comments were posted, Mr Duffield, the
duty manager responsible for security at Robin Hood Airport, found the comments
as he was searching for tweets about the airport while off duty at home. He referred
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the ‘tweet’ to his manager, Mr Armson, who regarded the comment as a ‘non-credible’
threat, partly because it featured Chambers’ name, and because Chambers was due to
fly from the airport in the near future. He passed this ‘tweet’ to the airport police, who
took no action, but referred the matter on to the South Yorkshire police.

2.37 The South Yorkshire police arrested Chambers on 13 January while he was
at work on suspicion of involvement in a bomb hoax, seven days after the offending
message was ‘tweeted’. Interviewed under caution, Chambers repeatedly asserted that
this ‘tweet’ was a joke or meant to be a joke and not intended to be menacing. He said
that he did not see any risk at all that it would be regarded as menacing, and that if
he had, he would not have posted it. In interview he was asked whether some people
might get a bit jumpy and responded ‘yah. Hmm mmm.

2.38 Chambers was charged with the offence of sending by a public electronic
communication network a message of a ‘menacing character’ contrary to s 127(1)(a)
and (3) of the Communications Act 2003 and found guilty. His appeal to the Crown
Court in Doncaster was dismissed and on further appeal, the question was whether
the words he used were a ‘menacing message sent through a public communication
medium’ and thus in violation of s 127(1)(a) and (3) of the Communications Act 2003.

2.39 The ensuing prosecution showed just how difficult this determination can be.
Some security officers at the airport were willing to dismiss it outright as ‘venting’,
while others were concerned enough to inform the police. The court of first instance,
applying an abstract, decontextualized dictionary definition of ‘menace’, convicted
Chambers. On appeal, the members of the Court of Appeal noted, however, that
‘[b]efore concluding that a message is criminal on the basis that it represents a menace,
its precise terms, and any inferences to be drawn from its precise terms, need to be
examined in the context in and the means by which the message ws sent.! The Court
of Appeal reversed the decision of the lower court and allowed the appeal against
conviction because it was posted as a conversation piece for Chambers’s followers,
drawing attention to himself and his predicament. It was not addressed to anyone at
the airport or anyone responsible for public security. The communication was airing
the grievance that the airport was closed when the writer wanted it to be open, and
identified the person making the ‘threat’ in ample time for it to be reported and
extinguished.

1 Chambers v Director of Public Prosecutions [2012] EWHC 2157 (Admin), [31].

2.40 For the Court of Appeal to consider the social context in which the electronic
evidence was to be understood must be correct. The visual form in which this evidence
appears may not be a true account of the social meaning that informed the users when
the evidence was created. For instance, a tweet may look like a warning, but it is
certainly not understood as such by the participants. Since judges and jurors will often
have very different technological experiences, it is tempting to lead sociological or
psychological evidence on these issues, but procedural rules on admissibility may well
prevent this. These issues are, however, outside the expertise of the digital evidence
professional, who is not in any position to offer any opinion about them.
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Storage media

2.41 Generally, the media upon which electronic data are stored is fragile. Electronic
storage media is inherently unstable, and unless the media is stored correctly, it can
deteriorate quickly without showing external signs of deterioration. It is also at risk
from accidental or deliberate damage and accidental or deliberate deletion.

2.42 Computers and systems now operate largely in a networked environment. The
networked world comprises devices (MP3 players, computers, laptop computers,
mobile telephones, personal digital assistants (PDAs), and tablets) linked by means of
applications (facsimile transmissions, voice over Internet protocol (VoIP), email, peer to
peer software, and instant messaging) that run over networks (the Internet, intranets,
wireless networking, cellular networks, and dial up). The nature of this setup is that
almost everything anybody does on a device that is connected to a network is capable
of being distributed and duplicated with consummate ease. As a result, the same item
of digital data can reside almost anywhere. The ramifications for lawyers and police
officers are obvious. The relevant document may be available, but it might not be clear
where it resides. This affects how a criminal investigation is conducted, and how much
effort a party to a civil case will have to devote to find relevant documents for discovery
or disclosure.

2.43 An example from the United States of America serves to illustrate some of the
problems faced by a large organization in locating relevant documents in electronic
format, especially historical email correspondence. Zubulake, a director and senior
salesperson with UBS Warburg LLC, commenced legal proceedings for gender
discrimination when she was dismissed from her job. Among others, she alleged
that her manager Chapin treated her differently. She sought disclosure of UBS email
communications to support her action.! The parties disagreed about the extent of the
disclosure of emails, although it was not in dispute that email was an important means
of communicating since each salesperson received approximately 200 emails each day.
Securities and Exchange Commission Regulations required UBS to store emails. UBS
used two storage methods: back-up tapes for disaster recovery and optical disks. This
meant that there were three possible places that relevant email communications could
be found: in files that were in use by employees, emails archived on optical disks, and
emails sent to and from a registered trader (internal emails were not recorded) that
were stored on optical storage devices. Ninety-four back-up tapes were identified as
being relevant for the purposes of disclosure. UBS used a back-up program that took a
snapshot of all emails that existed on a given server at the time the back-up was taken;
namely, at the end of each day, on every Friday night and on the last business day of the
month. Because emails were backed up intermittently, some emails were not stored,
in particular where a user received or sent an email and deleted it on the same day.
Scheindlin ] determined that Zubulake was entitled to disclosure of the emails because
they were relevant to her claim. UBS was ordered to produce all relevant emails that
existed on the optical disks or its servers at its own expense, and from five back-up
tapes selected by Zubulake. A consulting firm restored and searched the tapes for
US$11,524.63. Additional expenses included the time it took lawyers to review the
emails, which brought the total cost to US$19,003.43. Some 1,541 relevant emails
were discovered. Fewer than 20 relevant emails were found on the optical disks. In
July 2003, Zubulake made a further application for the remaining back-up tapes to
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be restored and searched. UBS estimated that the cost would be US$273,649.39, and
applied for the costs to be shifted to Zubulake. In considering the seven factor test
(which is not relevant for the purposes of this particular discussion), the judge noted
that a significant number of relevant emails existed on back-up tapes, and there was
evidence that Chapin deleted relevant emails. Scheindlin ] decided that Zubulake
should pay 25 per cent of the cost of restoring the back-up tapes. UBS were required
to pay all other costs.

1 Zubulake v UBS Warburg LLC 217 ER.D. 309 (S.D.N.Y. 2003); Zubulake v UBS Warburg LLC 216
FR.D. 280 (S.D.N.Y. 2003).

2.44 The purpose of describing this example is to illustrate the problems that multi-
national organizations have in locating relevant evidence in electronic form. The
nature of the distributed environment means that a range of practical problems have
begun to emerge in determining what material needs to be disclosed or discovered to
the other side. First, it is necessary to prevent the destruction of evidence, and then
it is necessary to establish where the evidence is likely to be, before undertaking the
exercise of sifting through the various sources to identify relevant documents. This
will invariably require a party to locate where all back-up tapes are situated, whether
held on the premises, with third parties in off-site remote storage or on individual
computers, servers, in an archive or a disaster recovery system. The types of storage
media that will need to be identified and located include tapes, disks, drives, USB sticks,
iPads, laptops, PCs, PDAs, mobile telephones, pagers and audio systems (including
voicemail), to name but a few.! The fragility and the ubiquity of electronic storage have
made the modern day discovery exercise a formidable process.

1 Detective Inspector Simon Snell, Head of the High Tech Crime Unit in Devon and Cornwall, is
reported to have indicated that criminals are using satellite navigation systems, games consoles
and handheld computers to try and hide their activities; see ‘Paedophiles using satnavs to store
porn’ (TechRadar, 23 January 2008) <www.techradar.com/news/computing-components/storage/
paedophiles-using-satnavs-to-store-porn-207202>.

An intellectual framework for analysing electronic
evidence

2.45 However, as we have seen, despite these differences, evidence in digital form
shares important features with other types of evidence. Eyewitness evidence, forensic
trace evidence such as DNA and proof by document can all provide the basis for
analogical reasoning to determine the evidentiary value of an item of digital evidence,
if we are aware of the limitations of this analogy. For instance, the human brain is more
than a computer, yet at present only electronic, not eyewitness evidence is subject
to expert testimony. The digital evidence professional, however, has a different job
from that of a DNA analyst or a forensic entomologist and in particular he deals with
mathematical abstractions rather the empirical objects. Therefore, his findings will not
normally be in the form of matching probabilities or other quantifiable, generalised
statements.! ‘Universal’ theories of evidence are regrettably either rare, or too abstract
to be of much practical value. However, the ‘hierarchy of propositions’ promoted by
the Forensic Science Service in the UK has the potential to provide such a framework
which can also help to illuminate further the distinguishing features of electronic
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evidence and what they mean for practice. We can only outline here what an extension
of this scheme to electronic evidence could look like. We have already implicitly used
some of their ideas, for instance, in the definition of electronic evidence. To interpret
evidence, the digital evidence professional (or the judge) has to consider propositions
that represent respectively the prosecution or defence, or the pursuer or defendant.
Evidential weight can only be ascertained if the propositions from both sides are
considered, and the increase or decrease in likelihood for both is considered. An illegal
image of a minor on a computer, for instance, can only be evaluated if we know both
the prosecution and defence’s hypotheses. The defence might claim that the computer
was bought second-hand and the image came from the previous owner. If this was
the defence, then and only then would the metadata associated with the image that
establishes when it was downloaded be crucial.

1 A potential problem for jurisdictions that follow the US decision in Daubert v Merrell Dow Pharm.,
509 U.S. 579 (1993) that requires that experts report confidence values and error rates, something that
rarely applies in computer forensics.

2.46 The Forensic Science Service distinguishes three levels where these conflicting
propositions can occur at different places in the analysis. Using the earlier example of
the illegal image of a minor, on the level 1, we have the description of the offence, the
possession of abusive images of a child. Here, the opposing propositions may be:

A is in possession of an illegal image.

A is not in possession of an illegal image.

On level 2, we find descriptions of activities:

A downloaded the image.

It is suggested that some earlier owner downloaded the image.

On level 3, we find propositions about sources. In our case, these would be:

The image comes from the computer of A.

It is suggested that the image comes from another source.

Ultimately, level 1 propositions propagate to level 3 propositions. The more
intermediate steps, assumptions and inferences are necessary for this propagation
process, the more remote a piece of evidence will be from the ultimate probandum
on level 3. Several studies have shown, with examples, how this analysis can help in
the evaluation of heterogeneous evidence, from eyewitnesses to DNA.! The nature
of digital evidence, so our claim proposes, is that on a like-by-like comparison and
allowing for the machine-mediated nature of electronic evidence, the evidence will
be several steps further removed from the ultimate probandum when compared with
traditional evidence. Questions on the origin of the illegal images, in particular, will
have to be answered to determine, for instance, whether A downloaded the illegal
image. An explicit inference is therefore needed to bridge the gap between the zeros
and ones on a suspect’s hard drive and the propositional claim that he was engaged in
the activity of downloading those illegal images.

1 IWEvett, GJacksonand ] Lambert, ‘More on the hierarchy of propositions: exploring the distinction
between explanations and propositions’ (2000) 40 Science & Justice 3.



3

The foundations of evidence in electronic form

Stephen Mason and Daniel Seng

3.1 By taking into account the defining characteristics of the digital world, the use
and admissibility of evidence in digital form have largely been accomplished through
the definition and redefinition of legal concepts in the malleable rules of evidence.
This chapter sets out to review the rules of evidence in the categorization, means
of proof, treatment and weight given to electronic evidence, and an overview of the
issues of hearsay, the treatment of software code as the witness, the presumption that
computers are ‘reliable’, and authentication of electronic evidence, that will be covered
in detail in the other chapters.

Direct and indirect evidence

3.2 ‘Judicial evidence is used to prove either facts in issue, or facts from which facts
in issue may properly be inferred’.! Where evidence is used to prove the facts in issue,
itis direct evidence. Where evidence is used to prove the facts from which facts in issue
may be inferred, it is indirect evidence. If the facts in issue involve proving the existence
of an electronic record, the electronic record itself constitutes direct evidence. Direct
evidence refers to evidence which prove the facts in issue, and indirect evidence, or
circumstantial evidence, is defined as evidence which prove facts which are relevant
to the facts in issue. The existence of a physical object can be either direct evidence or
indirect evidence.?

1  Colin Tapper, Cross and Tapper on Evidence (12th edn, Oxford University Press 2010) 20.
2 Tapper, Cross and Tapper on Evidence 30.

3.3 However, unless the existence, character or circumstance of the generation or
storage of an electronic record is itself a fact in issue, it is more frequently the case
that electronic evidence is used as indirect evidence to prove certain facts from which
the facts in issue may be inferred. For instance, if an electronic record is adduced in
evidence to show that A owes B a debt, the electronic record as indirect evidence only
proves that there is a record that A owes B a debt, and it is necessary to make the
additional inference that A actually owes B a debt.

3.4 That evidence takes electronic form has not been an impediment to its
admissibility. Judges have admitted digital records of the product of mechanical devices
and automatic recordings, photographs,* tape recordings,? automated film recordings
of the movements of a ship as traced by radar,® microfilm,* print-outs of test results
undertaken on a breath test machine,® video recordings® and computer print-outs.’”
The types and categories of electronic evidence are not closed.

1 Rv The United Kingdom Electronic Telegraph Company (Limited) (1862) 3 F & F 73; 176 ER 33,

where a photograph was admitted to show the nature of the surface of a highway in respect of an
allegation of an obstruction; although photographs have to be verified on oath to be considered as

Stephen Mason and Daniel Seng, “The foundations of evidence in electronic form’, in Stephen Mason
and Daniel Seng (eds.), Electronic Evidence (4th edn, University of London 2017) 36-69.
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more than mere pictures; Hindson v Ashby [1896] 2 Ch 1 (CA) 21; Rv Tolson (1864) 4 F & F103; 176 ER
488, where a photograph was admitted in a case of alleged bigamy to illustrate oral testimony (Willes
] commented in his summing up to the members of the jury: ‘The photograph was admissible because
it is only a visible representation of the image or impression made upon the minds of the witnesses
by the sight of the person or the object it represents; and, therefore, is, in reality, only another species
of the evidence which persons give of identity, when they speak merely from memory’ - the jury
subsequently entered a verdict of not guilty); D W Elliott, ‘Mechanical aids to evidence’ [1958] Crim LR
5; E. Goldstein, ‘Photographic and videotape evidence in the criminal courts of England and Canada’
[1987] Crim LR 384.

2 Harry Parker v Mason [1940] 2 KB 590; R v Burr and Sullivan [1956] Crim LR 442; Rv Ali (Magqsud)
[1966] 1 QB 688, [1965] 2 All ER 464, [1965] 3 WLR 229 (CA); for an example in Scotland, see Hopes
and Lavery v HM Advocate [1960] Crim LR 566, 1960 JC 104, 1960 SLT 264.

3 The Statute of Liberty Owners of Motorship Sapporo Maru v Owners of Steam Tanker Statute of
Liberty [1968] 2 All ER 195, [1968] 1 WLR 739 (PDAD).

4 Barkerv Wilson [1980] 2 All ER 81, [1980] 1 WLR 884, (1980) 70 Cr App R 283 (DC), in respect of
the Bankers’ Books Evidence Act 1879.

5 Castlev Cross [1985] 1 All ER 87, [1984] 1 WLR 1372 (DC).

6  Kajala v Noble (1982) 75 Cr App R 149, [1982] Crim LR 433 (DC); R v Grimer [1982] Crim LR 674,
126 S] 641 (CA); Rv Thomas (Steven) [1986] Crim LR 682 (video recording of route taken made in lieu
of maps and still photographs); XXX v YYY and ZZZ [2004] 1 RLR 137; R v Nikolovski (1996) 111 CCC
(3d) 403.

7  Rv Wood (Stanley William) (1983) 76 Cr App R 23, [1982] Crim LR 667 (CA) (the results of an
automated analysis); R v Sinha [1995] Crim LR 68 (CA) (alteration of medical data recorded on a
computer).

Evidence in both digital and analogue form

3.5  Although there are differences in form and format between the analogue or non-
electronic version of an item of evidence and its electronic equivalent, if the differences
are not material, courts will not reject electronic evidence in favour of other forms of
evidence.

3.6  The differences may be material depending on the facts in issue: the alternative
representations of data in digital form, in human readable form on a screen, or on
a printed piece of paper, may become significant. In Maynard,! the trial magistrate
declined to admit a print-out purporting to indicate the dates and times when the
accused obtained access to data stored in the computer on the basis that not all of the
data that were evident on the computer screen were fully replicated on the print-out. In
amotion to review the magistrates’ decision, Wright ] upheld the magistrate’s decision.
The judge observed that if all of the data were relevant, the prosecution could have
recorded the data on the screen by video.? In this case, it was demonstrated that the
information recorded on the print-out was incomplete and not an accurate rendition
of the data, and it did not just involve minor format changes, as the prosecution sought
to contend.

1 (1993) 70 ACrim R 133; also cited as Rook v Maynard [1993] TASSC 137, (1993) 2 TasR 97, (1993)
126 ALR 150.
2 [1993] TASSC 137. This was in 1993, before the introduction of computers into courts.

3.7 In contrast, in New York v Rose," Morse ] in City Court, City of Rochester, New
York had to consider the use and admissibility of ‘computer generated simplified
traffic information tickets’ or ‘e-tickets’. The defendants moved for dismissal of the
charges for driving while intoxicated because the State Police issued the charges in
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the computer generated simplified information form rather than the multi-copy
handwritten simplified traffic information form used across New York State. In a
carefully reasoned judgment, Morse ] set out how the system worked, and determined
that the computer terminal used by the police generated each e-ticket with simplified
traffic information for the defendants, printed duplicate originals of the e-ticket, and
affixed the arresting officer’s electronic signature to the e-ticket. Although there were
minor format differences such as the colour and the number of sides on which the
e-tickets were printed, these differences were not sufficient to persuade the judge that
the e-tickets conformed substantially to a paper ticket. Thus, the motion for dismissal
was denied.

1 11 Misc.3d 200 (2005), 805 N.Y.S.2d 506, 2005 N.Y. Slip Op. 25526.

3.8  Asimilar consideration arose in Griffiths v DPP,' where photographs taken with
a speed camera on photographic film were admitted as evidence of a vehicle being
driven at a speed greater than the speed limit. The evidence was also available in
digital form, and the defence argued that the digital data should have been disclosed
as well as the printed photographs. It was revealed that the camera technician had
carried out a secondary check to confirm the speed of the vehicle on the digital files of
the photographs. The judge indicated that the photographs were real evidence - they
showed the times at which the vehicle was driven crossing a number of pre-measured
lines painted on the road - and that using all this information it was perfectly possible to
carry out the secondary check from the photographs themselves. It was not necessary
to carry out the secondary check on the digital files. For this reason, it was held that
whether the digital data was disclosed to the defendant was irrelevant.?

1 [2007] RTR 44.
2 [2007] RTR 44, [34].

Metadata and electronic evidence

3.9 However, there is a distinction between a document in digital form (and the
content of the digital document as a print-out) and the metadata logically associated
with the document in digital form. The metadata may be relevant, either as indirect
evidence in relation to the document in digital form, or it may itself be relevant as
direct evidence. For instance, when there are multiple versions of a digital document,
the metadata as indirect evidence will enable the parties to identify the most relevant
version of the document. On the other hand, where there is an allegation that the user
manipulated the metadata of the file such as its date-time stamp to his own advantage,
the correct date and time of the file becomes the fact in issue and the metadata is the
direct evidence. In such a case the metadata may need to be rendered into human-
readable form.

Means of proof

3.10 All direct and indirect evidence used to prove a fact in issue or a relevant fact
takes one (or more) of the following forms: testimony, hearsay, documents and real
evidence.
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Testimony and hearsay

3.11 Testimony is the declaration (which must be admissible) in court of a person
who actually perceived the fact in issue or facts from which facts in issue may properly
be inferred.! Thus the human perception of a computer display as narrated via oral
testimony is admissible as evidence that a counterfeit computer game was being
played in breach of copyright.?

1  The only exception to this general rule is the evidence of experts testifying to matters calling for
their expertise. See Tapper, Cross and Tapper on Evidence 54.

2 The image on a screen can constitute sufficient evidence of data copied on to the RAM of a
computer used to play counterfeit games to establish an offence of breach of copyright, for which see
Gilham v The Queen [2009] EWCA Crim 2293.

3.12 If, however, the best that a witness can do is to depose as to what someone else
said on the fact in issue, it will be hearsay, because it is ‘an assertion other than one
made by a person while giving oral evidence in the proceedings ... as evidence of any
fact asserted’! In the context of digital evidence, what someone else said is typically
recorded electronically. Hearsay is generally inadmissible unless it falls within one of
the exceptions to the rule against hearsay. (A further treatment of this subject is found
in the chapter on Hearsay.)

1 RvSharp[1988] 1 All ER 65, 68,[1988] 1 WLR 7, 11.

Real evidence

3.13 The term ‘real evidence’ tends not to be used in practice,! and is best described
as ‘Material objects other than documents, produced for inspection of the court’?
Professor Smith considered that there is no authoritative definition of ‘real evidence’,
and suggested that ‘where a document is tendered simply to prove the fact that
a statement was made (and not to prove a fact stated therein), it is not properly
described as “real evidence”?® Cross and Tapper, on the other hand, suggested that
there is ‘general agreement’ that ‘real evidence’ covers the production of material
objects for inspection by the judge or jury in court to reach its own conclusions on the
basis of its own perception.*

1 Tapper, Cross and Tapper on Evidence 49. It was used in 0’Shea v City of Coventry Magistrates’ Court
[2004] EWHC 905 (Admin).

2 Hodge M Malek (ed.), Phipson on Evidence (18th edn, Sweet & Maxwell 2013), paras 1-14.

3 RvSpiby, [1991] Crim LR 199 (CA) 202.

4 Tapper, Cross and Tapper on Evidence 49.

To highlight the difference between real evidence and hearsay in electronic
evidence, Professor Daniel Seng and Sriram S. Chakravarthi formulated the following
categorization: digital data that is stored on a device; a device that processes data,
and a device that processes and stores data.! The first is hearsay, because the device
is a record of human assertions. As for the second and third devices, where the data
is produced without human intervention, it is real evidence. If the data is a record
of human assertions, it is hearsay. Although the distinction is a clear one, it can be
difficult to apply in practice,? as the following cases illustrate.
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1 Daniel Seng and Sriram S Chakravarthi, Computer Output as Evidence - Consultation Paper
(Singapore Academy of Law 2003) 87-8, available at <www.agc.gov.sg/DATA/0/Docs/PublicationFiles/
Sep_03_ComputerOutput.pdf>.
2 Seng and Chakravarthi, Computer Output as Evidence 137-8; a point made by Adam Wolfson,
“Electronic fingerprints”: doing away with the conception of computer-generated records as hearsay’
(2005) 104 Mich Law Rev 165.

Evidence in analogue form

3.14 The treatment of evidence in analogue form (which preceded the use and
acceptance of digital computers) first received detailed treatment in the case of R v Ali
(Magsud)* where the issue was the admissibility of a tape recording. In admitting the
evidence, Marshall ] analogized tape recordings with photographs, and noted that just
as evidence of things seen through telescopes or binoculars which otherwise could not
be picked up by the naked eye have been admitted, the same would apply to devices for
picking up, transmitting, and recording conversations, but noted:

[I]t does appear to this court wrong to deny to the law of evidence advantages
to be gained by new techniques and new devices, provided the accuracy of the
recording can be proved and the voices recorded properly identified; provided
also that the evidence is relevant and otherwise admissible, we are satisfied that
a tape recording is admissible in evidence.

1 [1968] 2 All ER 195,

3.15 Shortly thereafter, Sir Jocelyn Simon P determined in The Statute of Liberty,
Sapporo Maru M/S (Owners) v Steam Tanker Statute of Liberty (Owners),' that the
film recording of a radar set of echoes of ships within its range was real evidence,
even though it was recorded from a mechanical instrument.? The judge considered
that there was no distinction in the manual operation of a camera by a photographer
or the observations of a barometer operator and its equivalent operation by a trip, a
clock or a dial recording mechanism. It held that ‘the law is bound these days to take
cognisance of the fact that mechanical means replace human effort,® and accepted that
the film comprised real evidence because it recorded the information given out by the
radar set, rejecting the submission that the evidence was hearsay.

1 [1968] 2 AIl ER 195.

2 Oral evidence of the position of a ship as given by a radar is acceptable, for which see Chen Yin Ten
v Little (1976) 11 ALR 353.

3 [1968] 2 Al ER 195, 196.

Evidence in digital form

3.16 The characterization of evidence as real evidence or as hearsay becomes more
complicated with evidence in digital form, especially when some computational
processing is made. In R v Pettigrew! the Court of Appeal held that the print-out from
a computer operated by an employee of the Bank of England was a hearsay statement.
The operator fed bundles of bank notes with consecutive serial numbers into the
machine, and the machine automatically rejected any notes in the bundle that were
defective. The machine also recorded the first and last serial numbers of each bundle
of 100 notes. (As the operator fed the bundles into the machine, he also noted the
first serial numbers in the bundle on a card.) It is the print-out from this machine that
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was sought to be admitted in evidence. The purpose of adducing the evidence was to
permit the prosecution to trace the issuance of the notes, and to link bank notes found
in the possession of Pettigrew to a particular bundle of notes that had been stolen in a
burglary. Counsel for the prosecution argued that the print-out was admissible under
the provisions of the Criminal Evidence Act 1965 as a business record.”? However, s
1(1)(a) required that for such a record to be admissible as evidence of the truth of any
matter dealt with in the record, the information would have to be supplied by a person
who had, or may reasonably be supposed to have, personal knowledge of the matters.
The members of the Court of Appeal reached the conclusion that the operator did not
have personal knowledge of the numbers of the notes that were rejected, because the
machine automatically compiled the list.

1 (1980) 71 Cr App R 39; applied in R v Wiles [1982] Crim LR 669.
2 The Criminal Evidence Act 1965 was repealed by the Police and Criminal Evidence Act 1984 sch 7 ptII1.

3.17 While this was an accurate application of the hearsay rule, the analysis omitted
any consideration that the print-out might be considered real evidence.! Professor
Smith noted that ‘the operator had personal knowledge of the first number of each
bundle which he fed into the machine because he recorded that number on a card’? and
suggested that because the operator had knowledge of the number at a given point in
time, it was not material that he forgot it. Once the first number could be established, it
could then be inferred that the new notes bore consecutive serial numbers.? Professor
Smith considered that this is not hearsay but direct evidence, because there was an
absence of human intervention.* On the other hand, Professor Tapper took the view
that the print-out was partly hearsay and partly non-hearsay - the first number is the
hearsay and the last number and the numbers of the notes that were rejected were not
hearsay because it was the output of the device.’

1  Colin Tapper, Computer Law (4th edn, Longman 1989) 375; print-outs were admitted under the
provisions of s 1(1) of the Criminal Evidence Act 1965 in R v Ewing [1983] QB 1039, [1983] 2 All ER
645,[1983] 3 WLR 1 (CA), although Seng and Chakravarthi (n 1, 3.14) 90, point out that ‘the electronic
records are the manifestation of the transaction’.

2 ] CSmith, “The admissibility of statements by computer’ [1981] Crim LR 387, 388.

3 R v Pettigrew (1980) 71 Cr App R 39, 42. In effect, Professor Smith’s point was an argument
pursued by counsel for the Crown.

4 Smith (n 2) 387 [389-90].

5  Colin Tapper, ‘Reform of the law of evidence in relation to the output from computers’ (1995) 3 Intl
J L & Info Tech 87.

3.18 Professor Seng considered that the views of Professors Smith and Tapper were
both plausible: ‘The difference lies in whether the operator fed the first number into
the machine, and whether the machine processed this number.* Seng continued:

... the different views espoused by Professors Tapper and Smith can be resolved
as follows: was the machine operating as a data storage device in relation to the
first number, or a data processing device? Some form of hybrid function may also
be possible, eg, the operator inputs the first number, which the machine records
and then verifies against its own reading of the first number. If the machine
behaved in this way, perhaps Professor Smith’s view is perhaps more accurate.
This is all a question of the degree and extent of human intervention.?

1 Daniel K B Seng, ‘Computer output as evidence’ [1997] Sing JLS 139.
2 Seng, ‘Computer output as evidence’ 140.
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3.19 As computers are designed to undertake a wide range of tasks, this means that
the evidence available as an output of a computer is equally as varied. A review of
the cases shows that whether electronic evidence is real evidence or hearsay turns on
characterizing the evidence as being due either to a device’s processing functions or to
its storage functions.

3.20 In Wood (Stanley William),' the computer was considered as a tool, and the
print-out was an item of real evidence. The basis of admitting a print-out of an output
as an item of real evidence was explained by Professor Tapper:

Evidence derived from a computer constitutes real evidence when it is used
circumstantially rather than testimonially, that is to say that the fact that it takes
one form rather than another is what makes it relevant, rather than the truth of
some assertion which it contains.?

1 (1982) 76 Cr App R 23. See also the earlier case of R v McCarthy (Colin Paul), R v Warren (Mark
Stephen), Rv Lloyd (Leigh Cedric), R v Warren (Robert John) [1998] RTR 374 (CA).
2 Tapper, ‘Reform of the law of evidence in relation to the output from computers’ 373.

3.21 The same distinction was drawn by Professor Smith as regards the computer
print-out in R v Ewing' between its use as evidence to prove that a thing was done
(money had been credited to a bank account), and evidence that something was
recorded as being done (the bank clerk records a payment, as opposed to creating the
credit).?

1 RvEwing [1983] QB 1039, [1983] 2 All ER 645, [1983] 3 WLR 1 (CA).

2 [1983] Crim LR 472 (CA), 473.

3.22 The admissibility of more complex electronic evidence is illustrated in the case
about the breath alcohol print-out from a portable measuring device, the Intoximeter
3000. In Castle v Cross,' it was determined that the print-out is an item of real evidence
and not hearsay.? The judge compared the device to a speedometer, a calculator, or a
sophisticated tool. In this instance, the breath alcohol value in the print-out comprised
information that was produced by the Intoximeter, because the data had not passed
through a human mind. On the other hand, Kennedy ] also remarked that ‘where a
computer is used in respect of its memory function, it is possible to envisage where it
might fall foul of the rule against hearsay.®

1 [1984] 1 WLR 1372 (DC), 1380.

2 The members of the Court of Appeal in Northern Ireland followed this line, admitting a copy of a
print-out as being real evidence in Public Prosecution Service v Duddy [2008] NCIA 18, [2009] NI 19.

3 [1984] 1 WLR 1372 (DC), 1380.

3.23 In R v Spiby (John Eric),* Taylor L] held that there was a distinction between
a print-out as real evidence and as hearsay. Professor Smith? noted the difference
between the content of the print-out as a mere recording of a fact, such as when data
are processed by a computer without any human input of any description,® and the
content of the print-out as being processed in some way by a human being. The print-
out was generated by a computerized machine called a ‘Norex’, which monitored the
telephone calls of hotel guests in order to work out how much to charge for the use of
the telephone. It was held to be real evidence.

1 (1990) 91 Cr App R 186, 192, [1991] Crim LR 199 (CA).
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2 Smith, ‘The admissibility of statements by computer’ 387.

3 Although no computer works on this basis - the code is written in the main by human beings,
and the code comprises the instructions to the computer, upon which basis the computer undertakes
activities, and the computer undertakes actions based on the instructions written by human beings.

3.24 In R v Robson, Mitchell and Richards,' a print-out of telephone calls made on a
mobile telephone was adduced as evidence of the calls made and received in association
with the number. The defence’s challenge that the evidence was documentary hearsay
failed. Orde ] held that ‘where a machine observes a fact and records it, that record
states a fact. It is evidence of what the machine recorded and this was printed out ...
The record was not the fact, but evidence of the fact.?

1 [1991] Crim LR 362.

2 [1991] Crim LR 362, 363; see also McDonald v R [2011] EWCA Crim 2933 where a print-out of
telephone calls was admitted in the absence of the electronic records that no longer existed. Records
of calls made by a mobile telephone were accepted as real evidence by the Court of Criminal Appeal of
the Republic of Ireland in People v Colm Murphy [2005] 2 IR 125 (CCA) and in People v Brian Meehan
[2006] 3 IR 468 (CCA).

3.25 In the business context, two popular uses of computers are the formation of
records, and the recording of the credits and debits of an account. Where it is the
latter, the records of computer payment transactions are considered real evidence, as
their Lordships made clear in R v Governor of Brixton Prison, ex p Levin.! In this appeal
against extradition, it was alleged that Levin used a computer terminal in St Petersburg
to gain unauthorized access to a Citibank terminal in Parsipanny, New Jersey to make
40 fraudulent transfers of funds from the accounts of clients of the bank to accounts
which he or his associates controlled. Print-outs of screen displays of the historical
records of computer payment transactions were adduced, and a witness gave evidence
as to how the records were created. Lord Hoffmann took the opportunity to make clear
the difference between a hearsay statement and evidence of a record of a transaction:

The print-outs are tendered to prove that such transfers took place. They record
the transfers themselves, created by the interaction between whoever purported
to request the transfers and the computer program in Parsipanny. The evidential
status of the print-outs is no different from that of a photocopy of a forged
cheque.?

1 [1997] AC 741, [1997] 3 All ER 289, [1997] 3 WLR 117 (HL).
2 [1997] AC 741 (HL), 746.

Documents and disclosure or discovery

3.26 ‘Adocument may be putin evidence either as a chattel ... or else as a statement.”?
If it is a chattel, it is admissible as real evidence as ‘a substance such as a paper or
parchment bearing an inscription’? If it is a statement, it is admissible as testimonial
evidence.? In such a case, the hearsay rules may apply to exclude the statement from
admissibility, unless it falls within a hearsay exception.

1 Tapper, Cross and Tapper on Evidence 55-6.

2 Tapper, Cross and Tapper on Evidence 55-6.
3 Tapper, Cross and Tapper on Evidence 55-6.
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3.27 Itis in both contexts that in evidentiary discovery (or disclosure as it is now
called in England & Wales), a ‘document’ has been construed widely. While the
emphasis is on the recording of the content by the application of (usually text) on to
(usually) paper, early decisions such as the Court of Appeal in Lyell v Kennedy (No. 3)*
have admitted photographs of tombstones and houses as documents for the purposes
of discovery. In R v Daye (Arthur John)? Darling | suggested that the meaning of a
document should not be defined in a narrow way:

But I should myself say that any written thing capable of being evidence is
properly described as a document and that it is immaterial on what the writing
may be inscribed. It might be inscribed not on paper, but on parchment; and long
before that it was on stone, marble, or clay, and it might be, and often was, on
metal. So I should desire to guard myself against being supposed to assent to the
argument that a thing is not a document unless it be a paper writing. I should
say it is a document no matter upon what material it be, provided it is writing or
printing and capable of being evidence.?

1 (1884) 50 LT 730; for a discussion about the status of legal resources on the Internet, included
case reports, see R ] Matthews, ‘When is case law on the web the “official” published source? Criteria,
quandaries, and implications for the US and the UK’ (2007) 2 Amicus Curiae 19, 25.

2 [1908] 2 KB 333 (KBD).

3 [1908] 2 K.B. 333 (KBD), 340; see Malek (n 2, 3.13) para 41-02 for a more detailed discussion of
documents within the rule.

3.28 InHillvR,Humphreys ] held ‘that a document must be something which teaches
you something ... To constitute a document, the form which it takes seems to me to be
immaterial; it may be anything on which the information is written or inscribed - paper,
parchment, stone or metal’.! Likewise, statutes adopt a similarly broad definition of a
‘document’. Section 13 of the Civil Evidence Act 1995 defines a ‘document’ as ‘anything
in which information of any description is recorded’. The same definition is provided
in's 20D(3) of the Taxes Management Act 1970.

1 [1945] 3 KB 329,332-3.

3.29 Audio tapes were accepted by Walton ] as a discoverable document in Grant
v Southwestern and Country Properties Ltd," where a ‘document’ was defined as its
quality to convey information. Television film is also considered a document,? as is the
output of facsimile transmissions,® and a label on a bottle containing a specimen of
blood provided by the accused.*

1 [1975] Ch185,[1974] 2 AllER 465, [1974] 3 WLR 221. See also Rv Senat, Rv Sin (1968) 52 Cr App
R 282; Rv Stevenson [1971] 1 AILER 678,[1971] 1 WLR 1; Rv Robson (Bernard Jack); Rv Harris (Gordon
Federick) [1972] 2 All ER 699, [1972] 1 WLR 651 (CCC).

2 Seniorv Holdsworth Ex p Independent Television News [1976] QB 23, [1975] 2 All ER 1009, [1975]
2 WLR 987 (CA).

3 Hastie and Jenkerson v McMahon [1991] 1 All ER 255, [1990] 1 WLR 1575, (CA).

4  Khatibi v DPP [2004] EWHC 83 (Admin).

3.30 In Derby v Weldon (No. 9),' one of the earliest modern decisions on the point, it
was held that data stored on a computer in the form of an online database constitutes a
document for the purposes of the obligation to discover under the provisions of Order
24 of the Rules of the Supreme Court. In analysing this point, Vinelott ] referred to the
Australian case of Beneficial Finance Corp Co Ltd v Conway,? in which McInerney ] held
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that a tape recording was not a document because the information is not capable of
being visually inspected. Vinelott ] however preferred the opposing view in Grant v
Southwestern and County Properties Ltd,* in which Walton ] pointed out that there is
no difference between recording a conversation on a tape recorder and in shorthand.
Both are methods of recording the same conversation. Vinelott ] quoted Walton ] with
approval as follows:

... the mere interposition of necessity of an instrument for deciphering the
information cannot make any difference in principle. A litigant who keeps all
his documents in microdot form could not avoid discovery because in order to
read the information extremely powerful microscopes or other sophisticated
instruments would be required. Nor again, if he kept them by means of microfilm
which could [not] be read without the aid of a projector.*

1 [1991] 2 AlER 901, [1991] 1 WLR 652 (CA).

2 [1970] VR 321.

3 [1975] 1Ch 185, [1974] 3 WLR 221, [1974] 2 All ER 465, 118 S] 548 Ch D; Walton ] criticised the
reasoning of McIlnerney J at 196F-197A.

4 [1991] 2 Al ER 901 (CA), 906B-C.

3.31 Thus the interposition of a computer to enable the retrieval of data stored in the
online database did not disqualify the data from being considered a document. A similar
issue as to the meaning of a ‘document’ in the context of data stored on a computer
for discovery was also discussed in Alliance & Leicester Building Society v Ghahremani
on a motion to commit Naresh Chopra, a solicitor, to prison for contempt of court.!
Mr Chopra was alleged to have deliberately deleted part of a file that showed crucial
transaction details stored on his computer in contempt of court, when investigations
into possible mortgage fraud and negligence were being conducted into his affairs. A
court order had directed Chopra to restrain from destroying or altering any document
relating to the transaction, and required him to deliver up all such documents in
his control. In the contempt proceedings, counsel argued that the word ‘document’
required there to be some form of visible writing on paper or other material, and
because there was no physical document, the order had not been breached. Hoffmann
] noted the comments of Vinelott ] in Derby v Weldon (No. 9),* and held that ‘document’
would bear the same meaning in the discovery order. Taking into account the expert
evidence, Hoffmann ] concluded that it was proved beyond reasonable doubt that
Chopra did alter or destroy part of the file as a document,® and granted the motion,
although Chopra was eventually fined instead.*

1 (1992) 32 RVR 198, [1992] TLR 129 (Ch).

2 [1991] 2 AlER 901, [1991] 1 WLR 652 (CA).

3 (1992) 32 RVR 198, 203. Forged evidence has increased. For some examples in the context of
England & Wales, see ISTIL Group Inc v Zahoor [2003] EWHC 165 (Ch), [2003] All ER 252 [106]-[111]
for a forged document; Fiona Trust & Holding Corporation v Privalov [2010] EWHC 3199 (Comm)
[1405]-[1430] for a forged and back-dated agreement and employment contract; Apex Global
Management Ltd v FI Call Ltd [2015] EWHC 3269 (Ch) for forged emails; in the criminal context, see R
v Brooker [2014] EWCA Crim 1998 (available in the LexisNexis electronic database), where Brooker
sent text messages from a second mobile telephone in her possession, claiming that her boyfriend sent
them; Islamic Investment Company of the Gulf (Bahamas) Ltd v Symphony Gems NV [2014] EWHC 3777
(Comm) a case of fictitious litigation; Otkritie International Investment Management Ltd v Urumov (Rev
1 - amended charts) [2014] EWHC 191 (Comm), in which the allegations (and counter-allegations)
included, amongst other things, the forgery of the contents of a laptop and metadata in relation to
documents; Steven Morris, ‘Barrister becomes first to be jailed for perverting justice’, The Guardian
(London, 20 September 2007).
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4 Communications by email between Nicholas Leviseur, counsel for Mr Chopra, and Stephen Mason
dated 14 October 2006 and 23 November 2006.

3.32 There is judicial recognition that the acceptance and use of technology will
increase the range of objects that fall within the definition of ‘document’. In R v
McMullen,' Linden ] held that a current account ledger card printed from a computer
was a document within the meaning of s 29(2) of the Canada Evidence Act. The judge
commented that: ‘Itis merely anew type of copy made from anew type of record. Though
the technology changes, the underlying principles are the same.”? Citing this comment,
Morden JA observed that the ‘section should be considered as “always speaking” and
“be applied to the circumstances as they arise ...”’.* The same view was emphasized by
Buxton L] in Victor Chandler International v Customs and Excise Commissioners,* where
he observed that ‘... the word “document” is not constrained by the physical nature
that documents took in 1952, so we are entitled, and indeed bound, to consider the
appropriate application of the concept of circulation, etc, of a document in the light of
current practice and technology’. In this case, an advertisement contained in a teletext
transmission was held to be a document for the purposes of the Betting and Gaming
Act 1981. This view was reinforced by Pumfrey ] in Marlton v Tectronix UK Holdings,’
when the judge held that a computer database, in as far as it forms part of the business
records of a company, is a document for the purposes of the Civil Procedure Rules, and
therefore can be disclosed. Calvert Smith ] also concluded, in Kennedy v Information
Commissioner,® that the word ‘document’ in s 32 of the Freedom of Information Act
2000 included information recorded in an electronic medium. The judge said:

It seems clear to me that for the Act to work at all - and in particular for Section
32 to work at all - the word ‘document’ must now mean what everybody now
thinks it means and includes both hard and electronic copies of documents.”

42 CCC (2d) 67.

42 CCC (2d) 67.

Rv McMullen (1979) 100 DLR (3d) 671, 676.

[2000] 2 All ER 315, 329.

[2003] EWHC 383 (Ch), [2003] Info Tech LR 258, 2003 WL 1610255.
[2010] EWHC 475 (Admin), [2010] 1 WLR 1489.

[2010] EWHC 475 (Admin), [79].

N O U A WN

3.33 As such, a ‘document’ is a medium upon which information is stored. The
medium may sometimes determine the admissibility of the evidence, but the
definition of a document is considered wide enough to bring any medium into its ambit
without causing difficulties.! This must be correct, because if information is not stored
on a medium, the content is not available without the medium, and therefore the
information remains oral evidence. As Lord Milligan in Rollo (William) v HM Advocate?
said, when he indicated that the information stored in a Sharp Memomaster 500 hand-
held device was a document:

Unsurprisingly, the word ‘document’ in normal usage is most frequently used
in relation to written, typed or printed paper documents. Where information
is stored by other means on other surfaces we accept that the storing item
concerned is more readily referred to by reference to the means of storage or
surface for storage concerned rather than as a ‘document’. Hence reference to, for
example, machines or tapes. However, terminological emphasis in description in
such cases on the means or surface for recording information does not deprive
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such alternative stores of information from qualifying as ‘documents’ any more
so than, for example, a tombstone, which is expressly included in the dictionary
definition referred to. It seems to us that the essential essence of a document is
that it is something concerning recorded information of some sort. It does not
matter if, to be meaningful, the information requires to be processed in some way
such as translation, decoding or electrical retrieval.?

1 Charles Hollander, Documentary Evidence (12th edn, Sweet & Maxwell 2015) para 7-22.
2 1997]C 23,1997 SLT 958 (HC]).
3 1997 SLT 958, 960F-G.

Visual reading of a document

3.34 Although the meaning of ‘document’ has been construed widely, nevertheless
it was held by the court in Darby (Yvonne Beatrice) v DPP* that a visual reading cannot
be a document. This must be correct. Unless the reading is stored in some way that
enables it to be read at a later date, the reading is merely a transitory phenomenon that
can only be captured by a person who provides original testimony by giving evidence
about his perception.?

1 [1995] RTR 294, (1995) 159 JP 533 (DC).

2 Owenv Chesters [1985] RTR 191 where a police officer gave evidence of the reading from a breath
test machine; see also (this list is not exhaustive) Denneny v Harding [1986] RTR 350; Mayon v DPP
[1988] RTR 281; Greenaway v DPP [1994] RTR 17, 158 JP 27 (DC).

3.35 But oral testimony may be provided in lieu of documentary evidence. In a
number of breath specimen cases, the defendants’ counsel have submitted that it is
necessary to provide the print-out as documentary evidence of the output recorded by
the machine, and that substitute evidence given by a police officer as to the machine
output is not admissible.! In Thom v DPP,? the print-out from an Intoximeter was not
produced, and the defence objected to testimony by a police officer as to what he had
seen on the print-out. Clarke ] addressed this point as follows:

I can see no distinction in principle between evidence by a witness that he looked
at his watch and read the time at, say, noon, and evidence from a witness that he
looked at the Lion Intoximeter and that he read the proportion of alcohol in 100
millilitres of breath as being X.?

1  When radar speed meters were introduced in the late 1950s, police officers had to note down the
reading in their notebooks, because this was the only method of recording a reading: ] M W McBride,
‘The radar speed meter’ [1958] Crim LR 349.

2 [1994] RTR11.

3 [1994] RTR 11, 14 G.

3.36 Likewise, in Sneyd v DPP,'! when the print-out from an Intoximeter was not
produced, the court accepted the police officer’s testimony of what he had seen on the
print-out provided by the device, rather than what he had seen on the screen. Rejecting
the objection on the basis that the testimony was secondary evidence, Richards L] held
that ‘it is well established that evidence both as to the results of the analysis and as
to the reliability of the machine can be given either in the form of a written print-out
or orally by the officer who carried out the procedure.? He held that there was no
difference between the oral evidence of the results shown on the print-out and oral



48 Electronic Evidence

evidence of the results on the screen of the machine - both were not inadmissible
hearsay. In R (on the application of Leong) v DPP}? Silber ] applied the analysis of
Richards L], holding admissible the oral evidence of the police officer’s reading from a
print out: ‘Where, as in the present case, there is evidence that the machine is working
properly, there is no reason why the police officer concerned cannot give admissible
evidence of what he saw in the print-out.*

1 [2006] EWHC 560 (Admin).

2 [2006] EWHC 560 (Admin), [32].
3 [2006] EWHC 1575 (Admin).

4  [2006] EWHC 1575 (Admin), [14].
Authentication

3.37 When a document is tendered as evidence of its contents, it is often
accompanied by proof that the document ‘has some specific connection to a person or
organization, whether through authorship or some other relation’! As noted by Austin
J: ‘Authentication is about showing that the document is what it is claimed to be, not
about assessing, at the point of the adducing of the evidence, whether the document
proves what the tendering party claims it proves.’? Similarly, where any object is
tendered in evidence, an adequate foundation for admission will require testimony
first that the object offered is the object which was involved in the incident, and further
that the condition of the object is substantially unchanged.?

1  Kenneth S Broun (ed.), McCormick on Evidence, Il (7th edn, West Publishing 2013), 83-85 [221].
2 Australian Securities and Investment Commission v Rich (2005) 216 ALR 320, [118], [2005] NSWSC
417.

3 Broun, McCormick on Evidence 13-16 [213].

3.38 Electronic evidence must also be authenticated, as for any other form of
evidence. The authentication evidence for electronic evidence is even more critical,
and can occasionally be challenging.? Undoubtedly the use of technology has afforded
us convenience and efficiency. But if parties and investigative authorities choose to use
the fruits of technology, they must also accept the need to prove the authenticity and
integrity of the evidence produced by technology, even though the cost of such proof
might be considered to be high. This is particularly the case where authentication
evidence will shed light on the latent assumptions and hidden errors inherent in
electronic evidence, which could affect the accuracy of the electronic evidence itself.

1 Seng, ‘Computer output as evidence’ 159-66; Rosemary Pattenden, ‘Authenticating “things” in
English law: principles for adducing tangible evidence in common law jury trials’ (2008) 12 E & P 290.
2 The challenge of proving that evidence in digital form is authentic was the subject of R v Cochrane
[1993] Crim LR 48 (CA); see the chapter on authentication for a detailed discussion.

3.39 Authentication evidence may also demonstrate that the errors in question will
not have an adverse effect on the evidence itself. For instance, in DPP v McKeown; DPP
v Jones,! the clocks on the Intoximeter 3000 used to measure the breath alcohol values
of the defendants were not accurate. For this reason, the defendants challenged the
admissibility of the print-outs from the device. In addressing whether the accuracy
of the clocks was relevant to the accuracy of the print-out readings, Lord Hoffmann
examined the functioning of these devices and concluded that, for the purposes of s 69
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of the Police and Criminal Evidence Act 1984, a malfunction was irrelevant unless it
affected the way in which the computer processes, stores or retrieves the information
used to generate the statement.? On the facts, the clock was not part of the processing
mechanism of the Intoximeter, and the convictions of the defendants based on the
print-out readings were upheld.

1 [1997] 1 AllER 737,[1997] 2 Cr App R 155 (HL).

2 Section 69 of the Police and Criminal Evidence Act 1984 was repealed by s 60 of the Youth Justice
and Criminal Evidence Act 1999, although the relevant case law remains useful authority.

3 [1997] 1 All ER 737, 744. A study later demonstrated that breath alcohol values measured on the
Lion Intoximeter 3000 are not affected if the machine clock is incorrect by more than four minutes: R
C Denny, ‘The Intoximeter 3000 and the four minute fallacy’ (1998) 38 Medicine, Science and the Law
163. Minor typographical errors on a print-out do not alter the validity of the results: Reid v DPP, The
Times, 6 March 1998, 149 (QB).

3.40 Thisdoesnot mean thatauthentication evidence will always have to be supplied
for each item of evidence. In civil proceedings in England & Wales, a party is deemed to
admit the authenticity of a document disclosed under the provisions of Civil Procedure
Rule (CPR) 31 unless notice is served that the party wishes the document to be proved
at trial. Thus where the authenticity of a document is questioned, the party raising the
issue is required to do so at an early stage of the proceedings, thereby providing the
party submitting the document the opportunity of gathering evidence to prove the
veracity of the document.

3.41 See the chapter on authentication for a more detailed discussion.

Best evidence

3.42 The best evidence rule can be considered from two points of view. It can
be regarded as an inclusionary rule under which whatever is the best evidence is
admissible, thus overcoming exclusionary rules such as the hearsay rule; alternatively,
it can be regarded as an exclusionary rule, so that anything which is not the best
evidence is inadmissible. Since Omychund v Barker,! the majority of the cases have
used the rule in an exclusionary way to deny the use of copies of documents when the
absence of the original was not satisfactorily accounted for.

1 1ATK22,49;26 ER15.

3.43 Reaction against this rule began in the nineteenth century,! and by the latter
part of the twentieth century it was recognized that the best evidence rule was no
longer as relevant as it once was. In Kajala v Noble,* Ackner L] held that the rule is now
confined to written documents in the strictest sense of the term. Echoing the robust
comments of Lord Denning MR in Garton v Hunter (Valuation Officer),? his Lordship
said:

The old rule, that a party must produce the best evidence that the nature of the
case will allow, and that any less good evidence is to be excluded, has gone by the
board long ago. The only remaining instance of it is that, if an original document
is available in one’s hands, one must produce it; that one cannot give secondary
evidence by producing a copy. Nowadays we do not confine ourselves to the best
evidence. We admit all relevant evidence. The goodness or badness of it goes
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only to weight, and not to admissibility .... In our judgment, the old rule is limited
and confined to written documents in the strict sense of the term, and has no
relevance to tapes or films.*
1  Malek, Phipson on Evidence para 7-42; see the discussion of Sargent ] in the New Hampshire case
of Howley v Whipple 48 N.H. 487 (1869) in respect of best evidence in the case of telegrams.
2 (1982) 75 Cr App R 149 (DC).
3 [1969] 2 QB 37, 44,[1969] 1 All ER 451, [1969] 2 WLR 86 (CA).
4 Kajala v Noble (1982) 75 Cr App R 149 (DC) 152; whether it is necessary to produce the original
when a photocopy is adduced in evidence will depend upon whether the production of the original is
relevant and necessary, for which see Attorney-General v Lundin (1982) 75 Cr App R 90.

3.44 By 1990, Lloyd L] in R v Governor Ex p Osman (No 1) observed that the best
evidence rule had become a rule of practice or procedure.! He also made the following
remarks about the rule:

... this court would be more than happy to say goodbye to the best evidence rule.

We accept that it served an important purpose in the days of parchment and quill

pens.? But since the invention of carbon paper and, still more, the photocopier

and the telefacsimile machine, that purpose has largely gone. Where there is

an allegation of forgery the court will obviously attach little, if any, weight to

anything other than the original; so also if the copy produced in court is illegible.

But to maintain a general exclusionary rule for these limited purposes is, in our

view, hardly justifiable.?
1 Rv Governor Ex p Osman (No 1) sub nom Osman (No 1), Re [1989] 3 Al ER 701, [1990] 1 WLR 277
(DC).
2 It will be interesting to know how many ancient documents were previously admitted into
evidence that were actually copies: A Guide to Seals in the Public Record Office (2nd edn, HMSO 1968)
30.
3 [1989] 3 AllER 701, [1990] 1 WLR 277 (DC), 308.

3.45 The best evidence rule has been effectively limited to requiring a party having
possession of an original document who is relying on it for the statements recorded
on the document (primary evidence) to not wilfully refuse to produce the original
document as primary evidence, and instead produce copies or substitutes (secondary
evidence) in its place.!

1  Colin Tapper, Cross and Tapper on Evidence (8th edn, Butterworths 1995) 748, ch XVII], s 1: Proof
of the Contents of a Document. A. The General Rule. 1. Statement and Illustrations of the General
Rule. This statement of the rule was removed in subsequent editions. See also Wayte (William Guy
Alexander) (1982) 76 Cr App R 110 (CA), where photostat copies of two letters were not admissible
in circumstances where the party seeking to rely on the documents refused to produce the original
letters.

3.46 Where good reasons exist for the failure to produce the original document,
secondary evidence, even in the form of oral testimony, is permissible. This may be
illustrated by the case of Taylor v Chief Constable of Cheshire,’ a case involving the
inadvertent destruction of evidence. In this case, video images of the accused allegedly
committing theft from a store were recorded on the store video recorder, and the
manager of the store, three police officers, and the lawyer for the accused later saw
these recordings. When the case was heard, it transpired that new security officers
had erased the recording of the video images. The magistrates permitted the witnesses
to give evidence of what they saw on the video recording. An appeal was made that
the best evidence - the video recording - could not be admitted because it had been
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destroyed, and that testimonial evidence of the recording was not the best evidence.
This was rejected. Although the best evidence in this instance was the video recording,
the unavailability of this recording did not preclude the admission into evidence of
the testimony of those witnesses who viewed the recording. The recollections of the
witnesses ought not be precluded because the best evidence was not available. The
evidence offered by the witnesses was, as pointed out by Ralph Gibson L], ‘direct
evidence of what was seen to be happening in a particular place at a particular time’,
and it was for the trier of the facts to assess its weight, credibility and reliability.?

1 [1987] 1 All ER 225, [1986] 1 WLR 1479 (QB).
2 [1987] 1 All ER 225, 230.

3.47 Since the statutory intercession of the Civil Evidence Act 1995 and the Criminal
Justice Act 2003, the best evidence rule has further taken a simplified, statutory
form. The judgment of the Court of Appeal in Masquerade Music Ltd v Springsteen,’
suggests that the best evidence rule is hardly of any relevance. After considering the
best evidence rule in detail and reviewing the case law extensively,? Jonathan Parker L]
outlined the position with respect to the best evidence rule in the twenty-first century:

In my judgment, the time has now come when it can be said with confidence that
the best evidence rule, long on its deathbed, has finally expired. In every case
where a party seeks to adduce secondary evidence of the contents of a document,
it is a matter for the court to decide, in the light of all the circumstances of the
case, what (if any) weight to attach to that evidence. Where the party seeking
to adduce the secondary evidence could readily produce the document, it may
be expected that (absent some special circumstances) the court will decline to
admit the secondary evidence on the ground that it is worthless. At the other
extreme, where the party seeking to adduce the secondary evidence genuinely
cannot produce the document, it may be expected that (absent some special
circumstances) the court will admit the secondary evidence and attach such
weight to it as it considers appropriate in all the circumstances. In cases falling
between those two extremes, it is for the court to make a judgment as to whether
in all the circumstances any weight should be attached to the secondary evidence.
Thus, the ‘admissibility’ of secondary evidence of the contents of documents is,
in my judgment, entirely dependent upon whether or not any weight is to be
attached to that evidence. And whether or not any weight is to be attached to
such secondary evidence is a matter for the court to decide, taking into account
all the circumstances of the particular case.?

1 [2001] EWCA Civ 513, [2001] EMLR 654, [2001] All ER (D) 101 (Apr).

2 [2001] EMLR 654, [64]-[85].
3 [2001] EMLR 654, [85].

3.48 Waller and Laws L]J] concurred. In other words, there is no automatic bar to the
failure to admit the original document as primary evidence. Instead, when the original
document is no longer available, a copy of the original evidence is admissible but an
adjudicator must consider its weight as secondary evidence.

3.49 The modern application of this rule is illustrated by Post Office Counters Ltd
v Mahida.! In this case, the Post Office sought to claim an alleged deficiency of social
security benefits paid out against the defendant, the sub-postmaster general. The
deficiency was set out in a schedule prepared by investigators of the Post Office based
on checks conducted against the underlying dockets and foils. Subsequently the
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dockets and foils were destroyed as part of a routine process. The trial judge accepted
the schedule as secondary evidence and found against the defendant. On appeal, the
Court of Appeal was concerned that the secondary evidence was of insufficient weight
to prove the precise amount of the debt claimed against the defendant. In particular,
the Post Office as an institution could not readily be said to have discharged the burden
of proving the precise amount of the debt when it was alleged that the defendant had
been responsible for this loss, and denied the defendant the opportunity to check
those figures.? For this reason, the very basic unfairness should have led the trial judge
to consider that the amount of the debt was not proved, and the defendant’s appeal
was allowed.

1 [2003] EWCA Civ 1583.
2 [2003] EWCA Civ 1583, [27].

Analogue evidence

3.50 Although the best evidence rule is now tightly confined, it applies to both civil
and criminal proceedings.! But as the statutory formulations of the rule in s 8 of the
Civil Evidence Act 1995 and s 133 of the Criminal Justice Act 2003 retain the difference
between primary and secondary evidence, the ramifications are different, depending
on whether the evidence is in analogue or in electronic form.

1 Rv Wayte (1982) 76 Cr App R 110.

3.51 In the physical world, the primary evidence is an original document, and the
secondary evidence is in the form of copies of the original. The best evidence rule will
require the production of the original document to prove the content in question, and
the submission of copies is considered inferior evidence. But the fact that copies were
made, for instance, by a reprographic process such as photocopying, will not prevent
the copies themselves from being originals. In Miller-Foulds v Secretary of State for
Constitutional Affairs' regarding orders issued by Brentford County Court, Pelling ]
noted the following:

The method of production involved copying an original draft [order] and then
sealing the copies thus resulting. The copies, once sealed, were original orders.
The original draft was just that: a draft. The fact that the documents that were
sealed were produced by photocopying rather than copying out by hand the
same document umpteen times is wholly irrelevant, in my judgment, as long as
the document itself resulting from the copying process was sealed.?

1 [2008] EWHC 3443 (Ch). A subsequent application before Lloyd L] was rejected, for which see
Miller-Foulds v Secretary of State for Justice [2009] EWCA Civ 1132.
2 [2008] EWHC 3443 (Ch), [26].

3.52 The concepts of ‘primary’ and ‘secondary’ evidence take a different shape when
applied to material objects that must be processed to be viewed. Consider, for instance,
a photograph taken with a camera containing film, or a plate. The negative or the plate
comprises the only copy of the image in reverse.! It is the negative or plate that is the
material upon which the primary evidence is recorded. However, few people will be
satisfied by looking at the primary image, if only because it is not easy to view, and is
not intended to be viewed in this form, unless by means of a projector (if the primary
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image is a negative). This means that the printed image is secondary evidence. Any
number of copies of the primary object can be made, although no printed copy will be
an exact copy of the film or plate. This is because the processes applied and the mix of
chemicals used in transforming the negative into a print will determine how accurately
the photograph reflects the image, in particular the degree of contrast (that is the range
of grey tones) captured on the negative. For example, the degree of contrast will affect
how bruising is reproduced on the photograph: a high contrast makes the bruising
appear darker and more dramatic, while a low contrast will lessen the effect of the
visual image, making the bruise seem somewhat less consequential.

1 A point noted by Smith L] in Griffiths v DPP [2007] RTR 44, [21].

Digital evidence

3.53 In contrast to the discussion above, the range of evidence in digital form is
vast, and it comprises not just print-outs of what might be termed conventional files,
such as copies of letters, contracts or spreadsheets. Other forms of digital documents
include reports from computer databases, the electronic records of transactions and
the digital store and reproduction of images, such as the scanned image of an original
paper document. The treatment of evidence in digital form calls for different and
occasionally difficult considerations.

3.54 First, there may be issuesidentifying the primary evidence of a digital document.
In Derby v Weldon (No. 9), Vinelott ] considered the memory or database of a word-
processor or computer to be the ‘original document,! presumably on the basis that
these are components ‘on which material fed into a simple word processor is stored’.?
However, Professor Tapper disagrees, and takes the view that the print-out from the
word-processed electronic document is the original and the document in memory
computer is the copy.? Both views are possible. Vinelott ]'s analysis is plausible - where
the print-out is generated as a physical draft to aid in the editing of the word-processed
document. But Professor Tapper’s view could also be justified where the object behind
the use of the word-processor is the generation of the print-out as the final, definitive
version of the document. In such a case, the authentic print-out may be a better form
of evidence than the state of the document in internal memory at a later time. This
inversion provides a good illustration of the danger of assuming that the print-out may
not be the best evidence in any given situation.

1 Derby v Weldon (No. 9) [1991] 2 All ER 901, 906.
2 Derby v Weldon (No. 9) [1991] 2 Al ER 901, 906.
3 Colin Tapper, ‘Evanescent evidence’ (1993) 1 Intl J L & Info Tech 35, 42.

3.55 In addition, the use of a digital device need not always produce an ‘original
document’. Where the ‘original document’ is created in digital form but is never stored
in a more permanent, non-ephemeral manner, the ‘original’ digital ‘document’ ceases
to exist for all practical purposes. Instant messaging is an example of evidence that
might not be stored, which makes it analogous to an oral conversation.

3.56 The issues may be further considered with the following extended illustration.
For instance, the original of a physical document, such as a commercial contract
between two parties, signed by the authorized representatives of both parties and
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acknowledged as the original, is primary evidence of the content of the contract.
Even if the contract was created on a computer, the physical document will still be
the original document as it was signed and adopted by both parties.! However, should
the contract, which is subsequently acted upon by both parties, only exist in digital
form on a computer, the primary evidence of the document will be the digital contract
residing on an identified computer storage device such as the hard drive of a computer.
Printing the document out on paper will provide copies in a human-readable form,
which will in turn comprise secondary evidence of the document.?

1  The physical document might have a digital counterpart, as in Austria, for which see Friedrich
Schwank, ‘CyberDOC and e-Government: the electronic archive of Austrian notaries’ (2004) 1 Digital
Evidence and Signature Law Review 30, 32.
2 The schedule produced in R v Nazeer [1998] Crim LR 750 cannot be considered to be hearsay or
secondary evidence, because it was real evidence produced by individuals using different sources of
information (including computer records).

3.57 Now consider the matter one stage further. Assume the original digital file is
accessed multiple times after the contract is executed, but its file contents are not
altered: perhaps particular clauses are copied for other reasons. The metadata for
the digital file may have been changed to record the action of opening and closing the
file, even if no substantive changes are made. Although the metadata might have been
altered, the content of the file in question has not been affected. In these circumstances,
it might be considered that the integrity of the original digital data is compromised.
But as the content (rather than the metadata) of the digital document is unchanged,
the digital document remains the primary evidence, and a print-out of that document
is a faithful copy of the original.! The metadata can be compared to a file register in
the physical world that records the name of the person to whom the physical file
was given, the date and time the person obtained the file, and the date and time it
was returned: the register information does not alter the content of the statements
made in the file (unless the person obtaining access to the file alters its contents).
In such circumstances, the metadata does not affect the integrity of the digital data,
which makes the secondary evidence of the file in the form of the print-out a reliable
reproduction of the digital file.

1 Professor Tapper expressed the contrary view, that ‘the memory holds the copy and the original
is the printed copy’, in Tapper, Cross and Tapper on Evidence 35, 42. This is correct if the printed
version is a document such as a contract, where the contract is subsequently signed by the parties with
manuscript signatures and excludes reference to any other version.

3.58 Consider another example: the drafting of a contract by an external lawyer for
a multinational company. The task will comprise a number of stages, including liaising
with a number of people internally with different responsibilities to produce an initial
draft of the contract; it will be passed to the other contracting party for its comments,
before, after a substantial period of negotiation, a final version is produced to the
satisfaction of both parties. In all probability, various versions of the draft contract will
existin storage devices on computers, hand-held devices and back-up devices belonging
to several companies and their employees, perhaps across different jurisdictions. If
the contract is then printed and signed by the authorized representatives of the two
parties, the original document will be the printed version. If the issue is as regards a
particular version of the contract at a particular point in the negotiations, the draft
digital version of the contract will be original evidence because that electronic copy
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is the best evidence of that version of the contract and a print-out of that version is
secondary evidence.

3.59 Inaddition, digital documents may themselves be stored, changed, compiled and
collected into new documents, and the new documents may be original documents in
themselves. The Canadian case of R v Bell' is instructional in this regard. In this case, the
bank’s computer software processed the various transactions of its customers’ chequing
accounts into a monthly statement for each account. Two identical copies of the monthly
statement were printed, one for the customer, and one for the bank. The bank retained
its copy of the monthly statement, but did not retain a record of the transactions. The
trial judge held that a copy of the statement was not admissible because the transaction
information stored on a computer was the record, and the original ‘record’ as arecord of a
financial institution (and its subsequent copy) no longer existed. On appeal, this analysis
was rejected. Weatherston JA noted that the form in which information is recorded may
change from time to time, and a new form in which information is recorded, such as a
compilation or collection of other records, is equally a record of that kind of information.
The court found the monthly statement to be such a ‘record’ that consolidated the
transactions of a financial institution and allowed the appeal.?

1 (1982) 35 OR (2d) 164 (CA).

2 (1982) 35 0R (2d) 164 (CA), [13].

Civil proceedings

3.60 The admissibility of secondary evidence in civil proceedings is governed by of s
8 of the Civil Evidence Act 1995, which permits the introduction of copies of documents
into evidence for the purpose of proving the statement contained in the document:

8.—(1) Where a statement contained in a document is admissible as evidence in
civil proceedings, it may be proved—
(a) by the production of that document, or

(b) whether or not that document is still in existence, by the production of a copy
of that document or of the material part of it,

authenticated in such manner as the court may approve.

(2) Itis immaterial for this purpose how many removes there are between a copy
and the original.

3.61 A ‘document’ isin turn defined in s 13 as ‘anything in which information of any
description is recorded’, and ‘copy’ of a document as ‘anything onto which information
recorded in the document has been copied, by whatever means and whether directly
or indirectly’. There are two operative parts to s 8. Section 8(1)(a) provides that an
admissible statement contained in a document may be proved by the production of
the original document itself. Section 8(1)(b) provides that the same document may be
proved by the production of a copy of that document or a material part of it, with the
expression ‘whether or not that [primary] document is still in existence’ completely
eviscerating the common law best evidence rule. And although s 8(1) uses the language
of ‘a statement contained in a document’, suggesting that the statutory version of the
best evidence rule only applies to documentary evidence used in a testimonial sense,
a better reading is that s 8 applies to both documentary evidence as testimonial
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evidence and documentary evidence as real evidence.! This means that s 8 will apply
to the analogue record of the measurements of a device (the measurement constitutes
the statement of the document)? or the print-out from an Intoximeter.

1 Tapper, Cross and Tapper on Evidence 669.
2 Such as the film in The Statute of Liberty, Sapporo Maru M/S (Owners) v Steam Tanker Statute of
Liberty (Owners) [1968] 2 All ER 195.

3.62 The admissibility of the copied document as secondary evidence is subject to
one condition and one qualification. The condition is that, as set out in the proviso to
s 8(1), the copied document must be ‘authenticated in such manner as the court may
approve’, just as the primary document must be authenticated. In other words, where
the credibility of the digital data is in question, foundation evidence, typically in the
form of testimony, will have to be introduced and tested to determine whether the
secondary evidence can be accepted as ‘a copy’ of the original document. The residual
judicial control over the admissibility of secondary evidence takes the form of judicial
prescription of the requisite authentication evidence to prove that it is an accurate and
reliable copy of the whole or a material part of the original document.

3.63 The qualification is that, by s 8(2), the number of removes between the copy and
the original document is statutorily deemed to be irrelevant. This detracts from the
judicial control role as explained above, and also undermines the judicial assessment
of the authentication evidence as to the true accuracy and reliability of the secondary
evidence.

Criminal proceedings

3.64 The starting point for the application of the best evidence rule in criminal
proceedings is s 133 of the Criminal Justice Act 2003:

133 Proof of statements in documents

Where a statement in a document is admissible as evidence in criminal
proceedings, the statement may be proved by producing either-

(a) the document, or

(b) (whether or not the document exists) a copy of the document or of
the material part of it,

authenticated in whatever way the court may approve.

3.65 The s 133 provisions are identical to those for civil proceedings in the Civil
Evidence Act 1995, save for the fact that there is no longer a mention of the number
of times a copy is removed from the original in s 133 in the Criminal Justice Act. (It is
suggested that the elimination of the number of removes qualification in s 133 is an
improvement over the equivalent formulation of the best evidence rule in the Civil
Evidence Act, in removing getting rid of the judicial handicap for assessment of the
authentication evidence.) The other difference is that proof in criminal proceedings
must rise to the appropriate standard, which is proof beyond reasonable doubt in the
case of the prosecution, and proof on the balance of probabilities in the case of the
defence.! Otherwise, it should also be noted that notwithstanding the reference to ‘a
statement in a document’, for the same reasons as outlined above in relation to the Civil
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Evidence Act 1995, the best evidence provisions should apply equally to a document
as real evidence as to a document as testimonial evidence.? In other words, as in civil
proceedings, secondary evidence of an electronic document is admissible subject to
authentication evidence.

1 Tapper, Cross and Tapper on Evidence 610.

2 Note that in R v Minors & Harper (1989) 89 Cr App R 102, it was held that s 24, Criminal Justice
Act 1988 only applied to a ‘statement in a document’ and not to real evidence. s 24, like s 27, the
predecessor provision to s 133, is found in Part II (Documentary Evidence in Criminal Proceedings) of
the Criminal Justice Act 1988. That notwithstanding, it could be argued that the holding in R v Minors
& Harper should be confined to s 24 (an exception to the hearsay rule), and has no application to the
interpretation of s 27 (a restatement of the best evidence rule).

3.66 The effect is that while the original electronic document, if available, should
be adduced into evidence, in practice, a copy of the document tends to be adduced
as secondary evidence. The copy may be at least one, if not two, removes! from the
original. This should not matter, provided the digital copy has been copied in a way
that captures the file in its entirety, including all its attributes, such as the metadata,
without altering the original data. (On this point, please see the detailed discussion in
the chapter dealing with authentication.)

1 It is usually two removes from the original, if the original is considered to be the operational
electronic document that is actively used on the computer system in question, and a copy is previously
taken from that operational electronic document (in computer science terms, a ‘snapshot’- the state
of the system at a particular point in time, considering that some time would have lapsed between the
taking of this copy and the currently operational version of the electronic document), and a copy is in
turn taken from that previous copy for purposes of preparation of proceedings.

3.67 To a certain extent, rather than question whether a document in digital form
is an original or a copy, it might be more useful and relevant to refer to the proof of
authenticity, or provenance, or reliability of a digital file. Such is required under both s
133 of the Criminal Justice Act 2003 as well as s 8 of the Civil Evidence Act 1995. This in
turn encapsulates proof of the integrity of the content of the data. Because of the ease
in which a digital document may be migrated from one storage device to another, and
undergo format and other changes, including content and metadata changes, it is vital
to require any such changes to be documented in such a way as to preserve the integrity
and authenticity of the copy. Thus it might be more relevant, when referring to digital
data, to concentrate on establishing which version of the data is required, particularly
whether the making of copies of the digital document is properly documented.

Admissibility

3.68 Evidence is admitted into legal proceedings if it is relevant to an issue in dispute,
subject to a number of exceptions.! It is a matter of law for a judge to determine
whether evidence is admissible. Generally, judges are required to determine whether
evidence is to be excluded in criminal trials far more frequently than in civil matters,
especially where admitting the evidence might not be in the interests of justice.? For
instance, in R v Fowden and White® the Court of Appeal held that a video film showing
activities that were consistent with the acts of theft had been improperly admitted.

The prejudicial value outweighed its probative effect, because the witnesses that
identified the accused knew them from a similar case of theft that occurred a week
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after the events recorded in the video film, and the defence was therefore not able to
test the accuracy of the identification without causing prejudice and embarrassment.*

1  For a more detailed discussion, see Malek, Phipson on Evidence, ch 2 and paras 7-01 to 7-16. For
a brief consideration of a number of jurisdictions, see Olivier Leroux, ‘Legal admissibility of electronic
evidence’ (2004) 18 Intl Review L Computers & Tech 193.

2 Police and Criminal Evidence Act 1984, s 78; Criminal Justice Act 2003, s 114(1)(d).

3 [1982] Crim LR 588.

4 InRv Caldwell, R v Dixon (1993) 99 Cr App R 73, 78 the members of the court considered it would
be useful to have a set of procedures in relation to the use of video recordings for the purposes of
identification.

3.69 In civil proceedings, evidence that is admissible can be excluded in accordance
with the provisions of CPR 32.1(2), which provides a judge with the explicit general
power to exclude evidence when in the role of managing a case:

32.1 (1) The court may control the evidence by giving directions as to -
(a) the issues on which it requires evidence;

(b) the nature of the evidence which it requires to decide those issues;
and

(c) the way in which the evidence is to be placed before the court.

(2) The court may use its power under this rule to exclude evidence that would
otherwise be admissible.

3.70 However, the power, as pointed out by Arden L], in adopting the argument
of the appellants in Great Future International Ltd v Sealand Housing Corporation,
‘must be used with great circumspection for the purpose of achieving the overriding
objective.? Professor Tapper notes that the modern tendency is to admit evidence, and
then consider its weight,? as illustrated by the comment of Cockburn CJ in The Queen
v Churchwardens, Overseers and Guardians of the Poor of the Parish of Birmingham:
‘People were formerly frightened out of their wits about admitting evidence lest juries
should go wrong. In modern times we admit the evidence and discuss its weight.?

1 [2002] EWCA Civ 1183, [24].
2 Tapper, Cross and Tapper on Evidence 74.
3 (1861)1B&S763,767; 121 ER 897.

Weight

3.71 The questions of weight, credibility and sufficiency of the evidence are decisions
for the members of a jury, and for the judge where a case is tried without a jury. There
are no fixed rules to determine what weight to give to any item of evidence. In R v
Madhub Chunder Giri Mohunt, Birch ] observed: ‘For weighing evidence and drawing
inferences from it, there can be no canon. Each case represents its own peculiarities
and in each common sense and shrewdness must be brought to bear upon the facts
elicited’* and Lord Blackburn commented in Lord Advocate v Blantyre that ‘The weight
of evidence depends on rules of common sense.”?

1 (1874) 21 WR.Cr (India) 13, 19.
2 (1879) 4 App Cas 770, 792.
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3.72 When conducting a trial with members of a jury, the judge may withdraw an
issue because the proponent has failed to adduce sufficient evidence in support of the
claim. Furthermore, in summing up to the members of the jury at the end of the trial, the
judge is required to provide directions on a range of issues, including, but not limited
to: who has the burden of proof; what presumptions, if any apply; when supporting
evidence should be considered before putting weight on certain types of evidence; and
to offer comments on matters including the weight of the evidence, although it must be
made explicit that such comments are meant to help the members of the jury, because
they must reach their own decision.! In addition, there are a number of factors set out
in s 114(2) of the Criminal Justice Act 2003 that deal with the assessment of weight of
hearsay in criminal proceedings.

1  The Crown Court Bench Book: Directing the Jury issued by the Judicial Studies Board was available
online at <www.judiciary.gov.uk/wp-content/uploads/JCO/Documents/Training/benchbook_
criminal_2010.pdf>.

Execution and electronic signatures

3.73 Public documents such as birth and death registers, registers of baptisms
and marriages, Acts of Parliament, royal proclamations, Orders in Council, statutory
instruments and journals of either House of Parliament, may be proved in evidence
by the mere production of the appropriate copy, certified or seal where appropriate.
Proof of their execution is also dispensed with.! But the court requires proof of the due
execution of a private document, unless it is more than 20 years old and comes from
the proper custody.? ‘Due execution of a private document is proved by showing it was
signed by the person by whom it purports to have been signed, and, where necessary,
attested.® Out of this, a substantial body of case law has arisen to guide the proof of
physical signatures. But despite the early acceptance of electronic evidence in case
law, until recently, signatures as applied to electronic documents were operating in the
shadows of common law rules relating to physical signatures.*

1 Tapper, Cross and Tapper on Evidence 669-74.

2 Tapper, Cross and Tapper on Evidence 674.

3 Tapper, Cross and Tapper on Evidence 674.

4 Stephen Mason, Electronic Signatures in Law (4th edn, University of London 2016) (the strength
of this text lies in the extensive case law); Lorna Brazell, Electronic Signatures and Identities Law and
Regulation (2nd edn, Sweet & Maxwell 2008) (the strength of this text lies in the regulatory framework
for digital signatures discussed); George Dimitrov, Liability of Certification Service Providers (VDM
Verlag Dr. Miiller 2008); M H M Schellenkens, Electronic Signatures Authentication Technology from a
Legal Perspective (TCM Asser Press 2004); Dennis Campbell (ed.), E-Commerce and the Law of Digital
Signatures (Oceana Publications 2005). For translations of electronic signature cases from across the
world into English, see also the Digital Evidence and Electronic Signature Law Review.

3.74 The Electronic Communications Act 2000, which extends to Northern Ireland,
received the Royal Assent on 25 May 2000,! and was amended in 2016 by The
Electronic Identification and Trust Services for Electronic Transactions Regulations
2016 (SI1 2016 No 696).2 The amended definition of an electronic signature reads in s
7(2) as follows:

(2) For the purposes of this section an electronic signature is so much of anything
in electronic form as-
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(a) is incorporated into or otherwise logically associated with any
electronic communication or electronic data; and

(b) purports to be used by the individual creating it to sign.

1  Regulation of Investigatory Powers Act 2000, s 16 (5).

2 Madeon 30 June 2016, laid before Parliament 1 July 2016, into force on 22 July 2016, implementing
the changes brought about by Regulation (EU) No 910/2014 of the European Parliament and of the
Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC, O] L257, 28.8.2014, 73-114.

3.75 Section 7(1) of the Act provides for the admissibility of the electronic signature
in two ways:

7(1) In any legal proceedings-

(a) an electronic signature incorporated into or logically associated with a
particular electronic communication or particular electronic data, and

(b) the certification by any person of such a signature,

shall each be admissible in evidence in relation to any question as to the

authenticity of the communication or data or as to the integrity of the
communication or data.

3.76 An electronic signature is admissible under the provisions of s 7(1)(a) where it
is incorporated into or logically associated with a particular electronic communication
or data. Alternatively, in accordance with the provisions of s 7(1)(b), the certification
by any person of such an electronic signature is admissible as to the authenticity or the
integrity of the communication or data. The certificate would normally be provided by
an entity such as a trusted third party, although the provision does not rule out self-
certification.

3.77 There are various types of signatures, all of which can demonstrate the intent of
the signing party to authenticate the document. For physical signatures, the act of the
person writing a manuscript signature or applying the impression of the seal is the act
of intent, and the evidence of the act is the physical manifestation of the signature by
the application of ink on to paper, or the wax placed onto the surface of the material.
In the same way, a signature in electronic form is the act of the person doing an act
or series of acts, which may comprise more than one act at different times, which is
subsequently manifested in human-readable form.

3.78 The following are some of the different types of electronic signatures that
are recognized:! typing a name into a document;? an email address;® clicking the ‘I
accept’ icon; a PIN;* biodynamic signature; scanned manuscript signature, and a digital
signature.®

1  See Mason, Electronic Signatures in Law, for a detailed survey of the different forms of electronic
signature and case law.

2 Hallv Cognos Limited (Hull Industrial Tribunal, 1997) Case No 1803325/97.

3 InJ Pereira Fernandes SA v Mehta [[2006] EWHC 813 (Ch); [2006] 1 WLR 1543; [2006] 2 All ER
891; [2006] 1 All ER (Comm) 885; [2006] All ER (D) 264 (Apr); [2006] IP & T 546; (2006) The Times
16 May 18 (in respect of the Statute of Frauds 1677, s 4), the judge reached a conclusion that is difficult
to reconcile with the international cases or long-standing English case law - for a comprehensive
analysis, see Mason, Electronic Signatures in Law paras 11.4-11.41.

4 The banks have led the way in the use of PINs, and now rely on technology to a great extent. For a
PIN case in England, see Job v Halifax PLC (2009) (Case No 7BQ00307): the judgment is published in
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full in (2009) 6 Digital Evidence and Electronic Signature Law Review 235, 245, with a commentary by
Alistair Kelman.

5 Aspointed out by Ugo Bechini, a ‘manuscript signature links a document to a person, while a digital
signature does not: it links a document to a device’ (Ugo Bechini, ‘Bread and donkey for breakfast. How
IT law false friends can confound lawmakers: an Italian tale about digital signatures’ (2009) 6 Digital
Evidence and Electronic Signature Law Review 80.

3.79 The fact that an electronic signature is used to authenticate an electronic
document and establish its integrity does not absolve the party who has the burden of
proving the document from authenticating the electronic signature itself. This may call for
the submission of evidence such as extrinsic evidence to demonstrate that the electronic
signature establishes one or more aspects of the authenticity or integrity or both of the
electronic document as set out in s 15(2) of the Electronic Communications Act 2000.

Video and audio evidence

Testimonial use in legal proceedings

3.80 In exceptional instances, video-recorded and tape-recorded evidence may be
used in lieu of testimonial evidence. In civil proceedings, evidence may be given by
means of a video link or any other means, subject to leave being obtained from the
court.! In criminal matters, it is possible to record the initial interview with children,?
and admit the recording in evidence, subject to leave of the court and any editing that
the court decides is necessary.® Leave is required to adduce a video recording of the
testimony of a witness in accordance with the provisions of s 27 of the Youth Justice
and Criminal Evidence Act 1999.*

1 CPR 32.3, which is supplemented by Practice Direction 32 - Evidence Annex 3. See also the
Admiralty and Commercial Courts Guide, app 14 and the Chancery Court Guide, ch 14.

2 Section 35A of the Criminal Justice Act 1988 was added by s 54 of the Criminal Justice Act 1991.

3 Criminal Justice Act 1988, s 35A(2).

4 For further details, see James Richardson (ed), Archbold: Criminal Pleading, Evidence and Practice
(65th rev edn, Sweet & Maxwell 2017); David Ormerod and David Perry (eds), Blackstone’s Criminal
Practice (Oxford University Press 2017); Barbara Barnes (ed), Archbold: Magistrates’ Courts Criminal
Practice 2017 (14th rev edn, Sweet & Maxwell 2017).

3.81 Video-conferencing and web-conferencing technology has also made it possible
to provide testimonial evidence outside the court.

Identification and recognition evidence

3.82 Surveillance cameras are very much part of life in the twenty-first century,
ever since the foundations of their use were laid in the latter decades of the twentieth
century. Evidence of images from security cameras can be very helpful in identifying
the perpetrators of crimes. Such evidence has been admitted in English courts, mainly
in criminal cases.! The widespread availability of video-recorded and tape-recorded
evidence has opened up the possibility that such evidence may be augmented with
more advanced techniques, and the enhancement of the sounds or images, together
with the use of more advanced techniques such as aural identification and facial
mapping, can help to identify the parties in a recording.
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1 Alistthatis notexhaustive includes: McShane (1978) 66 Cr App R 97; Rv Fowden and White [1982]
Crim LR 588 (CA); Rv Grimer [1982] Crim LR 674, 126 S] 641 (CA); R v Dodson (Patrick); R v Williams
(Danny Fitzalbert Williams) [1984] 1 WLR 971, (1984) 79 Cr App R 220; Stockwell (Christopher James)
(1993) 97 Cr App R 260; Clarke (Robert Lee) [1995] 2 Cr App R 425; Clare (Richard), Peach (Nicholas
William) [1995] 2 Cr App R 333; R Feltis (Jeremy) [1996] EWCA Crim 776; R v Hookway [1999] Crim
LR 750; R v Briddick [2001] EWCA Crim 984; Loveridge (William) [2001] EWCA Crim 973, [2001] 2 Cr
App R 29. In this instance, the accused were recorded by video in the court, an act which was prohibited
by s 41 of the Criminal Justice Act 1925, and the recording was also held to have infringed the rights
of the accused under art 8 of the Human Rights Act 1998 - however, neither infringement was held to
have interfered with the right to a fair trial (E. Goldstein, ‘Photographic and videotape evidence in the
criminal courts of England and Canada’ [1987] Crim LR 384).

3.83 Before such evidence is used, there should be a careful examination® of the
technology in question. A good example of this judicial scrutiny is that done by Steyn L]
in Clarke (Robert Lee),> where his Lordship analysed the technique of facial mapping? by
video superimposition. The court carefully considered the reliability of the underlying
scientific techniques, noting that the techniques themselves could be fit for debate, and
their improper use by an expert in the particular case could in turn affect the probative
value of such evidence. It was only after it was satisfied on these two grounds that the
identification evidence from the application of the technique was admitted.

1  The careful examination may be done in a trial within a trial, also called a ‘voir dire’.

2 [1995] 2 Cr App R 425, 430F.

3 Michael C Bromby, ‘At face value?’ (2003) NL]J Expert Witness Supplement 301, 302-4; R v Jung
[2006] NSWSC 658.

3.84 Issuesregardingthereliabilityand application ofthese techniques are very much
for expert evidence, depending on the nature and sophistication of each technique.
But some guidance may be sought that stem from the best practices for handling
electronic evidence. For instance, for evidential techniques that involve manipulating
and enhancing digital imagery, Gregory Joseph has noted that the following steps must
be taken before enhanced digital imagery can usefully be used:*

1. The original image needs to be properly authenticated.

2. The original image must remain intact to enable the original to be compared
with the enhanced version.

3. The original image should be preserved in such a way that its integrity cannot
be impugned.

4. The process of enhancement should be fully documented.

5. The process of enhancement should be carried out in such a way that the
process can be repeated by the other party.

6. The enhanced images should be preserved in such a way that prevents it from
being manipulated and thereby preserves its integrity.

1  Gregory P Joseph, Modern Visual Evidence (Law Journal Press 2009) 4.

3.85 Important lessons were also spelt out regarding the use of voice recognition
technologies and techniques for identification purposes in R v Flynn and St John.! In this
case, the prosecution sought to identify the two appellants as conspirators of a robbery
through voice recognition techniques. Before the robbery, the police secretly fitted a
listening and transmitting device to one of the vehicles it was assumed (correctly)
that the conspirators would use for the robbery. Four police officers testified that they
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recognized the appellants’ voices from the 60 minutes of covert recording made by
the device. The trial judge ruled admissible the evidence of the police officers and the
transcripts of the recording and placed the evidence before the jury. The appellants
challenged the decision of the trial judge to admit the voice recognition evidence of the
officers and the judge’s failure to give an appropriate direction to this evidence.

1 [2008] EWCA Crim 970, [2008] 2 Cr App R 20, [2008] Crim LR 799.

3.86 In giving judgment on appeal, Gage L] noted that there are two categories of
voice recognition evidence: expert evidence using either auditory analysis or acoustic/
spectrographic analysis, or lay listener evidence, where the lay listener as a witness
is required to possess some special knowledge of the suspect that enables him to
recognize the suspect’s voice. Such witnesses may be close relatives or friends, but
they may also be persons who acquire such familiarity by the frequency of their contact
with the suspect. Gage L] also noted that suspect identification by voice recognition
is more difficult than visual identification, that voice identification by experts using
sophisticated auditory, acoustic and spectrographic and that sophisticated auditory
techniques is likely to be more reliable than identification by a lay listener, and that
the quality of identification by a lay listener is highly variable. In addition, research has
shown that a confident recognition by a lay listener of a familiar voice may nevertheless
be wrong, because while an expertis able to draw up an overall profile of the individual’s
speech patterns, in combination with instrumental analysis and reference research,
a lay listener’s response is fundamentally opaque because he cannot know and has
no way of explaining which aspects of the speaker’s speech patterns he is responding
to, and has no way of assessing the significance of the individually observed features
relative to the overall speech profile. This makes it more difficult to challenge the
accuracy of his evidence.

3.87 For all these reasons, the Court of Appeal allowed the appeal, holding that the
police officers as lay listeners had a limited opportunity to acquire familiarity with the
appellants’ voices, and that the quality of the covert recording was poor. In contrast,
both experts, one representing the prosecution and the other representing the
appellants, were unable to recognize their voices, further casting doubt on the officers’
voice recognition evidence.

3.88 While Rv Flynn and St John did not close the door on voice recognition evidence,
in a paper by Gary Edmond, Kristy Martire and Mehera San Roquem, the authors
suggest the following minimal safeguards required before the prosecution can seek to
admit voice recognition evidence from lay listeners:

1. The process must be properly recorded, and the amount of time spent in
contact with the defendant will be very relevant to the issue of familiarity.

2. The date and time spent by the police officer compiling a transcript of a covert
recording must be recorded. If the police officer annotates the transcript with his
views as to which person is speaking, that must be noted.

3. A police officer attempting the voice recognition exercise must do so without
the aid of a transcript that bears another officer’s annotations of whom he
believes is speaking.

4. It is highly desirable that a voice recognition exercise should be carried out by
someone other than an officer investigating the offence.!
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1 [2008] EWCA Crim 970, [53]; also the paper by Gary Edmond, Kristy Martire and Mehara San
Roque, ‘Unsound law: issues with (“expert”) voice comparison evidence’ (2011) 35 Melbourne
University Law Review 52.

3.89 These safeguards are certainly in line with the issues raised by Gage L] in R v
Flynn and St John, and highlight the care with which both the parties and the courts
must observe when seeking to admit computer-generated and computer-augmented
evidence, in order to safeguard the evidential process.

Computer generated animations and simulations

3.90 Digital visual evidence presentation systems (including digital displays,
computer-generated graphical presentations, animated graphics and immersive virtual
environment technology) have been used in legal proceedings in many jurisdictions.
Such tools can be used to present evidence and illustrate hypotheses based on scientific
data, or to depict the perception of a witness, or to illustrate what may have occurred
(seen from a specific viewpoint) during a particular incident. Digital reconstruction
technology may also be applied in a court to explore and illustrate ‘what if’ scenarios
and questions, to test competing hypotheses and to expose any possible inconsistencies
and discrepancies within the evidence.

3.91 Computer animations and interactive virtual simulations are potentially
unparalleled in their capabilities for presenting complex evidence.! The use of
such enabling visualization technologies can affect the manner in which evidence
is assimilated and correlated by the viewer. In many instances, visual media can
potentially help make the evidence more relevant and easier to understand.? In other
cases it may be seen to be unfairly prejudicing the members of a jury.

1  Gregory P Joseph, Modern Visual Evidence; (L ] Seminars Press 2009); Neal Feigenson and
Christina Spiesel, Law on Display: The Digital Transformation of Legal Persuasion and Judgment (NYU
Press 2009).

2 A M Burton, D Schofield and L M Goodwin, ‘Gates of global perception: forensic graphics for
evidence presentation’, Multimedia ‘05: Proceedings of the 13th Annual ACM International Conference
on Multimedia (ACM Press 2005) 103-11; ] Mervis, ‘Court views engineers as scientists’ (1999) 284
(5411) Science 21.

3.92 At first glance, these computer-generated graphical reconstructions may be
seen as potentially useful in any court, and they are often treated like any other form
of digital evidence regarding their admissibility. In particular, they are admitted as
part of expert testimonial evidence or as a special type of real evidence.! However,
this specific form of digital media warrants special care and attention due to its
inherently persuasive nature, and the undue reliance that the viewer may place on
evidence presented through a (potentially photorealistic) visualization medium such
as this, often to the exclusion of the underlying evidence and the assumptions made
to generate these graphical representations. This is often referred to as the ‘seeing is
believing’ tendency.

1  For example, see Rv Robert Lee Clarke [1995] 2 Cr App R 425.

2 Fred Galves, ‘Where the not so wild things are: computers in the courtroom, the federal rules of
evidence, and the need for institutional reform and more judicial acceptance’ (2000) 13 Harv J L &
Tech 161-302; Christine O Spiesel, Richard K Sherwin and Neal Feigenson, ‘Law in the age of images:
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the challenges of visual literacy’, in A Wagner, T Summerfield and F S B Vanegas (eds), Contemporary
Issues of the Semiotics of Law (Hart, 2005); Richard Sherwin, ‘Visual literacy in action: law in the age
of images’, in J. Elkins (ed), Visual Literacy in Action (Routledge, 2007) 179-94; Damian Schofield, ‘The
use of computer generated imagery in legal proceedings’ (2016) 9 Digital Evidence and Electronic
Signature Law Review 1.

3.93 As courts begin to increasingly use multimedia and cinematic displays, this has
profound implications for the legal processes taking place that are intrinsically tied to
the application of such technology. It must be questioned whether the decisions made
in courts when using such technology are adversely affected by this manner in which
the evidence is presented.!

1 Ken Fowle and Damian Schofield, ‘Visualising forensic data: investigation to court, in Andrew
Woodward and Craig Valli (eds), Proceedings of the 9th Australian Digital Forensics Conference (Security
Research Centre 2011); Joanna Gallant and L.auren Shepherd, ‘Effective visual communication:
scientific principles and research findings’ in Sanuel H Solomon, Joanna Gallant and John P Esser
(eds), The Science of Courtroom Litigation: Jury Research and Analytical Principals (ALM Publishing
2009). David M Paciocco seems to fail to have understood this serious issue when commenting that the
introduction of computer enhanced photographs did not require any special evidential foundations or
relevant expert evidence: ‘Proof and Progress: Coping with the Law of Evidence in a Technological Age’,
(2013) 11 Canadian Journal of Law and Technology 181, 186-7.

Computer-generated evidence in England and Wales: civil
proceedings

3.94 An early occurrence of the use of computer-generated evidence is seen in the
civil case of The Owners of the Ship Pelopidas v The Owners of the Ship TRSL Concord.* In
1996 a collision took place in the Access Channel to Buenos Aires between two vessels:
the Pelopidas and TRSL Concord. The issue for the court to decide was the liability for
the collision and the apportionment of that liability. The items of computer-generated
evidence submitted were two-dimensional computer-generated simulations of both
vessels’ trajectories; these were, in effect, animated maps. A ‘black box’ on the Concord
recorded various positioning, speed and heading data at 15-second intervals for the
relevant collision time period. Both sides accepted the accuracy of the plot. David Steel
] concluded that a fair apportionment of liability was 60:40 in favour of Pelopidas, and
stated:

..there is a danger of losing sight of the true value of reconstructions. Of course
they enable the Court and the parties to have a broad bird’s eye view of the events
leading up to collision. But their true probative value is that they may sometimes
enable the Court to determine, not what may have happened, but what could not
possibly have happened.?

1 [1999] 2 Lloyd’s Rep 675, [1999] 2 All ER 737 (Comm).
2 [1999] 2 Lloyd’s Rep 675, 682.

3.95 Instating the above, David Steel ] was remarking on his accumulated experience
of the usefulness of computer-generated reconstruction evidence.! Similar examples
of the use of computer animations and simulations can also be found in Maersk Oil UK
Ltd v Dresser-Rand (UK) Ltd? and Halliburton Energy Services Inc v Smith International
(North Sea) Ltd.?
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1  Charles Macdonald, ‘Case Note Owners of the Ship Devotion v Owners of the Ship Golden Polydinamos’
(1995) 4 Int ML 77 where the members of the Court of Appeal endorsed the comments of the trial
judge respecting the use of computer simulations as evidence of a collision.

2 [2007] EWHC 752 (TCC).

3 [2006] EWCA Civ 1715.

Computer-generated evidence in England and Wales: criminal
proceedings

3.96 The CourtofAppeal hasindicated thatitfavours use of digital images in criminal
proceedings, as indicated by Thomas L] in R v Smith:!

The presentation of the evidence to the jury made no attempt to use modern
methods of presentation. The presentation to this court was similar; a large
amount of time was wasted because of this. It was incomprehensible to us why
digital images were not provided to the jury; the refusal of NAFIS [National
Automated Finger Print Identification System] to permit a digital image to
be supplied to the court was a further example of the lack of a contemporary
approach to the presentation of evidence. The presentation to the jury must be
done in such a way that enables the jury to determine the disputed issues.?

1 [2011] EWCA Crim 1296.
2 [2011] EWCA Crim 1296 [61(viii)]; for New Zealand, see R v Garrett [2001] DCR 955 and R v Little
[2007] NZCA 491.

3.97 However, due to the critical nature of criminal trials, it is crucial that any
computer-generated evidence that is put forward be thoroughly examined.! The use
of a jury in criminal cases is another important reason for assessing the relevance,
accuracy, and possible prejudicial effect of computer-generated evidence carefully. For
this reason, it is important for defence counsel to be aware of the issues that arise
and be suitably prepared to test the evidence. In R v Gardner,? a person was killed
during a fire in a block of flats. One of the experts who gave identification evidence for
the prosecution used a new technique that deployed computer software to provide an
analysis of video surveillance footage, as described by Waller LJ:

[The expert] had developed a different technique. He had developed equipment
to enable the images on a video surveillance film to be presented so as to extract
as much information from it as possible. This included enhancing the film by
computer to allow frame by frame examination, the ability to zoom in on part of
the frame to alter the contrast and brightness to bring out detail and to run the
film backwards and forwards. The second purpose of the equipment is to assist in
making comparisons between one frame and another. To help in that [the expert]
has developed three techniques. He called the first of them ‘image addition’. By
means of his computer he takes an image from one sequence of movements and
selects from another sequence an image of a person who displays approximately
the same stance and is about the same distance from the camera as the first. The
second image is superimposed on the first so the viewer can observe whether
the two images are like one another and whether there are any differences. The
difference, depending on what it is, may show that the images are of different
people. The second technique is referred to as ‘image subtraction’. [The expert]
takes the two images selected because of their comparable poses and distances
from the camera and turns the first computerised image into a negative and
superimposes the second on it in a positive form. The result is that the features
which are common to both images disappear and only what is different remains.
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[The expert’s] third technique is a ‘blink comparison’ whereby he can switch from
one image to another. When there are differences between the two they generate
an illusion of movement so that the eye is able to pick up the differences. That
technique also enables the viewer to see that when one image is removed an
element which had appeared to belong to the picture which has been removed in
fact belongs to the picture which remains.?

1 Foran examination of the issues and case law, see Tony Ward, ‘Surveillance cameras, identification
and expert evidence’ (2012) 9 Digital Evidence and Electronic Signature Law Review 42.

2 [2004] EWCA Crim 1639.

3 [2004] EWCA Crim 1639, [34]; the admissibility of such evidence was approved in R v Briddick
[2001] EWCA Crim 984.

3.98 Even though the defence did not have any material in relation to which they
could cross-examine the expert witness and enable the jury to judge the expert’s
analysis and assessment that the person identified in the surveillance footage was the
defendant, the court guardedly accepted the admissibility of this evidence. In doing
so, Waller L] also sounded a note of caution in relation to new techniques relating to
identification. The judge quoted the following statement of Lord Hope in Hopes and
Lavery v HM Advocate:

If admitting evidence of this kind seems unfamiliar and an extension of
established evidential practice, the answer must be that, as technology develops,
evidential practice will need to be evolved to accommodate it. Whilst the courts
must be vigilant to ensure that no unfairness results, they should not block steps
which enable the jury to gain full assistance from the technology.!

1 [2004] EWCA Crim 1639, [45]

3.99 But even if juries are to be enabled to benefit from the full spectrum of
technological evidence, they are particularly vulnerable, often more so than judges and
coroners, to any prejudicial effect and inaccuracy of scientific animations. Perhaps this
is because juries do not have the same level of cynicism that years of experience with
analysing evidence has given judges and, to a lesser degree, coroners. In the case of R
v Ore,! Tucker ] stated the defence’s apprehension for the admissibility of a computer-
generated animation:

The concern which is expressed by [the defence] ... is as to the impact which this
evidence will have upon the jury and I understand that concern. [The defence]
fears that the weight which the jury may place upon the graphic animation will
be disproportionate to its value in the case. [The defence] fears that they may
be distracted from concentrating as they ought to do upon the evidence to be
given by the expert witnesses on either side and is concerned, naturally, that the
graphic animation reproduces simply one particular side of the coin.

1 (1998, unreported), (Birmingham Crown Court). Stephen Mason tried to obtain a copy of the
transcript of the case for the first edition of this text, but the tapes were destroyed, in accordance with
the relevant retention and disposal policy (correspondence with Michael Ives of Marten Walsh Cherer
Limited). Stephen Mason subsequently corresponded with Sir Richard Tucker, who indicated that he
no longer had the notes of this trial, but kindly confirmed the remarks that are attributed to him as
quoted in this text.

3.100 The concerns stated above are highly relevant and illustrate real fears about
any computer-generated evidence. This is especially true for forensic reconstructions.
Hence, any computer-generated reconstructions should be made as precisely and in
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as unbiased a way as possible, and their use has to be shown to be necessary.! Their
probative value should outweigh any potential prejudicial effect.

1 InMaloneyvR[2003] EWCA Crim 1373, areconstruction was developed using computer simulation
software in preparation for an appeal against conviction, a technology that was not available at the
time of trial. The members of the Court of Appeal decided, in the light that the opinion of the expert that
undertook the simulation was not conclusive, that the evidence would have no effect upon the safety
of the conviction, and the court did not receive it and dismissed the appeal. It is not clear whether Mr
Adrian Redgrave, QC, who appeared for the Crown at trial and on the reference to the Court of Appeal
(Criminal Division), explored the technical integrity or the assumptions upon which the program was
prepared.

3.101 These lessons may be illustrated by the case of R v Ore, which introduced one
of the first forensic computer-generated animations to an English criminal trial. The
Crash Investigation and Training Unit of the West Midlands Police Service produced
the animation. The case involved a collision between two vehicles at a junction; one
of the drivers was Kkilled as he pulled out in front of an oncoming vehicle. The views of
both drivers were partially obscured by large hedges and walls around the junction.!
Tucker ], who presided over this case, further stated in his ruling on 25 November
1998:

[ am told that this is the first time in which it has been suggested that a jury in a
trial such as this should be shown a computer aided animation which pictorially
represents a reconstruction of a road traffic accident. It may be that in years
to come such displays will be commonplace and that lawyers will marvel that
anyone should ever have questioned their admissibility.
...l am satisfied that it would be right to admit this evidence and, indeed, wrong to
refuse so to do, provided, as I shall try to do, that I give the jury proper directions
as to their approach to this evidence and provided I ensure, so far as I can, that
they do not place disproportionate weight upon it. Accordingly, I rule that the
evidence is admissible.?
1 M Doyle, ‘Working model: helping the police with their enquiries’ (1997) CAD User 62-63.
2 RvOre (1998, unreported), (Birmingham Crown Court).

3.102 A well-known example from Northern Ireland is the computer-generated
evidence that was extensively used during the Bloody Sunday Inquiry.! In 1972, 13
people were Kkilled during a peaceful demonstration. The original inquiry produced a
report within 11 weeks of the incident, and acquitted the soldiers involved. In 1998,
a Tribunal of Inquiry was established to reassess the events.? Lord Saville, the chair
of the tribunal, took full advantage of ensuing improvements in technology, and used
a computer software system designed especially for use in the Inquiry to amplify the
testimony of witnesses. The Northern Ireland Centre for Learning and Resources
produced the computer-generated virtual models, which reconstructed a large area
of Londonderry that had been extensively altered since 1972. The user was able to
compare the same scene as it appeared at the time of the Inquiry and as it was in 1972.
There were 80 locations stored in the system that could be explored, with specific points
of view being recalled when switching between the representations. The system could
also store oral evidence about location and movement, and export scenes to a mark-up
system so that witnesses could draw on top of images. The computer software system
that was admitted was deemed to be unbiased and accurate.

1  See ‘The Bloody Sunday Inquiry’ <www.bloody-sunday-inquiry.org.uk>.
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2 Statement by Tony Blair, Prime Minister: HC Deb 29 January 1998, vol 305, col 501.

3.103 The Bloody Sunday Inquiry computer system was not interactive in three-
dimensions. Virtual reality or VR, by definition, is an interactive computer-generated
simulated environment with which users can interact using a computer monitor or
specialized hardware. The computer system used for the Bloody Sunday Inquiry was
interactive in the sense that viewers were able to view images of different scenes at
varied times. However, the viewer was not able to move around a full three-dimensional
virtual environment of Londonderry itself, since the full three-dimensional virtual
model of the area did not exist. But over the last few years courts in England and Wales
have begun to introduce interactive three-dimensional VR crime scene environments
for anumber of high profile criminal cases.! There is little doubt that with the increasing
complexity of criminal investigations, we will see more use of virtual environments
and immersive virtual environments in legal proceedings.

1 Damian Schofield, ‘Playing with evidence: using video games in the courtroom’ (2011) 2 Journal of
Entertainment Computing 47.

3.104 Virtual environments possess the potential to sway juries and decision
makers, even more so than computer animations in general. Creating an environment
thatt allows viewers to take different perspectives and manipulate objects in that
environment do indeed allow for ‘what-if’ scenarios to be played out, and could lead
to more robust decisions. But the reconstructions of scenes in these environments
are based on various assumptions and premises, not all of which can be elucidated or
are transparent, or easily accessible for review by opposing experts and by decision
makers. Indeed, analyses of computer-generated displays show that they can be
extremely advantageous in the court, provided they are used appropriately. The
consequences of a failure to investigate these issues cannot be underestimated, since
errors, inaccuracies, misuse, tampering or biases within visualizations are capable of
leading to miscarriages of justice.!

1  Marcel Worring and Rita Cucchiara, ‘Multimedia in forensics’, in Proceedings of the 17th ACM
International Conference on Multimedia (ACM Press 2009) 1153-1154.
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Hearsay

Chris Gallavin and Stephen Mason

4.1 The much maligned evidential rule of hearsay exclusion has been subject to
some interesting challenges in many common law jurisdictions over the past 15 years.
An anathema to lawyers of the civil or administrative law system and seemingly largely
misunderstood in its complexity by many common law lawyers, the hearsay rule has
been so undermined as to bring into question its continued existence. This chapter
does not provide a comprehensive exposé of the hearsay rule. However, in drawing
the rule back to his historical foundation we will, in part, question its relevance in the
context of digital evidence and attempt to universalise the considerations that are at
play in the admission of second-hand evidence of a digital nature.

4.2  The hearsay rule of exclusion is a rule that has long been considered a complex
and confusing exclusionary rule of evidence.! Whilst seemingly a central tenet and
peculiarity of the adversarial system of justice, we suggest the underlying premises of
testability, reliability and weight remain universal for both the common law and the
civil law systems. Considering the use of the word ‘testability’, Alex Stein considered
this when propounding the ‘principle of maximal inferential individualization’. Stein
suggested:

(1) No adverse inference should be drawn against the defendant, unless it has
been exposed to and survived the maximal individualized testing;

(2) This includes every practical possibility of testing the applicability of the
inference in question to the individual defendant’s case;

(3) The defendant should accordingly be provided with appropriate immunities
from the risk of error.

When two inquiries may be directed to the same end, evidence commencing
the more promising inquiry should preempt the evidence activating the less
promising alternative. Judges should therefore follow the ‘best evidence
principle’, which would exclude secondary evidence when better evidence
is available. ‘Better evidence’ would be that which enables judges to reach its
probandum in a fewer inferential steps. By saying this, I refer not merely to the
degree of the logical directness of the evidence vis-a-vis its probandum, but
also, and, indeed, primarily, to the extent of its testability. Evidence giving rise
to transforming arguments that can be examined, and thus strengthened or
weakened, with greater ease should always be preferred. This principle would
ascribe preferability not merely to original evidence, as opposed to its duplicate...
[footnotes omitted]*

1 Colin Tapper, ‘Reform of the law of evidence in relation to the output from computers’ (1995)
3 Intl J L & Info Tech 79 for a critique and suggestion that the rule should be abolished. In 1989, the
New Zealand Law Commission summarised that the rule of hearsay exclusion and its exceptions were,
‘unclear, inconsistent, and lacking in coherence’ (Law Commission, Hearsay Evidence: An Options Paper
(NZLC PP10, 1989), p. vi).

Chris Gallavin and Daniel Seng, ‘Hearsay’, in Stephen Mason and Daniel Seng (eds.), Electronic
Evidence (4th edn, University of London 2017) 70-87.
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2 Alex Stein, ‘The refoundation of evidence law’ (1996) 9 Journal of Law and Jurisprudence 279,
326-7,331.

4.3 In the context of electronic evidence, this must be right, and both George L. Paul
and Steve W. Tepper have argued that ‘testability’ of a digital system is now essential.!

1  George L Paul, ‘Systems of evidence in the age of complexity’ (2014) 12 Ave Maria Law Review
173; Steve W Tepper, ‘Testable reliability: a modernized approach to ESI admissibility’ (2014) 12 Ave
Maria Law Review 213.

4.4 It is these fundamental issues, together with an ill-defined and oft
misunderstood ‘right to confront, that have stood as the historical foundation for a
rule that has lost some of its force at best and is out-dated at worst. Aside from this
public policy consideration, which we consider to have little relevance in all non-United
States common law jurisdictions, the continued existence of hearsay as a general
rule of exclusion falls to truth-finding factors for its survival. These considerations
include the fact-based issues of authenticity, reliability, relevance and weight. If these
considerations can be addressed either by their being substantively satisfied or
through establishing a means of testability that may lead to their satisfaction, then
exclusion of hearsay is not warranted.!

1  As the question of admission only requires the consideration of a threshold level of reliability, a
court need not concern itself with establishing whether in fact the evidence is reliable.

4.5 The complexity of the hearsay rule is increased in the case of digital evidence.
First, a distinction needs to be made between statements capable of being hearsay and
evidence not meeting the definition of a hearsay statement, the latter resulting in the
evidence being treated not as hearsay but as real evidence. While a communication
written by a person and stored in a digital form is capable of being a statement for
the purpose of the hearsay rule, ‘statements’ derived from software code are not. In
the case of the latter, where raw data is entered into a program and then processed
by digital means, the resulting apparent statement may not qualify as a statement for
the purpose of the hearsay rule. A distinction therefore needs to be drawn between
the content of text messages and emails, the presentation of raw data (for example,
the metadata in Gmail, Hotmail, graphs, charts, presentations etcetera), and the
presentation of information derived as a consequence of action by software code (for
example, conclusions resulting from predictive logic and the presentation of computer
generated conclusions and advice drawn from data). Second, the issues of authenticity
and the application of the traditional exception relating to business records will also
form two important touchstones in the application of the rule.! Third, reliability, whilst
a consideration in the context of relevance (a fact needs a semblance of reliability to be
relevant),? is also an issue in the application of what is now the main exception to the
hearsay rule across all common law jurisdictions - apparent reliability,® especially in
relation to automatically produced records as circumstantial evidence.* The particular
application of these principles to electronic evidence illustrates that for the hearsay
rule, the treatment of electronic evidence is complex and will raise unique issues that
will often make electronic evidence stand apart from other forms of evidence.

1 Authenticity and the business document exception are two items dealt with elsewhere in this

book, for which see the chapter on authentication.
2 See Rv Bain [2009] NZSC 16.
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3 In New Zealand this is referred to as a reasonable assurance of reliability (Evidence Act 2006, s
18). In Canada, the test is referred to as a ‘circumstantial guarantee of trustworthiness’; see R v Starr
2000 SCC 40, see also R v Khelawon 2006 SCC 57. See also Evidence Act 1995 (Cth), s 65.

4 RvDavis [2006] EWCA Crim 1155, [2007] Crim LR 70 (note), use of a mobile telephone; R v Bailey
[2008] EWCA Crim 817, evidence of a chatroom.

The foundations of the rule of hearsay exclusion

4.6  Itis interesting to begin with a traditional and simple definition of the hearsay
rule. Sir Rupert Cross defined the hearsay rule of evidence as ‘[A] statement other than
one made by a person while giving oral evidence in the proceedings is inadmissible
as evidence of any fact stated.* In offering this definition, Sir Rupert Cross combined
the notion of a particular form of statement with the necessity to exclude.? Although
simple in its expression, this definition has proved unhelpful in its application. This is
because the historic exceptions are so numerous as to warrant the general principle
near void. Importantly, it does nothing to define ‘statement’, and in light of the modern
move away from including implied assertions within the hearsay rule,® a contemporary
definition of the hearsay principle would probably be somewhat different.

1 Rupert Cross, Evidence (5th edn, Butterworths 1979) 6. In his first edition, Phipson stated that
hearsay was ‘Oral or written statements made by persons not called as witnesses are not receivable
to prove the truth of the matters stated’ (Sidney L Phipson, The Law of Evidence (Stevens and Hayes
1892) 117). See also the definition suggested by Charles Cato who preferred to see hearsay limited to
‘unsworn utterances containing narrative assertion, where it is a suggestion for reform’ (‘Verbal acts,
res gestae and hearsay: a suggestion for reform’ (1993) 5 Bond Law Review 72, 73).

2 Seebelow for a discussion of hearsay statement.

3 See Australian Law Reform Commission, Uniform Evidence Law (Report No 102, 2006) paras
7.19-7.22, <www.alrc.gov.au/publications/7.%20The%20Hearsay%20Rule%20and%?20Section%20
60/unintended-assertions>.

4.7  The rationale for the exclusion of hearsay evidence has been put succinctly by
Allan, who states that ‘[t]he basic rationale of the hearsay rule rests on the right of
cross-examination’.! Without the benefit of cross-examination, there exists a perception
that evidence will be subject to at least four clear risks:* the weakness of any witness
perception, the weaknesses in recording and later recollecting that perception, the
problem of narration or the portrayal of the recollected perception, and the risk of a
lack of witness sincerity and the possibility of fabrication.® Each of these represents
risks rather than the guaranteed demonstration of problems undermining the
reliability of evidence. The significant issue is that in the absence of cross-examination,
the common law is reluctant to rely on the accuracy and therefore reliability of second-
hand evidence* in the task of assigning weight to evidence.®

1 James Allan, ‘The working rationale of the hearsay rule and the implications of modern
psychological knowledge’ (1991) 44 Current Legal Problems 217. On the dangers of hearsay evidence
see E M Morgan, ‘Hearsay dangers and the application of the hearsay concept’ (1948) 62 Harvard Law
Review 177, 178-9. On the perceived virtues of cross-examination, see 2 Bl Comm 373, where Sir
William Blackstone stated that examination through ‘viva voce, in the presence of all mankind, is much
more conducive to the clearing up of truth’, and Matthew Hale, History and Analysis of the Common Law
of England (] Nutt, 1713) 258 <www.constitution.org/cmt/hale/history_common_law.htm> (cited in
the US Supreme Court case of Crawford v Washington 541 U.S. 36 (2004)), where it is said that cross-
examination ‘which beats and boults out the Truth much better than when the Witness only delivers a
formal Series of his Knowledge without being interrogated’. The Supreme Court of Canada proclaimed
cross-examination as ‘the optimal way of testing testimonial evidence’, R v Khelawon 2006 SCC 57 [35].
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2 See John H Wigmore, A Treatise on the Anglo-American system of Evidence in Trials at Common
Law (3rd edn, Little, Brown 1940) para 478. See also Edmund Morgan, ‘Hearsay dangers and the
application of the hearsay concept’ (1948) 62 (2) Harv L Rev 177; Laurence H Tribe, ‘Triangulating
hearsay’ (1974) 87 Harv L Rev 957; and Michael H Graham, ‘Stickperson hearsay: a simplified approach
to understanding the rule against hearsay’ (1982) 4 University of lllinois Law Review 887.

3 Edward W Cleary (ed.), McCormick on Evidence (West Publishing 1984) para 245.

4 That is, evidence that is more than one remove from the first statement, or ‘irrespective of the
number of intermediate communications between the original source and the testifying witness’: Colin
Tapper, Cross & Tapper on Evidence (12th edn, Oxford University Press 2010) 552 fn 9; the authors of
Australian Law Reform Commission, Uniform Evidence Law (Report No 102, 2006) refer throughout to
‘second-hand’ hearsay evidence.

5 Some however, have significantly undermined the importance of cross-examination; see in
particular Elisabeth McDonald, ‘Going “straight to basics”: the role of Lord Cooke in reforming the rule
against hearsay - from Baker to the Evidence Act 2006, (2008) 39 VUWLR 143.

4.8  Acknowledging the unworkability of the traditional definition of hearsay noted
above, the hearsay rule has been amended in two jurisdictions in particular, England
& Wales and New Zealand.! The universal theme of reform has been the diminution of
the influence of the rule with the object of allowing for increased admission of hearsay
evidence. In reforming the application of the rule, these jurisdictions have reassessed
the foundation of the hearsay rule by refocusing the rule and rationalising the myriad
exceptions that had increased to the point of confusion.

1 See the New Zealand Evidence Act 2006.

4.9  One of the central pillars of the hearsay rule is the principle that evidence that
cannot be tested through application of the traditional mechanisms of the adversarial
process is not to be trusted. The traditional approach was therefore to exclude suspect
evidence, notbecause a court could not be assured of its reliability, but that its reliability
was effectively unknowable due to the absence of an ability to cross-examine. Hence
the term ‘second-hand evidence’. The influence of reliability as an exception to the rule,
together with a more expansive approach into the ways in which such reliability can
be established, has focused the common law to look for indicia of apparent reliability
and expanded its willingness to consider alternatives to cross-examination conducted
in the context of a proceeding.

Public policy justifications for a rule of exclusion

4.10 A further, apparently important but ill-defined foundation of the hearsay rule is
the public policy consideration of the right to confront an accuser. Although expressly
established in the Constitution of the United States, there is no ‘right’ per se of
confrontation in other common law jurisdictions. That is not to say that the notion has
no influence, but that its authority is more amorphous and indefinable in the context
of the regular rule of hearsay operating across the common law world. In the digital
context, this historic foundation emphasizes the human-centric nature of statements.
It is a misnomer that a statement that is wholly electronically derived ought not to be
a statement capable of supporting the application of the hearsay rule in relation to the
notion of confrontation.

4.11 As a foundation for the rule against hearsay, the right to confront draws on
the notion that the right to humane treatment and procedural integrity both feel
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undermined by the admission of hearsay evidence.' However, we question the supposed
legitimacy that this right gives to the continued existence of a hearsay rule of exclusion.
There is no justification for the exclusion of evidence that can otherwise be assured to
be reliable because it is not presented in a form that allows an accused to confront his
accuser.

1 For discussion of the foundation of this right and its modern legitimacy, see Mike Redmayne,
‘Confronting confrontation) in Paul Roberts and Jill B Hunter (eds), Criminal Evidence and Human
Rights: Reimagining Common Law Procedural Traditions (Hart 2012) 283.

4.12 In addition, this public policy justification for the rule of exclusion is inherently
amorphous, difficult to define and equally difficult to assign importance to. As
highlighted by Redmayne, this justification may be based upon notions as varied as
‘the accuser has an obligation to face the accused’ and ‘it is not the way things are
done’! In light of such intangibility, it is difficult to determine whether the rule of law,
for example, demands the giving of testimony in open court in some or all cases -
notwithstanding the fact that sometimes the out-of-court statement of a witness that
is not available to give evidence is manifestly reliable or capable of adequate testing
independently of cross-examination. In this respect, a divergence in approach has
arisen between on the one hand, the United States and the European Court of Human
Rights, and on the other, the rest of the common law world.

1  Redmayne, ‘Confronting confrontation’ 296. See also Toni M Massaro, ‘“The dignity value of face-to-
face confrontations’ (1998) 40 University of Florida Law Review 863.

4.13 Policy considerations in the context of the right of confrontation take their
fullest form under the United States Constitution. Ratified on 15 December 1791,
the Sixth Amendment provides a criminal defendant with the right to a speedy trial
and the ability to confront witnesses. The right ‘to be confronted with the witnesses
against him’ was included in response to the trial of Sir Walter Raleigh in 1603. A brief
examination of this trial reveals valuable insights into the meaning and intention of the
right to confront as included in the United States Constitution.

4.14 On 17 November 1603, Sir Walter Raleigh was tried for high treason for his part
in the ‘Main’ or ‘Spanish Treason’ conspiracy to murder King James I.! The conspiracy
was to place Lady Arabella Stuart on the throne and was said to involve Raleigh, Cobham
and George Brooke. George Brooke, the brother of Lord Cobham, has been described as
‘a man sensible and well educated, but turbulent and totally unprincipled’? Similarly,
Cobham has been described as ‘a man of extremely weak intellect, and that at his own
trial, ‘he exhibited the most contemptible baseness and cowardice’? It would appear
that the trial of Raleigh was politically motivated, with Robert Lord Cecil being said to
have pushed heavily for his prosecution.* At trial, statements made by Lord Cobham
to the Privy Council and in a letter were adduced in evidence of the existence of a
conspiracy in which Raleigh was leader. Lord Cobham was not called to give evidence
before the jury in person. In answer to the failure to call Lord Cobham, Raleigh stated:

But it is strange to see how you press me still with my Lord Cobham, and yet will
not produce him; it is not for gaining of time or prolonging my life that urge this;
he is in the house hard by and may soon be brought hither; let him be produced,
and if he will yet accuse me or avow this Confession of his, it shall convict me and
ease you of further proof.®
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1 At trial, the basis upon which an intention to kill the King was the evidence of an overheard
conversation in which a nobleman had said when referring to Lord Cobham that ‘there was no way of
redress save by taking away the King and all his cubs’: David Jardine, Criminal Trials, I (Charles Knight
1832) 395.

2 Jardine, Criminal Trials 390. Both Lord Cobham and Brooke were implicated in a previous
unsuccessful Catholic plot to kidnap the King and extract certain proclamations from him including
tolerance of the Catholic faith. However, as Jardine observed, the plot was ‘... so absurd, and composed
of so many elements of discord, and to be executed by persons who ... agreed in nothing but their
common discontent, contained within itself the seeds of dissolution’ (392).

3 Jardine, Criminal Trials 394.

4 Jardine, Criminal Trials 394.

5 Jardine, Criminal Trials 427.

4.15 In highlighting the trial of Sir Walter Raleigh, the United States Supreme Court
in Crawford v Washington® noted that it was this type of case and accusation that the
right of confrontation was intended to serve. Although many limitations have arisen
in the application of the United States’ right of confrontation, the principle remains
that we may feel uncomfortable admitting second-hand evidence - not only because of
its possible unreliability, but because it seems to be opposite the ethos of a fair fight.
This may remain as a belief that encourages us to present the best evidence wherever
possible, but in cases where there exists proof of reliability, the notion of a right to
confront ought to be reconsidered in jurisdictions where such a formal ‘right’ is not
recognized.

1 541U.S.36 (2004).

4.16 The notion of a right to confront has consequences for the way in which courts
deal with evidence in digital form. First, this historical ground ofjustification illustrates
that an offending hearsay statement is one which comes from a human source. If the
statement is the product of automation, software calculation or predictive logic, then
using this ground of justification, it cannot be said to be ‘a statement’ for the purposes
of the hearsay rule. There is no opportunity for a human agent to provide the statement
to the court because no single human was responsible for the communication. Second,
the nebulous notion of a right to confrontation and the inability to apply it in some
form may underline the hesitation of some judges in dealing with electronic evidence,
particularly where the offending statement meets the traditional criteria of hearsay.

Defining hearsay

4.17 Significant erosion of the hearsay rule under the common law has centred
upon the identification of the scope of a hearsay statement. No longer do implied or
unintended assertions fall under the definition of statement for the purpose of the
hearsay rule. In turning from the position first established in Wright v Doe d Tatham,?
the law in England & Wales and later New Zealand and other common law jurisdictions
has significantly limited the scope of the hearsay rule by restricting the definition of
‘statement’ to express assertions and conduct within which an intention to assert
could be established.? Therefore, a statement is only one to which the hearsay rule
can apply if, and only if, an intention to communicate can be identified within that
statement or conduct.
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1  For the virtues or otherwise of this position, see Brenda Marshall, ‘Admissibility of implied
assertions: towards a reliability-based exception to the hearsay rule’ (1997) 23 Monash University
Law Review 200.

2 (1837) 7 A & E 313, 11 ER 1378. This position was later affirmed in the case of DPP v Kearley
[1992] 2 AC 228 (HL). For the Australian context, see the comments of McHugh ] in the Australian case
of Pollitt v R (1992) 174 CLR 558 at [21]. Similarly, in New Zealand, see R v Mokaraka [2002] 1 NZLR
793 (CA).

3 See for example the definition of ‘statement’ in New Zealand: Evidence Act 2006, s 4; in Australia,
Evidence Act 1995 (Cth), s 59(1), and England & Wales, Criminal Justice Act 2003, s 115(3).

4.18 In the context of electronic evidence, lists of figures or disparate facts may not
be accompanied by an intention to communicate and therefore will not qualify as
statements as defined for the purposes of the exclusionary rule. Express statements
contained within a mobile telephone via text, or a computer via email, will often
qualify as statements - their form of creation, capture and storage being the only
difference with paper based documentation.! Limiting a qualifying hearsay statement
to express assertions or where there is a clear intention to assert will significantly limit
the application of the hearsay rule, thereby placing much digital evidence beyond the
realm of the exclusionary rule.

1 Aside from issues of authenticity which will often present particularly unique considerations. See
chapter 7 on authentication.

Civil proceedings and the requirement to give notice

4.19 The hearsay rule under the common law has significantly receded over the past
15 years, in large part because of the narrow definition of a hearsay statement. The
hearsay rule provides that only a witness giving evidence could testify to the truth
of the assertions he made in evidence. In England & Wales, the hearsay rule was
abolished for civil proceedings by s 1(1) of the Civil Evidence Act 1995. The Act applies
to all civil proceedings,! including proceedings in the magistrates’ court.? By contrast,
New Zealand relies upon an expansive reliability exception to the rule rather than
differentiating between criminal and civil jurisdictions.?

1 Civil Evidence Act 1995, s 11.

2 The Magistrates’ Courts (Hearsay Evidence in Civil Proceedings) Rules 1999, SI 1999/681.

3 Interms of reliability as applied under the Canada jurisdiction, see the Canadian Supreme Courtin
Rv Khelawon 2006 SCC 57, [2] Cf. Horncastle v R [2009] EWCA 964, [57].

4.20 In England & Wales, a party that intends to adduce hearsay evidence in civil
proceedings is required to give the other party or parties notice of his intention and,
should it be requested, particulars of the evidence.! This requirement to give notice
is not unique to England & Wales. A criticism of hearsay evidence said to justify
the existence of a rule of exclusion is that admission of hearsay would amount to
an unjustified element of surprise causing delay and unwarranted disruption in a
proceeding.” This criticism has largely been addressed through the need to give notice
of an intention to call a witness.? In New Zealand, where the requirement for notice can
be waived by a judge, it has been suggested in one case that the nature of the statement
as hearsay evidence could in effect be overlooked by a determiner of fact by considering
the reliability that comes with a ‘course of business’* Although the case involved the
purchase of a precursor chemical to the manufacture of methamphetamine, the Court
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gave an analogy of purchasing petrol at a service station. According to the members of
the New Zealand Court of Appeal, a customer purchasing petrol was not relying on the
label on the bowser (fuel dispenser), but rather the course of business giving surety to
the fact that it was petrol and not diesel coming from the bowser. If this analogy was
relied upon in the context of digital evidence, an entirely new rule would develop. It
would not be as an exception to the hearsay rule, but in parallel to the rule, causing
difficulty not only in differentiating the circumstances in which the hearsay rule
would or would not apply, but potentially undermining authenticity and the business
document exception. A more robust approach is to acknowledge the hearsay value of
the document or electronic record, and then directly address the issue of notice, and if
notice is not given, consider whether a waiver is in the interests of justice, rather than
attempting to devise a further exception to or subversion of the hearsay rule.

1 Civil Evidence Act 1995, s 2.

2 See Chris Gallavin, Evidence (LexisNexis 2008) 127. The irony of this justification for the rule of
exclusion is that argument over the application of the rule was likely to lead to more delay and greater
expense as would otherwise have been the case.

3 Inthe context of New Zealand, see Evidence Act 2006, s 22; in Australia, Evidence Act 1995 (Cth),
S 67.

4 Rv Lenaghan [2008] NZCA 123. See also Chris Gallavin, ‘R v Lenaghan: is it business as usual in
New Zealand despite the reforms of the Evidence Act 2006?’ (2008) 12 E & P 325.

4.21 Returning to the Civil Evidence Act 1995 (as an example of an approach to
hearsay applicable to digital evidence across the common law), the Act includes a
number of exceptions to the hearsay rule that are particularly relevant to documents
stored in digital form. Published works dealing with matters of a public nature, public
documents and public records are all admissible under the provisions of s 7(2) of the
Civil Evidence Act 1995 - similar to provisions operating in other jurisdictions. More
distinctively, where a document can be shown to be part of the records of a business
or public authority, the document can be received into evidence in civil proceedings
without further proofin accordance with s 9. The wording of this and similar provisions
in other jurisdictions means that the form a technology takes will not prevent the
admission into evidence of data stored in digital form.

Criminal proceedings

4.22 The right of confrontation under the United States Constitution only applies to
criminal proceedings, and evidence that is testimonial in nature. For all other evidence,
the hearsay rule applies, with its board application of the reliability exception. As
stated above, in England & Wales, the enactment of the Criminal Justice Act 2003
repealed the provisions relating to hearsay in the Criminal Justice Act 1988, and by
doing so, reversed the decision on implied assertions in the case of DPP v Kearley,' as
well as abrogated most of the common law of hearsay.? The operative provision is s
114(1), which reads:

Admissibility of hearsay evidence

(1) In criminal proceedings a statement not made in oral evidence in the
proceedings is admissible as evidence of any matter stated if, but only if—

(a) any provision of this Chapter or any other statutory provision makes it
admissible,
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(b) any rule of law preserved by section 118 makes it admissible,
(c) all parties to the proceedings agree to it being admissible, or

(d) the court is satisfied that it is in the interests of justice for it to be admissible.

1 DPPvKearley [1992] 2 AC 228 (HL).

2 Previously, where a computer recorded the numbers of various components that were fitted to
motor cars, the print-out was a hearsay statement where it was offered in evidence to prove that a
number of components were fitted to a specific motor car: Myers (James William) v DPP [1965] AC
1001 (HL); Michael Hirst, ‘Hearsay, confessions and mobile telephones’ (2011) 75 Journal of Criminal
Law 482, 483.

4.23 Theprovisionsofs114serveasanintroductory provision to the other provisions
in that chapter. Section 114 retains the exclusion of the hearsay rule,! but operates to
admit hearsay statements in criminal proceedings within the parameters set out in (a)
- (d) (although a number of common law exceptions are retained by virtue of s 118). In
addition, s 121 provides for additional requirements for the admissibility of multiple
hearsay,” and s 126 provides for the general discretion to exclude evidence.

1 Tapper, Cross & Tapper on Evidence 602.

2 Evidence from a Police Incident Log was wrongly admitted under s 117 at trial, but on appeal, the
members of the court decided that the evidence was correctly admitted under s 121(c), in Maher v DPP
[2006] EWHC 1271 (Admin).

4.24 Of particular relevance to electronic evidence is s 129. It reads:

129 Representations other than by a person
(1) Where a representation of any fact—
(a) is made otherwise than by a person, but

(b) depends for its accuracy on information supplied (directly or
indirectly) by a person,

the representation is not admissible in criminal proceedings as evidence of the
fact unless it is proved that the information was accurate.

(2) Subsection (1) does not affect the operation of the presumption that a
mechanical device has been properly set or calibrated.

4.25 The UK Law Commission considered the admissibility of a computer print-out,
whether it is hearsay, and whether the print-out itself is relevant:

The question is, on what basis should such evidence be excluded? One view is
that it is hearsay, because it is tantamount to a statement made by the person
who fed the data into the machine. An alternative view is that the statement by
the machine, properly understood, is conditional on the accuracy of the data on
which it is based; and that, if those data are not proved to have been accurate, the
statement therefore has no probative value at all. The question of hearsay does
not arise, because the statement is simply irrelevant.

We believe that the latter view is closer to the truth, and that it is therefore
unnecessary to complicate our hearsay rule by extending it to statements made
by machines on the basis of human input. On the other hand we do not think it
would be safe to assume that everyone will share this view. We must anticipate
the argument that, if such statements are inadmissible at present, that is because
they are hearsay; that, under our recommendations, they would no longer be
hearsay, because our formulation of the rule would apply only to representations
made by people; and that they would therefore cease to be inadmissible.
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1 Law Commission, Evidence in Criminal Proceedings: Hearsay and Related Topics (Law Com No 245,
1997) paras 7.48-7.49.

4.26 Notwithstanding the other routes of admissibility in s 114(1), one particularly
wide! route is to admit hearsay evidence ‘in the interests of justice’ under s 114(1)(d),?
subject only to the conditions in s 114(2). However, a number of cases that deal with the
inclusion of evidence of telephone calls and text messages sent on mobile telephones,
especially in relation to cases involving illegal drugs, have caused some confusion. For
instance, in R v Chrysostomou,’ the trial judge admitted four text messages apparently
sent to the appellant by someone called ‘John” who attempted to set up a supply of
drugs to provide evidence that the appellant was a dealer in drugs. In giving judgment
for the court, Aikens L] agreed that the text messages were not caught by the statutory
code on hearsay on the basis that the messages were adduced, not to prove, as fact, any
matters stated in the messages, but ‘as evidence of an underlying state of affairs, which
was the basis on which “John” apparently sent the texts to the appellant, namely that
the appellant dealt with drugs and so could meet John’s demands.* In his commentary,
Professor Ormerod agreed with the conclusion reached by Aikens L] but disagreed
with the reasoning, pointing out that the text messages were actually relied upon for
the truth of the implied assertion contained in the message that the accused was a
dealer in illegal drugs. This, however, did not render the message hearsay because, as
Professor Ormerod noted that for a statement to be hearsay, the purpose of making
the statement must be to cause another to believe the matter or to act on the matter
a stated,’® but, ‘the purpose of the texter [‘John’] was not to cause [the appellant] C to
believe/act on his being a dealer’® (emphasis added) This must be right.” Additionally,
Professor Hirst observed that if there is nothing to prove an established relationship,
or an incriminating response or reaction from the defendant, it may be inadmissible,
regardless of whether it is hearsay or not.®

1 Seee.g. Rv Humphris [2005] EWCA Crim 2030, [11].

2 R v Xhabri [2005] EWCA Crim 3135; however, note the commentary (and references to other
relevant articles) by Tom Worthen, ‘The hearsay provisions of the Criminal Justice Act 2003: so far, not
so good?’ [2008] Crim LR 431; Roderick Munday, ‘Athwal and all that: previous statements, narrative,
and the taxonomy of hearsay’ (2010) 74 Journal of Criminal Law 415; Michael Stockdale and Emma
Piasecki, ‘The safety-valve: discretion to admit hearsay evidence in criminal proceedings’ (2012) 76
Journal of Criminal Law 314.

3 [2010] EWCA Crim 1403, [2010] Crim LR 942 (note).

4 [2010] EWCA Crim 1403, [28].

5  Criminal Justice Act 2003, s 114(1) read with s 115(3)(a), (b).

6  [2010] Crim LR 942 (note), 944.

7  See the analysis of this precise point by Professor Ormerod at [2010] Crim LR 938-941, in which
he cites R v Singh [2006] EWCA Crim 660, [2006] Crim LR 647 (note); R v Mayers [2008] EWCA Crim
2989; R v Leonard (Mark Alan) [2009] EWCA Crim 1251, [2009] Crim LR 802 (note); R v Fox [2010]
EWCA Crim 1280; R v Bains [2010] EWCA Crim 873, [2010] Crim LR 937 (note); regarding inferences
to be drawn from the absence of an entry on a record, see R v Shone (1983) 76 Crim LR 72; M Khan,
‘Hearsay’ (1984) 48 Journal of Criminal Law 25-27.

8  Hirst, ‘Hearsay, confessions and mobile telephones’ 491 fn 25, citing R v William O’Connell [2003]
EWCA Crim 502.

4.27 With the abolition of implied or unintended assertions from the scope of the
hearsay rule, not any assertion made with the intention to communicate will be a
qualifying hearsay statement. The inadmissible hearsay assertion has to be associated
with the object for which it is tendered in evidence in support, failing which it is
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admissible as an implied or unintended assertion. This illustrates the fundamental
weakness of the rule. By excluding unintended assertions, there arises a possibility
that arbitrary limits may arise in that the difference between a hearsay statementand a
non-hearsay statement will rest with the question of whether there exists an intention
to communicate. The existence of an intention to communicate is of such little value
as to render the distinction meaningless. Furthermore, such a distinction exposes
the application of the exclusionary rule to the formulation of a clever submission of a
lawyer in that the application of the rule might be avoided by classifying the statement
as a reflection of the mindset of the maker as opposed to an intention of the maker. In
such a case, no real distinguishing factor truly exists.

4.28 Careful consideration needs to be made of the provisions of s 114(2) regarding
evidence in digital form when it is obtained from the Internet and where the evidence
relating to the material, such as its authorship and ownership of the web site from
which it originates, is not known, as in the case of Bucknor v R.! In this case, the trial
judge admitted evidence found by the police on a BEBO page, consisting of 46 separate
‘pages’, on the website www.bebo.com. The material included a number of photographs
of Bucknor that he had taken of himself after he had left prison. The photographs had
been placed on the page by someone in such a manner as to portray Bucknor as a
member of the Organised Criminals (OC) gang. There was a hyperlink to a YouTube
page that portrayed the OC gang as violent. The YouTube page, which was recorded
on a DVD, was also shown to the jury. The prosecution did not have any evidence of
the IP address from which the material was uploaded. The trial judge admitted the
evidence as part of the background to the case, but on appeal, the appellant argued
that the judge failed to give a sufficient direction regarding the ownership of the web
site in question. The members of the Court of Appeal agreed with the submission. The
material was clearly hearsay because it seemed likely that the maker as the source of
the material was representing as fact or opinion that Bucknor was a member of the
0OC gang. In considering the issues set out in s 114(2), Hooper L], giving the judgment
for the Court, said, that the judge ought to have considered how reliable the maker of
the statement was (sub-paragraph (e)), whom the judge failed to identify.? Failing to
identify the maker meant that it was not obvious how many levels of hearsay were
involved. The judge also failed to consider the reliability of the statement that the
appellant was a member of the OC. Hooper L] concluded:

44. Furthermore it seems to us on the facts of this case that the judge should have
considered how reliable the statement was. He should also have asked whether
the prosecution could call the maker of the statement and if not why not.
45. In our view the judge did not approach section 114 as he should have done.
In any event, as we have said, his direction to the jury invited them to reach
conclusions which no reasonable jury could have reached.?

1 [2010] EWCA Crim 1152.

2 [2010] EWCA Crim 1152, [42]-[43].

3 [2010] EWCA Crim 1152, [44]-[45].

Elements of hearsay

4.29 Professor Pattenden suggests that ‘A statement may be probative of a disputed
fact not because of what it states (expressly or by implication) but because of what it is
possible to infer from the fact that it was said (or written)’! While this is undoubtedly
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true, the difficulty lies in the translation of this rule into the realm of hearsay. A
statement does not become hearsay nature merely because it may have probative
value. As stated earlier, a statement will be capable of attracting the hearsay rule only
if it encapsulates an intention to communicate and is adduced for the same purpose or
object as the communication. It is not enough that it merely communicates something,
or anything; this does not render it a hearsay statement as a matter of course.

1 Rosemary Pattenden, ‘The rule against hearsay’, in Hodge M Malek (ed.), Phipson on Evidence (18th
edn, Sweet & Maxwell 2013) paras 28-32.

4.30 In his commentary to R v Leonard (Mark Alan),* Professor Ormerod described
four elements that establish that a statement is hearsay, as constituted by ss 114 and
115 of the Criminal Justice Act 2003:

1. a statement (i.e. a representation of fact or opinion) made by a person (not

made automatically by a machine, if so, see 5.129).?

2. made otherwise than in the course of the present proceedings (even testimony

in previous proceedings is caught);

3. relied on by the party seeking to adduce it at trial to prove the “matter stated”

and not simply that the statement was made or for some other purpose;

4. where the purpose (or one of the purposes) of the maker must have been to

cause someone to believe the ‘matter stated’ (i.e. that content of the statement

now relied on at trial) or to act upon that matter stated.
1 [2009] EWCA Crim 1251, [2009] Crim LR 802 (note).
2 Although not expressly provided for under the Evidence Act 2006, the application of the hearsay
rule in New Zealand undoubtedly relies on the same premise - that the statement be the result of

conscious human thought.
3 ‘RvLeonard (Mark Alan)’ [2009] Crim LR 802 (note), 804.

4.31 In R v Leonard (Mark Alan),' the members of the Court of Appeal (Criminal
Division) determined that two text messages sent by unknown people to the appellant
on two separate mobile telephones were hearsay evidence, and should not have been
admitted at trial. The content of the messages are set out as follows:

The first, timed at 10.24 on 2nd May 2008, reads:

‘Cheers for yday! Well sound gear:-S! feel well wankered today!

The second text message was from a different phone number and was on the
second mobile phone. It was timed at 10.51 on 6th May 2008. It read:

‘Mark, that was a proper dog cunt move mate, that joey was a £5 joey and that
was my last £10. Thanks. I dont why I think u would not do that 2 me. I dont.

1 [2009] EWCA Crim 1251, [2009] Crim LR 802 (note).
2 [2009] EWCA Crim 1251, [3].

4.32 It was assumed that the content described feedback on the quality of the drugs
purported to have been supplied. Professor Ormerod considered the decision by the
Court of Appeal to be incorrect because the Crown did not rely on the content of the
text messages for the truth of whether the quality was good or bad, or the nature of
what had been supplied. The issue was whether the appellant had supplied a controlled
drug, not the quality of the drugs supplied, which was irrelevant.! This is undoubtedly
correct, and the argument illustrates the absurdity of the largely arbitrary line between
hearsay and non-hearsay statements. To conclude that anything inferred from a
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statement is not hearsay whereas anything directly stated is to establish a distinction
that dances on the head of a pin. The better approach is to treat all types of assertions -
express or intended and implied or unintended - as prima facie hearsay and leave their
admission to the judge on the basis of an analysis of a list of balancing criteria.

1 See Rv MK [2007] EWCA Crim 3150 where a conversation over a telephone by covert recording
equipment was not considered to be hearsay, and it was therefore admissible without having to comply
with the statutory provisions relating to hearsay.

4.33 This point is illustrated in the next case. In R v Twist,! the issue was the
admissibility of text messages sent over mobile telephones. Whether the text messages
were admissible depends on the ‘matter stated’, which will usually be a fact, but may
also be an opinion in accordance with s 115(2) of the Criminal Justice Act 2003. In
determining the general approach to take whether the hearsay rules apply in this way,
Hughes L] set out the following approach:

i) identify what relevant fact (matter) [the statement] is sought to prove;?

ii) ask whether there is a statement of that matter in the communication. If no,
then no question of hearsay arises (whatever other matters may be contained in
the communication);

iii) If yes, ask whether it was one of the purposes (not necessarily the only or
dominant purpose) of the maker of the communication that the recipient, or
any other person, should believe that matter or act upon it as true? If yes, it is
hearsay. If no, it is not.* (emphasis in the original)

1 [2011] EWCA Crim 1143, [2011] Crim LR 793 (note); note the criticism of Hirst, ‘Hearsay,
confessions and mobile telephones’ 491-3.

2 Hughes L] indicated at [11] that it must be a relevant matter.

3 [2011] EWCA Crim 1143, [17].

4.34 Hughes L] went on, at [18], to indicate that the “... answers to these questions
will be case-sensitive. The same communication may sometimes be hearsay and
sometimes not, depending on the matter for which it is relied upon and the fact which
it is sought to prove.’* While correct, this line of argument emphasizes the largely
arbitrary nature of the distinction. A text message commenting on the quality of drugs
bought will not be a hearsay statement and can be adduced in support of a contention
that the recipient actually sold drugs. However, a statement to the effect, ‘thanks for
selling me those drugs’ will be inadmissible hearsay. And an argument might be made
that what was sought to be established was the state of mind of the maker of the
message, not whether drugs were actually sold by the recipient of the message. And
that may be admissible, depending on the issue to be proved.

1 Note the criticism by Hirst, ‘Hearsay, Confessions and Mobile Telephones’ 491-2.

4.35 Evidence of the actions of others recorded in digital form is certainly hearsay.
In the Australian case of Hansen Beverage Company v Bickfords (Australia) Pty Ltd,!
working television sets in homes were monitored by a meter system that recorded
that a person was physically located in the home when he registered his presence by
pressing a button when a television was on. This was for the purposes of establishing
the size of the audience that might be watching a particular programme. That the
evidence was produced on a print-out and was automatically recorded by software
was not at issue. Middleton ], it is suggested correctly, identified the evidence as
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hearsay because it was a representation of fact that a certain number of people clicked
on the buttons. The judge commented:

Undoubtedly, Hansen seeks to prove the estimated audience sizes for a
particular program derived by statistical methods from the data, but such data
is not automatically recorded by the meters without the human intervention of
deliberately pressing the button to show a person or persons are in the room
where the television is on. When the people are in the room they intend to, and
do, make the representation to assert the existence of this fact, the existence of
which needs to be proved to form the basis of the statistical analysis. It seems to
me that the necessary reliance by Hansen on the data derived from the sample
homes must involve the representation ... by a person that the person was in the
room on the relevant occasion, namely when the television is operating.?

1 [2008] FCA 406.

2 [2008] FCA 406, [125].

Business and other documents

4.36 In this regard, it is useful to review the cases that considered s 24 of the
Criminal Justice Act 1988. This provision, which provided for the admission in criminal
proceedings of business and other documents, was the predecessor provisiontos 117
of the Criminal Justice Act 2003. In Brown v Secretary of State for Social Security,' the
Secretary of State adduced evidence of statements from computer records by way of
two witnesses where the identity of the persons who supplied the information could
not be established. It was submitted on behalf of the appellant that the two statements
were inadmissible because they did not comply with the terms of s 24. Section 24
was written to enable business documents to be admissible without the need to call
the maker where the documents formed part of records which the maker could not
be expected to know anything about in detail, and which were created in the course
of trade or business. The members of the Divisions Court, Balcombe L] and Collins ],
agreed that the statements were not admissible under s 24(4) of the Criminal Justice
Act 1988, ‘as there was no evidence that it was impossible that the makers of the
statements would have no recollection of the matters referred to in their statements’?
In comparison, the members of the Court of Appeal (Criminal Division) in the case of
R v Derodra® rightly, it is suggested, admitted the contents of a police ‘CRIS’ report,
which was a computerized record of incidents of crime under s 24. In this instance, the
person who reported the crime to the police - the lodger of the appellant - could not be
found to give evidence of his complaint. It was the statement of the lodger that was to
be relied upon testimonially, not that of the police officer who made the relevant entry.*

1 [1995] COD 260 (DC).

2 [1995] COD 260 (DC), 262.

3 [2000] 1 Cr App R 41 (CA), [1999] Crim LR 978 (note).

4 For a commentary and references to relevant article, see ‘R v Derodra’ [1999] Crim LR 978 (note).

4.37 In Vehicle and Operator Services Agency v George Jenkins Transport Limited,
the prosecution had to prove that certain commercial drivers had failed to properly
record their journeys with the tachographs in their vehicles, and had worked beyond
the number of hours that were permitted without the prescribed rest periods or
breaks. To discharge this burden, the prosecution sought to put in evidence a number
of drivers’ time sheets pursuant to s 24. On a preliminary point, the trial judge ruled
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them inadmissible and dismissed all charges against the defendants. The prosecutor
appealed, and the appeal raised a number of issues regarding the interpretation of
these provisions. First, the provisions in s 24, described by Mackay ] as ‘criteria or
gateway’ provisions,? must be satisfied before the second issue is addressed, that is
whether the documents in question can be admitted in evidence. Mackay ] quoted?®
from the judgment of Roch L] in R v Foxley (Gordon):*

Section 24 deals with the statements in a document and makes such statements
admissible of any fact of which direct oral evidence would be admissible if
two conditions are satisfied. The wording of condition (ii) demonstrates that
Parliament anticipated that courts would draw inferences as to the personal
knowledge of the person supplying the information of the matters dealt with.
The purpose of section 24 is to enable the document to speak for itself; the
safeguard being the two conditions and the other statutory provisions applicable,
for example in the case of a statement made for the purpose of a criminal
investigation, one of the requirements of section 23(2) or the requirements of
section 23(3) have to be fulfilled.’

[2003] EWHC 2879 (Admin).

[2003] EWHC 2879 (Admin), [10].

[2003] EWHC 2879 (Admin), [24].

[1995] 2 Cr App Rep 523 (CA), [1995] Crim LR 636 (note).
[1995] 2 Cr App Rep 523 (CA), 536.

Ul s W NP

4.38 In this instance, Mackay ] and Kennedy L] agreed that the documents satisfied
the criteria provisions, and were admissible and self-proving in evidence.! Kennedy
L] also noted the criticisms that Professor Smith made of the decision in R v Foxley
(Gordon),?* although it was observed that a further analysis of another case® by
Professor Smith was capable, if it was adjusted slightly, of applying to the case in hand.*
1 [2003] EWHC 2879 (Admin), [30], [34].

[1995] 2 Cr App Rep 523 (CA), ] C Smith [1995] Crim LR 636 (note).

2
3 Rvllyas and Knight [1996] Crim LR 810, 811-12.
4 [2003] EWHC 2879 (Admin), [34].

4.39 Section 24 is succeeded by s 117 of the Criminal Justice Act 2003. Section
117(1) to (5) read:
Business and other documents

(1) In criminal proceedings a statement contained in a document is admissible as
evidence of any matter stated if—
(a) oral evidence given in the proceedings would be admissible as
evidence of that matter,
(b) the requirements of subsection (2) are satisfied, and
(c) the requirements of subsection (5) are satisfied, in a case where
subsection (4) requires them to be.

(2) The requirements of this subsection are satisfied if—

(a) the document or the part containing the statement was created or
received by a person in the course of a trade, business, profession or
other occupation, or as the holder of a paid or unpaid office,

(b) the person who supplied the information contained in the statement
(the relevant person) had or may reasonably be supposed to have had
personal knowledge of the matters dealt with, and
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(c) each person (if any) through whom the information was supplied
from the relevant person to the person mentioned in paragraph (a)
received the information in the course of a trade, business, profession or
other occupation, or as the holder of a paid or unpaid office.
(3) The persons mentioned in paragraphs (a) and (b) of subsection (2) may be
the same person.
(4) The additional requirements of subsection (5) must be satisfied if the
statement—
(a) was prepared for the purposes of pending or contemplated criminal
proceedings, or for a criminal investigation, but
(b) was not obtained pursuant to a request under section 7 of the
Crime (International Co-operation) Act 2003 (c. 32) or an order under
paragraph 6 of Schedule 13 to the Criminal Justice Act 1988 (c. 33)
(which relate to overseas evidence) .
(5) The requirements of this subsection are satisfied if—

(a) any of the five conditions mentioned in section 116(2) is satisfied
(absence of relevant person etc), or

(b) the relevant person cannot reasonably be expected to have any
recollection of the matters dealt with in the statement (having regard
to the length of time since he supplied the information and all other
circumstances).

4.40 The provisions of s 117, dealing with the business document exception, are
very wide and permit the admission into evidence of multiple hearsay,' although the
various foundational conditions set out in s 117 must be satisfied. In R v Humphris® the
Crown sought to adduce evidence of the appellant’s previous convictions under s 117.
For that purpose, they relied on a statement of officer Grimes, who retrieved relevant
records from Essex Police computer facility, the contents of which were in turn derived
from staff of the Essex Police Force, who acted under a duty to record information and
who either had or may reasonably be supposed to have had personal knowledge of
the matters dealt with in the records. These records were attached to officer Grimes’
statement. Section 117 provides certain conditions that must be fulfilled before
evidence can be admitted. The defence accepted that the provisions of s 117(2)(a) were
complied with, but argued that for each record of the appellant’s previous conviction, s
117(2)(b) required the statement to have been obtained from each complainant as the
relevant person, rather than the police officer who actually recorded the information.
Although Lord Woolfe upheld the conviction of the appellant, he agreed and held that
the necessary foundations for the admissibility of the evidence were not properly laid.

1 A point made by Professor Tapper, when he indicated that some electronic information will be
collated from other statements, thus constituting multiple hearsay: Colin Tapper, ‘Electronic evidence
and the Criminal Justice Act 2003’ (2004) 10 CTLR 161; an example would be proving the links of the
continuity of evidence between the withdrawal of cash from an ATM to demonstrating the entering of
the transaction in the customer’s account.

2 [2005] EWCA Crim 2030; for a similar point, also see Maher v DPP [2006] EWHC 1271 (Admin).

4.41 Where a document is put in under the provisions of s 114 and s 117, care must
be taken over any content that is hearsay.! In addition, the trial judge must ensure
that the members of the jury understand the purpose of admitting the document. In
R v Horncastle,? there was an email statement made by an ISP which identified the
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appellant and his address as the possible holder of an email account suspected to
have been used to send abusive images of children. The ISP acknowledged that this
information could have been supplied by the email account holder impersonating the
appellant. The prosecution adduced this email to show the address of the place (the
appellant’s home) where the police raid took place, but not to prove the fact that the
account was that of the appellant or used by the appellant. (In fact, no evidence of
abusive images of children was found on the appellant’s computer, although there
was evidence that the appellant’s lodger had used the email account.) No directions
were given by the trial judge as to the limited purpose for which the ISP’s email was
adduced. On appeal, Thomas L] held that the judge’s failure to explain the use was a
material misdirection, as the jury could have used the ISP’s email to link the appellant
to the email account. The appellant’s appeal was allowed and his conviction was set
aside.

1  Where a print-out from the Police National Computer was correctly admitted into evidence, all
of the conditions under s 117 having been met, see R (on the application of Wellington) v DPP [2007]
EWHC 1061 (Admin).

2 [2009] EWCA Crim 964; note also DPP v Leigh [2010] EWHC 345 (Admin), where the prosecution
did not rely on a record for the purpose of establishing the veracity of any of the matters recorded.

Judicial discretion to exclude

4.42 A trial judge also has the ability to refuse to admit a statement in accordance
with s 126(1)(b) where ‘the court is satisfied that the case for excluding the statement,
taking account of the danger that to admit it would result in undue waste of time,
substantially outweighs the case for admitting it, taking account of the value of the
evidence’. A similar provision exists as a component of s 8 of New Zealand’s Evidence
Act 2006. Section 8 of the New Zealand Evidence Act provides:

In any proceeding, the Judge must exclude evidence if its probative value is
outweighed by the risk that the evidence will—

(a) have an unfairly prejudicial effect on the proceeding; or
(b) needlessly prolong the proceeding.

(2) In determining whether the probative value of evidence is outweighed by
the risk that the evidence will have an unfairly prejudicial effect on a criminal
proceeding, the Judge must take into account the right of the defendant to offer
an effective defence.

Concluding observations

4.43 Almost everybody now uses digital data, whether their interaction is by way of
the ether - a terminal linked by software to a server located in an unknown location -
or from a physical device. Software code has become part of the everyday fabric of the
majority of people. This means we are all, wittingly or unwittingly, assessing digital
evidence every day: from whether to trust that incoming email from an unknown
source, to dealing with the veracity of content from networking sites.

4.44 The digital world is now awash with evidence: direct statements over the
Internet; communications between telephones and other devices; messages made by
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a known author, anonymously or by somebody that cannot be traced. Every day we
are dealing with the multiplicity of direct and indirect assertions (whether factually
accurate or not), in the form of statements by one person or relayed, correctly or
incorrectly, by others, and the interplay between them and the reality of the physical
world. For the first time, we are all assessing evidence every day.

4.45 Itcannotbe beyond the ability of lawyers to distinguish the various components
of language and communications during a trial to test the evidence effectively without
complex rules on hearsay.
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Software code as the witness

Stephen Mason

5.1 The aim of this chapter is to illustrate how software code can affect the
examination and introduction of electronic evidence in legal proceedings. The topic is
considered in the context of software code as the ‘witness’. Itis important to understand
how software can affect an assessment of the truth in any given set of facts. Failure to
appreciate this can lead to unfairness in legal proceedings and incorrect decisions.

5.2  Adigital computerislike a mechanical device, where switches replace gears, and
the switches are miniaturised. However, it is impossible to build a mechanical device
that reflects the functionality of a modern digital computer, because such a device
would require both a machine built on a colossal scale and the use of materials beyond
the strengths or machine tolerances of what is possible to mechanically manufacture.
To complete the picture, physical digital devices, as indicated in chapter 1, cannot work
without the software written by programmers and the input by users.

5.3 It follows that electronic evidence could be treated as a joint statement that is:

(i) partly made by the person inputting data (such as typing an email or word
document, inserting a PIN, filling in forms over the internet - in essence anything
a person does when interacting with a devices), and

(ii) partly made by the hundreds of programmers who are responsible for writing
the software that produces the data.

5.4  For this reason, there is an argument, as proposed by Steven W. Teppler,! that
all forms of evidence in digital form remain hearsay, because software code conveys
information.? Teppler gives the example of United States Patent Office Number
5,619,571, which includes some uncompiled source code that contains the following
lines of code in the application:

ptrFIXUP fixupBase = NULL; // Base pointer for fixups
ptrFIXUP fixupMap = NULL; // pointer used to ‘walk off of base’
FIXUP IVFixup; // 1ISII Verification fixup

memset (&IVFixup, 0, sizeof (FIXUP)) ;

// Allocate a buffer to build the IFD (If this fails, we are F’d)?

1 Stephen W Teppler, ‘Digital data as hearsay’ (2009) 6 Digital Evidence and Electronic Signature
Law Review 7.

2 Stephen W Teppler, ‘Testable reliability: a modernized approach to ESI admissibility’ (2014) 12
Ave Maria Law Review 213, 255.

3 U.S. Patent No. 5,619,571 (issued Apr. 8, 1997), 17-18, lines 10-14.

5.5 What this comment indicates is an acknowledgment of the possibility of a
weakness in the software code that has been written, not that the software code is

Stephen Mason, ‘Software code as the witness’, in Stephen Mason and Daniel Seng (eds.), Electronic
Evidence (4th edn, University of London 2017) 88-100.
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or will be at fault. In this regard, it is useful to understand more fully the nature of
source code. For instance, Svein Willassen explains the complex nature of software as
follows:!

Software is written as source code. The source code is written by the
programmer, by entering instructions in an editor. The sequence of instructions
defines the function of the program, such as taking input from the user,
performing calculations, showing output on the screen and so on. This source
code is then usually compiled into an executable program (an executable file
causes a computer to perform tasks in accordance with the instructions), which
is distributed to the users of the program. The source code cannot be derived
completely from the executable program.

1  Svein Yngvar Willassen, ‘Line based hash analysis of source code infringement’ (2009) 6 Digital
Evidence and Electronic Signature Law Review 210.

5.6 In Computer Edge Pty Limited v Apple Computer Inc, Gibbs C] offered the
following explanation of the various parts of a computer program:

A computer program is a set of instructions designed to cause a computer to
perform a particular function or to produce a particular result. A program is
usually developed in a number of stages. First, the sequence of operations which
the computer will be required to perform is commonly written out in ordinary
language, with the help, if necessary, of mathematical formulae and of a flow
chart and diagram representing the procedure. In the present case if any writing
in ordinary language (other than the comments and labels mentioned below)
was produced in the production of Applesoft and Autostart, no question now
arises concerning it. Next there is prepared what is called a source program. The
instructions are now expressed in a computer language—either in a source code
(which is not far removed from ordinary language, and is hence called a high
level language) or in an assembly code (a low level language, which is further
removed from ordinary language than a source code), or successively in both.
Sometimes the expression ‘source code’ seems to be used to include both high
level and low level language. In the present case, the source programs were
written in an assembly code, comprising four elements, viz.:

(a) labels identifying particular parts of the program;

(b) mnemonics each consisting of three letters of the alphabet and
corresponding to a particular operation expressed in 6502 Assembly
Code (the code used);

(c) mnemonics identifying the register in the microprocessor and/or the
number of instructions in the program to which the operation referred
to in (b) related; and

(d) comments intended to explain the function of the particular part of
the program for the benefit of a human reader of the program.

The writing has been destroyed, although it is possible to reconstruct the
mnemonics, but not the labels and comments, which were comprised in it.

The source code or assembly code cannot be used directly in the computer, and
must be converted into an object code, which is ‘machine readable’, i.e. which can
be directly used in the computer. The conversion is effected by a computer, itself
properly programmed. The program in object code, the object program, in the
first instance consists of a sequence of electrical impulses which are often first
stored on a magnetic disk or tape, and which may be stored permanently in a
ROM (‘read only memory’), a silicon chip which contains thousands of connected
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electrical circuits. The object code is embodied in the ROM in such a way that
when the ROM is installed in the computer and electrical power is applied, there
is generated the sequence of electrical impulses which cause the computer
to take the action which the program is designed to achieve. The pattern of
the circuits in the ROM may possibly be discerned with the aid of an electron
microscope but it cannot be seen by the naked eye. Obviously, the electrical
impulses themselves cannot be perceived. However the sequence of electrical
impulses may be described either in binary notation (using the symbols 0 and 1)
or in hexadecimal notation (using the numbers 0-9 and the letters A-F), and it is
possible to display the description on the visual display unit of the computer, and
to print it out on paper. And, as has been said, it is also possible to reconstruct
the mnemonics in the source code. It will have been seen from this account that
a program exists successively in source code and in object code, but the object
code need not be written out in binary or hexadecimal notation in the process of
producing and storing the program.’

1 [1986] FSR 537, 541-2.

5.7  The term ‘source code’ is also the subject of a commentary by Jacob | in the case
of Ibcos Computers Ltd v Barclays Mercantile Highland Finance Ltd:

The program the human writes is called the ‘source code’. After it is written it
is processed by a program called a compiler into binary code. That is what the
computer uses. All the words and algebraic symbols become binary numbers.
Now when a human writes he often needs to make notes to remind himself of
what he has done and to indicate where the important bits are. This is true of life
generally and for programmers. So it is possible to insert messages in a source
code. A reader who has access to it can then understand, or understand more
readily, what it going on. Such notes, which form no part of the program so far
as the computer is concerned, are called ‘comments’. They are a kind of side-
note for humans. In the DIBOL and DBL programs with which I am concerned,
a line or part of a line of program which is preceded by a semi-colon is taken
by the complier as a comment. That line is not translated by the compiler into
machine code. The program would work without the comment. It follows that
although computers are unforgiving as to spelling in their programs, they do not
care about misspelt comments in the source code. If a line of operational code
(a ‘command line’) is modified by putting a semi-colon in front of it, it ceases
to be operational. The computer treats the code as a mere comment. Computer
programmers sometimes do this with a line which pre-exists when they no
longer want that line, but are not sure they may not need it in the future. Or; if the
programmer thinks he may want to add a feature to his program in the future he
may put in a comment allowing for this. He is unlikely in the latter instance to put
in detailed code only to comment it out. A general note will do.

Source code, being what humans can understand, is very important to anyone
who wants to copy a program with modifications, for instance to upgrade it. It
is the source code which shows the human how it all works, and he or she will
also get the benefit of all the comments laid down by the original programmer.
Software houses not surprisingly normally keep their source code to themselves
and confidential.!

1 [1994] FSR 275, 286.

5.8 There is a distinction between the code written by programmers that provides
instructions to the computer, and the comments made by the programmer writing the
code. If the software code is inaccurate, or if an instruction written by a programmer
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acts on information or a further instruction thatis incorrect, then the code will probably
fail to instruct the computer in the way the programmer intended. However, comments
by a programmer that do not form part of the instructions cannot necessarily be
considered to be part of the code.

The classification of digital data

5.9  The starting point to this analysis is an attempt at classifying software code as
digital data. To this end, Professor Ormerod, the commentator in a report on the case of
R v Skinner,' suggested there were three questions to consider for every type of digital
data:

(i) Who or what made the representation.
(ii) Whether the representation was hearsay or not.
(iii) Whether the evidence is authentic.?

1 [2005] EWCA Crim 1439.
2 David C Ormerod, ‘Evidence: information copied from one website to another’ [2006] Crim LR 56.

5.10 In EIf Caledonia Ltd v London Bridge Engineering Ltd, Lord Caplan noted the
following:

The defenders suggested that there are three categories of use for computers.
They can be used to record data without the need of human intervention. The
Spectra-Tek programme was described as being of this type. It was said that
what this programme prints out may be regarded as real evidence. However
Counsel had to concede that even this type of computer exercise depends on the
reliability of the material programme. Unless it is properly programmed it will
not store and regurgitate facts accurately. ...

Another category of computer use was said to be where data is recorded by
the computer and the data is put in manually. Thus Piper would regularly send
information to the beach and this would be entered in the computer system. It
was accepted that to prove this material would involve some hearsay evidence
unless the persons who entered the material in the computer were led as
witnesses. However the defenders did not explore just what evidence would
be required in the situation under consideration. In general it seems to me that
there must be many cases where it would not be practicable to lead the person
who generated the data and the person who fed it into the computer so that there
must be some practical limits as to what proof can be expected in this kind of
computer evidence.

It was submitted that the third type of computer situation is where the computer
is used by experts to carry out calculations or simulations. It was claimed that
in this kind of situation the general rules relating to expert evidence should
be applied. Certainly in this kind of situation one can get a distorted result if
one factor is in-putted wrongly. The kind of computer models used by experts
of course generally requires more than normal discrimination and judgment
in the selection of in-put material. Thus the expert will have to prove how the
input material was arrived at and the justification for selecting what was put in.
However [ am not sure that the three categories of computer exercise referred
to by the defenders’ Counsel can be distinguished quite as neatly as he attempts.
Even in a simple office system distorted results will arise if the proper material
is not fed into the computer. Thus it was argued that the first requirement in
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considering computer evidence given by an expert is to consider the input. That
may be so but it cannot be exclusive to expert computer evidence. Of course it
was said that the best evidence of in-put and out-put material is in the print-outs
of such material.!

1 [1997] ScotCS 1, 898-900, sub nom EIf Enterprise Caledonia Ltd v London Bridge Engineering
Limited [1997] ScotCS 1, 2.

5.11 Based on this categorization, Professor Ormerod noted that some types of
computer-generated representations do not infringe the hearsay rule.! If a computer
carries out the instructions of the program that has been written by humans to create
such data, it may be right to suggest that such data are probably accurate without the
need to test whether they are correct. But if the time as noted by a clock on a camera
linked to an ATM is to be offered into evidence to link the accused to the murder of the
person whose card was used in the ATM, then the time as data will have to be adduced
as to its truth, as in the case of Liser v Smith,? and there will be a need to validate the
clock, and verify the time and date set by a human being.?

1  Although he accepts that s 129 of the Criminal Justice Act 2003 may need to be considered. For a
commentary on s 129, see John R Spencer, Hearsay Evidence in Criminal Proceedings (Hart 2008) ch 3.
2 254 ESupp.2d 89 (D.D.C. 2003).

3 Asnoted by Colin Tapper: ‘Reform on the law of evidence in relation to the output from computers’
(1995) 3 Intl ] L & Info Tech 79, 85 fn 44.

5.12 To the same end, Professor Smith distinguished between the types of
representations that the code in a device can make,! and argued that where the
computer is instructed to perform certain functions, many of which are performed
in a mechanical way (such as the addition of the time and date on an email), in such
circumstances the computer is producing real evidence, not hearsay. In illustrating
the point he was making, Professor Smith gave a number of examples where evidence
is not hearsay.? One example was that of Six’s thermometer (commonly known as a
maximum minimum thermometer), which he referred to as an instrument and not
a machine. This is correct. The thermometer provides three readings: the current
temperature, and the highest and the lowest temperatures reached since it was last
reset. A human being can give evidence of his observation of the precise location of the
mercury against the scale at a given time and date. The witness might be challenged as
to the truthfulness of his recollection without calling into question the accuracy of the
instrument. Such evidence will not be hearsay. Alternatively, the precision of the scale
on the thermometer might be open to scrutiny, in which case it will be necessary to
have the instrument tested by an appropriately qualified expert.®

1 ] C Smith, ‘The admissibility of statements by computer’ [1981] Crim LR 387.

2 Smith, ‘The admissibility of statements by computer’ 387, 390.

3 This was also discussed by Penelope A Pengilley, ‘Machine information: is it hearsay?’ (1982) 13
Melbourne University Law Review 617, 625.

5.13 Further examples considered by Professor Smith included a camera thatrecords
an image, a tape recorder that records sound, and a radar speedmeter that records the
speed of a vehicle. In 1981, each of these machines was mechanical in construction,
with the exception of the radar speedmeter, which also incorporated components
that were instruments. None of the examples involved devices controlled by software
written by human beings. Although it is possible to alter the image from a camera or
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the sound from a tape recording, or for a human being to lie about the reading from a
radar speedmeter, nevertheless the evidence from such devices would not be hearsay.

5.14 Inrespect of software, Professor Smith indicated that a programmer may make
mistakes (errors are common, for which see the chapter on ‘reliability’), but mistakes
can also be made when deciding the scale on a thermometer. He went on to suggest that
‘[t]his consideration goes to weight rather than admissibility. In any event it certainly
has nothing to do with the hearsay rule’!

1  Smith, ‘The admissibility of statements by computer’ 387, 390. One answer to this issue has been
proposed by Professor Pattenden - that s 129(1) of the Criminal Justice Act 2003 be replaced ‘with
a single test of admissibility for all factual representations that are not in substance the statement
of a person but “machinespeak”, that is, those whose content is the outcome of creating machine-
processing’, for which see Rosemary Pattenden, ‘Machinespeak: section 129 of the Criminal Justice Act
2003’ [2010] Crim LR 623, 636-7; Professor Pattenden discusses the conflicting opinions relating to s
129(1) in detail.

5.15 Professor Seng proposed an analysis in 1997:

Computers which are used as data processing devices can be classified into the
following categories: devices which accept human-supplied input and produce
output, self-contained data processing devices which obtain input or take
recordings from the environment without human intervention, and a hybrid of
the two.!

1 Daniel Seng, ‘Computer output as evidence’ (1997) 130 Sing JLS 173.

5.16 Steven Teppler also accepted that it is possible to categorize data into three,
treating digital data as hearsay:

(i) The memorandum ‘created’ by a human.

(ii) Digital data generated in part with human assistance.

(iii) Digital data generated without a human being.!
1 Teppler, ‘Testable reliability’, 235-40.

5.17 Teppler has also suggested that a ‘fourth potential category, for which there
has been no judicial analysis, has recently emerged as a consequence of computer
programs that “listen and respond” to questions in natural language and with a “voice”
that closely mimics a “real” human’!

1 Teppler, ‘Testable reliability’, 235.

5.18 The authors of Archbold have also divided digital data into three categories:

(i) Where the device is used as a processor of data.
(ii) Where the software records data where there is no human input involved.

(i) Where there is data recorded and processed by software that has been
entered by a person, directly or indirectly.!

1 James Richardson (ed), Archbold: Criminal Pleading, Evidence and Practice 2016 (64th rev edn,
Sweet & Maxwell 2016) paras 9-11-9-14.

5.19 It is proposed that the three categories outlined by Professor Seng, Steven
Teppler and the authors of Archbold be slightly amended to read as follows:
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(i) Content written by one or more people (that is, where the device is used as a
processor of data).

(ii) Records generated by the software that have not had any input from a human.

(iii) Records comprising a mix of human input and calculations generated by
software.

Each of these categories is discussed below.

Content written by one or more people

5.20 Records of electronic content that are written by one or more people include
email messages, word processing files and instant messages. Unless the author of the
software has included instructions to alter the content of the text that has been typed
in by a human, the only function of the device is to store the information that has been
input by the human being. However, Teppler suggests that all computer-generated
information is hearsay of some sort, and that the data generated by an email program,
for instance, remains hearsay because

the receiving computer is carrying out the stated intent or declaration of
some person who instructed the computer to make the assertion on his or
her behalf (e.g., a programmer) to carry out some request (and provided that
certain conditions are met) that the receiving computer was told by the sending
computer as agent for that person, which in turn was requested by a statement
or declaration of the person or sender.!

1 Teppler, ‘Testable reliability’ 240.

5.21 Conceptually this must be right, but the status of the instructions issued by the
software code at the material time is rarely relevant. This category, artificial as it might
appear to be, enables the content that was input by the maker of the statement to
be separated from the content made by the author of the software program - in the
same way that the printed notepaper with the name of the person or organization,
together with other information such as address and telephone number is created by
the printer, but is distinct from the content of the letter.

5.22 The content of the software program will not be relevant unless there is a
dispute as to what data was entered, when and where it was entered, and by whom.
In such circumstances, the relevant witnesses can be called to give oral evidence to
determine the truth, failing which a suitably qualified digital evidence practitioner
might be called to give evidence about the metadata associated with the document to
help ascertain answers to these technical questions.

5.23 By way of example, consider whether a letter typed into a computer is a
document produced by a computer. Professor Smith took the view that if the human
author printed the document and then read the contents to verify the text, the author
authenticates the text. Given this set of facts, the computer is a mere tool. Where the
author does not read the print-out, the document remains computer output.! Professor
Seng suggests that ‘it is difficult to see how reading what is clearly a computer-
produced document converts it into one not produced by a computer. The print-out
remains clearly a document produced by a computer operated as a data storage
device’? Professor Smith indicates that the person can authenticate the text after it has
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been printed. This does not mean that the act of authentication takes away the fact that
the document was created on and remains stored on the device. This distinction can be
important, as in the case of electronic wills. The court must establish whether, in the
absence of the testator authenticating the will, the testator actually wrote the will and
intended it to be their last will and testament. In such cases, it might also be necessary
to give consideration to both the content written by the human and the software code
that makes up the metadata.?

1  RvShephard [1993] Crim LR 295 (note), 297-8.

2 Seng, ‘Computer output as evidence’ 130, 178 - Professor Seng begins his discussion by asking
whether word-processed documents are computer output or recorded computer output: 177.

For cases involving wills in electronic form from Australia, Canada, South Africa and the United States
of America, see Stephen Mason, Electronic Signatures in Law (4th edn, University of London 2016)
paras 10.48-10.66.

5.24 Professor Tapper pointed out that computers include such facilities as spell
checkers, calculators and automatic paragraph numbering, amongst other tools.
This suggests that a word file (such as a letter) is processed computer output.! In his
discussion, Professor Smith also discussed the same document being produced by a
human typing on a typewriter. If the text - for the sake of illustration, a letter - is written
by hand, or typed on a typewriter, or typed into a computer, the resultant content will
be the same, other than the type of print, typeface and such like, although the author
might cause the data to remain stored on the device if it was a computer.2 The person
writing the letter by hand or on a typewriter might use a dictionary to check their
spelling in the same way that spelling can be checked on a computer using the spell
checker. Whether the letter is written by hand, typed on a typewriter or on a computer,
the letter will then be complete when printed (in the case of the computer) on paper.
The method used to record words on paper must be irrelevant, providing that the only
evidence to be relied upon is the text that is recorded on the paper. If other factors are
in issue, such as the purported author of the document, then clearly an examination of
the digital data might be instructive. Professor Seng takes issue with Professor Smith'’s
characterization that the evidential quality of a letter changes immediately when a
recipient reads it, without taking into account any characterization of its source.
In such a case, where the computer is behaving as a storage device, the rebuttable
presumption is that the code operating to make it behave as such is reliable, and
issues as to authentication of this code do not enter the evidential analysis, generally
speaking. But there can be other software errors, for which see the chapter on the
‘reliability’ of computers.

1  Colin Tapper, ‘Reform of the law of evidence in relation to the output from computers’ (1995) 3
International Journal of Law & Information Technology 79, 86-88.
2 Apoint made by Professor Seng, ‘Computer output as evidence’ 178.

5.25 The Law Commission in their report' noted that the ‘.. present law draws a
distinction according to whether the statement consists of, or is based upon, only
what the machine itself has observed; or whether it incorporates, or is based upon,
information supplied by a human being’? It was further noted that the hearsay rule
did not apply to tapes, films or photographs, or to documents produced by machines
that automatically record an event or circumstance.? This was because the court is not
being asked to accept the truth of an assertion made by any person, and the evidence
is real evidence, not hearsay.
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1 Law Commission, Evidence in Criminal Proceedings: Hearsay and Related Topics (Law Com No 245,
1997).

2 Law Commission, Evidence in Criminal Proceedings: Hearsay and Related Topics, para 7.43.

3 Law Commission, Evidence in Criminal Proceedings: Hearsay and Related Topics, para 7.44.

5.26 That humans generally have control over a computer system is demonstrated
in the case of Ferguson v British Gas Trading Limited,' in which the members of the
Court of Appeal rejected arguments submitted that letters sent out automatically by a
computer were not the fault of British Gas. Computers only work on instructions given
to them, and it followed that a person in British Gas, or authorized by British Gas, must
have instructed the computer to initiate the letters in question. In this case, British Gas
sent letters to the claimant that the court held were capable of amounting to unlawful
harassment contrary to the Protection from Harassment Act 1997. In the words of
Jacob LJ: ‘British Gas says it has done nothing wrong; that it is perfectly all right for it
to treat consumers in this way, at least if it is all just done by computer’? Jacob L] went
on to indicate that he did not follow the reasoning of Martin Porter QC, counsel for
British Gas, that ‘[as] the correspondence was computer generated ... [the harassed
victim] should not have taken it as seriously as if it had come from an individual’?
Jacob L] noted that computers operate on instructions given to them: “.. real people
are responsible for programming and entering material into the computer. It is British
Gas’s system which, at the very least, allowed the impugned conduct to happen’*
Likewise, Sedley L] roundly rejected the pathetic excuse offered by British Gas:

One excuse which has formed part of British Gas’s legal argument for striking out
the claim, and which has been advanced as incontestable and decisive, is that a
large corporation such as British Gas cannot be legally responsible for mistakes
made either by its computerised debt recovery system or by the personnel
responsible for programming and operating it. The short answer is that it can
be, for reasons explained by Lord Justice Jacob. It would be remarkable if it
could not: it would mean that the privilege of incorporation not only shielded its
shareholders and directors from personal liability for its debts but protected the
company itself from legal liabilities which a natural person cannot evade. That is
not what legal personality means.®

[2009] EWCA Civ 46.
[2009] EWCA Civ 46, [5].

[2009] EWCA Civ 46, [21].
[2009] EWCA Civ 46, [21].
[2009] EWCA Civ 46, [51].
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Records generated by the software that have not had any input
from a human

5.27 Examples of records generated by software controlling a computer without any
input from a human include computer data logs for the purposes of tracking activity
and diagnostics, number plate recognition,! automatic connections made by telephone
switches and the records of such calls made for billing purposes,? and records of ATM
transactions. In one case involving one Antonio Boparan Singh, Singh was convicted of
dangerous driving. Part of the evidence adduced by the prosecution included evidence
from the event data recorder (EDR) - a device fitted to the airbag system of his vehicle.
The EDR established that a force equivalent to 42 mph was lost in one-fifth of a second
in the crash. This information helped the police to put Singh’s speed ataround 72 mph.3
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1  For judicial consideration of automatic number plate recognition, see Jackson v R. [2011] EWCA
Crim 1870; Attorney Generals Reference No 114 - 115 of 2009 [2010] EWCA Crim 1459; A (Death of a
Baby), Re [2011] EWHC 2754 (Fam); Najib v R. [2013] EWCA Crim 86; Khan v R [2013] EWCA Crim
2230; Welsh v R [2014] EWCA Crim 1027.

2 Rosemary Pattenden, ‘Authenticating “things” in English law: principles for adducing tangible
evidence in common law jury trials’, (2008) 12 E & P 273, suggests that ‘self-generated output’ can be
categorized into two sub-divisions: output that contains no input from human thought, and output that
is generated that draws directly or indirectly on information fed into the device by a person: p. 297.

3 Mark Cowan, ‘Crime files: picking up the pieces on Midland roads’, Birmingham Mail (Birmingham,
6 October 2010); an insurance company used data recorded from telematics technology installed in a
motor vehicle to disprove 31 claims involving seven accidents over five months: O Ralph, ‘Black box
data expose £500,000 driver fraud’, Financial Times (London, 11 June 2016) 4.

5.28 It does not follow that the automatic communications that occur between
software code are accurate. For instance, the records from a telephone service provider
might be admitted to show that calls were made and received,' but it does not follow
that the same records can be used as a basis for showing that a SIM card used in a
mobile telephone, and purportedly its user,? were at a particular location or moved
from location to location.?

1  Foran analysis in the context of New Brunswick, Canada, see Her Majesty the Queen v Dennis James
Oland 2015 NBQB 244 (third ruling); Her Majesty the Queen v Dennis James Oland 2015 NBQB 245
(fourth ruling) and the observations by David M Paciocco, ‘Proof and progress: coping with the law of
evidence in a technological age’ (2013) 11 Canadian Journal of Law and Technology 181, which in turn
are disputed in Ken Chasse, ‘Guilt by mobile phone tracking shouldn’t make “evidence to the contrary”
impossible’, available at <www.slaw.ca/2016/10/04/guilt-by-mobile-phone-tracking-shouldnt-make-
evidence-to-the-contrary-impossible/>.

2 Cell site analysis was the subject of discussion in Jackson v R. [2011] EWCA Crim 1870; Reg Coutts
and Hugh Selby in their paper ‘Safe and unsafe use of mobile phone evidence’ (Public Defenders
Criminal Law Conference, Sydney, March 2009), <www.publicdefenders.nsw.gov.au/Documents/
safeunsafemobilephones.pdf> recommend that defence lawyers pay particular attention to the
explanation of cell site analysis set out by Blaxell ] in The State of Western Australia v Coates [2007]
WASC 307, [211]-[220]; Reg Coutts and Hugh Selby, ‘Problems with cell phone evidence tendered to
‘prove’ the location of a person at a point in time’ (2016) 13 Digital Evidence and Electronic Signature
Law Review 76.

3 Michael Cherry, Edward ] Imwinkelried, Manfred Schenk, Aaron Romano, Naomi Fetterman, Nicole
Hardin and Arnie Beckman, ‘Cell tower junk science’ (2012) 95 Judicature 151, 151-52; Aaron Blank,
‘The limitations and admissibility of using historical cellular site data to track the location of a cellular
phone’ (2011) 18 Richmond Journal of Law & Technology 10-12; Herbert B Dixon Jr, ‘Scientific fact or
junk science? Tracking a cell phone without GPS’ (2014) 53 Judges’ Journal 37; Graeme Horsman and
Lynne R Conniss, ‘Investigating evidence of mobile phone usage by drivers in road traffic accidents’
(2015) 12 Digital Investigation S30, S37; Alex Biedermann and Joelle Vuille, ‘Digital evidence, ‘absence’
of data and ambiguous patterns of reasoning’ (2016) 16 Digital Investigation S86, S94; for the case
of Phuong Canh Ngo, see R v Ngo [2001] NSWSC 1021 (the sentence); R v Ngo [2003] NSWCCA 82
(appeal against conviction); David Patten (Judicial Officer Conducting Inquiry), Report to the Chief
Justice of New South Wales (The Hon ] ] Spigelman AC) of the Inquiry into the Conviction of Phuong Canh
Ngo for the murder of John Newman (14 April 2009) <www.lawlink.nsw.gov.au/practice_notes/nswsc_
pc.nsf/6a64691105a54031ca256880000c25d7 /f1ef2541db38ae82ca25759b00052606/$FILE/
Report_Phuong Ngo_140409.pdf>; Phuong Canh Ngo 