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Risk Management in Crisis

Risk management is a domain of management which comes to the fore in crisis.
This book looks at risk management under crisis conditions in the COVID-19
pandemic context.

The book synthesizes existing concepts, strategies, approaches and methods
of risk management and provides the results of empirical research on risk and risk
management during the COVID-19 pandemic. The research outcome was based
on the authors’ study on 42 enterprises of different sizes in various sectors, and
these firms have ecither been negatively affected by COVID-19 or have thrived
successfully under the new conditions of conducting business activities. The anal-
ysis looks at both the impact of the COVID-19 pandemic on the selected enter-
prises and the risk management measures these enterprises had taken in response
to the emerging global trends. The book puts together key factors which could
have determined the enterprises’ failures and successes.

The final part of the book reflects on how firms can build resilience in chal-
lenging times and suggests a model for business resilience. The comparative anal-
ysis will provide useful insights into key strategic approaches of risk management.

Piotr Jedynak is Professor of Management. He works at Jagiellonian University
in Cracow, Poland, where he holds the positions of Vice-Rector for Financial and
HR Policy and Head of the Management Systems Department. He specializes
in risk management, strategic management and management systems. He is the
author of numerous publications, an auditor and consultant to many public and
business organizations.

Sylwia Bak holds a PhD in Management Sciences. She works as a Researcher and
Lecturer in the Management Systems Department of Jagiellonian University in
Cracow, Poland. In her interests, research and publications, she focuses on issues
related to risk management, strategic management and standardized manage-
ment systems.
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Preface

Risk management is an approach to management that works particularly well in
difficult and turbulent times when the comfort of planning an enterprise’s activi-
ties is significantly disrupted. Such a situation that has made management diffi-
cult on an unprecedented scale is the COVID-19 pandemic. The book addresses
the issue of risk management in crisis situations, with a particular focus on the
circumstances caused by the COVID-19 pandemic. The book consists of seven
chapters. We first synthesize existing concepts, strategies, approaches and meth-
ods of risk management. This is followed by an identification of challenges to
risk management as they emerge in crisis situations. The second part of the book
(Chapters 4, 5, 6, 7) already deals directly with the COVID-19 pandemic situa-
tion. We present a series of case studies illustrating the following categories: (1)
the main business risks that emerged as a result of the pandemic, (2) the behav-
iours of enterprises that appear to be losers because they lost a lot in the crisis
situation associated with the pandemic and (3) the behaviours of enterprises that,
despite emerging risks, transformed their business in such a way that in the end
they at least did not lose, and sometimes benefited from the crisis situation. Due
to the great diversity of the identified behaviours of the selected enterprises, we
divided them into particular categories, which allowed us to identify the domi-
nant profiles of risk exposure under the pandemic conditions, indicating the key
factors of failure and success. The final part of the book is our attempt to develop
an original model of resilience to crisis based on the experiences of the discussed
enterprises during the COVID-19 pandemic. The book is addressed to academ-
ics, students of many specializations (especially business studies), as well as prac-
titioners employed as managers and specialists in enterprises of various sizes and
sectors.

Piotr Jedynak and Sylwia Bak
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Introduction

In this book, we attempt to answer the question of what risk management has
to offer enterprises that find themselves in a crisis situation. We take into spe-
cial consideration the specifics of the crisis caused by the COVID-19 pandemic.
We confront existing risk management approaches and tools with the practical
actions of the enterprises that we studied in a pandemic situation. On the basis of
case studies of dozens of enterprises, we try to identify what actions their manag-
ers took in the face of the pandemic and what factors determined their successes
or failures. The book consists of seven chapters.

Chapter 1 entitled “Uncertainty and risk in the modern world” is a synthesis
of research on the issues of uncertainty and risk. We present the genesis of such
research and analyse the approaches to and ways of defining these two concepts in
various fields and disciplines of science, with particular emphasis on management
sciences. Additionally, we categorize the risks relevant to the activities of enter-
prises and attempt to chronologically map tendencies in their development, in
both a practical dimension — in terms of the impact of the particular risk catego-
ries on the activities of enterprises — and a theoretical dimension — in terms of the
indication of the first scientific texts to have used the names of these categories.
In this chapter we also present the main directions of research on uncertainty and
risk established by Nobel Prize Laureates in economic sciences.

Entitled “Concepts and standards of risk management”, Chapter 2 aims to
present contemporary concepts and standards of risk management. In the first
part we define the place of risk management in enterprise management systems.
Next we characterize the role of risk in modern management concepts, includ-
ing Lean management, outsourcing, CSR, supply chain management and value-
based management. As risk and the extent to which it interferes with business
activities have led to the emergence of professional domains of risk management,
we present a review of these approaches. Our analysis focuses on enterprise risk
management and business continuity management. Chapter 2 concludes with
an identification and comparison of existing risk management standards, both
holistic and specific ones.

The aim of Chapter 3 entitled “Challenges of risk management during crisis
situations” is to identify challenges that enterprises have to confront and deal with
by means of their risk management systems in crisis situations. At all stages of the
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course of a crisis there occur interdependencies between risk management and
crisis management. Therefore, in this chapter crisis is discussed as a specific man-
agement situation and types of crisis are classified and described. Furthermore, we
identify approaches and strategies used in crisis management, which is one of the
specialist fields of risk management. The final part of this chapter comprises an
analysis of experiences from selected crises relevant for enterprise management.

Entitled “Dominant business risks during the COVID-19 pandemic”,
Chapter 4 aims to show the types of risks that emerged the most strongly and
were the most common during the COVID-19 pandemic. The conducted analy-
ses reveal a specific nature of various types of risk determined by a wide range
of their sources, as well as the consequences of their occurrence for enterprises.
The analyzed types include financial risks, organizational risks, strategic risks and
global risks.

“‘Risk losers’ during the COVID-19 pandemic: case studies” is the title of
Chapter 5. Its objective is to show cases of enterprises that, for various reasons,
tailed in confrontation with the challenges of the COVID-19 pandemic. Based
on the conducted case studies, in this chapter we analyse the position of selected
enterprises, indicating the causes and consequences of their failures. We focus on
representatives of different sectors and different sizes, also diversified in terms of
the local or global character of their business activities. In particular, we examine
those managerial actions that are of key importance in a crisis situation and deter-
mine failure or lack thereof in the effective adaptation of enterprises to a crisis
situation, for example a strategic reflection and an adjustment in the strategy and
business model, decision-making processes, change management, resource poli-
cies, relations with stakeholders and communication with the market.

Entitled “‘Risk winners’ during the COVID-19 pandemic: case studies”,
Chapter 6 discusses a group of enterprises successful in confrontation with the
COVID-19 pandemic. Based on the conducted case studies, the chapter analyses
the position of the selected enterprises, focusing on the sources and consequences
of their management success. We focus on representatives of different sectors and
different sizes, also diversified in terms of the local or global character of their
business activities. In particular, we examine those managerial actions that are
of key importance in a crisis situation and determine success or lack thereof in
the effective adaptation of enterprises to a crisis situation, for example a strategic
reflection and an adjustment in the strategy and business model, decision-making
processes, change management, resource policies, relations with stakeholders and
communication with the market.

The purpose of Chapter 7 entitled “Building enterprises’ resilience to crisis:
lessons learned during the COVID-19 pandemic” is a synthesis of the previous
deliberations oriented towards the development of a model for building enter-
prises’ resilience to crisis and a procedure for its implementation, based on the
conclusions of the conducted empirical research. The chapter outlines two main
areas of enterprises’ activities aimed at building their resilience to crisis situations:
(1) reducing threats and combating weaknesses, and (2) exploiting opportunities
and developing strengths. In both areas, we indicate groups of concrete actions
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that should help enterprises to build and strengthen their resilience. The chapter
concludes with the authors’ original model of the enterprise resilient to crisis
together with a procedure for its implementation. The framework is based on the
following pillars: (1) a culture of preparedness, (2) business continuity and (3)
disaster resilience. The application of the model leads to the development of fea-
tures of resilience, for example redundancy, adaptive capacity, agility, flexibility,
diversity and efficiency.

In the conclusions, we present a summary of the conducted research, as well as
resultant managerial, theoretical and methodological implications. We also out-
line further, in our opinion attractive, research directions.

In the book, we use a number of research methods, for example a literature
review, an analysis of management standard or various types of reports. On the
other hand, in the empirical part (Chapters 5 and 6), we apply a triangulation
of research techniques, using, among others, a case study, a content analysis,
a comparative analysis technique, exploratory techniques and exemplification.
The sources of data for the empirical research include: (1) information obtained
directly from the selected enterprises, in the form of communications posted on
their official websites, periodic and current reports and on social media, official
statements of their representatives and provided internal documents, (2) profes-
sional reports analyzing the impact of the COVID-19 pandemic on the activi-
ties of enterprises (e.g. reports of consulting firms), (3) statements of economic
and social experts, as well as (4) thematic scientific papers and specialist industry
periodicals.

The book is addressed to all readers interested in how risk management prac-
tices should be followed in crises of such an unprecedented scale as the COVID-
19 pandemic.



1 Uncertainty and risk in
the modern world

1.1. History of research on uncertainty and risk

Over time and as a result of dynamic technological, social and economic changes,
uncertainty and risk have begun to emerge in all spheres of activity of national
economies and societies on a macroeconomic scale as well as business entities and
individuals on a microeconomic scale, becoming subjects of research in many
fields and disciplines of science (Banse and Bechmann, 1998; Zinn, 2006; 2010;
Elahi, 2013; Schiliro, 2017). Below we outline the genesis of research on uncer-
tainty and risk from the perspective of economic and social sciences.

1.1.1. Uncertainty and visk from the pevspective of economics

The need for research on uncertainty and risk was recognized in modern times.
These concepts were introduced into economic terminology by Cantillon in the
18th century (Cantillon, 1755). This researcher noted inherent insecurity accom-
panying business activities and a major impact of risk on income formation. His
theories (the long-term general equilibrium theory, the price theory, the exit
theory, the quantity theory of money) formed the basis for the subsequent under-
standing of uncertainty and risk in the theory of economics (Cantillon, 1938).
Moreover, the historical research of Laplace and Poincare allowed, among other
things, to identify the relationship between access to information and risk assess-
ment as well as the cause-and-effect relationships of risky business decisions, thus
becoming a starting point for the development of subsequent methods and tech-
niques of analysis and assessment of uncertainty and risk in the activities of busi-
ness entities (Kaczmarek, 2010).

1.1.1.1. Uncertainty and rvisk in classical and neoclassical economics

In economic theory, the importance of uncertainty and risk was initially reflected
in explaining the functioning of mechanisms governing the conduct of business
activities. Economists such as Willet, Knight, Keynes and Arrow studied the pos-
sibilities of forecasting economic phenomena and safeguarding enterprises against
their negative effects.
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In his book The Economic Theory of Risk and Insurance, Willet (1901) dif-
ferentiated between the degree of probability and the degree of uncertainty that
a particular event would happen. On this basis, he formulated a rule indicating
that an increase in the probability of loss occurrence is inextricably accompanied
by an increase in uncertainty as to the expected end result. Willet’s research con-
stituted a basis for further studies conducted within the scope of classical, and
subsequently neoclassical, economics.

In classical economics, risk was regarded as one of the sources of costs. Smith
and Ricardo repeatedly emphasized that the risk-bearing entity expects in return
relevant remuneration, which was considered a component of fair profit (Pivetti,
1987). However, early economic research did not focus on different categories of
risk or its interaction with market participants, so risk was understood as a natural
component of operating costs (Klimczak, 2008) generated due to the fact that
a business entity is never able to operate in absolute certainty. Costs can then be
divided into losses and own costs. An extreme cost of uncertainty may be the
necessity to discontinue operations. What contributes to the occurrence of costs
of risk and uncertainty is errors in situation assessment, fear of loss or misalloca-
tion of resources (Williams et al., 2002).

The issue of risk in the light of classical economics and its links with neoclassical
economics were considered by Knight (1921) in his groundbreaking work Risk,
Uncertainty and Profit. Neoclassical economics does not explain the importance
of risk in the activities of economic entities. Knight, however, took up a discourse
in which, on the one hand, he argued that measurable risk does not undermine
the assumptions of neoclassical economics, and on the other hand, he pointed
out that these assumptions could not be applied in situations of uncertainty. In
assessing uncertainty and risk, the author recommended relying on past experi-
ence. A slightly different approach in this respect was presented by Keynes, the
initiator of Keynesianism, the leading 20th-century macroeconomic theory. In
his groundbreaking work A Treatise on Probability, Keynes (1921) claimed that
in the assessment of future economic events one should assume the existence of
the present state as lasting indefinitely. Knight (1921) also referred to the impact
of uncertainty on investors’ decisions, claiming that their decisions are necessar-
ily accompanied by fundamental uncertainty. He also studied the relationships
among uncertainty, risk and reward, and his key findings were extensively used in
other disciplines (Nishimura and Ozaki, 2017).

1.1.1.2. Genuine uncertainty, benefits and costs of visk

The findings resulting from Knight’s and Keynes’s observations were also fol-
lowed up in research conducted in the later periods, including that on genuine
uncertainty. It was related to the need to accept the thesis that economic opera-
tors, despite various ways of hedging against negative consequences of risk, must
take into account the occurrence of unexpected, previously unknown situations
whose course will not be interrupted by previously taken economic decisions
(Shackle, 1972).
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In addition to analyzing uncertainty and risk as sources of cost, economic
theory also focuses on the benefits of uncertainty and risk. Knight (1921) was
the first to notice the possibility of generating profit under conditions of genuine
uncertainty, calling them occasional benefits. The catalogue of benefits includes,
in particular, the variety and increased attractiveness of actions taken. Other con-
clusions from studies aimed at identifying the benefits of uncertainty and risk in
business indicate a division into benefits gained and benefits lost (Minc, 1975).
The benefits and costs of risk occurrence are associated with the emergence of
two categories of risk: pure risk (incurring loss without the possibility to gain
benefits) and speculative risk (the possibility to either incur loss or gain benefits
in the form of profit) (Williams et al., 2002).

Uncertainty and risk were also recognized as determinants of the proper func-
tioning of economic mechanisms by Arrow, an eminent researcher in this field, for
example in his theory of choice under conditions of uncertainty and risk. Thanks
to the numerous works of this author, combined in the series entitled Essays in
the Theory of Risk Bearing (Arrow, 1971), taking into account the importance of
uncertainty and risk in economic research undoubtedly influenced the develop-
ment of this field of science. According to the theory of choice in the conditions
of risk, it was considered that one of the key problems was to describe its uncertain
consequences. It was explained that uncertainty about consequences exists in the
mind of the person making a choice and regulates their behaviour. In market rela-
tionships, the consequences of uncertainty may involve the occurrence of goods
or cash payments at certain points in the future. The main conclusion of Arrow’s
research is the thesis of the existence of economic entities bearing the burden of
risk occurrence. In principle, these are enterprises that assume the risk of uncer-
tainty and thus incur unexpected losses or gain unexpected benefits (Arrow, 1971).

1.1.1.3. Uncertainty, visk and decision-making

Uncertainty and risk also became the subject of research in the process of for-
mulating the theory of expected utility maximization. This theory was developed
on the basis of so-called Bernoulli’s (1738) Petersburg paradox. The principle
of maximizing expected utility should be followed by those participants of eco-
nomic life who, according to Arrow, in their decision-making processes have
only knowledge determined by so-called subjective probability. Then the princi-
ple of utility maximization becomes a key criterion optimizing choices made in
conditions of uncertainty (Kasprzak, 1979). The development of the theory of
expected utility maximization was also enriched by the contributions made by
von Neumann and Morgenstern (1947) as well as Savage (1954 ), who developed
the concept of subjective expected utility, taking into account personalistic prob-
ability. Savage’s concept of utility was contradicted in experimental economics by
the Ellsberg (1961) paradox, which indicates that patterns of choice cannot be
explained by the probability of action assessment.

One of the cornerstones of mainstream economics is the theory of the ration-
ality of business entities, which takes into account uncertainty and risk as factors
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influencing the rationality of decisions made by individuals or businesses, i.c.
the microeconomic dimension of economic life. Economic phenomena are most
often analyzed with the assumption of limited rationality of human beings as
decision-makers. However, this assumption does not mean that the rationality of
the choices is called into question, but rather that the rationality of individuals is
more intentional than real (Simon, 1965). In mainstream economics, the theory
of rationality is directly related to the theory of economic choice, which analyses
the uncertainty of economic phenomena as a basic variable. The cognitive aspect
of uncertainty in the theory of economic choice began to be taken into account
in the 1950s, when uncertainty was perceived as the subjective probability of the
rationality of economic factors. Attempts to extend this approach can be seen,
for example, in the research conducted by Simon (1955) and subsequently by
Gigerenzer (2002).

1.1.1.4. Uncertainty and risk and the state of economies

Another area of research on uncertainty and risk in economics is their role in
the shaping of real economic life in the macroeconomic dimension, and thus
an analysis of their impact on the functioning of national economies. There is a
strong trend which makes economic successes dependent on the extent to which
state authorities are aware of the substantial influence of uncertainty and risk on
the growth of the welfare of modern societies (Williams et al., 2002). According
to Drucker (1968; 1993), the ability of societies to cope with problems resulting
from states of uncertainty can be treated as a criterion distinguishing between
developed and developing countries because skilful control of unforeseeable
events and elimination of their negative consequences is a confirmation of effec-
tive use of economic potential. According to this author, uncertainty is inex-
tricably linked to macroeconomic phenomena, affecting the continuity of the
world economy and technology, economic policy, the development of particular
industries and society as a whole.

Uncertainty and risk are also objects of research in evolutionary economics.
Among others, Nelson and Winter (1982; 2002) carried out cognitive and struc-
tural analyses of the foundations of technological innovations, using risk as one
of their determinants.

1.1.1.5. Towards holistic and applied research on uncertainty and risk

However, the economic theories presented above analyse uncertainty and risk
fragmentarily. This means that, in each case, uncertainty and risk are included in
chains of cause-and-effect relationships confirming the validity of a given theory,
but are not implemented at the level of fundamental economic laws and mecha-
nisms. Research on uncertainty and risk resulting in the formulation of models
and holistic economic theories was developed at the end of the 20th century and
confirmed the need for an interdisciplinary approach to their analysis (Klimczak,
2008). The importance of the ability to analyse, assess and control risk in business
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from an economic point of view is nowadays emphasized in research, which is the
most often a continuation, development or current commentary to the primary
theories (Taylor, 2003; Toma et al., 2012).

Extensive connections can also be seen between uncertainty and risk on the
one side and institutional economics and entreprencurship on the other. Indeed,
uncertainty in the economic space has a direct link to institutional asymmetry,
and institutional solutions are key to supporting entrepreneurship, which is inher-
ently risky, including in terms of the profitability or unprofitability of undertak-
ings (Hall and Woodward, 2010) at the micro level for enterprises and at the
macro level for entrepreneurial economies (Williams et al., 2017). According to
Schumpeter (1934), entrepreneurship constitutes a fundamental phenomenon
of economic development. Kanbur (1980) also analyzed relationships between
entrepreneurship and risk-taking. On the other hand, commenting on such an
approach to entrepreneurship, Baumol (2010) adds that entrepreneurship is con-
ditioned by an individual approach of an economic entity to risk-taking.

The economic dimension of research on uncertainty and risk also concerns
the impact of uncertainty on enterprises’ investing (Dixit and Pindyck, 1994)
and thus on their growth (Lensink et al., 2005), as well as the impact of risk on
innovation (Bowers and Khorakian, 2014), which is the subject of research on
innovation economics.

1.1.1.6. Research on uncertainty and risk in financial theory

Risk and uncertainty are also an important subject of financial research. Professional
analysis of processes related to the measurement and control of business risk
started to appear in the mid-20th century. Research conducted, among others,
by Galton allowed the creation of instruments which are still used nowadays in
risk assessment and monitoring processes, mainly in the theory of financial risk
(Kaczmarek, 2010). This theory was developed as a result of treating uncertainty
and risk as conditions determining the functioning of companies. However, the
direct cause of the development of the financial risk theory was the recognition of
the relationship between the occurrence of risk and the formation of income, the
generation of profits and the recording of financial losses. As a result, uncertainty
and risk became the drivers of a number of financial analysis concepts.

One of the foundations of financial theory is the concept of probabilistic risk
(Miller and Modigliani, 1958), which identifies uncertainty with objective risk.
This concept was mainly applied to large enterprises with the capacity to process
more data than small entities and to use advanced decision-making support meth-
ods and tools with a view to reducing the occurrence of risk.

The issues of risk and uncertainty explored from the perspective of financial
analysis also contributed to research into developing risk measures to make enter-
prises’ financial decisions more transparent. The result of this work was, among
others, the Markowitz (1952) portfolio theory. He proposed the first fully mature
measure of financial risk and a research programme called modern portfolio theory
which established a new direction in the perception of risk in financial markets.
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As a result of the work on modern portfolio theory, a catalogue of risk measur-
ing and forecasting methods was developed to create financial instrument valua-
tion models dedicated to financial institutions and supervisory bodies. Portfolio
theory also constituted a basis for the development of the concept of knowledge
of the distribution of future wealth which considered the standard deviation of
expected future wealth as a measure of risk (Sharpe, 1964). A particular type of
risk measure, developed over the years to enable multidimensional characteriza-
tion of a company’s financial position and to simplify the risk assessment process,
is financial ratios such as financial liquidity, debt, profitability, management effi-
ciency and market value. Along with the development of research on risk and
uncertainty measures, the subject of research was simultaneously the shortcom-
ings and disadvantages of these measures mainly created on the basis of statistical
tools only. In response to the identified weaknesses, the most satisfactory risk
measures were sought, from not only a financial, but also a strategic or manage-
ment perspective. Among other things, the theory of multi-variable alternative
characterization of risk increase was developed in such a way as to obtain compa-
rable results in different situations (Rothschild and Stiglitz, 1970; 1971).

In the 1970s uncertainty and the resulting limited decision-making rationality
became the subject of research in financial theory. An analysis of the impact of
various decision-making factors on mutual relations among creditors, sharehold-
ers and corporate management bodies, taking into account the phenomenon of
incomplete information, resulted in the formulation of agency cost theory by
Jensen and Meckling (1976). According to these authors, incomplete access to
information prevents effective valuation of companies’ assets, i.e. it has exactly
the same effect as the occurrence of uncertainty in conducting business activities.
The agency cost theory also identified ways of reducing uncertainty by obtaining
additional information, which involves additional costs called monitoring and
control costs. It was subsequently applied in the contract theory and adapted in
the new institutional economics theory represented by Williamson (1998;2002).
The theory of new institutional economics was derived from the earlier trans-
action cost theory, which had added an analysis of the costs of using a price
system to the neoclassical theory (Coase, 1937). The assumptions of the new
institutional economics were also related to uncertainty resulting from incom-
plete access to information and limiting the rationality of individuals, but in the
context of financial and non-financial methods of solving conflicts of interest in
the contract performance process.

Research on risk was and is also being conducted with the aim of identifying
causes of crises. A breakthrough in the study of relations between risk and finan-
cial crises was Madness, panic, crash: History of financial crises by Kindleberger
(1999), in which the author points to the irrationality of market participants and
the resulting uncertainty of market behaviours as factors triggering crisis mecha-
nisms. Moreover, on the basis of the analysis of major economic crises, starting
from 1618, he identified risk factors causing the escalation of a crisis and its rapid
spread on an international and even global scale. Research on the risk of financial
crises was intensified after the global crisis in early 2007. Among other things,
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new possibilities for measuring and analyzing risk were recognized, enabling ear-
lier preparation, mainly of financial institutions, for the possible effects of a fore-
cast collapse (Claessens et al., 2009).

Uncertainty and risk identified in the activities of individuals, businesses, soci-
eties and national economies became motivators for singling insurance out as a
sub-discipline within finance. The emergence of insurance is a consequence of the
identification of uncertainty and risk as key determinants of economic decisions.
The development of insurance was parallel to the development of entrepreneur-
ship, which was originally recognized as efforts aimed at overcoming uncertainty
in the economic space (Diebold et al., 2010). In research on uncertainty and risk
in the context of insurance, emphasis was placed on risk control and manage-
ment in processes that can reduce the negative consequences of risk materializa-
tion. Planned risk management increases benefits and provides the opportunity
to insure against those risks that can be predicted to occur by estimating prob-
ability. Thus, research on insurance focused on risk that could be easily measured
(Williams et al., 2002). However, it should be noted that, despite the existence
of scientific research on measurable risk in the context of insurance activity, the
first contracts of this type were generally not based on a quantitative assessment
of risk in the probabilistic sense (Masci, 2011). Johann Heinrich von Thiinen
(1910) was the first economist to draw attention to the possibility of calculating
and insuring business risk. The author also pointed out that there are business
decisions with unpredictable results that are uninsurable. However, it is precisely
thanks to decisions with unpredictable consequences that entrepreneurs are able
to generate significantly higher profits, i.e. receive a risk premium. Thanks to the
development of insurance activity, from the first small institutions to modern
insurance companies, the uncertainty of the world of economy and business and
the resulting extensive catalogue of risks contributed to the development of risk
measurement methods using quantitative tools. The most common quantitative
tools include those derived from the exact sciences, mainly statistical measures and
the probability calculus. While the measurement of measurable risks did not raise
any doubts among researchers, over time attempts were being made to predict,
at least theoretically, nonmeasurable risks, i.c. those subject to uncertainty. To
this end, researchers started to use a number of optimization criteria determin-
ing decision-making functions. They include criteria proposed by Laplace, Wald,
Savage, Bayes and Hurwicz (Williams et al., 2002). The subjects of research on
risk in the context of insurance also included the issues of rational purchase of
forms of insurance cover (Mossin, 1968) and shaping of optimal terms and con-
ditions of insurance contracts depending on the nature and scale of the identified
risk (Raviv, 1979).

Uncertainty and risk are also the subjects of research in banking. Events
that may have a negative impact on the position of banks and their develop-
ment prospects, as well as the increasing probability of the occurrence of such
events resulted in the necessity to prepare a detailed categorization of banking
risk and to develop effective methods of its prevention, estimation, measure-
ment and evaluation (Iwanicz-Drozdowska, 2018). Banking risk issues are also
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widely linked to financial crisis mechanisms. The risk factors that cause significant
instability in key financial institutions can be referred to as destabilizing factors.
Furthermore, research covers the sensitivity and vulnerability of banking systems
to crisis-related risks as well as the impact of banking crises on economic growth,
financial stability indicators and inflation (Apétichioae, 2014).

1.1.2. Uncertainty and visk from a psychological and sociological
perspective

Uncertainty and risk are also the subjects of research in psychology and sociology.
They appear in research on psychological and sociological determinants of risk-
taking, behaviours in situations involving uncertainty and the influence of risk
factors on the behaviour of individuals (the psychological aspect) and societies
(the sociological aspect).

1.1.2.1. Uncertainty and risk in psychology

The main theory related to the behavioural perspective of uncertainty is the
psychological theory of decision-making, which indicates the mind of the deci-
sion-maker, or the manager in the case of an economic entity, as the source
of uncertainty (Nosal, 2001; Kozielecki, 2004 ). The scientific basis for the psy-
chological decision-making theory in conditions of uncertainty and risk is the
prospect theory (Kahneman and Tversky, 1979). As far as the issue of making
decisions in conditions of risk is concerned, the prospect theory contradicts the
theory of expected utility. The prospect theory assumes that risky decisions are
made on the basis of subjective decision weights (characterized by overestimating
low probabilities of risk occurrence and underestimating high ones) and the val-
ues of profit and loss measures (indicating the degree of satisfaction felt by deci-
sion-makers in taking risk compared to the initial state). Kahneman and Tversky
(1992) developed the prospect theory into the cumulative prospect theory creat-
ing a model of decision-makers’ attitude towards risk. The model indicates that
risk-taking is conditioned by individual tendencies and preferences to bear it. This
theory was also applied in further research aimed at explaining mental pathways in
choice-making processes, for example in the model of buyers” mental accounting
(Thaler, 1999).

The psychological aspect of risk continued to appear in research concerning,
among other things, preference for risk bearing in the current of the so-called
psychometric paradigm using psychophysical scaling techniques and multidimen-
sional analytical techniques for creating attitudes towards risk, as well as explain-
ing the perception of risk (Fischhoft et al., 1978; Fischhoft et al., 1981; Slovic et
al., 1982). Analyses also covered propensity to take risk depending on expected
benefits or losses (Edwards, 1961; Wilson et al., 1987; Barbosa et al., 2007) as
well as so-called decision-making subjectivism and subjective risk (Jonas et al.,
2001; Slovic, 2001; Gospodarek, 2012). The psychological research approach
to uncertainty and risk also shows links to the theory of choice and the question
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of rationality of choices. The subjects of analysis in this area include the volun-
tary character of choices and mental habits in the processes of risky or uncertain
choices (Gliszczynska, 1979; Aarts et al., 2006) and the multifacetedness of the
psychological background of risk and rationality of choices (Vlek and Stallen,
1980; Kiev, 2016).

Psychological factors determine certain attitudes towards risk (Elliott and
Archibald, 1989). Attitudes towards risk include aversion, neutrality, propensity,
avoidance, withholding. An individual’s attitude towards risk determines their
behaviour, investment decisions, actions taken in conditions of instability or cri-
sis, or willingness to purchase insurance cover (Wirneryd, 1996).

Risk as a determinant of psychological conditions for decision-making became
a subject of interest in economic psychology. The application of psychological
theories provides a basis for understanding economic decisions that are inevi-
tably connected with risk (Zaleskiewicz, 2012), as well as consumer decisions
(Falkowski and Tyszka, 2009). The approach to risk from the point of view of
social psychology is particularly important in conditions characterized by com-
plexity and instability (Kossowska et al., 2018).

At present, with regard to the negative consequences of uncertainty and risk,
research on the borderline between psychology and sociology is dominated by
the social cognition approach aimed at explaining the conditions for making
decisions concerning the social world and the rationality of behaviour, includ-
ing economic behaviour, of individuals in the face of growing threats (Frith and
Blakemore, 2006). The socio-cognitive perspective of economic behaviours
allows one to discover psychological mechanisms that shape the ways of interpret-
ing risky situations (Crusius et al., 2012). In the social cognition approach, an
important research area is the issue of psycho-social risk and safety management
(Guadix et al., 2015) in response to growing psycho-social risks in the broadly
understood business sphere, including employment reduction and work intensi-
fication (Langenhan et al., 2013).

The importance of the psychological dimension of decision-making in con-
ditions of uncertainty and risk as well as the rationality of choices has become
so important for organizations that risk psychology (Slovic, 2001) can be con-
sidered a permanent subject of research in the areas of modern management,
particularly psychology in management or psychological risk management. The
topic of risk psychology in relation to management is also linked to occupational
health and safety, business ethics and social responsibility (Leka and Cox, 2008;
Jain et al., 2011).

1.1.2.2. Uncertainty and rvisk in sociology

Uncertainty and risk became the subject of sociological research relatively late. It
was only the emergence of intensified climate threats, financial crises or terror-
ism on an international scale that triggered the need to investigate their causes
in the social field. Works by Beck are considered to be pioneering contribu-
tions to research on risk in the sociological context. This researcher conducted
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a discourse on a distinction between measurable risk and its social awareness
and explained the blurring of boundaries between the industrial society and the
risk society (Beck, 1987; 2002). The author also recognized the need to take
into account globalization processes in the analysis of growing social uncer-
tainty, changing basic terminology in his later works: the previously defined
risk society became the world risk society (Beck, 2012). The author noted that
the progressing globalization of social and economic processes did not remain
neutral to the nature of risk occurring in the environment of individuals and
organizations.

The area of interest of sociologists remains far removed from the measurable
calculation of risk or the rationalization of the perspective of decision-makers.
Therefore, research in this area is linked, among other things, to the theory of
action and the systematization of risk in sociology. The main subjects of research
have therefore become: the analysis of the social approach to uncertainty, the
theory of a sense of decreasing security in the modern society (and the analysis
of the impact of this phenomenon on the social perception of risk), as well as
the analysis of the causes of social conflicts as the main risks concerning intra-
social integration (Kaczmarek, 2003). The culturalist concept of risk (otherwise
referred to as constructivist), which treats risk as a certain social construct, also
derives from sociology (Douglas and Wildavsky, 1982). Although chronologi-
cally this concept was developed earlier than the publication of Beck’s first works,
it was only critics of his theory who became more interested in the constructiv-
ist approach to risk (Krohn and Kriicken, 1993). The culturalist concept of risk
involves the spread of risk culture as a relatively new concept in the area of organi-
zational management. A low level or absence of risk culture is indicated as one
of the major causes of spectacular collapses of business entities during the global
crisis of 2008 (Korombel, 2013).

Beck’s work initiated further research in the current known as the sociology of
uncertainty and risk. In this perspective, future identifiable states of risk are con-
sidered in three different ways (Zinn, 2009) as: the effects of the risk of making
irrational social decisions, the effects of calculating-probabilistic risk, and part of
the contemporary worldview. The sociology of uncertainty and risk also allows
one to consider them from the cultural (Douglas, 1992), political (Dean, 1999)
and systemic (Luhmann, 1993) points of view. Furthermore, theoretical reflec-
tions on the role of risk in the shaping of social change became a foundation
for empirical research on the perception and management of disasters, decisions
affecting the general public, social regulations, the voluntary character of risk-
taking at the level of national economies and behaviours towards the essentially
uncertain future (Zinn, 2009).

Many authors (e.g. Latour, 1993; Eisenstadt, 2000) point to the development
of modernity as the cause of'a new quality and structure of social risk. Social risk is
indicated as the direct cause of intensitying socio-cultural inequalities (Bourdieu,
1979). Power (2004) argues that social problems are the result of too much focus
on the prevention of immediate foreseeable risks and the simultaneous neglect of
the main responsibilities to society, i.e. social work, health care, crime prevention.
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According to the theory of social risk, risk should be considered in a flexible
manner going beyond generally accepted standards and the probability calculus.
The real social world cannot be transformed into an artificial world of measurable
risk factors (Hacking, 1991) because in addition to predictable and measurable
social risk areas, there is a systematic increase in uncontrolled areas that are the
source of a significant proportion of social problems (Power, 2004). Much earlier
similar conclusions were reached by Weber (1948), an eminent sociologist, who
noted that the rationality of people as representatives of society in shaping the
worldview cannot be conditioned only by mathematical estimations because the
sources of social threats are so extensive that they cannot be put into any measur-
able framework. Therefore, in principle there is no basis for estimating the prob-
ability of events.

In the sociological approach, risk is also related to theories considered in other
areas of science, e.g. the choice theory and the decision theory. In this area, the
impact of social learning on decision-making and choices in conditions of uncer-
tainty is analyzed (Bursztyn et al., 2014; Lahno and Serra-Garcia, 2015). Another
theory referring to risk and uncertainty is the social justice theory (Rawls, 1971).
It is used to analyse aspects of social injustice and justice in terms of risk allocation
(Cettolin and Riedl, 2016).

1.2. The understanding of uncertainty and risk in
management

In view of the fact that uncertainty and risk play an important role in the devel-
opment of many fields and disciplines of science, they are interdisciplinary con-
cepts. The proper understanding, analysis and interpretation of uncertainty and
risk, both theoretically and practically, are determinants of effective manage-
ment (Tchankova, 2002). Uncertainty and risk are treated as two of the key
determinants of the activity of enterprises, regardless of their size or activity
profile, and therefore they should be analyzed in a multidimensional manner in
the context of management. Also, the research area of management sciences,
which constitutes the theoretical basis for the implementation of management
practices in various types of organizations, bears the hallmarks of interdisciplinar-
ity. Therefore, management sciences are most often understood as the cumula-
tive value of all areas of an organization’s activity, where numerous disciplines
interweave (Czakon and Komanda, 2011; van Baalen and Karsten, 2012). Due
to the factors presented above justifying the interdisciplinary character of man-
agement, the concepts of uncertainty and risk are defined separately in many
areas of science.

1.2.1. The defining of uncevtainty

Uncertainty is usually treated as a concept with a broader substantive scope than
risk. Our review of the major definitions of uncertainty based on the types of
identified methodological approaches is presented in Table 1.1.
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Table 1.1 Approaches to defining uncertainty

Approach to defining  Definitions

With respect to
the causes of
occurrence

With respect to
the possibility
of assessing
probability

With respect to
the role in the
decision-making
process

With respect
to forecast
consequences

Metacognitive awareness of ignorance of the source of
knowledge about a given phenomenon (Smithson, 1999)

Lack of complete information on future events (Krickx,
2000)

A situation in which decision-makers have limited knowledge
to accurately describe the results of future events
(Carbonara and Caiazza, 2010)

The possibility of event occurrence presented by means of
a cause-and-effect chain of reasoning, characterized by
the impossibility of estimating the probability of such
occurrence (van der Heijden, 2000)

Events about which no reliable data can be obtained and for
which the likelihood of occurrence cannot be estimated
(Holton, 2004)

Inevitable unpredictability of the future due to unpredictable
factors expressed by means of classical probabilities
(Spiegelhalter, 2017)

Cognitive limitations (ontological uncertainty) and
incomplete knowledge (epistemological uncertainty) in
the market decision-making process (Schumpeter, 1934)

Incompleteness of information in the decision-making
process (dispersion of knowledge) (von Hayek, 1945)

Possibility of the occurrence of a potentially harmful event
(Freeston et al., 1994)

Possibility of the occurrence of a negative event (Dugas
etal., 2001)

Possibility of the occurrence of unforeseeable negative events
(Carleton et al., 2010)

As can be seen from Table 1.1, uncertainty is the most often equated with

events characterized by unpredictability, with negative consequences being the
most frequently expected results. Context-sensitive proposals can also be found
among the definitions examined, for example with respect to decision-making
processes or available knowledge resources, which results in the lack of an unam-
biguous definition of uncertainty within the context of management.
Uncertainty is also quite often used when defining risk, as a concept with a
narrower scope, a higher level of concretization and a more real character.

1.2.2. The defining of visk

Risk in itself is regarded as a universal concept, applicable in both science and
all dimensions of business life: economic, social and political (Sliwiniski, 2002).
Similarly to the case of uncertainty, the ways in which risk is defined in the



16 Uncertainty and rvisk in the modern world

scientific literature are characterized by great diversity, which can be justified
by the number and diversity of scientific disciplines on the basis of which risk is
interpreted and attempts at its operationalization are made (Spekman and Davis,
2004; Elahi, 2013). With regard to management sciences, it is possible to indi-
cate attempts to define risk both conceptually and in the area of sub-disciplines of
management science, such as quality management, strategic management or risk
management — a sub-discipline directly dedicated to the role of risk in business
management (Kaczmarek, 20006).

The results of the conducted review of the major definitions of risk, including
approaches to risk definition, are presented in Table 1.2.

The review of the definitions of risk included in Table 1.2 reflects and con-
firms the different understandings of this concept. A chronological analysis of
the emerging definitions also indicates that over time there occurred a significant
shift in the understanding of the concept, from a narrow approach identifying risk
most often with the probability of the occurrence of negative events, to a broad
approach emphasizing a catalogue of the real consequences of risk materialization.

1.2.3. Diffevences between uncevtainty and visk

The analysis of the definitions of uncertainty and risk allows one to conclude that
due to many common elements (Pablo, 1999) there is a strong relationship of
meaning between these concepts, but they are not identical (Jedynak and Bak,
2020). This is evidenced by the definitions of uncertainty and risk formulated by
the same authors by way of demonstrating significant differences between them.
On this basis, it is possible to identify their distinguishing criteria (Table 1.3).

The analysis of the definitions of uncertainty and risk compiled on a contrast-
ing basis (Table 1.3) allowed the development of a catalogue of criteria that
clearly distinguish between the two concepts in terms of meaning. On the basis
of these criteria, it is therefore possible to define uncertainty as a nonmeasurable,
subjective, unpredictable, irrational and uninsurable cause of risk, of a negative
or neutral nature. Risk, on the other hand, is a relatively measurable, objective,
predictable (estimable), rational and (partially) insurable result of uncertainty of
a negative or positive nature.

1.2.4. Pevception of uncevtainty and visk in management

Risk in management is usually perceived in the organizational dimension. This
perception refers to management at every level of an organizational structure, in
terms of allocating responsibility for risk management (DeLoach, 2004), as well
as management processes, in terms of allowing leaders to identify and track threat
signals (Calandro, 2015).

Due to the scale and intensity of negative (financial, functional, personal)
effects they may cause, uncertainty and risk are also understood in management
as factors determining the conditions for making economic decisions, including
managerial ones, differentiated with respect to the range of information available
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Table 1.2 Approaches to defining risk

Approach to
defining

Definitions

With respect to
the source of
occurrence

With respect to
the possibility
of achieving
established
objectives

With respect to
the role in
the decision-
making process

A situation where at least one of its constituent elements is
unknown, but the probability of its occurrence is known
(Pasieczny, 1981)

The threat of failure to achieve planned profit due to possessing
incomplete information (Holscher, 1987)

A situation where, in conditions of incomplete information,
decisions made are not optimal in terms of the objective
pursued (Kreim, 1988)

A situation or event where material or human value is
endangered and whose outcome is uncertain (Rosa, 1998)

Uncertainty about a specific event under the conditions of two
or more possibilities. This is a measurable uncertainty as to
whether the intended objective of the action will be achieved
(American Risk and Insurance Association, 1966)

The threat of failure to achieve the intended objective (Gruszka
and Zawadzka, 1992)

The threat of failure to achieve the intended objective or
incurring losses (Sierpinska and Jachna, 1993)

Uncertainty about the occurrence of deviations from the
intended results (Johanning, 1999)

Probability that the process results will not meet expectations
(Knechel, 2002)

The threat of failure of undertaken actions (Damodran, 2002)

Uncertainty about future results (Doerig, 2003)

The degree of variability or uncertainty about achieving the
intended economic or organizational result (Stabryta, 2006)

The degree of uncertainty about the achievement of the
organization’s objectives (ISO Guide 73 ..., 2009)

Impact (expressed in terms of deviation from the intended state)
of uncertainties on objectives (which may have different
aspects and categories, and can be applied at different levels
of management) (ISO 31000 ..., 2018)

One of the conditions for making managerial decisions requiring
the ability to determine the probability of the expected effects
of decisions made (Raiffa and Luce, 1957)

Uncertainty about the future events or results of decisions made
(Sinkey Jr, 1992)

Possibility of the occurrence of deviations in the factual results of
made decisions from the intended results (Buschgen, 1997)

A factor whose evaluation and minimization are a key condition
for effective strategic management (Urbanowska-Sojkin,
2013)

(Continued)
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Table 1.2 (Continued) Approaches to defining risk

Approach to Definitions
defining
With respect The possibility of failure, in particular the occurrence

to expected
results

With respect to

the possibility
of value
estimation

of independent events which are unforeseeable and
unpreventable, and which may render undertaken actions
ineffective, unfavourable and uneconomical by reducing
utility or increasing expenditures (Zieleniewski and
Szczypiorski, 1963)

The uncertainty of loss is treated as a mainly psychological
phenomenon that is important in people’s relationships and
experiences (Denenberg, 1964)

The measure of the probability and seriousness of adverse
consequences of an event (Lawrence, 1976)

The product of the occurrence probability and severity of the
effects of an event (Wilson and Crouch, 1982)

The combination of the result, probability, significance, cause-
and-effect scenario of an event and the affected population
(Kumamoto and Henley, 1996)

A deviation from the expected income level (Gardner and Mills,
1988)

The possibility of incurring damage or loss (Kendall, 1998)

The possibility of the occurrence of events or adverse trends
resulting in future losses or fluctuations in future income
levels (Marshall, 2001)

Anticipated damage resulting from the occurrence of an event
(Campbell, 2005)

A threat of incurring a quantifiable loss (Bula, 2003)

Uncertainty about the occurrence of a loss (Regda, 2007)

The uncertainty and severity of events and their consequences in
terms of value (Aven and Renn, 2009)

The variation of the rate of return from investments on the
capital market (Markowitz, 1959)

Changeability measured by the standard deviation of net cash
flows generated by a given undertaking (Uyemura and
Deventer, 1993)

A situation in which results are likely to be better or worse than
expected, provided that the distribution of the probability of
deviations of these results from their expected value is also
known (Marsh, 1995)

to a decision-maker or a group of decision-makers in a given situation (Ugur,
2005). Thus, it is possible to distinguish decision-making (Harrison, 1977):

under the conditions of certainty (very rare in the case of business decisions),
under the conditions of risk (the manager has information allowing them to
forecast the effects of the available choice options, but these are uncertain
effects that are more or less likely to occur),
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e under the conditions of uncertainty (the manager usually does not have
information allowing them to forecast the effects of the available choice
options, and if they have such information, it is not possible to estimate the
degree of the probability of their occurrence, so the eftects of decisions made
under such conditions are usually unforeseeable),

e under the conditions of extreme uncertainty (mainly during crises, the man-
ager has no way of predicting the outcome of their decisions).

Since the alleged objective of the sub-discipline of management dedicated to risk is
to provide decision-makers with a theoretical and practical basis for systematically
coordinating the process of managing identified risks and dealing with inherent
uncertainty (Williams et al., 2006), the making of business decisions under the con-
ditions of uncertainty or risk is permanently embedded in the competence areas of
managers, regardless of the industry or size of a business entity. Taking into account
the basic catalogue of managerial tasks (Nogalski and Sniadecki, 2001), including
team management, decision-making, continuous improvement and adjustment of
the organization to changes in the environment, the risk management function
seems to be dedicated to the fulfilment of the last of these tasks, i.c. the adaptation
of the entity to dynamic changes in the near and more distant environment.

Furthermore, risk is taken into account in all dimensions of management: stra-
tegic, tactical and operational. Besides its perception in the context of different
types of threats to conducted business activities, the understanding of the concept
of risk in relation to management clearly outlines its importance in the following
two contexts: the shaping organizational objectives and managerial attitudes, as
well as conditions under which business decisions are made.

The perception of risk can significantly influence the formulation and pur-
suit of organizational objectives adopted in the management process. A proper
approach to risk allows the enterprise to define threats to its activities in an auton-
omous and adequate manner as well as to manage them optimally (Sargeant and
Jen, 2016). The perception of risk also supports the process of shaping attitudes
to specific threats appropriate to a given situation (Ulbert and Csanaky, 2004),
which translates into managerial attitudes and decisions determining the pro-
cess of effective risk management. Risk management is currently an obligatory
managerial function. Moreover, thanks to a skilful adaptation of risk manage-
ment in various areas of the organization’s activity, it is possible to maintain a
balance between rationality in taking risky actions and subjectivity in terms of
their perception (Hamori, 2003). It is also easier to properly assess the sources
of risk, especially their reversibility /irreversibility, to assess the consequences of
their materialization and to make decisions concerning voluntary or obligatory
compensation for such consequences (Kasperson et al., 1988).

1.3. Trends in the development of enterprise risk

In parallel with the development of management sciences, the specific character of
risks identified in business organizations was changing. The basis for the various
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enterprise risk typologies which have developed over the years is sources of risk.
Sources of risk can be found in the business environment, particularly in its physi-
cal, social, political, operational, economic and legal dimensions (Tchankova,
2002). The most important types of risks that directly affect the core business of
enterprises, distinguished on the basis of a field criterion, include: financial risk,
production risk, organizational risk, personnel risk, logistical risk, investment risk,
regulatory risk, political risk, technological risk, marketing risk, reputational risk
and business risk.

1.3.1. Business risk

Business risk is the type of risk that very early on began to determine business activi-
ties of enterprises. This concept appeared in scientific texts as early as the second
decade of the 20th century. In a text by Reed (1916), weather conditions were seen
as a business risk for production activities on agricultural farms in the USA. Later in
the 1960s business risk began to appear in analyses of the psychological approach
to management. What researchers were looking for at that time was psychological
factors conditioning the taking of business risk (Phelan et al., 1961). In scientific
literature, the formal separation of business risk as one of the categories of risk faced
by enterprises took place in relation to financial activities. At that time, business risk
occurred as an inherent component of investment risk, related to production con-
ditions, but independent of the method of financing enterprise resources (Mayer,
1965). Thus, the category of business risk and the beginnings of the awareness of
its importance in the activities of enterprises are the result of the dynamic volatility
of the economic environment, which shed new light on the issue of risk manage-
ment in business. The approach to business risk became one of the determinants of
an enterprise’s survival on the market, regardless of the represented industry (Kot
and Dragon, 2015). Business risk is closely related to macroeconomic risk factors
(including political risk), most often having a strategic dimension.

1.3.2. Financial visk

Another important type of risk in the activities of enterprises is financial risk.
Although the idea of financial risk, and thus the first scientific texts using this
term, dates back to the 1920s (Foster and Catchings, 1925), the origins of its
fundamental conceptualization could only be seen in the 1950s, when Miller,
Modigliani and Markowitz published their groundbreaking works. The dynamic
development of the theory of financial risk and its measures lasted until the
1990s, which witnessed the first crisis manifesting itself in mass bankruptcies
of significant entities, despite the use of hedging tools in financial management
(e.g. the British Barings bank or the Long-Term Capital Management hedging
fund established, among others, by the aforementioned Nobel Prize Laureates
Myron and Scholes) (Bouchaud and Potters, 2000; Flood, 2012). These events
caused a decline in confidence in the financial risk theory. They were followed
by a period of transition whose hallmark was The Black Swan by Taleb (2007),
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in which the author defined and explained the causes of financial market events
characterized by great impact and simultaneously the impossibility of estimating
the probability of their occurrence. The period ended in 2007 with another, this
time catastrophic, collapse in the form of the global financial and banking crisis
that forced enterprises to reorganize their internal financial systems (Toarna and
Cojanu, 2015).

1.3.3. Technological risk

Technological risk is also of no small importance in the activities of enterprises.
The very concept of technological risk has been present in economic literature
since the 1940s. The first text comes from 1941 and concerns a theory of produc-
tion in conditions of technological risk (Tintner, 1941). In the era of dynamic
technological progress manifesting itself, among other things, in production
mechanization and innovation, changes in production potential, shortened pro-
duction cycles (Caliskan, 2015), IT and information technology development
(Teymouri and Ashoori, 2011), knowledge and technology transfer in R&D
(Akcali and Sismanoglu, 2015), the development of artificial intelligence and the
application of technological solutions in management processes (Phillips-Wren
and Jain, 2000), enterprises in all sectors of the economy face the challenge of
coping with new threats related to uneven economic development and intensi-
tying competition (Firszt, 2014). A characteristic subcategory of technological
risk is cyber risk. The first means of protection against cyber risk were already
available in the 1970s and the 1980s, but only for major financial institutions
and blue-chip companies. This type of risk started to play a more significant role
in the activities of average enterprises in the 1990s, in parallel to the intensive
development of the internet. Threats resulting from conducting business activi-
ties in cyberspace may cause serious losses, starting from interruptions in busi-
ness activities and consequent additional costs, through the potential possibilities
of disclosing confidential information or personal data and the consequences of
non-compliance with legal regulations, and ending at the loss of reputation and
the necessity of implementing technologically advanced and expensive protec-
tions against cybercrime, including additional costs of insurance (Camillo, 2017).
Cyber risk takes a particular form in financial sector enterprises (mainly banks),
where the provision of services through electronic channels (e-banking), besides
generating many new threats, forces enterprises to reorganize themselves and to
adjust their functioning systems to the requirements of risk management (Bak,
2017).

1.3.4. Investment risk

The 1920s witnessed the beginning of the rapid development of stock exchanges.
At that time, loans secured by shares became commonplace among companies.
However, the first individual markets of this type had been established a little bit
carlier, in the period of industrialization (e.g. the New York Stock Exchange in
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1792 and the London Stock Exchange in 1773). The world’s stock trading insti-
tutions achieved the peak of their growth in the 1960s. It was then that threats
related to stock exchange trading started to be identified as a new category of risk,
i.e. investment risk. The first publication on this risk category dates back to 1953
(Bagley, 1953). New opportunities to make profits outside the core business, in
the form of investments in securities, in a way forced enterprises to include the
new form of risk in the catalogue of identified risks in order to minimize the pos-
sibility of financial losses. In fact, investment risk constitutes a danger that the
actual rate of return on stock investments may differ from the expected rate of
return, which may be caused by fortuitous factors such as fluctuations in stock
exchange quotations (Fleckner, 2006; Fleckner and Hopt, 2013). Investment
risk also includes macroeconomic risk factors (Grinols and Turnovsky, 1993).

1.3.5. Regulatory visk

With the development of stock markets, investing enterprises also had to meet
the requirements of stock exchange rules and legal regulations, which resulted in
the creation of strategies aimed at dealing with regulatory risk. The formalization
of regulatory risk with respect to legal regulations applicable to business activi-
ties varies depending on structural, political and legislative changes in individual
countries (United Nations Economic Commission for Europe, 2012). The first
publication addressing the importance of regulatory risk in business activities was
Regulatory Risk, Investment and Welfare (Woroch, 1988).

1.3.6. Marketing visk

Marketing risk is another category of risk playing an important role in determining
the position, performance and competitive advantage of enterprises. According
to Drucker, the first reasons for treating marketing as a universal corporate func-
tion could be seen in the events of the first half of the 19th century (Cohen,
2014). The beginnings of the development of research on the role of marketing
risk in management are the works by Bauer (1960), who introduced the con-
cept of risk into marketing literature, and Cox (1967). Marketing activities often
determine an enterprise’s competitive position. Jacoby and Kaplan (1972) and
Roselius (1971) presented the first attempts at developing a holistic approach to
marketing risk, focusing on identifying a catalogue of its negative consequences.
The consequence of their work was the development of marketing risk analysis
and assessment methods integrated with other functional areas and adapted to
the conditions of the environment (Boutang and De Lara, 2016).

1.3.7. Political risk

The 1960s were a time of an increasing influence of political changes on the
functioning of enterprises. Due to increasing political instability, a new type of
risk, i.e. political risk (Usher, 1965), emerging in academic literature at that time
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became and continues to be a serious threat to and challenge for mainly foreign
investments of enterprises. Since 1980, the impact of political risk on foreign
direct investment flows has become so great that the processes of assessing this
risk and seeking investor protection measures have become routine elements of
managers’ decision-making processes, mainly in manufacturing companies oper-
ating on a global scale (Jodice, 1985; Sottilotta, 2013). As a result of the wide
variety of definitions of political risks, there is a consensus in the scientific litera-
ture on the subject that a precise and uniform definition is rather difficult to for-
mulate (Kobrin, 1979; Sottilotta, 2013) due to the fact that it is not an individual
risk, but a set of related types of risk (Graham et al., 2016).

1.3.8. Personnel risk

Because of the high degree of influence of human resources on the functioning
of an enterprise, personnel risk is analyzed as a separate category of risk. The first
publication examining in detail the role of personnel risk is Guide to Personal Risk
Taking (Byrd, 1978). Professional analyses of personnel risk and work on the
development of its measuring methods started to be performed in parallel with
the dynamic growth of research in the area of human resources management in
the penultimate decade of the 20th century (Hussain and Ahmad, 2012; Neves
and Eisenberger, 2014). Personnel risk is defined as the probability of a negative
event occurring as a result of personal decisions and the scale of negative conse-
quences of that event on the proper functioning of the enterprise (Lipka, 2002).

1.3.9. Production risk

Production risk is the type of risk that has accompanied business enterprises since
the beginning of their production activities. It is related to the changing efficiency
of production processes. Such changes may result from inadequate quality of raw
and intermediate materials, equipment failures or human errors (Wrodarczyk,
2011). Despite the fact that problems related to the aforementioned causes were
appearing simultaneously with the development of industrial production activi-
ties in the 19th century, it was only the period after World War II that witnessed
a dramatic growth in a wide range of production activities. At that time, the
awareness of the role of production risk in generating results was considerably
raised, which resulted in a formalized approach to production risk and its initial
categorization at the turn of the 1960s (Freeman and Lou¢d, 2001; Kumbhakar,
2002). In scientific literature, this concept began to appear in the early 1980s
(Britto, 1980).

1.3.10. Logistical visk

Due to strict requirements concerning customer service, as well as increasing
costs of capital, warehousing and transport, logistics management started to play
a major role in the operations of enterprises (Ciesielski, 1999). Although not
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defined and not managed, logistical risk has accompanied manufacturing compa-
nies since the launch of sales processes. The importance of logistical risk in busi-
ness management was analyzed in literature for the first time in 1980 (Wright,
1980). However, the professionalization of the approach to logistical risk and its
comprehensive definition in management theory and practice were only a con-
sequence of imposing more stringent logistical requirements on enterprises due
to the dynamically progressing globalization process in the 1990s, which con-
siderably facilitated international trade and contributed to the intensification of
international cooperation in the form of supply chains (Finch, 2004; Chang et
al., 2015).

1.3.11. Owrganizational visk

Business activities are also accompanied by organizational risk, initially equated
with potential dangers resulting from errors in the harmonization of processes
taking place in the enterprise, in the functioning of machinery and equipment as
well as the resulting possibility of disturbances in the continuity of business oper-
ations (Bizon-Gorecka, 2004). However, over time, the meaning of organiza-
tional risk as understood by enterprises was broadened to include risks related to
employees (i.e. the aforementioned personnel risk), legal procedures and require-
ments, technical and logistical issues, as well as any irregularities in organizational
and control processes taking place within the enterprise (Kaczmarek, 2010). This
broadening of the scope of organizational risk took place during the intensive
development of management methods and concepts in the 1970s (Penc, 2002).
The first scientific publications analyzing this category of risk date back to the late
1980s (Morris, 1987).

1.3.12. Reputational visk

Another type of risk important in the activities of enterprises, and especially for
their competitive position and ability to survive is reputational risk. Reputation
is a multidimensional concept (Pineiro-Chousa et al., 2016) that can be a source
of both direct reputational risk and indirect growth risk (Comeig et al., 2015).
Despite enterprises’ awareness of the sources of reputational risk, the formal
identification of reputational risk factors and the implementation of professional
forms of image protection began to appear in the second half of the 1990s. The
first scientific publication on this topic focused on the need to include the new
category of reputational risk in management (Goddard, 1998), while a significant
increase in its use and its formal definitions formulated on the basis of manage-
ment sciences were observed after a series of reputation scandals in international
corporations (e.g. Enron, WorldCom, Tyco) at the beginning of the 21st cen-
tury. Reputational risk results mainly from the interference of the mass media in
the shaping of opinions about business organizations and the phenomenon of the
widespread exchange of information in the business environment. Reputational
risk lies in the gap between the socially expected and actual behaviour of an
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enterprise (Brady and Honey, 2007), and its existence is directly related to the
development of technology (including social media) and ongoing globalization
processes (Eckert, 2017). The degree of an enterprise’s exposure to reputational
risk is determined by (Eccles et al., 2007): the consistency /inconsistency of opin-
ions about the enterprise’s activities with the factual state of affairs, the external
expectations of interest groups regarding the enterprise and the quality of intra-
organizational management.

1.3.13. Global visk

The 1990s were a period of great acceleration in globalization processes. The
liberalization of trade, the removal of barriers to the movement of capital and
labour, the development of international organizations, the emergence of
knowledge-based economies, and the increased complexity of the functioning
of economic entities are just some of the factors determining the distinction of
a new, multidisciplinary category of global risk that is important not only on
a macro scale for national economies, but also on a micro scale for individual
enterprises operating on international markets (Hossu et al., 2009; Marginean,
2015; Okoye and Nwaigwe, 2015). The very concept of global risk appeared in
scientific literature in a publication summarizing the conclusions of the Forum
on Global Change and Our Common Future (Mlot, 1989). The term “global
risk” can be used to describe an uncertain event or condition that, if it occurs,
could have a significant negative impact on several countries or sectors over the
next ten years (World Economic Forum, 2017). Global risk is also a category of
risk where dynamic changes can be observed due to transformations in the eco-
nomic environment. Therefore, international organizations periodically pro-
vide economic operators with comprehensive information on the directions of
these changes in the form of numerous analytical reports. Such reports include
The Global Risks Reports, which are prepared annually by the World Economic
Forum. Global risk constitutes an integrated set of economic, environmental,
geopolitical, social and technological risks. Besides its considerable impact on
individual enterprises (Gleason et al., 20006), it is also an important factor in
enterprises’ cooperation within international supply chains, strategic alliances
or global networks (Christopher et al., 2011; Manuj and Mentzer, 2008; Tse
et al., 2011). Furthermore, the impact of global risk on modern companies
may have a number of consequences for management processes (Jedynak and
Bak, 2018):

e the large variety of types of global risk contributes to the complexity of func-
tioning of modern businesses,

e the possibilities of measuring the scale of threats where different types of
global risk coexist are limited, especially taking into account the analytical
potential of individual enterprises,

e  thelevel of uncertainty in the processes of measuring and assessing the impact
of global risk justifies a flexible approach to management,
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e management processes taking into consideration global risk should take
place particularly at the level of strategy.

1.3.14. Strategic and opevational visk

The way of categorizing risk on the basis of the time horizon criterion is also
important in the activities of enterprises. Thanks to this, the literature on the
subject distinguishes the following categories of risk: strategic risk related to an
enterprise’s long-term activities on the market, growth, development dynamics,
achievement of long-term business goals (Gregorczyk, 2013) and operational risk
related to ongoing operations involving internal procedures, systems or employ-
ces (Tedford and Himmerle, 2008). Strategic risk was defined as a distinct type
of risk relatively late, due to business organizations’ excessive concentration on
financial risk and risk resulting from changes in the economic environment. The
concept of strategic risk in economic sciences began to function in the 1980s
(Aivazian and Callen, 1983). With regard to management, however, it was ana-
lyzed and defined in a comprehensive manner by Porter (1987) as a risk of failure
to achieve objectives arising from the company’s strategy, and then by Frigo
and Anderson (2011) as internal and external factors that could potentially jeop-
ardize the achievement of objectives arising from a strategy. Meanwhile, opera-
tional risk, due to its significant role in corporate governance, began to appear
in economic literature in the 1960s (Schwartz and Aronson, 1967). However,
this category of risk was only defined and explained fully and uniformly by the
Basel Committee on Banking Supervision for financial institutions in Basel II in
2004 and in a document clarifying the principles formulated at that time (Basel
Committee on Banking Supervision, 2011).

1.3.15. Evolution of visk

The effect of mapping the pace and character of changes in risk formation is
the positioning of the key types of business risk on a timeline (Figure 1.1). As
it results from the above analyses, the tendencies in the development of risk
over the indicated period determined the strategies and resulting objectives
of enterprises, causing changes in the nature and priorities of their business
activities in particular periods. Thus, Figure 1.1 is an attempt to graphically
represent the trends in the development of business risk, with an indication of
scientific publications that were the first to use the terms referring to particular
types of risk.

As can be seen from the risk overview in Figure 1.1, the types of risk that are
of key importance in the activities of enterprises started to appear and be identi-
fied in the second decade of the 20th century. Subsequently, the emergence of
new categories of risk in scientific literature intensified in the 1950s and 1960s,
when the achievements of the classical management theories caused the necessity
to formulate a certain synthesis of previous deliberations, which in turn resulted



28  Uncertainty and risk in the modern world

POLITICAL RISK

REGULATORY
RISK
Woroch (1988)

ORGANIZATIONAL RISK
Morris (1987)

PERSONNEL RISK

Usher (1965) Byrd (1978)
REPUTATIONAL
FINANCIAL RISK INVESTMENT RISK PRODUCTION RISK RISK
Foster and Catchings (1925) Bagley (1953) Britto (1980) Goddard (1998)
1920 1930 1940 1950 1960 1970 1980 1990 2000
OPERATIONAL RISK

Schwartz and Aronson (1967)
TECHNOLOGICAL RISK
Tintner (1941)
LOGISTICAL RISK
Wright (1980)

MARKETING RISK
Bauer (1960)

BUSINESS RISK

Reed (1916) STRATEGIC RISK

Aivazian and Callen (1983)

GLOBAL RISK
Miot (1989)

Figure 1.1 A chronological development of risks regarding business activities. Note:
The publications were selected on the basis of a systematic review of the
scientific literature available in the EBSCO and Web of Science databases.

in the emergence of the so-called integrating trends in management sciences,
such as the systemic and situational approaches (Lachiewicz and Matejun, 2012).

1.4. Directions of research on uncertainty and risk
indicated by Nobel Prize Laureates

Uncertainty and risk as concepts of an interdisciplinary nature are an important
research area for scientists whose breakthrough achievements have been confirmed
by the award of the Bank of Sweden Prize in Economic Sciences in memory of
Alfred Nobel. An analysis of the award-winning achievements of all Laureates to
date (1969-2020) shows that rescarch on risk and uncertainty is conducted by
them in many disciplines and sub-disciplines of economic sciences, including:
macroeconomics, microeconomics, financial economics, econometrics, manage-
ment sciences, general equilibrium theory, game theory, institutional econom-
ics, information economics, behavioural economics and international economics
(Bak, 2020). Table 1.4 presents a list of the Nobel Prize Laureates who carried
out scientific research on risk and uncertainty and the disciplines of science repre-
sented by the awarded achievements.
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Table 1.4 Nobel Prize Laureates in economic sciences conducting research on risk
and uncertainty

Laureate Year Scientific discipline of the awarded achievement
MACROECONOMICS
Friedrich von Hayek 1974 Theory of money and economic fluctuations

and analysis of interdependence among
cconomic, social and institutional
phenomena

Milton Friedman 1976 Analysis of consumption, monetary history
and theory and demonstration of
complexity of stabilization policies

Franco Modigliani 1985 Analyses of saving and financial markets

Robert Lucas Jr 1995 Theory of reasonable expectations in
macroeconomic analysis

Paul Romer, 2018 Role of technological innovation and climate

William Nordhaus change in macroeconomic analysis

MICROECONOMICS

Leonid Hurwicz, 2007 Fundamentals of mechanism design theory

Eric S. Maskin,
Roger B. Myerson

Paul R. Milgrom 2020 Improving auction theory and inventing new

Robert B. Wilson auction formats that benefit sellers, buyers
and taxpayers worldwide

FINANCIAL ECONOMICS

James M. Buchanan Jr 1986 Theory of making political and economic
decisions

Harry Markowitz, 1990 Financial economics theory, mainly in the

Merton Miller, area of corporate finance, including

William Sharpe contributions to the development of
general financial asset valuation theory and
portfolio theory

Robert Merton, 1997 New methods for determining the value of

Myron Scholes derivatives

ECONOMETRICS

Lawrence Klein 1980 Econometric models and their application
to analysis of economic fluctuations and
economic policies

MANAGEMENT SCIENCES

Herbert Simon 1978 Decision-making processes in economic
organizations

Elinor Ostrom 1990 Analysis of economic governance, especially
the common good

Oliver E. Williamson Analysis of management with respect to

selection of economic operators
GENERAL EQUILIBRIUM THEORY
Paul Samuelson 1970 Development of static and dynamic economic
theory, analytical and methodological
development in economic sciences

(Continued)



30 Uncertainty and rvisk in the modern world

Table 1.4 (Continued) Nobel Prize Laureates in economic sciences conducting
research on risk and uncertainty

Lawreate Year Scientific discipline of the awarded achievement

John Hicks, 1972 General economic equilibrium theory and

Kenneth Arrow social welfare theory

Maurice Allais 1988 Market theory and efficient use of resources in
partial and general equilibrium theory

GAME THEORY

Reinhard Selten, 1994 Analysis of equilibrium in game theory

John Nash Jr,

John Harsanyi

Thomas C. Schelling 2005 Understanding of conflict and cooperation by

means of game theory analysis

INSTITUTIONAL ECONOMICS

Ronald Coase 1991 Importance of transaction costs and property
rights for the institutional structure and
functioning of the economy

Oliver Hart, 2016 Contract theory

Bengt Holmstrom

ECONOMICS OF INFORMATION

George A. Akerlof, 2001 Analysis of markets characterized by
A. Michael Spence, Joseph E. information asymmetry
Stiglitz
BEHAVIOURAL ECONOMICS
Gary S. Becker 1992 Extending microeconomic analysis to a

wide range of human behaviours and
interactions, including extra-market
behaviours

Daniel Kahneman 2002 Integration of psychological research with
economic sciences, in particular that
relating to human judgement and decision-
making in conditions of uncertainty

Vernon L. Smith Methodology of laboratory experimentation
as a tool for empirical economic analysis,
particularly useful for the study of
alternative market mechanisms

Richard Thaler 2017 Development of behavioural economics
INTERNATIONAL ECONOMICS
Paul Krugman 2008 Analysis of trade patterns and locations of

business activities (international commercial
and economic geography)

Source: the authors’ own work based on: The Sveriges Riksbank Prize in Economic Sciences in
Memory of Alfred Nobel, 2020.

1.4.1. Macvoeconomic vesearch on unceviainty and visk

In the field of macroeconomics, research on uncertainty and risk was carried
out, among others, by Fredrich von Hayek, a representative of the Austrian
school. Developing the theory of decision-making, the author referred to the
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uncertainties of the surrounding world. He defined uncertainty as a situation in
which a decision-maker has only a fragmentary part of the needed information,
while the existing uncertainty can only be eliminated by the entire necessary
knowledge held by a set of all decision-makers involved in a specific decision-
making process. Hayek also pointed out that the market understood as a mecha-
nism for coordinating the exchange of information can effectively deal with the
phenomenon of uncertainty and the resultant dispersed knowledge (von Hayek,
1945; Brady, 2011). Uncertainty was also an important area of scientific inter-
est for Robert Lucas Jr., who regarded it as an important element in the devel-
opment of John Muth’s theory of rational expectations. Lucas analyzed prices
of assets in a changing economy and developed the scientific achievements of
Friedman and Phelps, whose main research focused on connections and relation-
ships between unemployment and inflation. Lucas stressed that only uncertain
changes in the supply of money can have a real impact on changes in unemploy-
ment, and the unpredictability of a monetary policy in the fight against unem-
ployment is a factor determining its effectiveness (Lucas, 1972; 1978). Milton
Friedman, on the other hand, treated risk and uncertainty as dichotomous con-
cepts, seeing the economy as a domain of risk, not uncertainty. He also analyzed
the effectiveness and consequences of choice in conditions of risk (Friedman
and Savage, 1948). Another Nobel Prize winner, Franco Modigliani, is a co-
author of research analyzing consumer decisions in conditions of uncertainty
(Dreze and Modigliani, 1972) and, in addition, together with another Nobel
Prize winner, Merton Miller, he developed a theorem on the impact of invest-
ment decisions and capital structure on the valuation of enterprises and on their
ability to generate positive financial results under conditions of free competition.
The assumptions for this theorem are closely linked to business risk and indicate
that such risk can be estimated using the standard deviation of expected earnings
before interest and tax. Thus, according to these assumptions, enterprises with
the same level of standard deviation should be classified as belonging to the same
risk classes (Czekaj and Dresler, 1995). William Nordhaus and Paul Romer are
other Nobel Prize Laureates whose scientific work addresses the issue of risk in
macroeconomics. Romer was involved in explaining interactions between eco-
nomic growth and the development of innovations for which risk is one of the
characteristic features (Romer, 1990). William Nordhaus, on the other hand,
dealt with the impact of environmental risk on economic conditions (Nordhaus,
1993).

1.4.2. Micvoeconomic veseavch on uncevtainty and visk

Uncertainty and risk are also a major research problem for specialists in micro-
economics. Leonid Hurwicz developed one of the optimization criteria (the
Hurwicz optimism index criterion) used in the process of forecasting economic
phenomena of a nonmeasurable nature. This criterion applies to the decision-
making process in conditions of uncertainty and recommends the choice of
such a decision variant whose maximum usefulness of the result is the greatest
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(Gaspars-Wieloch, 2014). Research on risk in the area of microeconomics was
also conducted by Eric Maskin in cooperation with John Riley. It focused on risk
associated with auctioning and resulting from uncertainty as to the buying pref-
erences of bidders (Maskin and Riley, 1984). Roger Myerson also contributed to
the development of microeconomic research on risk by analyzing the possibility
of its optimization from the seller’s perspective and the buyer’s neutral position
with respect to risk (Myerson, 1981). In this area of economics, Paul Milgrom
and Robert Wilson also contributed to the development of research on risk and
uncertainty, developing auction theory and creating new auction formats that
can be beneficial to sellers, buyers and taxpayers all over the world. The achieve-
ments of these researchers will facilitate the development of measures aimed at
minimizing the risk of price collusion. They also developed a theory of auction-
ing items of common value. It is assumed that such auctions are characterized by
uncertainty, but eventually they are the same for all participants (Wilson, 1992;
Milgrom, 2010).

1.4.3. Research on uncevtainty and risk conducted by rvepresentatives
of financial economics

Quite a few Nobel Prize Laureates were researchers specializing in financial eco-
nomics. James M. Buchanan Jr conducted research on the relationship between
a system of government and uncertainty and risk. Its result was a social theory
integrating political and economic decisions as well as elements of the legal
system. However, the most connections between financial economics and risk
can be seen in the works by Markowitz, Miller and Sharp. One of their achieve-
ments was the development of a general theory of financial assets valuation.
Another success of these three researchers was proving the existence of risk-
free financial assets and making a contribution to the theory of investment risk
(Varian, 1993). Harry Markowitz is the author of the so-called portfolio theory
dealing with the optimization of financial investments. In particular, he studied
the effects of asset risk as well as asset correlation and diversification in rela-
tion to expected returns on the investment portfolio. In addition, Markowitz
significantly developed the optimal investment theory, important for manag-
ers and concerning assets that differ in their expected rate of return and risk
level (Markowitz, 1952; 1987). Merton Miller developed economic methods
to reduce corporate risk, including net assets diversification and maximization
(Varian, 1993). William Sharpe co-authored the Capital Asset Pricing model
based on Markowitz’s theory and constituting an important contribution to the
theory of market equilibrium under conditions of risk (Sharpe, 1964; 1970).
The issue of risk can also be seen in Robert Merton’s research. One of his
research objectives was to facilitate more effective risk management in finan-
cial markets (Merton, 1973; 1977). Myron Scholes contributed substantially
to improving economic valuation in many areas of the economy by creating
new financial instruments burdened with less risk. The result was smoother risk
management processes (Scholes, 1976).



Uncertainty and risk in the modern world 33
1.4.4. Reseavch on uncevtainty and visk in econometrics

Risk and uncertainty are also important determinants of econometric research,
mainly in the area of the modelling of economic phenomena. This fact can be
observed, for example, in the scientific achievements of Lawrence Klein. The
author focused primarily on exchange rate risk, but also liquidity risk and credit
risk. He emphasized that an appropriate measure of exchange rate risk is the dis-
crepancy between the forecasts of exchange rates and their actual values; hence,
exchange rate risk can be gradually reduced by improving forecasting methods
(Herring, 1983; Morris and Shin, 2016).

1.4.5. Reseavch on uncevtainty and risk in management

Another discipline of economic sciences with a considerable range of research on
risk and uncertainty is management. Herbert Simon dealt, among other things,
with the impact of uncertainty on decision-making processes in organizations. In
this respect, he was the creator of a rational model of decision-making and a con-
cept of the limited rationality of a human being as a decision-maker in conditions
of uncertainty. His numerous works (Simon, 1965; 1977; 1979; 1989) influ-
enced the development of the theory of organization and management, as well
as the psychology of research in management sciences. Oliver E. Williamson has
undertaken research on certain and uncertain choices of business entities, their
rationality, investment risk, opportunistic behaviours, as well as the risk related to
the phenomenon of information asymmetry (Williamson, 2015). Elinor Ostrom
contributed to the emergence of a new economic trend, i.e. the economics of
the common good. She formulated a set of principles of communal manage-
ment which assume the existence of the risk of unforeseen crisis situations and
the necessity to develop low-cost and effective mechanisms for dealing with both
unforeseeable and probable problems (Ostrom, 1990).

1.4.6. Research on uncertainty and risk in the theory of generval
equilibrium

The theory of general equilibrium is another area of economic sciences where
risk and uncertainty need to be taken into account. Paul Samuelson’s research
on risk and its probability significantly influenced the development of the theory
of expected utility (Samuelson, 1952). In his numerous works (Hicks, 1939;
1973, 1979), John R. Hicks, one of the most outstanding representatives of the
mathematical trend in economics, dealt also with economic risk, proving that
risk can be insured, assuming the reliable functioning of the law of large num-
bers. Kenneth J. Arrow was also an outstanding author of risk research. He is
a co-author of the general equilibrium theory and a researcher of the decision
theory, the uncertainty and risk theory, as well as information asymmetry. He
contributed to the development of insurance economics by dealing, among other
things, with the problem of risk in the analysis of moral hazard (Arrow, 1951;
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1965; 1974). He is also the author of a series of essays on the theory or risk-
bearing (Arrow, 1971). Maurice Allais (the author of the Allais paradox) used risk
as a determinant of the implemented methodology of his experiment. The main
method used was checking the relationship between certain and risky choices in
the decision theory. The author also focused on the causes and risk of the occur-
rence of economic crises (Allais, 1965; 1966; 1969).

1.4.7. Reseavch on uncevtainty and visk in game theory

Uncertainty and risk are dominant factors in the game theory. This theory is
directly linked to the rationality of making appropriate decisions in various situa-
tions, including risky ones. John Nash Jr, Reinhard Selten and John C. Harsanyi
analyzed equilibrium in the theory of games, which is inextricably linked to
the theory of decision-making under conditions of risk. The last of these three
researchers dealt particularly with game theory analysis under conditions of risk
and incomplete information, providing a theoretical basis for a new area of research
that would be known as information economics (Harsanyi, 1967). Awarded the
Nobel Prize for achievements in the development of the game theory, Thomas
Schelling researched the issue of uncertainty of economic phenomena, focusing
on the methods of solving international conflicts. To this end, he analyzed certain
and uncertain determinants of retaliation, as well as numerous aspects of their
credibility and effectiveness (Schelling, 1981).

1.4.8. Researvch on uncevtainty and visk in information economics

Expanding the topic of the importance of risk research in information economics,
it is necessary to highlight the work of Akerlof, Spence and Stiglitz. These three
economists made considerable contributions to the development of research on
information risk. Among other things, they analyzed the impact of information
asymmetry on the risk of failure in relations among different market participants.
Another area of their research was the determination of the course of microeco-
nomic and macroeconomic phenomena by the disproportionate distribution of
market information (Lofgren et al., 2002).

1.4.9. Research on uncevtainty and visk in institutional economics

Institutional economics is also an area that provides a background for research
on economic risk. As a precursor of the transaction cost theory, Ronald Coase
formulated a theorem in relation to ownership, adapted subsequently to the
economic contract theory. He also addressed the issue of the rationality of risky
choices, arguing that an analysis of transaction costs is necessary in the process
of forecasting and determining market behaviours, and thus also in estimating
the level of risk and its consequences (Coase, 1937). Oliver Hart analyzed the
risk of incomplete contracts, thus contributing with his research to the evolu-
tion of the contract theory. The result theory of incomplete contracts takes
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into account uncertainties related to executed contracts and resulting from the
impossibility of foreseeing all potential variants of contract terms (Hart and
Moore, 1998). Bengt Holstrom, who was awarded the Nobel Prize together
with Hart, claimed that contracts safeguard against uncertainty and have a posi-
tive impact on the security of economic and social relations (Schmidt, 2017).

1.4.10. Research on uncevtainty and visk in bebavioural economics

Risk and uncertainty also became important objects of study for scientists rep-
resenting behavioural economics. Daniel Kahneman and Vernon L. Smith
carried out innovative research on decision-making under conditions of uncer-
tainty. Kahneman (who wrote a number of works on this subject with Tversky)
(Kahneman and Tversky, 1979; 1992) applied cognitive psychology in economic
analysis. In his research, he paid special attention to the behaviours of individu-
als in conditions of uncertainty. This became a foundation for a new field, i.c.
economic psychology. Smith, meanwhile, is the creator of laboratory experimen-
tation methods that became a breakthrough in the understanding of economic
behaviours in conditions of uncertainty and risk (Smith, 1962; 1965). Gary
Becker is another scientist representing behavioural economics, whose research
on risk was focused on market insurance conditions (Ehrlich and Becker, 1972).
Another representative of behavioural economics is Richard H. Thaler, who
researched, among other things, the impact of cognitive errors on the economic
decisions of individuals under risk conditions and on the functioning of markets
(Thaler, 1994; 1999; 2015).

1.4.11. Research on uncertainty and risk in intevnational economics

International economics is another area of economic sciences where risk and
uncertainty constitute an important research object and are regarded as phenom-
ena inherent in international transactions and business relations, among both
individual enterprises and countries. Paul Krugman, whose research focused
mainly on the geographical and economic aspects of mostly international trade,
analyzed the risk of economic crises and recessions, as well as their impact on
market relations and management processes, on the basis of observations of glo-
balization processes and the functioning of global markets. He also dealt with
the economics of market information and related uncertainty (Krugman et al.,
2018).
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2 Concepts and standards
of risk management

2.1. The place of risk management in enterprise
management system

Bernstein’s (1996) Against the Gods: The Remarkable Story of Risk was a publica-
tion that significantly contributed to distinguishing risk management as a new
sub-discipline of management sciences.

Risk management constitutes now a component of overall management that
often determines the viability and growth of companies in a turbulent and unpre-
dictable economic environment (Skrzypek, 2013), which is the primary and
default objective of their functioning (Christopher et al., 2011; Elahi, 2013;
Bromiley et al., 2015). The statement above is justified by not only observations
of what takes place in enterprises, but also the scientific literature on the subject,
as risk in management has become a frequent subject of scientific research. The
effectiveness of management processes under risk conditions is determined by a
good understanding of risk that initiates the creation of standardized approaches
to and methodologies of risk management (O’Donnell, 2005; Gjerdrum, 2015).

2.1.1. The essence and place of visk management in business
entevprises

The starting point for a proper understanding and definition of risk manage-
ment is a systemic approach. The systemic trend in management is based on von
Bertalanfty’s (1984 ) general systems theory, in which a system is defined as a set
of elements remaining in mutual relationships. The first aspect of considering
an enterprise in the category of system results from the theory of complexity in
management and allows one to treat it as a complex open system participating
in a constant exchange with the environment (material, financial, information
flows). The second aspect concerns a relational approach according to which the
proper functioning of an enterprise as a system depends on the nature of relations
among its elements and between the system and the environment (Levy, 2000;
Holmdahl, 2005; Sadowski and Zajdel, 2009). The systemic approach in man-
agement allows one not only to perceive an enterprise as a system functioning
under risk conditions, but also to regard risk management as an integrated system
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(the integration of management domains, hierarchical levels, processes and rela-
tions). Such a system is one of the key determinants of effective business manage-
ment allowing one to react actively to the complexity of the environment, while
in a process approach, it is a set of interconnected, but conceptually separate pro-
cesses aimed at the following (Hilson, 2006; Fischer et al., 2010; Dionne, 2013):

e identifying the awareness of risk and taking into account its different cogni-
tive perspectives,

e identifying the nature of risk and the scale of threats,

e properly assessing identified risks,

o developing effective ways of dealing with identified risk factors,

e monitoring responses to risk with a view to developing contingency and
prevention plans.

Risk management does not function as a separate system, independent of other
dimensions of an enterprise’s activities. It is now a key management domain that
integrates the approach to risk with the leading objectives of a strategy (Schiller
and Prpich, 2012). It is also deeply embedded in many other corporate man-
agement domains. Therefore, between the risk management system and the
enterprise management system there should occur feedback characterized by
inextricable coexistence based on interactions (Kaczmarek, 2010) whose char-
acter can be:

e structural (merging in the form of one coherent system),
e processual (relationships in decision-making processes),
e purposive (a common catalogue of objectives resulting from a strategy).

In enterprises, the direct importance of risk management can be seen in stra-
tegic and operations management, financial management, quality management,
human resources management, project management, investment management
and innovation management. Risk management is also inextricably linked to crisis
management and business continuity management (Figure 2.1).

2.1.1.1. Risk management vis-a-vis strategic management

An analytical approach to strategic management in an enterprise allows the iden-
tification of areas that should be considered in the context of risk in a long-term
perspective. Thus, the issue of risk in the activity of enterprises itself is the subject
of analysis in comprehensive strategic management determining the achievement
of strategic objectives. One of the objectives of strategic management is to enable
the acquisition of relevant knowledge of the specific nature of risk and to develop
a methodical approach to its analysis, which in turn makes it possible to verify the
scope of threats to the enterprise, to assess their potential impact on efficiency
and to ensure business continuity (Urbanowska-Sojkin, 2012; Schroeder, 2014).
The risk occurring in the economic environment of enterprises is also crucial
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Figure 2.1 The place of risk management in enterprise management system

in selecting a development concept, i.e. at the leading stage of strategic man-
agement. In this case, a proper assessment of risk and development of methods
of limiting it enables the enterprise to maintain or strengthen its competitive
position, and thus determines the effectiveness of strategic management. Apart
from being based on scientific theoretical foundations, the strategic approach
to risk in the activities of enterprises should rely on conclusions drawn from the
observation of business practices related to the stimulation of development in
the face of intensifying, mainly economic and technological, threats (Goodfellow
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and Raynor, 2004; Urbanowska-Sojkin, 2013). The mutual relations between
strategic management and risk management as well as the global financial cri-
sis triggered a dynamic development of Strategic Risk Management (SRM).
Before the crisis, the concept had focused on shaping the strategic objectives of
enterprises, taking into account threats resulting from globalization (Clarke and
Varma, 1999). Meanwhile, the new, post-crisis approach to strategic manage-
ment was also aimed at improving the identification, assessment and management
of potential risk factors that may cause significant economic losses or even lead
to bankruptcy. However, the main aim of this concept is to acquire the ability to
recognize symptoms of crises and to mitigate the scale and intensity of their nega-
tive consequences. As a result, the achievement of the established SRM objectives
should enable enterprises to implement strategic security solutions (including
opportunistic investments), to reduce vulnerability to crises resulting from secto-
ral, geographical or relational conditions and to be ready to change their business
model in response to crisis situations (Calandro, 2015).

2.1.1.2. Risk management vis-a-vis operations management

Business operations are associated with risk, primarily in the face of threats on
the micro scale, related to legal regulations, the specific nature of an enterprise’s
core business, the competences of employees and the efficiency of control systems
and mechanisms. Operational Risk Management (ORM) is of key importance in
shaping a company’s profit. It is therefore most frequently analyzed in the con-
text of threats to financial stability and production processes (e.g. decreasing pro-
ductivity) (Naude and Chiweshe, 2017). In the current conditions of conducting
business activity, the aim of an active approach to operational risk is improving
the effectiveness of business decisions, improving production efficiency, ensur-
ing sustainable financial results and maintaining the achieved market position.
Despite the existence of a wide range of insurance services constituting traditional
tools of protection against operational risk (Manning and Gurney, 2005), these
aims can only be achieved through synergistic integration of the company’s strat-
egy (strategic objectives) with operational processes. Operational risk manage-
ment should constitute a managerial imperative for enterprises, firstly because of
the impact of small systemic failures on risk expansion in other business areas (a
chain reaction) (Kleindorfer and Saad, 2005), and secondly because of the need
to continuously raise the awareness of operational risk (together with indicating
a degree of tolerance) in order to build resilience to risk and balance the needs
of customers, suppliers, employees, sharecholders and regulators (Kumar et al.,
2014).

2.1.1.3. Risk management vis-a-vis other management aveas

Risk in the financial management of enterprises can be considered as a key aspect
in the preparation of financial plans resulting from a financial strategy, consti-
tuting a challenge to following the trends in the shaping of global or national
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financial policies (Li, 2003). Financial risk is therefore categorized, on the
one hand, as a leading area of risk related to the occurrence of financial losses
(Vaughan, 1992), but, on the other hand, as a factor that, if properly managed,
can reduce the overall level of risk and thus the cost of risk, which can cause an
increase in the value of the enterprise (Fairchild, 2002). Moreover, establish-
ing their risk management objectives, companies (mainly, but not only, in the
financial sector) refer to objectives related to profitability or financial reliabil-
ity (Jedynak and Bak, 2019). In view of the above arguments indicating the
strength of the impact of financial risk on the overall condition of enterprises,
risk is strongly methodically embedded in financial management. However, the
techniques and tools for its assessment, including financial ratios (liquidity, debt,
profitability) allow a diagnosis of exposure to risk that is meaningful only at the
time of measurement. It is therefore necessary to implement advanced methods
of early warning of a financial collapse or crisis, going beyond the statistical
or mathematical calibration of financial risk models. This is particularly impor-
tant given the high volatility of financial risk sources, the diversity of financial
instruments and the complexity of interactions among market players. In addi-
tion, financial risk management should provide a cognitive perspective on risk at
both the macro scale (in the face of globalization challenges, economic uncer-
tainty and financial crises) (Hammoudeh and McAleer, 2015) and the micro
scale (interest rate, credit, liquidity, equity, commodity, operational, market and
counterparty risks) (Garcia and Javier, 2017), establishing its own transparency
requirements for financial instruments, developing models of generating and
processing information on threats to and opportunities for financial results and
taking into account the causes and consequences of systemic risk (Mertzanis,
2014).

Risk management systems implemented by enterprises must be consistent with
established quality objectives. According to the recommendations of the ISO
9001 standard (2015), modern enterprises should integrate quality management
systems with business processes, taking into consideration risk-based thinking.
Thus, a risk-based approach to management is the overriding intention of mod-
ern quality management. A properly conducted process of risk analysis in a qual-
ity management system should ultimately be a source of information on actions
necessary to develop the enterprise without undesirable disruptions, maintain
production continuity, meet customer requirements and improve the competi-
tiveness of products on the market. Besides the area of production operations, a
risk analysis of a quality management system should also address pending non-
production projects, the implementation of administrative and personal changes
and the improvement of relations with the environment, as risk management is
a determinant of the quality of management of the entire enterprise (Lisiecka,
2012). A comprehensive approach to risk is the basis for continuous improve-
ment of the developed quality management system (Penchansky and Macnee,
1993) and facilitates a pro-quality approach to all dimensions of enterprise man-
agement (Williams et al., 2006), which is a default objective of Total Quality
Management (TQM).
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A human resources policy is crucial to the functioning of enterprises. Errors
in its design, implementation and maintenance can cause many risk factors, often
with irreversible negative consequences. In the literature on the subject, it is pos-
sible to observe a new direction in theoretical and business research, i.e. human
resource risk management (e.g. Oborilova et al., 2015; Huang et al., 2017;
Mitrofanova et al., 2017). Risk in human resource management is understood
as the probability of a negative event occurring as a result of personnel decisions.
The causes of the occurrence of risk in human resources management can be
found, among others, in insufficient qualifications of employees and managers,
inappropriate decisions taken during recruitment processes, an improperly func-
tioning system of training and improving employees’ qualifications, shortcomings
of an incentive and remuneration system, failures to observe ethical principles and
to comply with legal regulations as well as internal bylaws and regulations (Lipka,
2002; Bochniarz and Gugata, 2005).

Operating in a turbulent environment, enterprises are obliged to adapt to
market requirements and increasing volatility. To this end, they often under-
take complex and multidomain tasks requiring the use of specialist project man-
agement methods. This area of activity is currently one of the determinants of
building a competitive advantage for companies (Frame, 2001; Trocki, 2012).
The processes of risk identification, assessment and analysis should take place
at all stages of business project management, but mainly in cost management,
time management, supply management, communication management, integ-
rity management and quality management. According to international standards
(PMBOK Guide ..., 2017), the primary objective of project risk management is
maintaining risk within acceptable limits established for profitability, rationality
and costs, which should guarantee the achievement of the expected effectiveness
of a project (Cooper et al., 2005). Ward and Chapman (2003) also indicate that
risk management processes in projects should focus on managing opportunities
in proportion to the degree of concentration on the risk of failure in their imple-
mentation, as overestimation of threats may result in a decrease in the effective-
ness of project work, which in turn may translate into a negative final result.

Investing activities undertaken by contemporary companies and above all
their success understood in terms of generating profit and multiplying assets are
possible thanks to hedging against their negative results (Zachorowska, 20006;
Merkovd and Dribek, 2015). Investment decisions taken by enterprises are inex-
tricably linked to risk that cannot be eliminated. It is only possible to properly
assess such risk and develop methods for dealing with the effects of its materi-
alization. This process is facilitated by early warning and rapid reaction systems,
which are important components of integrated risk management. In investment
risk management, investment controlling is an important supporting instrument.
Thanks to it, it is possible to coordinate all stages of the investment process,
properly adjust the budget, monitor the implementation of investment, measure
its effectiveness and monitor the achievement of investment goals. Other ways of
limiting investment risk include optimal allocation of investments in the capital
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management system, diversification of the investment portfolio as well as hedging
enabling the protection of assets against losses resulting from unforeseen events
and ensuring greater flexibility of investing activities (Li and Wu, 2009; Jaksi¢
and Lekovi¢, 2015; Czyzowska, 2016).

Innovation and risk are inseparable phenomena. Innovation-oriented enter-
prises face the challenge of mitigating economic, technological and market risks,
especially due to the heterogeneous structure of national innovation systems
(mainly in developing countries) as well as economic and market instability.
Threats to innovation activities should therefore be addressed in a comprehen-
sive interpretative framework tailored to objectives established in strategies (da
Silva Etges and Cortimiglia, 2019), and their assessment should be of primary
importance in business decision-making processes in companies undertaking
such activities (Deptuta and Knosala, 2015). The rapid development of the
innovation market resulting from technological progress, and the consequent
steadily increasing number of companies considered innovative, creates increas-
ing uncertainty about the internal and external (macroeconomic) factors of
the evolution of innovative business (Mortimer, 1995; Nagano et al., 2014).
Such uncertainty justifies regarding risk management as a key stage in inno-
vation management (Hauser et al., 2006; Wong and Chin, 2007). O’Connor
et al. (2008) point out that the progress of innovation in enterprises should
always be treated as a factor of development, but with a coexisting proactive
approach to risk identification and analysis. As a result, it is possible to reconcile
a high degree of uncertainty with a dynamic business environment, which in
turn makes it possible to generate profits from innovation activities. The risk of
innovation has intangible and global characteristics (Giugliani, 2012), and the
main factors of threats are related to the failure to use or the improper use of
the potential provided by invested capital and the necessity to fulfil the needs of
the consumer as well as to maintain them as a recipient of an innovative product
(Hauser et al., 20006).

2.1.2. The formal status of visk management

Taking into account the significance of risk in the particular management areas
analyzed above, which determines the importance of risk management in the
management systems, it is possible to determine its formal status (Table 2.1).

The multitude of formulations defining the formal status of risk management
(Table 2.1) shows its numerous functions in the business management system.
Moreover, the sources of determining the formal status of risk management
should be seen in approaches to, theories and dimensions of management, the
business environment (including external conditions), internal conditions (e.g.
strategy, work specialization). The factors determining the status of risk manage-
ment are, among others: strategic objectives, domains, processes, management
concepts and systems whose implementation may be perceived as one of the ele-
ments of competitive advantage of enterprises (Bak, 2017).



56  Concepts and standards of risk management

Table 2.1 The formal status of risk management

Source of status

Determinant of status The formal status of visk management

Corporate strategy

Process approach

Systemic approach

Management
dimensions

Work specialization

Theory of complexity
Theory of integration

Globalization

Sectoral circumstances

Economic
environment

Relational approach

Strategic objectives

Management
processes

Enterprise
management
system

Enterprise
management
subsystems

Management
domains

Functional areas of

enterprise

Competencies of
managers

Complexity of
management
systems

Integration of
management
systems

Management
concepts

leading strategic objective;
determinant of ensuring business
continuity;

company success factor;
managerial imperative.

one of strategic management
processes;

separate management process.
separate management system;
enterprise management subsystem;
clement of enterprise management
subsystems.

mandatory element of all
management domains and
functional areas of enterprise;
specialist management domain;
enterprise management function.
specialization in managerial work;
determinant of managerial
competencies.

reason for integration of
management systems;,

integrated management system;
reaction to complexity of
management systems.

mandatory element of
management concept;
source of competitive advantage.

2.2. The embedding of risk in modern management

concepts

Management concepts constitute a unique link between economic theory and
practice. Thanks to methodologies and approaches recommended in particular
concept guidelines, enterprises can continuously improve the effectiveness of
their actions and appropriately respond to changes. Many of the current man-
agement concepts show strong links to risk, thus representing new areas of risk
analysis. These include the following:
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e  Lean Management,

e Outsourcing,

e Corporate Social Responsibility,
e Supply Chain Management,

e Value Based Management.

The links between the above concepts and risk management can be established by
identifying the significance of risk in a given concept, identifying the types of risk
connected with the implementation and application of a concept, identifying key
risk management principles in enterprises applying a concept.

2.2.1. Connections between Risk Management and Lean
Management

Lean Management represents an approach to management whose main objec-
tives are increasing added value and eliminating waste in the use of resources.
According to the recommendations for the application of this concept, it is pos-
sible to increase added value by maximizing the use of resources and simplifying,/
streamlining the internal procedures and structures of the enterprise. Simplifying
should also take place at the production level, where final products, while fulfilling
quality requirements, should be manufactured using possibly the fewest means
of production (lean manufacturing) (Womack et al., 2007; Sundar et al., 2014).
The implementation and subsequent application of the Lean Management
concept at the level of individual projects results in many personal, functional
and processual threats. These include, for example (Marodin and Aurin, 2015):

e alack of managerial competencies and expertise in the implementation of the
concept at the operational level,

e  problems with the dynamics of improvements implementation,

e a lack of cooperation in the implementation of improvements among the
operational level and middle and top managers,

e communication problems,

e resource shortages,

e employees’ concerns and reluctance to implement improvements.

Responding to the identified threats to the successful implementation and appli-
cation of the Lean Management concept, managers need to resort to the prin-
ciples of risk management. The risk analysis process should be oriented towards
the enterprise’s objectives related to the implementation of Lean Management
(Marodin and Aurin, 2015). Moreover, the developed methods of coping with
risk should focus particularly on the enterprise’s stakeholders who may have a
significant impact on the achievement of objectives provided for in the principles
of the concept (Sunder, 2016).

As a result of the raised awareness of threats related to Lean Management
among managers implementing this concept in enterprises, the emergence of
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a new sub-discipline of risk management — Lean Risk Management (Bollinger,
2010) — can be observed. This approach to risk illustrates the close links among
risk assessment, the results of a given undertaking and the maximum utiliza-
tion of available current and historical information applicable to the undertaking.
This combination of elements in risk management manifests itself in the rigorous
monitoring of risk, the development of ways to respond rapidly to fortuitous
events and the synergistic integration of risk management with project planning
and execution (schedule, budget) using the Lean concept.

The ultimate objective of using Lean Risk Management in the implementa-
tion of projects is making the risk management process more flexible (adapting
it to the variability of both the probability and impact of risk over time), which is
expected to translate into improved efficiency, more reasonable management of
resources and a greater focus on creating value for customers (Bollinger, 2010).

2.2.2. Connections between Risk Management and outsonvcing

Outsourcing is enterprises’ popular strategic behaviour used to seek more effec-
tive ways of dealing with competitiveness, reducing costs and improving profit-
ability (Jiang and Quareshi, 2006). Separating individual functions or projects to
be carried out outside the company’s structure is associated with different types
of risk and requires a high degree of caution and flexibility on the part of the
management team. Therefore, it is necessary to ensure the management of such
risk in outsourcing activities. Risk management should therefore constitute a key
area for optimizing outsourcing activities, adapted to financial, information and
personnel resources as well as the possibilities of implementing specialized pro-
jects. In order to effectively prevent failures arising from the application of this
management concept, enterprises should treat outsourcing not as a single under-
taking, but as a permanent strategic activity. In the current business environment
characterized by hyper-competition, consideration should be given to moving
away from the traditional approach, which prescribes the outsourcing of only
non-core processes in a given business organization, towards an approach that
recommends developing and improving the capacity and capability to outsource
multiple processes, even key ones (Pratap, 2014). The risk factors characteristic
of outsourcing activities can be divided into three categories: strategic risk, opera-
tional risk and international risk (Table 2.2).

Risk management in outsourcing processes should focus on monitoring and
assessing risk over time. This process should constitute an integral part of cor-
porate strategies. In order to respond appropriately to an emerging risk or to
prevent it from occurring, companies should in particular (Lankford and Parsa,
1999):

o properly assess their individual outsourcing options (costs, resources),

o take care of the proper selection of partners (and monitor them on an ongo-
ing basis),

o adopt a flexible approach to change.
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Table 2.2 Risk in outsourcing

Category of visk  Type of visk

Strategic ¢ loss of core competencies,
¢ loss of ability to succeed,
¢ lack of commitment and knowledge on the part of managers,
e crrors in threat identification,
¢ lack of formal outsourcing activity supervision programmes.
Operational e quality risk — low quality of outsourced activities,
e financial risk — high outsourcing costs and costs of lack of
expected outsourcing effects,
e time risk — failure to meet the outsourced activities schedule,
e technical risk — application of inappropriate technological
solutions,
o supplier risk — selection of unsuitable suppliers,
o reputational risk — adverse opinions about the company,
o intellectual property risk — unfair practices related to
communicating product information and knowledge,
o flexibility risk — loss of control over outsourced projects,
e communication risk — no communication plan for outsourcing,
e resource risk — inappropriate planning of resources for
outsourcing purposes.
International e exchange rate volatility,
e non-tariff barriers,
o political risks — stability of host governments and legal systems,
e social risks — social stability of host countries and socio-cultural
differences.

Source: the authors” own work based on: Power et al., 2004; Leavy, 2004; Schniederjans and
Zuckweiler, 2004; Gandhi et al., 2012.

2.2.3. Connections between Risk Management and Corvporate Socinl
Responsibility (CSR)

According to the European Commission’s definition, Corporate Social
Responsibility is a concept of voluntary inclusion of social and environmen-
tal aspects in the conduct of business activities and contacts with stakeholders
(Green Paper for Promoting ..., 2001). In economic practice, the involvement
of contemporary enterprises in CSR activities is no longer a voluntary choice,
but a necessity in shaping and maintaining an organization’s positive image.
The reasons for strengthening the importance of this sphere of business activity
are, among others, growing expectations of stakeholders regarding CSR and the
downward trend in confidence in business entities (Dowling, 2000).

Therefore, the main type of risk arising from the concept of corporate social
responsibility is reputational risk. Reputation is one of the results of social
responsibility (Coombs and Holladay, 2015). In addition, damage to reputation
caused by failing to carry out CSR activities or carrying them out in a manner
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inconsistent with stakeholders’ expectations can often turn into an irreversible
image crisis (Jedynak, 2017).

In order to properly manage risk related to CSR, enterprises should primarily
focus on risk prevention in order to significantly reduce the likelihood of adverse
social or economic events (resulting from a wrong approach to CSR implemen-
tation) (Ratajczak and Wotoszyn, 2011), reduce the likelihood of conflicts with
stakeholders (Becchetti et al., 2015) and — at the level of multinational enterprises
— reduce the risk of corruption (Krishnamurti et al., 2018).

2.2.4. Connections between Risk Management and Supply Chain
Management (SCM)

Supply Chain Management is by definition a process of systematic actions aimed
at ensuring the integrated management of the value of supplies in order to meet
the needs and expectations of customers, from the raw materials supplier, through
production processes, to the final customer (Stein and Voehl, 1998). According
to Lambert et al. (1998), Supply Chain Management is the integration of business
processes (services, products, information) between end users and suppliers with a
view to continuously increasing value for customers. A compilation of SCM defini-
tions prepared by Larson and Rogers (1998) is a good source for the presentation
of the characteristic features of the concept. These include business process integra-
tion, flexibility, cooperation dynamics and coordination, international character,
structural complexity, multiplicity of participants and control of value creation.

Given these characteristics, the risk arising from Supply Chain Management
is diverse and its management should be understood as a process of cooperation
among partners consisting in the joint use of risk management tools and tech-
niques to deal with the factors affecting the existing relationships and involved
resources (Norrman and Jansson, 2004). The risk factors associated with SCM
are categorized in Table 2.3.

Risk management processes in the supply chain should aim at identifying
and responding quickly to risks in inter-organizational business cooperation
(Bowersox, 1990), mainly those arising from relations among supply chain partici-
pants (besides resources, information and benefits, they also share threats). Proper
management of risk resulting from such relations is a prerequisite for the effective
flow of resources in the chain (Handfield and Nichols, 2004). These activities
should therefore be integrative and strategic in nature (Ajmera and Cook, 2009).
The management of risk in the supply chain is a process of such importance that it
has led to the emergence of another sub-discipline of risk management, i.e. Supply
Chain Risk Management (e.g. Ghadge et al., 2012; Ivanov et al., 2019).

2.2.5. Connections between Risk Management and Value Based
Management (VBM)

Value Based Management is a management concept whose primary objective is
maximizing value for all stakeholders, from owners to consumers. This concept
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Table 2.3 Risk in Supply Chain Management

Category of visk — Thype of risk

Strategic e market position maintenance risk,
o market survival (business continuity) risk,
e cconomic environment risk,
e systemic risk,
e sovereignty risk.
Operational o quality risk,
e risk of disruption of business cooperation (time, process and
relationship problems),
o forecasting and estimation risk,
e supply risk,
e demand risk,
e control risk,
e transport risk,
o risk of disruption of production processes.
International o risk of global change rate and frequency,
e currency risk,
e security risks arising from international cooperation,
e cultural risk,
e legal and administrative risk.

Source: the authors” own work based on: Delerue, 2005; Manuj and Mentzer, 2008; Christopher
etal., 2011; Tummala and Schoenherr, 2011.

is also regarded as an element integrating the enterprise’s strategy with generated
profits and focused on embedding the aforementioned objective in its strategic,
operational and investment decisions. The direct reason for the development of
the concept was the need to compensate for differences between the potential and
real values of the enterprise through adequate management processes (Dumond,
1996; Kim, 2004; Szczepankowski, 2007; Jaki, 2008).

Risk plays a significant role in the concept of value based management. It is
one of the determinants of the success of its implementation, alongside growth
and profitability (Black et al., 2000). The major types of risk in value based man-
agement include (Jaki, 2014):

e the risk of inappropriate measurement of the enterprise’s value (inadequate
measurement techniques and tools, lack of competences of the management),

e the risk of internal stakeholders (asymmetry of risk distribution among
stakeholders),

e the risk related to the concept implementation process (errors in the con-
struction of a management system focused on creating and multiplying the
enterprise’s value),

e global risk (the risk of failure to maintain the long-term growth of the enter-
prise in a situation of potential financial and economic crises).
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The inseparable combination of value management and risk management has
resulted in a new concept of Value Based Risk Management (Faupel and Michels,
2014) whose main objective is maintaining and increasing the value of the enter-
prise by investments in advanced risk analysis processes. The concept is based
on an assumption resulting from observations of business practices, mainly after
the global financial crisis, confirming that the implemented risk management
measures and methods have a positive impact on the enterprise’s value and its
recovery. Furthermore, the permanent integration of risk management with value
based management enables companies to maintain the stability of the already
developed value as, as it were, security against its decrease or loss (Krysiak, 2011).

2.3. Professional domains of risk management
2.3.1. Business Continuity Management (BCM)

Business Continuity Management is based on maintaining the effectiveness of
the business entity in undesirable situations by integrating management activities
in the areas of risk management, security management and crisis management
(Fischbacher-Smith, 2017). Managing the possibility of business survival should
be planned and coordinated at the strategic level in a continuous management
system (also in normal, non-crisis conditions). Operational continuity can be
defined in normative terms as the business entity’s strategic and tactical capacity
(British Standards Institution BS 25999-2, 2007):

e to plan ways of responding to incidents or disruptions in its operations in
order to continue its activities at the level specified in the strategy,
e to mitigate losses in the event of incidental events or disruptions.

Business Continuity Management means a continuous process of holistic man-
agement allowing the identification of threats and their impact on the function-
ing of the enterprise and the development of resilience and ability to respond
effectively to adverse events in order to protect the interests of key stakehold-
ers, reputation, brand and activities oriented towards increasing value (British
Standards Institution BS 25999-1, 2006). Furthermore, BCM activities should
be primarily aimed at ensuring that the level of risk is controlled and that the
processes of primary importance for a given entity in terms of its strategic
objectives are protected and continued (Randeree et al., 2012; Jedynak, 2013).
The major stage of business continuity management is planning — Business
Continuity Planning (BCP). It should take place at the strategic level, but with
the delegation of activities also to the operational level, where early symptoms
of threats can be identified as soon as possible, which serves to develop meth-
odologies aimed at preventing, responding to and mitigating their negative
consequences (Botha and Von Solms, 2004; Lindstrom et al., 2010). Business
continuity management is strongly dependent on the pursuit of excellence and
can therefore be understood as one dimension of continuous improvement
(Kildow, 2011).
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Although the origins of the concept of business continuity management date
back to the 1970s (Herbane, 2010), a significant increase in the protection of
key processes among mainly international enterprises was observed in the face of
intensifying crises (Elliot et al., 2010). Global problems connected with growing
threats translating themselves into internal crises of individual companies revealed
their shortcomings in strategic plans to ensure business continuity. Thus, what
can be observed in the current economic space is an increased emphasis on the
implementation of specialist, standardized BCM solutions aimed at protecting
strategic business processes and expressed in changes to management practices
in order to maintain operational efficiency despite disruptions resulting from risk
materialization.

Summing up the discussion of business continuity management, it is possible
to identify the following distinguishing features of this specialized field of risk
management (Venclova et al., 2013):

e it has the character of long-term and permanent management that cannot be
limited to isolated and incidental actions,

e it should act as a safety buffer for enterprises, ensuring their survival even in
the face of critical threats,

e itis one of the tools for promoting and protecting the image and reputation
of the company,

e the preparation process for its implementation is time-consuming, costly and
requires specialist knowledge of risk management,

e it should be one of the strategic objectives,

e compliance with its principles allows the enterprise to restore its normal
functioning after a crisis,

e it constitutes a motivator for development and an area of continuous
improvement.

2.3.2. Enterprise Risk Management (ERM)

Enterprise Risk Management is a modern approach to risk that dates back to the
late 20th century. According to D’Arcy and Brogan (2001), it is a continuous
process through which organizations, regardless of their type, can assess, control,
finance and monitor risk from a variety of sources in order to improve value for
stakeholders, both in the short and long term. Sobel and Reding (2004) define
ERM as a structured and disciplined management approach that allows manag-
ers to understand uncertainty and risk and to manage them in an integrated and
comprehensive way. Thus, ERM includes a set of processes and methods allowing
enterprises to manage risk in all functional areas within a holistic and coherent
system in order to ensure strategic success manifesting itself in the ability to con-
tinue business operations (Kopia et al., 2017).

As the traditional approach to risk management has become insufficient and
inadequate for the increasing instability in the business world resulting from glo-
balization and the crisis-generating environment (Quon et al., 2012), in today’s
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business management, ERM represents a new paradigm of risk management that
should have the character of strategic actions taken at all hierarchical levels and in
all management areas (Beasley et al., 2005). Therefore, the (procedural and func-
tional) integration of risk management with other management systems in the
enterprise is extremely important for the successful implementation of the ERM
concept. Emphasizing the importance of corporate risk management, it is pos-
sible to distinguish the following functions it fulfils in contemporary enterprises
(O’Donnell, 2005; Frigo and Anderson, 2011):

e it constitutes a basis for achieving a competitive advantage,

e it provides an opportunity to prevent risk and, should risk materialize, it
accelerates responses to it and improves their effectiveness,

o it focuses on risk optimization and makes it possible to take advantage of
opportunities associated with its occurrence,

e it integrates the risk portfolio with strategic objectives and stakeholder
expectations,

e it raises all employees’ awareness of risk and risk prevention possibilities.

Bogodistov and Wohlgemuth (2017) emphasize that, in the shaping of a properly
functioning ERM system, the following aspects need to be taken into account:

o the rational planning of resources related to taking risk optimization meas-
ures (allowing the setting of risk management priorities),

o the assessment of the capacity to respond to the occurrence of crises (defin-
ing tolerance levels based on past experience of dealing with unforeseeable
events),

o theintegration of strategic risk management activities with those at the oper-
ational level (allowing more flexibility and shorter response times to negative
events).

As a result, the implementation of risk management in line with the recommen-
dations of the ERM concept should result in the following (Fraser and Simkins,
2007):

e improving the enterprise’s resistance to the occurrence of adverse events,

e decreasing risk exposure,

e integrating all business units in pursuit of risk management objectives,

o developing a strategic tool to assist managers in making decisions concerning
risk prevention, incurrence and compensation.

ERM is sometimes used interchangeably with Integrated Risk Management
(IRM). The scientific literature, on the other hand, provides examples where
ERM and IRM are separate and different concepts. ERM is understood as above,
while IRM refers to a much narrower range of activities, usually to risk manage-
ment in a specific project, but with strategic support. In such cases, IRM is based
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Table 2.4 A comparison of risk management domains

Domain  Business Continuity — Crisis Management — Enterprise Risk
Criterion Management Management
Objective ¢ ensuring ability to mitigating effects e optimizing risk

survive of crises e integrating
¢ shaping resistance shaping resistance processes
o shaping resilience
Orientation e entity as a system functional areas e entity as a system
e reputation, brand affected by or e management
exposed to crisis functions
Hierarchical e strategic strategic o strategic with
level operational delegation to
operational
Mode of e permanent, mainly incidental e permanent,
operation continuous (crisis) continuous
permanent (crisis
prevention)
Area of e critical business areas of activity o functional areas
application processes susceptible to e management
crises systems

Note: Crisis management is characterized in detail in Chapter 3.

on the integration of project objectives with project risks as well as financial and
organizational aspects (Bandyopadhyay et al., 1999; Hilson, 2006; Fischer et al.,
2010; Téth and Sebestyén, 2014).

Crisis management is also a specialist domain of risk management. However,
this particular area is not characterized in this chapter, as it is analyzed in detail in
Chapter 3 of this work. Table 2.4 compares the currently functioning manage-
ment domains representing specialist approaches to the issue of risk.

As can be seen from the comparison in Table 2.4, the common objective of all
the domains of risk management under analysis is building resilience to the occur-
rence of undesirable situations, mainly of a crisis nature. Also, the modus operandi
of a risk management system is permanent for each of the domains (also in the case
of crisis management, where continuous preventive actions are necessary), which
confirms the need for the permanent embedding of their specific mechanisms in
organizational structures, managerial processes and all management areas.

2.4. Risk management standards

The 1990s witnessed a growing interest in opportunities to improve the ability
to deal with the uncertainty of the environment and, in particular, its negative
consequences for business activities. This was due to the continuous evolution
and rising importance of security, uncertainty and risk management processes in
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the business environment. The reasons for this dynamic evolution include the
following (Raz and Hillson, 2005):

o the expansion of activities by business enterprises, internationalization pro-
cesses, the increasing importance of relations with stakeholders,

e a gradual transition from business models based on physical work to those
based on knowledge,

o the growing role of technology and associated risk,

o the development of big-budget project management systems,

o highly competitive pressure among enterprises,

o the need to operate under conditions of limited access to information,

o the dynamic growth of complexity in the business space,

o the development of virtual business and networking,

o the intensifying influence of national and international regulations.

For these reasons, enterprises’ demand for specialist, proven risk management
methods and techniques was growing constantly. After some time, risk became
an area of management subject to standardization processes. The result of these
processes in the area of risk management was the establishment of a number of
standards presenting universal patterns of conduct, comprehensive approaches
and good practices. The aim of developing such standards was mainly to make the
principles of risk identification, analysis and assessment uniform and to provide a
set of tools and methodologies for building and improving intra-organizational
risk management systems. There was also an increasing need to assess the level of
progress of activities undertaken in relation to risk, which resulted in the devel-
opment of a number of models for assessing the maturity of risk management,
enabling enterprises to diagnose the development and effectiveness of applied risk
management practices (Jedynak and Bak, 2018).

The first published risk management standard was the Norwegian standard
NS5814 Krav tilrisikoanalyser (Norges Standardiseringsforbund, 1991) that dealt
with risk analysis without considering the other stages of the risk management pro-
cess. Another standard from 1995 — CEI/IEC 300-3-9 Dependability Management
(International Electrotechnical Commission, 1995) — also had in its structure a
section devoted only to the process of risk analysis of technological systems. The
first standard that systematized all stages of the risk management process was the
British Standard BSI PD 6668 from 2000 (British Standards Institute, 2000), but
it focused on risk management only in relation to corporate governance. Based on a
scope of application, risk management standards can be divided into the following:

e holistic (focused on integrated risk management systems):
1) FERMA Risk Management Standard (2002),
2) COSO II Enterprise Risk Management — Integrated Framework (2004;
2017),
3) AS/NZS 4360 The Australian and New Zealand Standard on Risk
Management (2004; 2009),
4) ISO 31000 Risk Management (2009; 2018).
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e specific (focused on management areas directly related to risk management):

1) ISO 28000 Specification for security management systems for the sup-
ply chain (2007),

2)ISO/IEC 27005 Information technology — Security techniques —
Information security risk management (2008; 2018),

3) PMI Practice Standard for Project Risk Management (2009),

4) ISO 22320 Societal security — Emergency management — Requirements
for incident response (2011),

5) ISO 22301 Societal security — Business continuity management systems
(BCM) — Requirements (2012).

2.4.1. Holistic visk management standavds

Holistic risk management standards include requirements for all stages of the risk
management process. Thus, they focus on integrated management systems, pro-
viding proven, universal solutions allowing their synchronization with strategic
objectives.

2.4.1.1. FERMA Risk Management Standard

FERMA Risk Management Standard (Federation of European Risk Management
Associations) was developed in 2002 in consequence of the work carried out by an
extensive team consisting of representatives of the following British institutions:
The Institute of Risk Management (IRM), The Association of Insurance and
Risk Managers (AIRMIC) and The National Forum for Risk Management in the
Public Sector (ALARM). The standard can be applied in any entity, either public
or private, and covers all types of risks (FERMA Risk Management Standard,
2002; Fatek, 2014). Under the FERMA standard, risk is perceived as both an
opportunity and a threat (with an emphasis on the negative aspect) from the per-
spective of the implementing entity and its stakeholders. The standard defines risk
as a combination of the probability of the occurrence of an event and its effects; it
may be caused by either internal or external environmental factors. Risk manage-
ment is defined as the process by means of which an organization methodically
resolves its problems related to risks. It is the central element of strategic manage-
ment consisting of the following stages: setting strategic objectives, assessing risk
(identification, analysis, description, measurement, evaluation), reporting threats
and opportunities, making decisions, dealing with risk, reporting and monitoring
risk (FERMA Risk Management Standard, 2002; Koutsoukis, 2010).

The main benefits of implementing the FERMA standard are support for the
pursuit of the enterprise’s objectives through the following (Koutsoukis 2010;
Hardy, 2015):

e improving the quality of the decision-making and planning processes,
o skilfully prioritizing extraordinary events,
e understanding business in a structured way,
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e cnsuring the right approach to opportunities and threats,
o allocating capital and resources more efficiently,

e reducing instability,

e protecting and improving the image of the organization,
e optimizing operational efficiency,

e improving the risk strategy at the operational level.

2.4.1.2. COSO II Enterprise Risk Management — Integrated
Framework

The COSO II Enterprise Risk Management — Integrated Framework standard
was published in 2004 by the Committee of Sponsoring Organizations of the
Treadway Commission as the second extended version of the COSO I stand-
ard. The standard documentation formulates requirements concerning princi-
ples and concepts constituting recommendations for assessing and increasing
the effectiveness of risk management at all organizational levels. COSO II can
be implemented in all types of organizations. It focuses on both positive and
negative aspects of risk. It analyses uncertainties and circumstances that attract
risk, defining risk itself as the possibility of an event that could adversely affect
the achievement of objectives. The key element of this standard is establish-
ing the importance of corporate risk management defined as a process aimed
at identifying potential threats, keeping risk within the set limits and ensuring
the effective achievement of the organization’s objectives. According to the
recommendations of COSO 11, the risk management process consists of the fol-
lowing stages: diagnosing the internal environment, setting goals, identifying
events, assessing risk, responding to risk, as well as controlling, communicat-
ing and monitoring risk (COSO II Enterprise Risk Management Integrated
Framework, 2004 ).

Used in an organization, COSO II can generate numerous benefits. The main
advantages of its implementation include the following (COSO II Enterprise
Risk Management Integrated Framework, 2004 ):

e more effective internal control,

o time savings (all principles, techniques and guidelines necessary to imple-
ment corporate risk management are gathered in one standard),

o the ability to effectively resolve problems at every stage of the process,

e support for risk training and communication processes at all levels of the
organizational structure.

COSO updated the requirements of COSO II ERM - Integrated Framework
in 2017, publishing the document titled COSO Enterprise Risk Management
— Integrating with Strategy and Performance. The update was necessitated by
global changes in the shaping of business risk and the resulting new challenges
for enterprises. The new version of the standard indicates the need to integrate
enterprise risk management with strategy and performance, which manifests itself
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in regarding an appropriate approach to risk as a strategic objective and a key fac-
tor determining the achievement of results (Jayantha, 2018).

2.4.1.3. AS/NZS 4360:2004 The Australian and New Zealand
Standard on Risk Management

The standard was originally developed in 1995 by the technical committees of
Australia and New Zealand (Joint Standards Australia/Standards New Zealand
Committee OB-007). The first revision took place in 1999, and following numer-
ous consultations with representatives of the academic, private and public sectors,
further changes were introduced in the form of the second revision in 2004. The
AS/NZS 4360 standard in this version became a foundation for all subsequent
standardized risk management approaches. The standard is dedicated to all enti-
ties, regardless of size, business profile or industry. It applies to both the negative
and positive side of risk, with emphasis on potential profits and losses. According
to the provisions of the standard, risk is described as exposure to the (positive
or negative) consequences of uncertainties and possible deviations from planned
activities. Risk management is a process used to deal logically and systematically
with the risks associated with a given activity, enabling the enterprise to minimize
losses and maximize opportunities, consisting of the following stages: establishing
the risk context, identifying risk, analyzing risk, assessing risk and dealing with risk.
Supporting functions are also fulfilled by communication, consultation, monitoring
and review activities (AS/NZS 4360 ..., 2004; Szymanek, 2014). Based on AS/
NZS 4360:2004, the ISO 31000:2009 standard was developed. The implementa-
tion of AS/NZS 4360 can bring many benefits such as (AS/NZS ISO 31000 ...,
2009):

e the improved awareness of the importance of risk recognition and handling,

e the more precise identification of opportunities and threats,

e the more efficient use of resources,

e ensuring compliance with legal requirements, greater emphasis on preventive
actions,

e the more effective management of extraordinary events,

e more cffective internal control,

e improved resistance to crises.

2.4.1.4. 180 31000:2018 Risk Management — Guidelines

The first version of ISO 31000 was published in November 2009 by ISO
(International Organization for Standardization) as an international extension
of AS/NZS 4360:2004, under the title Risk Management — Principles and
Guidelines. In February 2018, ISO updated the standard by publishing its ver-
sion 31000:2018 Risk Management — Guidelines. The latest document describes
general guidelines (in the form of a guide or a collection of good practices) sup-
porting enterprises in creating and implementing a risk management framework,
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organizing the risk management process and integrating risk management with
other management systems functioning in the enterprise. The standard is dedi-
cated to all public and private organizations, regardless of type, size, business pro-
file or industry. It can also be applied at every stage of the organization’s life cycle
and to a wide range of activities, including strategies and decisions, operations,
processes, functions, projects, products, services and assets. The 2018 version of
the standard focuses primarily on the following (ISO 31000 Risk Management
— Guidelines, 2018):

o areview of risk management principles that are considered to be key success
factors,

o a greater emphasis on leadership (the management should ensure full inte-
gration of risk management with the enterprise’s general management sys-
tem and all actions taken),

e astronger emphasis on the iterative nature of risk management (using new
experience, knowledge and analyses of reviews of the elements, activities and
controls at each stage of the process, one should monitor the impact of new
data on the risks identified by the organization),

e improvements in the risk management process based on the model of an
open system that constantly exchanges information with the external envi-
ronment in order to adjust the process to the management context and the
needs of both the enterprise itself (resulting from strategic objectives, plans,
employees’ needs) and its stakeholders.

The current version of the standard also aims to support better planning and deci-
sion-making in the face of new global threats (Aven and Yl6nen, 2019), including
terrorism, cybercrime, political risks and natural disasters. The standard covers all
types of risk, regardless of its nature, i.c. either negative or positive consequences,
and defines risk as the impact of uncertainty on the organization’s objectives.
According to the standard, risk management is coordinated activities aimed at
managing and controlling the organization with regard to risk. This process
can be divided into the following phases: establishing the context, criteria and
scope of risk, identifying risk, analyzing risk, assessing risk, dealing with risk, as
well as recording and reporting. Communication, consultation, monitoring and
reviewing activities also fulfil auxiliary functions. Furthermore, ISO 31000:2018
provides for the need for the continuous integration of the risk management
process with leadership as well as value creation and protection (ISO 31000 Risk
Management — Guidelines, 2018).

The main benefits of implementing the guidelines and good practices pre-
sented in the ISO 31000:2018 standard include the following (Bosetti, 2015;
Ahmeti and Vladi, 2017; ISO 31000 Risk Management — Guidelines, 2018):

o developing effective risk management strategies based on the guidelines of
the standard,

o increasing the likelihood of achieving the organization’s objectives and bet-
ter protection of assets,
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e improving the awareness and effectiveness of decision-making processes
related to risk,

e raising the awareness of the integration, monitoring and control of risk man-
agement at all hierarchical levels,

e developing an intra-organizational risk management culture,

e improving the organization’s management and efficiency,

e providing the possibility of continuous improvement of the developed risk
management systems.

2.4.2. Specific visk management standards

Specific risk management standards provide tools and methods for dealing with
management areas directly related to risk. Such standards can be implemented
separately or together with a selected holistic standard.

2.4.2.1. 18O 28000:2007 Specification for securvity management systems
for the supply chain

The ISO 28000 standard was developed in 2005. Its complete binding version
was published in September 2007 as one of the standards belonging to the ISO
28000 series addressing potential security issues at all stages of the supply process
and developed in response to the ongoing globalization processes in interna-
tional trade. The standard contains requirements for the building of a system
managing processes in organizations cooperating within the supply chain. It can
be used in all enterprises, from small to multinational, in the areas of produc-
tion, services, warchousing or transport, at any link of the production or supply
chain (ISO 28000, 2007). This standard perceives risk as a security threat to the
entire organization, not just its logistics department, and identifies it with such
incidents as theft, smuggling, illegal cargo handling, terrorism, etc. Instead of the
terms risk and risk management, the ISO 28000 standards uses such phrases as
security and security management. Security management is understood as resist-
ance to intentional and illegal incidents aimed at disrupting the functioning of
supply chain processes. Security management is defined as systematic and coordi-
nated activities and practices by means of which the enterprises optimally manage
risks and related potential threats and consequences. According to the require-
ments of the standard, the security management process consists of the follow-
ing stages: developing a security policy, conducting a risk assessment, drawing
up a risk management plan, implementing the planned actions, monitoring the
situation, performing preventive actions, conducting management reviews (ISO
28000, 2007; Sitkowski, 2009).

The implementation of ISO 28000 has many advantages, for example (ISO
28000, 2007; Jarysz-Kaminska, 2011; 2012):

e  optimizing processes,
e improving the security management system,
e cnsuring compliance with legal requirements,
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e improving the security of people and cargo in the supply chain,
o facilitating international trade,

e climinating security gaps at the strategic and operational levels,
e building business credibility,

e minimizing costs,

o reducing the time needed to resolve logistical problems.

2.4.2.2. ISO/IEC 27005:2018 Information technology — Security
techniques — Information security visk management

ISO/IEC 27005 is an international standard from the ISO 27000 series appli-
cable to information security management systems. ISO/IEC 27005 was first
published in 2008. The currently applicable version of the standard was released
in July 2018. The document contains guidelines for information security risk
management and supplementary recommendations concerning the setting of
the scope and limits of the information security risk management process, asset
valuation, a catalogue of typical threats, threat vulnerability assessment methods,
information security risk assessment approaches and risk modification limitations.
The standard is addressed to all types of organizations (business enterprises, gov-
ernment agencies, non-profit organizations) intending to manage risk that may
threaten information security. In this standard, the approach to risk is closely
related to the security of information that is regarded as other important assets
indispensable for effective business operations; hence the standard emphasizes its
adequate protection (Fazlida and Said, 2015). Risk is usually perceived as a threat
to the confidentiality, integrity and availability of information. According to the
terminology applicable to the whole ISO/IEC 27000 series of standards, risk
is defined as a potential situation in which a specific threat exploits the vulner-
ability of an asset or a group of assets, thus causing damage to the organization.
Furthermore, risk management, according to the standard, is a coordinated activ-
ity aimed at managing and controlling risk in the system. The guidelines of ISO/
IEC 27005:2018 distinguish the following stages in the information security risk
management process: establishing the context of risk, estimating risk (identifica-
tion, analysis, assessment), dealing with risk, accepting risk. Risk communication,
consultation, monitoring and review activities also play an important role in the
process (ISO/IEC 27005, 2018).

The main advantages of the information security risk management standard
are the following (Everett, 2011; Dzwonkowski, 2013; ISO /IEC 27005, 2018):

e improving the image and reputation of the organization,

e cnsuring better protection and improvement of information assets,

e increasing the availability of information on all possible safeguards,

e providing better synchronization of information security management with
risk management,

e lowering costs,

e cnsuring compliance with legal requirements,
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e raising managers’ and employees’ awareness of the need to ensure informa-
tion security,
e reducing the time necessary to investigate security breaches.

2.4.2.3. PMI Practice Standard for Project Risk Management

The Practice Standard for Project Risk Management was developed and pub-
lished by the Project Management Institute in the USA in 2009. The document
contains guidelines, methods and best practices for project management, with
particular emphasis on project risk management. The standard is dedicated to
all those participating in project management: project managers, project teams,
supervisory bodies and other persons involved in business projects, regardless of
their scope, reach or importance. Risk in the PMI standard is perceived as a threat
or opportunity. The full definition presented in the standard recognizes risk as
uncertainty as to the occurrence of an event or condition which, if it occurs, will
have a materially negative or positive impact on the course and objectives of the
project. Risk management is defined as a systematic process of identifying, ana-
lyzing and responding to the risk occurring in the project, in order to maximize
the probability of positive events and minimize the probability and consequences
of adverse events threatening the achievement of project objectives. The project
risk management process according to the PMI standard comprises the following
stages: risk management planning, risk identification, qualitative and quantita-
tive risk analysis, development of ways to respond to risk and risk monitoring
and tracking (Souza dos Santos and Cabral, 2008; PMI Practice Standard ...,
2009; PMBOK Guide, 2017). The implementation of the PMI risk management
standard can bring benefits such as (PMI Practice Standard ..., 2009; Ridrigues-
da-Silva and Crispim, 2014; PMBOK Guide, 2017):

e minimizing costs,

e improving the effectiveness of pursuing project objectives,

e improving the utilization of resources,

e reducing the probability of project disruptions,

e climinating doubts regarding project estimations and assumptions,

e improving functioning in other areas of project management, such as budg-
eting, change management, time management,

e providing the possibility of constant monitoring of changes, and thus of early
detection of irregularities.

2.4.2.4. 180 22320:2011 Societal security — Emergency management —
Requivements for incident response

The ISO 22320 standard was published in 2011 in response to the growing
importance of crises in the functioning of enterprises. It contains guidelines on
management under crisis conditions and appropriate responses to incidents.
The standard is dedicated to all public, private, governmental or non-profit
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organizations, regardless of their profile, wishing to strengthen their resilience
and prepare in a professional manner for unforeseeable events (crises, disrup-
tions, disasters) (ISO 22320, 2011). It presents an approach to risk interpreted
as incidental events that are the source of crisis situations. Consequently, instead
of risk and risk management, the basic concepts in this case are incident and crisis
management. The standard defines incident as an event with potentially destabi-
lizing or disrupting effects on the proper functioning of the organization. Crisis
management, according to the ISO 22320 standard, is described as an approach
oriented towards preventing crisis situations and managing those that actually
occur. Crisis management relies on the risk management approach to prevent-
ing and responding to potentially destabilizing or disruptive events, as well as
restoring the enterprise’s functionality after the occurrence of such events. The
ISO 22320 standard provides for the following stages of the crisis management
process: observing the situation, gathering information, assessing the situation,
planning actions, taking and communicating decisions, performing actions as a
result of decisions made, observing the results of actions taken, gathering feed-
back and exercising control (ISO 22320, 2011; Wroblewski, 2014). The main
benefits of implementing ISO 22320 include the following (ISO 22320, 2011;
Madu and Kuei, 2018; To and Kato, 2018):

e shaping resistance to events of an incidental character,

e improving the processes of communication and transmission of key informa-
tion in crisis situations,

e minimizing the negative consequences of crises,

e shortening the time necessary to restore the functionality of the enterprise
after a crisis,

e supporting the protection of key processes,

e improving the ways of responding to incidents.

2.4.2.5. 1SO 22301:2012 Societal security — Business continuity
management systems (BCM) — Requirements

The ISO 22301 standard was developed by the ISO/TC 223 Technical
Committee and published in 2012 as the first international standard for busi-
ness continuity management aiming to help companies implement appropriate
processes and tools in the face of threats from terrorism, natural disasters and
other catastrophes. The document provides guidance for planning, establishing,
implementing, monitoring, reviewing, maintaining and continuously improving
a documented business continuity management system. The standard specifies
general requirements applicable to all organizations or their parts, regardless of
their type, size or character of activities. The scope of application of the require-
ments depends on the specific nature of the activity and the complexity of the
organization (ISO 22301, 2012). In the standard, risk factors are equated with
incidents and crises that may disrupt the functioning of the enterprise. In the case
of ISO 22301, risk is always perceived as the probability of the occurrence of a
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particular incident. However, with regard to business continuity, the definition
of risk describes it more specifically as a situation that could lead to disruptions in
operations, losses, danger or crisis. The concept of business continuity manage-
ment means one of the risk management processes that identifies potential threats
and the effects that such threats may have on the enterprise’s operations, ensures
the development of resilience to such threats and enables an effective response to
protect the interests of its key stakeholders, reputation, brand and activities creat-
ing value. The standard recommends business continuity management according
to the following cycle: planning BCM, implementing and using BCM, moni-
toring and reviewing BCM, maintaining and correcting BCM and continuously
improving BCM (ISO 22301, 2012).

According to the standard, in order to ensure the effectiveness of the imple-
mented system, the enterprise should also focus on identifying the most important
values for the organization from the point of view of potential losses (Business
Impact Analysis — BIA), developing ways of responding to disturbances (Business
Continuity Plans — BCP), developing plans related to the recovery of critical
areas of activity, services or resources (Disaster Recovery Planning — DRP). ISO
22301 allows enterprises undertaking its implementation to achieve a number of
benefits, for example (ISO 22301, 2012; Baba et al., 2014):

e increasing the enterprise’s resilience and stability in the face of threats,

e  helping in the efficient running of the enterprise,

e reducing the frequency and negative eftects of disturbances,

o cffectively identifying and managing present and future risks,

e  providing a proactive approach to minimizing the impact of incidents on the
organization’s operations,

e minimizing downtime during crises and shortening the time necessary for
full operational recovery,

e improving resilience to crisis situations,

e increasing credibility.

2.4.3. A comparison of visk management standavds

Table 2.5 presents the results of a comparative analysis of the risk management
standards under discussion against the following criteria:

e the degree of complexity of the standard,

e the degree of universality of the standard,

e major parties interested in the implementation of the standard,
o the specific character of the standard.

The comparative analysis included in Table 2.5 shows many similarities among
the analyzed risk management standards. Firstly, the holistic standards provide
comprehensive guidelines for the risk management process, i.e. they formu-
late specific requirements for each stage, from context identification and risk



76 Concepts and standards of visk management

pIepuels

S1SI[OY © 3IM UoneIgaul ur 1o
Apuapuadopur payuswarduwr oq ued
‘000T€ OSI uo paseq padopaa
UCOEOWNQwE J[SLI DDST[OT] SULIDUOD

VINIAA

sonuoyIne A1osmrodns
‘soaso1duwd

SIOWOISND

‘soulreJ

s12InSur

uondayoxd
uoneuojur 10y Auoud JudwdFeURW YSLI
[ sastadioius 1oj 9[qeams  AJLNJ3s UODRWLIOJUT 10]
‘Teszoarun)  syudwaambar sarsusyardwo) ¢00Lz DAL/ OSI

SuOneZIULSIO PIYSTQLIsd

pue [T OSOD 03 d[qeredwod €$10189AUT A[MaU 10J 9[qelIns os[e
‘000T€ OSI 10§ aseq ‘sIoulIeJ ‘fesIoAtu) aasuoyordwo)  098F SZN/SV
JUdWOFeURW YSLI dNSOY] SUIIDUOD SIoInSur
‘09¢¥ SZN ‘s10159AUL
/SV pue [T OSOD 03 d[qeredwo) ‘s1oulIeJ [esIaATU) dasuaypadwo) VINIAA
Jduewod pue
A3o1ens YIm JudwaFeuew
Y1 SuneIsaur uo sog  (£102) OSOO
SIoINSUl syuowaambau sisATeue
JudWwOSeURW YSLI DOSI[OY SUIIDUOD €$10389AUT SOMIATIDE SSUISN( 10 st 01 pred uonuslle s
‘09¢¥ SZN/SV pue VINIAA ‘S1010B1U0D  PIPUIWWOdAT A[renonred ‘soAandd[qo pue
01 d[qeredwo)) ‘s1oulIeJ ‘[eSIOATU)  2INIdNIS SSAUTSNA VO snd0 (F007) IT OSOD
JudWwOSeURW YSLI DISI[OY SUIIDUOD SI2INSUT
‘09¢¥ S103SIAUL
SZN/SV uo paseq padopaadq ‘sIoulTeJ [es1oATU) aasuayardwo)) 0001 OSI
wuorgvInImaldus PAUpUDIS
4219040602 3119245 U1 PaISIAIIUL SILAY ] (qzgvsaaarun Jo a3 (1631dw09 J0 3347 101497147y

sprepuels Juowadeurw J[SLI JO GOmCN&EOU V §°C 219V ]



Concepts and standavds of visk management 77

pIepuels dISoOY B YIm
uoneidaiur ur 1o Apudpuddopur
pajudwodwr 9q Ued ‘g6ETT
SVd/OSI savefdar Apreq
pIepuels
o1SI[OY © YIA UoneIdalur ur 1o
Apuopuddopur pajuswodur oq ued
€-6£09 S4
TININD €T 2duL 03 d[qeredwo)

pIepuels onsIoy e [P
uoneidaiur ut 1o Apudpuddopur
parudwdrduwir oq ue)

000T1¢€

OSI 10 $00£T OHI/OST P
uoneIr3aur ur 1o Apuspusdopur

paruswrdur oq ue)

SI01SIAUT
‘s1ouyaed

‘s103e19d00D
‘s1owoIsn))

sonuoyIne Arosiaradns
‘s103e19d00D
‘SIoWOISND

‘s1oured

‘sodfodwg
s101nodwod
‘soafordwd

‘sonuoyane Arosirodns
‘sroured

‘s101e10d00))

s101n9dwos
‘sonuoyane A1osiarodns
€S10189AUT

€$1035e1U0d

‘sroulreJ

[esIoATU)

s300loxd
ssoursnq 1IN0 JurArred
sastrdIaua 03 pajedIpaq

surerpd Ajddns
unpm Sunerddood
sostdIo1us 01 paredIpa

[es1oATU)

JudwSeURW SISLID 10§

syuowaImMbar satsudyardwo)

JUduWIsSsasse

ysu1 01 pred uonuaIe s3]

“Ys11 03 sasuodsax
SE [[oM se ‘sisf[eue pue

UONEIYNUIPT YSII VO SN0,J

ureyd
Ajddns e ur sosudioud

10J 2a1sudyIdwon)

JUDWISSISSE PUE SISA[EUe
Ys11 10§ syudwaambar

01 pred uonuane ssIf

‘Surpuodsax
Jo spoyiaw pue

UOnedIYIUIPI YSLT UO SN0

0C€eTT OSI

INd

0008¢T OSI

10€27T OSI



78 Concepts and standards of visk management

management planning, through risk identification, analysis and assessment,
to risk monitoring and continuous improvement of the implemented system.
Secondly, the risk management standards, mainly the holistic ones, are also highly
universal, i.e. they can be applied in any enterprise, regardless of its sector, size
or business profile.

Besides enterprises that decide to implement risk management standards for
various reasons, there may be other parties interested in their implementation, for
example employees or external stakeholders. The reasons for such interest may
be determined by a business sector, relations between the enterprise and various
stakeholder groups, as well as the impact of the implementation of a standard on
existing activities and management processes (Jedynak and Bak, 2017).
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3 Challenges of risk management
during crisis situations

3.1. Cirisis as a specific management situation

The dynamic and continuous changes in the business environment have increas-
ingly negative consequences, especially in the case of smaller companies with a short
market history. The observed changes generate higher and higher requirements
that have to be met in order to ensure continuity of business activities (Mikusova
and Horvathova, 2019). If such requirements are not fulfilled, enterprises may
find themselves in circumstances indicating an impending crisis. Enterprises are
also exposed to external crises whose occurrence is beyond their control.

3.1.1. The essence of a cvisis situation

In a business context, crisis can be defined as an unnatural, complex and unstable
situation that threatens the achievement of an enterprise’s strategic objectives,
its reputation or even survival (British Standards Institution, 2011). Crisis is a
dynamic and progressive process that is never limited to one functional area of an
enterprise, and its boundaries are blurred. The symptoms of crisis tend to be casily
dispersed throughout an enterprise and beyond (Hart et al., 2001). According to
Perrow (1999), increased susceptibility to such states results from environmental
influences or technological changes, while Reason (1990) points at human errors
as the main causal factor. Crisis in enterprises is characterized by the following
three features: threat, surprise and relatively short response times. A few major
definitions of crisis in the context of management are presented in Table 3.1.

A crisis appearing in an enterprise, regardless of its size or business profile, is
a specific management situation requiring reorganization of business processes,
implementation of adjustment mechanisms and extensive corrective and remedial
actions or actions limiting the scale of negative and irreversible consequences of
a crisis. The course of a crisis cycle can be divided into the following successive
phases (Sienkiewicz-Malyjurek, 2015):

o the potential phase that applies to all enterprises and is difficult to notice —

the degree of exposure to crisis can be determined by means of early warning
systems,
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Table 3.1 An overview of major definitions of crisis

Author Definition of crisis

Hermann (1972) A situation that threatens the priority objectives of the decision-
making unit, limits the amount of time available to respond
before a decision is made and takes members of the decision-
making unit by surprise

Selbst (1978) Any act or omission that collides with the organization’s
current functions, the acceptable achievement of the
organization’s objectives, its longevity or survival, or that has
harmful personal effects in the opinion of the majority of its
employees, customers, or constituent parts

Pauchant and A disruption that physically influences the system as a whole and
Mitroft (1992) jeopardizes its fundamental principles

Rosenthal and A serious threat to the basic structures or basic values and norms
Kouzmin of the system that, under the pressure of time and highly
(1997) uncertain circumstances, forces critical decisions to be taken

Hart et al. (2001) A progressive process that is not confined to just one area of the
enterprise and tends to spread rapidly

Venette (2003) A process of transformation after which it is impossible to return
to the previous system

Boin et al. (2005) A situation characterized by threat, uncertainty and a sense of

urgency
Leidner et al. A situation that constitutes a high priority threat. Crises are
(2009) characterized by non-trivial threats to important assets and

values, unpredictability and urgency.
Herbane (2010)  An emergency, disaster, disruption of business continuity
Bundy et al. An event that is perceived by managers and stakeholders as very
(2017) significant, unexpected and potentially destructive; an event
that may jeopardize the organization’s objectives and have
serious consequences for its relations with stakeholders

Mikus$ovd and A situation that is regarded as undesirable or harmful, requiring
Horvathova to be resolved and overcome. Its severity depends on the
(2019) intensity of its effects and the time needed to resolve the

problem.

o the hidden phase — contrary to its name, it is visible and heralds the possibil-
ity of a crisis, which allows the identification of the first symptoms of a crisis,
o the open phase in which a crisis escalates.

Crises are an indispensable element of the dynamic business world. Unexpected
and violent organizational changes, personnel problems, technological and politi-
cal transformations as well as changes in economic conditions cause instability in
business activities. If a crisis that may appear in an enterprise as a result of such
changes is not properly managed and brought under control in due time, it may
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trigger a chain reaction in which the crisis will spread throughout the enterprise
and even among its stakeholders (Fener and Cevik, 2015).

3.1.2. The need for cvisis leadevship

The specific managerial situation triggered in enterprises by a crisis requires a
special attitude on the part of the top management, which, in cooperation with
lower-level managers, may influence the enterprise’s ability to minimize the sever-
ity of the negative effects of crisis events (Crandall et al., 2014). This attitude can
be referred to as crisis leadership (Wang and Belardo, 2005). Crisis leadership is
considered to be the optimal process for assessing the impact of adverse changes,
regardless of their cause. What can be observed nowadays is a clear shift from
authoritarian leadership to a participatory leadership model, with employees at
different hierarchical levels participating in the crisis management process (Fener
and Cevik, 2015). A leadership style adopted during a crisis has an impact on
the effectiveness of the management process, especially when actions need to be
taken that require a rapid response to changes resulting from the crisis (Lester
and Krejci, 2007). Therefore, crisis leadership is treated as one of the responsibili-
ties of the management of an enterprise affected by a crisis. It is also one of the
key determinants of the effectiveness of anti-crisis measures taken. The core of the
leader’s responsibility during a crisis is to look for new, surprising actions aimed
at protection against the effects of the crisis when other managers accept the
impossibility of counteracting threats, representing a passive attitude. Managers
become leaders during a crisis when they are able to manage risk in extraordinary
and exceptional situations (Tutar, 2004 ). Thus, crisis leadership can be described
as initiatives and activities undertaken in the face of a crisis and aimed at looking
for new solutions.

In response to increasing requirements imposed on managers in the face of a
crisis, the literature on the subject proposes a number of concepts of crisis. Karim
(2016) developed a model that indicates the features and skills of a leader who
is capable of effectively dealing with an identified crisis. Fragouli and Ibidapo
(2015) emphasize that crisis management requires that leaders adopt an attitude
that will enable them to transform the crisis into a state predisposing the organi-
zation to continue its development and initiate changes that could not be effec-
tively implemented under normal conditions. Civelek et al. (2016) also perceive
crisis as an opportunity for development.

The situation in which enterprises find themselves during a crisis requires that
managers first of all identify the problem when its first symptoms or early signals
appear. Once the threats have been identified, the top management faces the
challenge of assessing to what extent the possible effects of the crisis will affect the
strategic objectives of their enterprise (whether the possibilities of achieving such
objectives will be reduced). Another task is to develop a methodology for deal-
ing with crises, and then to implement it gradually in combination with ongoing
monitoring of effectiveness (Tutar, 2007).
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3.1.3. Tasks of leaders in a crisis situation

To some extent, every crisis disrupts intra-organizational relations and organi-
zational culture. It is therefore the task of leaders to overcome the chaos that is
often the first reaction to a crisis, to adapt the enterprise to the changes forced by
the crisis and to motivate all employees to fight the crisis together. Cener (2007)
drew up a list of obligatory tasks of leaders managing enterprises in situations of
crisis. Such tasks include the following:

o identifying the first signs of threats,

e getting ready for potential crises and ensuring maximum protection against
their negative effects,

o making decisions dynamically and effectively in all phases of crisis
management,

e delegating powers and responsibilities skilfully in the crisis management
process,

e cxercising planning, forecasting and organizational skills,

e ensuring an efficient communication system for anti-crisis measures within
the organizational structure,

e coordinating all phases of crisis management,

e exercising continuous supervision of the crisis management process,

e drawing conclusions as well as assessing events and changes,

e developing ways of returning to the pre-crisis state and using changes caused
by the crisis to improve the organization.

The experience gained from past crises should be momentum for organizations
to revise and make necessary changes in their strategies (Bayazit et al., 2003) and
established strategic objectives should influence the shape and scope of actions
aimed at preventing potential crises. Therefore, crisis management and strate-
gic management should be areas of continuous cooperation generating valuable
mutual feedback.

A managerial situation created by a crisis emerging in the enterprise also
requires the development of effective change management mechanisms. Each cri-
sis gives rise to organizational changes, regardless of the scope and severity of its
effects. Due to the turbulent character of the environment, far-reaching techno-
logical changes, dynamic globalization processes and a continuous increase in the
competitiveness of enterprises, organizational crises (regardless of their sources)
have become a common phenomenon. The management of changes resulting
from them has become a standard corporate process. Chosen by the manage-
ment team, the methods and tools of conducting the change management pro-
cess determine the effectiveness of crisis management. In order to achieve this
goal, enterprises are obliged to combine activities in the area of crisis manage-
ment and organizational change management, which is currently one of the most
important areas of managers’ activities (Kuzmanova and Ivanov, 2019). In the
process of harmonizing decisions in the area of change management and crisis
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management, managers should pay particular attention to the objectives of these
two processes (Jarrett, 2003). Introducing organizational change in normal busi-
ness conditions is a long and complicated process, while in a crisis environment
it is often a challenge that some enterprises may fail to rise to. The common
stage of both change management and crisis management is adaptation. Each
crisis requires the enterprise to adapt to the new operating conditions changed
as a result of its consequences. Implemented organizational changes also need
to be adapted to the enterprise’s individual capabilities and conditions (Greiner
1972; 1998). Therefore, it should be concluded that change management and
crisis management measures interact with each other and thus make it possible
for enterprises to look for opportunities to overcome crises and maintain their
growth potential (Kuzmanova and Ivanov, 2019).

3.1.4. The occurvence of a cvisis and the improvement of entevprises

Any crisis, regardless of its consequences for the enterprise, should provide
impetus for drawing conclusions and subsequently using them to improve the
enterprise. In the natural course of events, such impetus triggers a series of organ-
izational changes whose alleged aim is to restore the enterprise to the state of
equilibrium from before the crisis (if its consequences are exclusively negative)
or to continue the enterprise’s development (if the core activities are maintained
during the crisis). However, it is worth remembering that there is no ideal and
uniform standard of coordinating change management in enterprises during and
after a crisis, as well as adapting enterprises to occurring changes. The develop-
ment of an individual system in this area, adapted to a particular company, is
a long-term and methodologically advanced process requiring close integration
with strategic management, because crisis itself is treated as a change of strategic
character. Searching for a post-crisis intra-organizational balance by means of
consistently implemented organizational changes requires that the management
system model the environment of change in order to achieve the highest possible
degree of adaptation, which in the long term may also contribute to increasing
resistance to subsequent crisis events (Rochet et al., 2008).

Crises appearing as indispensable moments in conducting business activities
have a number of managerial implications. In addition to the aforementioned
impact of crises on the processes of strategic management and organizational
change management, as well as managers’ attitudes and actions within the scope
of crisis leadership, attention should be paid to other areas of the enterprise that
also undergo transformations in the wake of a crisis (regardless of whether a crisis
is caused by external factors or is an internal problem of a particular enterprise).
Thus, it becomes possible to formulate the following guidelines whose imple-
mentation can support managers in combating crises effectively:

e modelling the course of a crisis, with particular emphasis on post-crisis meas-
ures, aimed at not only restoring the normal functioning from before the
crisis, but also preventing future crises (Pedersen and Ritter, 2020),
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e cxamining relationships among enterprises within business networks, mainly
to assess such networks’ resilience to crises (Hékansson and Ford, 2002),

e increasing employees’ autonomy, which can translate into shorter response
times and greater creativity in dealing with dynamic and unexpected changes
(Pedersen, 2019),

o  digitizing the communication channels used throughout the crisis manage-
ment process, which may result in increased resilience of business models in
comparison to those used by competitors (Ritter and Pedersen, 2020).

3.2. Types of management crises

A typology of crises is a structured approach that forms the basis for analyzing cri-
sis situations and implementing measures to prevent and contain crises (Mikusova
and Horvathova, 2019).

The basis for developing a typology of crises or crisis situations is a group of
features which, when combined, allow an in-depth description of a crisis. These
features include (Ziarko and Walas-Trebacz, 2010) the occurrence of a critical
event, the perception of the critical event by the enterprise, its stakeholders and
society at large, and the degree of control over critical events.

The first step in developing a typology of management crises is to classify their
causes and sources. According to one of the basic approaches, the sources of cri-
ses can be divided as follows (Sienkiewicz-Matyjurek, 2015):

e natural sources — sudden, one-off and socially destructive events resulting
from natural causes and happening at a particular place and time,

e sources related to human activity — sudden events resulting from complex
technological, organizational and social processes or human errors; their
impact may be unlimited geographically, and the consequences may appear
with a delay,

o hybrid sources — they result from the coexistence of the two other types; they
are events resulting from both human activity and the natural forces.

According to Mitroft et al. (1987), the causes of crises can be divided into inter-
nal and external. In both groups, techno-economic and socio-organizational
causes are distinguished.

Internal causes include the following:

o within the range of techno-economic causes, for example: defects in prod-
ucts/services, technical and infrastructural problems, industrial failures, IT
failures, lack of access to information, bankruptcy,

e within the range of socio-organizational causes, for example: lack of adapta-
tion to changes in the environment, organizational and personal problems,
faulty communication systems, dishonesty of employees, loss of reputation,
accidents at work.
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External causes include the following:

e within the range of techno-economic causes, for example: environmental
degradation, large-scale industrial accidents, large-scale system failures, natu-
ral disasters, political crises, international and global crises,

e within the range of socio-organizational causes, for example: terrorism,
industrial actions, boycotts, fraud.

Crises can vary in nature and either affect individual areas of enterprise manage-
ment or be systemic in character. According to Mitroft (2004 ), the main types
of management crises can be categorized according to their sources as follows:

e cconomic crises (market, financial, growth, employment crises; crises result-
ing from changes in legislation),

e information crises (problems with communication or access to market infor-
mation; loss of confidential data or information),

e physical crises (production disruptions, product quality problems),

e crises related to human resources (loss of employees, employees’ fraudulent
activities),

e crises related to reputation (negative opinions),

e crises related to natural disasters and terrorism.

Crises can also be categorized on the basis of a number of other criteria, for exam-
ple (Zelek, 2003): the place where the crisis occurs in the company, the ability to
adapt to changes caused by the crisis, the processual nature of crisis management,
the life cycle phase of the organization, the warning time (the time between the
first symptoms of a possible danger and the occurrence of the crisis), the pace of
the crisis, the nature of the course of the crisis. A detailed typology of crises in
management is presented in Table 3.2.

Prepared on the basis of a number of division criteria, the classification of
management crises presented in Table 3.2 indicates a wide diversity of crises that
can potentially occur in an enterprise. Such an extensive division also proves the
complexity of a crisis as a phenomenon interfering with the enterprise’s activi-
ties (irrespective of its sources). Inherent in conducting business activities, crises
are phenomena that, with greater or lesser intensity, restrict basic functions or
require managerial changes. From the managerial point of view, the most dan-
gerous type of crisis is a strategic crisis. It usually occurs as a cumulative form of
serious problems in various functional areas of an enterprise whose consequences
may significantly disrupt the pursuit of the enterprise’s basic strategic objectives
and even threaten the continuation of its activities.

A crisis spreading in the enterprise and recognized as a problem transforming
into a strategic crisis has several characteristic features. These include, for example
the loss of the capacity to self-regulate by the enterprise management system.
Another symptom of the strategic dimension of a crisis is a sudden slowdown
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Table 3.2 A typology of crises in management

Division Types of crises
criterion
The place where e crises arising in the area of management,
the crisis e crises arising in the area of people management,
originates o crises arising in the area of sales,
in the e crises arising in the area of organization,
organization e crises arising in production,
e crises arising in logistics and procurement,
e crises arising in the area of research and development,
e crises arising in the area of investments,
e crises arising in the areas of finance, controlling and planning.
The ability to e a crisis of adaptation manifesting itself in problems with
adapt to adapting to threats. The most common cause is the
changes petrification of organizational structures and management
brought procedures,

about by the

crisis

The processual
nature
of crisis
management

The life cycle
phase of the
organization

e a crisis of continuity — it consists in the lack of inertia and is
caused by the deregulation of the management process due
to constant changes.

e a potential crisis — a threat to the enterprise’s operations and
pursuit of objectives resulting from the adverse influence of
various external and internal phenomena,

o alatent crisis — difficulties in achieving the enterprise’s
objectives and managing its resources, often equated with
so-called “temporary difficulties”,

e an overt crisis — the emergence of difficulties in the
functioning of the enterprise that seriously threaten its
economic existence.

e a crisis of leadership — such an increase in the size of the
enterprise that it can no longer be controlled by its founder.
It most often results in the loss of control over the growing
scale of operations and size of the enterprise,

e a crisis of autonomy — the emergence of chaos in a well-
established organizational structure, the loss of control
over the supervised areas of the enterprise’s operations at
individual hierarchical levels,

e acrisis of decentralization — it forces the enterprise to better
coordinate its decentralized activities and may indicate
another phase of growth for the enterprise,

e a crisis of bureaucratization — a reduction in the efficiency
of large enterprises due to their natural tendency to increase
bureaucracy and thus, fixed costs,

e a crisis of maturity — it is related to the lack of further
development of the enterprise.

(Continued)
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Table 3.2 (Continued) A typology of crises in management

Division
criterion

Types of crises

The warning
time

The nature of a

crisis

The pace of the

crisis

The reality of
the crisis

The course of
the crisis

a sudden crisis — it is defined as disruptions to activities that
occur without warning,

a smouldering crisis — it is defined as any business problem
that intensifies over time, regardless of its origin.

an internal crisis — it constitutes a subsystem of management
and is caused by internal factors such as the enterprise’s
improper management or wrong financial policy,

an external crisis — it is caused primarily by macroeconomic
processes, new social phenomena, technological progress,
market globalization, etc.

a sudden/immediate crisis — it is characterized by the lack

of time for the examination of causes and further planning.
Decisions have to be taken at once,

a chronic crisis — it can last for months or even years. Its long
duration is not conducive to taking effective actions aimed at
its containment.

a real crisis — it is caused by various factors and usually leads
to many problems within the enterprise,

a virtual crisis — it is artificially created in order to bring about
change and, consequently, to develop the enterprise and
increase its revenues.

type I crisis — it is characterized by a gradual intensification of
negative effects and a long-term growth of crisis phenomena,
type II crisis — it is characterized by average duration, rapid
spread and varying intensity of destructive effects,

type III crisis — it is characterized by a short duration, a
violent course and a very rapid increase of destructive effects.

Source: the authors’ own work based on: Krystek, 1987; Sienkiewicz-Malyjurek, 2015; Zelek,
2003; Ziarko and Walas-Trebacz, 2010.

in or complete halt to the enterprise’s continued development under given cir-
cumstances. The third, extremely important manifestation of the achievement of
strategic potential by a crisis is the malfunctioning of basic business mechanisms

(Shiller, 2012; Groh, 2014).

3.3. Approaches and strategies used in crisis management
3.3.1. The concept of crisis management

There are many definitions of crisis management. The most appropriate seems
to be the proposal of Bundy et al. (2017), who refer to crisis management as
a process in which an organization copes with a destructive and unexpected
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event that threatens to harm the organization, its stakeholders or the general
public. Furthermore, crisis management comprises both leaders’ actions and
communication activities aimed at minimizing the likelihood of crisis occur-
rence (before a crisis), minimizing the scale and extent of damage that a crisis
has caused (during a crisis) and restoring the organization’s normal functioning
(after a crisis) (Pearson and Clair, 1998; Kahn et. al., 2013; Bundy and Pfarrer,
2015).

Crisis management can be described as a holistic and integrated management
process consisting of the following (Jaques, 2007): the phase of preparation for
a crisis (forecasting, risk estimation, prevention), the decision-making phase (if a
crisis actually occurs), the post-crisis phase (containing the negative effects of a
crisis, restoring the functionality of the enterprise). The approach represented by
Coombs and Hollady (2012) is also consistent with this understanding of crisis
management. These authors equate crisis management with three inextricably
linked processes: the pre-crisis process (preventing and getting ready for a poten-
tial crisis), the crisis process (ensuring adequate responses to crisis events) and
the post-crisis process (verifying implemented anti-crisis strategies and initiating
improvement activities).

According to Mitroft and Pearson (1993), the crisis management process is
formally divided into the following stages: identitying early warning signals, pre-
paring preventive actions, controlling a crisis in the case of its occurrence (anti-
crisis actions), restoring normal functioning after a crisis, maintaining continuous
improvement on the basis of experience gained and reviewing the crisis manage-
ment system.

Crandall et al. (2014) also developed a cycle describing the process of build-
ing an effective crisis management system that should provide for the following
implementation stages: identifying the real causes of a crisis, establishing a crisis
management team, developing and implementing corrective strategies (planning
corrective actions, implementing corrective actions), monitoring the effects of
adopted corrective strategies.

Other definitions of crisis management based on a processual approach were
proposed, among other researchers, by Pearson and Clair (1998), Starbuck and
Milliken (1988), Bigley and Roberts (2001), Gephart et al. (2009). According
to these authors, crisis management can be generally defined as coordination
of complex systems and designing the organizational structure in such a way
that the process serves to prevent the occurrence of a crisis, reduce the scale
and scope of negative effects of a crisis and improve the enterprise based on
the experience gained during a crisis. Therefore, the ideal form of management
under crisis conditions is integrated crisis management that propagates preven-
tive and reactive actions before, during and after a crisis (Mitroft et al., 1996).
The domain of crisis management is the integration of prevention and confron-
tation (Glaesser, 20006).

The objectives of crisis management are the following (British Standards
Institution, 2011): to identify and understand the risks and challenges resulting
from external threats from a strategic perspective, to assess the consequences of
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potentially possible crises, to build resilience to crises and to adapt the manage-
ment model to appropriate responses in the event of crisis occurrence.

3.3.2. Crisis strategies and cvisis management tools

Since crises can threaten the continued existence of an enterprise in an uncertain
business environment, crisis management should constitute one of the leading
stages of strategic management. The proper integration of the orientation towards
crises with the strategic objectives of the enterprise at the decision-making level
may result in the development of effective crisis prevention measures (Chong,
2004). Therefore, the preparation and implementation of crisis strategies becomes
extremely important. The choice of an appropriate crisis strategy is determined by
the internal and external environment of the enterprise (Litovchenko, 2012), the
time, as well as the needs and requirements of all its stakeholders. After all these
factors have been taken into account, a defence strategy is selected (Ténase, 2012).

The main division of crisis management strategies makes it possible to distin-
guish the following (Mikusova and Horvithovd, 2019): a passive strategy (no
response to a crisis), a defence strategy (a fight for the survival of the organi-
zation), a challenge strategy (adapting to crisis conditions and using post-crisis
changes to develop the organization), termination of business (winding up the
organization).

Meanwhile, Zelek (2003) divides crisis management strategies as follows:

e arcform strategy — it is oriented primarily towards stabilizing the crisis and,
in the long term, achieving permanent improvement in the enterprise’s
financial and competitive position,

e aliquidation strategy — it includes sales and liquidation strategies providing
for the maintenance of liquidity. The aim of this strategy is not so much to
liquidate the company as a separate entity as to generate positive liquidation
capital. Therefore, it can only be implemented in the case of enterprises with
positive equity,

e a growth strategy — it manifests itself in aggressive strategic actions aimed at
strengthening the enterprise. Such actions take the form of investment and
integration (mergers, acquisitions, strategic alliances),

e a bankruptcy strategy — consists in the liquidation of the enterprise without
regard to solvency, which always results from the enterprise’s poor economic
condition. This strategy means the final liquidation of the enterprise pre-
ceded by the settlement of liabilities to creditors.

Another catalogue of management strategies in crisis situations was proposed by
Wawrzyniak (1999). According to this author, these strategies can be divided
according to the identified causes of a crisis (e.g. causes related to management
or types of business activities) as follows: subordination strategies, withdrawal
strategies, investment strategies and consolidation strategies. If the criterion
of the nature of anti-crisis measures is taken into account, Wawrzyniak (1999)
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divides crisis management strategies into reactive strategies (eliminating the con-
sequences of past events) and proactive strategies (anticipating the future).

Crisis management strategies also include recovery strategies diversified
according to the source of a crisis, for example (Slatter and Lovett, 2001): crisis
stabilization, leadership, interest group support, focus on strategic issues, organi-
zational changes, reorganization of key processes and financial restructuring.

Crisis response strategies (crisis communication) also play a special role in cri-
sis management (Noratikah et al., 2017). They aim at influencing the course of
the crisis in the enterprise, reducing the negative consequences of the crisis and
changing the perception of the enterprise affected by the crisis (Coombs and
Hollady, 2012).

Strategic crises require a specific management approach. Crises of this type that
threaten the fulfilment of the enterprise’s core functions require precise adjust-
ment of the existing strategy, vision and mission to the changes necessitated by the
occurrence of the crisis. Such adjustment creates opportunities for transition to a
new sustainable system after the crisis has been overcome. The strategic nature of
a crisis also requires strategic responses. Such strategic responses to a crisis include
(Wenzel et al., 2020): retrenchment, persevering, innovating and exit.

One of the strategic tools for crisis management is the creation of crisis port-
folios as a means of rationalizing crisis management. It consists in identifying
the enterprise’s weaknesses and using them as criteria in the assessment of its
vulnerability to crisis. On this basis, it is possible to define possible crisis sce-
narios. The adoption of this strategy may significantly improve the process of cri-
sis management, without, however, guaranteeing the prevention of future crises
(Zapletalovd, 2012).

Simulations of the crisis management process based on the identification of
its sources and the design of possible responses are also extremely important in
crisis management (Papalovd, 2015). The creation of simulations of the course of
a crisis and responses to it is aimed at enabling the development of effective tools
and methods for neutralizing its negative consequences (Hrdina and Maléfovd,
2012). The training of teams responsible for crisis management in the enterprise
should also be based on the knowledge and experience acquired from such simu-
lations (Waller et al., 2014).

Early warning systems are also of strategic importance for effective crisis man-
agement as they provide effective support to managers in quickly identifying the
symptoms of crises (Xu, 2010). They should be built in such a way as to allow
them to anticipate a crisis when there is only a risk of its occurrence (Zhang and
Wang, 2016). If early warning systems are to fulfil their intended function, they
have to (Dimitrov and Yangyozov, 2013): identify the symptoms of a crisis on the
basis of information from external and internal sources, allow the classification
and assessment of the identified symptoms in order to clarify which ones require
immediate action and continuously collect information from the environment in
order to refine and improve the methods for diagnosing changes that could be a
source of a crisis.
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3.3.3. Crisis management approaches and concepts

On the basis of the different types of strategies outlined above, it is possible to
distinguish the following approaches to crisis management (Sahin et al., 2015):

e an escaping approach,

e asolving approach,

e a proactive approach,

e areactive approach,

e an interactive approach.

The escaping approach requires constant monitoring of both internal and exter-
nal environment and continuous improvement of the methodology for predict-
ing and estimating the possibility of occurrence of crisis events. It is also essential
for enterprises adopting this approach to identify and clarify their key values and
needs in order to orient their basic risk management processes towards them,
thus increasing the likelihood of preventing or minimizing the negative effects
of a crisis. The intra-organizational communication process is also an important
element. The identified key values and actions aimed at their protection should
be known to all employees, at all levels of the organizational structure. Together
with an adequate diagnosis of early signs of danger, this is the basis for imple-
menting effective solutions during a crisis and increasing flexibility for organiza-
tional changes forced by it (Milburn et al., 1983).

The implementation of the solving approach requires both structured pre-
crisis risk management in order to anticipate possible adverse events and effective
responses when a crisis occurs. Enterprises that decide to follow this approach
should — before, during and after the crisis — take into account the criteria that
will determine the shape of actions to be taken. These include, for example (Sahin
etal., 2015):

e besides bringing negative consequences, a crisis may become an opportunity
for beneficial organizational changes and development,

e  crisis management strategies should be precisely defined and methodically
embedded in the functioning business management system,

e  the reasonable use of financial and non-financial resources is particularly
important,

e all employees should be informed and motivated to take joint action to com-
bat the crisis,

o if the crisis is external and affects many enterprises, it is important to follow
the behaviour and changes of competitors,

e during the crisis, the enterprise’s core objectives (such as customer satisfac-
tion) should be pursued to the maximum possible extent,

o the planning of crisis strategies should be carried out by qualified and expe-
rienced personnel,
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o defence strategies not only increase the opportunities for exiting the crisis, but
also allow the enterprise to minimize the effects of'its negative consequences.

The proactive approach provides for the development of solutions and actions
to be implemented in the event of crises that hypothetically could occur in the
enterprise. Such an approach is based on the maximum utilization of measures
allowing the prevention of foreseeable crises. This translates into faster and
more effective actions taken against crisis events when they factually take place.
Enterprises that are well prepared in advance are better able to cope with time
pressure and chaos, which is often the first reaction to a rapid escalation of a crisis.
If such a proactive approach to crisis management is to be feasible, the follow-
ing are necessary: an efficient communication system, the proper identification
and assessment of risks, the development and implementation of early warning
systems, the building of crisis prevention plans, the establishment of a permanent
organizational unit responsible for the crisis management process (Sahin et al.,
2015).

The reactive approach is chosen most often in the event of unexpected crises.
Actions taken at such circumstances are spontancous, dynamic and immediate.
They often take the form of aggressive decisions involving significant losses to the
enterprise — for example: shutting down certain parts of the enterprises, reducing
salaries, narrowing the range of production or service provision operations. Thus,
the reactive approach is the most risky and exposes the enterprise to dissatisfac-
tion and the loss of trust on the part of both employees and customers (Sahin et
al., 2015).

On the other hand, the interactive approach provides for the development
of integrated actions that need to be taken before, during and after a crisis. A
characteristic feature of this approach is an efficiently functioning mechanism of
self-control and continuous improvement of the system developed on the basis of
gained experience. However, it requires a highly efficient system of communica-
tion with all groups of stakeholders, because only broad cooperation on improv-
ing the crisis management policy can, on the one hand, eliminate the enterprise’s
problems during and after a crisis, and on the other hand, ensure the achieve-
ment of leading strategic objectives despite the occurrence of a crisis (Sahin et
al., 2015).

Besides approaches, there are also concepts associated with crisis manage-
ment. The three basic concepts of crisis management are the concept of vulner-
ability, the concept of resilience and the concept of adaptation. Vulnerability to
crisis refers to a situation in which a system fails to cope with increasing threats
and becomes vulnerable to negative changes that earlier have been successtully
absorbed. The concept of vulnerability defines the types of threats/risks to which
a given crisis management system is exposed. It ultimately focuses on three ele-
ments: the degree of damage caused by a specific threat, the degree of exposure
to a threat and the degree of resilience to a threat. Resilience is associated with
sudden and unforeseeable changes, and the main objective of the concept of
resilience is to restore the enterprise as quickly as possible to the state before
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the occurrence of such changes. This concept is based on the premise that any
unforeseeable changes or threats provide opportunities for an analysis and assess-
ment of the current situation as well as new applications of existing knowledge
and experience, so that crises can sometimes turn into opportunities for change
and development. Resilience primarily focuses on maximum adaptation to occur-
ring changes, difficulties related to such adaptation and the critical threshold, i.e.
a situation in which the enterprise is unable to resist the negative consequences
of a crisis and ceases to be resilient. Adaptation, on the other hand, manifests
itself through adaptability, which is the foundation for reducing vulnerability to
crises and increasing resilience. The concept of adaptation is therefore an inclu-
sive concept. The enterprise’s adaptive capacity is the abilities to surrender to
changes in its environment and to implement changes constituting natural con-
sequences of crises in management systems. These abilities relate to the long-term
mobilization of the system to implement changes resulting from the specificity
of a particular crisis. They are the opposite of short-term response capabilities.
The development of adaptive abilities is determined by economic, technological,
infrastructural, information, administrative and personnel factors (Sienkiewicz-
Matyjurek, 2015).

3.3.4. Crisis management models

Crisis management is a process of coordinated actions based on the ability to deal
with what is unexpected and to gather and process the mass of incoming infor-
mation in order to make optimal decisions (Bénaben, 2016). For the purpose of
standardizing and formalizing guidelines for the building and implementation
of effective crisis management systems, models of the crisis management process
have been developed. The frameworks of the selected models are presented in
Table 3.3.

In order to survive a crisis, enterprises strive to minimize the negative effects
of crisis events or adapt to the changed business environment resulting from the
crisis. In order to achieve these goals, they may, among other things (Mikusova
and Horvathova, 2019):

e scll assets to obtain additional funds that will be used to finance crisis-related
losses,

e increase or decrease the amount of equity,

o capitalize debts,

e change the structure of the assortment or range of services offered,

e reorganize the key business processes,

e implement changes in the ownership structure (e.g. mergers, strategic
alliances),

e review the strategy and correct strategic plans (new strategic planning
systems),

e rationalize the management of financial and non-financial resources,

o restructure employment,
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Table 3.3 Selected crisis management models

Author of the Framework of the crisis management model

model
Burnett e identification (goal formation and environmental analysis — the
(1998) preparation for the crisis),

e confrontation (encompasses strategy formulation and strategy
evaluation — the point when an organization is involved in the
crisis),

e reconfiguration (strategy implementation and strategic control —
how the organization adapts to crisis intervention).

Elsubbaugh e general preparation phase (cultural preparedness, strategic
etal. preparedness),
(2004) o detection of early warning signals,

e specific preparation or crisis management stage (quick decision
response, resource mobilization, information flow),

e (risis outcome.

Valackiene o strategy of crisis management in organization,
(2011) e preparation of crisis situation prevention programme,

e identification of crisis nature,

e operative actions when crisis appears,

¢ liquidation of crisis consequences, rehabilitating the organizational
performance,

e preparation of new crisis situation management programmes.

Sahin etal. e prediction,
(2015) e prevention and preparation,

e control,

e recovery,
e learning and evaluation.
Bénaben e crisis definition: function, intrinsic risk, stake,
(20106) e crisis analysis: objective,

e crisis management: define, realize, maintain.

o effect marketing changes,
e improve communication processes within the enterprise and with the
environment.

The diversity of strategies and approaches to management in crisis situations
proves that there is no single best way to overcome a crisis in an enterprise. In
economic practice, the most effective solution is hybrid programmes combining
elements of different strategies. However, it should be remembered that, besides
designing a sound strategy, overcoming a crisis also depends on linking such a
strategy to an appropriate organizational culture and structure, using the enter-
prise’s skills and resources as well as exercising strong leadership. Thus, what the
enterprise needs in a crisis situation is holistic and integrated management.
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3.3.5. Crisis management vevsus visk management

Risk management plays a special role in crisis management. Although risk manage-
ment is generally considered to be a process of a preventive nature and designed
to minimize as far as possible the possibility of the occurrence of negative events
(constituting the best way to anticipate and prevent a crisis), one of its implied
aims is also to minimize the scale of negative effects of such events. Therefore,
the risk management process, and especially the phases of risk identification and
analysis, may prove to be effective tools for improving the efficiency of manage-
ment when a crisis actually occurs. If it happens, management does not concern
the risk of a potential crisis, but takes the form of actions oriented towards the risk
of its negative consequences. Risk management during a crisis can also influence
the scale of such consequences. A diagram showing the relationships between risk
management and crisis management is shown in Figure 3.1.
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Figure 3.1 Relationships between risk management and crisis management
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Presented in Figure 3.1, the relationships and connections between risk man-
agement and crisis management indicate that both processes should function on
a feedback loop basis. Moreover, crisis management is an indispensable element
of a risk management system, i.e. a holistic approach to risk in business activities.
Thus, it should be borne in mind that crisis management must not be limited to
active anti-crisis measures alone. One of its objectives should also be anticipat-
ing and preventing the occurrence of crises or preparing the enterprise for their
arrival. Furthermore, as one of the domains of management, crisis management
must not be reduced to episodic interventions. It should be a continuous process
permanently integrated into the enterprise management system, compatible with
risk management at the prevention stage and with business continuity manage-
ment at the counteraction stage (e.g. as part of the development of business
continuity plans in the event of a crisis).

The sources of threats to enterprises are very diverse. Consequently, the pro-
cess of preventing and managing a crisis should start with the identification of
key risks and their prioritization in line with the current situation. In a situation
where a crisis has already developed, the adjustment of corrective and neutraliza-
tion measures must therefore not be carried out by chance, but must be targeted
at specific areas of activity where the severity of crisis effects may be the greatest.
The risk management process should not be initiated when events heralding the
occurrence of crisis start to unfold, as this is the time when it transforms directly
into crisis management. If the enterprise has in place an effective risk manage-
ment system that is continuously improved in response to changes taking place
in the environment and is targeted at the areas most susceptible to absorbing the
negative effects of crises, the crisis management process becomes the most effec-
tive, fast and adequate to the nature of changes taking place in the enterprise.
However, what has to be taken into consideration in every case is, inherent in
risk management, the aspect of uncertainty, i.e. the possibility of the occurrence
of extremely unpredictable events whose nature and course cannot be assessed in
advance.

In crisis management, it is also extremely important to develop a crisis profile,
using quantitative and qualitative methods based on the risk profile of a particu-
lar enterprise. Aimed at identifying the enterprise’s possible vulnerabilities and
weaknesses, the process of building a crisis profile should comprise the following
actions (Miku$ovd and Horvithovd, 2019): the identification of sources of poten-
tial crises, the categorization of the crises to which the enterprise may be vulner-
able, the determination of the probability, impact, and time of the occurrence of
the selected types of crises.

3.4. Experiences from selected crises for enterprise
management

Regardless of their origin, crises lead to numerous economic consequences that
translate into problems for enterprises, regardless of their size or economic sector
(although the nature of a crisis may cause certain sectors of the economy to be
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more susceptible to absorbing the negative effects of specific crises). The history
of the world has witnessed a number of different types of crises that, to vari-
ous degrees, have disrupted the functioning of business enterprises, in each case
forcing them to introduce a certain range of changes in the area of management
and making them aware of the importance of implementing crisis prevention
measures, becoming prepared for a crisis, as well as developing techniques and
methods of neutralizing the negative consequences of crisis events. Post-crisis
experience has also significantly influenced the development of the discipline
of risk management, i.e. the invention of methods and tools for dealing with
risks, and has highlighted strong relationships between effective risk management
and crisis management. The following part of the chapter discusses the impact
of selected crises of the 21st century on enterprise management. The analysis
includes crises representing the following three categories:

e afinancial crisis (the global financial crisis in the beginning of 2007),

e acrisis caused by a natural disaster (the tsunami in Japan in 2011),

e a political crisis (the destabilization of North Africa and the Middle East in
the years 2009-2017).

3.4.1. The global financial cvisis

The global financial crisis of 2007 was one of the greatest ever to hit the world
economy. The extent and severity of the negative consequences of the crisis for
businesses was mainly due to its scale. The crisis quickly spread to almost all coun-
tries around the world. The factors facilitating such a rapid transmission of the
crisis included globalization, the liberalization of trade, the internationalization
of enterprises, supranational transactions, international and global cooperation
within supply chains and international competitiveness. Rose and Spiegel (2012)
emphasize, however, that the severity of the global financial crisis for enterprises
differed from country to country.

The crisis affected the economies of both developed and developing countries,
resulting in numerous problems for individual enterprises. The main challenges
faced by enterprises were as follows: shocks in financial and currency exchange
markets, a drop in demand translating into problems with global exports, a plunge
in consumption, a drop in production, a slowdown in investment activity and ris-
ing foreign trade deficits (Czekaj, 2010). These and other factors caused dramatic
financial, managerial and organizational problems in many enterprises, quite a
few of which failed to cope with them and were forced into bankruptcy. Some
organizations had to introduce various changes, for example in their ownership
structure, range of operations, product or service offers, financing structure, rela-
tions with the environment, etc. The enterprises that had survived the crisis were
obliged to implement different adaptation measures. Sometimes they were forced
to make dynamic and previously unplanned managerial decisions to ensure the
continuity of their business operations. This was a particularly difficult task for
those enterprises that, before the onset of the crisis, had not had an effective risk
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management system (based on the identification and prioritization of the lead-
ing risk factors) or a business continuity management system (mainly in terms of
business continuity plans in the event of crises), and had not implemented crisis
management procedures in the first stage of the crisis when symptoms noticeable
in the environment indicated upcoming complications. Delayed responses to the
crisis manifesting themselves in employing anti-crisis measures only when the cri-
sis had already been transmitted to the enterprise significantly reduced the chance
to maintaining business continuity.

For obvious reasons, smaller companies with a poor competitive position,
lower development potential and lack of financial and non-financial resources to
deal with the aftermath of the global financial crisis were less successful in their
attempts at survival. The main types of problems that emerged during the crisis
in small and medium-sized enterprises (SMEs) include the following (Soininen
etal., 2012):

e a decrease in sales revenue translating negatively into profit generation
opportunities,

e liquidity and solvency problems,

e deteriorating profitability ratios,

o the falling value of assets,

e problems with access to external sources of funding,

e personnel problems (the need to reduce employment).

A slowdown in enterprises’ economic growth was another serious consequence
of the global financial crisis. The degree to which individual enterprises suffered
from negative development trends and the lack of conditions for implementing
innovation was largely dependent on the previously achieved resistance to crises
(Peric and Vitezic, 2016). Bartram and Bodnar (2009) also emphasize that the
global financial crisis exerted a negative impact on enterprises, exposing their
shortcomings in many areas and weakening their position. The serious problems
faced by enterprises at large in the wake of the crisis have triggered a feedback
loop, thus exposing the whole economy to an increased risk of destabilization.

Therefore, the global financial crisis required a reorganization of business
management systems. This reorganization manifested itself mainly in the devel-
opment and implementation of a crisis management strategy commensurate
with changes observable in the environment (Lee et al., 2017). Sometimes man-
agement teams had to redefine the leading strategy and establish new strategic
objectives because the activities of the enterprises that survived the crisis differed
significantly from those pursued in the period before its onset. The enterprises
that survived the crisis are expected to use their newly gained experience and
knowledge firstly, to make more conscious managerial decisions concerning the
arcas that the crisis allowed them to diagnose as critical and secondly, to develop
emergency strategies in the event of a crisis occurring in the future (Robertson
and Chetty, 2000). This type of approach is currently widely utilized in risk man-
agement, crisis management and business continuity management.
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After the global financial crisis, significant changes could be observed in the
area of risk management as effective risk management was becoming a priority
for many enterprises. The enterprises that were forced by the crisis to focus on
both post-crisis recovery and preventive measures had to develop new, or improve
previously functioning, risk management systems. First of all, the way of building
a risk profile was changed (Maingot et al., 2012). The catalogue of risks identified
as those to which a particular enterprise is most exposed was expanded to include
those risks that had materialized during the global crisis and whose gravity had not
been recognized before. In addition, enterprises intensified the use of professional
methods and techniques to assess the likelihood of, and exposure to, particular
risks. Such changes and ex-post experience formed the basis for the development
of contingency plans, early warning systems and business continuity plans.

Another lesson learned from the experience gained by enterprises during the
global financial crisis is the need for greater integration of risk management into
corporate governance. This means that managers at all levels of the organizational
structure have to cooperate with internal auditors, persons responsible for internal
controlling and risk owners (Sobel and Reding, 2004). The range and intensity
of internal controlling also increased, with the aim of developing risk mitigation
mechanisms and thus increasing the likelihood of achieving the enterprise’s basic
objectives, even under crisis conditions. According to Fabozzi and Drake (2009),
the development of Enterprise Risk Management (ERM) requires the following:
defining precisely the level of risk that the enterprise is able to accept without dis-
rupting the performance of its basic functions (defining the appetite for risk and
the degree of tolerance) and adapting decisions on the building and improvement
of a risk management system to the existing risk management policy (which can
be redefined on the basis of post-crisis experience).

The global financial crisis also revealed that the risks facing enterprises were
more complex than it had been previously assumed and that, despite their dif-
ferent sources, they showed close interdependencies. Therefore, the way they are
managed requires innovative methods as well as extensive preventive and cor-
rective measures. Furthermore, one of the biggest challenges for enterprises is
to strike the right balance between generating profit and taking risk. This task
proves to be particularly complicated in view of the uncertainty in the world
cconomy following the global financial crisis (Maingot et al., 2012).

3.4.2. Crisis following o natural disaster

The tsunami that hit north-eastern Japan on 11 March 2011 was one of the most
devastating natural disasters in world history. It caused the death of several tens of
thousands of people and destruction estimated at around USD 210 billion. The
earthquake that triggered the tsunami also caused the failure of the Fukushima
nuclear power plant, whose dramatic consequences were to be suffered for a long
period of time (Ranghieri and Ishiwatari, 2014).

This event precipitated a crisis that was a combination of a number of nega-
tive environmental, political, technological and, above all, economic and business
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consequences. The crisis struck particularly hard business enterprises, physically
destroying their premises, causing widespread losses and irreversible changes in
conducted business activities, strongly weakening the dynamics of production
and limiting opportunities for international trade. One of the key problems was
also the severance or strong disruption of supply chain flows because even if
enterprises had not been directly destroyed, they were not able to trade with
other supply chain links that had been affected by the disaster (Saito, 2015).
Moreover, disruptions were also experienced by enterprises in other parts of the
world that were links in the same supply chains together with Japanese business
struck by the tsunami. Also, within one year of the disaster, 656 mainly small and
medium-sized enterprises from various regions of Japan went bankrupt, citing a
break in a supply chain or a lack of financial resources to overcome the crisis as
the cause of bankruptcy (Ono and Watanabe, 2015). One of the main reasons
for these problems was the failure of some of such enterprises to develop formal
Business Continuity Plans (BCDPs), which significantly increases an organization’s
vulnerability to the negative effects of natural disasters and creates real barriers
to recovery (Li, 2015). For managers, it is a significant challenge requiring the
implementation of appropriate actions in the areas of both operational manage-
ment — mainly with respect to diagnosing the main effects of interruptions in the
performance of specific operational activities —and strategic management — mainly
with respect to developing ways and methods of responding to crisis events and
regaining the ability to perform basic functions (Krawczyk, 2013). A few years
after the dramatic events of 2011, it turned out that Japanese companies had not
introduced any dramatic changes in their supply chain risk management strate-
gies. Supplier diversification and sub-supplier identification remained the lead-
ing strategies in this regard (Grabowiecki and Dabrowski, 2016). However, the
methodical approach to improving these strategies using proactive risk manage-
ment tools was strengthened.

Another experience gained by enterprises from the 2011 tsunami is the
awareness of the need for a strong diversification of disaster-related risks, and
therefore for improvement of the processual approach to risk, mainly in its first
phase, namely, the identification of risks. Compared with the situation before
the disaster, it turned out that enterprises began to diversify their risks to a
wider extent by, for example, increasing the number of suppliers, identifying
their supply chains from a broader perspective, or demanding that their suppliers
undertake risk diversification. Moreover, many enterprises changed their major
strategic orientation. In order to protect themselves against the large scale and
severity of negative effects of potential future natural disasters, they started to
implement strong management measures such as (Grabowiecki and Dabrowski,
2016):

e building distribution facilities in several locations so as to diversify the risk of
suspended operations in the event of another disaster,
o adequately securing the existing infrastructure,
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e redefining the application of the just-in-time concept to production systems,
mainly in terms of developing methods for dealing with potential production
interruptions,

e considering changes in the strategy for maintaining additional stocks of man-
ufacturing materials.

The crisis triggered by the tsunami also verified the validity of crisis manage-
ment systems functioning in Japanese enterprises. It was found that, despite their
good preparation for natural disasters, their crisis management systems required
improvement so that they could (Krausmann and Cruz, 2013):

e  precisely predict natural disasters on the basis of relevant forecasting and
estimation methods,

e identify ways to prevent or limit the negative consequences of such disasters,

e define early warning systems as a mandatory element,

e take into account the extensive ways (strategies) of responding in the event
of different possible courses of a crisis resulting from a natural disaster.

3.4.3. Political crisis

Following a series of political conflicts, the years 2009-2017 witnessed the crisis
related to the destabilization of the Middle East and North Africa (MENA). The
accumulation of various factors made this area an arena of escalating conflicts and
crises whose negative consequences struck enterprises not only there, but also in
other distant parts of the world. Besides economic and political crises, the coun-
tries of the region had to cope with numerous problems associated with refugee
migration and terrorist attacks (Zajac, 2018).

The major lessons that managers could learn from the MENA crisis are related
to risk management. Conducting research on the risk landscape assessment from
both a global and local point of view, the World Economic Forum published a
document entitled The Middle East and North Africa Risks Landscape. Using data
from the Global Risks Perception Survey conducted among the stakeholders of
various MENA enterprises and the Executive Opinion Survey targeted at business
leaders from the MENA region, the Forum presented its assessment of global,
national and market risks with a view to developing a comprehensive description
of threats faced by enterprises there. The published report indicates that, from the
series of political crises, businesses in the region have drawn the following con-
clusions that should be used in introducing various risk management and crisis
management measures (World Economic Forum, 2019):

e business executives continue to be concerned about the condition of the
world economy,

e enterprises and their stakeholders expect increasing risks related to economic
confrontations and international agreements,
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e enterprises continue to suffer from tensions in international trade, mainly in
terms of costs incurred,

e enterprises experience market repercussions related to the extraction of, and
trade in, fossil fuels,

o enterprises feel the need to take action aimed at curbing corruption and
improving access to sources of financing,

e enterprises have to cope with very high rates of unemployment,

e enterprises feel uncertain about the continuity of their business activities, for
example because of terrorist attacks.

Furthermore, the results of the research conducted by the World Economic
Forum also indicate that companies in the MENA region are fully aware of the
importance of improving management systems in gradually recovering from post-
crisis destabilization. They also show that the way to restore stability is through
the integration of management systems with a productive economy. On the basis
of experience gained from previous crisis years, the business leaders and stake-
holders of enterprises in the region have proposed a catalogue of key risk towards
which effective management systems should be oriented. The top ten risks identi-
fied as the most important in terms of impact and likelihood of occurrence are as
follows (World Economic Forum, 2019):

e energy price shock,

e unemployment and underemployment,

e  terrorist attacks,

e failure of regional and global governance,

o fiscal crises,

e cyber-attacks,

e unmanageable inflation,

e water-crises,

o illicit trade,

o failure of financial mechanism or institution.

An important issue relating to the management of the MENA region’s enter-
prises in the wake of a series of political crises in the years 2009-2017 is their
entrepreneurship, which was severely hampered and reduced during prolonged
conflicts. The challenge for their managers is to implement management meas-
ures that will revive their entrepreneurship as well as re-establish and strengthen
their international business contacts. Conducted by Aljuwaiber (2020), a review
of research papers on entreprencurship in the MENA region published between
2009 and 2019 shows that what its enterprises need is a balanced stimulation of
entreprencurship (Aljuwaiber, 2020) at the microeconomic level, which should
ultimately strengthen the region’s development and economic growth, for the
benefit of enterprises as well as their stakeholders, business partners, customers,
suppliers, etc., i.e. other businesses located all over the world. This is currently
one of the major post-crisis challenges for the management community (mainly
at the strategic level) in the MENA region.
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4 Dominant business risks during
the COVID-19 pandemic

4.1. Financial risks

Financial risks are among those that emerged during the global COVID-19 pan-
demic and had the greatest impact on business enterprises. The key risks in this
category include liquidity risk, insurance risk, price risk and credit risk.

4.1.1. Liquidity visk

From the very beginning of the pandemic, enterprises in various sectors had to
deal with the instability of financial markets and the uncertainty of current and
future revenues as well as cash flows (Marsh, 2020a). Due to financial problems
resulting from the crisis triggered by the COVID-19 pandemic, many enterprises
around the world, particularly those functioning within supply chains and the
industries most affected by operating restrictions (e.g. tourism, catering, etc.),
started to face consequences such as a shortage of working capital and a gradual
decline in liquidity manifested in the following circumstances:

e the gradually or suddenly weakening ability to settle liabilities in a timely
manner (depending on the economic sector and the previous financial situ-
ation of the enterprise),

e a decrease in the liquidity of current assets (interrupted production cycles,
non-moving inventories, excessive supply).

In many cases, such changes characterized by a violent course resulted in deepen-
ing problems with liquidity, sometimes leading to bankruptcy.

Confrontation with a long-term economic slowdown and a drop in liquid-
ity requires active financial risk management, including the implementation of
countermeasures in the form of business continuity plans developed previously
in the event of a crisis. However, the global COVID-19 pandemic had not been
carlier anticipated in specialist analyses and predictive research. According to the
2020 issue of the World Economic Forum’s (2020a) annual The Global Risks
Report, the probability of pandemic occurrence was the lowest in the eight years’
period, receiving a score of 2.9 on a 7-point scale. Thus, the impossibility of
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predicting a pandemic, combined with the nature of the crisis that it triggered,
i.e. enterprises’ limited capacity to counteract negative financial consequences,
caused grave liquidity problems for many entities, including large ones with a
well-established market position.

Responding to liquidity problems during the COVID-19 pandemic, enter-
prises often resorted to disposing of part of their assets in order to acquire cash
necessary to settle overdue liabilities and to cover fixed operating costs. In such
a situation, the timing of this type of action is of primary importance. As it turns
out, the deepening recession resulting from the pandemic resulted in a rapid
fall in the market prices of assets, hence, over time, the possibilities of obtain-
ing additional funds for financing operations from asset disposal were becoming
increasingly limited. In its international report entitled COVID-19: Implications
for business (Craven et al., 2020), the American worldwide management con-
sulting firm McKinsey included guidelines for companies struggling with liquid-
ity problems during the COVID-19 crisis. Enterprises should develop situation
development scenarios, taking into account the pandemic context, their indi-
vidual positions and critical variables that may have the greatest influence on
their revenues and cost structure during the subsequent phases of the pandemic.
With regard to risk management during the COVID-19 crisis, companies should
model their finances (balance sheet, profit and loss account and cash flow) in each
scenario developed and identify on an ongoing basis factors that could signifi-
cantly weaken their liquidity. For each such factor, the enterprise should develop
remedial actions, e.g. actions optimizing the relationship between liabilities and
receivables that reduce costs, such as asset disposal, mergers or acquisitions.

Also, experts from the consulting firm Deloitte developed a manual for enter-
prises that provides guidance and suggestions for actions whose implementa-
tion may secure their financial liquidity during the COVID-19 pandemic. Such
actions include the following (Deloitte, 2020a):

e developing a contingency financing plan,

e reviewing the exposure to currency risk, commodity price risk and interest
rate risk (market risk),

e reviewing the creditworthiness of business partners,

e conducting a liquidity analysis, including a stress conditions analysis,

e reviewing possible instruments used to improve liquidity (e.g. factoring and
forfaiting),

e identifying cash releasing initiatives,

o releasing cash frozen in working capital,

e implementing appropriate IT tools.

The results of a survey conducted during the pandemic by Marsh (2020a), indi-
cate that maintaining financial liquidity can be one of the key factors determin-
ing the survival of enterprises during the COVID-19 crisis. The pursuit of this
objective can be supported by effective insurance strategies and risk management
strategies, for example strategies for reducing additional costs, borrowing, credit
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insurance, using credit insurance to protect receivables, using insurance services,
cooperation with insurance consultants, or factoring agreements.

In order to accurately estimate the liquidity gap caused by the COVID-19
pandemic, in its policy to combat the coronavirus pandemic addressed to small
and medium-sized enterprises (SMEs), the OECD (2020a) provided a list of
auxiliary metrics such as a drop in revenues, current costs, access to resources that
could bridge the liquidity gap and government support. Furthermore, based on a
survey of almost one million companies from 16 European countries, the OECD
assessed the risk of a liquidity crisis during the COVID-19 pandemic. The survey
showed that government policy tools such as tax deferrals, debt moratoriums,
and wage subsidies are important in alleviating enterprises’ liquidity problems,
including protection against bankruptcy. An overview of the results of selected
research on financial liquidity of enterprises during the COVID-19 pandemic is
presented in Table 4.1.

However, it turns out that, besides companies that experienced serious liquid-
ity shortages following the crisis caused by the COVID-19 pandemic, there are
also enterprises that improved their liquidity in that situation. These include
companies from the sectors providing products or services demand for which
increased abruptly, for example personal protective equipment, disinfectants,
medical oxygen, courier services and online sales services.

4.1.2. Insurance visk

The COVID-19 pandemic had a number of negative effects on claims ratios
of individual insurance products, causing significant changes in the perception,
assessment and scope of insurance risk. Despite the fact that in most sectors of
the economy, the pandemic crisis brought negative consequences, some of them
experienced a fall in the number of insurance claims. Table 4.2 presents the main
changes in insurance risk affecting various sectors and branches of the economy
during the pandemic.

The specificity of the COVID-19 pandemic lies in its exceptionally strong
impact on the real economy, as well as the property and accident segments. Many
enterprises realized that business interruptions and sometimes critical liquidity
and solvency problems had a high cumulative potential and exposed them to
the temptation of abuse. It is precisely these factors that cause the pandemic to
generate risks that may prove to be uninsurable. These identified limitations on
the insurability of risks associated with the pandemic are undoubtedly an impetus
for reviewing the structure and methods of financing protection against and resil-
ience to future pandemics (Richter and Wilson, 2020). It turns out that few insur-
ance products providing cover against the pure risk of a pandemic have ever been
offered on the market. For this reason, and due to the relative rarity of the emer-
gence of global pandemics of such a magnitude as COVID-19, the majority of
enterprises did not have insurance cover for such circumstances. However, there
are a few examples of organizations that were able to obtain significant financial
compensation thanks to insurance against the consequences of a pandemic. A case
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Table 4.2 Changes in insurance risk caused by COVID-19

Type of Changes in claims ratios cansed by COVID-19

insurance

motor Third-party liability insurance — the claims ratio during the lockdown
insurance period averaged 50%-70% of the ratio before the pandemic. Such

a clear decrease in the claims ratio was primarily a consequence of
the lower frequency of traffic accidents (e.g. following travel and
movement restrictions),
Comprehensive motor insurance — the fall in the claims ratio was
smaller than in the case of third-party liability insurance, and
amounted to 30%.
travel In the first acute phase of the pandemic, insurance companies

insurance noted an increase in the travel insurance claims ratio, while the
introduction of travel restrictions was followed by the freezing of
this product group.

property A clear increase in claims ratios for telemedicine-related products and
insurance symptoms of deterioration in insurance for the SME sector.

home After the introduction of lockdown, there occurred a subtle
insurance improvement in claims ratios, while a clear deterioration was

witnessed in the case of assistance insurance.

life insurance  Declines in claims ratios for health and group insurance. The causes
include, among others: restrictions on the performance of medical
procedures and a fall in the number of accidents following
lockdown.

Source: the authors’ own work based on: Deloitte, 2020b.

in point is the Wimbledon tennis tournament in London, whose organizers had
been paying an annual premium of USD 2 million for pandemic insurance for 17
years (since the SARS epidemic). Therefore, the cancellation of the tournament
in 2020 resulted in the payout of USD 141 million by event insurers. A similar
situation could be observed in the case of the International Olympic Committee
(IOC), the organizer of the Tokyo 2020 Olympic Games, which were postponed
to 2021. The scope of the insurance cover taken out also included compensation
for damage caused by the cancellation of the Games in the event of a pandemic.
Consequently, the IOC received compensation to cover part of its losses associ-
ated with the postponement (Hartwig et al., 2020).

During the COVID-19 pandemic, a number of changes could also be observed
in the broadening range of insurance services oftered, for example cyber insur-
ance. The reasons for insurance companies’ extending the range of their prod-
ucts include enterprises’ willingness to provide insurance cover protecting their
businesses and employees against negative consequences of the pandemic crisis,
to strengthen their resilience and to search for possible sources of compensation
for financial losses in insurance policies already held or to be taken out. COVID-
19: Evolving insurance and visk management implications, a report prepared by
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Marsh (2020b), indicates that the pandemic caused the expansion of the range
of insurance services in the areas of property insurance, compensation for can-
celled mass events, a great increase in cyber risk caused by the transfer of business
activities to the internet as well as increased liability of management teams for the
safety of enterprises and employees. According to the analyses published in the
OECD (2020b) report entitled Initial assessment of insurance coverage and gaps
for tackling COVID-19 impacts, this catalogue of insurance services was extended
to include insurance against SARS-CoV-2 virus infection, travel insurance in the
event of infection during travel or compensation for people losing their jobs as
a result of a pandemic. The extension of the range of insurance services offered
following the COVID-19 pandemic is presented in Table 4.3.

In conclusion, the COVID-19 pandemic affected the insurance market in two
ways: it posed significant threats, but also created development opportunities.
The threats include increased claims ratios in the previously mentioned areas of
business and people’s personal lives, intensifying price pressure, worsening eco-
nomic conditions (a drop in interest rates, increase in unemployment) and a fall
in demand for group insurance. However, what is crucial for insurance compa-
nies to prevent a deterioration in financial results is the adjustment of insurance
premium levels to the changing profiles of the particular types of risk occurring
in consequence of the pandemic. On the other hand, when considering the situa-
tion of a pandemic as an opportunity for the insurance market in the medium and
long perspective, special attention should be paid to increasing benefits associated
with the extension of the range of services offered, increasing customer aware-
ness of the usefulness of typical insurance covers, simplifying general conditions
of insurance and using technological transformation and automation to simplify

Table 4.3 The range of insurance against risks related to the COVID-19 pandemic

Type of insurance Types of benefits in respect of insurved events cansed by

COVID-19
Life Compensation for death caused by COVID-19
Health Compensation for expenditure on tests for the presence of

the SARS-CoV-2 virus and for hospitalization following a
COVID-19 infection

Travel Compensation for the costs of travels and trips cancelled
because of Covid-19. Compensation for medical expenses
incurred abroad due to a Covid-19 infection

Business activities ~ Compensation for losses due to the cessation of operations
following a lockdown or crisis as a consequence of

COVID-19
Employees Compensation or damages for employees
Management Compensation or damages for sharcholders
liability
Public liability Compensation or damages for affected stakeholders

Source: the authors’ own work based on: OECD, 2020b.
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compensation, contract conclusion and claim settlement procedures (Deloitte,
2020b).

4.1.3. Price visk

The outbreak of the COVID-19 pandemic, the freezing of economies, lower
incomes and lost jobs are factors with considerable influence on the shape of
price risk. Purchasing habits around the world changed significantly. According
to Consumers and the new reality, a global survey conducted by KPMG (2020a)
among more than 12,000 consumers in the United States, Brazil, the United
Kingdom, Canada, France, Spain, Italy, Germany, Japan, Australia, China and
Hong Kong, Spain, a new category of consumer is emerging globally: it is the
consumer who significantly reduces their spending in the wake of the pandemic
crisis, makes more informed purchasing decisions and expects to be able to do
shopping by means of digital technologies. In the new pandemic reality, con-
sumers are paying particular attention to the comfort and safety of shopping and
are looking for products and services at competitive prices. These new trends
contribute, on the one hand, to the dynamic development of internet commerce
and price competition among internet platforms and shops, and, on the other,
cause measurable losses for shops operating exclusively as brick-and-mortar
establishments. The KPMG’s survey also revealed that during the coronavirus
pandemic the key factor influencing consumers’ purchasing decisions was the
ratio of quality to price of products offered (63% of respondents). The other
important factors ranked as follows: ease of shopping (42%), trust in the brand
(41%) and personal safety (40%). Price is also (after convenience and safety) the
third most frequently indicated factor influencing online purchasing decisions
concerning food products (just after convenience and safety) and the factor with
the greatest influence on online purchasing decisions in the case of non-food
products.

The COVID-19 pandemic also triggered steep increases in the prices of
products and services in some sectors. One of these is undoubtedly the health
services sector, where, according to Eurostat (2020) data, the highest increases
were observed in the prices of medical and dental services, while slightly smaller
increases were observed in the prices of pharmaceuticals, hospital and sanatorium
services, as well as therapeutic equipment and medical devices. The high dynam-
ics of changes in the prices of these services resulted mainly from the need to
ensure the sanitary safety of employees and patients, and also from the search
for ways of compensating at least partly for losses resulting from the temporary
inability of the healthcare system to provide these services during the period of
economy freezing.

It was not only in the healthcare sector that the materialization of the price
risk during the COVID-19 pandemic was negative for customers. In its analyses,
the World Bank (2020) forecast increases in the prices of oil and metals, among
other commodities. On the other hand, the transport or food production sectors
had to face an unprecedented growth in demand for their products and services,



124 Dominant rvisks during the COVID-19 pandemic

which translated into strong pressure on price increases. Price challenges caused
by the COVID-19 pandemic should be considered separately based on three
market scenarios for the particular groups of enterprises (Abdelnour et al.; 2020):

e companies experiencing a rapid and unprecedented decline in demand (e.g.
airlines, hotels, restaurants) and characterized by overcapacity and increased
price sensitivity,

e companies facing a rapid growth in demand (e.g. producers of medical
supplies, transport companies, the IT sector) and characterized by more
opportunities to raise prices, which, however, may have negative legal and
reputational consequences,

e companies with suppressed or uneven demand (e.g. the home improvement
or landscaping sectors) and with potential for short-term price differentiation
to protect and generate added value.

During COVID-19 the price risk in the speculative form materialized positively
for the providers of logistics services. Disruptions in the functioning of sup-
ply chains and increased demand led to shortages of a number of basic prod-
ucts. This translated into higher prices for transport services, and their providers
became key market actors during the global pandemic (OECD, 2020c¢). From
the logistics point of view, factory closures, broken value chains, restrictions on
international trade, and restrictions on consumers moving around to purchase
goods and services can make transport services providers indispensable for main-
taining access to certain product groups in many geographical locations (Motta,
2020).

4.1.4. Credit risk

In the wake of the pandemic crisis, the creditworthiness of both enterprises and
individual consumers was undermined. The creditworthiness of businesses was
weakened mainly by liquidity problems discussed earlier, while that of consumers
by drops in income or redundancies in the sectors that were struck the hard-
est by the lockdown. Weakened creditworthiness concerns both loans taken out
before the COVID-19 pandemic and loans that potential borrowers apply for to
compensate for previously unforeseeable drops in revenues following the out-
break of the pandemic. Banks providing credit in this new economic reality bear
additional risk (International Monetary Fund, 2020). Thus, they have to review
their existing methodology for assessing their customers’ capacity to repay loans.
According to Global Banking MT~A Outlook H2 2020, a report presented by
KPMG (2020b), one of the direct effects of the pandemic on the world economy
is the increased credit risk of both corporate and retail clients of banks. In order
to continue to support financially the real economy, banks should be able to skil-
fully diagnose differences between purely temporary phenomena whose negative
consequences will be mitigated in the short-term and longer-term changes that
require firm changes in management. The global COVID-19 pandemic brought
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about changes in the functioning of the entire banking sector. It appeared that
the key changes in banks’ operations in the new pandemic reality were focused
on maintaining profitability, managing the credit risk and the cost of risk, as well
as coping with falling interest rates.

The consequence of the COVID-19 crisis in the banking sector was a fall in the
valuation of banks and a fall in market prices of their shares. European banks were
hit hard: the Euro STOXX index of banks recorded a drop of 40.18%. Slightly
smaller decreases were recorded by the STOXX North America 600 banks index
(by 31.23%) and the STOXX Asia/Pacific 600 Banks Index (by 26.09%) (KPMG,
2020b). Table 4.4 presents the values of the price to tangible book value ratio
(P/TBV) for the world’s leading banks in Europe, North America and Asia,
before and during the COVID-19 pandemic.

Table 4.4 The P/TBV ratio of the world’s leading banks before and during the
COVID-19 pandemic

Region Bank P/TBV P/TBV P/TBV
December 2019 April 2020 June 2020
(Pre-COVID)

North JP Morgan Chase 2.28 1.53 1.68
America Bank of America 1.78 1.14 1.28
Citigroup 1.12 0.61 0.75
Wells Fargo 1.57 0.86 0.85
Royal Bank of Canada 242 1.95 2.10
Goldman Sachs 1.06 0.80 0.97
Asia Industrial and Commercial 0.70 0.65 0.60
Bank of China
China Construction Bank 0.72 0.65 0.65
Agricultural Bank of China 0.55 0.53 0.52
Bank of China 0.59 0.46 0.43
Mitsubishi UF]J Financial 0.51 0.35 0.39
Group
HSBC Holdings 0.76 0.74 0.52
Europe BNP Paribas 0.68 0.35 0.46
Credit Agricole 0.84 043 0.54
Banco Santander 0.86 0.48 0.53
Barclays plc 0.52 0.28 0.34
Lloyds Banking Group 0.62 0.51 0.55
ING Group 0.80 0.39 0.48
UBS Group 0.88 0.76 0.77
Unicredit 0.47 0.26 0.25
Intesa Sanpaolo 0.90 0.52 0.58
Banco Bilbao Vizcaya 0.78 0.27 0.47
Argentaria
Skandinaviska Enskilda 1.27 1.00 1.13
Banken
Swedbank 1.25 1.01 1.13

Source: the authors’ own work based on: KPMG, 2020b.
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Such obvious financial problems faced by banks had a significant influence
on changes in credit risk management processes. Thus, credit risk management
during the global COVID-19 pandemic underwent significant transformations.
The unique features of the recession caused by the pandemic prompted banks to
react more quickly and to perform more in-depth analyses simultaneously with
the decision-making process. The experience of the early phase of the pandemic
allowed banks and other credit institutions to realize that particular sectors were
impacted by the crisis differently and caused them to pay greater attention to the
finances and business models of individual households and businesses. In order
to make the process of assessing creditworthiness and making credit decisions
more flexible, leading banks accelerated their digital transformation processing,
which gave them the ability to monitor incoming financial data in real time and to
automatize the process of making this type of decisions. According to McKinsey’s
analysis, the COVID-19 crisis resulted in five significant changes to the existing
credit risk management processes (Koulouridi et al., 2020):

e changes in creditworthiness assessment at the levels of sectors and subsectors,

o difficulties with distinguishing among potential borrowers within the same
sector or subsector,

e strong constraints on information relevant to credit decisions that comes in
late and is not automatically taken into account when such decisions are made,

o digital transformation to meet the changing preferences of current and
potential customers,

o the emergence of a wave of non-performing loans, which requires a com-
pletely new approach to credit management.

4.2. Organizational risks

During the COVID-19 pandemic organizational risks affected almost all enter-
prises. Depending on the sector represented, the severity of their consequences
varied. Within this category, legal and personnel risks played a dominant role.

4.2.1. Legal visk

One of the key actions in response to global crises such as the COVID-19 pan-
demic is the creation of legislation that would constitute “the heart of the response
to COVID-19” (OECD, 2020e). Since such legislation is enacted under extraor-
dinary conditions and applies to many complex social and economic issues, it is
essential to ensure its high quality because sloppy legislation could constitute an
additional source of legal risk for businesses. Analyzing the law-making process in
response to the COVID-19 pandemic, the OECD (2020e) proposed a catalogue
of the following recommendations:

e legal regulations created and implemented on an ad hoc basis have to be
monitored at an early stage of implementation,
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e the processes of creating regulations and, in particular, policies of individual
countries should be coordinated, which will make them more effective,

e it is essential to monitor progress in the implementation of newly enacted
regulations,

e administrative barriers to law enforcement have to be reduced to a minimum.

On the other hand, the role of enterprises is to actively monitor the quality of
adopted regulations and to react to any deficiencies. Similarly, the key importance
of legal regulations for the situation of enterprises during the COVID-19 pan-
demic was emphasized by analysts from Ernst & Young (2020b). In their opin-
ion, the key industries affected by these regulations include the travel, logistics,
technology, banking, insurance, hospitality, entertainment and pharmaceutical
industries, as well as essential goods manufacturers, distributors and retailers. The
main areas subject to regulations are the following (Ernst & Young, 2020b):
corporate governance and disclosures, workplace health and safety, employment,
data privacy, supply chain and working capital. Regulations that do not meet the
criterion of compliance with requirements may be a source of various perturba-
tions for enterprises. Such perturbations include, for example (Ernst & Young,
2020Db): trade restrictions resulting in loss of business, additional cost of opera-
tions, forceful shutdown of business operations along with fines and penalties
levied by the regulators, reputation loss due to negative media reports on failure
to adopt preventive or detective measures, damages and compensation to be paid
to impacted individuals for not adopting adequate measures, criminal prosecu-
tions against key managerial personnel and/or board members.

Representatives of the consulting company Exigent Group (2020) indicate
cight key issues that should be the subject of strategic reflection in enterprises
and public organizations, aimed at illustrating the impact of the COVID-19 pan-
demic on the legal and business risks. These issues form a catalogue of crucial
management information that requires an immediate response. They include the
following:

e public disclosure: data points for necessary or desirable disclosure for all
stakeholders (customers, employees, shareholders, partners etc.),

e  corporate governance: senior management and board information on the
potential impact of pandemic issues,

e people and HR policies: planning, policies and practices,

e financial management and reporting: treasury issues, additional reporting
required by contract partners for financial statements, or by auditors,

e material contracts: supply chain disruptions, fluctuating demand, new
contracts to be considered material and/or critical such as PP&E supply
contracts,

e insurance and risk management policies: analyse pandemic-related loss cover-
age and negligence risk,

e continuous due diligence questions: ongoing quality review of PP&E supply
and usage; establish process for rapidly raising new diligence questions,
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e business operations continuity information: the who, what, where, how and
when of business operations, including risks from curbside, contactless or
other new business operations options.

An important legal risk factor for enterprises is regulations enacted at the
national or regional level and constituting legislators’ response to the pandemic.
They concerned, among others, the competition and antitrust law (Covington
Competition, 2020). For example, in the European Union, emphasis was laid
on supporting the economies affected by the pandemic. On 19 March 2020 the
European Commission adopted the Temporary State Aid Framework, which was
followed by further supporting actions in the subsequent months. The European
Union’s decision influencing the position of enterprises concerned first of all the
allowable forms of support (direct grants, selective tax advantages and advance
payments, state guarantees for loans taken by companies from banks, subsidized
public loans for companies, safeguards for banks that channel state aid to the
real economy, subsidized public loans to companies, member states will be able
to grant loans with favourable interest rates to companies. These loans can help
businesses cover immediate working capital and investment needs, short-term
export credit insurance). In the next step, other forms of support were taken
into consideration, for example those strictly related to pandemic prevention and
including the following (Covington Competition, 2020): support for COVID-
19 related research and development, support for the construction and upscaling
of testing facilities, support for the production of products relevant to tackle the
COVID-19 outbreak, targeted support in the form of deferral of tax payments
and/or suspensions of social security contributions, targeted support in the form
of wage subsidies for employees. The application of the indicated legal solutions
caused a divergence of the legal risk of enterprises with respect to their size,
object of activities and location.

Another new area of legal risk for businesses during the COVID-19 pandemic
was the necessity to guarantee consumer products safety compliance, particularly
important in consumer product industries. Enterprises in these sectors had to
deal with the following issues identified by the US Consumer Product Safety
Commission (2020): recalls continue with remedial flexibility, mandatory report-
ing of substantial product hazards, stay-at home focus and houschold hazards,
product development and compliance enhancements. According to the specific
provisions introduced, companies concerned had to supplement and modify their
own product safety policies and practices within the time limits indicated.

The analysts from the well-known British law firm Osborne Clarke (2020)
carried out an interesting diagnostic survey on the impact of the COVID-19
pandemic on business compliance. It led to interesting and positive conclusions:

o 60% of the respondents agreed with the statement that the impact of COVID-
19 would encourage companies to be more compliant overall in the future,
o 64% of the respondents expressed the opinion that the impact of COVID-19
would lead to an increase in health and safety compliance in the workplace,
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e 54% of the respondents accepted the conclusion that the impact of COVID-
19 would lead to increased emphasis on environmental, social and govern-
ance factors.

Moreover, the representatives of the surveyed corporations declared that they
had allocated necessary financial resources in their budgets to ensure compliance
(Osborne Clarke, 2020).

4.2.2. Personnel risk

The authors of the report published by the global consulting company Gartner
(2020) identified managerial challenges related to the impact of the COVID-19
pandemic on the increase in personnel risk exposure. They distinguished the fol-
lowing managerial tasks and issues:

e making the decision to return to the workplace (cooperation of managers
and allocation of responsibilities for decision-making, analysis of risks and
requirements related to return to the workplace, ensuring safety, change of
managerial roles related to return of employees),

e managing employees’ health and safety (collecting and analyzing employee
data related to test results, temperature measurements and other medical
measures, balancing employees’ health and safety),

e making cost optimization decision (changes in budget items, reflection on
cooperation with external partners, reduction of working hours and external
costs),

e managing remote employees (supporting employees in remote work and
monitoring results, normalizing self-direction, enabling new relationships,
revamping team expectations).

The above list shows that employee management during a pandemic constitutes
a multidimensional challenge.

Personnel risk management in a pandemic situation requires close, day-to-day
cooperation between employees and managers and integration of their efforts,
with the role of employees appearing to be crucial. On the side of employees, the
following responsibilities can be indicated (University of Exeter, 2020): familiar-
izing oneself with the guidelines for dealing with a pandemic situation, complet-
ing individual risk assessment sheets, informing the manager about contracting
COVID-19 and individual susceptibility to the disease, monitoring the situation
on an ongoing basis. Thus, employees are expected to adopt an attitude based on
openness, honesty and confidentiality.

One of the key tasks of enterprises is to assess personnel risk exposure. Due
to the complexity of the COVID-19 matter, such assessment should take into
account a number of recommendations as to the order of actions to be taken, for
example (NHS Employers, 2020):
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e reflecting on the intelligence available regarding the organization. This
would include data on absence due to COVID-19, any worker deaths due to
COVID-19, staft survey data, and any pulse survey data,

e consulting with staff networks, trade unions and other key stakeholders for
support and advice regarding the approach to be taken to risk assessment and
agree how a continued dialogue can be maintained,

e communicating to all workers, whatever their professional background or
work area, describing the approach being taken to risk assessment, reassuring
them as to the nature of the assessment being undertaken and the support
available to them,

e sharing the agreed local risk assessment tool or guidance with all team mem-
bers to help them identify whether they are in an at-risk group,

e cxplaining the need for staff to discuss any concerns as a result of the risk
assessment guide or any concern or anxiety they might have with their
manager (and offer them alternative routes of support prior to these
discussions),

e agreeing alternative routes through which individuals might raise concerns
or flag the need for a risk assessment discussion,

e providing guidance to those managing services regarding the follow-up
conversations about risk with their team members, including the potential
responses to protect or support staft,

e reviewing and repeating risk assessments as necessary in line with individual
circumstances, emerging evidence and/or national guidance.

The conducted risk assessment should be followed by the preparation of work-
places for COVID-19, including the actions listed in Table 4.5.

The actions listed in Table 4.5. are of a chronological nature and take into
account the different levels of personnel risk as well as the place of work.

Representatives of the international certification unit BSI (2020) emphasize
that in order to safeguard jobs during the COVID-19 pandemic, enterprises can
use the proven ISO 45001 standard. They argue that the ISO 45001 occupa-
tional health and safety management system provides a framework to support the
successful protection of the mental and physical health of workers. Health and
safety awareness as part of the culture of an organization is emphasized with par-
ticipation of, and consultation with, workers from all levels and functions. This
can ensure that, when employed, the management system covers what is needed
and is communicated effectively to all involved.

Numerous recommendations addressed to companies in particular sectors
have been prepared by the International Labour Organization (ILO). The sectors
identified by this institution as requiring the highest degree of additional recom-
mendations and personnel risk management tools under COVID-19 conditions
include tourism, health, education, agriculture, mining, shipping and textiles,
clothing, leather and footwear. The ILO has developed a general action check-
list for the prevention and mitigation of COVID-19 at work, a policy brief on a
safe and healthy return to work during the COVID-19 pandemic and ten action
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Table 4.5 Actions aimed at preparing workplaces for COVID-19

Group of actions Individual actions
Decreasing worker e develop an infectious disease preparedness and response
exposure to plan,
COVID-19 e prepare to implement basic infection prevention
measures,

o develop policies and procedures for prompt
identification and isolation of sick people, if appropriate,

¢ develop, implement and communicate about workplace
flexibilities and protections,

¢ implement workplace controls.

Classifying worker e prepare occupational risk pyramid for COVID-19,
exposure to o classify employees to the following categories: very high
COVID-19 exposure risk, high exposure risk, medium exposure

risk, lower exposure risk.

Protecting employees e additional engineering controls,

classified at lower e administrative controls,

exposure risk e personal protective equipment.
Protecting employees o additional engineering controls,

classified at medium e administrative controls,

exposure risk e personal protective equipment.
Protecting employees o additional engineering controls,

classified at high or e administrative controls,

very high exposure e safe work practices,

risk e personal protective equipment.
Protecting employees o the above standard actions,
living abroad ¢ follow the travel guidelines for the COVID-19
or travelling situation,
internationally o follow the guidelines and regulations of host countries

for the COVID-19 situation.

Source: the authors” own work based on: U.S. Department of Labor Occupational Safety and
Health Administration, 2020.

points for a safe return to work, along with general guidance for employers on
COVID-19 prevention (International Labour Organization, 2020a).

Besides safety issues, the personnel risk during the COVID-19 pandemic is
also correlated with the changes taking place in the labour markets. The afore-
mentioned ILO monitors the situation and provides forecasts in this respect.
Surveys carried out by this organization are used to formulate theses about the
impact of the COVID-19 pandemic on the situation of employees, for example,
in the context of trade and global supply chains. Such theses include the follow-
ing (International Labour Organization, 2020b):

o the economic impact of COVID-19 has taken the form of demand and sup-
ply shocks, disrupting all tiers of global supply chains and leading to sharp
declines in global trade across a broad range of industries and products,
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o the contagion effects of the direct shock to trade and global supply chains
have exacerbated the crisis for firms and workers around the world, with the
most vulnerable consisting of migrants, those who lack social protection and
small and medium enterprises,

e the crisis might lead to longlasting structural effects with the potential of
the reconfiguration of global supply chains in certain industries, accelerat-
ing reshoring and/or near-shoring, diversification of suppliers as well as
increased automation.

4.3. Strategic risks

The materialization of business risks during the COVID-19 pandemic undoubt-
edly forced enterprises to introduce a number of adaptive changes into their man-
agement practices. The area of strategic risks comprises different types of risk of
primary significance for creating conditions facilitating long-term growth and
development. The risks belonging to this category that proved to be the most
widespread during the COVID-19 pandemic are the following: business continu-
ity risk, reputation risk and investment risk.

4.3.1. Business continuity visk

Business continuity risk is a category of risk whose realization may jeopardize the
enterprise’s ability to fulfil its core functions and continue its operations. This
type of threat affected many companies during the global COVID-19 crisis. In
this respect, the main problems turned out to be a decline in the attractiveness
of products or services offered by companies, difficulties with the achievement
of main strategic objectives and disruptions in operations forced by the restric-
tions of lockdowns and sanitary regimes. The consequences of such disruptions
included a deterioration in the financial position of companies, redundancies or
even bankruptcies. SMEs are particularly vulnerable to the most dramatic effect
of the pandemic crisis because of their lower resource potential that could be
used to effectively counteract interruptions to business continuity. Research con-
ducted in 17, mainly European countries (Gourinchas et al., 2020) shows that,
among SMEs during COVID-19 (in 2020), the average SME Bankruptcy Rate
was 12.36%, with an estimated 3.61% in non-pandemic conditions. The highest
values of this rate were observed in Italy and France, while the lowest were in
Korea and Romania. As far as particular sectors are concerned, it turns out that
the highest values of the SME Bankruptcy Rate were recorded in the sectors of
administration and entertainment/recreation, while the lowest were in water and
waste management and construction.

According to analyses carried out by Deloitte (2020¢), in order to ensure
the highest possible level of business continuity during the COVID-19 crisis, it
is necessary to examine possible scenarios and draw up contingency plans ade-
quate for each identified scenario for the further development of the pandemic.
Managing business continuity during a global pandemic requires the integration of
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approaches to different types of risks, such as infrastructural, cyber, personnel, busi-
ness, operational, communications and financial risks, in order to ensure continuity
of service provision and production operations. This is so because business conti-
nuity management provides a strategic framework for continuously increasing the
enterprise’s resilience to a crisis situation. Among the recommendations for main-
taining business continuity, the following can be distinguished (Deloitte, 2020¢):

e mapping single points of failure in the enterprise (processes, employees,
technologies),

e developing emergency measures and organizational instructions appropriate
to the estimated level of risk,

e drawing up emergency response plans (procedures, staff allocation, tools and
resources),

e securing areas particularly exposed to risks (e.g. supply chains or functional
areas where remote work is not possible),

e  preparing for a possible shutdown of the enterprise in consequence of a
lockdown,

e preparing plans, procedures and measures to restore business continuity once
the crisis is over — disaster recovery plans.

In view of the fact that the crisis caused by the global COVID-19 pandemic
acquired a systemic character, enterprises in many sectors faced the challenge of
revising and redefining their existing business strategy. Combining this difficult
task with the strong time pressure resulting from the dynamic development of
the worldwide pandemic in 2020 required that risk be counteracted by strategic
actions aimed at developing a greater capacity for maintaining business continuity
under conditions of recession. Besides the traditional approach based on measur-
ing the probability of occurrence and impact of individual identified risks, such
strategic actions include the following (KPMG, 2020d):

e introducing measures for interconnections among different types of threats
and the strength of systemic risk impact,

e assessing and reconstructing the existing risk profile in response to changes
caused by COVID-19,

o adapting the business strategy to the reconstructed risk profile,

e identifying risks determining the ability to maintain business continuity and
making them the targets of preventive and neutralizing techniques, as well as
techniques supporting the resumption of operations after the crisis,

e developing methods of assessing the impact of structural breaks on the for-
mulation, planning and implementation of business strategies,

e creating risk clusters and assessing the impact of the pandemic on changes in
the likelihood of the occurrence of related risks.

An example of the application of the above-described approach to strategic risk
management based on the creation and analysis of risk clusters during and after
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the COVID-19 crisis is Business for South Africa (2020), where critical, strategic
threats to the recovery of the economy after the COVID-19 crisis were analyzed.
Among other things, these actions made it possible to identify investments into
law and order and essential services as key factors for de-risking recovery.

4.3.2. Reputational visk

During the COVID-19 pandemic, there was an increased risk of reputational
damage and potential damage to long-term relationships with business partners.
Communication with customers and other stakeholders during the pandemic
should take into account the difficult circumstances in which they have found
themselves, those resulting both directly from COVID-19 and its economic con-
sequences. Account should also be taken of the increased impact of social media
on customer loyalty, and hence the possibility of weakening or losing reputa-
tion. In this exceptional crisis situation, it is reccommended that companies have a
strategy or policy in respect of forbearance requests in order to ensure that their
practices and decisions are defended when they are critically assessed. Enterprises
should also be prepared to receive claims relating to, for example, amendments
to contracts entered into before COVID-19. Different stakeholder groups may
require greater flexibility from their contractors and business partners, even
if there is no legal basis for this. Negative reactions to proposals of this type
may exacerbate the phenomenon of reputation loss (Baker McKenzie, 2020).
Companies’ behaviours that negatively affect their reputation during COVID-19
include, for example, abrupt price increases in the first phase of the pandemic
for products the demand for which rose suddenly, such as personal protective
equipment or disinfectants. Another example of negatively perceived behaviours
was rejecting orders for products or services placed by existing customer groups
due to protectionist policies such as export restrictions imposed on certain types
of medical goods (Deutsche Bank Research, 2020) or food products with a
view to meeting the growing domestic demand. Increased domestic demand for
food products is a consequence of decreasing production volumes caused by the
growing incidence of the disease among workers, disruptions of supply chains,
downtime in production operations and the implementation of various restrictive
measures (Espita et al., 2020).

The COVID-19 pandemic also exerted influence on Corporate Social
Responsibility (CSR). In the period before the pandemic, the number of social
and environmental initiatives undertaken by enterprises was growing dynami-
cally. However, the emergence of a global pandemic clearly challenged the valid-
ity of some of the previous CSR assumptions, concepts and practices, particularly
those related to stakeholders, societal risk, supply chain responsibility and politi-
cal economy of CSR (Crane and Matten, 2020). Table 4.6 presents major CSR
issues during COVID-19, divided into four identified areas.

Nevertheless, the COVID-19 pandemic also provides enterprises with the
opportunity to move to more genuine and authentic CSR and undertake initia-
tives in response to global social and environmental challenges (He and Harris,
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Table 4.6 CSR during the COVID-19 global pandemic

CSR area Major CSR issues during COVID-19

Stakeholders o essential stakeholders of business: frontline workers in
healthcare, food service, delivery and public transportation —
exposed to infection without necessary protections and remain
poorly paid and economically vulnerable,

e exacerbating social inequalities leading to growth in precarious
work even among ostensibly essential workers,

e performing remote work on a large scale, which reveals
how much economic value creation depends on the often
overlooked and unpaid work at home such as caring for
children or the elderly.

Societal risk e Dbusiness as one of the sources of societal risk,

o the role of business responsibility in preventing the
development of the pandemic,

e cnterprises’ problems related to decisions on employee
retention /dismissal and the provision of basic services to
customers,

e highlighting the core function of enterprises consisting in the
production of goods and the provision of services that meet
society’s needs and requirements (e.g. personal protective
equipment, vaccines).

Supply chain e increased responsibility of supply chains due to growing

responsibility demand for medical products and shortages due to stockpiling,

o production disruptions and stoppages due to sanitary
restrictions and lockdowns,

o decreases in salaries, loss of employment or lack of social
protection for supply chain workers,

e problems of supplier factories: cancellation of orders, late
payment, demands for discounts.

Political o challenges related to the organization of cooperation between
economy of companies and governments in order to overcome the
CSR pandemic, including: protection of employment and safety of

workers, production of socially useful products, protection of
stakeholders, charitable activities,

o assessment of how the systems of particular countries are
prepared for coping with pandemic challenges and assessment
of the role of CSR in such systems in order to meet the
requirements of society as a whole,

e challenges related to the perception of business as a dimension
of social management as well as to the social and political
responsibilities of business.

Source: the authors’ own work based on: Crane and Matten, 2020; Lancet, 2020; Lowrey,
2020; Kniffin et al., 2020; Leitheiser et al., 2020; Rhodes and Fleming, 2020.
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2020). Such initiatives can have positive effects on the reputation of enterprises,
strengthening their credibility and relations with the environment. A case in point
is the InterContinental Hotels Group (IHG), one of the leading hotel chains in
the world (over 5,900 establishments worldwide). The THG undertook many
CSR initiatives during COVID-19. They extended their IHG True Hospitality
for Good programme, whose mission is to provide support to local communities
in the event of disasters. The programme is based on a global partnership aimed
at supporting food banks and other charitable organizations assisting the most
vulnerable victims of the COVID-19 crisis in 70 countries. Furthermore, the
ITHG Rewards Club was launched. Its members can transfer loyalty points con-
verted into cash to social partners of the True Hospitality for Good programme,
such as the International Red Cross and Red Crescent Movement. The IHG also
announced its collaboration with #FirstRespondersFirst to provide free accom-
modation for frontline medical personnel combating the coronavirus and delivery
drivers in the United States, China, Australia and the United Kingdom (IHG
Our response ..., 2020).

4.3.3. Investment visk

Slowdowns, disruptions and turbulence in global economic activity as a result of
the COVID-19 crisis have broad implications for investment management, sig-
nificantly influencing the shape of investment risk. Strong fiscal policy responses
together with an extensive lockdown had a serious negative impact on the invest-
ment climate, mainly in terms of foreign investment (Deloitte, 2020f). This is
evidenced by data presented in the World Investment Report (Unctad, 2020),
which indicated that global flows of foreign direct investment (FDI) were under
strong pressure from COVID-19, which resulted in an up to 40% decrease in
foreign investment in 2020. These significant resources are forecast to fall sharply
from USD 1.5 trillion reached at the end of 2019 to well below the level hit
during the global financial crisis of 2008, and to eliminate the weak growth in
international investment observed over the last decade. The available data and
conducted research also indicate that investment flows to developing countries,
which are more reliant on investment in the mining and raw materials processing
industries, will suffer the most as investments oriented towards export as well as
raw materials mining and processing operations are among those most affected
by the global COVID-19 crisis. Furthermore, developing economies are not able
to introduce the same intensive economic support measures as those deployed in
developed countries. It also turns out that the most aftfected sectors are those with
the highest degree of internationalization (measured as a ratio of gross exports
to total output), i.e. electronics (82%), machinery and equipment (80%), textiles
and apparel (78%) and automotive (73%). It is estimated that the consequences
of the worsened investment climate may last much longer than their direct impact
on investment flows. On the other hand, the pandemic could become a catalyst
for the structural transformation of international production in this decade and
an opportunity for increased sustainability, but this will depend on enterprises’
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ability to exploit the new industrial revolution and to overcome growing eco-
nomic nationalism. The main determinant of an assessment of this ability will
be international cooperation and the global political climate, which continues to
favour cross-border investment. Table 4.7 presents the impact of the COVID-19
pandemic on FDI in both the short-term and long-term perspectives.

In view of the identified impact of the COVID-19 pandemic, investment man-
agement leaders should take active actions in the three dimensions of crisis man-
agement: responding, recovering and thriving. The concrete steps to be taken to
ensure effective investment management during COVID-19 are the following
(Deloitte, 2020f):

e to reassure investors during short-term periods of volatility,

e to drive innovation to support the “future of” scenarios,

e to enhance ongoing management of investment and non-financial risks,
e to ensure motivation and productivity of remote workforce.

The COVID-19 crisis also generated significant changes in investments in merger
and acquisition (M&A) processes. Globally, the volume of M&A dropped signifi-
cantly as a result of the crisis caused by the pandemic. For example, M&A levels
in the United States fell by more than 50% in the first quarter of 2020 compared
to 2019. Parties to pending mergers and acquisitions started to withdraw from
planned transactions. For example, Xerox withdrew its USD 34 billion offer for
HP to focus on coping with the effects of the COVID-19 pandemic. Similarly,
SoftBank terminated its USD 3 billion tender offer for WeWork, pointing to
the consequences of COVID-19 as the main reason for their decision. Another

Table 4.7 The impact of the COVID-19 pandemic on FDI

Perspective Challenges to FDI Impact of COVID-19 on FDI
2020 FDI stuck in the lockdown Slowdown of implementation
(immediate) of ongoing projects due to

closures of sites (but also
slowdowns in cross-border
M&As and new project starts)

2021 FDI with tightening margins ~ Automatic effect on reinvested
(short-term) for reinvestment earnings, a key component of
FDI (50% average worldwide)
FDI hindered by new Reduction in cross-border M&A

investment restrictions
2022 (medium- FDI navigating severe global  Shelving of projects, drop in new

term) economic recession investment decisions
2030 FDI heading towards increased Divestment, reshoring, diversion
(long-term) supply chain resilience and

higher degrees of autonomy
for critical supplies

Source: the authors’ own work based on: Unctad, 2020.
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example is Hexcel and Woodward, Boeing’s suppliers, which cancelled the ongo-
ing USD 6.4 billion merger transaction due to unprecedented challenges caused
by the pandemic (Harroch, 2020).

A special role during the COVID-19 pandemic is attributed to the use of M&A
strategies to prepare and speed up the recovery of businesses during the post-
pandemic period. Experts expect the number of M&A transactions to start grow-
ing again after a visible slowdown in the first stages of COVID-19. According to
analyses performed by Deloitte (2020g), M&A strategies to be used in the pro-
cess of post-pandemic recovery can be divided into offensive strategies that can
accelerate the transformation of existing business models and defensive strategies
that help secure enterprises for the future. Within the range of defensive strate-
gies, the following actions can be distinguished:

e divestments (including managed exit) and separations,
e integration and value creation services,

e investor activism and defence,

e end-to-end distressed M&A.

Offensive strategies comprise the following actions:

o supply chain optimization (particularly recommended for sectors experienc-
ing structural disturbances during the pandemic, such as manufacturing,
automotive, energy and resources sectors),

e M&A strategy (especially recommended for sectors experiencing irreversible
changes forced by the pandemic, such as specialty retail, hospitality, health-
care, sports and live entertainment sectors),

o disruptive M&A (especially recommended for sectors that are more resistant
to the effects of COVID-19, such as consumer products, financial services,
tech and telecom sectors),

o alliances and joint venture advisory (sector convergence underpinned by alli-
ances like media, banking and general retail).

Pandemic problems also affect investment funds, which, due to the emerging
crisis, lockdown and bankruptcies of many companies, may have difficulties in
maintaining the continuity of their operations, investment portfolios as well as
existing range and standards of customer service. According to the Ernst & Young
(2020a) report Impact of COVID-19 on investment fund asset valuations, the main
problems facing investment funds during the COVID-19 pandemic are unstable
equity markets, growing credit spreads, reduced liquidity of many asset classes,
deferred M&A transactions and temporary closure of small financial markets.

4.4. Global risks

Due to the high degree of globalization of the economy, the dynamics of interna-
tional trade and extensive supranational business cooperation, during the global
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COVID-19 pandemic it is also possible to observe the materialization of global
risks whose specific nature makes it significantly difficult, and often impossible, to
implement mitigation actions. Among these risks, those related to global supply
chains as well as technological issues are particularly evident.

4.4.1. Global supply chain visk

Global supply chains are one of the key elements of the economy. In recent
years, they have become key elements of competitiveness for many companies.
The models of cooperation developed within supply chains, on the one hand,
allow enterprises to optimize flows, minimize costs, strengthen resource utili-
zation efticiency and support the inventory management process but, on the
other hand, reduce flexibility in dealing with delays and disturbances. Due to
the global nature of supply chains, any disruptions in their functioning (e.g.
the inability to maintain the continuity of basic processes, problems with deliv-
ering goods to the market or providing key services to customers) can have
negative implications for the global economy and finances. Such problems were
observed, for example, after the earthquake and tsunami in Japan in 2011 and
the catastrophic floods in Thailand in 2011 and 2012. The COVID-19 pan-
demic affected global business cooperation within supply chains even more
severely than other crises, often interrupting their continuity or significantly
disrupting the efficiency and timeliness of their operations. The overall impact
of COVID-19 on global logistics networks is not yet known, but it is already
clear that the problems that supply chains are currently experiencing, from the
supply of raw materials to the delivery of finished products, will be felt for a long
time to come. The COVID-19 pandemic situation is therefore undoubtedly
a valid reason for companies to transform their existing supply chain models
(Deloitte, 2020c¢).

The information presented by the World Trade Organization (2020) in the
report Helping SMEs navigate the COVID-19 crisis shows that SMEs are particu-
larly vulnerable to supply chain disruptions caused by COVID-19. It turns out
that the impact of the pandemic crisis on supply chains depends on the country
and economic sector. Among SMEs, the sectors such as office equipment, elec-
tronics, chemicals, oil, plastics, where imports account for almost 60% of total
expenditures, were hit the hardest. In the case of exports, the supply chains of
SME:s in the automotive and furniture industries, which export over 40% of their
production output through direct or indirect trade channels, turned out to be the
most vulnerable. As the data shows, in the sectors most affected by the pandemic,
SMEs are more inclined to export than larger companies and are, consequently,
more exposed to growing protectionism in these sectors (e.g. in agriculture)
(OECD, 2020a).

The first problems with the COVID-19 pandemic, disrupting the functioning
of supply chains, were a direct consequence of travel restrictions, quarantine reg-
ulations and the gradual introduction of lockdowns in various countries. Initially,
enterprises in China faced shortages of labour, spare parts and intermediate
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products, which disrupted the previously perfect functioning of just-in-time sup-
ply chain systems. Due to the scale of Chinese exports such logistical problems
were soon followed by negative changes affecting enterprises all over the world,
for example in the technology, I'T, automotive, consumer goods, pharmaceuticals
and other industries (World Economic Forum, 2020 b). The COVID-19 pan-
demic forced, as it were, many enterprises to introduce a number of deglobaliza-
tion actions. What could be observed in many parts of the world during its course
was the localization or regionalization of supply chains. This was so because the
pandemic crisis revealed a very high and risky dependency of the world economy
on sensitive nodes in global supply chains. A perfect case in point is China, which
accounts for 50-70% of the world’s demand for copper, iron ores, metallurgical
coke and nickel. Furthermore, it accounts for 60% of global exports of consumer
goods and 40% of global exports of TMT (technology, media, and telecoms)
products. The problems of global supply chains following COVID-19 have their
origins in China. In the first quarter of 2020, numerous cases of downtime were
observed in many Chinese factories. On 1 March 2020, many large Chinese com-
panies declared productivity of approximately 90%. The main reason for the drop
in productivity was the lower than usual availability of migrant workers. The
capacity to transport goods from factories to sea ports was 60-80% of normal
levels. Goods arrived at ports with a delay of 8-10 days. It turned out that the
Baltic Dry Index (measuring freight rates for cereals and other dry goods around
the world) fell by around 15% at the beginning of the pandemic, only to grow by
30% in its subsequent phase. The TAC index, which measures air freight prices,
also increased by approximately 15% after February 2020 (Craven et al., 2020;
Hedwall, 2020). Moreover, many companies all over the world are dependent on
production and supply not only from China, but also from Southeast Asia and
other low-cost countries.

Surveys carried out to assess the impact of COVID-19 on GDP declines in 64
countries, on six continents and in 33 industries (Bonadio et al., 2020) revealed
also the severity of problems occurring in supply chains. They also aimed to iden-
tify what part of a decline in GDP was due to disturbances in international trade.
The results indicated that shocks transmitted through global supply chains were
responsible for a small part of the fall in GDP. The average share of foreign trade
problems in the total estimated fall in GDP was approximately 33%. This means
that, on average, each country participating in the survey experienced an 11% fall
in GDP due to foreign trade lockdowns alone. It appears that the economies in
which the share of problems in international trade in GDP falls is the largest are
the most integrated with global supply chains (e.g. Brunei, Kazakhstan, Saudi
Arabia, Chile, Colombia — among these five countries, foreign shocks represent
on average 57% of the overall GDP decline identified during COVID-19). It
also turns out that some countries, such as Japan, Taiwan, Sweden and Greece,
which had introduced less stringent lockdowns in response to the pandemic
shock, experienced fewer internal economic problems than their foreign trading
partners. Another conclusion from the conducted survey is that separating these
countries from global supply chains would significantly strengthen their resilience
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to lockdowns by eliminating the transmission of relatively stronger pandemic
shocks from other countries. On the other hand, however, the countries with the
most stringent lockdown reduced their labour supply to a greater degree than
their foreign trading partners. In such a situation, the supply of domestic expen-
ditures falls more than that of foreign expenditures, so what can be observed is a
greater fall in GDP when supply chains are renationalized.

Prepared by Deloitte (2020c¢), the report entitled COVID-19: Managing sup-
ply chain visk and disruption divided companies operating in supply chains during
COVID-19 into three groups according to the extent to which they had been
prepared for disruptions resulting from the pandemic crisis (Table 4.8).

The implementation of new supply chain management techniques is indi-
cated as an important factor in mitigating the problems of supply chains during
COVID-19. Traditional linear supply chain models started to evolve into digital
supply networks (DSNs), where functional silos are broken down and enterprises
can connect to the entire logistics supply network to ensure full visibility, effective

Table 4.8 The degree of preparedness of enterprises functioning in supply chains for
combating the effects of COVID-19

Enterprises in Actions implemented by enterprises to reduce the negative impact of
supply chains the COVID-19 pandemic on supply chains

Enterprises o development and implementation of a supply chain
are better management strategy and business continuity strategy,
prepared ¢ geographical diversification of supply chains in order to
than others reduce the risk of non-supply from any country or region,
to mitigate e access to key raw materials and goods from multiple sources
the impact in order to reduce dependence on one supplier,

e development of an inventory management strategy to prevent
disruptions in the supply chain.

Enterprises o development of strong relationships with key suppliers and
are better implementation of systems to ensure full visibility in logistical
prepared supply networks, in order to better understand risk and take
than others action based on their adequate prioritization,
to respond to e development of flexibility of production and distribution
this event networks so that they can be quickly reconfigured and supply

is maintained in line with global demand,

e investment in supply chain planning solutions and control
towers to better detect and respond to and even anticipate
supply chain problems.

Other o lack of prepared actions aimed at negative consequences of
enterprises COVID-19 - enterprises dependent on one geographical
are region or one supplier of key products, materials or goods,

scrambling e lack of effective inventory management systems, production
optimization, customer allocation optimization,
o lack of developed flexible logistics networks.

Source: the authors” own work based on: Deloitte, 2020c¢.
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collaboration, flexibility and optimization. This is possible when implementing
technological solutions such as the internet of things, artificial intelligence and
robotics (Deloitte, 2020c).

Based on the experience gained from the COVID-19 pandemic, enterprises
functioning within supply chains should improve forms of cooperation and apply
a new approach to global logistical cooperation. To do this, they should, among
other things (Hedwall, 2020):

e review their obligations arising from concluded agreements on an ongoing
basis,

e include contractual clauses relating to force majeure, tax implications,
changes to agreements in the event of extraordinary circumstances and their
reversal if the situation stabilizes, as well as relocation costs,

e optimize supply chains and invest in building their resilience,

e develop the capacity to adapt to crisis situations,

o apply a holistic approach to supply chain management, based on both supply
and demand patterns.

4.4.2. Technological visk

The changes brought about by the global COVID-19 pandemic caused signifi-
cant transformations in approaches to technological risk management. In some
sectors such as mobile applications development, remote communication and
work tools and software development, IT and internet services provision, semi-
conductor and network equipment manufacture (Deloitte, 2020d), it is pos-
sible to observe a positive aspect of technological risk, due to the rapid increase
in demand resulting from the relocation of sales channels as well as both busi-
ness and private communication channels to the online space and due to the
extending range of remote work in many enterprises around the world. A case in
point is Zoom, one of the world’s largest video conferencing platforms, which
at the end of Q1 2020 recorded a 354% y/y increase in its base of customers
with more than ten employees; at the end of Q2 2020 the growth rate reached
458%. This directly translated into a 169% and 355% y/y revenue growth at
the end of Q1 2020 and the end of Q2 2020 respectively (Zoom Reports First
..., 2020; Zoom Reports Second ..., 2020). Respondents participating in the
survey conducted by McKinsey (2020), i.e. management teams of many com-
panies from all over the world, declare that during COVID-19 their activities
started to be dynamically digitized in various dimensions. The results of this
survey indicate that the occurrence of COVID-19 accelerated the digitization
of customer interaction, supply chains and internal operations accelerated by
approximately four years. Moreover, the introduction of digital products and
services was accelerated by about seven years. Table 4.9 shows the average per-
centage of digitized customer interactions and the percentage of partially or
fully digitized products and/or services in enterprises from different parts of
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Table 4.9 The average share of digitized customer interactions and partially or fully
digitized products and/or services during COVID-19 — a geographical

analysis
June May Dec  July
Average share of: 2017 2018 2019 2020
Global
digitized customer interactions 20% 20% 36% 58%
partially or fully digitized products and /or services 29% 28% 35% 55%
Europe
digitized customer interactions 18% 19% 32% 55%

partially or fully digitized products and/or services 26% 25% 34% 50%
Asia-Pacific

digitized customer interactions 22% 19% 32% 53%
partially or fully digitized products and/or services 31% 26% 33% 54%
North America

digitized customer interactions 25% 25% 41% 65%
partially or fully digitized products and /or services 33% 34% 41% 60%

Source: the authors’ own work based on: McKinsey, 2020.

the world (and from a global perspective) during COVID-19 in comparison to
pre-pandemic periods.

In many sectors of the economy, however, technological risks materialized
negatively. During COVID-19 it was possible to observe numerous barriers to
the provision of services (due to lockdowns and sanitary restrictions on direct
contacts) and the sale of products (due to the limited potential of many sales
companies and shops carlier operating exclusively on a brick-and-mortar basis to
launch remote sales channels). The character of the aforementioned barriers was
financial, infrastructural, legal and organizational. In order to facilitate overcom-
ing such barriers, various countries introduced initiatives aimed at increasing the
availability and use of digital tools to strengthen business continuity and resilience
in the context of COVID-19. According to the OECD (2020d) report entitled
Policy Options to Support Digitalization of Business Models During COVID-19,
during COVID-19 such actions were introduced in the G20 countries and the
most important of them include the following;:

e initiatives to improve broadband connectivity for businesses and employ-
ces (e.g. in the USA, the Federal Communications Commission granted
operators temporary access to the spectrum in the 5.9 GHz band to meet
the increased demand for broadband in rural areas during the COVID-19
crisis),

e initiatives to encourage video conferencing, remote work and cloud data
processing (e.g. in France, the company France Digital created a set of tools
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for remote work and started to provide advice on how to cope with the
COVID-19 crisis),

e initiatives to develop e-learning platforms (e.g. China provided funding for
training targeted at SMEs and offered free access to online training platforms),

e initiatives to improve access to key digital services and tools important for
business resilience (e.g. Italy launched a portal called “Digital Solidarity”
providing companies with free access to digital services offered by large pri-
vate sector enterprises),

e initiatives to accelerate the propagation of electronic payment methods (e.g.
enterprises in Saudi Arabia started to develop applications aimed particularly
at delivery companies and encouraging them to introduce electronic pay-
ments protecting safety and health),

o initiatives to help enterprises to develop e-commerce and online busi-
ness models to access new markets by means of digital tools (e.g. South
Korea launched a special support programme to encourage physical shops
to open their online equivalents. In response to the COVID-19 pandemic,
the number of beneficiaries and the budget of this programme increased
considerably),

e initiatives to use digital tools to help enterprises to gain access to govern-
ment financing schemes aimed at supporting digital activities to maintain
business continuity (e.g. Mexico launched the Fintech Initiative to alleviate
enterprises’ liquidity problems caused by the pandemic).

In the report entitled Technology risks in light of COVID-19, KPMG (2020c¢) pre-
sented a technological risk management process for the COVID-19 pandemic,
dividing it into the following: actions strengthening resilience to negative con-
sequences of technological risks, actions aimed at the recovery of functionalities
after disruptions caused by the materialization of technological risks and actions
developing technological risk management methods in the new pandemic and
post-pandemic reality (Table 4.10).

On the basis of research (KPMG, 2020c¢) conducted during the course of
COVID-19, the company identified and classified technological risks faced by
enterprises in consequence of the pandemic, and also assessed the probability of
their occurrence and their possible impact. The next stage of the research was
to identify those areas of technological risk occurrence that require the imple-
mentation of active risk management plans (planning of protective, preventive
and corrective actions) (Table 4.11). The results of the research may prove to be
valuable both during and after the pandemic, especially for business leaders and
stakeholders in enterprises exposed to technological risks.

Technological risks that materialize during the COVID-19 pandemic cause
the development of new areas of cyber risk management. Analyses conducted
by Marsh (Splett, 2020) indicate that work in a home office mode on such a
global scale as during COVID-19 may cause numerous problems with access
to networks or systems. Furthermore, enterprises using the cloud during such
heavy workload periods may have problems with accessing their critical data.
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Table 4.10 The three phases of technological risk management during the COVID-19
pandemic

Resilience

Recovery

Management
in the new
reality

objective: to act dynamically in the environment of rapid
technological changes,

tools: stabilization and protection strategies, business
continuity, policy of resistance to economic pressure,

the main determinant of undertaken actions: marketplace
technology trends,

recommended actions: providing a safe but connected
workforce, deploying technology innovations and work-
arounds, identifying resiliency challenges and opportunities,
experiencing onset of uncertainty.

objective: restoring functional stability, operational
transformations, incorporating learning processes and
technological transformations,

tools: strategies of adaptation to changing patterns of demand
and consumption,

the main determinant of undertaken actions: how
technological risk management teams respond to threats,
recommended actions: optimizing and securing technology,
supporting new phases of resilience, driving cost and
operating efficiencies, demonstrating the technological risk
value proposition.

objective: adapting to the changing business environment
based on virtual communication,

tools: business resilience improvement strategies, risk
management system improvements, strategies to respond to
new consumer habits,

the main determinant of undertaken actions: potential future
results,

recommended actions: evaluating and continuing
innovations, redefining the technological risk operating
model, revisiting and re-establishing “new basics”.

Source: the authors” own work based on: KPMG, 2020c.

Such situations, among other things, may cause additional costs and productiv-
ity losses. Working remotely, organizing video conferences and participating in
online training events organized by external entities may expose serious security
gaps that could potentially be a source of cyber-attacks. Cyber risk insurers esti-
mated that about 80% of ransomware attacks during COVID-19 were related
to remote working. Distance work may also be a reason for poorer compliance
with security procedures, which may result in the interception of confidential
and sensitive data by unauthorized persons. The COVID-19 pandemic also
witnessed an increase in the number of social engineering attacks and computer

frauds.
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Table 4.11 Technological risks during COVID-19 - likelihood, impact, active action

plans

Technology visk domain  Likelibood Impact

Needs action plan

Strategy & governance low

Security & data privacy high

Availability & business medium
disruption

Emerging technology medium
Infrastructure & asset  low

management

Programmes & medium
implementation

Identity & access low
management

Operations low

Compliance medium

Third-party high
management

high

high

low

low
low

high

medium

low
high

high

Yes: assessing and understanding the need
for changes in the IT strategy in the light
of the response to COVID-19, adapting
new work methods and operational
models, adapting I'T projects to newly
approved strategies

Yes: assessment and ongoing monitoring of’
the management strategies of the teams
responsible for data and IT systems
security in light of increased cyber threats
in consequence of COVID-19

No

No
No

Yes: in the case of activities halted due
to COVID-19, assessment of risk
management in terms of business
rationale, available technology, personnel,
necessary changes, compliance and
control rules, finance and cooperation
with third parties

No

No

Yes: assessment of actions taken in response
to technological changes induced by
COVID-19 in terms of their compliance
with internal procedures and external
legal requirements

Yes: working with contractors/stakeholders
to meet changes in demand for I'T
services and equipment during COVID-
19, including evaluating changes in
services, assessing performance, making
necessary changes to contracts and
operating models, as well as evaluating
new risk management strategies and
cffectively implementing necessary
changes

Source: the authors’ own work based on: KPMG, 2020c.
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5 “Risk losers” during the
COVID-19 pandemic

Case studies

5.1. Blocked by restrictions
5.1.1. Introduction

In some sectors, possibilities of conducting business activities were blocked by
restrictions aimed at preventing the COVID-19 pandemic to a greater extent
than in others. Certainly, tourism and hospitality are among these unlucky sec-
tors. Davahli et al. (2020) point out numerous problems that appeared in these
sectors: loss of jobs, revenue impact, the COVID-19 spreading patterns in the
industry, market demand, prospects for recovery, safety and health, travel behav-
iour and preference of customers. Kaushal and Srivastava (2021) indicate that
the pandemic situation became a real crisis management challenge for manag-
ers in these sectors. As Gursoy and Chi (2020) note, the pandemic confronted
the hospitality industry with an unprecedented challenge. Unfortunately, strate-
gies aimed at flattening the COVID-19 curve such as community lockdowns,
social distancing, stay-at-home orders, travel and mobility restrictions resulted in
temporary closures of many hospitality businesses and significantly decreased the
demand for businesses that were allowed to continue to operate.

Anti-pandemic regulations also affected the catering sector with great inten-
sity. In virtually every country, far-reaching restrictions were introduced in this
sector (COVID-19: a new ..., 2020). Experts estimate that in many establish-
ments profits fell by up to 90%, and nearly 30% of catering businesses may
not survive the crisis and will permanently disappear from the country’s culi-
nary map (Duze straty ..., 2020). The imposition of restrictions on activities
of catering establishments did not go unnoticed by businesses indirectly associ-
ated with the industry as they focused on developing solutions to realistically
support their partners in the difficult conditions of the pandemic. According
to industry organizations, partial rescue for the catering industry could be
solidarity behaviours consisting in the following (Gastronomia w czasach ...,
2020): ordering meals for employees, providing employees with vouchers to
be redeemed in restaurants, organizing remote company Christmas or New
Year events, allowing employees to order meals to be delivered to their homes,
ordering meals in restaurants for charitable organizations, purchasing vouch-
ers for employees redeemable after the catering lockdown, providing support
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through cooperation, e.g. writing off arrears, dividing payables into instalments,
amending rental or lease agreements, introducing favourable solutions con-
cerning food supplies such as collection of expired products, making friendly
arrangements concerning changes in contracts, introducing promotions, pro-
viding goods or services free of charge, offering special conditions of access to
online catering services or purchase of new equipment necessary to open a new
sales channel.

The list of businesses blocked by restrictions also undoubtedly includes depart-
ment stores and shopping centres. It is worth noting that restrictions imposed on
the functioning of such retail outlets accelerated the development of e-commerce
(Will COVID-19 ..., 2020). Thus, the existing situation will force many busi-
nesses to change their modes of operation. This may lead to bankruptcies, clo-
sures, consolidations and liquidations within this once formidable segment of the
retail industry (Can the shopping ..., 2020).

5.1.2. AccovHotels and Hotele Golebiewski case studies
5.1.2.1. AccorHotels

AccorHotels is an international hotel group based in France. It dates back to
1967, when Paul Dubrule and Gérard Pélisson founded Société d’investissement
et d’exploitation hoteliers (SIEH) and opened the first Novotel hotel near
Lille, France. Today, AccorHotels runs 5,100 hotel establishments located in
110 countries and employs around 300,000 people. Besides Novotel hotels, the
group is the owner of many other prestigious brands such as Mercure and Ibis.
In the spring of 2020, the management team of AccorHotels took a number of
dramatic decisions, including (Coronavirus (COVID-19) ..., 2020): suspending
the hiring programme, dismissing 75% of the global teams at the headquarters
in the second quarter of 2020 (this resulted in a EUR 60 million reduction in
expenses). The group’s revenues in the first part of 2020 fell by 17% compared
to the same period in 2019. To differentiate itself during the difficult period
of the pandemic, AccorHotels introduced the “ALL Safe Officer” programme
under which a Health and Safety Officer was appointed in each hotel to ensure
that the highest standards of cleanliness and hygiene were observed. AccorHotels
wanted to demonstrate that it was operating in a “COVID safe” environment,
meaning that it was likely to be able to attract more guests than its local com-
petitors. During the 2020 holiday season, the group’s managers planned to lay
off an additional 1,000 people (and this despite the partial opening of hotels in
many countries) as part of a plan aimed at reducing costs by EUR 200 million
per year (Hotel group ..., 2020). After AccorHotels reported that its operating
result for the first half of 2020 had been a loss of EUR 227 million, its CFO Jean-
Jacques Morin diagnosed that “it is difficult to implement austerity measures in
our industry without affecting staft” (Hotel group ..., 2020). The occupancy
rate in the group’s hotels fell to 14.7% in the second quarter and 31.0% in the
first half of 2020. The crisis also prevented Accor from presenting any forecast of
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its performance in the coming months. This is best reflected in a quote from the
group’s CEO Sébastien Bazin, who said,

It’s a little strange that at this stage, six months in, we simply have no idea
whether the number of 1.5 billion travellers we accommodated in the last
years and months of 2019 will fall to 600 million or whether it will fall by
80% to 320 million.

(Accor CEO ..., 2020)

The group’s recognizability visibility was further affected by a significant reduc-
tion in booking cancellation periods, with 60% of bookings made less than five
days in advance (as of August 2020) compared to at least ten days in 2019. This
uncertainty also took its toll on shareholders, whom the company was unable to
provide with guidance for the full year, something it had traditionally done dur-
ing a presentation of financial results for the first half of a year. At present a similar
problem concerns a forecast for the year 2021.

5.1.2.2. Hotele Golebiewshi

Hotele Gotebiewski is a Polish chain of luxury hotels located in tourist destina-
tions. The hotels are owned by a Polish businessman, Tadeusz Gotebiewski, who
started his business adventure in the confectionery industry and entered the hotel
market in 1989. The Gotebiewski hotels are located in Mikolajki, Biatystok, Wista
and Karpacz. The hotel in Pobierowo remains unfinished and still under con-
struction. The hotels were shut down in mid-March 2020. The lifting of some
restrictions by the Polish government did not result in their reopening. This was
because, as their owner pointed out, from his perspective there was no point
in opening hotels if catering or entertainment establishments were not allowed
to conduct their business activities at the same time (Tadeusz Golebiewski ...,
2020). Before the pandemic the hotels employed an average of 950-1000 peo-
ple. The owner decided not to dismiss his employees. This decision, however,
entailed the necessity of covering payroll costs of approximately EUR 800,000
over three months. As the company did not have sufficient own funds to finance
the aforementioned costs, another solution was necessary. The owner declared:

I have this money, I’ve taken loans from banks. Fortunately, my creditwor-

thiness is very good, and I have a lot of real property, which was pledged

in full, even my home. I think this money will allow me to open the hotels.
(Tadeusz Gotebiewski ..., 2020)

In a statement for the local media made on 7 May 2020, Tadeusz Golebiewski
assumed that it would take him a dozen or so years to repay the loan, and about
three years to recover the losses caused by the pandemic (Koronawirus uderzyt
..., 2020). The problems caused the suspension of the construction project in
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Pobierowo, where, in the middle of a forest, Gotebiewski had been building
the largest hotel on the Polish coast, and the funds allocated for this invest-
ment were diverted to saving the already existing hotels. The overall crisis caused
by the COVID-19 pandemic deprived the hospitality industry of customers.
Additionally, the business model adopted by Tadeusz Gotebiewski was very risky,
but had turned out to work well before only because there was no dramatic crisis
in Poland for 30 years. One of the reasons why Tadeusz Golgbiewski is not on the
list of the richest Poles is that he builds all his hotels on credit and then pledges
them as security for subsequent credits (Koronawirus wykonczy ..., 2020). A big
source of additional problems is the fact that the enterprise Hotele Gotebiewski
was targeting large, corporate customers that organized various types of events
and training courses for their employees in the hotels. Meanwhile, this segment
of the industry was struck particularly hard by the coronavirus. In another inter-
view conducted in December 2020, Tadeusz Gotebiewski admitted that he was
on the verge of bankruptcy. He reiterated that the cost of maintaining his hotels
and restaurants during the pandemic was enormous. He added that he would
hold out for a maximum of one more month and then he might have to declare
bankruptcy (Koronawirus. Whasciciel ..., 2020). In connection with the chal-
lenges that Hotele Golebiewski has to cope with, analysts of the hospitality mar-
ket in Poland emphasize that they are to a considerable extent a consequence of
not only the pandemic but also the owner’s grandiosity.

5.1.3. Pizza Hut and Gastromall Group case studies
5.1.3.1. Pizza Hut

Pizza Hut was founded in 1958. The company’s global expansion actually
began in the early 1980s when restaurant guests began to be served pizza on
pan dough — thick yet fluffy on the inside and crispy on the outside. Pizza
Hut’s largest franchisee, the American company NPC International Inc. filed
for bankruptcy in a Texas court. NPC had opened its first Pizza Hut restaurant
in 1962, and by the date of the bankruptcy filing it had operated as many as
1,225 of them across the United States. The company was not able to withstand
the competitive pressure in the restaurant industry that followed the coronavi-
rus outbreak and the weeks-long lockdown (Pizza Hut zaatakowana ..., 2020).
Nevertheless, Pizza Hut will not go completely out of business because the
company was given a chance — it needs to execute a plan providing for the repay-
ment of debts and an increase in revenues. NPC’s debts amounted to USD 900
million. The company managed to negotiate a restructuring agreement with
about 90% of its largest creditors and 17% of so-called secondary lenders. The
debt reduction plans involve offering shares in the company to first-lien lenders,
and these are likely to give the potential bankrupt a cash injection. In addition,
some of the restaurants operated by NPC will be sold. Other markets also expe-
rienced significant problems. For example, in the UK, Pizza Hut was forced
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to close 29 out of its 244 restaurants and to dismiss 700 employees (Lloyds
Bank ..., 2020). Similarly to the situation in the American market, the British
Pizza Hut restaurant chain was forced to restructure its debt under a bankruptcy
contract that provided for the loss of many jobs. The British company hired
restructuring specialists Alvarez & Marsal to explore business options includ-
ing, for example, a company voluntary arrangement (CVA), an agreement with
creditors to reduce debt, often providing for reduced lease payments (Pizza Hut
considers ..., 2020).

5.1.3.2. Gastromall Group

Gastromall Group is a Polish family-owned company that is developing under the
franchise model. The portfolio of Gastromall Group comprises such restaurant
chains as Olimp, City Break, Bubble Bistro, Bistro Durum, Isto, Deli Sandwich
and a few other brands. On the eve of the COVID-19 pandemic, the company,
known particularly for its chain of Olimp restaurants, operated a total of 70 food
outlets in shopping malls and 55 employee canteens in office buildings across
the country (Jeden ..., 2020). The company provided employment to over 500
people and cooperated with thousands of business partners, contractors and sup-
pliers. According to Gastromall’s CFO Kamil Majewski, the initial shutdown of
shopping centres in Poland, announced by the government on 14 March 2020,
came as quite a surprise to the company (Jeden ..., 2020). Announced only two
days in advance, the decision forced the company to close its establishment vir-
tually overnight in compliance with the authorities’ restrictions and recommen-
dations. In the first period of mall closures, this one of the most popular and
fastest-growing catering groups in Poland lost 99.33% of its revenues. However,
it had to continue to finance huge fixed costs such as payroll, rent for premises,
costs of electricity and gas, as well as costs of servicing loans taken out for the
creation of restaurants, their equipment, etc. (Jeden ..., 2020). A few months
later, Piotr Niemiec, CEO of Gastromall Group, described the company’s posi-
tion, saying:

In the current situation all catering companies are in deep trouble. Our rev-
enues equalled zero for two months, and since the suspension of the lock-
down the revenues of shopping centres have amounted to just 10% of those
generated last year. Thus, the overall picture does not instil optimism in
anybody. The rates of rent are an additional burden. So, unless government
assistance is stepped up and extended to large companies, there is a risk that
businesses will start to go bankrupt. This will entail gigantic unemployment,
because this situation will also affect our suppliers and contractors.
(Gastronomia balansuje ..., 2020)

The company’s position was partially improved by the legislation that temporar-
ily exempted such entities from lease agreements with shopping centre operators.
At the same time, the new regulations did not apply to similar lease agreements
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between business and owners of office buildings. Piotr Niemiec described this
problem as follows:

The situation is further exacerbated by the necessity to negotiate with each
office building owner separately. These owners are often foreign funds that
do not want to sit down at the table at all, show a lack of understanding, or
break off negotiations, demanding payment for space that remains empty.
(Koronawirus w Polsce ..., 2020)

His company paid more than EUR 300,000 for the rental of office space that
stood empty because its former occupants were required to work from home.

5.1.4. JCPenney and M1 Shopping Centves case studies
5.1.4.1. JCPenney

JCPenney is an interesting example of a department store chain that weathered the
COVID-19 pandemic rather badly. In the first quarter of 2020, the company’s rev-
enues fell by 53%. This decline was predictable given that all of the company’s 846
department stores were closed for half of the quarter due to the COVID-19 pan-
demic. The stores did not open until mid-May, yet the company’s losses continued
to grow. JCPenney had already been generating regular losses before the pan-
demic. Its latest profitable year was 2010, and its net losses since then have grown
to USD 4.5 billion (The coronavirus ..., 2020). After the summer of 2011 the
company recorded a net profit in only five quarters, always during the Christmas
shopping season. In June 2020, the company began a deep restructuring of its
assets, notifying the bankruptcy court of the planned closure of 154 department
stores in the first phase of the process. The company’s management formulated an
objective based on retaining the best performing establishments and the flagship
eCommerce store jcp.com (JCPenney ..., 2020). Jill Soltau, the CEO of JCPenney
expressed her hope for the successful implementation of corrective actions, saying:

While closing stores is always an extremely difficult decision, our store opti-
mization strategy is vital to ensuring we emerge from both Chapter 11 and
the COVID-19 pandemic as a stronger retailer with greater financial flexibil-
ity to allow us to continue serving our loyal customers for decades to come.

(JCPenney ..., 2020)

To implement the financial restructuring plan, the company filed voluntary
petitions for reorganization under Chapter 11 of the US Bankruptcy Code
(Restructuring Information, 2020). In another statement, Jill Soltau implied the
significant impact of the COVID-19 pandemic on speeding up difficult decisions:

Until this pandemic struck, we had made significant progress rebuilding
our company under our Plan for Renewal strategy — and our efforts had
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already begun to pay oft. While we had been working in parallel on options
to strengthen our balance sheet and extend our financial runway, the closure
of our stores due to the pandemic necessitated a more fulsome review to
include the elimination of outstanding debt.

(Long-struggling ..., 2020)

The situation triggered by the pandemic crisis exposed the shortcomings of the
company’s previous restructuring efforts, particularly the lack of analyses examin-
ing the profitability of individual retail outlets.

5.1.4.2. M1 Shopping Centres

M1 Shopping Centres are establishments that bring together both large and
small format stores, as well as service outlets. The first M1 Shopping Centre
was opened in 1997, and currently the M1 chain consists of nine shopping
malls operating in central and southern Poland (M1 ..., 2020). Studying the
impact of COVID-19 on the position of Polish shopping centres, PwC ana-
lysts showed that their owners lost about 30-35% of annual revenues (with-
out taking into account the second lockdown that was in force in the period
from 7 to 27 November 2020). At the same time, they had to bear fixed costs
for property maintenance and management, as well as debt service. Following
the second period of restrictions imposed on shopping centres from 7 to 27
November 2020, the landlords’ losses started to come closer to the dangerous
level, threatening their liquidity and seriously increasing the risk of bankruptcy
(Centra handlowe na ..., 2020). Of great importance for the situation of M1
Shopping Centres were the Polish government’s decisions that introduced a
provision under which, during the period of the prohibition on the conduct
of business activities, the mutual obligations of parties to rental agreements are
suspended. This meant that no charges could be collected from tenants. At the
same time, despite huge losses, shopping centre owners continued to incur a
variety of fixed costs. Financial losses were growing because in the spring of
2020 the so-called COVID Law introduced rent abolition for tenants, simulta-
neously depriving the owners and managers of shopping centres of access to the
anti-crisis and financial shields provided by the government (PRCH szacuje ...,
2020). Another problem recognized by the Polish Council of Shopping Centres
was the pandemic-induced decline in the number of customers visiting shop-
ping centres during their opening hours. The data collected by this organization
showed that between 10 and 16 August 2020 the frequency of customer visits
to shopping centres in Poland measured by means of the footfall index equalled
on average 70-80% of that in 2019. One week earlier it was 70-84%, and two
weeks earlier — 76-94% of the value of the index in 2019 (Centra handlowe maja
..., 2020). The related problem was tough negotiations that the managers of
M1 Shopping Centres had to conduct with their tenants. Unfortunately, their
inevitable result was the lowering of rents.



“Risk losers” during the COVID-19 pandemic 159
5.2. Too inert to protect themselves
5.2.1. Introduction

The COVID-19 pandemic also had an indirect negative impact on certain groups
of enterprises. They are indirect victims of pandemic-related sanitary restrictions
and new legal regulations. Their business activities depend on the changes in the
economy and consumer behaviour forced by the pandemic. These are most often
enterprises experiencing a sharp drop in demand for their products or services or
unable to continue their operations to the same extent as before the pandemic.
Due to the clear and narrow character of their business dependent on custom-
ers or suppliers directly affected by the pandemic, such enterprises were in many
cases unable to effectively counteract the negative effects of the pandemic and
protect themselves against losses. Enterprises that proved to be too inert to pro-
tect themselves from the negative consequences of the global pandemic crisis in
their operations include retail chains, luxury goods enterprises and companies
representing the petrochemical sector.

Hit by the pandemic, retail chains did not have any serious opportunities for
compensating for their losses suffered mainly due to lockdowns imposed on local
economies all over the world. According to Unctad (2020), the coronavirus pan-
demic caused a 3% decline in global trade in the first quarter of 2020. Fashion
chains were hit particularly hard as they were forced to liquidate many of their
brick-and-mortar establishments, which deprived them of a considerable propor-
tion of current sales revenues. Losses of this magnitude could not be compensated
for by the rapid implementation of new business strategies in online commerce.

Significant losses as a result of the pandemic were also noted in the luxury
goods market. Manufacturers of such products suffered considerable losses indi-
rectly, mainly due to the decline in average incomes of previously more affluent
customer groups. According to estimates by Bain & Company (2020), sales of
luxury goods (including clothing, accessories, jewellery, watches or cosmetics)
fell by 23% in 2020 compared to 2019, to the levels recorded in 2014.

Serious problems were also observed in the petrochemical industry. Oil com-
panies and other enterprises involved in the wholesale and retail of petroleum
products were strongly affected by the pandemic, mainly as a result of the global
decline in oil production, prices and demand, as well as pandemic restrictions on
movement and transport. According to McKinsey (2020), demand for refined
products fell by at least 20% as a result of the pandemic. These developments,
among others, triggered an unprecedented crisis in the oil and gas industry.

5.2.2. Inditex and LPP case studies
5.2.2.1. Inditex

Inditex is one of the world’s largest fashion retailers, with origins dating back to
1963. Its headquarters is in Arteixo, Spain. The flagship brand of the holding is
Zara. Other brands owned by Inditex include Pull&Bear, Bershka, Stradivarius,
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Oysho, Zara Home, Massimo Dutti and Uterqiie. In total, the holding has over
7,000 brick-and-mortar outlets located in 96 markets. In addition, it sells goods
through its online platform in 202 markets. Inditex cooperates with 1,985 sup-
pliers and 8,155 factories worldwide (Inditex around ..., 2020). Due to the out-
break of the COVID-19 pandemic, Inditex recorded a significant loss of EUR
409 million in the first quarter of 2020. These losses were mainly due to sanitary
and lockdown restrictions that reduced opportunities for sales in stationary brick-
and-mortar shops. In response to the pandemic restrictions, in order to at least
reduce the scale of losses suffered, the company stepped up online sales (a 50%
increase in online sales was recorded in the first quarter of 2020), but unfortu-
nately, despite these efforts, the holding reported a 44% decrease in total sales in
this period. In connection with online sales, the Inditex Group’s net profit in the
second quarter of 2020 was EUR 214 million, which lowered its losses incurred
in the first half of the year, nevertheless the losses remained at an alarming level
of EUR 195 million. In May 2020, 87% of the Group’s retail outlets were shut
down. Formulating its approach to managing the pandemic risk, the Group’s
management opted for the integration of its brick-and-mortar shops and online
sales platform as the strategy underpinning the business model for the new eco-
nomic situation. Furthermore, the three pillars of the Group’s business model
adapted to the pandemic were indicated: flexibility, digital integration and sus-
tainability. During the pandemic, Inditex comprehensively developed its own IT
platform (Inditex Open Platform). An integrated inventory management system
(SINT) was also implemented, which gave customers access to the Group’s entire
assortment of products. Several retail outlets implemented the “Store Mode”, a
tool that proves the importance of online shop integration for customer service.
The Group also undertook to modernize digitally some of its retail outlets, for
example by opening large-format stores, and disposing of smaller outlets that
were not suitable for a fully integrated model. Given the scale of the pandemic
problems, Inditex, presenting the Group’s plans for 2020-2022, indicated the
need for incurring further considerable capital expenditures in the amount of
EUR 1 billion for the development of online operations and EUR 1.7 billion for
the further integration of the store platform (Inditex returns ..., 2020; Inditex
1Q20 ..., 2020).

5222 LPP

LPP is one of the largest Polish clothing companies managing five brands:
Reserved, Cropp, House, Mohito and Sinsay. It has over 1,700 brick-and-mortar
shops in 25 countries (apart from Poland also in other European countries, Asia
and the Middle East), and provides access to its online shop in 30 countries
(LPP w liczbach, 2021; LPP na $wiecie, 2021). As a result of the restrictions
imposed in the wake of COVID-19, approximately 95% of LPP retail outlets
were closed in 21 of the 25 markets in which the company operates. This clearly
translated into the company’s financial position, mainly the lack of revenues from
brick-and-mortar sales. The only remaining source of revenues was online sales,
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which during the pandemic increased by 150% compared to the previous year.
Nevertheless, this impressive increase did not compensate for the losses incurred.
In such a problematic situation, the company’s main objective became maintain-
ing financial liquidity and continuity of business processes. Due to the develop-
ing pandemic and its impact on the further functioning of the sector, the LPP
management tried to plan a post-crisis recovery scenario. This scenario is based
on three key elements: support for sales in the e-commerce channel, strict cost
discipline (mainly reduction of capital expenditures by over PLN 600 million in
2020) as well as optimization of logistics processes and areas supporting the com-
pany’s operations during both the epidemic and the recovery period. The savings
on capital expenditures significantly slowed down the development of the retail
outlet network and postponed until later date many new openings, the expansion
of the company headquarters and the construction of a new distribution centre.
The applied reductions also comprised personnel costs in the sales network and
the company headquarters, as well as rental costs. These measures were taken in
order to prevent collective redundancies. Furthermore, the company attempted
to initiate the process of forecasting customer preferences during the pandemic
(taking into account the weakening of customers’ purchasing power as a result of
reductions or loss of salaries following the pandemic crisis) and preparing orders
for subsequent seasons on this basis (LPP podsumowuje ..., 2021).

5.2.3. Keving and Wittchen case studies
5.2.3.1. Kering

Keringisa global luxury group managing the development of numerous renowned
fashion houses specializing in leather goods, jewellery and watches, including
Gucci, Saint Laurent, Bottega Veneto, Balenciaga, Alexander McQueen, Brioni,
Boucheron, Pomellato, Dodo, Qelin, Ulysse Nardin, Girard-Perregaux, and
Kering Eyewear (Discover Kering, 2021). The COVID-19 pandemic had a very
strong impact on the Group’s business, mainly in the first quarter of 2020. The
main causes were lockdowns imposed in many of the markets where the Group
operates and the necessity to shut down a number of retail outlets, first in the
Asia-Pacific region starting in February 2020 and subsequently, due to the rap-
idly deteriorating situation, also in Europe and the United States starting in
March 2020. Revenues from the directly operated stores of the Luxury Houses
fell by 19.5% on a comparable basis. What contributed to the huge volume of
losses was also a halt in tourism and the need to close some manufacturing and
logistics facilities. Problems with distribution were also revealed. Due to the lack
of access to a large proportion of its brick-and-mortar shops, Kering recorded
an increase in e-commerce of more than 20% in the first quarter of 2020, but
despite this impressive growth, consolidated revenues fell by 15.4% (as reported)
and by 16.4% (on a comparable basis). During the same period, sales in the
wholesale network fell by 6.8%. The particular brands owned by Kering also
suffered high losses. For example, in the first quarter of 2020 Gucci’s revenues
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decreased 22.4% as reported and 23.2% on a comparable basis, while in the case
of Yves Saint Laurent revenues fell by 12.6% and 13.8% respectively. In order to
limit the scale of the losses incurred, Kering initiated a series of managerial meas-
ures with a view to ensuring the continuity of the Group’s operations and the
possibility of responding adequately to various pandemic development options.
Within the range of such measures, adapting the cost base and preserving the
cash position were indicated as priorities. Another challenge that Kering had to
face during the pandemic was also a skilful combination of a long-term vision
with near-term imperatives. Group-wide business continuity plans were also
developed for human resources, inventory management, logistics and merchan-
dising. In order to defend itself in any way from the enormous scale of losses,
Kering also implemented cost-cutting measures to optimize the positioning of
the Group before the expected gradual restoration of productivity levels (In a
quarter ..., 2021).

5.2.3.2. Wittchen

Wittchen is a Polish manufacturer of exclusive high quality leather products.
In its category, it is one of the most recognizable brands on the European
market. The company sells its products through a chain of traditional retail
outlets and an online shop (Wittchen — o firmie, 2021). As a result of the
coronavirus pandemic spreading in Poland and all over the world, the company
suffered severe losses visible, among other things, in a decline in consolidated
sales revenues. Between January and September 2020, Wittchen reported a
24% decrease in revenues compared to the same period in 2019 in the retail
segment (sales in showrooms, in online shop and other retail units) and a 45%
decrease in the B2B segment (domestic sales and export sales to companies
and corporate customers). The losses were largely due to the impossibility to
sell goods in retail outlets located in shopping centres. Only in the segment of
other revenues (sales not classified elsewhere and revenues from oftice space
rental) did Wittchen record a 32% increase in revenues. In the initial phase
of the pandemic, the company had a significant inventory of goods located
in its warehouses and the logistics centre, which constituted some form of
rescue allowing the company to continue operations in the event of possible
interruptions in the provision of transport services. Furthermore, during the
pandemic the company tried to intensify its online sales, which account for
a significant share in the revenue structure of the Wittchen capital group. To
this end, measures were also taken to support and promote sales in Wittchen’s
online shops in Poland and abroad, as well as sales on various marketplaces
in order to compensate, at least to some extent, for unrealized sales in brick-
and-mortar shops. However, the development of e-commerce involved the
necessity to incur high additional costs (Wittchen Raport biezacy nr 21, 2020;
Wittchen Raport biezacy nr 5, 2020; Wittchen Skonsolidowany Raport ...,
2020; Wittchen zaptaci ..., 2020).
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5.2.4. BP and LOTOS case studies
5241 BP

BP is a British petrochemical company, one of the largest in the world. It pro-
duces, distributes and sells gasoline, transport fuels, chemicals and alternative
sources of energy such as wind and biofuels in many markets around the world.
The company’s assets include production platforms, refineries, ships, corporate
offices, wind farms, research facilities and retail service stations (The BP brand,
2021). The global COVID-19 pandemic took its toll on BP’s performance, as it
did on most companies in the sector. The results for the second quarter of 2020
show that the underlying replacement cost loss amounted to USD 6.7 billion,
compared to USD 2.8 billion profit for the corresponding period of 2019. At
the same time, oil trading generated a loss of USD 16.8 billion, compared to a
2019 profit of USD 1.8 billion. These losses were primarily driven by non-cash
upstream exploration write-offs, mainly resulting from the review of BP’s long-
term strategic plans and changes in long-term pricing assumptions. Other causes
included lower oil and gas prices, very weak refining margins, reduced oil and
gas production and significantly reduced demand for fuels and lubricants during
the pandemic. During the course of COVID-19, the company managed to raise
funds from, among other things, the agreed sale of BP’s petrochemicals business
to INEOS and the sale of BP’s extraction assets in Alaska, but this did not com-
pensate for the very large scale of losses incurred. Responding to the effects of the
pandemic, BP re-designed its action plans and, for example, introduced measures
aimed at reducing annual cash costs by USD 2.5 billion by the end of 2021. In
addition, the company issued hybrid bonds with a view to diversifying its capital
structure, supporting its credit rating at the investment level and strengthening
its finances (Second quarter ..., 2020). The priority of the company’s operations
during COVID-19 was to try to maintain the supply of energy, fuel and essential
petrochemical raw materials. For this purpose, each BE operating site (be it an
oftshore platform or a petrochemical facility) undertook to develop business con-
tinuity plans (COVID-19 BP response, 2020).

5.2.4.2. LOTOS

LOTOS is a Polish capital group and one of the most modern petrochemical
companies in Europe, engaged in extraction and processing of crude oil as well
as wholesale and retail of petroleum products such as petrol, oils, aviation fuel
and asphalts. The company owns and operates over 500 service stations. Like
all enterprises in the industry, LOTOS was severely affected by the pandemic.
EBITDA LIFO (net of non-recurring events) in the second quarter of 2020
was 93% lower than in the same period in 2019 (declines were recorded in the
production, trading and extraction segments). The company indicated the weak-
ening of margins for refinery products and low crude oil and natural gas prices
during the pandemic as the main reasons for the losses. The difficult macro-
economic environment, both domestically and globally, meant that it was not
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possible to fully implement the LOTOS 2020 strategy (a marked decline in vol-
umes allocated to the retail channel, mainly with respect to petrol and diesel sold
to service station chains). Furthermore, the balance and liquidity of international
economic exchange relations were significantly disturbed. Despite a significant
drop in domestic demand, in order to neutralize to some extent the negative
effects of the pandemic on its business activities, the company, among other
things, optimized the operations of its refinery in order to adjust production
outputs to the market situation (thanks to which capacity utilization was main-
tained). Taking advantage of the technological flexibility of its refinery instal-
lations, LOTOS was able to adjust its output of petroleum products to market
demand. Also, the seaside location of its refinery allowed the company to counter
the negative changes in demand on the domestic market with increased sales vol-
umes in sea exports, which contributed to the maintenance of a higher level of oil
processing and the optimization of the refining margin during the peak period of
the COVID-19 pandemic, which, however, was not enough to compensate for
the huge scale of losses resulting from problems associated with the COVID-19
pandemic (LOTOS Skonsolidowane ..., 2020; LOTOS Komentarz ..., 2020).

5.3. Too traditional to change
5.3.1. Introduction

Another group that clearly lost out during the global COVID-19 pandemic are
those companies whose traditional form of business, unchanged for years, pro-
vides limited opportunities to undertake various forms of combat against its nega-
tive consequences. These are usually entities that were not directly burdened with
pandemic sanitary restrictions, but incurred losses indirectly as if “hit by a pan-
demic ricochet”. Such enterprises include various types of financial institutions,
banks and real estate sector enterprises that are unable to neutralize the effects of
the pandemic, for example by changing their assortment strategy or moving their
core activities to the remote work area.

It is estimated that the banking sector is suffering and will continue to sufter
the long-term consequences of the crisis caused by the COVID-19 pandemic.
According to an international survey of European banks conducted by Deloitte
(2020a), the economic impact of the pandemic on the banking sector is to be
experienced for at least 12 months. Moreover, the year 2020 witnessed a signifi-
cant decline in the volume of credits granted as compared to that of 2019 and a
tightening of credit conditions, both for retail customers and non-financial enter-
prises, mainly as a result of worsened economic forecasts, increased credit risk and
a decrease in risk levels acceptable to banks. The survey also indicated an increase
in the number of non-performing credits granted to both individuals and corpo-
rations. The increase is relatively small, but its consequences may be quite serious.
Another important problem for banks is threats to the liquidity and solvency of
borrowers coping with pandemic constraints. It is estimated that 5%-20% of bor-
rowers will require debt restructuring in the next 12 months.
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The real estate sector was clearly affected by the pandemic, mainly for the
following reasons: the strong correlation between the financial performance of
developers and national economies, the significant exposure of real estate invest-
ment managers to perceived problems in sectors such as hotel and leisure as well
as retail and office investment, rising costs and reduced investment opportunities,
redundancies in the construction industry, material supply problems and tenants
cut from their sources of income. All these reasons made the existing business
models in the sector obsolete (KPMG, 2020; Deloitte, 2020b), negatively affect-
ing different segments of the real estate market in particular countries. In the UK,
for example, construction output fell by 40% in April 2020, while in the US the
number of initiated construction and housing projects fell by 30% in the same
period. The activity of the construction sector also fell sharply during this period,
for example in France by more than 45%, in Germany by almost 20% and in Italy
and Ireland by 45% (OECD, 2020).

5.3.2. Santander and Alior Bank case studies
5.3.2.1. Santander

Santander is a retail bank operating in ten core markets where it has high mar-
ket shares: Spain, Santander Consumer Finance, Poland, Portugal, the United
Kingdom, Brazil, Mexico, Chile, Argentina and the United States. It employs
almost 200,000 people and its customer base in Europe and the Americas is
estimated at around 145 million (Santander Key ..., 2021; Santander Where
..., 2021). Like most financial institutions, Santander was affected by the global
COVID-19 pandemic. This is clearly visible in the bank’s financial results. In the
first quarter of 2020, Santander recorded attributable profit of EUR 331 million,
which was 82% less than in the corresponding period in 2019, after incurring
a net charge of EUR 1,646 curos, primarily due to overlay provisions of EUR
1,600 million related to COVID-19 based on the expected deterioration of the
macroeconomic conditions arising from the health crisis. In the second quarter
of 2020 the situation continued to be difficult. With respect to the geographi-
cal location of the bank’s branches, in the first half of 2020 Santander recorded
the following decreases in its underlying attributable profit (compared to the
first half of 2019): 54% in Europe, 29% in North America and 13% in South
America. Commenting on the bank’s position at the end of the first half of 2020,
Ana Botin, Group Executive Chairman of Banco Santander, said, “The past six
months have been among the most challenging in our history”. During the pan-
demic, Santander was able to provide financial support to individual customers
and enterprises affected by the crisis. The average number of new loans granted
cach day to SMEs and corporations increased by more than 100%. In order to
adjust to functioning in the conditions of the pandemic, Santander sought to
intensify the digitalization of its sales channels (digital sales amounted to 43%). As
a result, the number of digital customers increased to 38.3 million, compared to
37 million in 2019. Furthermore, attempting to reduce the scale of the negative
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impact of the pandemic, Santander implemented actions focused mainly on its
employees, customers, shareholders and society at large. One of the priorities in
such actions was ensuring service provision continuity and adequately respond-
ing to changes in the environment to adapt the financial solutions offered to
the needs of individual customers and businesses. Another priority in the bank’s
operations under the pandemic conditions was providing customers with liquid-
ity, which was possible thanks to, among other things, successful implementa-
tion of remedial measures introduced by governments (e.g. credit facilities with
public guarantees). In most countries of its operations, Santander began to
offer moratoria on loan repayments with grace periods of up to several months.
Furthermore, following the recommendation of the European Central Bank and
in order to provide necessary flexibility to increase lending, the Bank decided to
cancel the payment of dividend for 2019 (Santander reports ..., 2020; Santander
Coronavirus, 2020; Santander Results, 2020; Santander Quarterly ..., 2020).

5.3.2.2. Alior Bank

Alior Bank is a universal bank operating in the Polish market. The number of cus-
tomers is over 4.2 million. The bank’s offer is tailored to the needs of both indi-
vidual and business customers (Alior Bank informacje ..., 2021). Especially in the
first half of 2020, Alior Bank’s operations were conducted under pressure from
difficult economic conditions caused by the COVID-19 pandemic. The prob-
lems faced by the bank were reflected, among others, in its financial results. Alior
Bank closed the first half of 2020 with a loss of PLN 513 million, which meant
a decline in the financial result by more than 650% in comparison to the same
period in 2019. This sudden negative change was triggered, among other things,
by external factors such as an interest rate reduction. Despite the very unfavour-
able conditions causing a colossal loss, the Bank managed to maintain its cost effi-
ciency (operating costs decreased by 3% compared to 2019). Alior Bank tried to
some extent to adapt to the new operating conditions, maintaining its activity in
important market segments. After the first half of 2020, better trends in the sales
of the Bank’s new key products could be observed (e.g. mortgage loans or prod-
ucts for the SMEs sector). This trend was the result of the fact that the percentage
of the bank’s business customers from industries sensitive to the development of
the pandemic and its consequences was only 13%. During the pandemic, Alior
Bank took advantage of the government programmes such as the PFR Financial
Shield and the temporary deferment of repayments of cash loans, mortgage loans
and credits for business entities. Alior Bank also pursued a conservative approach
to risk at the time. Due to the emerging high costs associated with the pandemic,
the bank’s management decided to make relevant provisions and write-downs in
its ledgers. In order to cope with losses related to the pandemic, the bank intro-
duced changes in its tarift of fees and commissions to strengthen an increase in
commission income, increased the level of cross-selling of transactional products,
optimized deposit interest rates, changed credit margins, developed automated
processes and remote customer service processes (sales of personal accounts and
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savings accounts through remote channels increased by 141%) as well as opti-
mized logistics and consulting costs. However, all these measures did not neutral-
ize the large scale of pandemic losses (Alior Bank Wyniki ..., 2020).

5.3.3. Simon Propevty Group and Avchicom case studies
5.3.3.1. Simon Property Group

Simon Property Group is an American real estate investment company focusing
primarily on the commercial segment. It operates a number of shopping centres
and owns shops, restaurants, entertainment venues and other mixed-use estab-
lishments in North America, Europe and Asia (About Simon, 2021). Problems
associated with the pandemic began to affect Simon Property Group in March
2020, when commercial facilities and retail outlets were being temporarily closed.
Another challenge was a threat of bankruptcy or insolvency of tenants. Changes
caused by the pandemic were immediately reflected in the group’s financial
results for the first quarter of 2020. They showed significant declines in total
revenue, consolidated net income and net income attributable to common stock-
holders compared to the same period in 2019. Despite a loss of nearly 10,500
shopping days in its US portfolio, thanks to the measures implemented to limit
the negative effects of COVID-19, the situation started to improve somewhat in
the second quarter and the company was able to return partly to its investment
activity, mainly due to the reopening of many outlets, good relationships with
the cooperating brands, a portfolio with a strong mix of geographic locations
and product types, as well as its previously developed leadership position in the
commercial real estate sector. In order to combat many negative consequences of
the COVID-10 crisis, the company took measures aimed at cost reduction and
liquidity enhancement. The company was forced, among other things, to reduce
its corporate expenses, operating costs of commercial establishments and payroll
costs and reduce management and employee compensation until market condi-
tions improved. In addition, Simon Property Group implemented a temporary
freeze on company hiring efforts. More than 1 billion US dollars for redevelop-
ment and new development projects were suspended or shelved as a result of pan-
demic issues. The company also borrowed USD 3.75 billion under its revolving
credit facilities (Simon Property Group Reports First ..., 2020; Simon Property
Group Reports Second ..., 2020).

5.3.3.2. Archicom

Archicom is a Polish developer operating on the residential and commercial real
estate market. The company has more than 30 years of experience and has suc-
cessfully completed more than 150 investment projects, including the construc-
tion and sale of approximately 6,000 housing units. The company specializes in
the construction of residential estates and office buildings in the five largest cities
in Poland (Archicom o nas, 2021). The COVID-19 pandemic seriously impacted
Archicom’s operations and its financial results. The main causes of problems were
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changes in the following: demand for new housing units and rental of offices,
demand for investment in office buildings, the purchasing profiles and attitudes
of customers, the pace of construction work, bank financing for purchasers of
apartments, the pace of issuing administrative decisions leading to the acquisi-
tion of building permits and occupancy permits, the process of separating and
transferring ownership of apartments to purchasers and the sale of real property,
the access to sources of financing, as well as the availability of the company’s own
employees and those of its business partners. These numerous problems faced
by Archicom during COVID-19 caused a situation in which the company was
able to continue its construction operations in the first quarter of 2020, but also
recorded negative operating cash flows due to declining sales (mainly in March
2020). At the end of the first quarter net operating cash flows fell to PLN -12.1
million compared to PLN 0.9 million at the same time in 2019. There was also
an increase in the volume of long-term debt financing accompanied by a decreas-
ing amount of advances from customers. In order to counteract the negative
effects of the pandemic, the management was analyzing the enterprise’s position
on an ongoing basis, paying particular attention to actions supporting the timely
execution of construction projects and closer cooperation with subcontractors. In
view of the unfavourable economic situation during the pandemic and the many
negative consequences for the company, the management decided to suspend its
dividend policy and not to pay dividend for 2019. During COVID-19, Archicom
supplemented its strategy with an item providing for the company’s focus on
ensuring the safety of conducting business activities in new economic conditions.
Due to financial constraints, stricter purchasing criteria were also implemented
and a new expansion strategy was developed under pressure exerted by new oper-
ating conditions. With respect to financing, the company implemented a corpo-
rate bond issue plan, monitored costs and cash flows on an ongoing basis and
secured for around 70% of its investment projects. The company also attempted
to accelerate design work and took advantage of administrative measures pro-
vided under the “Tarcza 2.0”. Responding to significant declines in sales caused
by the pandemic, the company made efforts to manage prices dynamically, pre-
pared promotional programmes and introduced its own Archicom Defence Shield
project (Archicom Wplyw pandemii ..., 2020; Archicom prezentacja wynikéw
1Q°20, 2020; Archicom prezentacja wynikéw 2QQ°20, 2020).

5.4. Opportunity wasters
5.4.1. Introduction

Strange as it may seem, for some sectors, the occurrence of the COVID-19 pan-
demic meant the emergence of new business opportunities. One of these is the
furniture sector. According to some forecasts presented in the early spring of
2020, the COVID-19 pandemic was to cause a decline of up to 35% in the
sales of furniture and the disappearance of many jobs. The only way to save the
industry was the opening of furniture outlets on Sundays and the intensification
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of online sales, which at that time did not exceed 10% of the industry’s total sales
volume (Sprzedaz ..., 2020). According to the forecasts updated at the end of the
year, the value of the marketed production of the furniture industry was to rise by
a few percentage points in comparison to that of 2019. Three factors were men-
tioned as working in favour of the industry: the opening up of trade faster than
initially forecast, expenditures on home furnishings as a consequence of cancella-
tion of holidays, and favourable exchange rates for the currencies of the countries
with the highest furniture production (Branza meblarska ..., 2020). Of great
importance was also the release of aid measures allowing furniture companies to
maintain liquidity and employment until the gradual opening of the economies
of the most important export markets (Branza, ktéra ..., 2020).

The position of the construction sector was partly similar to that of the furni-
ture sector. The construction industry was also forecast to suffer from the conse-
quences of the pandemic. Therefore, it was emphasized that each entity involved
in an investment process (regardless of whether an investment project was a pub-
lic or private enterprise) should adequately secure its interests by implementing
a well-thought-out strategy of action, adequately and regularly documenting the
factual or potential impact of the circumstances associated with COVID-19 on
the performance of the contract, and notifying the contracting party thereof (Czy
COVID-19 ..., 2020). Meanwhile, the construction sector in many countries
continued its operations despite the epidemic, which gave it a much better posi-
tion than that of the other sectors that were forced to suspend their operations.
The construction sector also maintained high liquidity and turned out to be much
better prepared for the current crisis than the previous ones (Szybka ..., 2020).
The position of the transport sector was similar to that of the construction sector.
It was allowed to continue its business activities despite the ongoing pandemic.

5.4.2. FORTE and Evbud case studies
54.2.1. FORTE

FORTE is a Polish enterprise and one of the largest European manufacturers of
self-assembly furniture. The company has five modern production plants located
in Poland, with a total production area of 143,000 m? and a storage area of
103,000 m? (FORTE o ..., 2020). During the 27 years of its activity, FORTE
has acquired approximately 4,500 corporate customers in 40 countries around
the world. Exports account for about 80% of FORTE’s production output. After
the outbreak of the pandemic, the management decided to introduce a so-called
economic stoppage as of 24 March 2020, forecasting simultaneously its negative
impact on the company’s financial and operation position (Raporty ..., 2020).
FORTE felt the first consequences of the pandemic very soon. They were visible
in the summary of the financial results for the first quarter of 2020. Sales revenues
for the period from January to the end of March 2020 were 13.5% lower than in
the corresponding period of 2019. In March alone, COVID-19 caused a drop in
turnover by 42% in comparison to March 2019 (Fabryki ..., 2020). Reacting to
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the spread of the coronavirus, the management engaged in negotiations with its
banks to extend the repayment periods for the capital instalments of investment
credits payable in March and the second quarter of 2020. In a communication
addressed to investors and presenting its forecast for the subsequent quarters of
2020, the management board wrote:

The effects of the COVID-19 coronavirus pandemic announced by the
World Health Organization and the consequent actions taken by both the
Polish government administration, including restrictions imposed on the
operation of retail outlets and shopping centres with a surface area of more
than 2,000 m?, and the governments of other European countries will have a
significant negative impact on the future financial results of the capital group,
with particular emphasis on the second quarter of 2020.

(FORTE spodziewa ..., 2020)

The reasons indicated in the communication accounted for only part of the com-
pany’s problems. The major problem was the structure of customers, which was
dominated by enterprises buying office furniture made of particle board. This
group of customers (as opposed to individual clients) stopped purchases in the
period of the pandemic, responding to growing uncertainty and transition to
remote working.

5.4.2.2. Evbud

Erbud is also a Polish company listed on the Warsaw Stock Exchange. The com-
pany represents the construction sector. In the first half of 2020, Polish con-
struction companies listed on the Warsaw Stock Exchange showed a combined
8% increase in revenues as compared to the same period of 2019. For example,
Budimex, the biggest player in the sector, reported a 15% increase in revenues,
to PLN 3.7 billion. A similar 13% increase was reported by Mostostal Warszawa.
The revenues of Unibep grew by 1.2%. However, there were construction com-
panies that experienced a decrease in their turnover. One of them was Erbud,
whose revenues fell by 9.5% (Budowlanka ..., 2020). It should be noted that
the construction sector in Poland continued to operate despite the pandemic.
Erbud, like other construction companies, experienced operational disruptions
such as transport restrictions and temporary supply chain interruptions. There
was also a problem of the deteriorating availability of workers from Ukraine and
work was being performed more slowly due to the health regime requirements
(Budowlanka ..., 2020). Moreover, the company was exposed to reputational
risk when analysts from the Santander and Trigon brokerage houses indicated a
number of Polish companies listed on the Warsaw Stock Exchange and with the
greatest exposure to the negative impact of the economic crisis caused by the cor-
onavirus. Among these companies, Erbud was the only representative of the con-
struction industry (Sektor budownictwa ..., 2020). During the pandemic, several
major sources of the company’s problems were revealed. Firstly, Erbud operates
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as a parent company for a dozen or so enterprises functioning within a framework
of a capital group. Some of them operate in markets where the pandemic caused
a temporary suspension of construction operations. Secondly, Erbud’s portfolio
contains a considerable proportion of enclosed structures (including those to be
erected abroad), and this segment of the market was hit particularly hard by the
pandemic. The total share of such projects in Erbud’s turnover is approximately
63%. And thirdly, the drop in Erbud’s sales was triggered by decisions made by
private customers, who evidently reduced their investment plans in view of the
pandemic. Thus, Erbud, unlike the majority of Polish construction companies,
did not take advantage of the opportunities arising from the fact that the sector
was spared major restrictions and allowed its financial performance to deterio-
rate. Some analysts estimate the company’s survival capacity at only 4 months
(Budowlanka ..., 2020).

5.4.3. Uber and Jack Wolfskin case studies
5.4.3.1. Uber

Engaged primarily in offering an application for transporting people over
short distances in urban environments by pairing a driver with a passenger,
Uber found itself in serious trouble as a result of the COVID-19 pandemic
(Koronawirus: Uber i Airbnb ..., 2020). The company oftered its services in as
many as 785 metropolitan areas in 63 countries around the world, and global
demand for its services as a result of the pandemic dropped by as much as 80%.
Many countries introduced lockdowns and restrictions enforcing social distanc-
ing among people. Travel restrictions became a core element of strategies to
combat COVID-19. In some countries, particularly in Europe, people were for-
bidden to leave their place of residence without a clear and compelling reason.
In May 2020, the Times and TechCrunch announced layoffs at Uber. At the
same time, the world learned that Uber was abandoning several projects it had
been developing recently. The company planned to close or merge 45 offices
around the world. Two weeks earlier it had announced its plan to lay off 3,700
customer service department employees. This was more than 25% of Uber’s
total workforce (Koronawirus. Uber zwolni ..., 2020). Many of the remaining
employees either were asked to take unpaid leave or had their salaries halved.
Aware of the difficult situation, the management decided to refocus the com-
pany’s operations on passenger transport and food delivery. While Uber’s gen-
eral problems did not come as a surprise, what analysts did not expect was the
difficulties faced by Uber Eats, Uber’s subsidiary offering online food ordering
and delivery services. Lockdowns in many countries caused a growth in demand
for such services as restaurants and bars were able to function on a takeaway
basis only. However, it turned out that this emerging trend sharply intensified
competition in this market (Uber rides ..., 2020). Uber Eats failed to cope with
this competition and consequently disappeared from 8 markets worldwide (the
Czech Republic, Romania, Ukraine, Uruguay, Honduras, Egypt, Saudi Arabia
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and the United Arab Emirates) in June 2020. The management reported that
it “does not see the opportunity to become number one in these markets” and
“its growth strategy aims to focus energy and resources on the most promis-
ing markets” (Coronavirus: Uber customer ..., 2020). As part of its strategy
to reposition Uber Eats, the company launched an application that allowed
users in certain cities in the United States, Canada, Brazil, Chile, Colombia and
Peru to order groceries (Coronavirus: Uber customer ..., 2020). This was the
consequence of the prior acquisition of a majority stake in the Chilean start-
up Cornershop. Unfortunately, the partially positive effects of changes in the
management of Uber Eats did not offset the problems confronting the whole
corporation.

5.4.3.2. Jack Wolfskin

Jack Wolfskin products are currently sold in more than 500 shops and more than
4,000 retail outlets worldwide. In Europe, the company has 234 shops (161
in Germany, 13 in Austria, 12 in Russia, 6 in Switzerland, 9 in Great Britain,
6 in Italy, 8 in Belgium, 10 in Poland, 3 in Luxembourg, 3 in Ukraine, 2 in
the Netherlands and 1 in France). There are 313 Jack Wolfskin establishments
in Asia (308 in China, 4 in Japan and 1 in Mongolia). The decision to close
shopping malls automatically resulted in the closure of many shops specializing
in outdoor equipment. Not only Jack Wolfskin but also other brands such as
The North Face and Mammut had to suspend their sales activities. Retail outlets
were involved in administrative work only (Koronawirus i branza ..., 2020). It
should be noted that Jack Wolfskin located the overwhelming majority of its
outlets in shopping malls, which prevented the company from generating rev-
enues in traditional brick-and-mortar establishments located outside shopping
centres. In general, restrictions or blockades imposed on sports activities generat-
ing demand for outdoor clothing and equipment, for example skiing, were bad
news for the whole sector represented by Jack Wolfskin (Sprzedawcy ..., 2020)
as it meant a significant decline in sales of skiing apparel and equipment. On the
other hand, however, in response to the existing restrictions, interest in alterna-
tive activities, such as skitouring, increased dramatically. Nevertheless, due to the
relatively weak image of the Jack Wolfskin brand, in this segment of the market
it was companies such as Dynafit and Salewa that took advantage of the indicated
tendency. The COVID-19 pandemic caused a shift of a considerable share of
sales transactions to the e-commerce domain. In one of the lists showing the
100 fastest-growing and 100 fastest-declining product categories in e-commerce
during the pandemic, clothing products were in the latter group, which shows
that customers are not particularly inclined to purchase clothes on a remote basis
(E-commerce ..., 2020). Thus, it can be said that due to the lack of diversifica-
tion in terms of shop locations, insufficient product diversification, and brand
image deficiencies, Jack Wolfskin was unable to discount the opportunities aris-
ing during the COVID-19 pandemic.
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5.5. The key failure factors of the analyzed enterprises
during the COVID-19 pandemic

Based on the analysis of the risk management practices presented above, we identi-
fied and grouped the key failure factors (Figure 5.1). All factors are divided into
seven groups. Three of the seven groups comprise factors that originate from the
business environment. These are legal and economic factors, sectoral determinants
and customers. The other four groups include factors of an internal character.
These are factors related to enterprises’ finances, resources, management and sales.

5.5.1. Law and economics

The first group consists of legal and economic factors. These have their source
in legal regulations introduced in response to the COVID-19 pandemic. Such
regulations resulted, for example, in the introduction of sanitary restrictions mak-
ing it difficult to conduct normally business activities, the imposition of a total
prohibition or various limits on the conduct of business activities, the exclusion
of particular enterprises from assistance and support programmes and the imple-
mentation of a strict ban on collecting fees from business partners. The companies
under analysis were also partly affected by the problem of falling interest rates.
It was the enterprises nicknamed “blocked by restrictions” that were particu-
larly exposed to the negative impact of the aforementioned factors. Additionally,
one of the FORTE manufacturing plants turned out to be a pandemic hot spot,
which resulted in a complete suspension of operations there.

5.5.2. Sector

The problems of some of the studied enterprises were caused by factors closely
related to the specific character of their respective sectors. Such factors include
declines in prices and margins influencing negatively financial results (this concerns,
for example, shopping centres such as M1, the petrochemical industry represented
by BP and LOTOS, banks such as Santander and Alior Bank, outdoor clothing
and equipment shops such as Jack Wolfskin), a serious destabilization of demand
in the case of practically all of the enterprises analyzed, logistics problems typical of
petrochemical companies and luxury goods enterprises (e.g. Kering and Wittchen)
and a global decline in supply (dangerous particularly for the petrochemical sector).

5.5.3. Customers

A significant part of the problems faced by the companies were related to their
customers. The following factors can be mentioned here:

e customers’ declining purchasing capacity, which affected numerous com-
panies representing “blocked by restrictions”, “too inert to protect them-

selves”, “too traditional to change”, and “opportunity wasters”,
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e changes in shopping behaviours consisting, among others, in a shift from tra-
ditional “brick-and-mortar” shopping to electronic transactions (especially
in the case of shopping centres, retail chains, luxury goods enterprises, banks
and outdoor clothing and equipment shops),

e changes in work methods involving the popularization of remote work,
which in turn translated into a decline in demand for office space (this factor
influenced construction companies such as Erbud and real estate enterprises
such as Simon Property Group and Archicom),

e long-term contracts restricting cost-cutting opportunities, particularly in the
case of shopping centres,

e the need for concessions, for example in renegotiating contract terms; also
typical of shopping centres,

e apoor customer structure due to inadequate diversification (especially in the
case of construction enterprises such as Erbud).

5.5.4. Finances

The most common symptoms of the problems of the analyzed companies were
those of a financial nature. But financial factors were also among the causes of
such problems. Some of the enterprises discussed above had already been in a
bad financial position before the pandemic (particularly JCPenney). A large pro-
portion of them had negligible financial reserves and used financial strategies
based on a high financial leverage ratio (for example Hotele Gotebiewski and
Gastromall Group). Due to the outbreak of the COVID-19 pandemic, some
companies, such as banks or retail chains, had to incur additional operating costs.
Virtually all of the companies had high fixed costs and serious problems with their
reduction in a short period of time, with the result that falling revenues were not
matched by a corresponding fall in operating costs.

5.5.5. Resources

The reasons for the failures of the analyzed companies also included factors related
to their resources. As was previously the case with the high level of fixed costs,
all surveyed enterprises had large permanent staff. Some of them had invested
too much in fixed assets in the period before the outbreak of the COVD-19 pan-
demic. This problem was particularly evident in the case of Hotele Golebiewski.
Some companies also had large inventories of raw materials and finished products
(e.g. retail chains, luxury goods enterprises, outdoor clothing and equipment
shops). This foreshadowed problems with selling the available stocks and, conse-
quently, additional pressure on lowering prices and margins.

5.5.6. Management

Management dysfunctions contributed significantly to the problems faced by the
companies discussed above. They include the following:
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e strategy mismatch manifesting itself in principle in all groups of the enter-
prises characterized, among other things, by low mobility and a lack of prep-
aration for continuing business activities in a crisis situation,

e poor forecasting, which concerned both the inability to anticipate a possible
crisis and errors in the assessment of its intensity and duration (the latter was
particularly visible in the cases of Hotele Golegbiewski and Gastromall Group),

e naivety and tardiness in decision-making, which together account for insuf-
ficient urgency in responding to the crisis and insufficient measures taken to
counteract its consequences,

e overestimating survival potential, for example Hotele Gotebiewski,

o the lack of product diversification (e.g. in construction enterprises) and the
lack of diversification of locations (especially visible in the case of retail and
catering businesses with a significant part of establishments located in shop-
ping centres).

5.5.7. Sales

Sales policies followed by the studied enterprises were the source of various fac-
tors limiting the possible range of their activities under the COVID-19 crisis.
This concerns in particular the sales model dominant in the period before the
pandemic, based on brick-and-mortar shops and characteristic of retail chains,
catering businesses, luxury goods enterprises as well as outdoor clothing and
equipment shops. Consequently, the twin factor was the low level of digitaliza-
tion of sales processes. The necessity to switch to remote forms of sales revealed
weaknesses such as insufficiently rapid digital transformation or objective obsta-
cles to its implementation, such as in the case of shopping centres.

Thus, the conducted case studies revealed a very diverse collection of factors
that contributed to the failure of the companies during the COVID-19 pan-
demic. They also allowed the identification of different profiles of the companies
with respect to their risk exposure. Such profiles were determined by a variety of
factors of an individual (typical of a given company company), sectoral (specific
to the sector in which a company operates), local (for example, linked to particu-
lar governments’ decisions concerning the introduction of restrictions or the pro-
vision of financial assistance) and eventually general (applicable to all enterprises
all over the world) character.
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6 “Risk winners” during the
COVID-19 pandemic

Case studies

6.1. Direct “medical” beneficiaries
6.1.1. Introduction

For some companies, the occurrence of the COVID-19 pandemic created
prosaically greater opportunities for growth. Examples of enterprises that
benefited from the pandemic include pharmaceutical companies, whose sales
revenue increased impressively at the beginning of the pandemic and again at
the end of 2020, in consequence of a multidemic, or the simultaneous occur-
rence of a few pandemics (Wptyw pandemii ..., 2020). In the pharmaceutical
industry, the COVID-19 pandemic caused an intensification of research and
development operations. Obviously, this was also influenced by the devel-
opment of artificial intelligence, self-learning machines and gene therapies.
Innovations became less costly and their profitability increased considerably.
The developing Industry 4.0 integrates people, industrial machines and the
internet, which will certainly speed up production processes. The business
models of pharmaceutical companies are changing (Sektor farmaceutyczny ...,
2020). Obviously, activities related to the production of vaccines and COVID-
19 drugs constitute the most spectacular market segment. The active participa-
tion of biotech companies in the fight against the virus (research, production
of tests and vaccines) was reflected in the performance of their shares on stock
exchanges (Firmy biotechnologiczne ..., 2020). At the same time, a number of
biotech enterprises were gaining new, previously inaccessible, sources of fund-
ing as a result of the growing interest of external investors in such companies
(Biotech ..., 2020).

The COVID-19 pandemic also significantly changed the profile of the medical
device industry, forcing it to focus primarily on the manufacture of personal pro-
tective equipment. Masks, gloves and protective suits were particularly sought-
after commodities, which resulted in a worldwide increase of more than 40%
in sales of such products (Branza medyczna ..., 2020). At the same time, new
business domains emerged for typical medical establishments, such as the perfor-
mance of COVID-19 tests or vaccinations.
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6.1.2. CVS Health and LuxMed case studies
0.1.2.1. CVS Health

CVS Health is a healthcare company with a portfolio of a few groups of services,
for example, pharmacy services, health and wellness services, health plans, vir-
tual care services and prescription drug coverage. Shortly after the onset of the
COVID-19 pandemic in early 2020, the management prepared a business con-
tinuity plan that included a comprehensive approach comprising the following
activities (Our actions ..., 2020):

e closely monitoring the global pharmaceutical environment and cooperation
with suppliers to ensure that prescriptions can still be made up for pharmacy
patients and plan members at CVS Health,

e balancing the growing interest in off-label use of certain prescription medi-
cations to treat COVID-19 pneumonia with the ongoing needs of patients
and members who are prescribed these drugs to help manage chronic
conditions,

e cnsuring that retail pharmacies adhere to the dispensing guidelines for
COVID-19 drugs approved for use in some states of the United States,

e PBM CVS Caremark’s setting (with customers’ approval) appropriate cover-
age limits for the quantities of such drugs for potential use in COVID-19
treatment.

The company also offered its patients the option to request a video visit in
40 states and Washington, DC. The implementation of the virtual medical care
option, including video visits, proved to be an effective way to assess and treat
viruses without leaving home, simultancously minimizing exposure to other
potentially contagious viruses (CVS Health response ..., 2020). In the financial
report for the three quarters of 2020, the management identified the follow-
ing four activities with the greatest impact on its current position (CVS Health
reports ..., 2020):

e providing ongoing support to employees, consumers and communities
across the country,

e doubling the number of test sites to more than 4,000 CVS Pharmacy loca-
tions nationwide,

e  cntering the sector of vaccine administration in long-term care facilities,

e improving the healthcare model oriented towards consumers and increasing
access to products and services.

The implemented managerial measures allowed the company to achieve satisfac-
tory financial results regarding growth in total revenue, operating profit and earn-
ings per share. At the same time, the company carried out intensive investment
activities.
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0.1.2.2. LuxMed

The LuxMed Group is the largest player on the market of private healthcare
services in Poland. LuxMed provides comprehensive care including outpa-
tient, diagnostic, rehabilitation, hospital and long-term services for more than
2,200,000 patients. Patients have at their disposal 240 medical centres available
to the general public or affiliated with particular companies, including outpatient
and diagnostic facilities, hospitals, one care and rehabilitation centre and over
2,600 partner clinics. The company employs around 16,000 people, including
7,000 physicians and 4,000 nurses and paramedics (Placéwki ..., 2021). Shortly
after the onset of the pandemic, LuxMed took measures aimed at ensuring both
service provision continuity and the safety of patients and the medical personnel.
Emphasis was placed on telephone and online consultations, and direct contacts
with physicians were limited to serious and justified cases, in strict compliance
with established procedures (Korzystaj ..., 2020). Next LuxMed introduced new
medical services in response to the COVID-19 pandemic. At the first stage, these
services included (Koronawirus ..., 2020): online guides for patients explaining
the possibilities of diagnosing the infection and its treatment, the possibility of
performing tests, the possibility of donating plasma (in the case of patients who
have recovered from the disease), and then also the administration of vaccines
to patients qualified for the Polish national vaccination programme. LuxMed
immediately started to offer its patients all available types of tests (Test ..., 2021),
i.e. antigen tests, antibody tests, as well as RT PCR tests and RT PCR tests with
a travel certificate.

An additional creative idea was the introduction of a service dedicated to
those who had already suffered and recovered from the infection. Referred to as
a post-COVID-19 health review, the service was launched in response to medi-
cal reports according to which alarming symptoms and long-term complications
could occur in people whose course of the disecase had been mild or even asymp-
tomatic. Therefore, LuxMed offered a service including appropriate laboratory,
functional and imaging examinations, a diagnosis of conditions and preparation
of medical recommendations aimed at helping patients to achieve full recovery
(Przeglad ..., 2020).

6.1.3. Pfizer and BioMaxima case studies
6.1.3.1. Pfizer

Established in New York in 1849 by Charles Pfizer, an American of German origin,
Pfizer is an American pharmaceutical corporation. In the beginning, the company
was to produce chemicals and its first product was santonin, a strong anthelmintic.
During World War II, the company produced one of the most important anti-
biotics in history — penicillin. It was an important element of the equipment of
American soldiers fighting on the Western European fronts. After the discovery of
oxytetracycline in 1950, the company decided to transform from a manufacturer
of typical chemicals into a pharmaceutical company specializing in research, as well
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as the development and manufacture of new drugs (Historia Pfizera ..., 2020).
At present, Pfizer is one of the largest pharmaceutical corporations in the world.
The 2019 revenue of USD 51.7 billion gave Pfizer the fourth place in the global
pharmaceutical market (Historia Pfizera ..., 2020). At the beginning of 2020,
Pfizer and BioNTech announced the signing of a letter of intent concerning the
joint development and distribution (except of China) of a potential mRNA-based
vaccine aimed at preventing COVID-19 infection. The companies signed a coop-
eration and material transfer agreement enabling them immediately to begin joint
activities (Pfizer oraz BioNTech ..., 2020). Interestingly, the rapid progress of
work on vaccine development was facilitated by their previous joint R&D activ-
ities initiated in 2018 for the purpose of developing an mRNA-based vaccine
against seasonal influenza (Pfizer oraz BioNTech ..., 2020). That some managers
were convinced of a possible success of the project can be confirmed by one of the
statements made by Mikael Dolsten, Chief Scientific Officer and President of the
Worldwide Research, Development and Medical Department of Pfizer, who said:

We are proud that our ongoing, successful relationship with BioNTech
gives our companies the resiliency to mobilize our collective resources with
extraordinary speed in the face of this worldwide challenge. We believe that
by pairing Pfizer’s development, regulatory and commercial capabilities with
BioNTech’s mRNA vaccine technology and expertise as one of the industry
leaders, we are reinforcing our commitment to do everything we can to com-
bat this escalating pandemic, as quickly as possible.

(Pfizer oraz BioNTech ..., 2020)

Opting for cooperation with BioNTech was like hitting the bullseye. This suc-
cess was owed to the couple of German scientists with Turkish roots Ugur Sahin
and Ozlem Tiireci. “Speed of light” was the name given in the middle of January
2020 by BioNTech to its project aimed at developing a vaccine against coronavi-
rus in record time, which indeed turned out to be lightning fast. Usually it takes
pharmaceutical corporations 8-10 years to invent a vaccine, but the scientists
from Mainz needed just two years to get the research to the stage at which they
were able to apply for a permit to launch their vaccine in the American mar-
ket (Szczepionka z BioNTech, 2020). Not only was the vaccine the first in the
world to be approved for use, it also turned out to be extremely effective (Pfizer
ends ..., 2020). The success also translated into financial results. In 2021 alone,
Pfizer plans to earn around USD 15 billion from the sale of the vaccine (Sprzedaz
szczepionki ..., 2020). What adds spice to the matter is that on the day of the
announcement of the breakthrough in the research on the vaccine against the
coronavirus, Pfizer’s CEO Albert Bourla sold 62% of his shares in the corporation,
thus discounting his business position (Szczepionka na koronawirusa ..., 2020).

0.1.3.2. BioMaxima

BioMaxima is a Polish producer of microbiological substrates, reagents and
equipment for in vitro diagnostics. The company is also a distributor of
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products manufactured by internationally recognized diagnostic companies such
as Accelerated Diagnostics, Nova Biomedical, Mitsubishi Chemical, Technoclone,
Kabe and Biolog. It is listed on NewConnect, an organized stock market oper-
ated outside the regulated market by the Warsaw Stock Exchange, in the form
of an alternative trading system (Profil ..., 2020). In terms of sales channels, the
company supplies customers in Poland as well as in international markets, coop-
erating with over 60 distributors on four continents. The company’s product
offering comprises numerous groups, for example, rapid diagnostic tests for the
detection of infectious discases, cancer markers, heart attack markers and addic-
tive agent markers along with readers (Profil ..., 2020).

During the first phase of the pandemic, the company marketed COVID-19
detection tests from other manufacturers. However, it immediately initiated a
research project aimed at developing its own test. The project was completed
successfully in late 2020 and the company launched a new proprietary genetic test
capable of detecting simultaneously several pathogens, including SARS-CoV-2
and influenza viruses. The company’s press release read as follows:

Already approved for marketing in Poland and other countries of the
European Union, our latest SARS /Flu/RSV Real Time PCR LAB-KIT test
is a state-of-the-art tool allowing a rapid diagnosis of upper respiratory tract
infections and characterized by very high sensitivity and specificity.
(BioMaxima wprowadzita ..., 2020)

The main advantage of the new test is that a simultaneous testing of a sample for
several infectious diseases significantly reduces the resources required to perform
tests and allows a faster diagnosis of patients suffering from an undetermined res-
piratory tract infection. The management of BioMaxima anticipates that the use
of the test will not be limited to the pandemic, as combined testing is particularly
appropriate for patients requiring a rapid diagnosis and appropriate treatment
due to their severe condition and/or hospitalization, increased risk of complica-
tions, the simultaneous presence of several infections, immunosuppression or the
presence of other chronic diseases (BioMaxima wprowadzila ..., 2020). For the
company, the registration of its own test was also a breakthrough in terms of
access to potential sales markets. While the company was allowed to distribute
tests offered by other manufacturers only in Poland, it was able to sell its own tests
all over the world (Prezes ..., 2020). The company’s technological achievement
also translated into a financial success. In 2020, the company doubled its revenue
compared to its 2019 results, while total sales revenue in December 2020 was
the best monthly result in the company’s history (BioMaxima. Firma ..., 2021).

6.1.4 Cavdinal Health and Mevcator Medical case studies
0.14.1. Cardinal Health

Cardinal Health is a global manufacturer and distributor of medical and labora-
tory supplies, as well as a distributor of pharmaceutical products. During the
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pandemic, the company became an even more important link in healthcare supply
chains. One of the company’s strengths, critically needed during the COVID-19
pandemic, is actions characteristic of its operating model, such as (Manufacturing
..., 2020):

e conducting ongoing risk assessments of all finished goods and raw materials
produced and sourced globally,

e assessing opportunities to insource products into own manufacturing
network,

e exploring how to retrofit and add equipment to production lines in order
to increase production of items in most need (face masks, gowns and other
essential PPE),

e acquiring additional equipment to expand production of isolation gowns
and face masks in facilities,

o aggressively evaluating additional suppliers to expand and diversify critical
product options,

e expediting supplier validation and qualification processes,

e collaborating with government entities and industry partners to share knowl-
edge, remove barriers and better align efforts.

What is noteworthy from a strategic perspective is the company’s intensi-
fied efforts to work closely with suppliers, as well as groups including Health
Industry Distributors Association, Healthcare Distribution Alliance, National
Community Pharmacists Association, National Association of Chain Drug
Stores, Healthcare Ready, and AdvaMed to respond to industry-wide challenges
and customers, leading experts, and government oftficials to help deliver prod-
ucts where they are urgently needed (COVID-19 — Cardinal Health ..., 2020).
One of the company’s major business lines with high growth potential during
the pandemic was the distribution of personal protective equipment (Personal
..., 2020). A particular expression of confidence in the company was the decision
of the Ohio state government to select it as a distribution partner for COVID-19
vaccines in that state. Steve Mason, CEO of Cardinal Health’s medical segment,
commented:

We are proud to provide our services to support our home state. A fully coor-
dinated supply chain is critical to getting Americans safely vaccinated, and
Cardinal Health is uniquely positioned to support Ohio’s vaccination efforts
so we can collectively begin to put COVID-19 behind us.

(Cardinal Health chosen ..., 2020)

What turned out to be particularly valuable was the company’s experience gained
from its previous operations consisting in the distribution of flu vaccines as well
as drugs and health products (Cardinal Health prepares ..., 2020). High oper-
ational and strategic agility resulted in a significant increase in the company’s
turnover in 2020 (COVID-19 Impact ..., 2020).
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0.1.4.2. Mercator Medical

Mercator Medical is a Polish company and the largest manufacturer of protective
gloves in Central Europe. The company was founded by Wiestaw Zyznowski,
who holds a doctoral degree in philosophy (Gracz ..., 2020). The company took
perfect advantage of the situation in the global market for disposable protec-
tive and medical gloves, which favoured manufacturers and distributors of this
product assortment. In each subsequent quarter of 2020, the Mercator Medical
Group achieved a record level of operations and generated profits. The prelimi-
nary estimates of the results for the fourth quarter indicate improvement over
the already extremely strong third quarter. Consolidated sales exceeded PLN
654 million, which was five times more than a year earlier. At the same time, the
Mercator Medical Group’s EBITDA for the period from October to December
2020 amounted to PLN 413.6 million, which translated into net profit of PLN
370 million. These are by far the best results in the company’s history (Kolejne
rekordowe ..., 2021). The achieved successes prompted Mercator Medical to
expand its production capacities in Thailand. Thanks to a new manufacturing
facility, it will be able to produce in excess of 3.9 billion gloves per year. This
is how the company’s good financial position and willingness to invest were
described by Witold Kruszewski, Management Board Member for Finance:

The investment will amount to around PLN 150 million and we will finance
it entirely from our own resources. At the end of the third quarter of last
year, we repaid all the investment loans (PLN 75.5 million) ahead of sched-
ule, and at the end of the fourth quarter our net cash was more than PLN
0.5 billion. We are ready to invest and our potential is further supported by
profit generated on an ongoing basis.

(Mercator Medical wybuduje ..., 2021)

The beneficiaries of the situation are also the company’s shareholders, who are
paid generous dividends. One of several key factors determining the company’s
success turned out to be the optimization and cost-cutting measures undertaken
in 2019 at the company’s individual production facilities, which, combined with
dynamically growing demand due to the COVID-19 pandemic, resulted in an
improvement in production capacities and price competitiveness (Mercator
Medical notuje ..., 2020). The company’s success was appreciated so much
that it was even hailed as the “pandemic king of the stock exchange” (Najlepsza
spotka ..., 2021).

6.2. Replacing others
6.2.1. Introduction

The COVID-19 pandemic had an indirect positive impact on the operations
of many enterprises. Such organizations can be referred to as the “unwittingly
lucky ones”, i.e. those that, due to lockdowns and restrictions imposed on the
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functioning of many sectors of the economy, were able to replace them and take
over their previous customer bases. Consequently, in numerous cases such replac-
ing others improved their positions in the market during COVID-19 and mul-
tiplied their profits. Such enterprises represent primarily the sectors of delivery
services, e-commerce platforms and online grocery stores.

The pandemic triggered a globally visible increase in demand for all types of
delivery services. Limitations caused by the lack of availability of brick-and-mortar
shops and the focus of customers on safety caused them to opt strongly for con-
tactless shopping, with home delivery. This, in turn, translated into long-lasting
changes in customer behaviours, motivations and habits. It was enterprises pro-
viding logistics, postal and courier services that responded to the challenge result-
ing from such changes and the growing demand for such services. Shops with
their own delivery systems enjoyed a major advantage over their competitors and
started to increase their efficiency by extending their opening hours and devel-
oping their transport infrastructure. Enterprises unable to deliver their goods to
customers on their own had to rely heavily on third-party delivery services as the
main channel allowing them to reach customers during the pandemic (Deloitte,
2020a).

The aforementioned changes caused by COVID-19 were accompanied by a
dynamic growth of e-commerce platforms. Research conducted in nine emerging
and developed economies (Brazil, China, Germany, Italy, South Korea, Russia,
South Africa, Switzerland and Turkey), shows that the pandemic had a consid-
erable impact on changes in customer online shopping behaviours and a rapid
acceleration in the usage of e-commerce platforms. Online shopping volumes
increased by 6-10 percentage points in the majority of product categories, with
the highest growth rates in cosmetics and personal care, digital entertainment, as
well as agro food and beverages (Unctad, 2020).

The pandemic had a particular impact on the market of staple products, thus
increasing the dynamics of online grocery shopping. A case in point is the United
States, where online grocery sales amounted to USD 1.2 billion in August 2019
and as much as USD 7.2 billion in June 2020. Over the same period, the number
of online customers grew from 16.1 million to 45.6 million (Morgan, 2020).

0.2.2. Deutsche Post DHL Group and DPD Polska case studies
6.2.2.1. Deutsche Post DHL Group

DHL is the global leader in the logistics industry. It specializes in international
deliveries, courier services and transport. The company employs around 380,000
people in over 220 countries around the world (DHL about us, 2021). Thanks
to increased demand for the company’s services, it managed to not only maintain
its financial results, but also improve them during COVID-19. In the second
quarter of 2020, revenue rose by 3.1% compared to the same period in 2019.
At the same time, profit from operating activities (EBIT) increased by 18.6%.
In the first half of 2020, revenue increased by 2% compared to 2019 (DHL
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Half ..., 2020). The global COVID-19 pandemic allowed DHL and its world-
wide network providing logistics services to play a significant role in delivering
necessities to private customers, as well as shipping medical equipment and sup-
plies for healthcare professionals. Against the backdrop of a global pandemic,
the company’s operations are being constantly adapted to identified changes in
the business environment. As a globally operating company, DHL analyses pan-
demic risk scenarios as an integral part of its risk planning process. It employs a
holistic management process that enables its business units to serve customers in
the best possible way, even in emergency situations. In order to closely monitor
and manage the COVID-19 situation, a special unit — the Deutsche Post DHL
Group Coronavirus task force — was established with the aim of coordinating
actions with international organizations such as the WHO, CDC, ECDC and
Robert Koch Institute. The task force makes efforts to ensure that the company’s
branches worldwide comply with the regulations and legal requirements related
to the pandemic. Furthermore, the newly developed business continuity policy
contains global guidelines for the company’s operations in 220 countries. Also,
each business unit developed and implemented additional measures correspond-
ing to specific needs of a particular country or specific requirements of a given
branch (DHL Our response ..., 2020).

0.2.2.2 DPD Polska

DPD Polska is the leader of the Polish courier market and the domestic branch
of the French global shipping company DPDgroup. In 2019, the company
recorded revenue of almost PLN 2.1 billion and delivered 157 million parcels.
DPD Poland employs more than 6,500 couriers (O DPD Polska, 2021). In 2020
the COVID-19 pandemic allowed DPD Polska to increase the volume of deliv-
ered parcels by around 15% in comparison to that of 2019. The greatest vol-
umes were recorded in April and May 2020. On 20 April alone the number of
dispatched parcels exceeded 1 million compared to 0.6 million the year before.
The year 2020 also witnessed more than 20 days with more than 750,000 par-
cels, while in 2019 there were only two such days. According to DPD statistics,
during the lockdown period, the share of parcels sent to individual customers
increased to 82.5% (in 2019 it was 65%), which, according to DPD Polska man-
agers, was mainly triggered by a huge number of orders placed by customers
buying equipment necessary for remote work and learning, as well as other goods
that could not be purchased directly due to lockdown restrictions and closures
of brick-and-mortar shops. At that time, DPD Polska also recorded a significant
rise in the share of non-cash payments. However, the company was well prepared
for the aforementioned increase in the number of orders. It had developed pro-
cedures for such situations and each year applied them consistently during the
hectic pre-Christmas season. As part of these procedures and preparations for the
peak season, each year the company employs approximately 1,000 new couriers.
Following the rise in demand for courier services, among other projects, DPD
Polska put into service a new regional package sorting facility. The facility is to
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handle ultimately about 300,000 parcels per day, optimizing delivery processes
in the southern part of Poland. This was another stage in the implementation of
a new logistics model providing for the decentralization of logistics processes.
Its aim is to increase the company’s operational potential in line with the grow-
ing dynamics of e-commerce, as well as to shorten transport routes and reduce
CO, emissions. During periods of increased demand for courier services such as
the COVID-19 crisis, the smooth operation of the new facility was ensured by
approximately 300 employees (Nowa ..., 2020; Kurierzy ..., 2020).

0.2.3. Amazon and Allegro case studies
6.2.3.1. Amazon

Amazon is one of the largest retailers in the world, operating one of the most
popular e-commerce platforms. It is a marketplace for products offered by
approximately 1.7 million small and medium-sized businesses around the
world. Amazon has pioneered many products and services; for example, Prime,
Fulfilment by Amazon, AWS, Kindle Direct Publishing, Kindle, Fire tablets, Fire
TV, Amazon Echo, and Alexa (Amazon Who ..., 2021; Amazon Store, 2021).
Global trends related to the surge in online commerce during the COVID-19
pandemic resulted in a significant improvement in Amazon’s performance. The
company’s results for the third quarter of 2020 indicated that operating cash
flows had increased by 56% in the last 12 months compared to the same period
in 2019. In the same period, net sales were 37% higher than a year earlier. In its
report for the third quarter of 2020, Amazon announced the creation of hun-
dreds of thousands of new jobs all over the world due to, among other things,
the opening of a hundred new operations buildings across North America, the
creation of seasonal jobs with Amazon Air, logistics, fulfilment centres, sortation
centres and global speciality fulfilment teams in the United States and Canada,
the creation of corporate and technology jobs in Bellevue, Washington as well
as new permanent jobs in the United Kingdom. Moreover, in India, Amazon
announced the expansion of its operations network with new fulfilment centres,
sortation centres, delivery stations and seasonal jobs to meet customer demand
during the holiday season and increased online shopping caused by the pan-
demic. This significant increase in the number of jobs in a period difficult for the
whole world was a huge success for Amazon. Jeft Bezos, Amazon founder and
CEO, commented: “Offering jobs with industry-leading pay and great health-
care, including to entry-level and front-line employees, is even more meaningful
in a time like this, and we’re proud to have created over 400,000 jobs this year
alone”. In light of the dynamic development of the pandemic and the associated
states of uncertainty about the future of the enterprise, Amazon keeps constant
track of the following: actions taken by national governments and businesses in
response to the pandemic, the impact of the pandemic on the global and regional
cconomies, workforce staffing, productivity, consumer demand and spending
patterns, as well as the consequences of COVID-19 for suppliers, creditors and
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third-party vendors. It also actively monitors and analyses risks related to inven-
tory management, seasonality, trade agreements, strategic transactions, new
products, services and technologies, possible system disruptions, government
regulations, taxes, fraud, as well as payments risks, risks of fulfilment through-
put and productivity. All of this is done to adequately respond to changes in
current circumstances, adapt to them and ensure the company’s ability to con-
tinue operations in affected areas (Amazon.com Announces ..., 2020; Amazon’s
COVID-19 ..., 2020).

0.2.3.2. Allegro

Allegro is the largest e-commerce marketplace platform in Poland, with more
than 117,000 trading enterprises, most of which are small and medium-sized
businesses based in Poland. The company employs approximately 2,200 peo-
ple. Each month Allegro is visited by 20 million customers (O Allegro, 2021).
During the COVID-19 pandemic, the company experienced increased demand
for its e-commerce services, which allowed it to improve its operating and finan-
cial results. Summarizing the company’s position, John Eastick, Allegro CFO,
said: “Following the Allegro Group’s exceptionally rapid growth in the first half
of 2020, we strengthened our position in the third quarter and achieved 48.7%
GMYV growth and a positive adjusted margin”. This means that the gross value of
merchandise sold on the Allegro.eu Group platform in the third quarter of 2020
was 48.7% higher than in the same period of 2019. Also in the third quarter of
2020, net revenue increased by 49.7% compared to the third quarter of 2019. The
number of active buyers increased by 1.4 million during this period compared to
the same period a year earlier (+12.9%). This period also saw an increase in the
frequency and value of customer purchases, with average spending per shopper
increasing by 7.4% in the third quarter of 2020. There was also a record num-
ber of customers joining the SMART loyalty programme (during the three peak
months of the pandemic in Poland, programme participants were able to enjoy
free delivery of orders). During the pandemic, the company undertook a num-
ber of initiatives in response to the rise in the number of customers and orders,
aimed at increasing the number of offers and ensuring competitive prices for
consumers and the best possible shopping experience. Furthermore, the logistics
infrastructure was prepared to handle the growing internet traffic resulting from
the national quarantine and lockdown. Despite the prevalence of work performed
on a remote basis, the company managed to maintain satisfactory productivity
levels and uninterrupted online recruitment of the necessary personnel. It also
increased capital expenditures in the IT area with a view to securing its system
resources during COVID-19 and ensuring its ability to support the trading plat-
form ecosystem during the pandemic. Marketing activities were also developed
and changes in customer behaviours caused by the pandemic were continuously
monitored. The impact of COVID-19 on the Group’s business was also moni-
tored on a cyclical basis and analyses were conducted with respect to possible
credit losses and goodwill impairment. A number of assistance programmes for
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both sellers and buyers were also implemented (Allegro Komunikat ..., 2020;
Allegro.eu IIT ..., 2020; Raport kwartalny ..., 2020).

0.2.4. Ocado Group and Frisco.pl case studies
0.2.4.1. Ocado Group

Ocado is the world’s largest dedicated online supermarket. With a quarter of a
million active customers, it has a 15% share of the UK online grocery market.
Besides classic online shopping, the company offers the Ocado Zoom hourly
grocery shopping service that allows customers to receive groceries in less than
60 minutes or at a time of their choice on the same day (Ocado Who ...; 2021).
Ocado recorded a marked increase in demand for its online grocery shopping ser-
vices during the COVID-19 pandemic. Responding to the significantly increased
number of orders, the company reacted quickly and adequately, thus managing
to serve a significantly higher number of customers than before, even in the inter-
national market, despite disruptions caused by the pandemic. The reported 27%
increase in retail revenue in the first half of 2020 (compared to the same period in
2019) confirmed the company’s ability to meet the unprecedented and sustained
demand for online groceries. Ocado Retail achieved these levels of growth with-
out sacrificing profitability. The first half of 2020 also saw a 28% growth in basket
value (compared to the same period in 2019). In order to cope technically with
the handling of the increasing number of online orders, additional solutions were
introduced to ensure network capacity and development of new systems. Also,
the company carried out quick and targeted range optimizations, using data from
the fulfilment and order processes. The company also implemented flexible solu-
tions to support its partners. For example, Customer Fulfilment Centres (CFCs)
for Sobeys in Canada and Groupe Casino in France were launched. Along with its
CFCs for Ocado Retail in the United Kingdom, the company strove to increase
its capacities as quickly as possible in response to the changes brought about by
the global COVID-19 pandemic. Ocado also improved its logistics, order han-
dling, technological and engineering solutions to enable its partners to provide
the best customer services under unprecedented circumstances. Commenting on
the company’s situation, the Chairman of Ocado Group said: “At Ocado, our
role is to enable our partners to grow faster, delivering to all customers an out-
standing experience, through a flexible ecosystem of CFCs, micro-fulfilment cen-
tres and store pick in the most economic and environmentally sustainable way”
(Ocado Group 1H20 ..., 2020; Ocado Group Results ..., 2020; Ocado Group
Our Response ..., 2020).

0.2.4.2. Frisco.pl

Frisco.pl is an online supermarket operating in Poland and offering a full range of
food and non-food products. It is one of the leaders of the Polish e-grocery mar-
ket (Frisco o nas, 2021). Associated with the COVID-19 pandemic, the increased
interest in online grocery shopping had a clear influence on Frisco’s turnover and
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profit. The upward trend could be observed, for example, in net sales, which for
the nine months of 2020 amounted to PLN 154.9 million, compared to PLN
114.3 million for the whole year 2019. Furthermore, the number of daily online
orders during the first wave of the pandemic in Poland (March—-May 2020)
increased by 6% compared to the pre-pandemic level (January—February 2020).
During the second wave (October 2020), this rate increased to 27% compared
to the pre-pandemic level. The average basket value also rose by 48% during the
first wave of the pandemic compared to the period before its onset. There was
also an increase in the share of loyal customers from 45% before the pandemic to
59% during the second wave. The second quarter of 2020 also saw a significant
increase in basket value, in relation to not only the level before the pandemic, but
also the corresponding period in 2019 — an increase of 50%. The proven business
model allowed Frisco to handle the rapidly growing number of orders triggered
by the pandemic, which was a manifestation of surging demand for online gro-
cery shopping, without compromising the quality of the order fulfilment and
delivery process or the speed of delivery. The model is ready to be scaled and
introduced into new markets. This is confirmed by the achieved quality com-
plaint rate of only 1%. In contrast, the order completeness rate was 99.5%. Also,
during the COVID-19 pandemic, the company changed the order placement
procedure, which made it possible to deliver purchases to a greater number of
customers, as well as to broaden the range of available products (Frisco.pl Nr 1
..., 2020).

6.3. Opportunity catchers
6.3.1. Introduction

Among the enterprises that profited from the COVID-19 pandemic there are
groups that experienced an unprecedented increase in demand for their products
or services. Such enterprises seized emerging opportunities, adjusting their activi-
ties to the identified rapid growth in customer numbers. This allowed them to
achieve marked improvements in their financial results. These groups of compa-
nies belonged primarily to the IT, consulting, as well as media and entertainment
sectors.

Due to the massive shift to remote working or learning during COVID-19,
the demand for products and services offered by enterprises from the I'T sector
grew at an unprecedented pace. This mainly applies to companies offering soft-
ware, platforms and tools for remote communication and work, Internet provid-
ers, companies combating and preventing cyber-attacks, as well as manufacturers
and vendors of ICT infrastructure. The demand for the products and services
of these companies was strengthened, among other things, by the announce-
ment of the transition of schools and universities in 191 countries worldwide
to online teaching and learning by mid-April 2020 (World Economic Forum,
2020). Another contributing factor was an enormous increase in the number of
employees working on a remote basis all over the world during the COVID-19
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pandemic. Research carried out by Deloitte (2020b) indicates that in 2020
around 50% of people employed or self-employed worked from home.

The situation resulting from the global pandemic also changed the position
of consulting companies. Dynamic economic and social changes caused, among
other things, increased demand for consulting and assistance services, as well as
statistical and analytical studies in various areas of social and business life. The
main trend of changes in the functioning of consulting companies during the
pandemic was an increase in demand mainly for technological, business and man-
agement consulting, particularly in the areas of strategic planning, crisis manage-
ment, business processes, customer cooperation or adaptation to remote work
(Columbia University, 2020).

Due to pandemic-related quarantines, isolations, lockdowns and a sharp
decline in social contacts resulting in much more leisure time, there was a huge
increase in demand for services offered by media and entertainment companies
operating primarily in the online space. They include, for example, streaming
platforms, computer game manufacturers, social media or television stations
(KPMG, 2020; Capgemini, 2020).

0.3.2. Micvosoft and NTT System case studies
6.3.2.1. Microsoft

Microsoft is an American IT corporation with a global reach, a manufacturer of
operating systems, office software, cloud solutions (Microsoft Azure), as well as
remote work and communication tools, such as the MS Teams platform. The
company has 166,475 employees worldwide (Facts about ..., 2021). During the
COVID-19 pandemic, Microsoft actively supported enterprises and individuals in
their digital transformation processes carried out in the business, educational and
social spheres, helping them to build resilience in the face of an unprecedented
crisis. Therefore, it continued to develop dynamic tech intensity, i.e. adopting
the best digital tools and platforms to enhance and improve the products and
services offered to customers. Thanks to these actions in response to the increased
demand for IT solutions during the pandemic, in 2020 Microsoft managed to
improve its financial results in comparison to those of 2019. During the year
ended 30 June 2020, revenue grew by almost 14%, operating income by over
23% and total assets by over 5%. Furthermore, commercial cloud surpassed USD
50 billion in revenue for the first time — up 36% year-over-year. Microsoft Teams
reached 115 million daily active users during the pandemic. This growth reflects
the continued demand for Teams as the lifeline for remote and hybrid work and
learning during the pandemic, helping people and organizations in every industry
stay agile and resilient in this new era. The company also notes that the continued
impact of the COVID-19 pandemic on its business will be conditioned by the
following factors: the duration of the pandemic; actions taken by governments,
businesses and individuals in response to the pandemic and potential for reces-
sion and financial market instability, all of which could adversely affect customer,
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business and government expenditures on I'T solutions and their ability to pay for
Microsoft products and services. Accordingly, the company continually monitors
pandemic developments and changes caused by it, proactively manages identi-
fied risk factors and takes measures aimed at protecting its business. Pandemic-
related uncertainty also affects Microsoft management’s accounting estimates and
assumptions, which could result in greater variability in a variety of areas that
depend on these estimates and assumptions, including investments, receivables
and forward-looking guidance (Microsoft Annual ..., 2020; Microsoft Teams ...,
2020; How Microsoft ..., 2020).

6.3.2.2. NTT System

NTT System is Poland’s largest manufacturer of desktop computers sold under
both its own brand and contract brands. The company is one of the leading
distributors of computer accessories, components and peripherals in Poland. It
employs over 120 people (NTT System o nas, 2021). During the course of the
COVID-19 pandemic, the company recorded increased demand for computer
hardware as well as tools facilitating remote work and learning. In addition, the
demand for computers triggered increased demand for computer components,
accessories and peripherals. These trends are clearly visible in NTT System’s
results for the first half of 2020. Sales revenue increased by more than 23% com-
pared to the same period in 2019, while operating profit rose by more than 66%.
To meet the challenges of the pandemic, NTT System monitored its operating
cost structure on an ongoing basis and adjusted its inventories to changes occur-
ring in the market and increased demand for its products. If the pandemic were
to last much longer, the company takes into consideration the possibility of a
fall in demand caused by deterioration in customers’ purchasing power and risks
on the supply side resulting from disruptions in the continuity of supplies and
reduced production capacities. However, the supply chain risk is regarded as low,
due to the gradual recovery of the logistics sector in Europe and beyond to its
normal mode of operation. Similarly, the company also recognizes risks on the
sales side as low. Admittedly, the closure of shopping centres, including retail
outlets of some of NTT System’s customers, resulted in reduced sales to many
customers. However, the majority of NTT System’s retail segment customers
use commercial premises with surface areas that were not subject to pandemic
restrictions. Furthermore, the company cooperates with enterprises running very
efficient online shops, so in the opinion of the management, if the logistics facili-
ties function smoothly, sales in this channel should be characterized by growing
interest on the part of customers and high growth potential. Another opportunity
for growth emerges also in the company’s actions aimed at increasing the volume
of sales and rental of mobile equipment to business enterprises and public sector
institutions obliged to make such equipment available to employees working on
a remote basis. During COVID-19, NTT System also launched its Blue Bolt, a
temperature measuring device installed at an entry to a building and prevent-
ing anybody whose temperature exceeds the set limit from entry. Blue Bolt is
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operated via smartphones (NTT System Sprawozdanie ..., 2020; NTT System
Srédroczne ..., 2020; Aktualnosci NTT System, 2020).

6.3.3. Deloitte and PwC Polska case studies
0.3.3.1 Deloitte

Deloitte is an international consulting firm with approximately 245,000 employ-
ces in 150 countries around the world. Its business areas include audit and assur-
ance, consulting, risk and financial advisory, risk management, tax and legal,
and related services (About Deloitte, 2021). During the COVID-19 pandemic,
Deloitte recorded an improvement in its financial results due to, among other
factors, increased demand for advisory services, particularly in the areas of risk
management, crisis management, strategic management and corporate adaptation
to the legal and regulatory environment shaped by the pandemic. Total revenue
increased to USD 47.6 billion, of which the Consulting business area contributed
the most at USD 19.8 billion (compared to 2019 total revenue of USD 46.2 bil-
lion, including USD 18.7 billion generated by Consulting). Other business areas,
for example Risk Advisory and Tax and Legal, also recorded increases in revenue.
Also in 2020, the total headcount rose by 7.3% as compared to that of 2019.
During COVID-19, Deloitte focused on identifying ways to support employees,
clients and other members of communities in dealing with the pandemic crisis
and helping them to prepare to function in the post-pandemic world. Despite the
temporary closure of all Deloitte University facilities following pandemic-related
restrictions, the company continued to provide training opportunities for its pro-
fessionals and experts by launching Cura, a virtual platform to deliver customized
learning content instantly to approximately 330,000 Deloitte people. Moreover,
all the while during COVID-19 Deloitte also maintained its commitment to pro-
fessional development and promotion programmes, understanding that building
leaders for the future was more important than ever. During the pandemic, Deloitte
actively assisted companies in managing the unexpected, anticipating the impact
of COVID-19 and adapting to long-term trends of change. A case in point in this
respect is the Deloitte COVID-19 Global Recovery Navigator, which consolidates
and enables analysis of key health, social, and economic data to inform government
and private sector decision-making and activities based on actions taken by others
around the world. In addition, The Deloitte Global Security Office (GSO) moni-
tored the effects of the pandemic on the company on an ongoing basis, developed
recovery strategies and assisted in reviewing Deloitte’s business continuity and
response plans with clients. Also, comprehensive security plans were developed
and proactive steps were taken to mitigate the overall impact of the COVID-19
risk on Deloitte Global’s risk profile (Deloitte Global Impact Report, 2020).

0.3.3.2. PwC Polska

PwC Polska is the Polish branch of PwC, a global firm providing professional
consultancy services. In Poland, PwC has seven operational offices located in
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major cities, as well as Financial Crime Units in Gdansk and Warsaw, Shared
Service Centres in Katowice and Opole and a PwC IT Services Unit in Lublin.
The PwC companies in Poland employ over 6,100 people (PwC Polska o nas,
2021). The company supports entrepreneurs in the areas of business transfor-
mation, auditing, legal and tax issues and the use of new technologies. The
year 2020 was different for all consulting firms all over the world. During that
time, PwC Polska actively supported businesses in meeting the challenges of the
COVID-19 pandemic and significantly increased the scale of its social engage-
ment. In this respect, the company provided financial and consultancy support
to 9,531 individuals, 144 NGOs and social enterprises and ten hospitals. The
increased demand for consultancy services during the pandemic resulted in PwC
Polska’s increasing its gross revenue by 18% on a year-over-year basis in the finan-
cial year ended 30 June 2020. During the pandemic, the company made signifi-
cant investments in new technologies, developed business continuity procedures
and remote and hybrid work models, and was thus able to conduct its opera-
tions despite COVID-19 issues. The company’s digital transformation process
was significantly accelerated and numerous measures were taken to strengthen
the digital competencies of employees, clients and individuals whose position in
the market may be at risk due to skills mismatches with the changing reality in
the aftermath of the pandemic (e.g. in the areas of data analytics, process auto-
mation, artificial intelligence and robotization). In addition, the human capital
planning process was updated by building appropriate training and workshop
programmes. PwC Polska also developed plans for rapid response and business
adaptation to contingencies resulting from the COVID-19 pandemic and kept
abreast of pandemic-induced changes in customer behaviours and expectations,
as well as in the legal and regulatory environment. To meet increased client
demand for consultancy services, PwC Legal experts operated a toll-free, 24 /7
hotline where clients could seek advice on issues related to COVID-19 (PwC
Polska rok ..., 2020).

6.3.4. Netflix and Cyfrowy Polsat case studies
0.3.4.1. Netflix

Netflix is the world’s leading streaming entertainment service with 204 million
paid memberships in over 190 countries enjoying TV series, documentaries and
feature films across a wide variety of genres and languages (Netflix Company ...,
2021). During the pandemic, the previously high global interest in Netflix prod-
ucts and services continued to grow dynamically due to the TV watching and
streaming surge during the lockdown. This trend was reflected in the company’s
financial results. In 2020, the company’s revenue rose on a year-over-year basis as
follows (Netflix Four ..., 2020):

o close to 14% in the UCAN area (United States and Canada),
o over 40% in the EMEA area (Europe, Middle East and Africa),
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e almost 13% in the LATAM area (Latin America),
e over 60% in the APAC area (Asia-Pacific).

Furthermore, Netflix registered 15.77 million new subscribers in the first quarter
of 2020 and 10.09 million in the second quarter. This was the biggest jump in
the number of subscribers in the company’s history. From the very beginning
of the pandemic the company was analyzing current developments, identifying
material risks and taking proactive measures to mitigate operational, employee
and other risks to business associated with the pandemic. Referring to the compa-
ny’s activities during COVID-19, Jay C. Hoag, Lead Independent Director, said:

We are focused on health and safety, and the general welfare of those around
us. We are working to protect the well-being of our employees, and are tak-
ing steps to assist those directly impacted, while ensuring that we continue
to operate our business as best we can under these difficult circumstances.
(Netflix 2020 ..., 2021)

During the pandemic, Netflix temporarily slowed production operations, which
caused an improvement in its profit margins. Aware of the uncertainties gener-
ated by the global pandemic, the company took measures aimed at the follow-
ing: maintaining its ability to attract new members and retain existing members,
maintaining and improving its ability to compete effectively, maintaining and
expanding device platforms for streaming, preventing adverse fluctuations in
consumer usage of service, preventing service interruptions, mitigating produc-
tion risks associated with the pandemic, monitoring competitors and changes in
consumer adoption of different modes of viewing in-home filmed entertainment
(Netflix 2020 ..., 2021; Netflix Letter ..., 2020; Netflix Subscriber, 2020).

0.3.4.2. Cyfrowy Polsat

Cyfrowy Polsat is Poland’s largest and Europe’s fourth largest satellite platform.
It is the parent company of the Polsat Group, i.c. one of the largest Polish corpo-
rations and the leading media and telecommunications group in the region, with
5.6 million customers receiving in total 17.4 million services (Grupa Polsat o nas,
2021). During the COVID-19 pandemic the Cyfrowy Polsat Group maintained
a high level of demand for its communications and home entertainment services,
including premium content (pay-TV), which did not suffer despite the temporary
closure of part of the sales network. It also managed to continuously generate a
wide stream of cash flows, which ensured security in terms of ongoing liquidity.
The company ended the third quarter of 2020 with results that exceeded the
expectations of market analysts. During this period, sales revenue increased by
3.8% compared to the third quarter in 2019. In addition, the third quarter also
saw a strong increase in the number of contract services by 581,000, up 4% com-
pared to the same period last year. The customer defection rate was also reduced
to 6.1%, which indicates high levels of customer satisfaction with the quality of
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provided services. Negative changes observed during the pandemic included,
among others, a contraction in the television advertising market (especially in
the second quarter of 2020). During the pandemic, Cyfrowy Polsat immediately
took a number of steps to ensure business continuity and limit the impact of
negative changes caused by the pandemic. It turned out that the strategy, nature
and diversity of the business of the Cyfrowy Polsat Group made it resistant to the
negative effects of the pandemic. Mirostaw Blaszczyk, President of the Cyfrowy
Polsat Management Board, commented:

The nature and diversity of our business activities have made us resistant to
the situation in which we all have found ourselves. At the same time, the
third quarter allowed us to rebuild the results of the media segment, which
was most severely affected by the spring lockdown. Having a stable financial
situation, with a view to further development of the Group, we conducted
large investment projects.

(Grupa Cyfrowy Polsat podsumowuje ..., 2020)

The diversified and subscription-based business model provided the company
with stable and predictable revenue streams during the pandemic. Revenue in
the retail segment was also positively impacted by changes in the prices of mobile
services. During the lockdown, the company made efforts to replace direct sales
channels with remote ones and then significantly intensified sales through its net-
work of retail outlets, which had been under lockdown until May 2020. To adapt
the business to the conditions resulting from the COVID-19 pandemic, cost-cut-
ting initiatives were also implemented in the areas of distribution, marketing, as
well as customer service and retention. The result was a 3.6% fall in such costs in
the third quarter of 2020, as compared to the same period in 2019. The company
also decided to increase its inventories of end user equipment as security against
the risk of interruptions in supply chains in consequence of the COVID-19 pan-
demic (Grupa Kapitatowa Cyfrowy Polsat S.A. Rozszerzony ..., 2020; Grupa
Cyfrowy Polsat podsumowuje ..., 2020; Grupa Kapitatlowa Cyfrowy Polsat S.A.
Wyniki ..., 2020; Cyfrowy Polsat S.A. Podsumowanie ..., 2020).

6.4. Creative despite adversities
6.4.1. Introduction

For companies in some sectors, the COVID-19 pandemic reduced business
opportunities and worsened operating conditions, leaving, however, some niches
allowing such enterprises to distinguish themselves. The insurance sector is a case
in point. Sharing the opinion about numerous challenges faced by this sector,
Deloitte analysts also draw attention to a catalogue of opportunities resulting
from the pandemic, for example (Deloitte, 2020c): the possibility of recovery
in health and life insurance, the broadening of product offers, the simplification
of processes and procedures, technological leaps and new innovative solutions.
The catering industry was hit by restrictions similar to, or even more severe than
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those experienced by the insurance sector. Quite often heavily indebted already
before the pandemic, many catering businesses had to fight factually for survival
after its onslaught (Gastronomia walczy ..., 2020). However, even in this highly
competitive sector there are examples of creative attitudes based on the belief in
success and personal determination (Jak w pandemii ..., 2020). The big losers of
the pandemic are also mountain regions and the ski industry (Regiony goérskie ...,
2020). But even in this sector there was space for creative entrepreneurs.

6.4.2. Alistate and PZU case studies
0.4.2.1. Allstate

Allstate is an American insurance company with very rich traditions. Founded in
1931, it was one of the pioneers of the insurance industry and has continued to
this day to protect Americans’ assets and property. Allstate is headquartered in
Northbrook, Illinois and is the largest publicly traded personal insurance provider
in the US (Allstate History ..., 2020). In response to the COVID-19 pandemic,
the company launched a special programme, Allstate Benefits, which included the
following components (Allstate Benefits ..., 2020):

e commitment to support employees, partners and customers during the
unprecedented pandemic,

e advanced business continuity planning to ensure 100% uptime,

o  ensuring the best service from the customer service and claims handling teams,

o coverage of claims related to COVID-19 by a wide range of insurance products,

e adjusting settlement processes to the constraints faced by customers finan-
cially affected by the pandemic.

It is worth noting that Allstate decided to demonstrate its social responsibility
during the pandemic. The company’s mission for that difficult period was formu-
lated as “helping our customers and communities to cope” (Allstate is ..., 2020).
Specific actions taken included, for example, paying back USD 1 billion to cus-
tomers through Shelter-in-Place Payback, as well as donating millions of dollars
to various community outreach and other initiatives. In its communications, the
company emphasized that such a philosophy of social sensitivity had always con-
stituted an element of its corporate culture. The company also strongly promoted
its Allstate mobile application allowing customers to view policy information, file
claims, provide proof of insurance or obtain roadside assistance (Allstate is ...,
2020). Allstate also placed particular emphasis on the promotion of life insur-
ance, arguing that COVID-19 was a condition covered under Allstate Benefits
and voluntary life insurance policies. This contributed to increased sales of these
insurance products (Allstate Benefits ..., 2020).

0.42.2. PZU

The PZU Group is Poland’s largest insurance corporation. PZU’s history
dates back to the 1920s. Following the political transformation after 1989, the
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state-owned enterprise Panstwowy Zaktad Ubezpieczen was transformed into a
joint stock company, with the State Treasury as its sole shareholder. In December
1991, PZU established its subsidiary PZU Zycie and transferred there its portfo-
lio of life insurance contracts. At present, the PZU Group also comprises other
financial entities (Historia PZU, 2020). Following the outbreak of the COVID-
19 pandemic, many insurance company customers learned that their policies
did not cover pandemic risk. However, in its March 2020 announcement, PZU
informed its customers as follows:

PZU Zycie SA provides its customers with insurance cover also in the case of
an epidemic or pandemic. This means that contracting COVID-19, as well
as the consequences of the disease, are covered by standard insurance pro-
tection. We will pay the costs of a hospital stay, provided that the insurance
contract conditions are met, including: medical documentation is available,
a hospital stay had a minimum required duration, the diagnosed disease is
included in the contract, the disease has been treated in hospital (being quar-
antined does not constitute a basis for the payment of an indemnity).
(Ubezpieczenie w PZU ..., 2020)

With such an attitude, the company gained increased customer confidence.
Another very good move was the introduction of the new “Remote COVID
Care” service as a programme targeted at people with suspected SARS-CoV-2
coronavirus infection or with a confirmed COVID-19 result and quarantined at
home. PZU also provided patients who had previously purchased the medical
package with pulse oximeters, thanks to which they were able to monitor their
pulse and blood oxygen levels. In addition, the insurer provided free consul-
tations with internal medicine specialists and psychologists (Opiceka ..., 2020).
This service was complemented by PZU with different types of guidebooks with
medical recommendations for customers directly affected by the virus (Poradnik
..., 2020). Although PZU did not achieve all its business objectives in 2020, it
managed to maintain its growth potential and ensure the stability of its financial
security, especially its solvency ratio (PZU ..., 2020).

0.4.3. Fisza Concept by Marcin Budynek and Ptak-Team Ski School
case studies

0.4.3.1. Fisza Concept by Marcin Budynek

Fisza Concept by Marcin Budynek is a restaurant located in the city of Augustow,
Poland, which is a typical tourist city. It was founded by Marcin Budynek, a
famous Polish chef who had previously worked in many well-known restaurants
and appeared in numerous television programmes. Among other things, he cur-
rently runs his own culinary academy (Akademia ..., 2020). Before the onset of
the COVID-19 pandemic, Fisza operated in an absolutely traditional way, serv-
ing dishes on site. After the onset of the pandemic, in view of the long periods of
closure of the catering industry in Poland, Fisza completely changed its previous
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approach to running a restaurant business. As a first step, the restaurant owner
focused on dramatically strengthening communication with customers, using his
Facebook profile. Subsequent Facebook posts informed customers about novel-
ties introduced by Fisza. The numerous and very creative actions aimed at keep-
ing the restaurant afloat included the following (Tawerna ..., 2020):

e broadening the offer with occasional gifts to celebrate the Mother’s Day,
religious holidays, St. Valentine’s Day and other special days such as birth-
days and name days,

e using various events, such as Augustéw Days, to promote the restaurant’s
offer,

e introducing dynamic changes in the menu, particularly a weekly lunch menu
and dishes based on seasonal produce,

e introducing a breakfast menu during the holiday season,

e introducing and intensively promoting festivals of different foods,

e inviting celebrity chefs specializing in the preparation of specific dishes for
one-day performances and providing customers with video instruction,

e broadening the offer with packaged food with a longer shelf life (e.g. patés,
jams, cakes, snacks) and launching a new brand “Fisza to go”,

e launching the production and sale of semi-finished products for final prepa-
ration at home, supplemented by instructional videos for customers,

e informing customers of various awards and distinctions received by the
owner, e.g. on Tripadvisor,

e cxtending opening hours to allow customers to buy take-away products
more easily,

e cstablishing cooperation with restaurateurs in other cities to broaden the
scope of promotional activities,

e introducing catering services and occasional menus dedicated to particular
holidays,

e developing cooperation with courier companies to ensure the shipment of
products to customers,

e introducing various promotions,

e launching a new brand “Party Box’
products for home parties.

2

in connection with a separate line of

These numerous and highly imaginative measures allowed the restaurant to not
only survive, but also develop intensively.

0.4.3.2. Ptak-Team Ski School

Ptak-Team Ski School is an enterprise based in Zakopane, the winter capital of
Poland. Its offer for customers includes, for example, ski training programmes
conducted mainly in Italian mountains, training in sports skiing, organization of
sports events and competitions, daily ski training events at the Suche and Rusin-ski
stations, as well as summer camps for children and adults. Ptak-Team Ski School
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is one of few such enterprises in Poland holding official authorizations granted by
the Polish Ski Association to organize qualified courses for ski demonstrators, ski
assistant instructors and ski instructors. The school is also authorized to conduct
examinations for candidates wishing to obtain the aforementioned qualifications
(Szkota ..., 2020). The owner of the enterprise is Barttomiej Ptak, the best ski
instructor in Poland in 2016. The introduction of very high restrictions in the
functioning of the ski sector in Poland and the majority of other European coun-
tries forced the owner to introduce changes in the previously used business model.
The newly introduced measures included the following (Ptak-Team ..., 2020):

e intensifying communication with a broad base of customers acquired in pre-
vious years by means of Facebook,

e recognizing the possibilities to conduct sports ski training despite the exist-
ing restrictions; yet in compliance with the applicable regulations (in consul-
tation with the Polish Ski Association),

e informing customers of the possibilities to participate in ski training based
on preparations for ski sports competitions and possession of required sports
licences,

e maintaining cooperation with Suche Ski u Jedrola, one of few ski stations
open in Poland, a specialist in the organization of sports training events,

e introducing additional services such as ski maintenance, agency in purchas-
ing ski equipment,

e introducing promotions in the form of ski training passes,

e adjusting ski training hours to customers’ preferences and the ski station’s

capacity.

Consequently, thanks to the owner’s ingenuity, during the winter season
2020,/2021, Ptak-Team Ski School was one of very few ski schools in Poland
that managed to maintain the continuity of its business. This resulted in a high
increase in customers’ interest in other services offered again from mid-February
2021 after the relaxation of restrictions in the ski sector.

6.5. The key success factors of the analyzed enterprises
during the COVID-19 pandemic

Based on the analysis of the risk management practices presented above, we iden-
tified and grouped the key success factors (Figure 6.1). The 44 identified success
factors were divided into seven groups. The majority of the groups related to
management processes followed in the enterprises under examination and com-
prising strategy, business model, resources, operational flexibility, products or
services and relations with customers. Four of the identified factors were related
to the business environment of the analyzed enterprises.

6.5.1. Strategy

In some of the discussed enterprises, factors related to operational strategies
turned out to be key success factors. These are primarily factors that directly
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demonstrate the functioning of professional strategic risk management, such as
using business continuity plans (e.g. CVS Health and Allstate), conducting a
continuous risk assessment (e.g. Cardinal Health), using scenario management
(typical of courier companies) or diversification visible in the media and enter-
tainment sector. The vision and ability to cooperate within the framework of a
strategic partnership (especially in the case of Pfizer and BioNTech), as well as
the ability to coopetition (visible particularly in the case of the Fisza enterprise),
were very important too. The strategic factors also include intensive investments,
represented, for example, by Mercator Medical, and social commitment, demon-
strated by many companies including consulting and medical ones.

6.5.2. Business model

For many of the discussed enterprises, success achieved during the COVID-19
pandemic was determined by their business models. These models were based,
among other things, on the digitization of processes, which significantly facili-
tates the provision of services during a pandemic (it is a feature of the majority of
the companies), the use of a fractal operational model (e.g. medical enterprises
such as LuxMed, Frisco and others), the use of the effect of scales of operations
(e.g. Amazon), the maintenance of high service provision and manufacturing
capacities (primarily Amazon and Mercator Medical), the operational efficiency
characteristic of all analyzed companies, the efficiency of supply chains (e.g. CVS
Health, the Ocado Group and Frisco), focus on maintaining price competitive-
ness through optimization measures (e.g. Mercator Medical).

6.5.3. Resources

Another group of key factors for the success of the examined companies was
resource factors. They include primarily initial capital that in many respects deter-
mined a good starting point resulting from effective management before the out-
break of the pandemic (this is a feature common to all discussed companies) as
well as previous experience allowing the companies to accelerate the availability of
products with high demand during the pandemic (particularly the cases of Pfizer
and BioMaxima). Relational capital and trust of partners constitute other suc-
cess factors related to resources (e.g. Allstate and Cardinal Health). For some
enterprises, particularly small ones (e.g. Fisza, Ptak-Team Ski School) the owner’s
personal commitment, his vision and determination turned out to be of crucial
importance for success. Another important factor is strong R&D. In the cases of
Pfizer and BioMaxima, it allowed the relatively rapid launching of such impatiently
expected products as tests and vaccines. Some of the companies relied heavily on
excellent logistics infrastructure (especially courier companies, Cardinal Health,
Amazon). Due to the combination of various factors and circumstances, the enter-
prises referred to as direct “medical” beneficiaries, replacing others and oppor-
tunity catchers had a considerable growth potential during the pandemic. The
feature common to all the analyzed enterprises was highly competent personnel.
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0.5.4. Flexibility

Flexibility turned out to be an important category of success factors during the
COVID-19 pandemic. In this group, the following factors emerged: monitoring
the environment to support the decision-making process (very characteristic of
Amazon), responding quickly to changing business conditions (a feature com-
mon to all examined companies, but especially those referred to as creative despite
adversities), introducing novelties quickly as a means of attracting and retaining
customers (e.g. Fisza), the ability to obtain financing for planned projects, imple-
menting organizational changes aimed at adjusting the management system to the
pandemic conditions (e.g. Deutsche Post DHL Group) and the ability to adapt
to frequently changing legal regulations (e.g. Fisza and Ptak-Team Ski School).

6.5.5. Services/products

During the COVID-19 pandemic, traditional sources of success directly linked
to provided services and products, as well as their perception by customers, also
proved their worth. These include the market quality of services or products
perceived by customers as an important strength (the feature common to all dis-
cussed enterprises), the quality of provided services (e.g. the medical companies
and Frisco), the complexity of services offered in a particular field (e.g. the medi-
cal companies, Ptak-Team Ski School), the multiplication of innovations allowing
a company to distinguish itself in the market (Fisza’s spectacular achievements),
the universal character of offered services resulting in the maintenance of high
demand for them during the COVID-19 pandemic (e.g. consulting firms) and
delivery times, very important for such companies as Deutsche Post DHL Group,
DPD Polska, Amazon, Allegro, Ocado Group and Frisco.

6.5.6. Customer relations

A very important role in the activities of the analyzed enterprises was also played
by customer relations, which facilitate ensuring customers’ interest in offered
products and services, stimulate their purchase behaviours and strengthen their
loyalty. This group contains the following four factors: the use of loyalty pro-
grammes (e.g. Allegro), dynamic marketing aimed at promoting companies as
well as their products and services (visible especially in the case of the companies
offering consumer goods), communication with customers by means of modern
channels (visible in the case of the insurance and medical companies, Fisza and
the Ptak-Team Ski School), and a high level of activity in social media, especially
Facebook.

6.5.7. Environment

Besides the previously discussed factors shaped by the enterprises under analysis,
there are also those that have their source in the environment. These include:
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a favourable macroeconomic situation characteristic of the sales markets of the
enterprises, an increase in demand for their services and products as a direct result
of the pandemic (especially the companies referred to as direct “medical” benefi-
ciaries and replacing others), favourable changes in customer preferences, already
apparent before the COVID-19 pandemic and strengthened during its course
(especially the courier companies, Amazon, Allegro and Netflix), as well as meg-
atrends with a technological basis, such as the development of the internet, the
growing number of non-cash transactions and the development of e-commerce,
which were advantageous for many of the enterprises, particularly the courier
companies, Amazon, Allegro, Ocado Group, Frisco, Netflix and Cyfrowy Polsat.

Similarly to the case of factors determining failure (Chapter 5), the conducted
research revealed a very numerous and diverse set of success factors. These factors
in different configurations contributed to the success of the examined enterprises
during the COVID-19 pandemic. The research also allowed the identification of
the enterprises’ diversified profiles of behaviours during the course of the pan-
demic. Due to the nature of provided services or manufactured goods, some of
them became direct beneficiaries of the pandemic, others (referred to as replacing
others) employed a substitution strategy by replacing those competitors in the
sector whose business approach was not adequate for the challenges of COVID-
19. Still other enterprises followed a management philosophy incorporating
openness to opportunities. And last but not least, there was a group of companies
demonstrating exceptional creativity despite the adverse impact of external busi-
ness conditions.
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7 Building enterprises’
resilience to crisis

Lessons learned during the COVID-19
pandemic

7.1. Reducing threats and combating weaknesses

Enterprises’ risk management in times of crisis should first and foremost relate
to attempts at reducing threats in their environment and eliminating their own
weaknesses. A hint as to the directions of possible actions is provided by the
troubles of enterprises considered to be losers during the COVID-19 pandemic,
the case studies of which are presented in Chapter 5. The directions in reducing
threats and combating weaknesses are illustrated in Figure 7.1.

7.1.1. Limiting the negative impact of the macro-environment
Aduving the cvisis

The further environment has traditionally been perceived in management as a
source of risks on which enterprises have limited influence. Research on the nega-
tive impact of the environment on enterprises during the COVD-19 pandemic
identifies the following challenges:

o the need for adaptive business management when business restrictions due
to pandemic regulations are not uniform across countries and regions (Van
Assche and Lundan, 2020),

e ensuring continuity of work during a pandemic and organizing a return to
regular work, in particular by taking measures aimed at inhibiting the trans-
mission of the virus among workers (Bernes and Sax, 2020),

e attempting to influence national governments to improve support pro-
grammes targeted at businesses in times of a pandemic, particularly in the
form of feedback on identified flaws and deficiencies (Eklund, 2021),

e measures aimed at providing balance between compliance with sanitary
restrictions and possibilities to conduct business activities, partly by design-
ing necessary transformations (Ibn-Mohammed et al.; 2021),

o the necessity to ensure the safety of enterprises’ financial assets in a situation
of interest rate volatility (Goy and van den End, 2020).

DOI: 10.4324,/9781003131366-7


https://doi.org/10.4324/9781003131366

Building enterprises’ vesilience to crisis 215

MACRO-ENVIRONMENT

TAKING
CARE OF FINANCIAL
RESOURCES PROBLEMS
SECTORAL e 2 S Qa
THREATS 3 4 . )
ON 2 e's
PROBLEMS WITH
CUSTOMERS

MANAGEMENT

DYSFUNCTIONS &
V;
PROBLEMS

Figure 7.1 Directions in reducing threats and combating weaknesses in enterprises
affected by the COVID-19 pandemic

7.1.2. Reducing sectoval threats

Besides the macro-environment, it was particular sectors that turned out to be areas
where enterprises had to deal with emerging threats during the COVID-19 pan-
demic. In relation to sectoral risks, the following measures prove to be desirable:

e addressing the problem of falling prices and margins, especially through
stabilization strategies and structural diversification (Troster and Kiiblbock,
2020),

e reducing enterprises’ exposure to supply and demand shocks by selecting
business domains characterized by lower vulnerability to such shocks (del
Rio-Chanona et al., 2020),

e implementing preventive policies to reduce the vulnerability of supply chains
to disruptions, based in part on experience gained during other disruptions,
such as natural disasters (Grida et al., 2020).

7.1.3. Responding to problems with customer relations

The COVID-19 pandemic distinctly confirmed that, for businesses, customers
are the most important stakeholder allowing enterprises to generate financial rev-
enues. Thus, problems with customer relations constitute a serious problem dur-
ing a crisis situation. In order to reduce them, enterprises should pay attention
to the following;:



216  Building enterprises’ resilience to crisis

e the need to monitor the situation of customers on a permanent basis, antici-
pate their troubles and assess their vulnerability to crisis (Martin et al., 2020;
COVID-19-Consumer Law Research Group, 2020),

o the need to analyse to what extent new purchasing behaviours of customers,
forced by the COVID-19 pandemic, will affect their learning process and
consolidation of such behaviours, which would force an absolute modifica-
tion of business models (Mehta et al., 2020),

e the need to answer the question whether various forms of remote work
imposed on customers will prove to be a permanent solution and will cause
changes in collaboration models in the future (Phillips, 2020).

7.1.4. Preventing financial problems

One of the most significant burdens for enterprises affected by the COVID-
19 pandemic is their poor financial position. It significantly limits their defen-
sive abilities and growth opportunities. Enterprises wishing to prevent financial
problems in a crisis situation should, among other things, take into account the
following:

e designing financial management in such a way as to reduce enterprises’
dependence on long-term debt and ensuring the maintenance of liquidity
(Almeida, 2021),

o the need to ensure a situation of equilibrium in terms of all types of business
costs, i.e. fixed and variable as well as direct and indirect costs of the crisis
(Mandel and Veetil, 2020).

7.1.5. Taking cave of vesources

Obviously, all types of resources are necessary for businesses to operate. The
COVID-19 pandemic revealed a wide variety of strategies followed by enter-
prises with respect to their resources. Research conducted among pandemic-
affected enterprises shows that human resource policies are the most problematic
(Carnevale and Hatak, 2020). Specific dilemmas requiring a resolution include
the following (Carnevale and Hatak, 2020):

e the need to strike a balance between resource vigilance consisting of caution
about stafting levels and adjustment of the number of employees to the typi-
cal scale of operations,

e the need to strike a balance between the social responsibility of an enterprise
to employ its staff under normal contracts and the value resulting from the
use of flexible forms of employment,

e the need to find a compromise between the desire to retain employees
despite problems and the courage to rationally assess the chances of survival
and sometimes the need to downsize personnel in times of crisis in order to
rebuild it later.
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7.1.6. Reducing management dysfunctions

A huge impact on the troubles of enterprises during the COVID-19 pandemic
was exerted by various management errors and inadequacies. Among numerous
challenges that managers have to face, attention can be drawn to the following;:

o redesigning strategies towards their adjustment to high levels of uncertainty
and optionality of action, as well as subordinating such strategies to existen-
tial goals (Etemad, 2020; Liguori and Pittz, 2020),

o the need to overcome weaknesses in forecasting, rejecting the statement that
a crisis is an “uncharted territory” for the company and it has to come to
terms with it, as well as beginning to use professional forecasting methods
and tools (Nikolopoulos, 2020),

e improving the ways in which decisions are made in times of crisis, particularly
climinating the dysfunction of procrastination in making necessary decisions
(Karnon, 2020),

o the need to reconfigure global value chains and to introduce alternatives in
localization strategies (Strange, 2020).

7.1.7. Improving a sales strategy

For many enterprises, the source of serious problems during the COVID-19 pan-
demic was a bad configuration of sales channels. The pandemic situation forced a
completely different view of relationships between traditional and digital sales. In
this context, the challenges for managers include the following:

e a quick and deep reflection on the future of traditional sales in brick-and-
mortar establishments in the enterprise’s markets, possibilities of their recon-
figuration in terms of location, format and potential for replacement by
digital sales (Pantano et al., 2020),

e a permanent digital transformation involving the work of salespeople, their
social relations, marketing, sales and technologies used, as well as the devel-
opment of new digital services (Almeida, 2020).

7.2. Exploiting opportunities and developing strengths

During a crisis situation, risk management should also focus on making the most
of opportunities arising in the business environment and developing enterprises’
strengths that previously had ensured a stable market position and competitive-
ness. In this respect, points of reference can be measures taken by enterprises
regarded as winners during the COVID-19 pandemic, the case studies of which
are presented in Chapter 6. The directions in the exploitation of opportunities
and development of strengths are illustrated in Figure 7.2.
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Figure 7.2 Directions in exploiting opportunities and developing strengths in

enterprises during the COVID-19 pandemic

7.2.1. Exploving the strategic fit

It turned out that one of the most significant strengths of enterprises during the
COVID-19 pandemic was their strong business strategies providing for actions
aimed at minimizing negative and maximizing positive impacts of crises on their

business, as well as implementing rapid crisis preparedness and adaptation meas-

ures. These measures include the following;:

having the organizational capacity to respond adequately to crises, which
is crucial from the perspective of planning, ensuring business continuity
and providing managers with comprehensive information allowing them to
define response strategies (Margherita and Heikkila, 2021),

conducting a methodically sound assessment of macroeconomic risks associ-
ated with the occurrence of a specific crisis situation, enabling the implemen-
tation of effective control mechanisms (Boldog et al., 2020),

using various forms of strategic business partnerships (e.g. strategic alliances)
that enable a faster response to crisis changes and better protection than
separation measures (Cojoianu et al., 2020),

using relationships based on coopetition activities with a view to balancing
the risks and benefits of a crisis situation. During COVID-19, in many cases,
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coopetition strategies proved to be more effective than actions taken within
the framework of individual business models, for example among retailers,
pharmaceutical companies, technology giants or charitable organizations
(Crick and Crick, 2020),

e analyzing different scenarios for crisis development in order to build
resilience and plan contingency actions adequate to particular scenarios.
Scenario analyses proved to be one of the primary sources for assessing the
insurability risks related to the COVID-19 pandemic (Richter and Wilson,
2020),

e mapping the dynamics of corporate financial management during a crisis,
with a particular focus on opportunities for investments and measures miti-
gating uncertainty associated with entrepreneurship under crisis conditions
(Brown and Rocha, 2020),

e astrong CSR strategy supporting the groups most affected by the unprece-
dented public health and economic crisis and constituting one of the dimen-
sions of corporate strategic management during COVID-19 (Lee, 2020),

o diversification activities that build resilience. It appears that during COVID-
19 such activities enabled enterprises to maintain a balance between the
development of entrepreneurship in crisis conditions and the risks associated
with such conditions (Korsgaard et al., 2020).

7.2.2. Exploiting the advantages of business models

Another advantage enjoyed by enterprises and contributing to their success dur-
ing the COVID-19 was their existing business models, which enabled them to
adapt extremely quickly to a radically different situation and ensured their undis-
turbed operation (and sometimes even surprising growth) despite the global
crisis. This success was possible thanks to the fact that their business models
included the following elements:

e the broadly understood digitization of work, sales channels, customer rela-
tions and business cooperation, which translated into increased productivity,
efficiency and revenue in many companies during COVID-19. Digitization
also played a considerable role in dealing with the aftermath of the crisis and
ensuring business continuity (Papadopoulos et al., 2020),

e preparing for above-average turnover by providing infrastructure and
resources to ensure manufacturing or service provision capacities to adapt
to increased pandemic demand for specific products and services, as well as
cooperating in supply chains under new rules (Paul and Chowdhury, 2020),

e changes in sustainable production/consumption patterns developed for
emergency and crisis situations to ensure operational efficiency and imple-
mented in both emergency strategies and internal procedures (Kumar et al.,
2020),

e preventive policies aimed at protecting supply chains operating under pan-
demic uncertainty and ensuring their efficiency (Grida et al., 2020),
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o flexible adaptation of pricing strategies to crisis changes both in the existing
customer market in a given sector and from the perspective of global changes
in the Consumer Prices Index (Blundell et al., 2020).

7.2.3. Exploiting the potential of vesources

A substantial role in risk management during COVID-19 was played by stimulat-
ing the developmental potential of resources held by enterprises. The following
activities proved to be most beneficial for enterprises representing different sec-
tors of the economy:

o using the developed relational capital (especially between employees and the
owner or between the enterprise and its external stakeholders) to design
anti-crisis measures, mainly oriented towards preventing the negative effects
of the crisis and developing proactive intervention strategies, which in many
companies translated into reducing their vulnerability to the crisis (Walecka,
2021),

e  proactively managing business-to-business relationships during the pan-
demic, which allows many businesses to maintain increased productivity and
profitability and helps them to meet urgent short-term needs and exploit
long-term opportunities (Obal and Gao, 2020),

e using past experience, R&D investments and innovation as opportunities
for survival, stronger growth and improved profitability during COVID-19
(Roper and Turner, 2020),

e paying special attention to human resource development during the crisis,
with particular focus on leadership competencies, digital competencies and
retraining the personnel in COVID-19 adaptation activities (Dirani et al.,
2020),

e cxploiting growth potential based on different groups of resources dur-
ing the pandemic: strategic, physical, financial, human and organizational
resources and treating firm growth as the expansion of this resource system
during the crisis (Lim et al., 2020).

7.2.4. Discounting flexibility

Flexibility is another attribute that, for many enterprises, constituted a critical
factor determining the achievement of success during the global pandemic. Thus,
flexibility supporting risk management processes and building resilience during a
crisis should be considered in terms of the following;:

e the introduction of innovations, new technologies, new product groups,
new services, offers, marketing activities and other new initiatives that,
by creating organizational agility, allow enterprises to adapt quickly and
adequately to global crisis changes and develop resilience (George et al.,
2020),
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e active management of organizational designs (understood as optimal levels
of differentiation and integration given relevant internal and external con-
tingencies), as COVID-19 crisis events often force structural changes (Foss,
2020),

o agile, flexible and rapid adaptive management adjusting enterprises to regu-
latory changes introduced in connection with the global pandemic (Janssen
and van der Voort, 2020).

7.2.5. Competing on the basis of products and sevrvices

The COVID-19 pandemic also highlighted the phenomenon of competition
based on products and services that recorded unprecedented growth in demand.
Consequently, for many businesses, multifaceted competition became a source of
success in the market. However, in order to make success possible, many enter-
prises undertook a number of initiatives to strengthen the extra-price advantages
of their products/services, for example:

e improving the quality of customer service processes and the comprehensive-
ness of services, which had a positive impact on customer loyalty, satisfaction
and trust, and customer retention became one of the main business concepts
applied by enterprises during the pandemic (Alketbi et al., 2020),

e  cnsuring timely deliveries to customers despite disruptions in global supply
chains, and sometimes speeding up delivery processes as one of the factors of
competitiveness among enterprises offering substitutes for the most desirable
products during the pandemic (Gruenwald, 2020).

7.2.6. Benefiting from customer velations

Maintaining positive, uninterrupted relationships with customers during
COVID-19 is another aspect through which enterprises were able to stimulate
their growth during the crisis. In this area of activity, companies placed particular
emphasis on the following:

e improved marketing strategies and policies enabling businesses to com-
municate effectively with new customers and reach new customer groups
(Hoekstra and LeeFlang, 2020),

e intensified use of remote tools and platforms for customer communication
(mainly through social media), also in such sectors as healthcare where this
form of customer contact had been previously used minimally or not at all
(Wong et al., 2020).

7.2.7. Taking advantage of positive changes in the envivonment

During the global pandemic both the macroeconomic and microeconomic envi-
ronments became areas of growth for enterprises representing certain sectors.
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However, if changes in the economic environment were to be turned into sources
of success, enterprises had to exercise creativity in their adaptation activities,
including the following;:

o adapting resources, infrastructure and organizations to increasing demand
for particular products and services, changes in customer behaviours and
preferences in order to ensure the sustainability of business models (Donthu
and Gustafsson, 2020; Mechta et al., 2020),

o aligning operations with global, technological megatrends transforming the
previous ways of managing businesses, social relations, marketing and sales

(Almeida et al., 2020).

7.3. A model of an enterprise’s resilience to crisis

The above considerations on mitigating weaknesses and reducing threats, as well
as discounting strengths and exploiting opportunities during the COVID-19
pandemic, included numerous courses of action recommended for enterprises in
different, winning or losing, positions. Nevertheless, a model of an enterprise’s
resilience in the face of a crisis such as the COVID-19 pandemic can refer to the
three core concepts that indicate how to build resilience to crises. Such a frame-
work is presented in Figure 7.3.

An enterprise’s resilience to crisis is understood as its ability to restore a state
that guarantees its survival and the acquisition of skills necessary to conduct
activities under destructive conditions. Xiao and Cao (2017) attribute the fol-
lowing characteristics to resilience understood in this way: it is a non-contin-
uous capability, it emphasizes survival as well as the ability to adapt and grow
in a difficult situation, it is multi-level in nature and maintains connections
with resources, processes and procedures. From an organizational perspective,
building resilience, an enterprise focuses precisely on its unique capabilities that
should be developed to ensure preparedness for uncertain situations (Ma et al.,
2018).

CULTURE OF
PREPAREDNESS

v
FEATURES OF
RESILIENCE

A Ny

BUSINESS £~ -}  DISASTER
CONTINUITY RESILIENCE

Figure 7.3 A framework of an enterprise’s resilience to crisis
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Morales et al. (2019) are of the opinion that resilience refers to the category
of system (especially ecological, economic, social and organizational systems) and
means the ability to return to normal conditions after a destructive event that
changes the state of such systems. Some researchers (e.g. Ledesma, 2014) refer
to compensatory, provocation, protective and vulnerability models of resilience.
Such an approach is rather debatable. After all, an enterprise’s resilience model
should be universal. Proag (2014) proposes an interesting approach that difter-
entiates between hard resilience (the direct strength of an enterprise’s structures)
and soft resilience (the ability of systems to absorb problems and recover from
negative impacts). Resilience also has several domains. Hillmann and Guenther
(2020) distinguish three complementary domains guaranteeing stability of an
enterprise: the behavioural domain, the growth domain and the performance
domain. Duchek (2020), on the other hand, segments the resilience abilities into
anticipatory, coping and adaptive. Kantur and Iseri-Say (2015) indicate increas-
ing chaos in the business environment as the main source of growing demand for
enterprises’ resilience.

Ultimately, the features determining an enterprise’s resilience should include
the following (Erol et al., 2010):

e redundancy, absorbing capability, recovery capability,

e situation awareness, management of keystone vulnerabilities, adaptive
capacity,

o risk intelligence, agility,

e awareness, preparedness, flexibility,

o diversity, efficiency, adaptability, cohesion,

e collaboration, risk management culture, visibility.

However, the development of these features needs to be based on the three pillars
of resilience shown in Figure 7.3.

7.3.1. Culture of prepavedness

A culture of preparedness is important in building enterprises’ resilience to crisis.
Appleby-Arnold et al. (2018) argue that cultural aspects of an enterprise remain
in a close relation with how it perceives risk. According to FEMA (2019), a cul-
ture of preparedness is based on four key principles: building trust, inclusion of
stakeholders, efficiency of communication (including cross-cultural communica-
tion) and support for bottom-up practices and the desire to succeed. The same
authors propose an interesting approach to building and developing a culture of
preparedness based on the key role of professionally prepared people referred to
as “culture brokers”. Importantly, the successful long-term implementation of a
culture of preparedness strengthens an enterprise’s social legitimacy by improving
its perception by its environment (Fowler et al., 2007). Carmeli and Schaubroeck
(2008) have proven that the extent to which an enterprise succeeds in imple-
menting a culture of preparedness has a direct impact on how it responds to crisis
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situations, especially because it is capable of receiving early warning signals. A
culture of preparedness can also be the result of an enterprise’s learning process
based on its own or external examples of crisis situations (Kapucu, 2008).

7.3.2. Business continuity

Business continuity planning can be a strategically important procedure used to
promote organizational resilience by enhancing an enterprise’s ability to survive
and sustain business operations during a crisis (Tracey et al., 2017). Business
continuity is critically important for ensuring the availability of products and ser-
vices, maintenance of infrastructure, efficiency in supply chains and stability at
the micro and macro levels. The most popular definition of business continuity
included in the ISO 22300:2018 standard shows this construct as “the capability
of an organization to continue the delivery of products or services at acceptable
predefined levels following a disruption” (Mathenge, 2020). Business continu-
ity maintains a close semantic relationship with organizational resilience, which,
according to the ISO 22316:2017 standard means “the ability of an organization
to absorb and adapt in a changing environment to enable it to deliver its objec-
tives and to survive and prosper” (Mathenge, 2020). The vast area of business
continuity management delineates a cyclical process including the provision of
information on risk, the formulation of continuity plans, the implementation of
necessary preparedness measures and effective corrective actions and coordina-
tion among stakeholders, which ultimately improves an organization’s ability to
maintain effective business continuity (Baba et al., 2014). Sawalha et al. (2015)
point out that a major threat to the effectiveness of continuity plans is insufficient
testing, training, maintenance and updating, which can make such plans irrel-
evant and insufficient. It is also worth noting that nowadays business continuity
management should be an immanent component of business models. Activities
typical of business continuity can provide criteria for assessing the resilience of
business models to a variety of disruptions (Niemimaa et al., 2019).

7.3.3. Disaster vesilience

Disaster resilience reflects a measure of the ability of systems to absorb changes in
state variables, control variables and parameters as well as to continue to stay alive
(Parker, 2019). Among other things, researchers specializing in this issue point
out that it is particularly important for microenterprises, which are more than
likely to be affected by various types of disruptions, especially disasters that cause
shocks to supply chains (Prasad et al., 2014). Such enterprises are also less able to
obtain formal assistance in various types of markets, such as banking and insur-
ance markets. Abeling et al. (2018) claim that the technical and environmental
dimensions of disaster resilience are already well identified. However, this is not
the case for social resilience, which requires scientific and practical penetration.
Among the threats to corporate resilience, the previously mentioned disasters
are of great importance. Resilience to them depends especially on the extent to



Building enterprises’ vesilience to crisis 225

which an organization’s social system acquires the ability to learn from past disas-
ters (Sertyesilisik, 2017). Interestingly, striving to develop disaster resilience can
also take place at an informal level. What is particularly important in this context
is efforts aimed at strengthening relationships, changing mindsets and building
trust (Hunt and Eburn, 2018).

7.4. Procedure for implementing a model of an enterprise’s
resilience to crisis

If the enterprise crisis resilience model presented in Figure 7.3 is to fulfil its alleged
function, it needs to be implemented according to a carefully planned procedure.
First of all, the implementation of the resilience model should not be just an
episodic programme of an enterprise, developed only in the case of an immediate
threat, but a permanent component of a business model and strategy. A universal
resilience model implementation procedure (dedicated to all enterprises, regard-
less of size or business profile) is presented in Figure 7.4. The starting point for
the implementation of the resilience model is the assumption that the enterprise
has a functioning risk management system, which is a pillar for building resil-
ience to crises and an initiator for subsequent steps in the implementation of the
resilience model. The resilience model implementation procedure is divided into
three stages: shaping a culture of preparedness, planning business continuity and
building disaster resilience.

7.4.1. Shaping a culture of preparvedness

The first step in shaping a culture of preparedness should be its permanent inte-
gration into the enterprise’s strategy (e.g. at the level of one of strategic objec-
tives), in such a way that the planning of preparedness measures is an ongoing
process with a long-term perspective. Therefore, building a culture of prepar-
edness is increasingly being treated as one of strategic plans (FEMA, 2019).
Another extremely important step in building a culture of preparedness is devel-
oping techniques for assessing the enterprise’s vulnerability to both internal and
external crises (the latter being beyond an enterprise’s control). For this purpose,
enterprises use various techniques of predicting and estimating risks to which
they are exposed. In line with the risk exposure assessment methodology used
by the World Economic Forum (2020), these techniques include an assessment
of the likelihood of the occurrence of particular risks and an assessment of their
impact on the enterprise should they materialize. The next implementation step
should be an analysis of crises experienced by the enterprise or entities in its
environment in the past, as well as crises to which the enterprise is potentially
exposed. Such designing of hypothetical crisis solutions is an extremely important
component of learning in the process of building organizational resilience. The
importance of identifying and analyzing potential crisis threats is also emphasized
by Kalbassi (2016). In the procedure of planning and implementing prepared-
ness measures, an important element is the development and planning of actions
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INPUT: Systemic risk management

Stage 1: Shaping a culture of preparedness

1) Integrating a culture of preparedness into a corporate strategy

2) Developing techniques for assessing vulnerability to crisis

3) Analysing hypothetical and past examples of crisis situations

4) Developing preventive measures

5) Planning resource capacities in the event of a crisis

6) Training personnel and formalizing responsibility for promoting a culture
of preparedness

7) Developing an Early Warning Syst

8) Designing communication mechanisms

9) Participation of stakeholders in preparatory actions

10) Monitoring and evaluating implemented preparedness measures

Key point of
Stage 1

—> Stage 2: Business continuity planning

1) Integrating business continuity with the business model
2) Formulating Business Continuity Plans (BCPs) >
3) Training employees in BCPs

4) Testing solutions included in BCPs under non-crisis conditions
5) Sharing information on BCPs with stakeholders

6) Maintaining and updating BCPs

Key point of
Stage 2

—> Stage 3: Building disaster resilience

1) Analysing historical disasters

2) Developing techniques to assess the potential impact of
disasters on the enterprise

3) Developing ways of gathering and organizing resources in the
event of a disaster

4) Developing Disaster Recovery Plans (DRPs) »

5) Training in potential implementation of DRPs

6) Testing solutions incorporated into DRPs

7) Designing communication mechanisms related to ways of
conduct in the event of a disaster

8) Reviewing and improving DRPs

Key point of
Stage 3

—| OUTPUT: A crisis-resilient enterprise

Figure 7.4 A procedure for implementing a model of an enterprise’s resilience to crisis

aimed at preventing threats whose emergence can be prevented or whose nega-
tive consequences can be eliminated by taking specific countermeasures. Such
preventive actions are the pillar of a proactive approach to managing a crisis
before it occurs (Pop, 2017). One of the most important steps in shaping a cul-
ture of preparedness is plans regarding a resource base to be used in the event of
a crisis situation. Such a base should comprise financial, infrastructural, human
and knowledge resources. Building and maintaining such resources is necessary
for the effective use of preventive measures (Mikusova and Horvathova, 2019).
When implementing preparedness measures, it is also necessary to train employ-
ees, with a special focus on formalizing responsibility for promoting a culture of
preparedness within an enterprise, for example, by creating positions responsible
for crisis preparedness management (FEMA, 2019). A key point in the procedure
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for implementing a culture of preparedness in an enterprise is the development of
an early warning system providing information on the occurrence of symptoms
of crisis events. Detecting and exploiting early signals plays an important role in
crisis prevention (Simola, 2005). Besides, what can be observed nowadays is the
high effectiveness of early warning systems in preventing economic or business
crises with the simultaneous provision of systematic forecasts of adverse events
(Klopotan et al., 2018). Designing communication mechanisms at all levels of
the organizational structure also plays a substantial role in the crisis preparedness
shaping process. What is particularly important in this context is strategies in crisis
communication (Noratikah et al., 2017), which are relevant for both preventing
possible crises and responding to those that have already occurred. Stakeholder
participation in preparedness activities is the next step in building a culture of
preparedness in an enterprise. The multi-stakeholder approach is treated as one of
the forms of building resilience (Adekola et al., 2020). However, in order for the
developed culture of preparedness to fulfil its presumed function, it is necessary
to continuously monitor and evaluate the implemented preparedness measures
and improve the developed actions based on the results of such an evaluation.

7.4.2. Business continuity planning

Business continuity planning is the second of the three main stages in the imple-
mentation of the enterprise crisis resilience model. The starting point should be
the integration of business continuity with an enterprise’s business model. Such
integration makes it possible to significantly strengthen the business model’s
resilience to crises. For this purpose, it is recommended to implement Strategic
Business Continuity Management, which allows the enterprise, firstly, to main-
tain the continuity of the business model (value preservation) and, secondly, to
evaluate and modify the business model (value creation) (Niemimaa et al., 2019).
The key element of this stage of building resilience is the formulation of Business
Continuity Plans (BCPs), which significantly help to maintain the functionality
and continuity of the enterprise when crises arise in consequence of risks that
could not have been avoided. Furthermore, comprehensive BCPs help to miti-
gate disruptions to the functioning of business systems (Cerullo and Cerullo,
2004). In view of the fact that the development of BCPs often results in new
responsibilities for many employees (mainly managers), what becomes necessary
is dedicated training, mainly due to the fact that continuity planning requires
strategic skills to enable the planning of organizational success, preservation of
future competitiveness and maintenance of organizational performance (Wong,
2009). A very important moment in the implementation of the resilience model
is the testing of solutions included in BCPs in non-crisis conditions. By develop-
ing possible scenarios of solutions, such testing allows enterprises to prepare for
various threats indicating a potential crisis. Examining also enables continuous
improvements of BCPs based on obtained test results (Fani and Subriadi, 2019).
In the effective implementation of BCPs, it is also necessary to provide informa-
tion on developed plans to both internal and external stakeholders, whose role
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in Business Continuity Management Practices is also recognized by Jirveldinen
(2020). BCPs have to be maintained as a permanent component in the resilience
building process. It is also necessary to update them periodically in response to
changing external threats and internal transformations within the enterprise.

7.4.3. Building disastev vesilience

Building disaster resilience is the final stage in the implementation of a crisis resil-
ience business model, following the introduction of a culture of preparedness and
the implementation of business continuity planning. Building disaster resilience
should start with learning through experience, i.e. drawing conclusions from a
historical analysis of disasters. The importance of this type of analysis in assessing
vulnerability and resilience to disasters is emphasized, among others, by Kelman
et al. (2016). An important element of implementing the model at this stage is
to develop techniques to assess the potential impact of disasters on the enterprise.
In order to improve the methodology in the area of disaster impact analysis and
mitigation, disaster impact analysis models can be used, such as the one proposed
by Oh et al. (2010), consisting of the following four stages: the level-of-service
measurement, conversion to the level-of-damage, the impact measurement (on
cach industry) using the inter-relationship and the overall impact on the com-
munity (or industries as a whole). The next step in the disaster resilience building
process should be the development of ways to gather and organize resources to
be used in the event of a disaster. The importance of organizing and rationally
allocating such resources is emphasized, for example, by Preston et al. (2016). A
key point in the third stage of building resilience to crisis is the development of
Disaster Recovery Plans (DRDPs) allowing for scenario-based planning to restore
the enterprise’s normal functionality after a potential disaster experience. This is
because developed recovery plans support business continuity and significantly
increase the level of adaptive resilience (Tiernan et al., 2018). Developing effec-
tive DRPs also requires training employees in their potential implementation,
as highlighted by Kadlec and Shropshire (2010). The content of such training
should include, among other elements, disaster identification and notification
methods as well as the creation of recovery procedures. It is also extremely impor-
tant to test solutions included in DRPs in order to make sure that they are fea-
sible, and thus to obtain confirmation of their continued effectiveness (Conrad,
2011). The next implementation step should be designing mechanisms of com-
municating procedures that have to be followed in the event of a disaster. This
is so because communication is considered an integral part of decision-making
processes in disaster management (Palttala et al., 2012). If DRPs are to fulfil
their role, they have to be reviewed periodically and improved continuously, in
response to changes observed in the environment.

The final point of the implementation procedure for the model of an enter-
prise’s resilience to crisis outlined above is the formation of a crisis-resilient enter-
prise, i.c. an enterprise possessing all the characteristic features of resilience. The
implementation of the model in the proposed configuration and sequence of
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consecutive stages in any enterprise may contribute to the achievement of resil-
ience to crisis.
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Conclusions

Risk management has never been an easy task because a considerable proportion
of risks that business enterprises have to deal with in practice is resistant to the
simple and easily available risk mitigation tools such as insurance. Crisis situations
affecting enterprises additionally compound managerial problems, imposing
uncertainty, complexity and stress on managers responsible for risk mitigation.
Even for experienced crisis managers, a crisis such as the one caused by the
COVID-19 pandemic poses a significant challenge due to its unique specificity
and dissimilarity to other previously occurring types of crisis such as an economic
crash or natural disaster.

Presented in Chapters 1, 2 and 3, the latest research on risk management and
crisis management reveals the existing body of knowledge of these areas of man-
agement sciences. This knowledge constitutes some kind of “initial capital” to
be used in responding to the challenges of the COVID-19 pandemic. The accu-
mulated knowledge and experience relating to risk management allow a better
understanding of different types of risk, as well as strategies, concepts and meth-
ods of handling risk, including those codified in the form of official standards.

The occurrence of COVID-19 exposed certain types of risk, particularly visible
during the course of the pandemic. Our research identified the following types
of risk as being particularly prominent during the pandemic: (1) financial risks
(liquidity risk, insurance risk, price risk, credit risk), (2) organizational risks (legal
risk, personnel risk), (3) strategic risks (business continuity risk, reputational risk,
investment risk), (4) global risks (global supply chain risk, technological risk).

We conducted empirical research on a group of several dozen global and local
enterprises representing various sectors of the economy. In the entire popula-
tion of the selected enterprises, we distinguished two groups: those that lost
and those that won during the COVID-19 pandemic. The conducted case stud-
ies made it possible to identify various categories of enterprises reflecting their
profiles and starting positions, as well as patterns of conduct and philosophy
of crisis management adopted for the period of the pandemic. Thus, in the
group of enterprises classified as losers, we distinguished the following catego-
ries: (1) blocked by restrictions, (2) too inert to protect themselves, (3) too
traditional to change, (4) opportunity wasters. On the other hand, the group of
so-called “winners” consisted of the following categories: (1) direct “medical”
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beneficiaries, (2) replacing others, (3) opportunity catchers, (4) creative despite
adversities.

A particularly important research finding was the identification of key failure
factors (for companies considered as losers) and key success factors (for companies
considered as winners). The various failure factors were eventually divided into
seven categories: (1) law and economics, (2) sector, (3) customers, (4) finances,
(5) resources, (6) management, (7) sales. It can be clearly seen that these factors,
on the one hand, have an internal origin, and on the other hand, to a considerable
extent have their sources in the business environment. Some of them are universal,
while others are typical of the entire sector in which a given enterprise operates. The
key success factors were also divided into seven categories, but different from those
of the failure factors: (1) strategy, (2) business model, (3) resources, (4) flexibility,
(5) services/products, (6) customer relations, (7) environment. Thus in the case
of the winning enterprises, these factors were predominantly rooted in a strategi-
cally aligned, flexible and effective management model that had often been in place
some time before the COVID-19 pandemic and turned out to be a valuable asset
after its outbreak. Dependence on the environment is much smaller in the case of
the winners, which would confirm their reliance on proactive, effective and crea-
tive policies. The category of resources represents a case of a managerial paradox.
The same category may be a source of either a failure or a success, depending on
resources’ current condition and adjustment to requirements of a crisis situation.

The guidelines for the building of enterprises’ resilience to crisis situations
are pragmatic and represent some potential in terms of theory creation. They are
based on various enterprises’ crisis management experience gained from previous
crises as well as recent observations made during the COVID-19 pandemic. At
the outset, we identified blocks of actions necessary in this regard. Actions con-
cerning reducing threats and combating weaknesses should pursue the following
objectives: limiting a negative impact of the macro-environment during a crisis,
reducing sectoral threats, responding to problems in relations with customers,
preventing financial problems, taking care of resources, reducing managerial dys-
functions and improving sales strategies. Actions oriented towards the exploi-
tation of opportunities and the development of strengths should focus on the
following aims: exploring the strategic fit, exploiting the advantages of business
models, exploiting the potential of resources, discounting flexibility, competing
on the basis of products and services, benefiting from customer relations and tak-
ing advantage of positive changes in the environment.

On the basis of the conducted research, we constructed our own original
model of an enterprise's resilience to crisis supplemented with a procedure for its
implementation. The framework is based on the following pillars: (1) a culture of
preparedness, (2) business continuity and (3) disaster resilience. Taking actions
relating to the respective pillars may lead to the development of features of resil-
ience, for example redundancy, adaptive capacity, agility, flexibility, diversity and
efficiency. The presented model implementation procedure provides a hint for
managers on how to implement in practice this complex and multidimensional
approach to crisis management.
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The conducted literature review, empirical research and — last but not least
— modelling of solutions for management under crisis conditions generate a
number of advantages and implications. What should be emphasized on the
theoretical ground is the enrichment of knowledge about management in crisis,
based on previously unavailable experience that was gained during the course of
the global COVID-19 pandemic. On the empirical ground, attention should be
paid to the research result in the form of identified “bad” and “good” practices
followed during the pandemic. The former may serve as a warning for manag-
ers and protect them from making similar mistakes, while the latter constitute
unique benchmarks worthy of imitation or replication. Nevertheless, both types
of practices form a basis for the processes of organizational learning under crisis
conditions. Our research also has methodological implications. The proposed
model of an enterprise’s resilience to crisis constitutes a comprehensive approach
to building a model of an enterprise that will not tumble down under the pressure
of a crisis, will be prepared for possible disturbances and will be able to survive a
crisis situation or even take advantage of it as a lever for development.
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